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SECURE, POLICY-BASED COMMUNICATIONS SECURITY AND FILE
SHARING ACROSS MIXED MEDIA, MIXED-COMMUNICATIONS
MODALITIES AND EXTENSIBLE TO CLOUD COMPUTING SUCH AS SOA

CROSS REFERENCE TO RELATED APPLICATION

The present application claims the benefits of U.S. Provisional Application Serial
No. 61/306,685, filed February 22, 2010, of the same title, which is incorporated herein by
this reference in its entirety.

FIELD

The disclosure relates generally to enterprise networks and particularly to
automated policy creation, monitoring, tracking, enforcement, and remediation of policy
violations.

BACKGROUND

Control of sensitive communications traffic, files, and other content is a well-
known problem. There are many products that address a portion of the problem. A
completely secure, fully extensible solution is not known and may never be available.
This is due to photographic, paper copy, word-of-mouth, and other difficult-to-control
information distribution mechanisms.

Virtual Private Networks ("VPN") provide communications among a restricted
group via a logical overlay on top of an existing network. Tunnels, or secure links
between nodes of the VPN, are created through the underlying network. While VPNs can
make use of authentication and encryption, such features are not a mandatory part of such
a system.

Two major variations on the VPN theme exist. A "Secure VPN" limits access to
communications among the restricted group with positive authentication and file
encryption using such protocols as Internet Protocol Security ("IPSec"), Point-to-Point
Tunneling Protocol ("PPTP"), and Secure Sockets Layer ("SSL"). Secure VPNs are the
defacto standard for off-site communications for enterprises and other organizations who
need security features while using the internet. The other form of VPN is the "Trusted
VPN", which typically guarantees a certain Quality of Service ("QoS"). Protocols for
trusted VPN include, but are not limited to Asynchronous Transfer Mode ("ATM"),
Frame Relay, and MultiProtocol Label Switching ("MPLS"). Secure VPNs do not address
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communication and attachment distribution, access control, use, tracking, controlled
external release of certain information, or timed distribution with consideration of other
temporal events. Secure VPNs do not extend easily to parties outside of the VPN trust
circle (external to the firewall) without incurring additional security risks. VPNs do not
consider the nature of threats or information leaks that are specific to, and unique among,
certain modes or media of communications. Further, VPNs do not apply to all forms of
communications.

Document control systems seck to provide a single source document depository
with change management and version control. Some of the documents are available only
to a controlled audience within an enterprise firewall, while others are available to all
enterprise business associates, and still others may be publicly available. Such a system
helps substantially with documentation compliance issues, but falls short of helping with
the overall control of sensitive communications traffic and content within a controlled
group because it is not extensible to communications traffic. Further, there is no tracking
of documents once copied from the document control system.

There are companies dedicated to Data Loss Protection ("DLP"), like Sophos
(Ultimaco). Sophos offers an enterprise wide security system called SafeGuard Enterprise
5.40™ featuring DLP, device encryption (including removable media), data exchange,
configuration protection, partner connection capabilities, file sharing, and remote worker
encrypted data access and sharing, all configured around a centralized management center
hub that can do role-based policy enforcement, centralized management, and data
reporting. Sophos also offers LANCrypt™ that allows the extension of confidential data
protection to file servers and network shares. Sophos offers these capabilities by loading
software on mobile and stationary devices and running encryption on all files contained on
such devices. Therefore, it is essentially an end-point or device-based data security system
that can be extended to servers and email via additional software products. It has the
disadvantage associated with full encryption, namely a substantial processing burden
added to the entire enterprise. It has the advantage that it integrates with industry leading
Operating System/Personal Computer ("OS/PC") security features such as Microsoft
("MS") Windows Vista™ and Win7 BitLocker™ drive encryption or Lenovo

ThinkVantage™ security. Sophos also has secure storage, exchange and recovery of



10

15

20

25

30

WO 2011/103385 PCT/US2011/025380

encrypted data across mixed device and operating system environments through superior
key management. Sophos offers SafeGuard PrivateCrypto™ functionality, which allows
secure file and email attachment exchange with company user groups without requiring
additional passwords.

While the Sophos suite of security features is the industry leading package, it has
significant overhead in terms of the time required to load the software, encrypt the files,
and manage all of the end points. It is not easily extensible to Service-Oriented
Archectures ("SOA") and the emerging standards there. It is designed more for external
threat management (enterprise penetration and malware introduction) and device loss than
it is for a coordinated, secure, policy-based communications environment application with
mixed media and the full gamut of collaboration mechanisms. It also falls short of a full
enterprise security application by not covering all forms of voice and video, social
networks, blogs/microblogs, and other non email-based communications. Therefore,
while it is a powerful suite of products, it does not provide a system that is secure when
all communications media, modalities and architectures are fully considered. Finally, it
does not integrate with existing document control systems and voice encryption systems.

Real time and packet-based voice communications security systems are also
known. They require either proprictary hardware or software installation. Some are half-
duplex and others are full duplex. They can apply to wire line Public Switch Telephone
Network ("PSTN"), to wireless PSTN, or radio-based standards. Some apply to real time
(Time Division Multiplexing ("TDM") or other modulation schemes), while others apply
to Voice over Internet Protocol ("VoIP") and other non-real time voice. None of the
publicly available systems audit and track such communication sessions or positively
authenticate all parties in a complex real time session, such as a conference call with
multiple locations and multiple parties at each location. No known voice encryption
system coordinates with other security products to enforce overall communications
security.

Service-oriented architecture ("SOA") allow different ways to develop applications
by combining services. The main premise of SOA is to erase application boundaries and
technology differences. As applications are opened up, however, security becomes an

issue. Traditionally, security models have been hardcoded into applications, and, when the
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capabilities of an application are opened up for use by other applications, the security
models built into each application may not be good enough. Several emerging
technologies and standards attempt to address different aspects of the problem of security
in SOA. Standards such as Web Service Security ("WS-Security"), Security Assertion
Markup Language ("SAML"), Web Service Trust ("WS-Trust"), Web
ServiceSecureConversation and Web Service SecurityPolicy focus on the security and
identity management aspects of SOA implementations that use web services. Technologies
such as the Virtual Organization in Grid Computing, Application-oriented networking
("AON") and extensible markup language ("XML") gateways address the problem of SOA
security in the larger context as well.

XML Gateways are hardware or software-based solutions for enforcing identity
and security for Simple Object Access Protocol ("SOAP"), XML, and Representation
State Transfer ("REST") based web services, usually at the network perimeter. An XML
gateway is a dedicated application, which allows for a more centralized approach to
security and identity enforcement similar to how a protocol firewall is deployed at the
perimeter of a network for centralized access control at the connection and port levels.
XML Gateway SOA Security features include Private Key Infrastructure ("PKI"), Digital
Signature, Encryption, XML Schema Validation, Antivirus, and Pattern Recognition.
Regulatory certification for XML gateway security features are provided by Federal
Information Processing Standard ("FIPS") and Department of Defense ("DoD"). While
issues specific to SOA security are being considered and proposed as standards, there is no
proposal for integration of such protocols and standards into the overall fabric of
communications security or rationalizing the differences required of SOA when one
considers the full gamut of media, mode, venue and the like.

When one considers the security implications of advanced communications and
collaboration paradigms such as Google Wave™, the overall security problem becomes
even more complex. The reason for this is that Wave users can attach documents where
some may be protected and others are not. All such attachments are made available to the
members of the Wave. Google Wave enforces security via an invite or participatory
paradigm where the act of adding a party to a Wave or Wavelet authorizes that party to

have access to, and contribute to, the contents therein. By nature of an invite or
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participatory security system, one creates disconnects with other security systems that are
administrative or control-based. In addition, Google Wave provides little protection
against the participants not adhering to enterprise or other organizational security
guidelines. As a result, Google Wave presents another disjointed and incompatible
security system that is not under current centralized control.

SUMMARY

These and other needs are addressed by the various aspects, embodiments, and/or
configurations of the present disclosure. The present disclosure relates to policy
compliance monitoring and/or enforcement, particularly in enterprise networks.

In one embodiment, an enterprise network has a plurality of subscribers, a plurality
of nodes, and a policy enforcement server to enforce polices and/or rules of an enterprise
corresponding to the enterprise network. Each node includes a respective policy agent to
monitor and/or track behavior of the corresponding node and/or a subscriber associated
with the corresponding node. A first policy agent of the plurality of policy agents
corresponds to a first node and first subscriber and identifies a behavioral instance
potentially relevant to a policy and/or rule. The first policy agent notifies the policy
enforcement server of the determined behavioral instance, and the policy enforcement
server applies a policy and/or rule to the determined behavioral instance, whereby a policy
measure is implemented.

In one configuration, a policy tag is used for policy enforcement. The policy tag
can include a variety of differing types of information, such as one or more of the
following:

a persona and/or role of the first subscriber,

a persona and/or role of one or more selected parties,

a degree of trust of the enterprise network with one or more selected parties,

a capability, provisioning, and/or preference of a communication device of the first
subscriber and/or one or more selected parties,

a context of the first subscriber and/or one or more selected parties,

a context of the communication device of the first subscriber and/or one or more
selected parties,

an existing policy compliance measure selected by the first subscriber for one or
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more of the selected communication and content,

a venue for one or more of the selected communication and content to be made
accessible to the one or more selected parties,

a description of one or more of the selected communication and content,

a context of one or more of the selected communication and/or content, and

a policy and/or rule relevant to one or more of the selected communication and
content.

In one configuration, a policy measure, typically received from the policy
enforcement server, is used to address an actual or potential policy or rule violation. The
policy measure commonly includes one or more of the following;:

modification of an existing security measure for one or more of the selected
communication and/or content,

implementation of a new and/or additional security measure for the selected
communication and content,

use of a different network path and/or channel than currently chosen to effect
transmission or transfer of one or more of the selected communication and content ,

block, delay, and/or buffer the one or more of the selected communication and
content,

embed a flag indicating an area of redundant and processor intensive encryption or
security transcoding,

prevent access of one or more of the selected communication and content by one
or more selected parties,

prevent a subscriber from selecting the selected content into a communication,

provide read-only access to one or more of the selected communication and
content,

set a hop restriction on one or more of the selected communication and content
whereby, when the hop restriction is met or exceeded and/or a hop counter is incremented
or decremented to a selected value, the one or more of the selected communication and
content is dropped or otherwise prohibited from delivery to an intended recipient,

tear down a communication channel before transmission of one or more of the

selected communication and content,
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redirect one or more of the selected communication and content to a different
destination, and

display different portions of one or more of the selected communication and
content to different selected parties based on a respective degree of trust or privilege of
cach party.

In one embodiment, an enterprise network node determines that a selected stimulus
has occurred, the stimulus being one or more of a passage of a selected time interval and
occurrence of an event relevant to a degree of sensitivity of a selected communication
and/or content to an enterprise corresponding to the enterprise network, and, in response,
changes a security requirement associated with the selected communication and/or
content.

The security requirement can be one or more of an authentication requirement to
access the selected communication and/or content, a limitation on potential recipients of
the selected communication and/or content, and a cryptography requirement.

Examples of security requirements include:

whether authentication is required;

what degree and/or type(s) of authentication is required;

whether a black list is to be used;

what black list is to be used;

whether a white list is to be used;

what white list is to be used;

whether an access control list is to be used;

what access control list is to be used;

whether encryption is to be used;

an encryption level and/or strength to be used;

what encryption algorithm is to be used;

a communication medium to be used;

a communication path to be used; and/or

a communication modality to be used.

In one embodiment, a node filters requests to send a selected communication

and/or content and/or provide a nonsubscriber with access to the selected communication



10

15

20

25

30

WO 2011/103385 PCT/US2011/025380

and/or content against plurality trusted groupings to determine if the nonsubscriber is a
member of a trusted group. The nonsubscriber is provided with the selected
communication and/or content when he or she is a trusted group member and restricted
from receiving and/or accessing the at least a portion of the selected communication
and/or content when he or she is not in a trusted group or is in a trusted group not
privileged to receive the information. The nonsubscriber can be a member of multiple
trusted groups, based on the nature of the relationship of the nonsubscriber with the
enterprise. Examples of such relationships include participation in a business
organization, a project team, a board, a panel, a task group, a business team, and a
business group.

Trusted groups are typically formed based on one or more of authoritative and/or
trusted input from a firewall, authoritative and/or trusted input from a gateway, a virtual
private network definition and/or configuration, an electronic directory for phone
numbers, an electronic directory for email, an electronic enterprise directory, authoritative
and/or trusted input from a back office application, an enterprise personnel record, an
enterprise payroll system, a security credential from an internal and/or enterprise network
source, an identity server, a white list, a black list, an access control list, and an
administrative setting.

In one configuration, each member of the trusted group has a respective degree of
trust rating defined by the enterprise such that two or more members of the trusted group
have differing respective degree of trust ratings. Each trusted group can also have a
respective degree of trust rating by the enterprise such that it can receive certain type of
sensitive information but not other types.

In one configuration, the life of the trusted group is temporally defined or event-
based. The trusted group would be recognized after or no longer be recognized after
occurrence of a stimulus, namely (a) a predetermined event adversely impacting a degree
of trust between the enterprise and nonsubscriber and/or (b) passage of a determined
period of time. In the event that the trusted group terminates or a member of the trusted
group is dropped, a security mechanism for all group members or the dropped member, as
appropriate, would be at least one of deleted, disabled, and denied permission to execute.

In the event that the trusted group is created or a new member is added to the group, a
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security mechanism, for all group members or the added member, as appropriate, would
be at least one of created, enabled, and granted permission to execute.

The disclosed aspects, embodiments, and/or configurations can provide overall
policy and rule compliance monitoring and enforcement, particularly communications
security control for both the telephony and computing worlds. The overall
communications security control could be a single processor complex or a combination of
existing processors working together using suitable protocols, such as XML, SIP and
others. It could be made up of centralized, hierarchical, or distributed equivalent nodes.
This can be done with security federation by forming trusted computing groups for
multiple domains (logical or physical), each having different security requirements or
parameters. Federation requires a common language to describe the features and the
ability to either process the communications for the network, application, or architecture
or, alternatively, allow the sender to do this via input during composition of the selected
communication and/or content.

The policy enforcement server can detect and rationalize (via policy and security
transcoding) previously incompatible security schemes, such as those for SOA, Google
Wave™, and others. The policy enforcement server would know, by enterprise structure
or federation, the security method of the underlying network, application or architecture.
Based on a number of factors, such as network boundary traversal and the identities of the
sender and the recipient(s), the policy enforcement server can determine whether
encryption, deletion (of the communication and/or select attachments), avoidance of
redundant security transcoding, or other action is required.

The present disclosure can provide a number of other advantages depending on the
particular aspect, embodiment, and/or configuration. For example, the policy enforcement
server can address communication and attachment distribution, access control, use,
tracking, controlled external release of certain information, and timed distribution with
consideration of other temporal events. The policy enforcement server can consider the
nature of threats or information leaks that are specific to, and unique among, certain
modes or media of communications. The policy enforcement server can sense and
evaluate the nature of the threat and forward broadcast announcements in the format, via

the best media, and based on the user's presence and location to alert the user. For
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example, if a threat is detected in the email server(s) and a particular user is detected via
presence at a mobile phone, a call to that mobile phone number may allow the user to react
and take the appropriate actions with regard to their email prior to being impacted by the
threat. A disclosed embodiment can enable security mechanisms to extend readily to
parties outside of a VPN trust circle (external to the firewall) without incurring additional
security risks.

These and yet other advantages will be apparent from the disclosure.

The phrases "at least one"”, "one or more", and "and/or" are open-ended expressions
that are both conjunctive and disjunctive in operation. For example, each of the
expressions "at least one of A, B and C", "at least one of A, B, or C", "one or more of A,
B, and C", "one or more of A, B, or C" and "A, B, and/or C" means A alone, B alone, C
alone, A and B together, A and C together, B and C together, or A, B and C together.

The term "a" or "an" entity refers to one or more of that entity. As such, the terms
"a" (or "an"), "one or more" and "at least one” can be used interchangeably herein. It is
also to be noted that the terms “comprising”, “including”, and “having” can be used
interchangeably.

The terms “application”, “application program”, and “software application” refer
to software that is used for business or entertainment. The terms refer to virtually any type
of program, including spreadsheets such as Excel™, word processors such as Word™,
communication modules such as Avaya Softphone™, instant messaging platforms, and e-
mail platforms, personal information managers, media players such as iTunes™, Web
browsers such as Internet Explorer™, and virtual reality games such as Second Life™.
However, the term generally excludes essential control software such as the operating
System.

The term “automatic” and variations thereof, as used herein, refers to any process
or operation done without material human input when the process or operation is
performed. However, a process or operation can be automatic, even though performance
of the process or operation uses material or immaterial human input, if the input is
received before performance of the process or operation. Human input is deemed to be

material if such input influences how the process or operation will be performed. Human

input that consents to the performance of the process or operation is not deemed to be
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“material”.

The term “call log” refers to a collection, or list, of inbound and/or outbound calls.
A call is typically described by timestamp (e.g., date and time of day of call set up,
termination, or receipt), call duration, called number, calling number, callee identity,
and/or caller identity.

A “class driver” is a type of driver that can operate a large number of different
devices of a broadly similar type. For example, it can be a base or ancestor class for
specific drivers which need to have slightly different or extended functionality but which
can take advantage of the majority of the functionality provided by the class driver.

The phrase “communication mode” or “communication modality” refers to a
particular way of communicating. For example, E-mail is a first communication mode;
instant messaging a second; digital voice a third; Voice over IP a fourth; facsimile a fifth;
and tweeting a sixth.

The term "computer-readable medium" as used herein refers to any tangible
storage and/or transmission medium that participate in providing instructions to a
processor for execution. Such a medium may take many forms, including but not limited
to, non-volatile media, volatile media, and transmission media. Non-volatile media
includes, for example, NVRAM, or magnetic or optical disks. Volatile media includes
dynamic memory, such as main memory. Common forms of computer-readable media
include, for example, a floppy disk, a flexible disk, hard disk, magnetic tape, or any other
magnetic medium, magneto-optical medium, a CD-ROM, any other optical medium,
punch cards, paper tape, any other physical medium with patterns of holes, a RAM, a
PROM, and EPROM, a FLASH-EPROM, a solid state medium like a memory card, any
other memory chip or cartridge, a carrier wave as described hereinafter, or any other
medium from which a computer can read. A digital file attachment to e-mail or other self-
contained information archive or set of archives is considered a distribution medium
equivalent to a tangible storage medium. When the computer-readable media is
configured as a database, it is to be understood that the database may be any type of
database, such as relational, hierarchical, object-oriented, and/or the like. Accordingly, the
invention is considered to include a tangible storage medium or distribution medium and

prior art-recognized equivalents and successor media, in which the software
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implementations of the present invention are stored.

The term “computer security” refers to ensuring the availability and correct
operation of a computer system without concern for the information stored or processed by
the computer.

The term “communication” refers to any voice, text, and/or video electronic

communication, such as a voice call, E-mail, instant message, text chat, VolP call, and the

like.
The terms “determine”, “calculate” and “compute,” and variations thercof, as used
herein, are used interchangeably and include any type of methodology, process,

mathematical operation or technique.

The term “driver” refers to logic (typically implemented as software) allowing a
higher-level computer program to interact with a hardware device. A driver typically
communicates with the device through a computer bus or communications subsystem to
which the hardware connects. When a calling program invokes a routine in the driver, the
driver issues commands to the device. Once the device sends data back to the driver, the

driver may invoke routines in the original calling program.

The term “electronic address” refers to any contactable address, including a
telephone number, instant message handle, e-mail address, Universal Resource Locator
(“URL”), Universal Resource Identifier (“URI”), Address of Record (“AOR”), electronic
alias in a database, like addresses, and combinations thereof.

The term “engine” refers to a program that performs a core or essential function for
other programs. It is also used to describe a special-purpose program containing an
algorithm that can sometimes be changed. For example, an engine can be a central or focal
program in an operating system, subsystem, or application program that coordinates the
overall operation of other programs. The best known usage is the term “search engine,”
which uses an algorithm to search an index of topics given a search argument. A search
engine is designed so that its approach to searching the index can be changed to reflect
new rules for finding and prioritizing matches in the index. In artificial intelligence, the
program that uses rules of logic to derive output from a knowledge base is called an

“inference engine.”
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The phrase “enterprise network” refers to a, typically geographically dispersed,
computer network under the jurisdiction or control of one organization. It often includes
several different types of networks and computer systems from different vendors.

The term “hyperlink” refers to a reference to a document that the reader can
directly follow, or that is followed automatically. The reference points to a whole
document or to a specific element within a document. Hypertext is text with hyperlinks.
Such text is usually viewed with a computer. A hyperlink has an anchor, which is a
location within a document from which the hyperlink can be followed; that document is
known as its source document. The target of a hyperlink is the document, or location
within a document, that the hyperlink leads to. The user can follow the link when its
anchor is shown by activating it. Following has the effect of displaying its target, often
with its context. In some hypertext, hyperlinks can be bidirectional; that is, they can be
followed in two directions, so both points act as anchors and as targets. More complex
arrangements exist, such as many-to-many links.

The term “information security” means protecting information and information
systems from unauthorized access, use, disclosure, disruption, modification, perusal,
inspection, recording or destruction.

The terms “instant message” and “instant messaging” refer to a form of real-time
text communication between two or more people, typically based on typed text. The
instant message is conveyed by an instant messaging program offered by a service, such as
AOL™, MSN Messenger™, Yahoo! Messenger™, Live Messenger™, and Apple's
iChat™. Generally included in the instant messaging software is the ability to see the
presence of another party; that is, the ability to see whether a chosen friend, co-worker or
other selected person (known as a "buddy"), is online and connected through the selected
service. Instant messaging differs from ordinary e-mail in the immediacy of the message
exchange and also makes a continued exchange simpler than sending e-mail back and
forth. Instant messaging, unlike e-mail, is also generally stateless. Most exchanges are
text-only, though some services now allow voice messaging, file sharing and even video
chat (when both users have cameras). For instant messaging to work, both users must be
online at the same time and the intended recipient must be willing to accept instant

messages. An attempt to send an instant message to someone who is not online (or is
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offline), or who is not willing to accept instant messages, will result in a notification that
the transmission cannot be completed. If the online software is set to accept instant
messages, it alerts the recipient with a distinctive sound and provides a window that
collectively indicates that an instant message has arrived. The window allows the
recipient to accept or reject the incoming instant message. An instant message session is
deemed to disconnect, or be disconnected, when the user goes offline, refuses to accept an
instant message, or is suspended by the user failing to respond to an instant message after
a predetermined period of time after an instant message is sent and/or received. An instant
message session is deemed to be reconnected (or a call-back deemed to occur) when the
user resumes the instant messaging session, such as by responding to an outstanding
instant message.

The term “link” refers to a reference from one location to another location. The
location can, for example, be an electronic address, a data storage address, a Universal
Resource Locator, a Universal Resource Indicator, and the like. Common examples of
links include hyperlinks.

The term “metaphor telephone” refers to a reference to a communication device
that displays a metaphorical depiction of a selected object, such as a device capability, a
communication medium, a virtual or geographic location, and the like. An example is
where a telecommunication device richly displays a conference by each participating
node’s communication capabilities and limitations.

The term “module” as used herein refers to any known or later developed
hardware, software, firmware, artificial intelligence, fuzzy logic, or combination of
hardware and software that is capable of performing the functionality associated with that
element. Also, while the invention is described in terms of exemplary embodiments, it
should be appreciated that individual aspects of the invention can be separately claimed.

The term “presence information” refers to any information associated with a
network node and/or endpoint device, such as a communication device, that is in turn
associated with a person or identity. Presence information can indicate user status (e.g.,
online or offline), user availability (e.g., available, busy, on the phone, or out to lunch),
user’s desired contact means (e.g., instant messaging, circuit-switched telephone, packet-

switched telephone, cell phone, pager, etc.) that may vary by contactor identity and/or
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contact time, and at what endpoint a contactor is most likely to reach successfully the
presence service subscriber. Presence information can span a number of different
communication channels. The aggregated view of a user’s presence (that is, the
availability across all of an individual’s SIP-enabled devices) is called Multiple Points of
Presence or MPOP. Examples of information useful in determining a user’s presence and
availability include information regarding the accessibility of the endpoint device, the
recency of use of the endpoint device by the person, recency of authentication by the
person to a network component, recency of registration of an endpoint device, an endpoint
publishing presence information, SUBSCRIPTION requests generated by a user agent in
the user’s endpoint device, geographical location of the user using mobile device location
information, scheduled activities on the user’s calendar, indications whether or not a user
has been reading or sending email, and an indication whether the user’s email application
has an out of office setting. Present information can be, for example, the electronic
address of a device at which the service subscriber is currently deemed to be present
and/or available.

The terms “online community”, “e-community”, or “virtual community” mean a
group of people that primarily interact via a computer network, rather than face to face, for
social, professional, educational or other purposes. The interaction can use a variety of
media formats, including wikis, blogs, chat rooms, Internet forums, instant messaging,
email, and other forms of electronic media. Many media formats are used in social
software separately or in combination, including text-based chat rooms and forums that
use voice, video text or avatars.

The term “security” refers to both information and computer security.

The term “Service Oriented Architecture” or “SOA” refers to a collection of
services. These services communicate with each other. The communication can involve
either simple data passing and/or two or more services coordinating some activity.

The term “social network service” is a service provider that builds online
communities of people, who share interests and/or activities, or who are interested in
exploring the interests and activities of others. Most social network services are web-
based and provide a variety of ways for users to interact, such as e-mail and instant

messaging services.
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The term “social network” refers to a web-based social network.

The term “subscriber” denotes an individual who normally is in a trust relationship
with an enterprise allowing them to have access to, and interact within, the enterprise
network and/or who normally receives some level of access to sensitive
enterprise information, serviced via one or more communication media/modes provided
and/or used by the enterprise, and requiring a trust relationship with the enterprise.
Normally, a subscriber refers to a person having one or more communication devices
controlled by an enterprise network. “Control” includes, without limitation, one or more
of the actions of service by, registration with, and subscription with the enterprise
network. Normally, a subscriber has a communication device located within a logical
and/or physical trust boundary of the enterprise network. The trust boundary can be
defined by one or more of a firewall, gateway, local area network definition and/or
configuration, virtual private network definition and/or configuration, demilitarized zone,
perimeter network definition and/or configuration, and the like.

The term “synchronized” means, in the context of databases, maintaining selected
fields in the records of one database temporally up to date with respect to changes in the
information stored, by the other database, in the selected or equivalent fields.

The term “token” or “tag” refers to a container of information that can be
transmitted between computational nodes and/or can be associated with a set of
information, such as a document, communication, file, link, application, sharepoint, blog,
micro-blog, Really Simple Syndicated (“RSS”) feed, and the like. Tags are typically a
type of meta-data that is descriptive of selected information. Tags are normally in the
form of an extensible markup language (“XML”) or some other markup language.

The term “VoIP” refers to a family of transmission technologies for delivering
packetized voice communications over IP networks such as the Internet or other packet-
switched networks, rather than the public switched telephone network (PSTN). Other
terms frequently encountered and synonymous with VolP are IP telephony, Internet
telephony, voice over broadband (VoBB), broadband telephony, and broadband phone.
Common protocols for VoIP include H.323 and the Session Initiation Protocol.

The preceding is a simplified summary of the disclosure to provide an

understanding of some aspects of the disclosure. This summary is neither an extensive nor
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exhaustive overview of the disclosure and its various aspects, embodiments, and/or

configurations. It is intended neither to identify key or critical elements of the disclosure

nor to delineate the scope of the disclosure but to present selected concepts of the

disclosure in a simplified form as an introduction to the more detailed description

presented below. As will be appreciated, other aspects, embodiments, and/or

configurations of the disclosure are possible utilizing, alone or in combination, one or

more of the features set forth above or described in detail below.

Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.
Fig.

BRIEF DESCRIPTION OF THE DRAWINGS
1 is a block diagram of a network architecture according to an embodiment;
2 depicts a policy agent according to an embodiment;
3 depicts a tag according to an embodiment;
3 depicts a flow chart according to an embodiment;
4 depicts a flow chart according to an embodiment;
5 depicts a flow chart according to an embodiment;
6 depicts a flow chart according to an embodiment; and
7 depicts a flow chart according to an embodiment.

DETAILED DESCRIPTION

Overview of System Architecture

The disclosure, in various aspects, embodiments, and configurations, provides a

system and method to perform a variety of operations discussed in more detail below. The

various aspects, embodiments, and configurations relate to automated policy and/or rule

creation, policy monitoring, tracking, and enforcement, and remediation of policy

violations. In one aspect, a comprehensive communications security system orchestrates

and coordinates a myriad of presently incompatible security methods and systems within a

complex multi-media, multi-modal and/or multi-venue communications environment to

secure a selected communication and/or content. More specifically a combination of

specialized, highly intelligent, communications processors (such as the Avaya Aura

Communications Manager™ and/or Avaya Aura Session Manager™), enterprise email

applications (such as Microsoft Outlook™ or the like), other application specific

messaging applications (such as Avaya Modular Messaging™) are tied together via an

application and/or hardware to intelligently enforce overall communications security.
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Extensible mark up (“XML”) languages in many forms are nearly a defacto standard for
rationalizing dissimilar communications entities and protocols. When used in combination
with the policy enforcement server, XML and its many variations can allow mixed vendor
architectures, such as Avaya Aura™, to offer an overall security structure for all
communications.

In one implementation, a policy enforcement server monitors, tracks, and reports
system-wide communications, structures parties as being inside or outside of an enterprise
network, allows multiple levels of other groupings, such as organizations, project teams,
structural levels, security permissions, parties with a need to know certain information,
and the like, receives input from external sources, such as on-line communities, social
networks, presence services, and the like, to provide additional structural detail and other
ad-hoc grouping or collaboration information, determines and analyzes communication
security requirements regardless of the form of the selected communication, determines
whether existing security measures or file protection protocols are adequate for the
selected communication and/or content, determines an optimum network to effect transfer
based on factors, including the security requirements for the selected communication
and/or content, determines whether intended recipients are each permitted to receive the
selected communication and/or content independent of whether the recipient is an
individual or group member, compares the date, time and content of the selected
communication against certain temporal factors that may act as gates for recipient access
of the communication and/or content, considers the intended venue of the selected
communication in permitting or blocking publication on the venue, intelligently creates
policies and rules by observing system and user behavior, permits or enables sending of
sensitive information to a party outside of a normal sphere of trust or enterprise network
perimeter without extending firewall permissions or a persistent security application to the
recipient, offers broadcast alerts to the members of a defined group in response to detected
policy violations, links to other servers, application specific processors, messaging
systems, storage and other such systems to coordinate security, intercepts and deletes or
marks part of or all of a communication and/or content based on the policies, and/or flags
arcas of redundant and processor intensive encryption or security transcoding.

In security applications, a selected communication and/or content can take many

18



10

15

20

25

30

WO 2011/103385 PCT/US2011/025380

forms, including, without limitation, a software application, electronic spreadsheet,
electronic file, record, or document (e.g., word processing document, prior meeting notes,
and the like), image, web link or page, sharepoint, blog, micro-blog, Really Simple
Syndication (“RSS”) feed, single- and/or multi-media communication (e.g., voice mails, e-
mails, instant messages, and the like), communication histories, and other electronic forms
of information.

A plurality of policy agents distributed throughout a plurality of enterprise network
nodes, such as communication devices, firewalls, and gateways, application servers, track,
define, and monitor user and/or system behavior. Such policy agents inspect and tag, for
instance, communications and other content and provide the policy tags, optionally with
the respective communication and/or content, to the policy enforcement server.

In one configuration, a policy agent features a compose mode, or alternatively a
buffer, so that security feedback, such as policy violation warnings, encryption, change of
format (security transcoding), and/or permissions, are provided. The policy agent can
perform policy enforcement, such as buffering communications prior to transmission or
connection while the policy enforcement server determines appropriate policy measure(s).
Such capabilities have not previously been possible with real-time communications
because of the normal dial plan. Some specialized secure phones and secure lines may
have offered security capabilities, but this was not widely available to all members of a
group particularly using generic and generally available hardware. With the introduction
of devices with graphical dial metaphors, the ability to provide feedback or input prior to
triggering the call or other communication session is now possible. Since such new
graphical phones have more processing power than Plain Old Telephones (“POTs”)
phones, they are capable of being highly integrated with centralized telephony processors
for features, coordination and collaboration. In contrast to conventional phones requiring
specialized secure phones and lines, graphical dial metaphor phones are readily available
to all members of a group or enterprise. In one configuration, policy agents are
implemented in a driver, commonly in a class driver, to allow for this level of control.
Class driver behavior can change based on communication with the policy enforcement
server. This would allow context, content, and extended global address list to be involved

in the filtering mechanism. For instance, the user interface could, in the event of a
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possible policy or rule violation, drop the message or warn the user.

The various aspects, embodiments, and configurations in this disclosure will be
illustrated below in conjunction with an exemplary communication system. Although well
suited for use with, e.g., a system using a server(s) and/or database(s), the present
disclosure is not limited to use with any particular type of communication system or
configuration of system elements. Those skilled in the art will recognize that the disclosed
techniques may be used in any application in which it is desirable to collect and associate
related and temporally changing multimedia information for presentation to a user.

Fig. 1 depicts a system 100 according to an embodiment. Referring to Fig. 1, an
enterprise network 104 is in communication, via external network 108, with a presence
service 112, one or more external communication device(s) 116, a social network 124,
web search engine(s) 130, other enterprise networks 134, and other web-accessible
resources 132.

External network 108 can be any type of external network, including, without
limitation, circuit or packet-switched, public and untrusted, private or VPN-based, etc.
The external network 108 is preferably a public packet-switched and/or circuit-switched
network or set of networks. In one configuration, the external network 108 is a public
network supporting the TCP/IP suite of protocols.

The presence service 112 includes a presence server 160 and an associated
presence information database 164 that may or may not be operated by (or be external to)
the enterprise network 104. The presence server 160 and presence information database
164 collectively track the presence and/or availability of presence service subscribers
and/or their communication devices and provide, to requesting entities, current presence
information respecting selected presence service subscribers. Presence may include
physical location tracking of a person and/or the person’s associated computational or
communication device, such as by a satellite location system. Examples of satellite
location systems include Global Positioning System (“GPS”’), Compass Navigation
System, and Galileo Positioning System. As will be appreciated, when the presence
service 112 is external to the enterprise the presence service subscribers are different from
the enterprise subscribers.

The external communication device(s) 116 can be any suitable circuit- or packet-
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switched or digital (e.g., TDM-enabled) communication device. Examples include wired
and wireless telephones, cellular phones, Personal Digital Assistants or PDAs, Personal
Computers or PCs, laptops, packet-based H.320 video phones and conferencing units,
packet-based voice messaging and response units, peer-to-peer based communication
devices, graphical dial metaphor telephones, and packet-based traditional computer
telephony adjuncts.

The social network 124 can be any social internetworking service, including those
defined above.

The web search engines 130 search for information on the external network 108,
including information provided by web accessible resources 132. The information may
consist of web pages, images, information and other types of files. Some search engines
also mine data available in databases or open directories. Unlike web directories, which
are maintained by human editors, search engines operate algorithmically or are a mixture
of algorithmic and human input. Web search engines 130 typically operate through the
sequential operations of web crawling, indexing, and searching. Exemplary search
engines include Yahoo!™, Google™, Internet Explorer™, Bing™, Baidu™, AOL™, and
Netscape™ search engines.

The web-accessible resources 132 refer to any indexed or otherwise searchable
information or services available on the external network 108. Web-accessible resources
132 include information available on web pages, blogs, RSS feeds, and the like.

The other enterprise networks 134 can be proprictary networks of other enterprises
and/or other geographically dislocated sub-networks of the same enterprise associated
with the enterprise network 104.

The enterprise network 104 includes a policy enforcement server 136, a
telecommunication switch or server 140, a gateway (which optionally includes firewall
functionality) 144, an internet search module 148, an enterprise record search engine 152,
messaging server(s) 156 (such as a (unified) messaging server, instant messaging server,
email server, and the like), an enterprise database 160, a personal information manager
164, a plurality of first, second, . . . pth personal computers 168a-p, and a plurality of
internal first, second, . . . nth communications devices 172a-n, interconnected by an

(trusted or secure or private) internal network 178.
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The policy enforcement server 136 monitors the behavior of the enterprise network
104 and enforces enterprise policies and rules. For example, policies and/or rules can
define security rules, content security indications, compliance coordination, access
permissions, and the like.

The telecommunications switch and/or server 140 can include a PBX, an enterprise
switch, an enterprise server, or other type of telecommunications system switch or server.
The communication server 140 is preferably configured to execute telecommunication
applications such as the suite of MultiVantage™ or Aura™ applications of Avaya, Inc.,
including Communication Manager™, Aura Communication Manager™, Avaya IP
Office™, and MultiVantage Express™. Included in the memory of the
telecommunication switch and/or server 140 are call logs (not shown).

The (unified) messaging server 156 may provide features for integrating real-time
voice, video and text communication services, such as instant messaging, chat, telephony
(including IP telephony), and video conferencing, with non real-time communication
services, such as voice mail, e-mail, SMS, and fax.

The personal information manager 164 contains, organizes and/or synchronizes
subscriber personal information, such as contact information or address books, electronic
calendars, personal notes, lists (e.g., task lists), reminders, text message archives,

RSS/Atom feeds, alerts, and project management. An exemplary personal information

manager 164 is Outlook™ by Microsoft, Inc. An electronic calendar, as will be
appreciated, includes scheduled events indexed by date and time.

The first, second, . . . pth computers 168a-p can be any computational device, with
personal computers and laptops being illustrative.

The first, second, . . . nth communication devicesl72a-n can be similar to the
external communication devices 116. In some embodiments, the communication devices

172a-n may be IP-enabled, SIP-enabled, digital, and/or analog devices. Examples of
suitable modified IP telephones include the 1600™, 2400™, 4600™, 5400™, 5600 ",
9600™, 9620™, 9630™, 9640™, 9640G™, 9650™, and Quick Edition™" telephones, IP

wireless telephones (such as Avaya Inc.’s IP DECT™ phones), video phones (such as
Avaya Inc.’s Videophone™), metaphor phones, and softphones of Avaya, Inc. Other

types of suitable communication devices 172a-n include, without limitation, cellular
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phones, analog phones, digital phones, efc.

In the ensuing discussion, “enterprise communication node” refers to any node on
the enterprise network 104, including without limitation the telecommunication switch
and/or server 140, the gateway 144, the internet search module 148, the enterprise record
search engine 152, the messaging server(s) 156, each of the first . . . pth computers 168a-p
and/or first . . . nth communication devices 172a-n.

The enterprise database 160 includes enterprise subscriber information, such as
name, job title, electronic address information (e.g., telephone number, email address,
instant messaging handle, direct dial extension, and the like), subscriber contact lists (e.g.,
contact name and electronic address information), other employee records, search results,
and the like. In one configuration, the enterprise database 160 is configured in accordance
with the Lightweight Directory Access Protocol.

The internet search module 148 interfaces with a web search engine 130 to search
social network(s) 124 and other web accessible resources 132 for instances of factors and
events relating to policies and/or rules.

The enterprise record search engine 152 indexes and searches enterprise records
and other information sources for instances of factors and events relating to policies and/or
rules. Examples of enterprise-level and locally stored information sources include
messaging server(s) 156, call logs, first . . . pth computers 168-p, first . . . nth
communication devices 172a-n, enterprise database 160, and personal information
manager 164. The enterprise record search engine 152 can be configured in a manner
similar to a Web search engine. In other words, the enterprise record search engine 152
can store indexed information about multiple records by a Web crawler or spider-type
module (for example, words are extracted from the titles, headings, or meta tags associated
with the record). The searches are made against the index.

The Internet search module 148 and enterprise record search engine 152, for
example, can search for and identify discrete communications that are part of a common
thread involving one or more common communicants and/or communication devices and
spanning multiple media and modalities, identify communications and/or other content
related to a defined subject matter or topic and/or involving one or more selected

individuals and/or communication devices, and identify other information relevant to one
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or more selected factor(s) and event(s).

The Policy Enforcement Server

Included in the memory of the policy enforcement server 136 is a security policy
engine 176, a control module 172, an administrative module 180, and an analysis module
184.

The security policy engine 176 receives polices and/or rules from administrators,
creates, defines, or generates policies and/or rules by intelligently (such as by a neural
network) monitoring user, enterprise, and enterprise network behavior, and configures sets
of expressions corresponding to the policies and/or rules. The set of expressions
corresponding to a selected policy and/or rule defines the applicable factor(s) and/or
event(s) to which the policy or rule applies and enumerates the corresponding action(s) to
be taken upon detection of an instance of the factor(s) and/or event(s). The corresponding
actions relate to one or more of policy or rule compliance and remediation of a policy or
rule violation. Exemplary policies regard security to protect the confidentiality, integrity,
authenticity, and/or availability of enterprise information, statutory and/or regulatory
compliance (e.g., export or import restrictions), agreement compliance (e.g., compliance
with the terms and conditions of the agreement), content security indications, compliance
coordination, access permissions, and public or semi-public announcements.

A common type of enterprise policy and/or rule relates to security. Security
policies and/or rules for defined information could be expressed in terms of authentication,
access control lists (e.g., white lists, black lists, gray lists, etc.) , the principle of least
privilege, security classifications of persons and/or information (e.g., public, sensitive,
private, confidential, unclassified, sensitive but unclassified, restricted, confidential,
secret, and top secret), and cryptography requirements (e.g., message digests, digital
signatures, non-repudiation, and encryption). Exemplary policies or rules include limits
on presentation of the selected communication and/or content based on a virtual or spatial
location of the user, user role, level or persona, and/or the particular communication node
currently in use by the user. For instance, if the user is attempting to view business
sensitive information in a public location, a use restriction would prevent or bar access to
the information while the user is in the public location. In another example, if the user is

attempting to view business sensitive information from his home computer, a use
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restriction would prevent or bar access to the information while the user is defined by his
“at home” persona. In another example, a user permission would permit a plurality of
members of a workgroup to access the selected communication and/or content.

The factors and events considered in applying security policies and/or rules include
subscriber persona and/or role, other communicant(s) persona and/or role, degree of trust,
subscriber and/or other communicant(s) device capabilities, provisioning, and preferences,
subscriber device context, existing policy compliance measures, venue, subscriber and/or
other communicant(s) context, content description, communication and/or content context,
relevant policies and/or rules detected, recommendation/decision, and use restrictions
and/or permissions. These factors are described in detail below.

The control module 172 applies the policy and rule expressions to detected
instances of factors and events. In security applications for example, the control module
172 determines security requirements for selected content and/or communications and
creates and updates policy tags appended to, embedded in, or otherwise associated with
the selected content and/or communications. This determination includes for instance
determining the adequacy of existing security measures, determining the desirable
transport network for the selected communication, rationalizing (e.g., via policy and
security transcoding) incompatible security schemes or measures, and coordinating
security measures with other enterprise networks 134. The adequacy of existing security
measures can be determined using a simple rules engine, a rules matrix listing rows and
columns of security intercepts, and/or an artificially intelligent engine.

The administrative module 180 monitors, tracks, and reports system-wide
communications, and receives from the control module 172, logs instances of, and sends
notices of policy and/or rule violations to defined recipients. Exemplary recipients include
the security policy engine 176 (for an artificially intelligent engine 176), subscribers,
selected communication sender(s) and/or recipient(s) and content user(s) (whether
subscribers or non-subscribers), and administrative and/or information technology
personnel. In one configuration, the administrative module 180 tracks not only
transmission history of communications but also transmission and user access history of
attachments to communications, creation, edit, and/or access history of selected content.

By way of illustration, the administrative module 180 and/or analysis module 184 would
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track the action of subscriber A (who has privilege to access a selected sensitive
document) sending, by an email attachment, the sensitive document to equally privileged
party B, who extracts the attachment from email and forwards it to unprivileged party C.
In one configuration, the policy and/or rule violation notices are broadcast on one or more
selected media (which can be different from the media subject to the violation). In one
configuration, the administrative module 180 channels reports of suspected abuses and
compliance issues to security personnel. In one configuration, the administrative module
180 logs an identifier or attribute of the selected communication and/or content, a
respective timestamp associated with the inspection, analysis, and/or policy- or rule-based
decision relating to the selected communication, and/or content, a rationale behind the
policy- or rule-based decision or response to the selected communication and/or content,
the nature of the policy- or rule-based decision or response to the selected communication
and/or content, selected contents of the policy tag 300 and/or a pointer, link, or other
reference to the relevant policy tag 300 and/or the selected communication and/or content.
This information can through pattern-analysis and other known techniques identify
subscribers repetitively violating a policy or rule so that corrective, punitive, or
disciplinary action may be taken.

The analysis module 184 analyzes selected communications and content to identify
predetermined factor and event instances, optionally identify potential policy and/or rule
violations, optionally determine recommended policy or rule measures, and create and
update policy tags appended to, embedded in, or otherwise associated with the selected
content and/or communications. The analysis module 184 forwards the created or updated
policy tag, and optionally the selected communication and/or content, to the control
module 172 for application of policies and/or rules.

The Policy Agent

Included in the memories of various communication nodes are policy agents 190.
Policy agents 190 monitor the activities performed by the corresponding communication
node to identify instances of factors and events. For communication nodes, such as the
gateway 144 and messaging servers 156, the policy agent 190 monitors the processing or
handling of incoming and outgoing signals, particularly text and voice messages and voice

signals. For communication nodes, such as first . . . pth computers 168a-p and first . . . nth
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communication devices 172a-n, the policy agent 190 monitors the operations of the
interface between the user and the corresponding device and provides a compose mode for
the selected communication and/or content. In the compose mode, the policy agent 190
monitors the subscriber composition (e.g., creation or edition) of a selected
communication and/or content to monitor for policy and/or rule violations.

The monitored activities can be any selected activity related to a policy or rule,
such as a communication with one or more other parties and preparation of a document.
For example, the policy agent 190 can inspect email sent, instant messages sent, live voice
communications sent, voice messages sent, documents reviewed, created, and/or edited,
Web browsing sessions, and any other form of communication where content of the
communication can be electronically discerned. The inspection can be performed using
selected keywords or collections of keywords, each of which is associated with a
predetermined area, topic, or subject matter, a selected symbol or set of symbols, value or
set of values, character, and/or set of characters to identify a selected grammar, syntax,
language, protocol, setting, feature, and/or application and/or subcomponent or function
thereof, a selected set of parsing rules or logic to identify the context, content, and/or
communication modality of a signal. In one configuration, the keywords may be selected
by a user and/or enterprise.

With reference to Fig. 2, a policy agent 190 includes a search, analysis, and/or
tagging module 200 to search and analyze selected communications and content, track, at
the device level, communications and selected content (including tracking communication
threads and document versions), and generate policy tags containing the results, alert
module 204 to generate and transmit notices, to the policy enforcement server 136 and
other predetermined recipients, of policy and/or rule violations identified by the search,
analysis, and/or tagging module 200 and/or the policy enforcement module 208, policy
enforcement module 208 to receive and forward to the policy enforcement server 136
tagged communications and/or content, identify and notify the alert module 204 and/or
policy enforcement server 176 of potential policy or rule violations, and receive and
implement commands from the policy enforcement server 136, and messaging interface
212.

In response to identifying or receiving notification from the policy enforcement
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server 136 of occurrences or instances of predetermined factors and/or events, the policy
agent 190 creates or updates policy tags and forwards the policy tags, alone or as part of
the corresponding communication and/or content, to the analysis module 184 of the policy
enforcement server 136. The predetermined factors and/or events include one or more of
identification of applicable policy or rule, instance of policy or rule violation, existing
policy compliance measure(s), content description, subscriber persona or role, other
communicant(s) (whether sender(s) or recipient(s)) personal or role, degree of trust,
subscriber and/or other communicant(s) communication device capabilities, provisioning,
and preferences, venue for the selected communication and/or content, and
communication and/or content context.

When intervention is required, the control module 172 forwards an intervention
command to the policy enforcement module 208. Intervention commands include one or
more of buffer the selected communication before transmission or connection, block
access of the selected communication and/or content by negotiating different security
measures with an internal or external device, redirect the selected communication to a
different destination (such as administrative or information technology personnel), redirect
the selected communication over a different communication modality, block transmission
or access of the selected communication and/or content by all or a subset of potential
recipients or users, reconfigure, redefine, and/or transcode security measures for the
selected communication and/or content, provide a warning of a policy or rule violation,
require encryption, require change of format (security transcoding), require, define or
restrict permissions, and provide a visual or audible warning to the user of a potential
policy or rule violation. As will be appreciated, transcoding refers to changing or
converting format, encryption, or other security measures to satisfy the least common
denominator of the various node capabilities along the transmission path or channel,
including the communication endpoints.

In one configuration, the policy agent 190 analyzes the identified occurrences of
factors and/or events and assigns, updates, and/or generates a level of confidence that the
associated message or content is relevant to a policy or rule. The assigned level of
confidence applied to the keyword occurrences can be based on a number of factors,

including number or frequency of identified instances of the selected factor or event and
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the identities of the identified factors or events.

The policy agent 190 can be implemented in a variety of ways. For example, the
policy agent 190 can be implemented as a thick-client software application, thin-client
browser-based application, or other Web service-oriented application including voice-
portal driven applications. It could be an embedded ability in an IP Hardphone or a pushed
application to this type of communication device, such as in the form of a servlet or applet.
It is envisioned that each of the subscriber-accessible application access methods will
interact with Web server-based application(s) of the archival server components. The
Web server-based applications are assumed to be accessible via standard HTTP protocols
from any number of remote applications, with Common Gateway Interface (CGI) scripts
necessary to read/write meta-data and archive files into the various repositories (or
databases).

In one configuration, the policy agent 190 is located in the communication stack at
the class driver level such that each instance of access to the internal or external network
178 or 108 necessarily passes through the policy agent 190. Since the class driver occurs
before the information is packetized and since the policy agent 190 is on the system where
the communication is being originated, there should be enough information to make the
determination of whether or not the communication can occur based on context and
content.

The policy enforcement server 136 locates and analyzes information at the
enterprise network level while the policy agent 190 locates and analyzes information
available locally. By way of example, the policy enforcement server 136, unlike the
policy agent 190, proactively locates policy-related information not only in enterprise
records but also available on the external network 108. While the search, analysis, and/or
tagging module 200 accesses communications and content stored locally, the policy
enforcement server 136 accesses policy tags 300, communications, and content available
at multiple enterprise communication nodes. While the search, analysis, and/or tagging
module 200 correlates factors, events, and information available locally, the policy
enforcement server 136 correlates factors, events, and information available from multiple
policy agents 190 in multiple enterprise communication nodes.

The Policy Tag
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With reference to Fig. 3, a policy tag 300 is a portable container of policy-related
information that is relevant to policy or rule compliance.

An illustrative policy tag 300 includes a number of sets of information, including
tag identifier 304, content identifier 308, stimulus/stimuli 312, authentication information
320, subscriber persona and/or role 324, other communicant(s) persona and/or role 328,
degree of trust 332, subscriber and/or other communicant(s) device capabilities,
provisioning, and preferences 336, subscriber device context 342, existing policy
compliance measures 346, venue 340, subscriber and/or other communicant(s) context
344, content description 348, communication and/or content context 352, relevant policies
and/or rules detected 356, recommendation/decision 360, and use restrictions and/or
permissions 364.

The tag identifier 304 can be any numeric, alphabetical, or alphanumeric identifier
that identifies, uniquely, the respective policy tag 300. Examples of policy tag identifiers
304 include keyword, name, communication, message, or session identifier, file or
directory name or extension, employee identifier, project name, electronic address, and the
like. In one configuration, the policy tag identifier 304 is generated by a random or
psecudorandom number generator.

The content identifier 308 can be any numeric, alphabetical, or alphanumeric
identifier that identifies uniquely the corresponding communication, document, or other
content. Examples of content identifiers 308 include a pointer, link, or other electronic
memory address. In one configuration, the content identifier 308 is generated by a random
or pseudorandom number generator. The content identifier 308 may or may not be the
same identifier used for the policy tag identifier 304.

The stimulus/stimuli 312 refers to the stimulus or stimuli (including associated
timestamp) causing policy tag 300 generation. Examples include incoming or outgoing
message receipt, document creation, blog or micro-blog posting, receipt of RSS feed, file
or record retrieval, web browsing session, and the like.

Authentication information 320 refers to the information that enables the policy
enforcement server 136 to access a corresponding communication and/or content.
Examples of authentication information 320 include credentials, such as usernames, log-in

names, pins, and passwords, biometrics, digital certificates, security tokens, dongles, keys,
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social security numbers, driver license numbers, membership numbers, employee
numbers, passport numbers, customer numbers, and other authentication and/or
authorization attributes. The authentication information 320 is typically associated with
the subscriber corresponding to respective communication and/or content. For example,
the authentication information 320 can be a password to access a password-protected
document or a log-in name and password to (re)initiate a session with an Internet site.

Subscriber persona(s) 324 refer to the various contextual profiles of the subscriber
creator, originator, editor, recipient, and/or sender of the corresponding communication
and/or content. Characterizing persona or role is complicated by the fact that the user may
be making use of a plurality of fixed and mobile devices to conduct such activities.
Although the subscriber normally refers to the enterprise subscriber associated with the
enterprise communication node corresponding to the reporting policy agent 190, this field
can include the person(s) or role(s) of other subscribers creating, originating, receiving,
editing, or sending the corresponding communication and/or content. For example, a
subscriber may conduct company business from home or alternatively need to conduct
urgent personal business from work. The subscriber would thus have a “business profile”
defined by business related information, such as employer name, user level, user
organization, the subscriber’s business-related electronic addresses (e.g., cellular phone
number, desk phone number, e-mail address, instant message handle, and the like),
satellite-based physical location coordinates associated with business location (current
location can be determined, inter alia, by cellular phone location techniques), Web
browsed URL’s corresponding with business interests, times-of-day or days-of-week
associated with business time, contact lists of business associates, clients, suppliers,
customers, and/or other business-related contacts, and the like. The subscriber can also
have a “personal (non-business) profile” defined by personal information, such as family
member names, the subscriber’s personal electronic addresses (e.g., cellular phone
number, desk phone number, e-mail address, instant message handle, and the like),
satellite-based physical location coordinates associated with personal (e.g., home or other
residence) location, Web browsed URL’s corresponding with personal interests, times-of-
day or days-of-week associated with personal time, contact lists of friends, family

members, hobby suppliers, charitable organizations and other volunteer activities, and/or
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other personal contacts, and the like. The personas and/or roles and their respective
descriptions can be obtained from the enterprise network (such as from the enterprise
record search engine 152), the Internet search module 148 by access of a profile of the
communicant(s) available on a social network 124 or other web accessible resource 132,
and/or the presence service 112 associated with the subscriber. For example, the policy
enforcement server 136 can determine, via rich presence and persona detection, at least
part of the time when enterprise or group business is being conducted. This can be
accomplished when the telecommunication switch/server 140 is connected to the endpoint.
When the endpoint is not part of the enterprise network 104 and uses a different presence
service 112, the traffic would be sent through the enterprise network 104 so that the
telecommunication switch/server 140 had access to the traffic to enforce the policies and
rules.

The other communicant(s) persona and/or role 328 refer to the persona or role of
other nonsubscriber creator, originator, editor(s), recipient(s), and/or sender(s) of the
corresponding communication and/or content. The persona or role can be defined in any
suitable manner, including the manner set forth above in connection with the subscriber
persona(s) 324. This information may be obtained from the enterprise network 104
associated with the other communicant(s), the personal information manager 164 of the
subscriber (which has a contact profile of the other communicant), the Internet search
module 148 by access of a profile of the communicant(s) available on a social network
124 or other web accessible resource 132, or the presence service 112 associated with the
other communicant(s).

The degree of trust 332 refers to the apparent degree of trust, and/or nature of
trusted relationship (e.g., role of the person in the enterprise business operations), of the
subscriber with each person or computational entity intended to have access to the selected
communication and/or content. Such persons include the intended recipients, sender,
originator, reviewer, editor, and the like. The degree of trust can be rated, quantified, or
otherwise defined by the enterprise, such that each member of a trusted group has a
respective, potentially different, degree of trust defined by the enterprise. Each trusted
group can also have a respective degree of trust rating by the enterprise such that it can

receive certain type of sensitive information but not other types.
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A person can be a member of multiple groups. The group members can be
identified by a universal identifier, such as a name, email address, instant message handle,
and the like, which is portable among multiple devices and/or by an address of a specific
communication device.

This field permits entities inside and/or outside the enterprise to structure parties as
being either inside or outside the enterprise. This field can also enable multiple levels of
other groupings, such as business organization (e.g., department and business entity), a
project team, a board, a panel, a task group, a business team, business group, structural
levels, security permissions, parties with a need to know certain information, and the like.
The analysis module 184 can form trusted groups based on authoritative or trusted input
from policy agents 190 within firewalls and gateways, virtual private network definitions
or configurations, a local area network definition and/or configuration, demilitarized zone
definition and/or configuration, perimeter network definition and/or configuration, an
enterprise database 160 record, such as an electronic directory for phone numbers, an
electronic directory for email, an electronic enterprise directory, and/or authoritative
and/or trusted input from a back office application, such as Lightweight Directory Access
Protocol (“LDAP”), Post, System Application and Products (“SAP”), a human resource
record, such as an enterprise personnel record, a payroll system, security credentials from
an internal or enterprise network source, an identity server, a white list and/or black list at
the gateway 144, an access control list, an administrative setting, and any other such
information that can be used to federate a complete picture of internal versus external
identity. The grouping definitions can also or alternatively be based on input from social
networks 124 (such as Linked In, Facebook, Twitter, and the like) that provide additional
project structural detail and other ad-hoc grouping or collaboration information. With
social media, one must determine whether the social network 124 is a trusted source, such
as a corporate social network, or whether the social network 124 is a public social network
where a determination of the reliability of the content must be made. Only information
deemed to be authoritative is normally used. Any of the groupings listed above can also
be additionally filtered on other fields in the policy tag 300, such as subscriber and/or
other communicant(s) context 344, subscriber and/or other communicant(s) persona or

role 324 or 328, content description 348, and the like.
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Subscriber and other communicant(s) device capabilities, provisioning, and
preferences 336 refer to any set of communication node capabilities, provisioned features,
and user preferences. Device capabilities, provisioning, and preferences include, for
example, screen size, CPUs, random access memory capacity, volatile memory capacity,
nonvolatile memory capacity, total memory capacity, compatible and/or hosted
communication applications, compatible and/or hosted communication clients, operating
system, port configurations, wireless communication capabilities, compatible wired and
wireless communication and data protocols, codecs and other security or encryption
capabilities, bandwidth, voice capabilities, video capabilities, text capabilities, Web
capabilities, and screen aspect ratio, icon positioning, data entry capabilities, removable
storage, efc.

Subscriber and other communicant(s) device context 342 refers to a description of
the current state, settings, features, and configuration of the device(s) receiving, sending,
or otherwise having access to the selected communication and/or content.

Existing policy compliance measures 346 describes the measures currently in
place, if any, for the selected communication and/or content to comply with the relevant
policies and/or rules. This field includes a description of security measures currently in
effect respecting the corresponding communication and/or content, such as logical controls
(e.g., credentials (such as passwords), data encryption, and other cryptographic measures),
and authentication techniques. This factor permits the policy enforcement server 136, for
example, to determine whether an existing security system or file protection protocol is
adequate for the selected communication and/or content.

The subscriber and other communicant(s) device capabilities, provisioning, and
preferences 336, subscriber and other communicant(s) device context 342, and existing
policy compliance measures 346 can be merged into fewer fields. Although the fields can
contain the device capabilities, provisioning, preferences, and context of the devices of
other subscribers and/or communicant(s) receiving, sending, or otherwise having access to
the selected communication and/or content, it normally includes only the device
capabilities, provisioning, and preferences of the device associated with the reporting
policy agent 190. The analysis module 184 can populate the field with the capabilities,

provisioning, and preferences of other subscriber devices or can simply append or embed
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or otherwise reference multiple policy tags in the selected communication and/or content.

The venue 340 refers to the degree of public exposure of the intended destination
or recipient(s) of the selected communication and/or content. Examples of venue include
the intended destination or recipient(s) of the selected communication and/or content is
public, the intended destination or recipient(s) of the selected communication and/or
content is private, blog, micro-blog, RSS feed, chat room, social network 124 posting, and
news aggregator. The venue 340 impacts the appropriateness or desirability of sharing of
the selected communication and/or content.

The subscriber and/or other communicant(s) context 344 is a description of the
context of the subscriber and other communicant(s) receiving, sending, or otherwise
having access to the selected communication and/or content. “Context” can be any
indicator, attribute, or descriptor of a type and/or nature of an activity of a user, user level,
a circumstance of the user, a surrounding of the user, and an environment of the user.
Context includes, for example, presence of the subscriber, presence of the other
communicant(s), physical, logical, and/or political (e.g., country) location of the
subscriber, physical, logical, and/or political of the other communicant(s), application
involved in the review, transmission, and creation and/or edition of the selected
communication and/or content. If not already included in the selected communication
and/or content, the subscriber and/or other communicant(s) context 344 can include the
identities and/or addresses of the intended message recipients, and the identity and/or
Universal Resource Locator (“URL”) address (e.g., link or hyperlink) of a web accessible
resource to receive the selected communication and/or content.

The content description 348 describes the selected communication and/or content,
typically using symbols or characters referenced in one or more applicable policies and/or
rules. The content description 348 can take many forms. For example, the content
description 348 can include a key word or phrase or a set of key words or phrases, product
code, serial number, communication identifier, session identifier, account number, project
name or identifier, employee identifier(s), and team name or identifier. In one
configuration, the policy tag is discrete from the selected communication and/or content
and this field includes a pointer, indicator, reference, link or other type of electronic

address to the selected communication and/or content . The content description 348 can
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also include, or track, the different versions of the selected communication and/or content
using one or more policy tags 300. As will be appreciated, different versions of a
document can have different levels of sensitivity, which would make it advantageous for
cach version to have a different tag as different policy or rule measures may be required.

The communication context 352 refers to or defines the context of the selected
communication and/or content. The communication context 352 includes, without
limitation, a communication mode or modality selected for transmission of the
communication, timestamp associated with receipt, transmission, creation, and/or edition
of the selected communication and/or content, the identities and/or addresses of the
intended message recipients, and the identity and/or Universal Resource Locator (“URL”)
address (e.g., link or hyperlink) of a web accessible resource to receive the selected
communication and/or content.

The relevant policies and/or rules detected 356 include a pointer, indicator,
reference, or link to or other type of electronic address of the policies and/or rules
potentially impacted by or controlling the selected communication and/or content. The
field may further include an indication of whether or not the policy or rule has been
violated and a timestamp(s) indicating each instance of policy or rule violation.

The recommendation and/or decision field 360 indicates a recommended action to
be taken by the control module 172 and/or a control module 172 determined action to be
taken in response to the selected communication and/or content. The field may also
include a rationale or reason for the recommendation and/or decision. The
recommendation or decision may be, for example, what measures to be taken to comply
with the relevant policies and/or rules or what actions to be taken when a relevant policy
or rule has been violated. In security applications, the recommendation or decision can
include, by way of illustration, a command to a modify existing security measures for the
selected communication and/or content, implement new or additional security measures
for the selected communication and/or content, use a best network (which may differ from
the network already indicated by the selected communication and/or content) to effect
transmission or transfer of the selected communication and/or content or otherwise comply
with necessary security requirements, implement an action to be taken to remedy a prior

policy or rule violation, block, delay, or buffer the selected communication and/or content,
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mark or delete a portion of the selected communication and/or content prior to access by
one or more other parties, send a notice of policy and/or rule violation to one or more
selected destinations, embed a flag indicating an area of redundant and processor intensive
encryption or security transcoding to information technology staff for process
improvement, warn, discipline, and/or train the subscriber potentially violating or violating
the policy and/or rule, prevent access of a selected communication and/or content by an
unprivileged user, prevent the subscriber from selecting, such as by dragging and
dropping, the selected content into a communication, provide read-only access to the
selected communication and/or content, set a hop restriction on a selected communication
and/or content so that, when the hop restriction is met or exceeded or a hop counter is
incremented or decremented to a selected value, the selected communication and/or
content is dropped or otherwise prohibited from delivery to the intended recipient, tear
down a communication channel before transmission of the selected communication and/or
content, redirect the selected communication to a different destination, display different
portions of the selected communication and/or content to different recipients/users based
on the degrees of trust or privileges of each such recipient or user, and successfully
authenticate and/or validate the recipient(s) before access is permitted.

Use restriction(s) and/or permission(s) 364 refer to policy- or rule-based
restriction(s) and/or permission(s) on the communication nodes privileged to receive all or
portion of the policy tag 300. For example, while certain portions of the policy tag 300
may be accessed by a subscriber’s computer 168 or communication device 172, other
portions could be accessed only by the policy enforcement server 136 and/or specified
administrative personnel. In this manner, an unprivileged subscriber or other user could
not access sensitive portions of the policy tag 300 via a corresponding policy agent 190.

In other configurations, a policy tag 300 associated with a document incorporates
the security provisions of the native system, such as a document control system, and
carries the provisions along with the document as the document is used. For example, a
user may have permission to access a document, but certain uses within the enterprise may
be blocked by carrying the permission and security information along with the document.
While the document example is an illustrative one, this can obviously be extended to other

file, attachment or communications payload types. This could be done via some form of

37



10

15

20

25

30

WO 2011/103385 PCT/US2011/025380

steganography which could be enforced either by the communications sub-system or the
file sub-system.
Examples

To illustrate the operation of the policy enforcement server 136, policy agent 190,
and policy tag 300, a number of examples will now be presented. The examples assume
that the policy enforcement server 136 is a centralized intelligence (processor, multiple
processors with a command structure, or equivalent) that coordinates overall
communications security.

In a first example, the policy enforcement server 136 considers communication
security requirements regardless of the form of the communication, for example,
attachments, chat, email, IM, real time and packet voice, real time and packet video,
embedded links, access to information on venues, access to tools and the like, because the
policy and/or rule may regulate one or both of the fact that the communication is occurring
and/or how the communication is occurring. This consideration is done based on the
information sent in the selected communication and the network it is sent on. The policy
tags 300 would describe what controls or security measures were previously deemed to be
appropriate. The selected communication would be intercepted, inspected, and policy
filtered by a policy agent 190 in an intervening or originating enterprise communication
node. By way of illustration, a government policy or rule may permit an employee to
communicate sensitive information by a secure voice channel but prohibit the employee
from communicating the information by a text channel, such as email or instant
messaging. In certain cases the intercept would be done in a low latency method that does
not reveal, to those involved in the selected communication and/or content exchange, the
inspection and policy filtering being done.

In a second example, the selected communication and/or content is multi-media,
with each media presenting different security challenges. For example, the selected
communication may include voice, text, and images to be analyzed by an intercepting
policy agent 190. Automatic Speech Recognition combined with a lexicon of problematic
keywords would translate the voice portion to equivalent text to enable the policy
enforcement server 136 to identify potential policy and/or rule violations. This

determination can be done by a policy agent 190 in real time or near real time speech
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communications.

In a third example, the policy agent 190 determines, based on the corresponding
policy tag(s) 300, whether any or all of the selected communication and/or content and
attachments thereto are encrypted, password, or otherwise security protected or have been
compromised and optionally whether the encryption, authentication or security protection
and/or protocol is in compliance with policies and/or rules. This determination can
include, for instance, marking of files using simple mechanisms such as misspelled words
in each copy to determine the source of a suspected leak. In one configuration, the
existing security measures, such as encryption or authentication, are assigned a security
rating to indicate a level or effectiveness of security. The rating can be based upon any
suitable metric, such as security capabilities, encryption strength, security application
version or identity, and/or mixtures thereof. This enables a mix of security measures to be
compared to a benchmark threshold set forth in a policy or rule.

In a fourth example, the policy enforcement server 136, based on the
corresponding policy tag(s) 300, determines and selects, based on policy or rule
requirements, a best (transport) network and/or communication mode to effect transfer
based on the communications and/or content security requirements. This assumes that a
router has multiple paths or the selected communication and/or content can be sent by
multiple communication modes, each with an attendant security cost or rating. This
parameter would effectively allow the information to be transmitted on the correct
communications channel based on the security requirements set forth in the policy or rule,
the effective security of the channel, and trade-offs regarding other communications
capabilities. For instance, the selection can be made by comparing a security cost and/or
rating associated with a plurality of possible channels and/or communication modes
against the policy or rule requirements to determine an optimal channel and/or
communication node. A text message can be converted to voice and sent via a digital
(circuit-switched) voice channel, sent via email, or sent via instant messaging. IP
telephony can be extremely feature rich but may be considered as a sub-optimal choice for
certain high sensitivity information where encrypted transmission over the Public
Switched Telephone Network (“PSTN”) could offer advantages. With an overall

communications security control structure, it is possible to select a transport network

39



10

15

20

25

30

WO 2011/103385 PCT/US2011/025380

based not only on cost, reliability, bandwidth and other known criteria but also on other
policy tag 300 information, such as security requirements, the capabilities of the
endpoints, and the communicating party identity, content and context.

In a fifth example, the policy enforcement server 136, based on the corresponding
policy tag(s) 300, considers whether the audience is permitted to receive the
communications or content independent of whether the audience is an individual or a
group. The policy enforcement server 136 determines whether the intended recipient or
proposed user access listing, whether an individual or group, is privileged, or trusted
enough, to receive the selected communication and/or content. This can be done by a
simple mapping operation in which the recipient or access list or description or attributes
thereof is mapped against a permitted list or recipients or accessors or description or
attributes thereof. If one or more members of the group is not privileged to receive or
access the selected communication and/or content, transmission or access can be limited
only to privileged members of the group or the transmission or access can be blocked for
all group members except the originator/sender.

In a sixth example, the policy enforcement server 136 bases security requirements
for a selected communication and/or content on a stimulus (e.g., time or event instance).
The security requirement can be one or more of an authentication requirement to access
the selected communication and/or content (e.g., whether authentication is required and
what degree and/or type(s) of authentication is required), a limitation on potential
recipients of the selected communication and/or content (e.g., whether a black list, white
list, or access control list is required and, if required, the definition of the list), and a
cryptography requirement (e.g., whether cryptography is required and, if so, the specific
cryptographic requirement(s) (such as one or more of symmetric-key cryptography (such
as block or stream ciphers), asymmetric-key cryptography (such as public-key
cryptography), cryptographic hash function, message authentication code, cryptographic
primitive, cryptosystem, and encryption level and/or strength). Other stimulus-triggered
security requirements include the performance and/or nonperformance of any of the policy
measures referenced elsewhere in this disclosure.

By way of illustration, the policy enforcement server 136 would compare the date,

time and content of a communication against certain temporal factors that act as gates for
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transmission, dissemination, publication, or access of the selected communication and/or
content. In a further illustration, the policy enforcement server 136 would remove security
restrictions on the selected communication and/or content if it were located at a publicly
accessible venue on the Internet. In other words, the degree of security, or security
measures, are temporally- or event-based or dependent. Transmission, dissemination,
publication, or access of the selected communication and/or content can be restricted or
prevented until a temporal trigger, or date and time, or event occurs, after which the
transmission, dissemination, publication, or access of the selected communication and/or
content is subject to different (usually lesser) restrictions. By way of illustration, prior to a
product’s release date certain information about the product is maintained in confidence,
and would be so maintained by the policy enforcement server 136, but after the product’s
release date the same information is no longer maintained in confidence and its
dissemination and distribution would not be restricted by the policy enforcement server
136. In a further illustration, release of a user's guide prior to, but not after, the product
availability announcement would be blocked. In these illustrations, project temporal
information from project management applications, personal temporal information from
scheduling applications, and the like, are tied together to determine when the release of
certain information is either premature or timely.

In a seventh example, the policy enforcement server 136 would consider the
intended venue of the selected communication and/or content and venue context as it
impacts the appropriateness of communication and/or content sharing. The venue would
be a function of many factors, such as the public accessibility of the venue and the
trustworthiness of the transmission channel for the selected communication and/or content.
By way of illustration, if a user compose mode is offered by the policy agent 190, the
policy enforcement server 136 would consider content versus venue prior to allowing the
information to be posted and, if necessary, prevent a subscriber from posting the selected
communication and/or content on a social network 124 or other web accessible resource
132, such as a blog or micro-blog. This is superior to the use of web scrapers to detect a
post that is not in an organization's best interests. The configuration of the policy agent
190 in a driver can be a highly effective enforcement mechanism in this example.

In an eighth example, the policy enforcement server 136, using a stimulus-based
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(e.g., temporally limited or event-based) definitions of trusted groups, conditionally sends
sensitive information to a party outside of the normal sphere of trust (e.g., the enterprise
premises) without (persistently) extending firewall permissions or a persistent security
application to such a party or raises or lowers a security requirement associated with a
selected communication and/or content. This assumes that the subscriber and/or enterprise
already has a trusted relationship with the party, e.g., by virtue of a nondisclosure or
confidentiality agreement or other agreement with the party. The definition of a trusted
group, for instance, can be changed (e.g., limited, expanded, created, or disbanded)
temporally to a specified date or time or be event- and/or topic-based, such as execution,
termination, or expiration of an agreement or term or condition thereof, project, realization
of a project goal, and the like. This operation merely extends a time-bound link to the
party, with the expiration and/or deletion of information sent or available to the party. For
example, both ends (or ending nodes) of the conditional extension could feature
authentication, and encryption and would gate communications and content based on some
pre-defined parameters at the time of set-up. A time and/or topic bound push of software
is made to the partner. Once the topic is wound up or once a timer has expired, a heartbeat
that has been keeping the security mechanism (software) open triggers an automatic delete
function in the application software or otherwise disables the software. Other licensing-
type mechanisms can be employed. The mechanisms would, for instance, require the
software to request periodically the policy enforcement server 136 for permission to
execute. When the respective trusted group member was no longer entitled to access the
selected communication and/or content and therefore the software, the policy enforcement
server 136 would deny permission to execute using security mechanisms known in
licensing. As a result, one would not have to worry about administration of temporary
virtual private network access and/or audits after the fact to remove access capabilities.
There could be the ability to pre-maturely terminate such access, if associates working
with the partner and/or security staff determine that there is a risk. This can be done using
two security controllers to negotiate access control or by provisioning the remote partner
in an extended global address list. The latter method would allow revocation more easily
by controlling the expiration date of certain context as well as certain content.

In a ninth example, the policy enforcement server 136 broadcasts alerts to the

42



10

15

20

25

30

WO 2011/103385 PCT/US2011/025380

members of a defined group when intrusive treats or malware inside or outside the firewall
are detected and provides the alerts via the most effective mode and/or media. This can be
done by integrating firewall intrusion detection access control systems into the control
flow of the communications, such as by incorporating this type of system into a policy
agent 190 in a firewall or gateway 144.

In a tenth example, the policy enforcement server 136 detects a malware or
intrusive treat in an email. While it can send a broadcast notice or warning, by email, to
the recipients that the identified email contains a malware or intrusive treat, the email may
already be in the communication stack and such a warning would not notify timely the
user. To avoid this problem, the policy enforcement server 136 can send the notice or
warning by a different communication modality, transport network, and/or channel, such
as voice mail, instant message, and the like. The decision on what communication
modality, transport network, or channel to use can be determined based upon the presence
of the potentially impacted users, the time zone differences between the physical locations
of the impacted users, and the like. For instance, if a potentially impacted user is currently
present on his or her digital voice phone and the virus, malware or treat was sent by email
the policy enforcement server 136 can send by automated voice message or call the notice
or warning to the desk phone. The notice or warning would describe the email by the
header, such as by receipt time, send time, sender, recipient(s), regarding line, and the like.
Alternatively, the email could be quarantined.

In a final example, the policy enforcement server 136 flags areas of redundant and
processor intensive encryption, security transcoding, or other security measures to
information technology staff for security measure improvement or modification. This
could be implemented using policy agents 190 in each intermediate router and other node
(such as the gateway 144 (or firewall) and telecommunication switch/server 140), and the
endpoints. When substantive work is performed on the selected communication to
transmit the communication, the tag is updated to reflect the nature of the substantive
work. The tag could include a dedicated field for this purpose. The policy enforcement
server 136 would review this field and make appropriate changes to the security measures
to reduce the level of substantive work. Work could be described in a suitable

terminology or metric, such as computational resource utilization (e.g., CPU, network
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bandwidth, and/or memory usage or requirements). The security improvement or
modification could be by re-negotiation of the security measure(s) applied over all or part
of the channel.

The above list of examples is not exhaustive or limiting. As will be appreciated,
the system 100 discussed above can perform an endless variety of functions or activities,
of which the above examples represent only a part.

As will be appreciated, any or all of these modules or data can be located
alternatively, partially, or in combination, within the internal network 178, in memories of
the first, second, . . . pth computers 168a-p and/or of the first, second, . . . nth
communication devices 172a-n and, within the external network 108, on one or more
nodes.

Operations of Policy Enforcement Server and Policy Agents

The operations of the policy enforcement server 136 and policy agents 190 will
now be discussed with reference to Figs. 4-7.

Referring to Fig. 4, the policy agent 190, in step 400, initiates operation upon
detection of a stimulus, such as receipt or selection (attempted access or appendage) of an
incoming communication and/or attachment thereto by a subscriber corresponding to the
device containing the policy agent 190, creation or attempted transmission of an outgoing
communication and/or attachment thereto by the subscriber, creation, modification, and/or
selection (attempted access or appendage) of selected content, and the like.

In response, the search, analysis and/or tagging module 200 analyzes, in step 404,
the selected communication and/or content and context thereof.

In step 408, the search, analysis and/or tagging module 200 identifies pertinent
policy factors and metadata relating to the selected communication and/or content.

In step 412, the search, analysis and/or tagging module 200 updates and/or
generates policy tags 300 for the selected communication and/or content.

In step 416, the search, analysis and/or tagging module 200 forwards, via the
messaging interface 212, the tagged communication and/or content and other information
to the policy enforcement server 136.

Referring to Fig. 5, the analysis module 184 in the policy enforcement server 136

receives the policy tagged communication and/or content and other information, which
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receipt is detection of the stimulus in step 500.

In step 504, the analysis module 184 analyzes the selected communication and/or
content and appended policy tag 300.

In step 508, the analysis module 184 determines metadata relating to the selected
communication and content.

In step 512, the analysis module 184 identifies pertinent policy factors relating to
the selected communication and/or content. This step may further include a search by the
analysis module 184 for other similar policy tagged communications or content by the
same or other subscribers in the enterprise network 104.

In step 516, the analysis module 184 updates or generates policy tag(s) 300 on the
selected communication and/or content.

In step 520, the analysis module 184 forwards the tagged communication and/or
content and other information to the control module 172.

Referring to Fig. 6, the control module 172 receives the policy tagged
communication and/or content and other information, which receipt is detection of the
stimulus in step 600.

In step 604, the control module 172 retrieves from the security policy engine 176
the appropriate policies and rules, if needed.

In step 608, the control module 172 maps the pertinent policies and rules to
identified policy factors in the policy tag(s) 300 to determine proposed policy measures.
This step may further include a search by the control module 172 for other similar policy
tagged communications or content by the same or other subscribers in the enterprise
network 104 to investigate a behavioral pattern.

In decision diamond 612, the control module 172 determines whether the sclected
communication and/or content has an existing or proposed policy measure(s).

When the selected communication and/or content does not have an existing or user
proposed policy measure, the control module 172, in step 616, applies policy measures
proposed by the policy enforcement server 136.

When the selected communication and/or content does have an existing or user
proposed policy measure, the control module 172, in decision diamond 620, determines

whether the existing or user proposed policy measures are appropriate. If not, the control
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module 172 proceeds to step 616. If so, or after performance of step 616, the control
module 172 proceeds to step 624.

In step 624, the control module 172 directly or indirectly notifies the policy
enforcement module 208 in the reporting policy agent 190 of any proposed policy
measure(s). In response, the policy enforcement module 208 implements the policy
measure(s).

In step 628, the control module 172 notifies the administrative module 180 of any
policy and/or rule violation.

Referring to Fig. 7, the administrative module 180 receives the command from the
control module 172, which receipt acts as the stimulus in step 700.

In step 704, the administrative module 180 determines and maps the relevant
policies and/or rules to the policy and/or rule violation to determine a response.

In step 708, the administrative module 180 logs the policy violation and
determined response.

In step 712, the administrative module 180 implements the determined response.

The exemplary systems and methods of this disclosure have been described in
relation to a distributed processing network. However, to avoid unnecessarily obscuring
the present disclosure, the preceding description omits a number of known structures and
devices. This omission is not to be construed as a limitation of the scopes of the claims.
Specific details are set forth to provide an understanding of the present disclosure. It
should however be appreciated that the present disclosure may be practiced in a variety of
ways beyond the specific detail set forth herein.

Furthermore, while the exemplary aspects, embodiments, and/or configurations
illustrated herein show the various components of the system collocated, certain
components of the system can be located remotely, at distant portions of a distributed
network, such as a LAN and/or the Internet, or within a dedicated system. Thus, it should
be appreciated, that the components of the system can be combined in to one or more
devices, such as a server, or collocated on a particular node of a distributed network, such
as an analog and/or digital telecommunications network, a packet-switch network, or a
circuit-switched network. It will be appreciated from the preceding description, and for

reasons of computational efficiency, that the components of the system can be arranged at
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any location within a distributed network of components without affecting the operation of
the system. For example, the various components can be located in a switch such as a
PBX and media server, gateway, in one or more communications devices, at one or more
users’ premises, or some combination thereof. Similarly, one or more functional portions
of the system could be distributed between a telecommunications device(s) and an
associated computing device.

Furthermore, it should be appreciated that the various links connecting the
elements can be wired or wireless links, or any combination thereof, or any other known
or later developed element(s) that is capable of supplying and/or communicating data to
and from the connected elements. These wired or wireless links can also be secure links
and may be capable of communicating encrypted information. Transmission media used
as links, for example, can be any suitable carrier for electrical signals, including coaxial
cables, copper wire and fiber optics, and may take the form of acoustic or light waves,
such as those generated during radio-wave and infra-red data communications.

Also, while the flowcharts have been discussed and illustrated in relation to a
particular sequence of events, it should be appreciated that changes, additions, and
omissions to this sequence can occur without materially affecting the operation of the
disclosed embodiments, configuration, and aspects.

A number of variations and modifications of the disclosure can be used. It would
be possible to provide for some features of the disclosure without providing others.

In yet another embodiment, the systems and methods of this disclosure can be
implemented in conjunction with a special purpose computer, a programmed
microprocessor or microcontroller and peripheral integrated circuit element(s), an ASIC or
other integrated circuit, a digital signal processor, a hard-wired electronic or logic circuit
such as discrete element circuit, a programmable logic device or gate array such as PLD,
PLA, FPGA, PAL, special purpose computer, any comparable means, or the like. In
general, any device(s) or means capable of implementing the methodology illustrated
herein can be used to implement the various aspects of this disclosure. Exemplary
hardware that can be used for the disclosed embodiments, configurations and aspects
includes computers, handheld devices, telephones (e.g., cellular, Internet enabled, digital,

analog, hybrids, and others), and other hardware known in the art. Some of these devices
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include processors (e.g., a single or multiple microprocessors), memory, nonvolatile
storage, input devices, and output devices. Furthermore, alternative software
implementations including, but not limited to, distributed processing or component/object
distributed processing, parallel processing, or virtual machine processing can also be
constructed to implement the methods described herein.

In yet another embodiment, the disclosed methods may be readily implemented in
conjunction with software using object or object-oriented software development
environments that provide portable source code that can be used on a variety of computer
or workstation platforms. Alternatively, the disclosed system may be implemented
partially or fully in hardware using standard logic circuits or VLSI design. Whether
software or hardware is used to implement the systems in accordance with this disclosure
is dependent on the speed and/or efficiency requirements of the system, the particular
function, and the particular software or hardware systems or microprocessor or
microcomputer systems being utilized.

In yet another embodiment, the disclosed methods may be partially implemented in
software that can be stored on a storage medium, executed on programmed general-
purpose computer with the cooperation of a controller and memory, a special purpose
computer, a microprocessor, or the like. In these instances, the systems and methods of
this disclosure can be implemented as program embedded on personal computer such as an
applet, JAVA® or CGI script, as a resource residing on a server or computer workstation,
as a routine embedded in a dedicated measurement system, system component, or the like.
The system can also be implemented by physically incorporating the system and/or
method into a software and/or hardware system.

Although the present disclosure describes components and functions implemented
in the aspects, embodiments, and/or configurations with reference to particular standards
and protocols, the aspects, embodiments, and/or configurations are not limited to such
standards and protocols. Other similar standards and protocols not mentioned herein are
in existence and are considered to be included in the present disclosure. Moreover, the
standards and protocols mentioned herein and other similar standards and protocols not
mentioned herein are periodically superseded by faster or more effective equivalents

having essentially the same functions. Such replacement standards and protocols having
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the same functions are considered equivalents included in the present disclosure.

The present disclosure, in various aspects, embodiments, and/or configurations,
includes components, methods, processes, systems and/or apparatus substantially as
depicted and described herein, including various aspects, embodiments, configurations
embodiments, subcombinations, and/or subsets thereof. Those of skill in the art will
understand how to make and use the disclosed aspects, embodiments, and/or
configurations after understanding the present disclosure. The present disclosure, in
various aspects, embodiments, and/or configurations, includes providing devices and
processes in the absence of items not depicted and/or described herein or in various
aspects, embodiments, and/or configurations hereof, including in the absence of such
items as may have been used in previous devices or processes, ¢.g., for improving
performance, achieving ease and\or reducing cost of implementation.

The foregoing discussion has been presented for purposes of illustration and
description. The foregoing is not intended to limit the disclosure to the form or forms
disclosed herein. In the foregoing Detailed Description for example, various features of
the disclosure are grouped together in one or more aspects, embodiments, and/or
configurations for the purpose of streamlining the disclosure. The features of the aspects,
embodiments, and/or configurations of the disclosure may be combined in alternate
aspects, embodiments, and/or configurations other than those discussed above. This
method of disclosure is not to be interpreted as reflecting an intention that the claims
require more features than are expressly recited in each claim. Rather, as the following
claims reflect, inventive aspects lie in less than all features of a single foregoing disclosed
aspect, embodiment, and/or configuration. Thus, the following claims are hereby
incorporated into this Detailed Description, with each claim standing on its own as a
separate preferred embodiment of the disclosure.

Moreover, though the description has included description of one or more aspects,
embodiments, and/or configurations and certain variations and modifications, other
variations, combinations, and modifications are within the scope of the disclosure, ¢.g., as
may be within the skill and knowledge of those in the art, after understanding the present
disclosure. It is intended to obtain rights which include alternative aspects, embodiments,

and/or configurations to the extent permitted, including alternate, interchangeable and/or
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equivalent structures, functions, ranges or steps to those claimed, whether or not such
alternate, interchangeable and/or equivalent structures, functions, ranges or steps are

disclosed herein, and without intending to publicly dedicate any patentable subject matter.
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What is claimed is:

1. A method, comprising:

providing an enterprise network having a plurality of subscribers, a plurality of
nodes, each node comprising a policy agent to monitor and/or track behavior of the
respective node and/or a subscriber associated with the respective node, and a policy
enforcement server to enforce polices and/or rules of an enterprise corresponding to the
enterprise network;

applying a policy and/or rule in response to monitored and/or tracked behavior.

2. The method of claim 1, wherein the policy and/or rule regards a security
requirement, wherein the security requirement is one or more of an authentication
requirement to access the selected communication and/or content, a limitation on potential
recipients of the selected communication and/or content, and a cryptography requirement,
and wherein the applying step comprises:

determining, by at least one of a policy agent and policy enforcement server, that a
selected stimulus has occurred, the stimulus being one or more of a passage of a selected
time interval and occurrence of an event relevant to a degree of sensitivity of a selected
communication and/or content to an enterprise corresponding to the enterprise network;
and

in response to the determined stimulus, changing, by at least one of a policy agent
and policy enforcement server, a security requirement associated with the selected
communication and/or content.

3. The method of claim 2, wherein the security requirement is one or more of:

whether authentication is required;

what degree and/or type(s) of authentication is required;

whether a black list is to be used;

what black list is to be used;

whether a white list is to be used;

what white list is to be used;

whether an access control list is to be used;

what access control list is to be used;

whether encryption is to be used;
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an encryption level and/or strength to be used;

what encryption algorithm is to be used;

a communication medium to be used;

a communication path to be used; and

a communication modality to be used.

4. The method of claim 1, wherein the applying step comprises:

determining, by a first policy agent corresponding to a first node and first
subscriber, a behavioral instance potentially relevant to a policy and/or rule;

notifying, by the first policy agent, the policy enforcement server of the determined
behavioral instance; and

applying, by the policy enforcement server, a policy and/or rule to the determined
behavioral instance, whereby a policy measure is implemented.

5. The method of claim 4, The method of claim 1, wherein the behavioral
instance is the first subscriber intending to make the one or more of a selected
communication and content accessible to one or more selected parties and wherein the
applying step comprises the sub-steps:

receiving, by the policy enforcement server, a policy tag respecting one or more of
the selected communication and content and wherein the policy tag comprises one or more
of the following:

a persona and/or role of the first subscriber,

a persona and/or role of the one or more selected parties,

a degree of trust of the enterprise network with the first subscriber and
and/or one or more selected parties,

a capability, provisioning, and/or preference of a communication device of
the first subscriber and/or the one or more selected parties,

a context of the first subscriber and/or the one or more selected parties,

a context of the communication device of the first subscriber and/or the one
or more selected parties,

an existing policy compliance measure selected by the first subscriber for
the one or more of the selected communication and content,

a venue for the one or more of the selected communication and content to
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be made accessible to the one or more selected parties,
a description of the one or more of the selected communication and content,
a context of the selected communication and/or content, and
a policy and/or rule relevant to the one or more of the selected
communication and content; and
determining, by the policy enforcement server and based on the policy tag, an
applicable policy and/or rule; and
determining, by the policy enforcement server and based on the applicable policy
and/or rule, a policy measure to be implemented.
6. The method of claim 1, wherein the applying step comprises:
analyzing, by a first policy agent corresponding to a first node and first subscriber
and located in a driver, at least one of a selected communication and content to identify a
behavioral instance potentially relevant to a policy and/or rule;
notifying, by the first policy agent, a policy enforcement server of the identified
determined behavioral instance; and
receiving, by the first policy agent and from the policy enforcement server, a
policy measure to be implemented; and
implementing, by the first policy agent, the received policy measure.
7. The method of claim 1, wherein the applying step comprises:
receiving, by a node in an enterprise network, at least one of a request to send a
selected communication and/or content and a provide a nonsubscriber with access to the
selected communication and/or content, the selected communication and/or content
comprising sensitive information to an enterprise corresponding to the enterprise network;
determining, by the node, that the nonsubscriber is a member of a trusted group,
the trusted group comprising, as members, at least one subscriber and at least one
nonsubscriber and each member of the trusted group being trusted by the enterprise; and
in response to the nonsubscriber being a member of the trusted group, the node at
least one of sending the selected communication and/or content and providing the
nonsubscriber access to the selected communication and/or content.
8. The method of claim 7, wherein at least one of the subscriber and

nonsubscriber is a member of multiple trusted groups recognized by the enterprise
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network, wherein at least two of the trusted groups have differing levels of authorization to
access differing bodies of enterprise sensitive information, wherein trusted groups are
formed based on one or more of authoritative and/or trusted input from a firewall,
authoritative and/or trusted input from a gateway, a virtual private network definition
and/or configuration, an electronic directory for phone numbers, an electronic directory for
email, an electronic enterprise directory, authoritative and/or trusted input from a back
office application, an enterprise personnel record, an enterprise payroll system, a security
credential from an internal and/or enterprise network source, an identity server, a white
list, a black list, an access control list, and an administrative setting, wherein the trusted
group corresponds to one or more of a business organization, a project team, a board, a
panel, a task group, a business team, and a business group, wherein each member of the
trusted group has a respective degree of trust rating defined by the enterprise, and wherein
at least two members of the trusted group have differing respective degree of trust ratings.

9. The method of claim 7, wherein a selected member of the trusted group
other than the subscriber and nonsubscriber is not privileged to receive and/or access at
least a portion of the selected communication and/or content , wherein the trusted group is
no longer recognized after at least one of (a) occurrence of a predetermined event
adversely impacting a degree of trust between the enterprise and nonsubscriber and (b)
passage of a determined period of time, wherein a security mechanism is at least one of
deleted, disabled, and denied permission to execute in response to the at least one of
occurrence of a predetermined event and passage of a determined period of time, and
further comprising;:

restricting the selected member of the trusted group from receiving and/or
accessing the at least a portion of the selected communication and/or content.

10. The method of claim 4, wherein the policy measure to be implemented
comprises one or more of the following:

modification of an existing security measure for the one or more of the selected
communication and/or content,

implementation of a new and/or additional security measure for the one or more of
the selected communication and/or content,

use of a different network path and/or channel than currently chosen to effect
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transmission or transfer of the one or more of the selected communication and/or content,

implementation of an action to remedy a prior policy or rule violation,

block, delay, and/or buffer the one or more of the selected communication and/or
content,

mark or delete a portion of the one or more of the selected communication and/or
content prior to access by one or more other parties,

send a notice of policy and/or rule violation to one or more selected destinations,

embed a flag indicating an area of redundant and processor intensive encryption or
security transcoding,

prevent access of the one or more of the selected communication and/or content
by the one or more selected parties,

prevent the subscriber from selecting, such as by dragging and dropping, selected
content into a communication,

provide read-only access to the one or more of the selected communication and/or
content,

set a hop restriction on the one or more of the selected communication and/or
content whereby, when the hop restriction is met or exceeded and/or a hop counter is
incremented or decremented to a selected value, the one or more of the selected
communication and/or content is dropped or otherwise prohibited from delivery to an
intended recipient,

tear down a communication channel before transmission of the one or more of the
selected communication and/or content,

redirect the one or more of the selected communication and/or content to a
different destination, and

display different portions of the one or more of the selected communication and/or
content to different ones of the one or more of the selected parties based on a respective
degree of trust or privilege of each party.

11. A non-transitory computer readable medium comprising processor
executable instructions to perform the determining, notifying and applying steps of claim
1.

12. A system, comprising:
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an enterprise network having a plurality of subscribers,

a plurality of nodes, each node comprising a policy agent to monitor and/or track
behavior of the respective node and/or a subscriber associated with the respective node,
and

a policy enforcement server to enforce polices and/or rules of an enterprise
corresponding to the enterprise network.

13. The system of claim 12, wherein the policy and/or rule regards a security
requirement, wherein the security requirement is one or more of an authentication
requirement to access the selected communication and/or content, a limitation on potential
recipients of the selected communication and/or content, and a cryptography requirement,
and wherein at least one of a policy agent and policy enforcement server determines that a
selected stimulus has occurred, the stimulus being one or more of a passage of a selected
time interval and occurrence of an event relevant to a degree of sensitivity of a selected
communication and/or content to an enterprise corresponding to the enterprise network,
and wherein, in response to the determined stimulus, the at least one of a policy agent and
policy enforcement server changes a security requirement associated with the selected
communication and/or content.

14. The system of claim 13, wherein the security requirement is one or more
of:

whether authentication is required;

what degree and/or type(s) of authentication is required;

whether a black list is to be used;

what black list is to be used;

whether a white list is to be used;

what white list is to be used;

whether an access control list is to be used;

what access control list is to be used;

whether encryption is to be used;

an encryption level and/or strength to be used;

what encryption algorithm is to be used;

a communication medium to be used;
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a communication path to be used; and

a communication modality to be used.

15.  The system of claim 12, wherein a first policy agent corresponding to a first
node and first subscriber determines a behavioral instance potentially relevant to a policy
and/or rule and notifies the policy enforcement server of the determined behavioral
instance, and wherein the policy enforcement server applies a policy and/or rule to the
determined behavioral instance, whereby a policy measure is implemented.

16. The system of claim 15, The method of claim 1, wherein the behavioral
instance is the first subscriber intending to make the one or more of a selected
communication and content accessible to one or more selected parties and wherein the
policy enforcement server receives a policy tag respecting one or more of the selected
communication and content, and wherein the policy tag comprises one or more of the
following:

a persona and/or role of the first subscriber,

a persona and/or role of the one or more selected parties,

a degree of trust of the enterprise network with the first subscriber and/or
one or more selected parties,

a capability, provisioning, and/or preference of a communication device of
the first subscriber and/or the one or more selected parties,

a context of the first subscriber and/or the one or more selected parties,

a context of the communication device of the first subscriber and/or the one
or more selected parties,

an existing policy compliance measure selected by the first subscriber for
the one or more of the selected communication and content,

a venue for the one or more of the selected communication and content to
be made accessible to the one or more selected parties,

a description of the one or more of the selected communication and content,

a context of the selected communication and/or content, and

a policy and/or rule relevant to the one or more of the selected
communication and content; and

determining, by the policy enforcement server and based on the policy tag, an
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applicable policy and/or rule; and

determining, by the policy enforcement server and based on the applicable policy
and/or rule, a policy measure to be implemented.

17.  The system of claim 12, wherein a first policy agent corresponding to a first
node and first subscriber and located in a driver analyzes at least one of a selected
communication and content to identify a behavioral instance potentially relevant to a
policy and/or rule, notifies the policy enforcement server of the identified determined
behavioral instance, receives, from the policy enforcement server, a policy measure to be
implemented, and implements the received policy measure.

18.  The system of claim 12, wherein a node in the enterprise network receives
at least one of a request to send a selected communication and/or content and a provide a
nonsubscriber with access to the selected communication and/or content, the selected
communication and/or content comprising sensitive information to an enterprise
corresponding to the enterprise network, determines that the nonsubscriber is a member of
a trusted group, the trusted group comprising, as members, at least one subscriber and at
least one nonsubscriber and each member of the trusted group being trusted by the
enterprise, and, in response to the nonsubscriber being a member of the trusted group, at
least one of sends the selected communication and/or content and provides the
nonsubscriber access to the selected communication and/or content.

19.  The system of claim 18, wherein at least one of the subscriber and
nonsubscriber is a member of multiple trusted groups recognized by the enterprise
network, wherein at least two of the trusted groups have differing levels of authorization to
access differing bodies of enterprise sensitive information, wherein trusted groups are
formed based on one or more of authoritative and/or trusted input from a firewall,
authoritative and/or trusted input from a gateway, a virtual private network definition
and/or configuration, an electronic directory for phone numbers, an electronic directory for
email, an electronic enterprise directory, authoritative and/or trusted input from a back
office application, an enterprise personnel record, an enterprise payroll system, a security
credential from an internal and/or enterprise network source, an identity server, a white
list, a black list, an access control list, and an administrative setting, wherein the trusted

group corresponds to one or more of a business organization, a project team, a board, a
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panel, a task group, a business team, and a business group, wherein each member of the
trusted group has a respective degree of trust rating defined by the enterprise, and wherein
at least two members of the trusted group have differing respective degree of trust ratings.

20.  The system of claim 18, wherein a selected member of the trusted group
other than the subscriber and nonsubscriber is not privileged to receive and/or access at
least a portion of the selected communication and/or content , wherein the trusted group is
no longer recognized after at least one of (a) occurrence of a predetermined event
adversely impacting a degree of trust between the enterprise and nonsubscriber and (b)
passage of a determined period of time, wherein a security mechanism is at least one of
deleted, disabled, and denied permission to execute in response to the at least one of
occurrence of a predetermined event and passage of a determined period of time, and
further comprising;:

restricting the selected member of the trusted group from receiving and/or
accessing the at least a portion of the selected communication and/or content.

21.  The system of claim 15, wherein the policy measure to be implemented
comprises one or more of the following:

modification of an existing security measure for the one or more of the selected
communication and/or content,

implementation of a new and/or additional security measure for the one or more of
the selected communication and/or content,

use of a different network path and/or channel than currently chosen to effect
transmission or transfer of the one or more of the selected communication and/or content,

implementation of an action to remedy a prior policy or rule violation,

block, delay, and/or buffer the one or more of the selected communication and/or
content,

mark or delete a portion of the one or more of the selected communication and/or
content prior to access by one or more other parties,

send a notice of policy and/or rule violation to one or more selected destinations,

embed a flag indicating an area of redundant and processor intensive encryption or
security transcoding,

prevent access of the one or more of the selected communication and/or content
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by the one or more selected parties,

prevent the subscriber from selecting, such as by dragging and dropping, selected
content into a communication,

provide read-only access to the one or more of the selected communication and/or
content,

set a hop restriction on the one or more of the selected communication and/or
content whereby, when the hop restriction is met or exceeded and/or a hop counter is
incremented or decremented to a selected value, the one or more of the selected
communication and/or content is dropped or otherwise prohibited from delivery to an
intended recipient,

tear down a communication channel before transmission of the one or more of the
selected communication and/or content,

redirect the one or more of the selected communication and/or content to a
different destination, and

display different portions of the one or more of the selected communication and/or
content to different ones of the one or more of the selected parties based on a respective

degree of trust or privilege of each party.

60



PCT/US2011/025380

WO 2011/103385

SHEET 1/7

HIOVNYIN
NOILLYIWHOANI
TYNOSYHAd

33IA3d
WINOD HIN

1IN3OV
ADI10d

32IA3d
'WNOD 1Sdld

H31NdNOD
Hid

AI..I'

IN3DV
AJI10d

H3LNdNOD
R

~—P

IN3OV
AJIN0d

(S)43aNY3s
ONIDVSSAN

©

[

PR

091
S

061

'

i

o™
™~
é)\—

3svaviva
ISIddH3INT

INIONT HOUVIS
aH0O3Y 3Siddd3 1IN

JINAON

HOYVY3S 13NY31IN]

1N3IOV AOIOd

AYMILYO

AN
~

1NIOV ADI0d

HINLIS
/HOLIMS NINCOT 3L

JTNAON SISATVNY

FINAONW 'NINGY

/

J1NAON TO0HLINOD

ANIONZ
ADIM0d ALIFNO3S

HIANYFS

[

ENIFWIOHOINT ADI'70d

e e e e . ——— . o ————— e i —— - —— —— o — )

0ot

} "Oi4 \
peL
S304UNOSIY 4 //
3141SS300V 8IM SANIONS
HOMVIS g3M
SHYOMLIN
i 3SI4dYIINT
\\ W H3HLO
yel
(SIMHOMLAN
/ > WVIDOS
MHOMLIN TYNYILX3
30IA3A 'WINOD
IYNYILXI
_ E\W
m ............. I*l,l.l.l I.I.I.I.!.I.I,Iﬂl.l.l.l.lw
! I
m |
! 3ISYav.LYa i
| /| ¥3AYISIONISFUd [« OJNIFONISTud | | 43¢
”om;
I
|

SUBSTITUTE SHEET (RULE 26)



WO 2011/103385 PCT/US2011/025380
2/7

600
DETECT STIMULUS

l 604

RETRIEVE APPROPRIATE POLICIES, IF
NEEDED

l 608

MAP PERTINENT POLICES TO IDENTIFIED
POLICY FACTORS IN POLICY TAG(S) TO
DETERMINE PROPOSED POLICY
MEASURES

SELECTED CONTENT HAVE
EXISTING OR PROPOSED POLICY
MEASURES?

NO YES

620
616

i

EXISTING OR PROPOSED
POLICY MEASURES
APPROPRIATE?

l v YES
l 624

NOTIFY POLICY ENFORCEMENT MODULE
OF PROPOSED POLICY MEASURES

l 628

NOTIFY ADMINISTRATIVE MODULE OF ANY
POLICY AND/OR RULE VIOLATION

APPLY PROPOSED POLICY MEASURES

FIG. 6



WO 2011/103385 PCT/US2011/025380
3/7

500

DETECT STIMULUS

504

ANALYZE SELECTED COMMUNICATION
AND/OR CONTENT AND ASSOCIATED
POLICY TAG(S)

DETERMINE METADATA RELATING TO | 908
SELECTED COMMUNICATION AND/OR
CONTENT

512
IDENTIFY PERTINENT POLICY FACTORS
RELATING TO SELECTED COMMUNICATION
AND/OR CONTENT
516
UPDATE OR GENERATE POLICY TAGS ON
SELECTED COMMUNICATION AND/OR
CONTENT
520

FORWARD TAGGED COMMUNICATION AND/
OR CONTENT AND OTHER INFORMATION
TO CONTROL MODULE

FIG. 5



WO 2011/103385

POLICY TAG

PCT/US2011/025380

TAG IDENTIFIER

w
\ O
N

CONTENT IDENTIFIER

w
o
(o)

STIMULUS/STIMULI

2R

AUTHENTICATION INFORMATION

SUBSCRIBER PERSONA/ROLE

OTHER COMMUNICANT(S) PERSONA/ROLE

DEGREE OF TRUST

SUBSCRIBER/OTHER COMMUNICANT(S) DEVICE
CAPABILITIES, PROVISIONING, AND PREFERENCES

SUBSCRIBER/OTHER COMMUNICANT(S) DEVICE CONTEXT

EXISTING POLICY COMPLIANCE MEASURES

¥

w
D

0

VENUE

X

w
D

4

SUBSCRIBER/OTHER COMMUNICANT(S) CONTEXT

§_

8

w
BN

CONTENT DESCRIPTION

;

2

COMMUNICATION AND/OR CONTENT CONTEXT

X

3

(&)

6

RELEVANT POLICIES AND/OR RULES DETECTED

Y

3

[&)]

0

RECOMMENDATION/DECISION

¥

3

D

A

USE RESTRICTION(S) AND/OR PERMISSION(S)

X

FIG. 3



WO 2011/103385 PCT/US2011/025380
57

400

DETECT STIMULUS

| 04

ANALYZE SELECTED COMMUNICATION
IAND/OR CONTENT AND CONTEXT THEREOF

IDENTIFY PERTINENT POLICY FACTORS | 408

RELATING TO SELECTED COMMUNICATION
AND/OR CONTENT

412

UPDATE OR GENERATE POLICY TAGS ON
SELECTED COMMUNICATION AND/OR
CONTENT

416

FORWARD TAGGED COMMUNIATION AND/
OR CONTENT AND OTHER INFORMATION
TO POLICY ENFORCEMENT SERVER

FIG. 4



PCT/US2011/025380

WO 2011/103385

6/7

061

¢ DId

FTNAONW 1d37TV

JOV4HILINI ONIOVSSIN

00¢
444

[474

ITNACN ONIDOVL
HO/ANV ‘SISATYNY ‘HO¥V3S

1IN3OV ADI10d

-

F1NAON
INIWIOHOANT ADIT0d

80¢




WO 2011/103385

717

DETECT STIMULUS

l

DETERMINE AND MAP RELEVANT
POLICIES AND/OR RULES TO
POLICY AND/OR RULE VIOLATION
TO DETERMINE RESPONSE

l

LOG POLICY VIOLATION AND
DETERMINED RESPONSE

IMPLEMENT DETERMINED
RESPONSE

FIG. 7

700

704

708

712

PCT/US2011/025380



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US 11/25380

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - GOBF 17/00 (2011.01)
USPC - 726/

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

Minimum documentation searched (classification system followed by ¢
726/1

lassification symbols)

726/1,26 | 709/224 | 709/220

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of

node, agent, firewall

data base and, where practicable, search terms used)

PubWest(PGPB,USPT,EPAB,JPAB); Google Web; secuity, network, enterprise, corporate, organization, enforce, apply, behavior, event,
activity, rule, monitor, track, subscriber, customer, consumer, user, observe, tag, id, identifier, black list, white list, controt list, access,

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2007/0294410 A1 (Pandya et al.) 20 December 2007 (20.12.2007) (entire document 1-6, 10-17, and 21
especially para [0057)-[0062},[0072)) ] e
Y 7-9, 18-20
Y US 2006/0161990 A1 (Frey et al.) 20 July 2006 (20.07.2006) (para [0019],[0022],[0057]{0058], | 7-9, 18-20
[0069),[0072]{0073])
A
US 2009/0172774 A1 (Koti et al.) 02 July 2009 (02.07.2009) entire document 1-20
A
US 2008/0229388 A1 (Maes) 18 September 2008 (18.09.2008) entire document 1-20

D Further documents are listed in the continuation of Box C.

[

* Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance .

“E” earlier application or patent but published on or after the international
filing date

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“O” document referring to an oral disclosure, use, exhibition or other
means

“P”  document published prior to the international filing date but later than

the priority date claimed

“T” later document published after the international filing date or priority
date and not in conflict with the apﬁlication but cited to undl()erstand

the principle or theory underlying the invention

“X” document of particular relevance; the claimed invention cannot be

considered novel or cannot be considered to involve an inventive

step when the document is taken alone

“Y” document of particular relevance; the claimed invention cannot be

considered to involve an inventive step when the document is

combined with one or more other such documents, such combination

being obvious to a person skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

07 April 2011 (07.04.2011)

Date of mailing of the international search report

295 APR 201

Name and mailing address of the ISA/US

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. s571.273-3201

Authorized officer:
Lee W. Young

PCT Helpdesk: 571-272-4300
PCT OSP: 671-272-7774

Form PCT/ISA/210 (second sheet) (July 2009)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - description
	Page 51 - description
	Page 52 - claims
	Page 53 - claims
	Page 54 - claims
	Page 55 - claims
	Page 56 - claims
	Page 57 - claims
	Page 58 - claims
	Page 59 - claims
	Page 60 - claims
	Page 61 - claims
	Page 62 - drawings
	Page 63 - drawings
	Page 64 - drawings
	Page 65 - drawings
	Page 66 - drawings
	Page 67 - drawings
	Page 68 - drawings
	Page 69 - wo-search-report

