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CLEAR CHANNEL ASSESSMENT FOR CO-LOCATED
WIRELESS NETWORKS

Cross References to Related Applications

[0001] This application claims the benefit of U.S. Provisional Patent App. No.
62/323,217, entitled “CO-LOCATED BSS AND DYNAMIC CCA,” filed on April 15,
2016, the disclosure of which is hereby expressly incorporated herein by reference in its

entirety.

Field of Technology

[0002] The present disclosure relates generally to wireless communication systems,
and more particularly to mitigating collisions of transmissions from co-located wireless

local area networks.

Background

[0003] Wireless local area networks (WLANSs) have evolved rapidly over the past
decade, and development of WLAN standards such as the Institute for Electrical and
Electronics Engineers (IEEE) 802.11 Standard family has improved single-user peak data
throughput. For example, the IEEE 802.11b Standard specifies a single-user peak
throughput of 11 megabits per second (Mbps), the IEEE 802.11a and 802.11g Standards
specify a single-user peak throughput of 54 Mbps, the IEEE 802.11n Standard specifies a
single-user peak throughput of 600 Mbps, and the IEEE 802.11ac Standard specifies a
single-user peak throughput in the gigabits per second (Gbps) range. Future standards
promise to provide even greater throughput, such as throughputs in the tens of Gbps

range.
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Summary

[0004] In an embodiment, a method includes: determining, at a first communication
device associated with a first communication network, that a second communication
device associated with a second communication network is located proximate to the first
communication device; generating, at the first communication device, a data unit that
includes information indicating 1) a color identifier of the second communication
network, the color identifier usable to identify transmissions from the second
communication network, and 11) that a dynamic clear channel assessment (CCA)
procedure should not be used for transmissions from the second communication network;
and causing the first communication device to transmit the data unit to at least one other
communication device associated with the first communication network such that the at
least one other communication device associated with the first communication network
does not use the dynamic CCA procedure for transmissions identified as being from the

second communication network.

[0005] In another embodiment, an apparatus includes a network interface device
associated with a first communication device, the first communication device being
associated with a first communication network. The network interface device includes
one or more integrated circuits (ICs) configured to: determine that a second
communication device associated with a second communication network is located
proximate to the first communication device; generate a data unit that includes
information indicating 1) a color identifier of the second communication network, the
color identifier usable to identify transmissions from the second communication network,
and 11) that a dynamic clear channel assessment (CCA) procedure should not be used for
transmissions from the second communication network; and cause the first
communication device to transmit the data unit to at least one other communication
device associated with the first communication network such that the at least one other

communication device associated with the first communication network does not use the



WO 2017/181003 PCT/US2017/027617

dynamic CCA procedure for transmissions identified as being from the second

communication network.

[0006] In yet another embodiment, a method includes: receiving, at a first
communication device associated with a first communication network, a data unit
including information indicating 1) a color identifier of a second communication network
proximate to the first communication network, the color identifier of the second
communication network usable to identify transmissions from the second communication
network, and i1) that a dynamic clear channel assessment (CCA) procedure should not be
used by the first communication device for transmissions from the second
communication network; and responsive to identifying a transmission from the second
communication network, the first communication device not using the dynamic CCA

procedure for the identified transmission.

[0007] In still another embodiment, an apparatus includes a network interface device
associated with a first communication device, the first communication device being
associated with a first communication network. The network interface device includes
one or more integrated circuits (ICs) configured to: receive a data unit including
information indicating 1) a color identifier of a second communication network proximate
to the first communication network, the color identifier of the second communication
network usable to identify transmissions from the second communication network, and 11)
that a dynamic clear channel assessment (CCA) procedure should not be used by the first
communication device for transmissions from the second communication network; and
responsive to identifying a transmission from the second communication network, not use

the dynamic CCA procedure for the identified transmission.

[0008] In still another embodiment, a method includes: determining, at a first
communication device associated with a first communication network, that a second

communication device associated with a second communication network is located
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proximate to the first communication device; generating, at the first communication
device, a data unit that includes information indicating that a dynamic clear channel
assessment (CCA) procedure should not be used by at least one other communication
device associated with the first communication network; and causing the first
communication device to transmit the data unit to the at least one other communication
device associated with the first communication network such that the at least one other
communication device associated with the first communication network does not use the

dynamic CCA procedure.

[0009] In still another embodiment, an apparatus includesa network interface device
associated with a first communication device, the first communication device being
associated with a first communication network. The network interface device includes
one or more integrated circuits (ICs) configured to: determine that a second
communication device associated with a second communication network is located
proximate to the first communication device; generate a data unit that includes
information indicating that a dynamic clear channel assessment (CCA) procedure should
not be used by at least one other communication device associated with the first
communication network; and cause the first communication device to transmit the data
unit to the at least one other communication device associated with the first
communication network such that the at least one other communication device associated

with the first communication network does not use the dynamic CCA procedure.

[0010] In yet another embodiment, a method includes: determining, at a first
communication device associated with a first communication network, that a second
communication device associated with a second communication network is located
proximate to the first communication device; selecting, at the first communication device,
a color identifier for the first communication network that corresponds to a color
identifier for the second communication network; responsive to determining, at the first

communication device, that the selected color identifier for the first communication
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network is different from a previous color identifier for the first communication network:
generating, at the first communication device, a data unit that includes information
indicating the selected color identifier of the first communication network; and causing
the first communication device to transmit the data unit to at least one other
communication device associated with the first communication network such that the at
least one other communication device associated with the first communication network
uses the selected color identifier to identify transmissions from the first communication

network.

[0011] In still another embodiment, an apparatus includes a network interface device
associated with a first communication device, the first communication device being
associated with a first communication network. The network interface device includes
one or more integrated circuits (ICs) configured to: determine that a second
communication device associated with a second communication network is located
proximate to the first communication device; select a color identifier for the first
communication network that corresponds to a color identifier of the second
communication network; responsive to determining that the selected color identifier of
the first communication network 1s different from a previous color identifier of the first
communication network: generate a data unit that includes information indicating the
selected color identifier of the first communication network, and cause the first
communication device to transmit the data unit to at least one other communication
device associated with the first communication network such that the at least one other
communication device associated with the first communication network uses the selected

color identifier to identify transmissions from the first communication network.

Brief Description of the Drawings

[0012] Fig. 1A is a block diagram of an example system having multiple wireless

local area networks (WLANSs), according to an embodiment.



WO 2017/181003 PCT/US2017/027617

[0013] Fig. 1B is a block diagram of an example media access control layer (MAC)
processor and an example physical layer (PHY) processor of the system of Fig. 1A,

according to an embodiment.

[0014] Fig. 2A is a diagram of an example of multiple WLANs with two co-located

access points (APs), according to an embodiment.

[0015] Fig. 2B i1s a message sequence diagram illustrating an example scenario of

transmissions by the stations illustrated in Fig. 2A, according to an embodiment.

[0016] Fig. 3 is a flow diagram of an example method for causing communication
devices in a first network, served by a first access point (AP), to not use a dynamic clear
channel assessment (CCA) procedure in connection with transmissions from a second
network, served by a second AP in order to reduce collisions with transmissions from the

second network, according to an embodiment.

[0017] Fig. 4 is a flow diagram of an example method for causing communication
devices in a first network to not use a dynamic CCA procedure in order to reduce

collisions with transmissions from a second network, according to an embodiment.

[0018] Fig. 5 1s a flow diagram of an example method for selecting a common
identifier (color) for a first network served by a first AP and a second network served by
a second AP 1in order to reduce collisions between transmissions of the first network and

transmission of the second network, according to an embodiment.

[0019] Fig. 6 is a flow diagram of an example method for an AP to select a color for a

network served by the AP, according to an embodiment.

Detailed Description

[0020] To help promote spatial reuse between neighboring communication networks
(e.g., WLANS), the IEEE 802.11ax Standard (sometimes referred to as IEEE 802.11 HE
or IEEE 802.11 HEW) contemplates dynamically adjusting the energy level at which a
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channel is deemed to be idle or busy. For example, in a first wireless communication
network having a first identifier (e.g., first “color,” which is usable to identify
transmissions from the first communication network), transmissions from a second
wireless communication network having a second identifier (e.g., second “color,” which
1s usable to identify transmissions from the second communication network) are
compared to a higher threshold (e.g., energy threshold) when assessing whether the
channel is busy. However, such an approach does not work well when communication
devices (e.g., access points (APs)) are located in close proximity to one another. Thus, in
an attempt to reduce collisions in scenarios in which two APs are located proximate to
each other, various embodiments described below relate to causing communication
devices 1n a first network, served by a first AP, to not use the dynamic CCA procedure in

connection with transmissions from a second network, served by a second AP.

[0021] Fig. 1A is a block diagram of an example communication system including
multiple WLANs 110, according to an embodiment. A first WLAN 110-1 includes an
access point (AP) 114-1 that comprises a host processor 118 coupled to a network
interface device 122. The network interface 122 includes a medium access control layer
(MAC) processor 126 and a physical layer (PHY) processor 130. The PHY processor 130
includes a plurality of transceivers 134, and the transceivers 134 are coupled to a plurality
of antennas 138. Although three transceivers 134 and three antennas 138 are illustrated in
Fig. 1A, the AP 114-1 includes other suitable numbers (e.g., 1, 2, 4, 5, etc.) of
transceivers 134 and antennas 138 in other embodiments. In some embodiments, the AP
114-1 includes a higher number of antennas 138 than transceivers 134, and antenna
switching techniques are utilized. The PHY processor 130 includes circuitry, coupled to
the antennas 138, that is configured to upconvert baseband signals to radio frequency
(RF) signals for transmission via the antennas 138. The PHY processor 130 also includes
circuitry, coupled to the antennas 138, that is configured to downconvert RF signals

received via the antennas 138 to baseband signals.
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[0022]  The network interface 122 is implemented using one or more integrate circuits
(ICs) configured to operate as discussed below. For example, the MAC processor 126
may be implemented, at least partially, on a first IC, and the PHY processor 130 may be
implemented, at least partially, on a second IC. As another example, at least a portion of
the MAC processor 126 and at least a portion of the PHY processor 130 may be
implemented on a single IC. For instance, the network interface 122 may be implemented
using a system on a chip (SoC), where the SoC includes at least a portion of the MAC
processor 126 and at least a portion of the PHY processor 130.

[0023] In various embodiments, the MAC processor 126 and/or the PHY processor
130 of the AP 114-1 are configured to generate data units, and process received data
units, that conform to a WLAN communication protocol such as a communication
protocol conforming to the IEEE 802.11 Standard or another suitable wireless
communication protocol. For example, the MAC processor 126 may be configured to
implement MAC layer functions, including MAC layer functions of the WLAN
communication protocol, and the PHY processor 130 may be configured to implement
PHY functions, including PHY functions of the WLAN communication protocol. For
instance, the MAC processor 126 may be configured to generate MAC layer data units
such as MAC service data units (MSDUs), MAC protocol data units (MPDUs), etc., and
provide the MAC layer data units to the PHY processor 130. The PHY processor 130
may be configured to receive MAC layer data units from the MAC processor 126 and
encapsulate the MAC layer data units to generate PHY data units such as PHY protocol
data units (PPDUs) for transmission via the antennas 138. The PHY processor 130 may
be configured to cause the AP 114-1 to transmit a signal by providing a baseband signal
that includes a PPDU to the circuitry configured to upconvert baseband signals to RF
signals. The circuitry configured to upconvert baseband signals to RF signals

responsively provides the RF signal that includes the PPDU to the antennas 138.
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[0024]  Similarly, the PHY processor 130 may be configured to receive PHY data units
that were received via the antennas 138, and extract MAC layer data units encapsulated
within the PHY data units. For example, the circuitry configured to downconvert RF
signals to baseband signals may output a baseband signal that includes a received PPDU,
and the PHY processor 130 may extract one or more MAC layer data units encapsulated
in the PPDU. The PHY processor 130 may provide the extracted MAC layer data units to
the MAC processor 126, which processes the MAC layer data units.

[0025] The WLAN 110-1 includes a plurality of client stations 154. Although two
client stations 154 are illustrated in Fig. 1A, the WLAN 110-1 includes other suitable
numbers (e.g., 1, 3, 4, 5, 6, etc.) of client stations 154 in various embodiments. The client
station 154-1 includes a host processor 158 coupled to a network interface device 162.
The network interface 162 includes a MAC processor 166 and a PHY processor 170. The
PHY processor 170 includes a plurality of transceivers 174, and the transceivers 174 are
coupled to a plurality of antennas 178. Although three transceivers 174 and three
antennas 178 are illustrated in Fig. 1A, the client station 154-1 includes other suitable
numbers (e.g., 1, 2, 4, 5, etc.) of transceivers 174 and antennas 178 in other embodiments.
In some embodiments, the client station 154-1 includes a higher number of antennas 178
than transceivers 174, and antenna switching techniques are utilized. The PHY processor
170 includes circuitry, coupled to the antennas 178, that is configured to upconvert
baseband signals to RF signals for transmission via the antennas 178. The PHY processor
170 also includes circuitry, coupled to the antennas 178, that is configured to

downconvert RF signals received via the antennas 178 to baseband signals.

[0026] The network interface 162 is implemented using one or more ICs configured to
operate as discussed below. For example, the MAC processor 166 may be implemented
on at least a first IC, and the PHY processor 170 may be implemented on at least a
second IC. As another example, at least a portion of the MAC processor 166 and at least

a portion of the PHY processor 170 may be implemented on a single IC. For instance, the
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network interface 162 may be implemented using a SoC, where the SoC includes at least

a portion of the MAC processor 166 and at least a portion of the PHY processor 170.

[0027] In various embodiments, the MAC processor 166 and the PHY processor 170
of the client device 154-1 are configured to generate data units, and process received data
units, that conform to the WLAN communication protocol or another suitable
communication protocol. For example, the MAC processor 166 may be configured to
implement MAC layer functions, including MAC layer functions of the WLAN
communication protocol, and the PHY processor 170 may be configured to implement
PHY functions, including PHY functions of the WLAN communication protocol. The
MAC processor 166 may be configured to generate MAC layer data units such as
MSDUs, MPDUs, etc., and provide the MAC layer data units to the PHY processor 170.
The PHY processor 170 may be configured to receive MAC layer data units from the
MAC processor 166 and encapsulate the MAC layer data units to generate PHY data
units such as PPDUs for transmission via the antennas 178. The PHY processor 170 may
be configured to cause the client station 154-1 to transmit a signal by providing a
baseband signal that includes a PPDU to the circuitry configured to upconvert baseband
signals to RF signals. The circuitry configured to upconvert baseband signals to RF

signals responsively provides the RF signal that includes the PPDU to the antennas 178.

[0028]  Similarly, the PHY processor 170 may be configured to receive PHY data units
that were received via the antennas 178, and extract MAC layer data units encapsulated
within the PHY data units. For example, the circuitry configured to downconvert RF
signals to baseband signals may output a baseband signal that includes a received PPDU,
and the PHY processor 170 may extract one or more MAC layer data units encapsulated
in the PPDU. The PHY processor 170 may provide the extracted MAC layer data units to
the MAC processor 166, which processes the MAC layer data units.

[0029] In an embodiment, the client station 154-2 has a structure that 1s the same as or

similar to the client station 154-1. The client station 154-2 structured the same as or

10
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similar to the client station 154-1 has the same or a different number of transceivers and
antennas. For example, the client station 154-2 has only two transceivers and two

antennas (not shown), according to an embodiment.

[0030] The system illustrated in Fig. 1A also includes a WLAN 110-2. The WLAN
110-2 includes an AP 114-2 and a plurality of client stations 180. In an embodiment, the
AP 114-2 has a structure that is the same as or similar to the AP 114-1. The AP 114-2
structured the same as or similar to the AP 114-1 has the same or a different number of
transceivers and antennas. For example, the AP 114-2 has only two transceivers and two

antennas (not shown), according to an embodiment.

[0031] In an embodiment, the client stations 180 each have a respective structure that
1s the same as or similar to the client station 154-1. Each client station 180 structured the
same as or similar to the client station 154-1 has the same or a different number of
transceivers and antennas. For example, the client station 180-1 has only two transceivers

and two antennas (not shown), according to an embodiment.

[0032]  Although two client stations 180 are illustrated in Fig. 1A, the WLAN 110-2
includes other suitable numbers (e.g., 1, 3, 4, 5, 6, etc.) of client stations 180 in various

scenarios and embodiments.

[0033] In an embodiment, the APs 114 and the client stations 154, 180 contend for a
communication medium using carrier sense multiple access with collision avoidance
(CSMA/CA) protocol or another suitable medium access protocol. In an embodiment, the
APs 114 and the client stations 154, 180 employ a clear channel assessment (CCA)
procedure, in which a communication device (e.g., an AP 114, a client station 154, 180)
determines an energy level of the medium in order to determine whether the medium is
busy or idle. If the communication device determines that the medium is idle, the
communication device generally determines that the communication device can transmit.
If the communication device determines that the medium is busy, the communication

device waits a backoff period and then checks the medium again after the backoff period.

11
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A threshold energy level for determining whether the medium is idle or busy may depend
upon the bandwidth of the channel being used by the communication device and/or on
whether the energy corresponds to a transmission that conforms to a wireless
communication protocol. For example, in the communication protocol defined by the
IEEE 802.11 Standard, if the channel bandwidth 1s 20 Megahertz (MHz), the threshold
level is -82 decibel-milliwatts (dBm) for energy from transmissions that conform to the
IEEE 802.11 Standard (referred to as “valid 802.11” signals). For channel bandwidths of
40 MHz, 80 MHz, and 160 MHz, the threshold levels are -79 dBm, -76 dBm, and -73
dBm, respectively. For energy of signals not identified by the communication device as a

valid 802.11 signal, the threshold level is -62 dBm.

[0034] In an embodiment, the APs 114 and the client stations 154, 180 employ a
dynamic CCA procedure. In the dynamic CCA procedure, the communication device
may use a higher threshold level for valid 802.11 signals from a different BSS as
compared to the threshold level for valid 802.11 signals from the same BSS. For
example, a communication device might deem a 20 MHz channel to be idle if the energy
level of an 802.11 signal from another BSS is less than -62 dBm (i.e., the same threshold
level as for energy corresponding to signals that are not valid 802.11 signals), but deem
the channel to be busy if the energy level of an 802.11 signal from the same BSS is
greater than -82 dBm. Thus, an energy level of -70 dBm of a valid 802.11 signal from a
different BSS would result in the device determining that the channel is idle, while an
energy level of -70 dBm resulting from same-BSS signals would result in the device
determining that the channel is busy. Allowing a higher CCA level for transmissions
corresponding to another BSS helps to promote spatial reuse between different BSSs, at

least in some embodiments and/or scenarios.

[0035] In an embodiment, an identity of a WLAN (sometimes referred to as a Basic
Service Set (BSS)), managed by AP of the BSS, is indicated in a Physical Layer
Convergence Procedure (PLCP) Protocol Data Unit (PPDU) by a set of bits that describe

12
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the “color” of the BSS. The color of a BSS corresponds to an identifier (ID) of the BSS
that is shorter than a BSS identifier (BSSID) defined by the IEEE 802.11 Standard. For a
PPDU transmitted by a communication device in a BSS, the BSS color of the BSS may
be contained in a PHY Signal (SIG) field in a PHY header of the PPDU, whereas the
BSSID is typically included in a media access control (MAC) header portion in a payload
of the PPDU.

[0036] A communication device (e.g., an AP or client station) in a BSS can determine
whether a PPDU is from the BSS to which the device belongs (the “same-BSS”) or some
other BSS (e.g., an overlapping BSS (OBSS)), by decoding the SIG field and interpreting
BSS color bits included therein.

[0037] One of the newer implementations of the IEEE 802.11 Standard now under
development is the IEEE 802.11ax Standard (sometimes referred to as IEEE 802.11 HE
or IEEE 802.11 HEW). The IEEE 802.11ax Standard contemplates the dynamic CCA

procedure discussed above to help promote spatial reuse between neighboring WLANS.

[0038] U.S. Patent Application No. 14/961,558, filed on December 7, 2015, entitled
“Methods and Apparatus for Carrying Out Backoff Operations,” describes example
techniques for using a dynamic CCA procedure similar to the procedure discussed above,
but with PPDUs that conform to earlier versions of the IEEE 802.11 Standard and thus do
not include BSS color information in PHY headers of the PPDUs. For example, MAC
address information in a PPDU may be analyzed to determine if the PPDU corresponds to
the same BSS or another BSS. U.S. Patent Application No. 14/961,558 is hereby

incorporated by reference herein in its entirety.

[0039] Fig. 1B i1s a block diagram illustrating CCA-related components of the MAC

processor 126 and the PHY processor 130, according to an embodiment.

[0040] For example, the PHY processor 130 includes an energy level measurement
circuit 184 configured to measure an energy level of the channel medium. The PHY

processor 130 also includes a logic device 186 configured to detect whether a received

13
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signal 1s a signal that conforms to a wireless communication protocol (e.g., 1s a valid
802.11 signal). In an embodiment, the logic device 186 is configured to detect whether a
received signal includes a PHY preamble and/or PHY header that conforms to the
wireless communication protocol (e.g., a protocol that conforms to the IEEE 802.11
Standard, a protocol that conforms to a version of the IEEE 802.11 Standard not yet
approved, or another suitable wireless communication protocol). In an embodiment,
determining whether a PHY header in a received signal conforms to the wireless
communication protocol includes one or both of 1) determining whether at least a portion
of the PHY header has a format that conforms to the wireless communication protocol,
and 11) determining whether at least a portion of the PHY header includes data that is

valid according to the wireless communication protocol.

[0041] The PHY processor 130 also includes a logic device 188 configured to perform
the dynamic CCA procedure discussed above. For example, in an embodiment, the logic
device 188 is configured to compare the energy level of the channel medium, as
measured by the circuit 184, to an energy level threshold to determine whether the
channel medium is idle or busy. If the measured energy level is above the threshold, the
logic device 188 determines that the channel medium is busy, and if the measured energy
level is below the threshold, the logic device 188 determines that the channel medium is
idle. The energy level threshold used by the logic device 188 varies depending on, for
example, whether there is a valid 802.11 signal detected by the logic device 186, a
bandwidth of the channel medium, whether the signal is a same-BSS signal, whether the
signal 1s from a co-located BSS, etc. For signals that are not valid 802.11 signals, the
logic device 188 uses a suitable energy level threshold such as -62 dBm or another
suitable threshold. For signals that are valid 802.11 signals from a different BSS, the
logic device 188 uses a suitable energy level threshold such as -62 dBm. For signals that
are valid 802.11 signals from the same BSS, the logic device 188 uses a suitable energy
level threshold that is greater than the thresholds used for not valid 802.11 signals and
valid signals from a different BSS (e.g., a suitable threshold greater than -62 dBm). In an

14
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embodiment, the MAC processor 126 is configured to determine whether a valid 802.11

signal 1s from a co-located BSS or OBSS.

[0042] The PHY processor 130 is configured to generate an indication of whether the
channel medium is busy or idle (e.g., a CCA busy/idle signal), and provide the indication

to the MAC processor 126.

[0043] The MAC processor 126 includes a logic device 192 configured to control a
backoff counter 194. The backoff counter 194 is used by the MAC processor 126 to
determine when the network device 122 is permitted to transmit in the channel medium.
For example, if the backoff counter 194 is not zero, the network device 122 is not
permitted to transmit, whereas when the backoff counter 194 reaches zero, the network
device 122 is permitted to transmit. The logic device 192 is configured to receive the
CCA busy/idle signal, stop the backoff counter 194 when the CCA busy/idle signal
indicates the channel medium is busy, and permit the backoff counter 194 to decrement

when the CCA busy/idle signal indicates the channel medium is idle.

[0044] In an embodiment, the logic device 186 is implemented using hardware
circuity, such as a hardware state machine. In another embodiment, the logic device 186
1s implemented using a processor executing machine readable instructions. In an
embodiment, the logic device 188 is implemented using hardware circuity, such as a
hardware state machine. In another embodiment, the logic device 188 is implemented
using a processor executing machine readable instructions. In an embodiment, the logic
device 192 is implemented using hardware circuity, such as a hardware state machine. In
another embodiment, the logic device 192 is implemented using a processor executing
machine readable instructions. In an embodiment, the backoff counter 194 1is

implemented using hardware counter circuity.

[0045] Fig. 2A is a diagram of an example scenario of two WLANs with co-located
(e.g., relatively closely located) APs, according to an embodiment. A first WLAN 204
includes an AP 208 (AP1) and a client station 212 (STA1), and a second WLAN 224
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includes an AP 228 (AP2) and a client station 232 (STA2). AP1 and AP2 are co-located,
whereas STA1 and STA?2 are not co-located. In other words, a distance between AP1 and

AP2 is relatively small as compared to a distance between STA1 and STA2.

[0046]  The first WLAN 204 corresponds to a first BSS color, thus a PPDU transmitted
by a device in the first WLAN 204 includes the first BSS color (Color 1) in a PHY header
of the PPDU. The second WLAN 224 corresponds to a second BSS color, thus a PPDU
transmitted by a device in the second WLAN 224 includes the second BSS color (Color
2)in a PHY header of the PPDU.

[0047] Fig. 2B is a message sequence diagram of an example scenario of multiple
transmissions among STA1, STA2, AP1 and AP2 (e.g., STA 212, STA 232, AP 208, and
AP 228 of Fig. 2A). At time tl, STA1 begins transmitting a HE PPDU 254 to API.
STA?2 wishes to transmit a HE PPDU 258 to AP2, and therefore STA2 performs a CCA
procedure 262 (illustrated in Fig. 2B by diagonal lines) to determine whether the channel
1s idle. In carrying out the CCA procedure 262, STA2 detects and decodes at least a
portion of a PHY header of HE PPDU 254, and identifies the BSS color associated with
HE PPDU 254 as Color 1. Because the Color 1 of HE PPDU 254 is different than the
color of the WLAN 224 (to which STA2 belongs), STA2 uses the dynamic CCA level
(i.e., allows for a higher energy level threshold than a standard CCA level associated with
valid 802.11 signals in a same BSS). Using the dynamic CCA level, STA2 concludes that
the channel i1s clear and, at time t2, begins transmitting a HE PPDU 258 to AP2.
However, because a distance between AP2 and STA1 is shorter than a distance between
STAT and STA2, an energy level of HE PPDU 254 as experienced at AP2 is higher than
the energy level of HE PPDU 254 as experienced at STA1. In some scenarios, the energy
level of HE PPDU 254 as experienced at AP2 will be high enough to adversely affect
reception by AP2 of HE PPDU 258 such that AP2 cannot properly decode HE PPDU

258, i.e., a collision. Similarly, in some scenarios, the energy level of HE PPDU 258 as
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experienced at AP1 will be high enough to adversely affect reception by AP1 of HE
PPDU 254 such that AP1 cannot properly decode HE PPDU 254, i.e., a collision.

[0048]  Accordingly, in an attempt to reduce collisions in scenarios in which two APs
are proximate to each other, various embodiments described below relate to causing
communication devices in a first network, served by a first AP (AP1), to not use the
dynamic CCA procedure in connection with transmissions from a second network, served

by a second AP (AP2).

[0049] Fig. 3 is a flow diagram of an example method 300 for causing communication
devices in a first network, served by a first AP (AP1), to not use the dynamic CCA
procedure in connection with transmissions from a second network, served by a second
AP (AP2), in order to reduce collisions with transmissions from the second network,
according to an embodiment. In some embodiments, the network interface device 122
and optionally the host processor 117 of Fig. 1A are configured to implement the method
300. The method 300 is described in the context of the network interface device 122 and
the host processor 118 merely for explanatory purposes, however, and in other

embodiments, the method 300 is implemented by another suitable device.

[0050] At block 304, the network interface device 122 (and/or the host processor 118)
of the first AP (AP1), which serves (e.g., is associated with) the first communication
network, determines that the second AP (AP2), which serves the second communication
network, is located proximate to the first AP. In an embodiment, the first AP determines
that the second AP is located proximate to (e.g., in close proximity to) the first AP based
on a determined distance between the first AP and the second AP. For example, the
determined distance may be compared to a threshold, and the AP may determine that the
second AP is located proximate to the first AP based on the comparison to the threshold.
The first AP may determine (e.g., estimate) the distance based on measuring a signal
strength of transmissions from the second AP, for example. If the first AP has

knowledge of a position of the first AP (e.g., via a positioning system (e.g., an FTM
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protocol, a global positioning system, a regional positioning system, etc.) and a position
of the second AP (e.g., by receiving the position of the second AP from the second AP,
another communication device, etc.), the first AP may determine the distance based on

the position of the first AP and the position of the second AP, for example.

[0051] In an embodiment, if the first AP compares the distance between the first AP
and the second AP to a threshold, the threshold may vary. For example, the threshold
may vary based on determined distances between other communication devices, such as a
distance between the first AP and a client station in the first network, and/or a distance
between the first AP and a client station in the second network. For example, with
reference to Fig. 2A, AP1 may determine that the threshold based on a distance between

AP1 and STAT1 and/or a distance between AP1 and STA2, according to an embodiment.

[0052] At block 308, the network interface device 122 of the first AP generates a data
unit (e.g., a beacon frame, an action frame, a control frame, etc.) that includes
information indicating 1) a color identifier of the second communication network and i1)
that the dynamic CCA procedure (such as described above, or another suitable dynamic
CCA procedure) should not be used by client stations in the first communication network
for transmissions from the second communication network. The color identifier of the
second communication network is usable (e.g., by communication devices in the first or
second communication networks) to identify or determine that a given transmission is
from the second communication network (is from a device associated with the second

communication network).

[0053] At block 312, the first AP transmits the generated data unit to client stations in
the first network (e.g., client stations 154-1, 154-2) to instruct the client stations in the
first network to not use the dynamic CCA procedure with respect to transmissions
identified as being from the second communication network. For example, in an
embodiment, client stations in the first network identify a transmission as being from the

second communication network by determining that a color identifier included in the

18



WO 2017/181003 PCT/US2017/027617

transmission corresponds to the color identifier of the second communication network
indicated in the information included in the data unit generated and transmitted by the
first AP. In some embodiments, the transmission from the second communication
network includes a communication frame (e.g., a data frame, control frame, management
frame, etc.), where the color identifier is included in a physical layer (PHY) header of the

communication frame.

[0054] In some embodiments where the client stations in the first network have been
instructed to not use the dynamic CCA procedure with respect to transmissions from the
second network, the client stations in the first network will instead use a different (e.g.,
non-dynamic or static) CCA procedure. For example, the client stations in the first
network will employ a CCA procedure that does not utilize a higher threshold (e.g.,
energy threshold) for transmissions from the second network as compared to the
transmission from the first network when assessing whether the communication channel
1s busy or idle, according to an embodiment. In another example, instead of depending
upon whether a given transmission is from a same-BSS or a different BSS, a threshold
energy level for determining whether the medium 1is idle or busy may depend upon the
bandwidth of the channel being used by the communication device and/or on whether the
energy corresponds to a transmission that conforms to a wireless communication

protocol, in an embodiment.

[0055] Fig. 4is a flow diagram of an example method 400 for causing communication
devices in a first network to not use the dynamic CCA procedure (described above) in
order to reduce collisions with transmissions from a second network, according to an
embodiment. In some embodiments, the network interface device 122 of Fig. 1A is
configured to implement the method 400. The method 400 1is described in the context of
the network interface device 122 merely for explanatory purposes, however, and in other

embodiments, the method 400 is implemented by another suitable device.
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[0056] At block 404, the network interface device 122 of the first AP (AP1), which
serves (e.g., 1s associated with) the first communication network, determines that the
second AP (AP2), which serves the second communication network, is located proximate

to the first AP.

[0057] At block 408, the first AP (e.g., the network interface device 122 of the first
AP) generates a data unit (e.g., a beacon frame, an action frame, a control frame, etc.)
that includes information indicating that the dynamic CCA procedure (such as described
above, or another suitable dynamic CCA procedure) should not be used by client stations
in the first communication network. At block 412, the first AP transmits the generated
data unit to client stations in the first network (e.g., client stations 154-1, 154-2) so that
the client stations in the first network do not use the dynamic CCA procedure. For
example, in some embodiments where the client stations in the first network have been
instructed to not use the dynamic CCA procedure at all, the client stations in the first
network will instead use a different (e.g., non-dynamic or static) CCA procedure. For
example, the client stations in the first network will employ a CCA procedure that does
not utilize different thresholds (e.g., energy thresholds) when assessing whether the
communication channel 1s busy or idle, according to an embodiment. In an embodiment,
a threshold energy level for determining whether the medium is idle or busy may depend
upon the bandwidth of the channel being used by the communication device and/or on
whether the energy corresponds to a transmission that conforms to a wireless

communication protocol.

[0058] Fig. 5 is a flow diagram of an example method 500 for selecting a common
identifier (e.g., color) for a first network served by a first AP (AP1) and a second network
served by a second AP (AP2) in order to reduce collisions between transmissions of the
first network and transmissions of the second network, according to an embodiment. In
some embodiments, the network interface device 122 of Fig. 1 is configured to

implement the method 500. The method 500 1s described in the context of the network
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interface device 122 merely for explanatory purposes, however, and in other

embodiments, the method 500 is implemented by another suitable device.

[0059] At block 504, the network interface device 122 of the first AP (AP1), which
serves (e.g., 1s associated with) the first communication network, determines that the

second AP (AP2), which serves the second communication network, is located proximate

to the first AP.

[0060] At block 508, the first AP communicates with the second AP to select a
common identifier for the first and second communication networks. For example, in an
embodiment, the first AP selects a color identifier for the first network that corresponds
to a color identifier for the second network. The first AP and the second AP may
communicate in any suitable manner to select a common color identifier for the first and

second networks, according to some embodiments.

[0061] At block 510, if the color identifier selected by the first AP (the color identifier
that 1s common to both the first and second networks) is different than a color identifier
previously used by the first network, the first AP will inform (e.g., notify) the client
stations in the first network of the selected color identifier. For example, in an
embodiment, the first AP (e.g., the network interface device 122 of the first AP)
generates a data unit (e.g., a beacon frame, a control frame, etc.) that includes information
indicating the selected color identifier of the first communication network, and transmits
this data unit to the client stations in the first network so that the client stations use the
selected color identifier to identify transmissions from the first communication network,
according to an embodiment. In some embodiments, the first AP informs the client
stations in the first network of the selected color identifier using another suitable

technique.

[0062] With a mobile AP serving a mobile network, the mobile AP will, over time,
come into proximity with other APs of multiple other fixed networks. Because of the

number of other APs to which the mobile AP will likely become proximate over time,
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there may be a significant probability that the color of the mobile network will be the
same as one or more of the multiple other fixed networks. Thus, to mitigate potential
problems caused by mobile networks using the same color as proximate fixed networks, a
set of colors that may be used by APs is portioned into a plurality of sets including a first
set preferred for use by APs of mobile networks, and a second set preferred for use by
APs of fixed networks, in an embodiment. APs of mobile networks will first attempt to
select a color from the first set of colors preferred for use by APs of mobile networks, and
APs of fixed networks will first attempt to select a color from the second set of colors
preferred for use by APs of fixed networks, according to an embodiment. In such
embodiments, the probability that a given mobile network will have the same color as a

given fixed network is therefore reduced.

[0063] Fig. 6 1s a flow diagram of an example method 600 for an AP to select a color
for a network served by the AP, according to an embodiment. In some embodiments, the
network interface device 122 and optionally the host processor 118 of Fig. 1 is
configured to implement the method 600. The method 600 is described in the context of
the network interface device 122 and the host processor 118 merely for explanatory
purposes, however, and in other embodiments, the method 600 is implemented by

another suitable device.

[0064] At block 604, the AP determines if the AP is serving a mobile network. For
example, the AP may have configuration information stored in a memory of the AP (e.g.,
a memory of or coupled to the host processor 118, a memory of or coupled to the network
interface 122), where the configuration information indicates whether the AP is serving a
mobile network. Thus, block 604 may include retrieving configuration information
stored in a memory of the AP and analyzing the retrieved configuration information to
determine if the AP is serving a mobile network. For example, a hand-held device, such
as a mobile phone, a laptop computer, a tablet computer, etc., or a communication device

built for incorporation into a vehicle (e.g., a network interface device built for
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incorporation in an automobile) may store configuration information in a memory
indicating that, when the device acts as an AP, the AP should be considered as serving a
mobile network. As another example, an infrastructure AP device such as an AP
designed to remain in a fixed position for long periods of time (e.g., with multiple
external antennas, an alternating current (AC) power supply, etc.) may store
configuration information in a memory indicating that the AP should be considered as

serving a fixed network.

[0065] In some embodiments in which the AP includes, or is coupled to, a mobile
positioning system, the AP may be configured to determine whether the AP is serving a
mobile network based on information from the mobile positioning system, such as
position information, velocity information, etc. For example, the AP may determine
whether the AP is moving based on analyzing positioning information over time. As
another example, the AP may determine whether the AP is moving based on analyzing
velocity information. Block 604 may include comparing velocity information to a

threshold to determine whether AP is serving a mobile network.

[0066] If it is determined at block 604 that the AP is serving a mobile network, the
flow proceeds to block 608. At block 608, the AP determines if any network IDs (e.g.,
colors), from a first set of network IDs preferred for use in mobile networks, are
available. For example, if the AP determines that neighboring networks are already using
all of the network IDs in the first set of network IDs, the AP determines that no network
IDs in the first set of network IDs are available; whereas if the AP determines that there
are one or more network IDs in the first set of network IDs that are not being used by
neighboring networks, the AP determines that there is at least one network ID in the first

set of network IDs that is available.

[0067] If it is determined at block 608 that there is at least one network ID in the first
set of network IDs that is available, the flow proceeds to block 612. At block 612, the
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AP chooses a network ID from the first set of network IDs that is preferred for use in

mobile networks.

[0068] On the other hand, if it 1s determined at block 608 that there are no network
IDs in the first set of network IDs that are available, the flow proceeds to block 616. At
block 612, the AP chooses a network ID from a second set of network IDs that is

preferred for use in fixed (i.e., non-mobile) networks.

[0069]  On the other hand, if it is determined at block 604 that the AP is serving a fixed
network, the flow proceeds to block 620. At block 620, the AP determines if any
network IDs (e.g., colors), from the second set of network IDs preferred for use in fixed
networks, are available. For example, if the AP determines that neighboring networks are
already using all of the network IDs in the second set of network IDs, the AP determines
that no network IDs in the second set of network IDs are available; whereas if the AP
determines that there are one or more network IDs in the second set of network IDs that
are not being used by neighboring networks, the AP determines that there is at least one

network ID in the second set of network IDs that is available.

[0070] If it 1s determuned at block 620 that there i1s at least one network ID in the
second set of network IDs that is available, the flow proceeds to block 624. At block
624, the AP chooses a network ID from the second set of network IDs that is preferred

for use in fixed networks.

[0071] On the other hand, if it i1s determined at block 620 that there are no network
IDs in the second set of network IDs that are available, the flow proceeds to block 628.
At block 628, the AP chooses a network ID from the first set of network IDs that is

preferred for use in mobile networks.

[0072]  After the AP has chosen a network ID at any of blocks 612, 616, 624, or 628,
the AP may inform client stations in the network of the chosen network ID, such as

described above.
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[0073] In some embodiments where the AP is either preconfigured as serving a mobile
network, or preconfigured as serving a fixed network, some of the blocks of Fig. 6 may
be omitted. For example, if the AP is preconfigured as serving a mobile network, the AP
may be configured to only perform blocks 608, 612, and 616. As another example, if the
AP 1is preconfigured as serving a fixed network, the AP may be configured to only

perform blocks 620, 624, and 628.

[0074] At least some of the various blocks, operations, and techniques described
above may be implemented utilizing hardware, a processor executing firmware
instructions, a processor executing software instructions, or any combination thereof.
When implemented utilizing a processor executing software or firmware instructions, the
software or firmware instructions may be stored in any computer readable memory such
as on a magnetic disk, an optical disk, or other storage medium, in a RAM or ROM or
flash memory, processor, hard disk drive, optical disk drive, tape drive, etc. The software
or firmware instructions may include machine readable instructions that, when executed

by onec or more procCessors, cause the one or more processors to perform various acts.

[0075] When implemented in hardware, the hardware may comprise one or more of
discrete components, an integrated circuit, an application-specific integrated circuit

(ASIC), a programmable logic device (PLD), etc.

[0076] While the present invention has been described with reference to specific
examples, which are intended to be illustrative only and not to be limiting of the
invention, changes, additions and/or deletions may be made to the disclosed

embodiments without departing from the scope of the invention.
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What is claimed is:

1. A method comprising:

determining, at a first communication device associated with a first
communication network, that a second communication device associated with a second
communication network is located proximate to the first communication device;

generating, at the first communication device, a data unit that includes information
indicating 1) a color identifier of the second communication network, the color identifier
usable to identify transmissions from the second communication network, and ii) that a
dynamic clear channel assessment (CCA) procedure should not be used for transmissions
from the second communication network; and

causing the first communication device to transmit the data unit to at least one
other communication device associated with the first communication network such that
the at least one other communication device associated with the first communication
network does not use the dynamic CCA procedure for transmissions identified as being

from the second communication network.

2. The method of claim 1, wherein the data unit generated at the first
communication device includes a beacon frame, the beacon frame including the
information indicating 1) the color identifier of the second communication network and 1)
that the dynamic CCA procedure should not be used for transmissions from the second

communication network.

3. The method of claim 1, wherein the data unit generated at the first
communication device includes one of an action frame and a control frame, the one of the
action frame and the control frame including the information indicating 1) the color
identifier of the second communication network and i1) that the dynamic CCA procedure

should not be used for transmissions from the second communication network.
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4. The method of claim 1, wherein:

causing the first communication device to transmit the data unit to at least one
other communication device associated with the first communication network includes
providing, at the first communication device, a baseband signal that includes the data unit
to circuitry configured to upconvert the baseband signal to a radio frequency for

transmission.

5. The method of claim 1, wherein the dynamic CCA procedure includes:
utilizing a higher energy level threshold for processing transmissions from the
second communication network than for processing transmissions from the first

communication network.

6. An apparatus, comprising:

a network interface device associated with a first communication device, the first
communication device being associated with a first communication network, wherein the
network interface device includes one or more integrated circuits (ICs) configured to:

determine that a second communication device associated with a second
communication network is located proximate to the first communication device,

generate a data unit that includes information indicating 1) a color identifier
of the second communication network, the color identifier usable to identify
transmissions from the second communication network, and i1) that a dynamic clear
channel assessment (CCA) procedure should not be used for transmissions from the
second communication network, and

cause the first communication device to transmit the data unit to at least one
other communication device associated with the first communication network such that

the at least one other communication device associated with the first communication
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network does not use the dynamic CCA procedure for transmissions identified as being

from the second communication network.

7. The apparatus of claim 6, wherein the one or more ICs of the network
interface device are configured to generate the data unit to include a beacon frame, the
beacon frame including the information indicating 1) the color identifier of the second
communication network and ii) that the dynamic CCA procedure should not be used for

transmissions from the second communication network.

8. The apparatus of claim 6, wherein the one or more ICs of the network
interface device are configured to generate the data unit to include one of an action frame
and a control frame, the one of the action frame and the control frame including the
information indicating 1) the color identifier of the second communication network and 1)
that the dynamic CCA procedure should not be used for transmissions from the second

communication network.

0. The apparatus of claim 6, wherein:

the network interface device includes a physical layer (PHY) processor
implemented using the one or more ICs, the PHY processor including circuitry
configured to upconvert baseband signals to radio frequency signals for transmission; and

the PHY processor is configured to:

cause the first communication device to transmit the data unit to the at least

one other communication device associated with the first communication network at least
by providing a baseband signal that includes the data unit to the circuitry configured to

upconvert baseband signals to radio frequency signals.

10.  The apparatus of claim 6, wherein the dynamic CCA procedure includes:
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utilizing a higher energy level threshold for processing transmissions from the
second communication network than for processing transmissions from the first

communication network.

11. A method comprising:

receiving, at a first communication device associated with a first communication
network, a data unit including information indicating 1) a color identifier of a second
communication network proximate to the first communication network, the color
identifier of the second communication network usable to identify transmissions from the
second communication network, and 1i) that a dynamic clear channel assessment (CCA)
procedure should not be used by the first communication device for transmissions from
the second communication network; and

responsive to identifying a transmission from the second communication network,
the first communication device not using the dynamic CCA procedure for the identified

transmission.

12.  The method of claim 11, wherein the data unit received at the first
communication device includes a beacon frame, the beacon frame including the
information indicating 1) the color identifier of the second communication network and 1)
that the dynamic CCA procedure should not be used by the first communication device

for transmissions from the second communication network.

13.  The method of claim 11, wherein the data unit received at the first
communication device includes one of an action frame and a control frame, the one of the
action frame and control frame including the information indicating 1) the color identifier
of the second communication network and 11) that the dynamic CCA procedure should
not be used by the first communication device for transmissions from the second

communication network.
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14.  The method of claim 11, wherein identifying a transmission from the
second communication network includes:

determining that a color identifier included in a transmission received at the first
communication device corresponds to the color identifier of the second communication

network indicated in the information included in the received data unit.

15. The method of claim 14, wherein the transmission received at the first
communication device includes a communication frame, and wherein the color identifier

1s included in a physical layer (PHY) header of the received communication frame.

16.  The method of claim 11, wherein the dynamic CCA procedure includes:
utilizing a first energy level threshold for processing transmissions from the
second communication network that is higher than a second energy level threshold for

processing transmissions from the first communication network.

17.  An apparatus, comprising:

a network interface device associated with a first communication device, the first
communication device being associated with a first communication network, wherein the
network interface device includes one or more integrated circuits (ICs) configured to:

receive a data unit including information indicating 1) a color identifier of a
second communication network proximate to the first communication network, the color
identifier of the second communication network usable to identify transmissions from the
second communication network, and 1i) that a dynamic clear channel assessment (CCA)
procedure should not be used by the first communication device for transmissions from
the second communication network; and

responsive to identifying a transmission from the second communication

network, not use the dynamic CCA procedure for the identified transmission.
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18.  The apparatus of claim 17, wherein the one or more ICs of the network
interface device are configured to receive a beacon frame included in the data unit, the
beacon frame including the information indicating 1) the color identifier of the second
communication network and ii) that the dynamic CCA procedure should not be used by
the first communication device for transmissions from the second communication

network.

19.  The apparatus of claim 17, wherein the one or more ICs of the network
interface device are configured to receive one of an action frame and a control frame
included in the data unit, the one of the action frame and control frame including the
information indicating 1) the color identifier of the second communication network and 11)
that the dynamic CCA procedure should not be used by the first communication device

for transmissions from the second communication network.

20.  The apparatus of claim 17, wherein the one or more ICs of the network
interface device are configured to:

determine that a color identifier included in a transmission received at the first
communication device corresponds to the color identifier of the second communication

network indicated in the information included in the received data unit.

21.  The apparatus of claim 20, wherein the transmission received at the first
communication device includes a communication frame, the one or more ICs of the
network interface device are configured to:

decode at least a portion of a physical layer (PHY) header of the received
communication frame; and

determine the color identifier included in the received transmission based on the

decoded portion of the PHY header.
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22.  The apparatus of claim 17, wherein the dynamic CCA procedure includes:
utilizing a first energy level threshold for processing transmissions from the
second communication network that is higher than a second energy level threshold for

processing transmissions from the first communication network.

23. A method comprising:

determining, at a first communication device associated with a first
communication network, that a second communication device associated with a second
communication network is located proximate to the first communication device;

generating, at the first communication device, a data unit that includes information
indicating that a dynamic clear channel assessment (CCA) procedure should not be used
by at least one other communication device associated with the first communication
network; and

causing the first communication device to transmit the data unit to the at least one
other communication device associated with the first communication network such that
the at least one other communication device associated with the first communication

network does not use the dynamic CCA procedure.

24.  The method of claim 23, wherein the data unit generated at the first
communication device includes a beacon frame, the beacon frame including the
information indicating that the dynamic CCA procedure should not be used by the at least

one other communication device associated with the first communication network.
25.  The method of claim 23, wherein the data unit generated at the first

communication device includes one of an action frame and a control frame, the one of the

action frame and control frame including the information indicating that the dynamic

32



WO 2017/181003 PCT/US2017/027617

CCA procedure should not be used by the at least one other communication device

associated with the first communication network.

26.  The method of claim 23, wherein:

causing the first communication device to transmit the data unit to at least one
other communication device associated with the first communication network includes
providing, at the first communication device, a baseband signal that includes the data unit
to circuitry configured to upconvert the baseband signal to a radio frequency for

transmission.

27.  The method of claim 23, wherein the dynamic CCA procedure includes:
utilizing a first energy level threshold for processing transmissions from the
second communication network that is higher than a second energy level threshold for

processing transmissions from the first communication network.

28.  An apparatus, comprising:

a network interface device associated with a first communication device, the first
communication device being associated with a first communication network, wherein the
network interface device includes one or more integrated circuits (ICs) configured to:

determine that a second communication device associated with a second
communication network is located proximate to the first communication device,

generate a data unit that includes information indicating that a dynamic
clear channel assessment (CCA) procedure should not be used by at least one other
communication device associated with the first communication network, and

cause the first communication device to transmit the data unit to the at least
one other communication device associated with the first communication network such
that the at least one other communication device associated with the first communication

network does not use the dynamic CCA procedure.
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29.  The apparatus of claim 28, wherein the one or more ICs of the network
interface device are configured to generate the data unit to include a beacon frame, the
beacon frame including the information indicating that the dynamic CCA procedure
should not be used by the at least one other communication device associated with the

first communication network.

30.  The apparatus of claim 28, wherein the one or more ICs of the network
interface device are configured to generate the data unit to include one of an action frame
and a control frame, the one of the action frame and control frame including the
information indicating that the dynamic CCA procedure should not be used by the at least

one other communication device associated with the first communication network.

31.  The apparatus of claim 28, wherein:

the network interface device includes a physical layer (PHY) processor
implemented using the one or more ICs, the PHY processor including circuitry
configured to upconvert baseband signals to radio frequency signals for transmission; and

the PHY processor is configured to:

cause the first communication device to transmit the data unit to the at least

one other communication device associated with the first communication network at least
by providing a baseband signal that includes the data unit to the circuitry configured to

upconvert baseband signals to radio frequency signals.

32.  The apparatus of claim 28, wherein the dynamic CCA procedure includes:
utilizing a first energy level threshold for processing transmissions from the
second communication network that is higher than a second energy level threshold for

processing transmissions from the first communication network.
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33. A method comprising:
determining, at a first communication device associated with a first
communication network, that a second communication device associated with a second
communication network is located proximate to the first communication device;
selecting, at the first communication device, a color identifier for the first
communication network that corresponds to a color identifier for the second
communication network;
responsive to determining, at the first communication device, that the selected
color identifier for the first communication network is different from a previous color
identifier for the first communication network:
generating, at the first communication device, a data unit that includes
information indicating the selected color identifier of the first communication network;
and
causing the first communication device to transmit the data unit to at least
one other communication device associated with the first communication network such
that the at least one other communication device associated with the first communication
network uses the selected color identifier to identify transmissions from the first

communication network.

34.  The method of claim 33, wherein the data unit generated at the first
communication device includes a beacon frame, the beacon frame including the
information indicating the selected color identifier of the first communication network.

35.  The method of claim 33, wherein the data unit generated at the first
communication device includes a control frame, the control frame including the

information indicating the selected color identifier of the first communication network.

36.  The method of claim 33, wherein:
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causing the first communication device to transmit the data unit to at least one
other communication device associated with the first communication network includes
providing, at the first communication device, a baseband signal that includes the data unit
to circuitry configured to upconvert the baseband signal to a radio frequency for

transmission.

37.  An apparatus, comprising:

a network interface device associated with a first communication device, the first
communication device being associated with a first communication network, wherein the
network interface device includes one or more integrated circuits (ICs) configured to:

determine that a second communication device associated with a second
communication network is located proximate to the first communication device,
select a color identifier for the first communication network that
corresponds to a color identifier of the second communication network,
responsive to determining that the selected color identifier of the first
communication network is different from a previous color identifier of the first
communication network:
generate a data unit that includes information indicating the selected
color identifier of the first communication network, and
cause the first communication device to transmit the data unit to at
least one other communication device associated with the first communication network
such that the at least one other communication device associated with the first
communication network uses the selected color identifier to identify transmissions from

the first communication network.

38.  The apparatus of claim 37, wherein the one or more ICs of the network

interface device are configured to generate the data unit to include a beacon frame, the
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beacon frame including the information indicating the selected color identifier of the first

communication network.

39.  The apparatus of claim 37, wherein the one or more ICs of the network
interface device are configured to generate the data unit to include a control frame, the
control frame including the information indicating the selected color identifier of the first

communication network.

40.  The apparatus of claim 37, wherein:

the network interface device includes a physical layer (PHY) processor
implemented using the one or more ICs, the PHY processor including circuitry
configured to upconvert baseband signals to radio frequency signals for transmission; and

the PHY processor is configured to:

cause the first communication device to transmit the data unit to the at least

one other communication device associated with the first communication network at least
by providing a baseband signal that includes the data unit to the circuitry configured to

upconvert baseband signals to radio frequency signals.
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FIG. 3
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