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UPDATE NETWORK WITH SUPPORT FOR LIFECYCLE
MANAGEMENT OF UPDATE PACKAGES AND MOBILE HANDSETS

RELATED APPLICATIONS
[0001] This patent application makes reference to, claims priority to and claims benefit
from United States Provisional Patent Application Serial No. 60/428,069, entitled
“Update Network with Support for Lifecycle Management of Update Packages and
Mobile Handsets,” filed on November 21, 2002.

[0002] The complete subject matter of the above-referenced United States Provisional
Patent Application is hereby incorporated herein by reference, in its entirety. In addition,
this application makes reference to United States Provisional Patent Application Serial
No. 60/373,422, entitled “Update Package Generation and Distribution Network,” filed
April 12, 2002, United States Provisional Patent Application Serial No. 60/249,606,
entitled “System and Method for Updating and Distributing Information”, filed
November 17, 2000, and International Patent Application Publication No. WO 02/41147
Al, entitled “Systems And Methods For Updating And Distributing Information,”
publication date March 23, 2002, the complete subject matter of each of which is hereby

incorporated herein by reference, in its entirety.

FEDERALLY SPONSORED RESEARCH OR DEVELOPMENT
[0003] [Not Applicable] |

[MICROFICHE/COPYRIGHT REFERENCE]
[0004] [Not Applicable]

BACKGROUND OF THE INVENTION

[0005] Electronic devices, such as mobile phones and personal digital assistants (PDA’s),
often contain firmware and application software that are either provided by the
manufacturers of the electronic devices, by telecommunication carriers, or by third
parties. Updating firmware or firmware components can often be troublesome when

changes and/or upgrades to the firmware or firmware components are required. Changes
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to firmware or firmware components must be performed in a fault tolerant mode and fault

tolerant code are not easy to implement.

[0006] Typically, update packages containing the updating information for the firmware
or firmware components in mobile handsets can be generated. However, managing the
creation, dissemination, etc. of update packages is a complex activity that may span
several years and may involve several systems. Similarly, mobile handsets may be used
for several years, and their capabilities may be modified and/or enhanced by updating
firmware/software. The management of such mobile handsets in terms of capabilities,
services, etc. is again an important task that has not been adequately addressed by the

industry.

[0007] Further limitations and disadvantages of conventional and traditional approaches
will become apparent to one of ordinary skill in the art through comparison of such

systems with the present invention.
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BRIEF SUMMARY OF THE INVENTION

[0008] Aspects of the present invention may be seen in a system that facilitates updating
of firmware in an electronic device, wherein the system supports lifecycle management of
firmware updating information. The system comprises an electronic device and a
network that distributes the updating information to the electronic device. The electronic
device comprises firmware, loading software that retrieves updating information for the
firmware, and updating software that applies the retrieved updating information to the
firmware in the electronic device. The network comprises updating storage that stores
updating information to be distributed to the electronic device, and at least one server that

retrieves the updating information from the updating storage.

[0009] In one embodiment of the present invention, the at least one server distributes the
retrieved updating information to the electronic device. In another embodiment of the
present invention, the at least one server further supports management of the lifecycle of
the updating information and supports management of the lifecycle of the electronic

device.

[0010] In an embodiment of the present invention, the network may also comprise a first
structure that manages the lifecycle of the electronic device, and a second structure that
manages the lifecycle of the updating information associated with the electronic device.
In such an embodiment, the first structure may track changes of firmware versions in the
electronic device, provide information about available firmware updates to the electronic
device, and interact with the at least one server to provide information about firmware
updates. In the same embodiment, the second structure may support import updating
information from an updating information file containing updating information for
different version changes of firmware, and verify the authenticity of firmware updating

information.

[0011] Aspects of the present invention also provide a method for updating firmware in
an electronic device of a system that supports lifecycle management of firmware updating
information, where the system comprises the electronic device and a network. The
method may comprise generating updating information in a generation environment,

saving the generated updating information in a storage unit, communicating the saved
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updating information to a distribution environment, and managing the lifecycle of the

updating information.

[0012] These and other features and advantages of the present invention may be
appreciated from a review of the following detailed description of the present invention,
along with the accompanying figures in which like reference numerals refer to like parts

throughout.
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BRIEF DESCRIPTION OF SEVERAL VIEWS OF THE DRAWINGS
[0013] Fig. 1 illustrates a block diagram of an exemplary update network with support for
lifecycle management of update packages and mobile handsets, in accordance with an

embodiment of the present invention.

[0014] Fig. 2 illustrates a block diagram of an exemplary carrier network, in accordance

with an embodiment of the present invention.

[0015] Fig. 3 illustrates an exemplary high-level system components and where they may
exist in the system environment in relation to each other, in accordance with an

embodiment of the present invention.

[0016] Fig. 4 illustrates an exemplary way of how the three components of MVC may

work together, in accordance with an embodiment of the present invention.

[0017] Fig. 5 illustrates an exemplary site map of the web management console, in

accordance with an embodiment of the present invention.

[0018] Fig. 6 illustrates an exemplary JMX system, in accordance with an embodiment of

the present invention.

[0019] Fig. 7 illustrates an exemplary Update Package Store GUI structure, in accordance

with an embodiment of the present invention.

[0020] Fig. 8 illustrates an exemplary method of addition of a new carrier, in accordance

with an embodiment of the present invention.

[0021] Fig. 9 illustrates an exemplary method of deletion of existing carriers, in

accordance with an embodiment of the present invention.

[0022] Fig. 10 illustrates an exemplary method of editing existing carriers, in accordance

with an embodiment of the present invention.

[0023] Fig. 11 illustrates an exemplary method of addition of a new device manufacturer,

in accordance with an embodiment of the present invention.

[0024] Fig. 12 illustrates an exemplary method for deletion of existing device

manufacturer, in accordance with an embodiment of the present invention.



WO 2004/049314 PCT/US2003/037265

[0025] Fig. 13 illustrates an exemplary method for editing of existing device

manufacturer, in accordance with an embodiment of the present invention.

[0026] Fig. 14 illustrates an exemplary method for addition of a new client device model,

in accordance with an embodiment of the present invention.

[0027] Fig. 15 illustrates an exemplary method for deletion of existing client device

model, in accordance with an embodiment of the present invention.

[0028] Fig. 16 illustrates an exemplary method for editing of existing client device

model, in accordance with an embodiment of the present invention.

[0029] Fig. 17 illustrates an exemplary method for uploading of an update package, in

accordance with an embodiment of the present invention.

[0030] Fig. 18 illustrates an exemplary method for deletion of an update package, in

accordance with an embodiment of the present invention.

[0031] Fig. 19 illustrates an exemplary method for searching for an update package, in

accordance with an embodiment of the present invention.

[0032] Fig. 20 illustrates an exemplary method of changing an update package state, in

accordance with an embodiment of the present invention.

[0033] Fig. 21 illustrates an exemplary method of creating new roles, in accordance with

an embodiment of the present invention.

[0034] Fig. 22 illustrates an exemplary method of editing existing roles, in accordance

with an embodiment of the present invention.

[0035] Fig. 23 illustrates an exemplary method for deletion of an existing role, in

accordance with an embodiment of the present invention.

[0036] Fig. 24 illustrates an exemplary method for creation of a new administrator

account, in accordance with an embodiment of the present invention.

[0037] Fig. 25 illustrates an exemplary method for deletion of an existing administrator

account, in accordance with an embodiment of the present invention.

[0038] Fig. 26 illustrates an exemplary method for modification to an existing

administrator account, in accordance with an embodiment of the present invention.

6
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[0039] Fig. 27 illustrates an exemplary method for display of a provisioned device

server(s), in accordance with an embodiment of the present invention.

[0040] Fig. 28 illustrates an exemplary method for provisioning of new device servers, in

accordance with an embodiment of the present invention.

[0041] Fig. 29 illustrates an exemplary method for enabling/disabling device servers, in

accordance with an embodiment of the present invention.

[0042] Fig. 30 illustrates an exemplary method for configuring of device servers, in

accordance with an embodiment of the present invention.

[0043] Fig. 31 illustrates an exemplary method for enabling/disabling of update store, in

accordance with an embodiment of the present invention.

[0044] Fig. 32 illustrates an exemplary method for time zone configuration in the system,

in accordance with an embodiment of the present invention.

[0045] Fig. 33 illustrates an exemplary method for display of active, acknowledged, and

all alarms, in accordance with an embodiment of the present invention.

[0046] Fig. 34 illustrates an exemplary method for change of alarm status, in accordance

with an embodiment of the present invention.

[0047] Fig. 35 illustrates an exemplary method for displaying the activities logs, in

accordance with an embodiment of the present invention.

[0048] Fig. 36 illustrates an exemplary method for log retrieval for analysis, in

accordance with an embodiment of the present invention.

[0049] Fig. 37 illustrates an exemplary method for the LicenseKeyAction Servlet, in

accordance with an embodiment of the present invention.
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DETAILED DESCRIPTION OF THE INVENTION

[0050] The present invention relates generally to the process of updating
software/firmware in electronic devices, and, more specifically, to the lifecycle
management of the update packages (updating information for firmware/software

updates) and of the mobile handsets.

[0051] Although the following discusses aspects of the invention in terms of a mobile
handset, it should be clear that the following discussion also applies to other mobile
electronic devices such as, for example, personal digital assistants (PDA’s), pagers,

personal computers (PCs), and similar handheld electronic devices.

[0052] Fig. 1 illustrates an exemplary block diagram of an update network 105 with
support for lifecycle management of update packages and mobile handsets 109, in
accordance with an embodiment of the present invention. The update network 105 may

comprise a mobile handset 109 and a carrier network 107.

[0053] Lifecycle management of an update package may comprise actions such as, for
example, creating, deleting, and editing of update packages. Lifecycle management of
update packages may also comprise changing status information such as, for example,
information specifying who gets an update package, or when to start dispensing an update

package.

[0054] Lifecycle management on a mobile handset may comprise, for example,
provisioning of the mobile handset, determining change of mobile handset ownership,
determining change of mobile handset subscription, or determining that a mobile handset

is no longer used in a network.

[0055] Administrators may be utilized in lifecycle management of the update packages
and of the mobile handsets. Administrators may be capable of, in lifecycle management
of update packages for example, editing status information regarding update packages or

mobile handsets.

[0056] In an embodiment of the present invention, the carrier network 107 may comprise
an update store 111 and a server 113. In an embodiment of the present invention, the
carrier network 107 may also comprise provisioning/billing software 115. In an

embodiment of the present invention, the carrier network 107 may be capable of
8
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distributing update packages to the mobile handset 109 employing the server 113. The
server 113 may be capable of retrieving the update packages from the update store 107 in

the carrier network 107.

[0057] In an embodiment of the present invention, the mobile handset 109 may comprise
firmware 123, lan update agent 125, an authentication unit 133, device characteristics 129,
and a download agent/loader 137. In an embodiment of the present invention, the mobile
handset 109 may also comprise a java virtual machine (JVM) 141. In another
embodiment of the present invention, the mobile handset 109 may also comprise a
browser/application 131. In yet another embodiment of the present invention, the mobile
handset 109 may also comprise a security module 145. In still another embodiment of the
present invention, the mobile handset 109 may also comprise a component architecture

platform module 143.

[0058] In an embodiment of the present invention, the mobile handset 109 may be
capable of updating its firmware/software employing the update agent 125. In an
embodiment of the present invention, the mobile handset 109 may employ the download
agent/loader 137 to download update packages to fix the software errors or bugs that
cause errors or exceptions. The mobile handset 109 may employ the update agent 125 to
update the firmware/software in the mobile handset 109. In an embodiment of the present
invention, the download agent/loader 137 may employ device characteristics 129 to

retrieve update packages from the carrier network 107.

[0059] In an embodiment of the present invention, the update store 111 may be used as a
repository of update packages that are to be distributed to mobile handsets 109. The
mobile handsets 109 may send queries such as, for example, extensible markup language
(XML) queries. The queries may include information such as, for example, a
manufacturer, model identifier, and version identifier information, to retrieve an update
package. The server 113 may interact with the mobile handset 109 to receive queries,
process them, and may retrieve one or more update packages from the update store 111
based on the query received. The server 113 may pass the retrieved update packages back

to the mobile handset 109.

[0060] In an embodiment of the present invention, the update store 111 may support the
management of the lifecycle of update packages. In another embodiment of the present
9
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invention, the update store 111 may support the management of the lifecycle of update

packages as well as the lifecycle of mobile handsets 109.

[0061] In an embodiment of the preserit invention, an end-to-end process of a firmware/
software update solution may comprise generating one or more update packages within a
generation environment. The generation environment may be provided by the carrier
network 107 or by a manufacturer. In an embodiment of the present invention, the
process may also comprise saving the generated update packages in a repository along
with associated metadata information such as, for example, identification information,
security information, operation information, configuration information, etc. The process
may comprise packaging one or more generated update packages, associated metadata,
and optional security information into a deliverable unit such as, for example an update
package file. In addition, the process may comprise communicating the deliverable unit
to a testing environment in the carrier network 107, and/or to a distribution environment,
also in the carrier network 107, comprising the update store 111 and the server 113. The
process may also comprise populating the update store 111 with update packages,
employing a lifecycle management system for update packages. An embodiment of the
present invention may manage the lifecycle of update packages in the carrier network
107, receive requests for update packages, determine appropriate protocol handlers and
employ them, and facilitate downloads of update packages by end-user mobile handsets
109. In an embodiment of the present invention, the process may also comprise
scheduling of downloads by end-users and/or notification of mobile-device end-users.
The process may also comprise download activities initiated by end-user on mobile
handsets 109, verification of received update packages by the download agent/loader 137
in the mobile handsets 109, implementation of update package instructions by an update
agent 125 in the mobile handset 109, and verification of the effectiveness of the update
activity in the mobile handset 109. In an embodiment of the present invention, the
process may also comprise creating and storing billing information for processing and/or

tracking of downloads by end-user mobile handsets 109.

[0062] Fig. 2 illustrates an exemplary block diagram of a carrier network 205, in
accordance with an embodiment of the present invention. In an embodiment of the

present invention, the carrier network 205 may comprise a life-cycle management system

10
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for mobile handsets 209 and a lifecycle management system for update packages 207,
which together may be employed to manage the lifecycles of both mobile handsets and
their associated update packages. The carrier network 205 may also comprise a server
213, and an update store 211 that serves as a repository of all update packages whose
lifecycle may be managed by the lifecycle management system for update packages 207.
In an embodiment of the present invention, the carrier network 205 may also comprise a
provisioning/billing interface 215, which may serve as an interface to systems that
support provisioning of mobile handsets for subscribers while facilitating billing features.
In an embodiment of the present invention, the update store 211 may also serve as a
repository for all data managed by the lifecycle management system for mobile handsets

2009.

[0063] In an embodiment of the present invention, the lifecycle management system for
mobile handsets 209 may involve several activities such as, for example, tracking version
changes of firmware and software in mobile handset models, providing information on
available upgrades for firmware and software to various mobile handset families,
providing information on different service levels and their availability on different
makes/models of mobile handsets, and working with a provisioning server to provide

information about possible upgrades.

[0064] In an embodiment of the present invention, the lifecycle management of mobile
handsets module 209 may provide a powerful and intuitive configuration specification/
maintenance user interface, the capability to store configuration information for mobile
handsets within a shared database, and/or, a complete toolset for specifying and

manipulating complex, deep and wide hierarchical versioning structures.

[0065] In an embodiment of the present invention, the lifecycle management system for
update packages 207 may support importing update packages from an update package file
containing update packages for different version changes of firmware/software for a
given make/model of a mobile handset. Update package files that contain update
packages for more than one make/model of mobile handsets from a single manufacturer
may also be supported. In an embodiment of the present invention, the update package
file containing updaté packages may be an XML file with encrypted update packages;

each update package may be provided with its own metadata. In such an embodiment,

11
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the lifecycle management system for update packages 207 may be the only system

capable of decrypting the encrypted XML file.

[0066] In an embodiment of the present invention, the authenticity of uploaded update
packages may be verified by the lifecycle management system for update packages 207.
A new update package object may be instantiated in the update store following a
successful upload and verification of an update package by the lifecycle management
system for update packages 207 from an update package file, or from an alternate

mechanism.

[0067] In an embodiment of the present invention, a generator tool in a generation
environment provided by a manufacturer, for example, may create the update package
file. The manufacturer may generate update packages, may create metadata for each
update package, and may associate the two together when they are loaded into an update
package file that can support multiple update packages. In an embodiment of the present
invention, the metadata may comprise a name, a model, version information, cyclic
redundancy check (CRC) value, size information, starting addresses, optional ending
addresses, etc. In an embodiment of the present invention, the CRC value may be
employed by the mobile handset that receives an update package to verify the authenticity
of the update package. Thus, the CRC value may be employed by a consumer of an
update package such as, for example, a mobile handset 109 of Fig. 1, to authenticate an
update package (or other data) sent by a producer of the update package, completely

independent of any distribution mechanisms and data transport protocols, etc.

[0068] In an embodiment of the present invention, a system supporting lifecycle
management features may include a web management console, components to support
functionalities of the management console and simple network management protocol
(SNMP) support for alarms. SNMP is a set of specifications that standardize the way

hardware and software processes are managed and monitored over a network.

[0069] The management interface module of the server associated with the management
interface module may provide a web-based hypertext markup language (HTML)
management console to allow an administrator to manage update packages and administer

the system, and support for SNMP configuration, monitoring and alarm alerts.

12
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[0070] The components of the management interface may exist mainly within the update
store system. The components of the management interface may consist of the web
application components, the management-related objects and SNMP components. At the
device server, a thin management interface layer may be used to push alarms and to
receive configuration changes. However, the web-based and SNMP management console

used by the administrator may only interact with the update store.

[0071] Fig. 3 illustrates an exemplary high-level system components and where they may
exist in the system environment in relation to each other, in accordance with an
embodiment of the present invention. The HTML management console may be built and
deployed on a platform standard for multi-tier application such as, for example, the J2EE
platform (Sun’s Java platform standard for multi-tier applications). The HTML console
pages may be generated dynamically using tools such as, for example, a combination of
JavaServer Pages (JSP), which is a dynamic page generation specification from Sun,
Servlets (Java server-side code that processes requests, most widely used for hyper text
transfer protocol (HTTP) requests, analogous to common gateway interface (CGI)
programs), and JavaBeans that adhere to the model-view-controller (MVC) design

pattern.

[0072] A widely used MVC framework may be used. An advantage of the MVC pattern
and MVC implementation may be the decoupling of functionally disparate components so
that extensibility or modifications may be achieved without a lot of dependencies between
the components. The MVC design pattern allows components of a web application to be
more modular and reusable. The MVC pattern encapsulates three main abstractions:
model, view, and controller. These abstractions enable MVC to separate presentation

logic from the business logic of a web application.

[0073] Fig. 4 illustrates an exemplary way of how the three components of MVC may
work together, in accordance with an embodiment of the present invention. The
controller components may be responsible for fielding requests from clients, determining
which action Servlets may be able to handle the request, and responding to the clients
with the appropriate JSP page. Each action Servlet may call upon appropriate JavaBeans

to perform tasks and then forward an appropriate JSP page back to the client.

13
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[0074] The model components may be JavaBeans that encapsulate the business logic and
objects of the application. The JavaBeans may be reused in different contexts because

they do not have web-specific implementation in them.

[0075] The view components may be mainly JSP pages along with custom JSP tags that
may be responsible for generating presentation pages back to the client. The JSP pages
may control the format and location of data on the page, but not how the data is
generated. Any changes in the controller or model components will have minimal impact

on the view components.

[0076] Fig. 5 illustrates an exemplary site map of the web management console, in
accordance with an embodiment of the present invention. The files in the tree map may
be JSP pages that may be presented to the user. The file suffix .html may not necessarily
mean that the pages are not dynamically generated using JSP. The online help pages and

a generic error page are not shown on the site map because every page has a link to them.

[0077] Online help may comprise a mini-site with a table of contents and a set of sections
relating to the management console. A user may be able to browse through the entire

help site using next and previous links, as well as with the table of contents.

[0078] Online help may be context-based, meaning that clicking on the help button may
bring up a certain section or page of help based on where the user may be on the site.
There may be a simple mapping between where the user is and which help page to bring
up. The help page may be displayed on a new mini-browser window. The table below
shows exemplary mapping between where the user may be on the site and which help
page to bring up. On each help page, there may be navigational links enabling a user to

go to the next/previous page and to the table of contents.

User Location i " | Help sections.

Home page and Error page. Table of contents

Any page within update package Update Package Management
management.

Any page within update package System Administration
management.

Any page within administrator account Administrator Account Management
management.

Any page within Alarms. Alarms

14
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Any page within Activity Log. Activity Log

Troubleshooting Tips

| Resources (links to any docs)

Support

[0079] When an action Servlet encounters an error, it may forward the response to an
error page. The system-generated exception message may be caught and logged, and a
user-friendly message may be displayed back to the user on the error page, with a link

back to the previous page.

[0080] The following classes may be useful to represent the entities in the management
interface module. These classes encapsulate the system/business logic behind the
management interface and may be used by the action Servlets (controller components) to

process requests from the client.

[0081] The Administrator object may represent the administrator of the system. The
object may store attributes of an administrator and may be used for access authentication

and access control to update packages via the Role object.

public Administrator(); // default constructor

public Administrator(String userID, String password, String firstName, String lastName, Role
role); // constructor that initializes the required parameters.

public void setUserID(String userID); // settor method for the unique user ID of the administrator.
public String getUserID(); // accessor method for the unique user ID of the administrator.

public void setFirstName(String firstName); // settor method for the first name of the
administrator.

public String getFirstName(); / accessor method for the first name of the administrator.

public void setLastName(String firstName); // settor method for the last name of the administrator.
public String getLastName(); // accessor method for the last name of the administrator.

public void setPassword(String password); // settor method for the password of the administrator.
public boolean matchPassword(String password); // match the passed-in password with the
password stored in the database.

public void setEmail(String email); // settor method for the email address of the administrator
public String getEmail(); accessor method for the email address of the administrator

public void setPhoneNumber(String phone); // settor method for the phone number of the
administrator

public String getPhoneNumber(); // accessor method for the phone number of the administrator
public void setMobileNumber(String mobile); // settor method for the mobile number of the
administrator.

public String getMobileNumber(); // accessor method for the mobile number of the administrator.
public void setDescription(String desc); / settor method for a description of the administrator.
public String getDescription(); // accessor method for the description of the administrator

public void setRole(Role role); // settor method for the role of the administrator

public Role getRole(); // accessor method for the role of the administrator.

public Date getCreationDate(); // accessor method for the date of account creation.

15
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public void setAccountStatus(int status); // settor method for the status of the admin account.
(active or deleted). An account is never removed and a super administrator will be able to see
deleted accounts.

public int getAccountStatus(); // accessor method for the constant value that represents the status
of the admin account. (active or deleted).

public boolean isSuperAdministrator(); // returns true if super administrator, else false.

[0082] The Role object may encapsulate the access control information stored in an
administrator role. The default access permission may be Read and Write permissible for

each new folder for all roles until specified otherwise by the super administrator.

public Role(); // default constructor

public Role(String name); // constructor that takes in a unique role name.

public void setName(String roleName); // settor method for the unique name of the role.

public String getName(); // accessor method for the unique name of the role.

public void setPermission(Object o, int permission); // sets the permission for an object (Carrier,
Manufacturer, Model) to R or W for this role.

public int getPermission(Object 0); // returns the permission (R,W) for an object.

public void setStatus(int status); / settor method for the status of the role. (active/deleted).
public int getStatus(); / accessor method for the status of the role.

[0083] The AdministratorAccounts object is a class that may contain utility methods for

creating, deleting and manipulating Administrator and Role objects.

public AdministratorAccounts(); default constructor will instantiate all Administrator objects.

public void updateAdministrator(Administrator a); update an administrator and persist it to the
database.

public void add Administrator(Administrator a); add a new administrator and add it to the database.
public Admininistrator getAdministrator(String userID); returns the administrator with the user ID.
public void deleteAdministrator(String userID); deletes the administrator with the user ID.

public void delete Administrator(String[] userID); deletes administrators with the list of user IDs in
the array.

public Administrator{] getAllAdministrators(); returns an array of all administrators.

public Role getRole(String roleName); returns the role with the name.

public Role[] getRoles(); returns all roles.

public void addRole(Role r); add a new role and add it to the database.

public void updateRole(Role r);update an existing role and persist it to the database.

public void deleteRole(String roleName); deletes the role with the name.

public void deleteRole(String[] roleNames); deletes roles with names in the array.

[0084] The SystemConfiguration object may encapsulate the system configuration and
the effects of configuring the system with different values. This object may be used by
the Servlet fielding requests from the System Administration screens of the HTML

management console.

public SystemConfiguration(); // default constructor

public void addDeviceServer(DeviceServer ds); adds a new device server to the provisioned list.
public DeviceServer getDeviceServer(String name); returns a device server with the given name.
public DeviceServer[] getAllDeviceServers(); returns an array of provisioned device servers.

public UpdateStore getUpdateStore(); returns the update store object representing the update store
configuration.

public void setTimeZone(int timeZone); sets the time zone for display of time and date.

public int getTimeZone(); accessor method for the time zone for displays.
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[0085] The DeviceServer object may encapsulate the configuration of a device server and
the behavior of a configuration change. This object may be used by the Servlet fielding

requests from the System Administration screens of the HTML management console.

public DeviceServer(); // default constructor

public DeviceServer(String serverName, InetAddress hostAddress, int status); // constructor that
takes in values that are mandatery for a new Device Server.

public void setName(); settor method for the name of the device server.

public String getName(); accessor method for the name of the device server.

public void setHostAddress(InetAddress ip); settor method for the host IP address of the device
server.

public InetAddress getHostAddress(); accessor method for the host IP address of the device server.
public void setDescription(); settor method for the description for the device server.

public String getDescription(); accessor method for the description for the device server.

public void setStatus(int status); settor for the status of the device server (enabled, disabled). This
method will trigger the start or halt of the device server service.

public int getStatus(); accessor method for the status of the device server.

public Date getProvisionDate(); accessor method for the date when the device server was
provisioned.

[0086] The UpdateStore object may encapsulate the configuration of the update store
where the management components may be located and the behavior of a configuration
change. This object may be used by the Servlet fielding requests from the System

Administration screens of the HTML management console.

public UpdateStore(); // default constructor.

void setStatus(int status); settor for the status of the update store (enabled, disabled). This method
will trigger the start or halt of the update store service.

public int getStatus(); accessor method for the status of the update store.

[0087] The AlarmLog object may encapsulate the alarms log and the methods to retrieve
and manipulate alarms. This object may be used by the Servlet fielding requests from the

Alarms screens of the HTML management console.

public AlarmsLog(); // default constructor

public void addAlarm(Alarm a); // add an alarm entry to the log.

public Alarm[] getAlarms(); / returns all alarms in the log.

public Alarm[] getAlarms(Date start, Date end); // returns all alarms between start and end dates.
public Alarm[] getActiveAlarms(); // returns all active alarms in the log.

public Alarm[] getActiveAlarms(Date start, Date end); // returns all active alarms between start and
end dates.

public Alarm[] getAcknowledgedAlarms(); // returns all acknowledged alarms in the log.

public Alarm[] getAcknowledged Alarms(Date start, Date end); / returns all acknowledged alarms
between start and end dates

public Date getLastAlarmDate(); / returns the date of last alarm generated

public Alarm[] sortAlarms(Alarm(], int sortAttribute, int direction); // sorts an array of Alarm objects
based on a Alarm attribute and direction (ascending/descending).

[0088] The Alarm object may encapsulate the notion of an alarm in the system. This
object may be used by Servlets handling requests from the Alarms screens of the HTML

management console.
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public Alarm(); // default constructor

public Alarm(String alarmID, Date timeStamp, String alarmCode, InetAddress host, int status, int
severity); // constructor that initializes the mandatory parameters.

public void setID(String id); // sets the unique ID of the alarm.

public String getID(); // returns the unique ID of the alarm.

public void setTimeStamp(Date date); // sets the timestamp of the alarm.

public Date getTimeStamp(); // returns the timestamp of the alarm.

public void setCode(); // sets the alarm code that identifies type of alarm.

public String getCode(); / returns the alarm code that identifies type of alarm.

public void setHost(InetAddress host); // sets the host IP address where the alarm is generated.
public InetAddress getHost(); / returns the host IP address where the alarm is generated.
public void setStatus(int status); // sets the status of the alarm (active, inactive, acknowledged).
public int getStatus(); // returns the status of the alarm.

public void setSeverity(int sev); // sets the severity of the alarm (1 - 4).

public int getSeverity(); // returns the severity of the alarm.

public int getRepeatCount(); // returns the number of repeated alarms generated.

public void setDescription(String desc); // sets the description of the alarm.

public String getDescription(); // returns the description of the alarm.

[0089] The ActivityLog object may encapsulate the activity log. It may contain methods
to retrieve and manipulate arrays of activities.

public ActivityLog(); // default constructor

public void addActivity(Activity a); // add an activity to the log.

public Activity[] getActivities(Date start); // returns all activities in the log from a certain date to
latest.

public Activity[] getActivities(Date end); // returns all activities in the log from earliest to a certain
date.

public Activity[] getActivities(Date start, Date end); // returns all activities in the log between start
and end dates.

public Activity[] getActivities(int sortOrder, int sortParameter, Date start, Date end); // returns
activities between start and end dates sorted by a certain parameter, either ascending or
descending.

public String exportActivities(Date start, Date end); // returns an XML formatted string containing
log entries between start and end dates.

[0090] The Activity object may encapsulate an activity in the system.

public Activity(); // default constructor

public Activity(Date timeStamp, String activityCode, String description); // constructor that
initializes mandatory parameters.

public void setTimeStamp(Date date); // sets the time stamp of the activity.

public Date getTimeStamp(); returns the time stamp of the activity.

public void setCode(String code); // sets the activity code.

public String getCode(); / returns the activity code.

public void setStatus(int status); // sets the activity status. (success, failed)

public int getStatus(); / returns the activity status.

public void setUpdPkg(String name); // sets the update package name if the activity is update
package related.

public String getUpdPkg(); // returns the update package name if the activity is update package
related.

public void setDescription(String desc); // sets the activity description.

public String getDescription(); / returns the activity description.

[0091] The LicenseKey object may encapsulate a license key that enables the system.

public LicenseKey(); default constructor
public LicenseKey(String key); constructor that initializes the key string.
public void setKey(String key); // sets the license key.
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public String getKey(); // returns the license key.

public int getLimit(); // returns the transaction limit for this key.

public Date getExpirationDate(); // returns the expiration date of the key.
public int getStatus(); / returns the status of the key. (valid, invalid)

[0092] The LicenseMonitor object may be a utility class that contains methods to monitor

license thresholds and compliance.

public LicenseMonitor(); // default constructor

public int getNumTransactions(); // returns the number of update transactions recorded.

public int getNumTransactions(Date start, Date end); // returns the number of update transactions
recorded between start and end dates.

public void reset(); // resets the counter.

[0093] SNMP support may be provided via tools for managing Java components such as,
for example, the Java Management Extensions (JMX) design pattern specified by Sun
Microsystems, Inc. JMX may specify a framework for managing Java components and
applications. The framework may decouple the applications to be managed from the
exposed management interfaces and protocols (e.g. SNMP) used by management

consoles.

[0094] Several vendors such as, for example, AdventNet, Inc., IBM Corporation, and
Tivoli Systems, may implement JMX. AdventNet, Inc., for example, provides a JMX
toolkit that includes a MIB Editor, a JMX Compiler that generates JMX stub code, and a
protocol adaptor for SNMP.

[0095] Fig. 6 illustrates an exemplary JMX system, in accordance with an embodiment of
the present invention. At each Device Server and Update Store node, tﬁere may be JMX
servers (also known as agents or MBeanServer) hosting MBeans, which may expose
management interfaces of their respective resource. JMX Servers may host MBean

implementations and provide services such as notifications and protocol adaptors.

[0096] The IMX Server at the Update Store may serve as the Master Agent, and the JMX
Servers at each Device Server may serve as Slave Agents. The Master Agent may, as a
result, have handles to the MBeans hosted by Slave Agents at the Device Servers. Slave
agents may be discovered by the Master Agent, and the Master Agent may communicate
with the Slave agents via HTTP. This architecture allows the system to have one logical
point of management and allows for third-party management console or applications to

talk to only one agent for the entire application.
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[0097] A management information base (MIB) editor such as, for example, the MIB
Editor from AdventNet, Inc., may be used as a tool to define the private MIB. The MIB
is a part of SNMP that may refer to a collection of managed objects residing in a virtual
information store. The MIB editor may enable the definition of a MIB using an easy-to-
use graphical user interface (GUI) and may ensure that the MIB definition complies with
the structure of management information (SMI) syntax. The SMI may be a part of SNMP
that refers to the structure and syntax used for describing and naming objects. The
specific notification types (otherwise known as trap types in SNMP) may be defined in
the MIB.

[0098] From the MIB, MBean interface stubs may be generated using a JMX compiler
such as, for example, the JMX compiler from AdventNet, Inc. Implementing the MBean

interfaces may instrument the managed resources in the system.

[0099] In this system, Mbeans are the interfaces that a resource to be managed would
implement. The interfaces represent the properties that may be read or configured for that
resource. MBean implementations may also generate JMX notifications and/or SNMP

notifications for alarm events.

[00100] A DeviceServerMBean interface may be implemented by the
DeviceServer object to expose interfaces that a SNMP management console can use to

query or set configuration parameters.

public void setName(String name); // sets the device server name.

public String getName(); / returns device server name.

public void setHost(InetAddress ip); // sets the device server host location.

public InetAddress getHost(); // returns the device server host location’s IP address.

public void setPort(String portNumber); // sets the server port number.

public String getPort(); // returns the server port number.

public void setStatus(int i); // sets the device server status. (Enabled/Disabled)

public int getStatus(); // returns the device server status.

public void setCacheSize(int numBytes); / sets size of the cache in bytes.

public int getCacheSize(); // returns the cache revalidation time in seconds.

public void setCacheRevalidateInterval(int secs); // sets the time interval in seconds between which
cache is revalidated.

public int getCacheRevalidatelnterval(); / returns the time interval in seconds between which cache
is revalidated.

public void setMetadataCacheState(boolean state); // sets the state (true/false) for whether metadata
cache is on (true) or off (false).

public boolean getMetadataCacheState(boolean state); // returns the state (true/false) for whether
metadata cache is turned on.

public void setUpdatePackageCacheState(boolean state); // turn on (true) or off (false) update
package cache.

public void getUpdatePackageCacheState(boolean state); // returns the state (true/false) for whether
update package cache is turned on (true) or off (false).
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[00101] An UpdateStoreMBean interface may be implemented by the UpdateStore
object to expose interfaces that a SNMP management console can use to query or set

configuration parameters.

public void setName(String name); // sets the update store name.

public String getName(); // returns update store name.

public void setHost(InetAddress ip); // sets the update store host location.

public InetAddress getHost(); // returns the update store host location.

public void setPort(String portNumber); / sets the update store server port number.
public String getPort(); / returns the update store host location.

public void setStatus(int i); // sets the update store status. (Enabled/Disabled)
public int getStatus(); // returns the update store status.

[00102] The table below shows exemplary alarm notification types that may be
defined in the MIB.

tification:

“Syster‘nExceptions

Eiééﬁﬁon
updateStoreDisabled Update Store disabled event.
deviceServerDisabled Device Server disabled event.
updatePackageNotFound Device Server query resulting in no package
found event.
updatePackageDownloadFailed Device Server transfer of update package to
Device Agent failed event.
updateProcessFailed Device Agent update process failed.
multipleDownload Attempts Multiple retries for update package download
event.
licenseLimitExceeded License transaction limit exceeded event.
[00103] Access control values (read, write) for each folder (manufacturer, carrier,

device model) may be specified for each role in the system. This indicates that there may
be a many-to-many relationship between folder and role. To demonstrate that
relationship, an AccessControl table with columns folder FK (folder foreign key),
folderType (manufacturer, carrier or device model), permission (read or write) and
role_FK (role foreign key) may be defined. Each role may specify the permission for

each folder for each role.

[00104] The controller components consist of action Servlet classes, which may be
responsible for processing a request from the client and forwarding a view (JSP page) as a
response. These classes may take care of the interaction logic between the user and the

web pages.
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Action Classes

T Description.

LoginAction

Authenticates a username and password

combination.

DisplayUpdateStoreAction

Forwards to either DisplayCarriersAction or
DisplayManufacturersAction based on whether it
is a US/Japan or European model.

DisplayCarriersAction

Puts list of sorted Carrier objects in context.

DisplayManufacturersAction

Puts Iist of sorted Manufacturer objects in context.

DisplayDevicesAction

Puts list of sorted Device objects in context.

DisplayUpdatePackagesAction

Puts list of sorted update package objects in
context.

DeleteCarrierAction

Deletes one or more Carrier objects.

DeleteManufacturerAction

Deletes one or more Manufacturer objects.

DeleteUpdatePackageAction

Deletes one or more Update Package objects.

AddCarrierAction Adds a new Carrier.
AddManufacturerAction Adds a new Manufacturer.
AddDeviceAction Adds a new Device.

AddUpdatePackageAction

Adds a new Update Package.

ReplaceUpdatePackageAction

Replaces an existing Update Package.

EditCarrierAction

Edits a Carrier.

EditManufacturerAction

Edits a Manufacturer

EditClientDeviceAction

Edits a ClientDevice.

EditUpdatePackageAction

Edits an update package.

SearchUpdatePackageAction

Searches the store for update packages.

StateChangeAction Schedules state change for update package.
NewAdministratorAction Creates new administrator account.
NewRoleAction Creates new role.

Delete AdministratorAction

Deletes administrator.

DeleteRoleAction Deletes role.
EditRoleAction Edits role.
EditAdministratorAction Edits administrator

DisplayServersAction

Puts Device Servers and Update Store in context.

ProvisionDeviceServerAction

Provision a new Device Server.

ToggleServerAction

Enable/Disable servers.

ConfigureDeviceServerAction

Updates configuration of Device Server.

ConfigureGeneral Action

Updates general configure of the mProve system.
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(for e.g. time zone).
LicenseKeyAction Updates license key.
DisplayAlarmsAction Puts list of sorted alarms in context.
ChangeAlarmStatusAction Change alarm status.
DisplayActivityLogAction Puts list of sorted activities in context.
ExportActivityLogAction Exports list of activities to an XML string.
[00105] The combination of JSP pages, Servlets and JavaBeans may deliver a web-

based HTML management interface console. The use of the MVC design pattern ensures
that any changes or customization of the JSP pages, which may be required for certain

customers, may be done independently from the rest of the system.

[00106] Fig. 7 illustrates an exemplary Update Package Store GUI structure, in
accordance with an embodiment of the present invention. The difference between views
of the update store lies in whether the manufacturer or the carrier may be at the root of the
update store tree. The DisplayUpdateStoreAction Servlet may be responsible for
returning a view based on a property value that states the update store model, for
example, US/Japan view or European view. The Servlet may check a property value and
may forward control to either the DisplayCarriersAction or DisplayManufacturerAction
Servlet that will instantiate the appropriate objects (Carrier or Manufacturer) and put them
into a page context. The updPkgExplorer.jsp page may then render the page with the
necessary information from the objects. The specification of the model (US/Japan or

European) may be specified in a properties file.

[00107] The updPkgExplorer.jsp page may be similar to a simplified ‘Explorer’
application on a Windows operation system. The updPkgExplorer.jsp page may render a
list of folders or folder contents on the page. Clicking a folder may open up a list of the
folder contents. Clicking on a content item (Update Package) may reveal detailed
information about the content. A navigational guide may enable the user to go to

different points in the update store.

[00108] Fig. 8 illustrates an exemplary method of addition of a new carrier, in
accordance with an embodiment of the present invention. The addCarrier.jsp page may
provide a form for the administrator to fill in the required parameters of a new Carrier.

The form may be submitted to the AddNewCarrierAction Servlet, which may validate the
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form data and may create a new Carrier object that will be persisted to the database. The
Servlet may then respond with the updPkgExplorer.jsp page that may display the new list

of carriers.

[00109] Fig. 9 illustrates an exemplary method of deletion of existing carriers, in
accordance with an embodiment of the present invention. The delCarrier.jsp may display
the confirmation page with detailed information about the carrier to be deleted. The
delete confirmation may be submitted to the DeleteCarrierAction Servlet, which may
retrieve the appropriate Carrier from the database, may change the status of the Carrier
to ‘Deleted’ and may persist the information to the database. The Servlet may then

respond with the updPkgExplorer.jsp page that displays the new list of carriers.

[00110] Fig. 10 illustrates an exemplary method of editing existing carriers, in
accordance with an embodiment of the present invention. The editCarrier.jsp may
display editable parameters of the carrier in a form. The administrator may make the
necessary changes. The form may be submitted to the EditCarrierAction Servlet, which
may retrieve the appropriate Carrier from the database, may update the parameters of the
Carrier, and may persist the information to the database. The Servlet may then respond

with the updPkgExplorer.jsp page that displays the new list of carriers.

[00111] Fig. 11 illustrates an exemplary method of addition of a new device
manufacturer, in accordance with an embodiment of the present invention. The
addManufacturer.jsp page may provide a form for the administrator to fill in the required
parameters of a new Manufacturer. The form may then be submitted to the
AddManufacturerAction Servlet, which may validate the form data and may create a new
Manufacturer object that will be persisted to the database. The Servlet may then respond

with the updPkgExplorer.jsp page that displays the new list of manufacturers.

[00112] Fig. 12 illustrates an exemplary method for deletion of existing device
manufacturer, in accordance with an embodiment of the present invention. The
delManufacturer.jsp may display the confirmation page with detailed information about
the carrier to be deleted. The delete confirmation may be submitted to the
DeleteManufacturerAction Servlet, which may retrieve the appropriate Manufacturer

from the database, change the status of the Manufacturer to ‘Deleted,” and persist the
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information to the database. The Servlet may then respond with the updPkgExplorer.jsp

page that displays the new list of manufacturers.

[00113] Fig. 13 illustrates an exemplary method for editing of existing device
manufacturer, in accordance with an embodiment of the present invention. The
editManufacturer.jsp may display editable parameters of the carrier in a form. The
administrator may make the necessary changes and the form will be submitted to the
EditManufacturerAction Servlet, which may retrieve the appropriate Manufacturer from
the database, update the parameters of the Manufacturer and persist the information to the
database. The Servlet may then respond with the viewManufacturer.jsp page that displays

the new manufacturer information.

[00114] Fig. 14 illustrates an exemplary method for addition of a new client device
model, in accordance with an embodiment of the present invention. The
addClientDevice.jsp page may provide a form for the administrator to fill in the required
parameters of a new ClientDevice.  The form may be submitted to the
AddélientDeviceAction Servlet, which may validate the form data and create a new
ClientDevice object that will be persisted to the database. The Servlet may then respond
with the updPkgFExplorer.jsp page that displays the new list of ClientDevice models.

[00115] Fig. 15 illustrates an exemplary method for deletion of existing client
device model, in accordance with an embodiment of the present invention. The
delClientDevice.jsp may display the confirmation page with detailed information about
the carrier to be deleted. The delete confirmation may be submitted to the
DeleteClientDeviceAction Servlet, which may retrieve the appropriate ClientDevice from
the database, change the status of the ClientDevice to ‘Deleted,” and persist the
information to the database. The Servlet may then respond with the updPkgExplorer.jsp
page that displays the new list of ClientDevice models.

[00116] Fig. 16 illustrates an exemplary method for editing of existing client
device model, in accordance with an embodiment of the present invention. The
editClientDevice.jsp may display editable parameters of the carrier in a form. The
administrator may make the necessary changes and the form may be submitted to the
EditClientDeviceAction Servlet, which may retrieve the appropriate ClientDevice from
the database, update the parameters of the ClientDevice and persist the information to the
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database. The Servlet may then respond with the viewClientDevice.jsp page that displays

the update ClientDevice model information.

[00117] Fig. 17 illustrates an exemplary method for uploading of an update
package, in accordance with an embodiment of the present invention.  The
addUpdatePackage.jsp page may provide a form for the administrator to fill in the
required parameters of a new UpdatePackage. The form may be submitted to the
AddUpdatePackageAction Servlet, which may validate the form data, check for
uniqueness and create a new UpdatePackage object that will be persisted to the database.
The Servlet may then respond with the viewUpdatePackage.jsp page that displays the
new update package information. Multiple uploads of update packages may be supported

via a page that has multiple forms.

[00118] The AddUpdatePackageAction Servlet may instantiate a new
UpdatePackage object that may do the proper verification when the update package

binary image is passed in via a method call.

[00119] Fig. 18 illustrates an exemplary method for deletion of an update package,
in accordance with an embodiment of the present invention. The delUpdatePackage.jsp
page may display information about the target update package to be deleted and confirm
the deletion. The request may be handled by the DeleteUpdatePackageAction Servlet,
which may move the update package into a history table for archive, and respond with the

updPkgExplorer.jsp page, which may display the new list of update packages.

[00120] Fig. 19 illustrates an exemplary method for searching for an update
package, in accordance with an embodiment of the present invention.  The
srchUpdatePackage.jsp page may display a search form used for specifying the search
criteria, which may be a combination of ClientDevice model, manufacturer and/or version
numbers (source and/or target). The SearchUpdatePackageAction Servlet may parse the
search criteria and retrieve all UpdatePackage objects satisfying the search criteria, and

respond with a srchResults.jsp page listing the found update packages.

[00121] The UpdatePackage object representing the update package may record

each upload, download, deletion, and edit action to an update package.
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[00122] The statistics for the total number of downloads and date/time of last
download for each update package may be recorded by each UpdatePackage object. For
the number of subscribers requiring multiple retries, mining the activity log may retrieve
those statistics. The attributes of an update package may be encapsulated in an

UpdatePackage object.

[00123] Fig. 20 illustrates an exemplary method of changing an update package
state, in accordance with an embodiment of the present invention. The
editUpdatePackage.jsp may display the editable fields of an update package. For state
change, the administrator may change the state value and specify a date/time for the
change to happen. The request may be made to the StateChangeAction Servlet, which
may retrieve the appropriate UpdatePackage object and update the date/time and the
target state change value. The actual state change may be done the next time the

UpdatePackage object is called (for download, edit, view etc.).

[00124] The appropriate Servlets doing add/edit/deletes of Carrier, Manufacturer,
ClientDevice or UpdatePackage may consult with the Role object to determine
permissions before further processing. Another approach may be to disable any user
interface elements (e.g. buttons) that perform functions, which may not be allowed with a

particular administrator.

[00125] The values for initial super administrator username and password may be

specified either in a properties file or asked by the installation process.

[00126] Administrator account parameters may be encapsulated in the

Administrator object. The Role object may encapsulate administrator roles.

[00127] Fig. 21 illustrates an exemplary method of creating new roles, in
accordance with an embodiment of the present invention. The addRole.jsp page allows
the super administrator to fill in the required parameters for a new role. That page may
have a checkbox matrix of folders against permissions (R,W). The default permissions
may be both R and W checked for all folders. The NewRoleAction Servlet may process

the form request and create a new Role in the database.

[00128] Fig. 22 illustrates an exemplary method of editing existing roles, in

accordance with an embodiment of the present invention. The editRole.jsp page may
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allow the super administrator to change parameters of a particular Role. The

EditRoleAction Servlet may process the request and persist the Role to the database.

[00129] Fig. 23 illustrates an exemplary method for deletion of an existing role, in
accordance with an embodiment of the present invention. The viewAllRoles.jsp or
viewRole.jsp may send a request for deletion of a particular role to the DeleteRoleAction
Servlet. The Servlet may check that no Administrator is holding that Role and if so, mark

the Role as ‘deleted’ and persist the object to the database.

[00130] Fig. 24 illustrates an exemplary method for creation of a new administrator
account, in accordance with an embodiment of the present invention.  The
addAdministrator.jsp page may provide a form for the super administrator to fill in the
required parameters of an Administrator. The request may be handled by the
NewAdministratorAction Servlet, which may check for uniqueness and create a new

Administrator object and persist it to the database.

[00131] Fig. 25 illustrates an exemplary method for deletion of an existing
administrator account, in accordance with an embodiment of the present invention. The
viewAllAdministrators.jsp or viewAdministrator.jsp may send a request for deletion of a
particular role to the DeleteAdministratorAction Servlet. The Servlet may mark the

Administrator as ‘deleted’ and persist the object to the database.

[00132] Fig. 26 illustrates an exemplary method for modification to an existing
administrator account, in accordance with an embodiment of the present invention. The
editAdministrator.jsp page may allow the super administrator to see and edit the
parameters of an Administrator. The EditAdministratorAction Servlet may process the

request and persist the modified Administrator object back to the database.

[00133] Fig. 27 illustrates an exemplary method for display of a provisioned device
server(s), in accordance with an embodiment of the present invention. The
DisplayServersAction Servlet may be responsible for retrieving all provisioned servers,
including Device Servers and the Update Store and placing it in a page context to be

retrieved by the displayServers.jsp page.

[00134] Fig. 28 illustrates an exemplary method for provisioning of new device

servers, in accordance with an embodiment of the present invention. The
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provisionDeviceServer.jsp page may provide a form for the super administrator to fill in
the required parameters of a new DeviceServer. The request may be handled by the
ProvisionDeviceServerAction Servlet, which may try to connect to the Device Server via
the DeviceServerMBean and pass to it configuration information. A Device Server,

which has been connected and passed the configuration data, is considered ‘provisioned.’

[00135] Fig. 29 illustrates an exemplary method for enabling/disabling device
servers, in accordance with an embodiment of the present invention.  The
controlDeviceServer.jsp page may display a confirmation for enabling or disabling a
device server. The request may be sent to the ToggleServerAction Servlet, which may

call a method in the DeviceServerMBean object to enable/disable the device server.

[00136] Fig. 30 illustrates an exemplary method for configuring of device servers,
in accordance with an embodiment of the present invention. The
configureDeviceServer.jsp page may allow a super administrator to change the
configuration  parameters of a  provisioned Device  Server. The
ConfigureDeviceServerAction Servlet may handle the request and call a method within

DeviceServerMBean to update the configuration parameters.

[00137] Fig. 31 illustrates an exemplary method for enabling/disabling of update
store, in accordance with an embodiment of the present invention. The
controlUpdateStore.jsp page may display a confirmation for enabling or disabling a
device server. The request may be sent to the ToggleServereAction Servlet, which may

call a method in the UpdateStoreMBean object to enable/disable the device server.

[00138] Fig. 32 illustrates an exemplary method for time zone configuration in tﬁe
system, in accordance with an embodiment of the present invention. The
configureTimeZone.jsp page may allow the super administrator to select from a fixed list
of time zones. The request may be sent to the ConfigureGeneralAction Servlet, which

may change the time zone parameter using the SystemConfiguration object.

[00139] SNMP notifications may be sent via the notification mechanism of the
MBeans existing at the Update Store and the Device Servers. The alarms log features and
functionality may be encapsulated in the AlarmsLog object. The alarm severity levels
may be encapsulated in the Alarm object. The alarm parameters may be encapsulated in

the Alarm object.
29



WO 2004/049314 PCT/US2003/037265

[00140] Fig. 33 illustrates an exemplary method for display of active,
acknowledged, and all alarms, in accordance with an embodiment of the present
invention. The DisplayAlarmsAction Servlet may take a request that specifies an alarm
status and it may retrieve all Alarm objects with that status, to be displayed by the

viewAlarms.jsp page.

[00141] Fig. 34 illustrates an exemplary method for change of alarm status, in
accordance with an embodiment of the present invention. The ChangeAlarmStatusAction
Servlet may handle the request with a list of alarm indices and the status to be changed to,
and it may retrieve the target Alarm objects, change the status and save them to the

database.

[00142] If a process may remedy an alarm automatically, the process may retrieve
the appropriate Alarm object and change its status. The list of alarm conditions may be

captured and reported by the various components in the system.

[00143] Fig. 35 illustrates an exemplary method for displaying the activities logs,
in accordance with an embodiment of the present invention. The
DisplayActivityLogAction Servlet may be responsible for retrieving the list of Activity
objects and sort them according to the requested parameter. Activity log entry parameters

may be encapsulated in the Activity object.

[00144] Fig. 36 illustrates an exemplary method for log retrieval for analysis, in
accordance with an embodiment of the present invention. The exportActivityLog.jsp may
allow the super administrator to specify which activities are wanted according to the
parameters of an Activity object (e.g. timestamp, status etc.). The request may be
processed by the ExportActivityLogAction Servlet, which may retrieve the targeted
Activity objects, sort them and construct an XML file with these objects as entries. The
XML schema of the export file may have meta-data related to the query, description, and
for each Activity entry, the schema will be similar to the attributes defined for an Activity

object.

[00145] Fig. 37 illustrates an exemplary method for the LicenseKeyAction Servlet,
in accordance with an embodiment of the present invention. The LicenseKeyAction
Servlet may be responsible for processing any license key updates. The

LicenseKeyAction Servlet may call the LicenseKey object to verify the new key and
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compute new limits for the deployment. The license key may be an encrypted string that
contains information about the license agreement. For example, when decrypted, the
system will be able to get transaction limit, host Internet protocols (IP’s) allowed

information from decrypted string.

[00146] The conditions and limits imposed by a certain license key may be
computed based on the key value. Exceeding the limits may send an alarm notification to
the Alarms log. Enforcement of the license may be also done via a manual audit of the

activity log. The license key may be encrypted.

[00147] There may be a requirement to be able to configure the update store and
device servers via the management console. This may mean enabling or disabling the
update store or device servers. Other configuration parameters may become apparent

during implementation.

[00148] The unique identifier for Carrier and Manufacturer created by the super
administrator may need to be consistent with an identifier sent by the device agent, so that

queries to the database return appropriate results.

[00149] The following is an exemplary update package catalog (UPC)

<?xml version="1.0" 7>
- <update-package-catalog>
<schema-version>1.0</schema-version>
<manufacturer>Bitfone</manufacturer>
<model>BF2000</model>
<carrier />
- <update-package>
<description />
<old-version>0.02.11</old-version>
<new-version>0.02.12</new-version>
<new-image-size>262144</new-image-size>
<validation use="yes" />
<validation-region-start>0</validation-region-start>
<validation-region-size>0</validation-region-size>
<validation-region-CRC>942238887</validation-region-CRC>
<update-package-size>4620</update-package-size>
<update-package-CRC>3027207287</update-package-CRC>
<update-package-binary>
RFVQAAEAAABS6X9m/BEAAERVSQABAAAAMIF7+kRAAB QREMAAQAAAPzZUVNAAAA
ABQAAAAUAAAAA
AAEAAAAAAAAAAAAAAAAAkiQAAEtIHRh6AWAAdeAABEAAADrDAAAuQcAAHEAAA
AJAAAAXXWAAEIE
QwABAAAAKKSKkVIWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT JYOT+Y2PU/AgABAA
EAAAAAAAAAAWAA
AAAAAADGHCXWOwS lewEAAAAGAAAAAAAAAAGAAAAFAAAAOVRIIDIOYpQDAAEABw
AAAAAAAAALAAAA
BQAAAM3/Rytk+nksBAAAALgHAAAT AAAACQAAAFScAACIbCk4p2wpOFVEQWACAAAAEm
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5Pxu5eX3+5FV6cswHeJo6A+6uc2RIc4SFT+VO/Z4wSIawOutMhsjIWjA1SkalRDCr3b4/wDV AOe3
[lfl<lupdate-package-binary>

</update-package>

</update-package-catalog>

[00150] While the present invention has been described with reference to certain
embodiments, it will be understood by those skilled in the art that various changes may be
made and equivalents may be substituted without departing from the scope of the present
invention. In addition, many modifications may be made to adapt a particular situation or
material to the teachings of the present invention without departing from its scope.
Therefore, it is intended that the present invention not be limited to the particular
embodiment disclosed, but that the present invention will include all embodiments falling

within the scope of the appended claims.
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CLAIMS

What is Claimed is:

1. A system that facilitates updating of firmware in an electronic device,
wherein the system supports lifecycle management of firmware updating information, the
system comprising:

an electronic device comprising:
firmware;
loading software that retrieves updating information for the
firmware; and
updating software that applies the retrieved updating information to

the firmware in the electronic device.

2. The system according to claim 1 wherein the system further comprises a
network that distributes the updating information to the electronic device, the network
comprising:

updating storage that stores updating information to be distributed to the
electronic device; and A
at least one server that retrieves the updating information from the

updating storage.

3. The system according to claim 2 wherein the at least one server distributes

the retrieved updating information to the electronic device.

4. The system according to claim 2 wherein the at least one server further

supports management of the lifecycle of the updating information.

5. The system according to claim 4 wherein the at least one server further

supports management of the lifecycle of the electronic device.

6. The system according to claim 2 wherein the electronic device sends

requests for updating information.
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7. The system according to claim 6 wherein the requests comprise

information about the electronic device.

8. The system according to claim 6 wherein the at least one server receives
and processes the requests, and retrieves appropriate updating information from the

updating storage based on the requests.

9. The system according to claim 2 wherein the network further comprises:
a first structure that manages the lifecycle of the electronic device; and
a second structure that manages the lifecycle of the updating information

associated with the electronic device.

10.  The system according to claim 9 wherein the first structure performs at
least one of:
tracking changes of firmware versions in the electronic device;
providing information about available firmware updates to the electronic
device; and
interacting with the at least one server to provide information about

firmware updates.

11. The system according to claim 9 wherein the second structure performs at
least one of:
supporting import updating information from an updating information file
containing updating information for different version changes of firmware; and

verifying the authenticity of firmware updating information.

12. A method for updating firmware in an electronic device of a system,
wherein the system comprises the electronic device and a network, the method
comprising:

generating updating information in a generation environment;

saving the generated updating information in a storage;

communicating the saved updating information to a distribution
environment; and

managing the lifecycle of the updating information.
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13. The method according to claim 12 wherein the method further comprises
packaging the saved updating information before communicating it to the distribution

environment.

14. The method according to claim 12 wherein the distribution environment

comprises an updating storage and a server.

15. The method according to claim 12 wherein the method further comprises:
receiving requests for updating information;
facilitating downloads of the requested updating information;
verifying reception of the downloaded updating information; and
utilizing the downloaded updating information to update firmware in the

electronic device.

16. A system that facilitates updating of at least one of firmware and software
in electronic devices, wherein the system supports lifecycle management of firmware
updating information, the system comprising:

a network that distributes the updating information to electronic devices,
the network having a lifecycle management component that manages the lifecycle of the

updating information.

17. The system according to claim 16 wherein the network further comprises a

management console employed for lifecycle management of the updating information.

18.  The system according to claim 16 wherein lifecycle management
comprises at least one of:
facilitating loading of the updating information;
facilitating deleting of the updating information; and

facilitating editing of status information of the updating information.

19.  The system according to claim 16 wherein the network further comprises a

lifecycle management component that manages the lifecycle of the electronic devices.

20.  The system according to claim 19 wherein the network further comprises a

management console employed for lifecycle management of the electronic devices.
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21.  The system according to claim 19 wherein lifecycle management of the
electronic devices comprises at least one of:
provisioning of the electronic devices;
determining change of ownership of the electronic devices;
determining change of subscription of the electronic devices; and

determining when an electronic device is no longer in use in the system.

22.  The system according to claim 16 wherein the electronic devices maintain
statistics information regarding the total number of distributed updating information and
the time of distribution of the updating information and communicate the statistics

information to a server.

23.  The system according to claim 22 wherein the lifecycle management
component records the total number of distributed updating information and the time of
distribution of the updating information for each distributed updating information to the

electronic devices.

24. A configurable lifecycle management system for updating information that
updates at least one of firmware and software in electronic devices, wherein the
configurable lifecycle management system is capable of changing the state of updating
information stored in a network that communicates updating information to the electronic

devices.

25.  The configurable lifecycle management system according to claim 24
wherein only an administrator is capable of changing the state of the stored updating
information and specifying a time for the change of the state of the stored updating

information to occur.
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