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ACCESS CONTROL LEVELS BETWEEN DEVICES
BACKGROUND

[0001] Before two devices communicate with sach other via a wirsless
communication scheme, such as Bluetooth communication technology, the devices
may be synchronized and paired with each other so {hat dala transmission and
sharing or corresponding operation can be executed. Pairing data for Blustooth
communication between two devices may be configured in advance, for example,
during manufacturing. The host of the devices may be arranged 1o store pairing data
for the slave in advance. For example, the host may store a PIN code or address.
However, when there is a group of host and slave devices, and a user may desire {o
pair a particular host and slave device logether, the user may manually enter the
Bluetooth pairing data so as to make the host and slave device successfully pair with
each other.

BRIEF DESCRIPTION OF THE DRAWINGS

{00021 FIG. 1 Hlustrates a first device and a second device that may be paired

together for wireless communication, according 1o an example;

{0003 FIG. 2 Hustrates a method at a device for pairing with another device for

wireless communication, according to an exampie, and

[0004] FIG. 3 is a flow diagram in accordance with an example of the present
disclosure,

DETAILED DESCRIPTION

[0005] Examples disclosed herein provide the ability for two devices o be paired
together for wireless communication, wherein the pairing occurs via light pulses
emitied from one of the devices and caplured by the other device. The device that
receives the light pulses may decode it to generate a pairing code that is used for
pairing the fwo devices together. As will be further described, the level of access
control that is granted for the devices to communicate with each other may be based

on the pairing code.
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[D006] With reference 1o the figures, FIG. 1 iHustrates a first device 100 and a second
device 120 that may be paired fogether for wireless communication, according to an
example. As will be further described, pairing may be initiated by a user that triggers
a transmission signal 130 to be emitted from an oplical fransmitler source 122 of the
second device 120, which is then received at an oplical receiver 102 of the first
device 100, As an example, the transmission signal 130 may correspond © a series
of light pulses emitied from the optical transmitter source 122. A pairing code
decoded from the transmission signal 130 may be used for pairing the first and
second devices 100, 120 together, via their respective transceivers 104, 124, In
addition, the level of access control of the first device 100 granted to the second
device 120 may be based on the decoded pawing code. As an example, users of the
secand device 120 may be granted different privileges {e.g., standard privileges vs.
administrator privileges), and, as a result, the transmission signal 130 emitted from
the optical transmitter source 122 may vary, based according 1o the privileges

granted to the user logged into the second device 120,

{0007} The first device 100 depicts a processor 108 and a memory device 110 and,
as an exampile of the first device 100 perfarming its operations, the memory device
110 may include instructions 112-118 that are execulable by the processor 108.
Thus, memory device 110 can be said to store program instructions that, when
executed by processor 108, implement the components of the first device 100, The
executable program instructions stored in the memary device 110 include, as an
exampie, instructions {o recaive a transmission signal {112), instructions {o generate
a pairing code {(114), instructions {o pair {118), and instructions to grant access
controf {118},

{0008} Instructions to receive a transmission signal (112) reprasent program
instructions that when executed by the processor 108 cause the first device 100 to
receive, at the optical receiver 102, & transmission signal 130 from the oplical
transmitter source 122 of the second device 120, As mentioned above, the emission
of the transmission signal 130 from the optical transmitter source 122 may be
friggered or initiated by a user of the second device 120. As an exampile, the user
may prepare the first device 100 to receive a transmission signal, align the oplical
receiver 102 of the first device 100 with the optical transmitter source 122 of the

e
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second device 120, in order {o ensure thal the ransmission signal is received, and
then initiate the tfransmission signal from the second device 120.

{0009] As an example, the optical receiver 102 of the first device may be a camera or
light sensor that is able to collect the transmission signal 130, which corresponds to
pulse light information. Referring to the oplical transmitler source 122 emifting the
transmission signatl 130, it may have the ability o flash a sequence of lights.
Examples of the optical transmifter source 122 include a display screen of the
second device 120, or a LED or bulb, such as a camera flash of the second device
120. As an example of preparing the first device 100 to receive the transmission
signat 130, the first device 100 may be placed in a standby mode or receive mode, in
order fo enable to optical receiver 102 {o receive the transmission signatl 130.
Similarly, the transmission signal 130 may be emilted from the oplical transmitter

source 122 vig a physical interaction, such as a pushbution, as an example.

(0010} As an example, the fransmission signal 130 may be generated by the optical
transmitter source 122 based on al least one of brighiness, variations, color
variations, and patiern varigtions of light signals gensrated, for example, from the
display screen or camera flash of the second device 120, as mentioned above. As
an example, firmware of the second device 120 may encrypt a data set into a fight
sequence that represents the transmission signal 130, that is then later decoded by
the first device 100 upon receipt of the transmission signal 130, for pairing the first
and second devices 100, 120 together, as will be further described. The data set
that is encrypted in the transmission signal 130 may be representative of the pairing
code required for pairing the first and second devices 100, 120 together. As
mentioned abave, as users ailempling to access the first device 180 via the second
device 120 may have different privileges, the pairing code may vary according to the
privileges granted to each user. As an example, the privileges granted 1o each user
corresponds 1o the level of access control the wuser has {o the first device 100 via the
sacond device 120, The fransmission signal 130, representative of the pairing code
required for the user of the second device 120 to access the first device 100, may be
unique for each user, or unique for a classification of users {e.g., guest users,
standard users, and administrators).
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{0011} instructions to generale a pairing code (114} represent program instructions
that when executed by the processor 108 cause the first device 100 1o decode the
transmission signal 130 received by the optlical receiver 102, in order {o generate a
pairing code for pairing the first and second devices 100, 120 together. As described
ahove, upon placing the first device 100 in a standby or receive mode, in order {o
prepare the optical receiver 102 for receiving a transmission signal from anothar
device {e.g., the second device 120}, the optical receiver 102 of the first device 100
may maonitor for an initial connection protocol from the other device, such as a fixed
set of light pulses. This may allow for time to align the first and second devices 100,
120 with respect to gach other, so that the optical receiver 102 of the first device 100
iz able {o collect pulses originating from the oplical transmitter source 122 of the
secand device 120, Upon collecting the initial connection protocol, the optical
receiver 102 may collect the fransmission signal 130 from the optical transmitter
source 122, As an example, optical transmilter source 122 may correspond to a
camera flash of the second devices, and the oplical receiver 102 may coliect
atthenticated pulses from the camera flash. Software and firmware within the first
device 100 may authenticate the transmission sighal 130 and decode it o gensrate
the pairing code that may be used for pairing the first and second devices 100, 120
together.,

[8012]Instructions {o pair {116) represent program nstructions that when executed
by the processor 108 cause the fransceiver 104 of the first device 100 to use the
pairing code decoded above 1o pair together with the transceiver 124 of the second
device 120, for wireless communication 140, As an example, the pairing code may
be used to pair the first and second devices 100, 120 fogether for Bluetooth wireless
communication. However, other forms of wireless communication may be used for
pairing the first and second devices 100, 120 together {e.qg., connecting via an §SID
broadcasted by one of the devices to join a common wireless network). in an effort
o increase securily, the pairing code used {o pair the first and second devices 100,
120 together may be different for subsequent pairing altempls. As a resulf, the
fransmission signal 130 from the optical fransmitier source 122 may be different
each time the user of the second device 120 altempts o pair with the first device
100. Each different transmission signal may then be decoded to generate different
pairing codes for each subseguent pairing.

b
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{0013} Instructions o grant access control (118} represent program insfructions that
when executed by the processor 108 cause the first device 10010 grant a level of
access controt of the first device 100 to the second device 120 via the wireless
communication. As described above, users altempting {0 access the first device 100
via the second device 120 may have different levels of privileges for accessing the
first device 100. As a resull, the transmission code 130 used for paiting may be
unique o the user or to a classification of users that the user belongs to. This
pairing code, upon establishing wireless communication with the first and second
devices 100, 120, may then be used for granting the level of access control
appropriate to the user of the second device 120, As an example, each attempt of a
device, such as the second device 120, pairing with the first device 100 may be
logged in a database 106 associated with the first device 100, for fracking purposes.
Each log entry may include the level of access controf granted for that padicular
pairing attempt with the first devics 100.

{0014 Memory device 110 represents generally any number of memory components
capable of storing instructions that can be executed by processor 108. Memory
device 110 is non-transitory in the sense that it does not encompass a transitory
signal but instead is mads up of at least one memory component configured 1o store
the relevant instructions. As a resull, the memory device 110 may be a non-
ransitory computer-readable storage medium, Memory device 110 may be
implemented in a single device or distributed across devices. Likewise, processor
108 represents any number of processors capable of executing instructions stored
by memory device 110, Processor 108 may be integrated in a single device or
distributed across devices. Further, memory device 110 may be fully or partially
integrated in the same device as processor 108, or it may be separate but accessible

to that device and processor 108.

[0015}In one example, the program instructions 112-118 can be pari of an
instaliation package that when instalied can be execuied by processor 108 to
implement the components of the first device 100, In this case, memaory device 110
may he a portable medium such as a CD, DVD, or flash drive or a memaory
maintained by a server from which the installalion package can be downloaded and
installed. In another example, the program instructions may be part of an application

-5



WO 2018/164659 PCT/US2017/020883

or applications already installed. Here, memory device 110 can include integrated

memory such as a hard drive, solid state drive, or the like.

{0016} FIG. 2 Hlustrates a method 200 af a device for pairing with another device for
wireless communication, according to an example. In discussing FIG. 2, reference
may be made to the first device 100 illustrated in FIG. 1. Such reference is made o
provide contextual examples and not to limit the manner in which method 200

depicted by FIG. 2 may De implemented.

[0017] Method 200 begins at 202, where the device determings whether to enter
recsive mode, in order to prepare 1o receive a ransmission signal from another
device {e.g., second device 120} thatis altempting to pair with the device {8.g., first
device 100). As described above, in order to prepare the first device 100 {o receive
a transmission signal 130 from the second device 120, the first device 100 may be
placed in a receive or standby mode by enabling the optical receiver 102 of the first
davice 100 to receive transmission signals. As an example, the oplical receiver 102
may he a camera or light sensor that is able 1o collect the transmission signal 130,

which corresponds to pulse light information,

[0018] AL 204, the device determines whether a transmiasion signal is received, Unil
the device determines {hat the transmission signal has been received, the device
may remain in receive mode for an indefinite period of time or a fixed period of ime.
Referring to FIG. 1, upon placing the first device 100 in a standby or receive mode,
in arder {0 prepare the optical receiver 102 for receiving a transmission signal from
the second device 120, the optical receiver 102 of the first device 100 may moniior
for an initial connection protocol from the second device 120, such as a fixed set of
light pulses. This may allow for time {0 align the first and second devices 100, 120
with respect to each other, so that the oplical receiver 102 of the first device 100 is
able to collect pulses originating from the optical transmitter source 122 of the
second device 120. Upon collecting the initial connection protocol, the optical
receiver 102 may collect the transmission signal 130 from the oplical fransmitter
source 122

[00191 AL 206, upon recelving the transmission signal, the device decodes the

fransmission signal to generate a pairing code. As an example, software and
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firmware within the device may authenticale the transmission signal and decode it {o
generate the pairing code that may be used for pairing the devices together. At 208,
the device may use the pairing code to pair the devices together for wireless
communication {e.g., Blustooth). As an example, transceivers of both devices may
be used for establishing the wireless communication. Although Bluetooth wirsless
corymunication s described, other forms of wireless communication may be used for
pairing the devices together {e.g., connecting via an SSID broadcasted by one of the
devices 10 join a common wireless network).

{0020} At 210, the device may grant a level of access control 1o the other device,
based on the pairing code. As described above, users attempting to access a first
device via 8 second device may have different levels of privileges for accassing the
first device. As a result, the transmission code used for pairing may be unique to the
useror to a classification of users that the user belongs to. This pairing code, upon
establishing wireless commumication with the first and second devices, may then be
used for granting the level of access conlrol appropriate to the user of the second

device.

{0021} As an example of the above-described method, a service personnel of g large
commerctal press may have to connect to the press securely, in order to access a
service module of the press and refrieve data. As an example of connecting a device
belonging o the service persannel to the press, Blustooth pairing may be used. The
service personnel may put the press into standby mode (.49, for receiving Bluetooth
service pairing), and place g camera flash of their device near a puise sensor
associated with the press. The pulse sensor monitors for an initial connection
protocol {e.g., a fixed set of pulses), and begins collecting authenticated pulses from
the camera flash {e.g., ransmission signatl 130). At the end of the sequence, the
device belonging to the service personnel may be Bluetooth paired with the prass
{e.g.. wireless communication 140}, and service software may connact securely to
service firmware of the commercial press. As an example of the level of access
control the service personnel may have 1o the press, the authenticated pulses, or the
fransmission signal, from the camera flash for establishing the connection between
the device and the press may be used for defermining the level. As aresult, a
service personnel with greater privileges (e.g., administrator) may be granted a

wTF
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greater level of access control, based on the authenticated pulses used by that
service parsannel when attempling to connect {o the press. Similarly, a service
personnel with reduced privileges {8.g., guest or standard user) may be granied a

lower level of access control.

[00221FIG. 3 is aflow diagram 300 of sleps taken by a device to implement a
method for pairing with another device for wireless communication, according to an
example. In discussing FIG. 3, reference may be made {o the first device 100
Hustrated in FIG. 1. Such reference is made o provide confextual examples and not

{o limit the mannsr in which the method depicted by FIG. 3 may be implementead.

[00231AL 310, the device may receive, at an oplical receiver of the device, a
fransmission signal from an optical transmitter source of another device, or a second
device. As mentioned above, the emission of the transmission signal from the
optical fransmitier source may be triggered or initiated by a user of the second
davice, As an example, the user may prepare the device to receive g transmission
signal, align the optical receiver of the first device with the oplical transmitter source
of the second device, in order o ensure that the transmission signal is received, and
then iniliate the ransmission signal from the second device.

{0024} At 320, the device may decade the transmission signal to generate a pairing
code. As an example, the pairing code may vary according fo privileges grantedto a
user of the second device. The privilsges granted may correspond to the level of
access control the user has to the device via the second device. As an example, the
pairing code may vary according o privileges granted o classifications of users
{e.g., guest, standard, or administrator), and the user may be granted privileges
based on the pairing code assigned o the classification that the user belongs o, As
described above, the transmission signal received may vary based according o the
privileges granted o the user, as the transmission signal is representative of the
pairing code required for pairing the devices together.

[0025] Al 330, the device may use the pairing code {o pair the devices together for
wireless communication. As an example, the pairing code may be used to pair the
devices together for Bluetooth wireless communication. However, other forms of

wireless communication may be used for pairing the devices together (e.g.,
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connecting via an SSID broadeasted by one of the devices {o join & common
wireless network).

[0026] At 340, the device may grant a level of access control of the device fo the
second device via the wireless communication, whersin the level of access control is
based on the pairing code, as described above, As an exampie, the device may log
each attermnpt of the secand device pairing with the device, in order to frack users
accessing the device via the second device {or other devices). Each log entry may
be stored in a database of the device, and include the level of access control

granted.

{00271 Although the flow diagram of FIG. 3 shows a specific order of execution, the
order of execution may differ from that which is depicted. For example, the order of
execttion of two or more blocks or arrows may be scrambled relative to the order
shown. Also, two or mare blocks shown in succession may be executed
concurrently or with partial concurrence. All such variations are within the scope of

the present invention.

[0028] 1t is appreciated that examples described may include various components
and features. It is also appreciated that numerous specific details are sst forth to
provide a thorough understanding of the examples. However, it is appreciated that
the examples may be practiced without limitations o these specific details. In other
instances, weall known methods and structures may not be described in detail to
avoid unnecessarily obscuring the description of the examples. Also, the examples

may be used in combination with each other.

{0029} Reference in the specification to “an example” or similar language means that
a particular feature, structure, or characteristic described in connection with the
exampile is included in at least one example, but not necessarily in other examples.
The various instances of the phrase "in one example” or similar phrases in various

places in the specification are not necessarily all referring to the same example.

{0030] 1t is appreciated that the previous description of the disclosed examples is
provided 1o enable any person skilled in the art to make or use the present

disclosure. Various modifications o these examples will be readily apparent 1 those
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skilled i the art, and the generic principles defined hersin may be applied to other
exampies without departing from the spirit or scope of the disclosure. Thus, the
present disclosure is not intended 1o be limited {o the examples shown herein but is
o be accorded the widest scope consistent with the principles and novel fealures

disclosed herein.
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CLAIMS

WHATIS CLAIMED 15:

1. A method comprising:

receiving, at an optical receiver of a firsf device, a ransmission signal from an
optical transmitter source of a second device;

decading the transmission signal to generate a pairing code;

using the pairing code to pair the first and second devices together for
wireless communication; and

granting a level of access controf of the first device 1o the second device via
the wireless communication, whersin the level of access control is based on the

pairing code.

2. The method of claim 1, wherein the pairing code varies according to priviteges
granted o a user of the second device, wherein the privileges granted correspond 1o
the level of access control the user has {o the first device via the second device.

3. The method of claim 1, wherein the palring code varies according to privileges
granted o classifications of users, wherein the privileges granted correspond {o the
level of access control a user from one of the classifications has to the first device
via the second device.

4. The method of claim 1, wherein the fransmission signal is unique for each
user of the second device attempting o pair with the first device for wireless

communication.

5. The method of claim 4, comprising:
togging each attempt of the second device pairing with the first device, 1o
frack users accessing the first device via the second device, whergin each log entry

comprises the level of access control granted.

-1t -
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8. The method of claim 1, wherein the fransmission signal is generated by the
optical transmitier source based on at least one of brightness, variations, color
variations, and pattern variations of light signals.

7. The method of claim 1, wherein the pairing code is used 1o pair the first and
second devices together for Bluetooth wireless communication.

8. The method of claim 1, wherein transmission signals received from the oplical
fransmitier source of the second device are different for subsequent pairings
between the first and second devices, and wherein the different fransmission signals
are decoded {o gensrate different pairing codes for sach subsegquent pairing.

g A first device comprising:

an optical receiver,
a transceiver,
a database; and
a processor {o:

receive, at the optical receiver, a fransmission signal from an optical
fransmitier source of a second device;

decode the transmission signal (o generale a pairing code;

use the transceivar to use the pairing code o pair the first and second
devices together for wireless communication,

grant a level of access control of the first device to the second device
via the wirgless communication, wherein the level of access control is based
on the paining code; and

jog attempts of the second device pairing with the first device into the
database.

10, The first device of claim 8, wherein the pairing code varies according t©
privileges granted {o a user of the second device, wherein the privileges granted
correspond to the level of access control the user has to the first device via the

second device.

Z 10
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11.  The first device of claim 8, wherein the palring code varies according to
priviteges granted o classifications of users, wherein the privileges granted
correspond o the level of access control a user from one of the classifications has to

the first device via the second device.

12.  The first device of claim 9, wherein the transmission signal is unique for each
user of the second device attempting {o palr with the first device for wireless

commurication.

13, A non-transitory computer-readable storage medium comprising program
nstructions which, when executed by a processor, to cause the processor to:

receive, at an optical receiver of a first device, a fransmission signal from an
optical transmitter source of a second device;

decode the transmission signal fo generate g pairing code, wherein the
pairing code varies according {o privileges granted 1o a user of the second device,
wherein the privileges granted correspond to a level of access control the user has o
the first device vig the second device;

use the pairing code to pair the first and second devices together for wireless
corrpmunication; and

grant the level of access control of the first device to the second device via the
wireless communication, wherein the level of access control is based on the pairing

oot

14, The non-transitory computer-readable storage medium of claim 13, wherein
the pairing code varies according to privileges granted to classifications of users,
wherein the privileges granted correspond to the level of access control a user from

one of the classifications has to the first device via the second device.
15,  The non-transitory computer-readable storage medium of ¢laim 13, whersin

the transmission signal is unique for each user of the second device attempting to

pair with the first device for wireless communication.

- 13-
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