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from a user terminal and generating source informa-
tion of an authentication request by a human-ma-

20 ... HMI (district)
30 ... Authentication server
40 ... Database unit

chine interface (HMI); generating an authentication
request message using the certiticate and the source
information of an authentication request and transfer-
ring the authentication request message to an authen-
tication server by the HMI; separating the certificate
and the source information of the authentication re-
quest from the authentication request message and
transferring identification information of the certific-
ate to a database unit by the authentication server;
transferring configured district information matched
to the identification information to the authentication
server by the database unit; and comparing the
source information of the authentication request and
the configured district information and determining
whether they are the same, generating an authentica-
tion result on the basis of a result of the determina-
tion, and transferring the authentication result to the
HMI, by the authentication server.
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[5=3]
0CSPRequest D= SEQUENCE {
tbsRequest TBSRequest .
optionalSignature [0] EXPLICIT Signature OPTIONAL }
TBSRequest D= SEQUENCE {
version (0] EXPLICIT Version DEFAULT v,
requestor Name [1] EXPLICIT GeneralName OPTIONAL,
requestlList SEQUENCE OF Request,
requestExtensions [2] EXPLICIT Extensions OPTIONAL }
Signature L= SEQUENCE {
signatureAlgorithm Algorithmldentifier,
signature BIT STRING,
certs [0] EXPLICIT SEQUENCE OF Certificate
OPT IONAL}
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