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DETERMINING POTENTIAL TEST ACTIONS

BACKSROUND
{00011  Application testing may be performed to provide information about an
application under test (FAUT"). For example, application testing may be performed
o determine whether the AUT includes any srrors or other defects. While various
techniques are available for application testing, basic application testing
procedures may involve two main types of test steps: (1) aclion steps which
manipulate, drive, or query an application under test ("AUT™); and (2) verification
staps which verify the expected culcomes associated with the action steps.
Brier DESCRIPTION OF THE DRAWINGS

{00027 The following delailed description references the drawings, wherein:

{00037  FIG. 1 is a block diagram of an example sysiem for defermining

potential test actions consistent with disclosed implementations;

{3004]  FIG. 2 is a biock diagram of an example potential test action device
consistent with disclosed implamentations;
{00051  FIG. 3 is a block diagram of an example polential test action device
consistent with disclosed implementations;

{0006] FIG. 4 is a flow chart of an example process for correlating data points

consistent with disclosed implementations;

{0077 FIG 5 is a block diagram of an example directed acyclic graph ("DAG”)
consistent with disclosed implementations;

{00081 FIG. 6 is a flow chart of an example procsss for detarmining potential
test actions consistent with disclosed implementations;

[0000]  FIG. 7 is a flow chart of an example process for identifying potential test
actions consistent with disclosed implementations;

{00101 Fig. 8 is an ilustration of an example test verification interface

consistent with disclosed implementations;

{00111 FIKG. 9 is a flow chart of an example process for determining potential

test actions consistent with disciosed implementations; and
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{00127  FIG. 10 is a block diagram of an example machine-readable storage

meditim consistent with disclosed implementations.

DETAILED DESCRIPTION
[0013]  The following detailed description refars to the accompanying drawings.
Wherever possible, the same reference numbers are used in the drawings and the
following description 1o refer o the same or similar parls. While several examples
are described in this document, modifications, adaptations, and  other
implementations are possible. Accordingly, the following detalled description does
not limit the disclosed examplaes. Insiead, the proper scope of the disclosed

exampies may be defined by the appended claims.

[0014]  As discussed above, basic application testing procedures may involve
two main types of test steps: (1) aclion or test steps which manipulate, drive, or
query an application under test CAUT™), and (2} verification steps which verify the
expected cutcomes associaled with the action steps.  Traditionally, this basic
application testing procedure may create a dependency between the actions and
varffications. For example, the verifications may need o be performed during the
execution of the tfest of the AUT. This dependency may have several
shartcomings, including the nsed to re-run a test sxecution of an AUT when the
varification changes (sven ¥ ths actions have not changed), a tendency to only
varify what is being acted upon {e.g., i the action is to dlick a buiton, a user will
varify that the butlton has been clicked}, difficulty corrslating action step ocutcomes
with svenis at other levels of the AUT {e.g., server logs, database logs, application
logs, sfc.), and various maintenance challenges based on changed actions
and/or changed verifications. For example, consider the case where an AUT is a
banking application and the test case is determining whether funds are transferred
from a first account {*Account A”) 1o a second account ("Account B”). A tesier may
execule the test case o perform the fund transfer and verify that the transferred
amount is indeed added to Account B. After complating the test, the lester has
decided that another verification is nesded ~ verifying that a sign on procedurs
has been performed. To execute thal new verificalion, the lester may need to
revise the test to include 3 test action related to the sign on procedurs, discard the

previously-executed results, run or re-run each of the action steps, and then verify
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the rasults of sach of the action steps during the execution of the revised test.

Such errors can be 8 wasts of a tesler’s fime and resources.

{0015] Some examples disclosed herain may help avoid the nead {o revise and
re-execute a test by separating test actions from test verifications. As the fest
actions are separatsd from the test verifications, examplas disclosad hersin can
identify potential test actions that can be performed and verified in the future. A
potential test action may be an unperformed test action that is capable of being
performed during future test executions of an application under test. To identify
potential lest actions, some examples may monilor and capture data points from
test executions of an AUT as well as define, persist, and execule queries of these
data points. The queries may be considered t© be a new method of defining
expected application behavior, and may serve as the verficalion steps in
fraditional  scripls. For example, examples consisient with disclosed
implementations may caplure data points during test executions of an AUT,
correlate each of the data points with a particular test execution of the AUT, and
determine, based on the correlation of the dala points, a polential tast action to

perform during a fulure test execution of the AUT.

{00161  Referring now to the drawings, FIG. 1 is a block diagram of an example
systemy 100 for determining potential test aclions. System 100 may be
implemeantad in a number of different configurations without departing from the
scope of the disclosed examples. In the example shown in FIG. 1, system 100
may include a potential test action device 110, a client device 120, a repository
130, and 3 nebwork 140 for connecling potential test action device 110 with clisnt

device 120 and/or repository 130.

{00177 Polential test aclion device 110 may be a compuling system that
performs various functions consistent with disclosed sxamples. For example,
potential test action device 110 may be a server, a deskiop computer, a laplop
computer, and/or any other suitable type of computing device. In some exampiles,
potential test action device 110 may process information received from cdlient
device 120 and/or reposifory 130, For example, polential test action device 110

may delermine potential test actions based on data captured from client device
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120 and/or received from repository 130. Examples of potential test action device
110 and certain functions that may be performead by device 110 are described in

greater detail below with respsct to, for example, FiGs. 2-10.

{00181 Client device 120 may be a computing system operaied by a user. For
example, dient device 120 may be a deskiop compuier, a laplop computer, a
tablet computing device, a mobils phone, andior any other suilable type of
compuiting device. In some sxamples, client device 120 may bs a computing
device 1o perform operations consistent with cerlain disclosed implemeantations.
For example, client device 120 may be adapted to transmit data relaled o test
executions of an AUT fo potential test aclion device 110, such as, for example,

data related {o action steps performed during application testing.

{00191 Client device 120 may include a processor o exscule instructions
stored in a machine-readable storage medium. In the example shown in FiG. 1,
client device 120 may include a processor 122, a machine-readable storage
medium 124, a display device 126, and an interface 128. Processor 122 of client
device 120 may bs at least ong processing unit (CPU), microprocessor, and/or
another hardware device 0 executs instructions to perform operations.  For
example, processor 122 may fetch, decods, and exscute instructions stored in
maching-readable storage medium 124 {(such as tsst execution application
instructions 127 andfor AUT instructions 129} o test an AUT. While in the
example shown in FlG. 1 the AUT resides on client device 120, test exscution
instructions 127 and/or the AUT 128 may reside on different machines and/or may
span mulliple computing systems. Machine-readable siorage medium 124 may
be any electronic, magnetic, optical, or other non-transitory storage device that
storss instructions executed by processor 122, Display 126 may be any typs of
display device that presents information, such as a user interface of an AUT, a test
verification interface, and the like, o a user (e.g., a tester) operating client device
120. Intsrface 128 may be any combination of hardware and/or programming that
facilitates the exchange of data between the internal components of client device
120 and external components, such as potential test action device 110, In some

examples, interface 128 may include a network interface device that allows client
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device 120 (o receive and send data to and from various componenis, such as to

and from potential test action device 110 via network 140.

{00207  Repository 130 may be any type of slorage system configuration that
facilitales the storage of data. For example, repository 130 may facilitate the
locatling, accessing, and retrieving of data points captured during test executions
of an AUT (s.g., 3338, 8QL, Access, efc. databases). Repository 130 can be
populated by a number of methods. For example, potential tast action device 110
may populate repository 130 by recelving, generating, and/or otherwise accessing
data related o the potential est aclions {e.g., potential test action verifications)
storing the data in repository 130, As another example, polential test action
device 110 may populate repository 130 with data points captured and correlated
by polential test action device 110, and slore the correlated data points in
repository 130, In some implementations, the data points may be slored as a
directed acydlic graph (*DAG"). Traditionally, a DAG Is a directed graph formed by
a collection of vertices (e.g., a fundamental unit of which the graph is formed) and
direcled edges {e.g., an edge thal points from a first vertex in the collection of
vertices 10 a second verlex in the collection of verticas). A DAG, as used herein,
doesn't necessarily mean a graphic representation of the daia included in a
fraditional DAG.  Inslead, a DAG as ussd herein may include the graphic
representation and/or a data struciure that siores the data points in a manner that
allows system 1{0 io determine data represented by the traditional DAG (8.4,
categorization of the data points, directed edges associated with particular data
points, and/or vertices associated with the data points).  In some examples, the
data structure may be an array, a record, a databass enlry, 8 lookup table, a hash
iable, a map, a tree, a linked list, andior any cothsr type of data structure.  An
sxample of 3 DAG consistent with disclosed implementations is discussed in more

detail below with respect o, for sxample, FIGz. 5.

{0021]  While in the example shown in FIG. 1 reposifory 130 is a single
component sxternal to componsnts 110 and 120, repository 130 may comprise
separate components and/or may be part of devices 110, 120, and/or another
device. In some implemeniations, reposiiory 130 may be managed by

components of device 110 and/or other devices that are capable of accessing,
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creating, controlling and/or otherwise managing data remotely through network
140.

{0022  Network 140 may be any fype of network that facilitates communication
between remote components, such as potential test action device 110 and clisnt
device 120. For example, network 140 may be a3 local area network (LAN), a wide
area network (WAN), a virtual private networl, a dedicated intranet, the Intemet,

and/or a wirelass nebwork.

{00231  The arrangement llustrated in FIG. 1 is simply an example, and system
100 may be implemented in a number of different configurations.  For example,
while FIG. 1 shows one potential test action device 110, client device 120,
repository 130, and network 140, system 100 may ihclude any number of
components 110, 120, 130, and 140, as well as other components not depicted in
FIG. 1. For example, system 100 may omit any of components 118, 120, 138,
and 140, andfor the functionality of at least one of components 110, 120, 138, and
140 may be incorporated info another component {e.g., componsants 110, 12{,

130, 140, and/or a component not shown in FIG. 1).

{00241 FIG. 2 is a block diagram of an example potential test action device 210
consistent with disclosed implementations. In certain aspscls, potential test action
device 210 may correspond o polential test action device 110 of FiG. 1. Potential
test action device 210 may bes implementsd in various ways. For example, device
210 may be a special purpose computer, a server, a mainframe computer, and/or
any other suitabls type of computing devics. In the example shown in FIG. 2,
potential test aclion device 210 may include a processor 220 and a machine-

readable storage medium 230.

{00251 Processor 220 may be at least one processing unit (CPUY,
microprocessor, and/or ancther hardware davice (o execule instructions fo
perform operations. For example, processor 220 may fetch, decods, and executs
identification instructions 240 {s.q., instructions 242, 244, and/or 246) stored in
machine-readable storage medium 230 to perform operations consistent with

disclosed examples.
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{00261 Machine-readable siorage medium 230 may be any elecironic,
magnetic, optical, and/or other physical storage device that siores executable
instructions. Thus, machine-readable storage medium 230 may bs, for example,
memory, a storage drivs, an optical disc, and the like. In some implementations,
machine-readable storage medium 230 may be a non-transifory machine-
readable storage medium, where the term “non-transiiory” does not encompass
fransitory propagating signals. Machine-readable storage medium 230 may be
encoded with instructions that, when execuled by processor 230, perform
operations consistent with disclossd implementations.  For example, machins-
readable storage medium 240 may include instructions that perform operations to
determine potential test actions by capluring data poinis during test executions of
an AUT, correlating each of the data points with a particular test execution of the
AUT, and determining potential test actions of the test executions based on the
correlation of the data points. In the example shown in FIG. 2, machine-readable
storage medium 230 may include data caplure instructions 242, data correlation

instructions 244, and test verification instructions 246.

{00271 Data capture instructions 242 may function to caplure data points during
fest exscutions of an AUT. In some implementations, when daia caplure
instructions 242 are executed by processor 220, data capiure instructions 242
may cause processor 220 and/or ancther processor 1o capture data points during
fest executions of the AUT. For example, data capture instructions 242 may
cause processor 220 and/or another processor to accass, racelive, or otherwise
abtain the data points from ons or more computing systems that executs the test
and/or implement the AUT during the test executions. In some examples, the data
points may be captured by installing agents an various physical or virtual system
components o monitor how the particular componeni(s} funclion and to transmit
the data points to a storage device, such as a siorage device assaciated with
potsntial test action devics 110, Ths transmilted data points may then be received
andfor captured by potential test action device 110. The agents may bs simple
{e.g., agents monitoring a central processing unit (*CPU) thal may simply ask an
operating system what the CPU use levsl is) or complex {s.g., agents integrated

with a testing tool that follow all of the test steps during test executions of an AUT).
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Alternatively {or in combination with the use of agents) the information may be
monitored agentlessly.  For example, a monitoring server may query various

component(s} for information about the component{s} memaory usage.

{0028] In some implementations, the caplured dala points may include
application aclion data that includes data related (o actions performed by the
application under test in response to test actions performed during the test
executions, the application action data may include data related 1o various
levels of the AUT, such as a user interface level {e.g., Ul snapshots, Ul object
extractions, afc.}, a code level {8.g., code execuled behind the Ul), a network
communication level {s.g., network communications betweean client device 120
and polential test action device 110}, a database level (s.g., dalabases
accessed by the AUT during test execution), and an snvironment level {(s.g.,
data related to the snvironment of the AUT such as data related o hardware
(.., device build, CPU usage, memory usage, resource usage, ete.) and
programming {(e.g., operating system, browser, eic.) that are related io the
aexecution of the test of the AUT (e.q.. server logs) andfor that relate to the
axecution of the AUT itself (e.q.. application server errors)). In some examples,
the captured data poinis may include test action data that includes data related
fo the test actions performed during the lest executions, such as test actions
and/or steps performed during the particular test execution state {e.g., start test
step {e.g., data indicating that the datla point is related to the start of a fest step),
and test step {e.g., data indicating that the data point is related to the end of a
test step), report test result step {e.q., data indicaling that the daia point is
related o a particular result of a test step), complete tast step {e.g., data
indicating that the data point is rslated o the completion of an entire test),
and/or a report test step {e.g., daig indicaling that the dala point relatss to
reporting the resuils on the entire test)), andior metadala related o the AUT
{e.g., AUT version), the particular test sxecution siate {e.g., test dats/time,
tester name, etc.), and the like. Examples of capturing data points during test
axecutions of an AUT are describad in further datail below with respect o, for

example, FiGs. 2-10.
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{00291 Dala correlation instructions 244 may function o correlats data points.
For example, when data correlation instructions 244 are executed by procsssor
220, data correlation instructions 244 may cause processor 220 to correlate each
of the data points with a particular test execution of the AUT. In soms
implementations, the data points may be correlated based on a sequence of
avents that occwred during the particular test execution. For example, data
correlation instructions 244 may cause processor 220 to generate a DAG andfor
store the data in a2 manner that allows contexiual gueries of the data. In some
sxamples, the DAG and/or the correlated data may be stored in a repository, such
as repository 130. Examples of correlating data points are describad in further

detail below with respect to, for sxample, FIGs. 4 and 5.

{0030] Test verification instructions 246 may funclion to determine, based on
the correlation of the data points, a potential test action to perform during a fulure
test execution of the AUT. In some implementations, the potential test action may
be an unperformed fest action that is capable of being performed during a fulure
test execution of the AUT. For example, when test verification instructions 246 are
axecutad by processar 220, test verification instructions 246 may cause processor
220 to determine a potential test action by querying a DAG based on a verification
input (&.g., input fo verify results of one or more historical test executions of an
AUT) and receiving, in response to the query, data indicating that al least one of g
test action and an application action represented by the verification input is not
included in the DAG. Examples of determining potential test actions are described

in further detail below with respact to, for example, FiGs. 6-9.

{0031]  FIG. 3 is a block diagram of an example potential test action device 310
consistent with disclosad implementations. 0 certain aspects, potential test action
device 310 may correspond to potential test aclion device 110 of FIG. 1 andlor
potential test action device 210 of FIG. 2. Device 310 may be implemented in
various ways. For example, device 310 may be a special purpose compuler, a
server, a mainframe computer, andfor any other suitable type of comptuting
systemn. In the example shown in FiG. 3, device 310 may include a data caplure

engine 320, a data correlation engine 330, and a test verification engine 340,
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{00327  Engines 320, 330, and 340 may be electronic circuitry for implementing
functionality consistent with disclosed examples. For example, engines 320, 330,
and 340 may represent combinations of hardwars devices and programming to
implement the functionality consistent with disclosed implementations.  in some
sxamples, the functionslity of sngines 320, 330, andior 340 may correspond {o
operations performed by polential test action device 210 of FIG. 2, such as
operations performsd when identification instructions 240 are executed by
procsssor 220 (described above with respect to FIG. 2). In FIG. 3, data caplure
engine 320 may represent a combination of hardware and programming that
performs operations similar to those performed when procassor 220 execules
data capture instructions 242, Similary, daia correlation sngine 330 may
represent a combination of hardware and programming that performs operations
similar to those performed when processor 220 executss daia correlation
instructions 244, and test verification engine 340 may represent a combination of
hardware and programming that performs operations similar {0 those performed

when processor 220 executes test verification instructions 246,

{0033] FIG. 4 is a flow chart of an example process 404 for correlating data
points consistent with disclosed implementations.  Although execution of process
400 is described below with reference to system 100 of FIG. 1 and/or specific
components of systam 100, other suitable systems and devices for execution of at
least one step of process 400 may be used. For example, processes described
below as being performed by potential test aclion device 110 may be performed
by potential fest action device 210, polential test action device 310, andior any
other suitable device. Process 400 may be implemented in the form of sxecutable
instructions stored on a machine-readable storage medium and/or in the form of

slsctronic circuitry.

{0034] Process 400 may start (slep 5405) afler data poinis have been
capiured during test executions of an AUT. Once the data poinis have been
capiured, process 400 may function to correlale sach of the data points by
genserating a DAG, such as DAG 500 of FIG. 5. In some implementations, the
DAG may be generated based on tmestamps associaled with the dala points, and

may include a plurality of test action nodes and a piluralily of application action
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nodes. For example, process 400 may include categorizing the dala points into at
least one of a plurality of types (step S410). For example, the dala points may be
categorized based on steps of the test execution, data type (s.g., CPU, mamory,
Ui object, user action, network packet, etc.), a particular user {e.g., an identify of
the user who was running the test), AUT build (the specific build version of the
AUT when the data poinis were captured), andlor any other suitable
categorization. In some implementations, the plurality of types may include a first
typa. For sxample, the first type may be test actions of the test execution such as,
for example, steps involved in tester interaction with a user interface of the AUT.
As another example, the first type may be application actions of the test execution
such as, for exampls, actions of the AUT that are performed in rasponse to the
test actions. The definition of the particular types may be predetermined, or may
be based on input from a user. For example, a user may define the application
action type as all actions completed by the AUT between a tsst action and a full
update to a user interface (2.g., may transmit the user inferface has been updated

such that all of the text and/or graphics have fully badsad) of the AUT.

{00351 Process 400 may also include assigning data points calegorized as the
first type a5 a backbone of a DAG (step S420). For example, system 100 may
assign the data poinis associated with test steps of the fest execution as a
backbone of the DAG. The data points associaled with test steps {8.q., backbone
nades) may be considerad o be test action nodes, and the data points associated

with application actions may be considerad o be application action nodes.

{0036]  Process 400 may also include connecting remaining data poinis (eg., a
sei of the data points that are not categorized as the first type) via dirscted edges
based on imestamps associated with the remaining data points (step 5430). For
example, the data points may be connectad via directed edges from a first data
point of the first type (e.g., a first tast step of the test steps).  In some axamples,
the data points may be connected based on a length of time betwesn a time
stamp associatad with a particular data point of the captured data points, and a
time stamp associated with the first test step. For example, system 100 may order
the test steps in the backbone sequentially based on when the lest steps were

executed. Evenis associated with a particular test step may be traced and
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associated with the particular test step. For example, system 100 may trace Ui
ohjects. A Ul scanner may run periodically and automatically identify structured
ohjects in the Ul their attributes, and their valuss. As another example, system
100 may trace system svenis associated with a particular test steps by
implementing a thread event monilor that monifors threads for a creation of an
object, the run of an object, the lermination of an object, and the liks, and
assaciate the creation, run, and/or termination of objects to a particular test event

based on thread and object identifiers.

{00377 Process 400 may also include assigning the meladata as verlices
connectad o the backbone (step $440). For example, system 100 may delermine
the elements of the backbone and may assign metadata {&.g., data points) traced
o each particular slement (e.9., sach test slep). For example, system 100 may
frace the meladata based on fime-relations {e.g., the event happened afler a
particular test siep) or based on ancther suitable methoddlogy {(e.g., coloring

netwaork packats to trace them to a server code).

{00381 Process 400 may also include assigning tags o the direcled sdges o
identify a type of relation between the verlices (slep 5450} In some
implementations, sysiem 100 may assign tags to the directed edges based on
data raeceived from the agents installed on the varicus physical or virlual system
components.  For sxample, the agents may include instructions, that when
exacuted by a processor, compare an event occurring with the system to a list of
rubss.  if the event matches a parlicular rule, the agent notes ths tag association
betwesn events. For example, assums that the list of rules includes a use tagging
rule that requires tagging a directed edge as “use” when a test step involves the
usage of a browser. When a test siep is execuled that invokes an object named
“browser,” the agent may compare the invocation of the object 1o the list of rules

and, based on the use tagging rule in the list, tag the directed edge as “use.”

{00387 Process 400 may also include storing the DAG (step 5460} in a storage
devics. in some implsmentations, the DAG may be stored in a storags device
such as a non-transitory computer-readable storage medium, such as a machine-

readable storage medium i polential lest action device 110, reposiiory 138,
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andfor in another device. After the data poinis have bsan categorized {step
5410}, the backbone of the DAG has been assigned (step $420), the ramaining
data points are comnected (step 543(), the meladata has been assigned as
vertices (step 5440), ths tags have been assigned o the directed sdges (stap
5450}, andlor the DAG has besn stored (step S480), procass 400 may end (stap
3475).

{0040] FIG. 5 is an sxample of a block diagram of 3 DAG 500 consistent with
disclosed implementations.  For example, DAG 500 may represent data points
caphured during test exacutions of an AUT that have been correlated based on a
sequence of events that occurred during a particular test execution.  Although the
example DAG 500 is described below as being managed by, updated by, andfor
otherwise utifized by system 100 of FIG. 1 andior specific components of system
100, other suilable systems and devices for managing, updating, and/or otherwise
utiizing DAG 500 may be used. For example, processes desoribad below as
being performed by potential test action device 110 may be performed by potential
fest action device 210, potential test action device 310, and/or any other suitable
device. Processes performed with respect o DAG 500 may be implemented in the
form of executable instructions stored on a machine-readable storage medium

andfor by elecironic circuitry

{30411 As shown in FIG. 5, DAG 500 may include data related 1o one or more
pariicular test sxecutions of an AUT. As shown in FIG. 5, the data includes data
points refated to application data 802a {e.g., build number), test data (e.g., the
date of the test) 502b, and environment data 502¢ {e.g., operaling system and
browser type). DAG 500 also includes a backbone {the collective of test steps
510a, 520a, 530a, 540a, and 550a) which ssrves as the anchor for each of the
vartices in the DAG.  In some implementiations, each dala point may be
considered {0 be a node within the DAG and may be classified based on the
calegorization of the particular data points {e.g., 3 hackbons node {e.q., a test
action node), an application aclion node, and the like). In this example, the
backbone is comprised of test steps performed during test executions of the AUT,
but DAGs consislent with disclosed implementations may use any suitable

categorization of the dala points as the backbone. For example, the backbone
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may be comprised according o user actions, recorded AUT web pages, Ul

ohjects, and/or any other suitable categorization.

{0042]  The backbone of DAG 500 is correlated based on a sequsance of events
that occurred during the particular test execution, and thus the backbone links
various ones of test steps 510a, 520a, 530a, 540a, and 550a fogsther. In the
example shown in FIG. 5, test step 510a occurred before test step 520a, test step
520a occurred before test step 5303, test siep 530a occurred before test step
540a, and test step 540a occurred before test step SH50a. Each portion of the
backbone (e.g., sach test step) in this example is connected via directed edges
{only directed edge 560a has been labelled for clarity) from the first test step 51{a
of the test steps to the last test step 550a of the test sleps, and the direcled edges
have been tagged {only tag 570a has been labelied for clarity) to identify a type of
relation between the vertices. For example, test step 510a is directly linked with
test steps 520a, 530a, and 540a via the directed edges, and the cause andior
effect of the linkage is shown in the tagging. For example, test step 510a is
composed of test steps 520a, 530a, and 540a, lest step 52{)a pracedes test step
5303, test step 530a precedes test step 54{a, and test step 550a precedes test
step 540a.

{30431 Furthermore, sach test step in DAG 500 has additional information that
was captured from the testing and/or application environment and was correlated
with the particular test step. This additional information (s.g. metadata) has heen
assigned as vertices (only vertices 520b, 520c¢, 520d, 520e, and 520f have been
labelled for clarily) connected o the backbone, For example, test step 520a
relales fo opening a browser.  In this case, the step of opening the browser
included using the browser (an object) and it was used with a specific action {in
this case open). Thus, during this particular test execution stats the browser was
automatically opensd by calling the open function of the browser. This information
is modelied in DAG 500 not only by linking the test actions and what follows in
terms of the AUT and its environment, but also by the tags that indicate the
conceptual meaning of those steps. Each test action and the linking of the actions
that follow in response to the test action interms of the AUT and s environment

may be considered to be a3 node chain of the DAG.  Thus, in some
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implementations, there may be a node chain for each test action performed during

the test sxecution.

{0044] FIG. ¢ is a flow chart of an example process G600 for determining
potential test actions consistent with disclosed implementations.  Although
execution of process 600 is described below with reference o systermn 100 of FIG.
1 and/or specific componenis of system 100, other suitable systems and devices
for exscution of at lsast one step of process 600 may be used. For exampls,
processes described below as being performed by potential test aclion device 110
may be performed by potential test action device 210, potential test aclion device
310, andfor any other suitable device. Process 600 may be implemented in the
form of executable instructions stored on a machine-readable storage medium

and/or in the form of electronic cirouitry,

{0045] Process 600 may start (step S605) after a verification input of a
verification execution sequence is accessed. For example, a user may ulilize
systent 110 fo compose a test mads of a plurality of test actions and/or associated
application actions performed in a particular order. The composition of the lest
may be performad by inputling at lsast one verification input {0 define the test
compositicn.  This verification input may include at least ong of test action
varification information {(e.g., information to verify a test action) and application
action verification {e.g., information to verify an application action}. For example,
the vearificgtion input may be a series of conditional statemesnts, questions, or any
cther suitable input. The order in which the test actions andior the associated
application actions are o be performed during the test may be considerad fo be
the varification exscution sequence.  Thus, in soms examples, a verification

exscution sequence may include steps related to a plurality of verification inputs.

{0046] in some implementations, the verification input may be entered into the
user interface using a domain-specific language (e.g., a compuler language
specialized o potential test action device 110} andior any other input {e.g., natural
language} that may be translated by polential test aclion device 110 inle a DAG
verification query {e.g., a2 query capable of obtaining refevant information from a

DAG, such as DAG 500 of FIG. §) using a domain-specific language. In some
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implementations, the domain-specific language may be similar to hehavior-driven-

development synta.

{00477 Process 600 may inciude delermining the polential test action by
querying a DAG based on the verification input {slep S610). For example, in
response 1o receiving the verification input, test verification engine 340 may query
a vstification repository, such as verification repository 130, to obtain data
related to the correlated captured daia points that are responsive to the query.
For example, test verification engine 340 may query the verification reposiiory
using one or more of the processes and/or components discussed above, and

may receive the data thal is responsive 1o the query.

{3048] in some implementations, process 6060 may include receiving, in
response o the query, data indicating that the verification input is not included
in the DAG (step 5628}, In some implementations, the data indicaling that the
verification input is not included in the DAG may be an empty set of results. For
example, test verification engine 340 may identify a maiching test action node in
a DAG, dstermine if the matching test action node includes a corresponding
application action node, and identify the potential tast action node based on the
verification input if the DAG does not include at least ong of the maitching test
action node and the corresponding application action nods.  An example of
these processes are describaed in further detall below with respect fo, for

example, FIG. 7.

{00451 Process 800 may include causing the generation of a visualizalion of
the potential test action (step SG630). In some implementalions, test verification
engine 340 may cause the generation of a visualization including a representation
of the verification execution sequence and the polential test action within the
verification execution sequence. For example, the visualization may include
graphics representing maltching test action nodes and corresponding matching
application actions nodes in the verification execution sequence, and may display
a graphic representing the potential test action differently from the graphics
representing the matching lest action nodes and/or the comresponding matching

application action nodes {e.q., in a different color, a different size, a different
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paftern, andfor any other suifable method of differentiating between potential test
actions and other actions). An sxample of a visualization including a
reprasentation of the verification exacution saquence and a potential test action
within the verification execution sequence is discussed in greater detall below with

respact to, for example, FIG. 8.

{00501 Process 800 may inciude causing storage of the verification execution
sequence as a potential test action verification (step 5840). In some
implemeniations, test verification engine 340 may cause the slorage of the
verification execution sequence {eg., a sequence of verfication inputs
representing DAG verification queries) as a potential test action verffication in a
repasifory, such as reposifory 130, The verification repository may include a
number of stored potential fest action verifications, wheare each of the siored
potential last action verifications are defined before a fulure fest execution of the
AUT that actually performs the potential fest aclion. Thus, in this example, the
potential test action verification may be stored before the future test execution is

axecutad.

{00811 Process 600 may inciude causing the automatic execution of the
potential test action after 3 future test exacution {step $650). For example, test
varification enging 340 may cause the automatic execution of at lsast one of the
potential test action verifications stored in, for example, repository 130, after future
tast executions {s.g., test exscutions where data has not bsen caplured andfor
correlated) have been performsd. In some implementations, the polential fest
action verification may be aulomatically executed at a particular point in time. For
example, the particular point in time may be based on a schedule, based on new
data being captursd andfor correlated by system 100, and/or based on any

suifable method of identifying the particular point in time.

{0053 Process 600 may inciude causing the generation of a nolification if the
potential test action s performed during the fulure test execution (step 8660}, For
example, if the future test execution performs the potential test action {e.g., dala
has been capturedicorrelated is returmed as a result of executing the polential test

action), test verification engine 340 may cause the generation of an alert 1o be
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displayed on a display devics. The alert may contain information regarding the
difference between the verification input and the data included in the DAG. In
some examples, test action verification engine 340 may remove the potential test
action verification from repository 130, and the alert may include information that
the potential test action verification has been removed. Additionally, the alert may
be displaved in the same interface {e.g., a lest verification interface} as the
visualization of the potential tast action, and test action verification engine 340
may modify the graphic related to the potential test action 1o indicaie that the
potantial tast action has been performad.  For example, {est aclion verification
engine 340 may modify the graphic related to the potential test action t© be the
same as the graphic(s) relaled to the malching test action node and/or the
corrasponding maltching application action node. Once one or more of sieps
S610, 8620, 5030, 8640, S65Q, and 5660 have been performed, process 600
may end (step S675).

{00531 FIG. 7 is a flow chart of an example process 700 for identifying potential
test actions consistent with disclosed implementations.  Although execution of
process 700 is described below with reference to system 100 of FIG. 1 andfor
specific componenis of system 100, other suitable systems and devices for
axecution of at least one step of process 700 may be used. For example,
processes described below as being performed by potential test action device 110
may be performed by potential fest action device 210, potential test action device
310, andfor any other suitable device. Procass 700 may be implemeanted in the
form of execuiable instructions storsd on a machine-readable storage medium

and/or in the form of electronic circuitry.

{00547  Process 700 may start {step 57038) after test executions of an AUT have
been performed. For example, process 700 may start after data points during
historical test exscutions have been caplured and correlated using, for exampls,
the methods dsescribed above. Process 700 may includs identifying, based on the
test action vetification information, a maiching test action node {e.g., a test
action nods in the DAG that maiches the test aclion represented by test aclion
verification information) (step S710). In some implementations, test verification

engine 340 may identify the maliching test aclion node by causing the executlion
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of 8 query of repository 130. For sxample, the query may be used o identify
test gctions in historical test sxecutions of the AUT that are the same s test
actions represanted by the test action verification information. For example, test
verification engine 340 may identify the matching test action node based on a
sequence of events in the verification execution sequence. For axample, test
verification engine 340 may ssarch DAG 500 to identify test actions that were
performed in the sams sequence as the test actions repressnted by the
verification input in the verification exscution sequence. As ancther example,
the maiching test action node can be identified based on various filtering
methods. The filters may be applied to the query by a user of system 100, and
may include any suitable information to limil results, such as snvironment

configuration, application build number, tester name, and the like.

{0055] Process 700 may also include determining, based on the application
action verification information, if the maitching test action node includes a
corresponding maitching application action node in the DAG (step 3720). For
axample, in some implementations the verffication input may include (but need
not include) both test action verification information and application action
verification information. In some examples, if the verification input includes
application action verification information, test verification engine 340 may
determine the corresponding application action node by executing a new query
of the DAG {e.g., a second query} to identify data that matches the application
action verification information.  For example, fest verification engine 340 may
qguery the DAG to identify instances of matching test actions in historical test
axecutions of the AUT that had the same corresponding application action
andfor were performed in the same order as the order of the verification
axecution ssquence. [n other sxamples, test verification enging 340 need not
axecule separate qusries, and may instead uss a singls query o obtain
information from the DAG {e.g., a query that requested information on both
matching test action nodes and corresponding maiching application action

nodes).

{0088]  Process 700 may include identifving the polential test action based on

the verffication input if the DAG doss not include at least one of the malching test
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action application nodes and the corresponding maiching application action nodes
{step S730). Consider the case where a particular test action has not bsen
performed by testers of the AUT andfor where the corresponding application
action was not performed. In this {and other} sxamples, data assaciated with
these actions may not be present in the DAG (i.e., if an action was not performed,
there would be no data associated with that action that can be captured andfor
correlated).  Thus, in some sxamples, the query may ralum an empty set of
resulis, indicating that the test action has not been performead. In response o the
return of an emply set of resulls, test verification engine 340 may identify the
verification input as related to a potential test action. Once at least one of
processes 8710, 8720, and S730 have besn performed, process 700 may end
{step S745).

{00577 FIG. 8 is an illusiration of an example test verification interface 800
consistent with disclosed implementations.  In some implementations, interface
800 may be generated by potential test action device 110 using data oblained
from, for example, a non-transitory machine-readable medium, repository 130,
andfor another device or system. For example, polential test action device 110
may abtain information related o the correlated data points stored in repository
130 using the methods described above. In some implementations, potential test
action device 110 may cause the display of interface 800 on a display device,

such as a display device associated with client device 120

{30881  As shown in FIG. 8, interface 800 may include a verification execution
ssquence area 810 for displaying information related to a verification execution
ssquence, verification input areas 820a, 820b for displaying and/or receiving
verification input, a potential test action visualization area 830 for displaying a
visuglization of a potential tast action, and a potential {ast action indication area
840 for displaving an indication that the verification input is not included in the
queried DAG. As shown in FIG. 8, interface 800 may display information in one or
more of areas 810, 820, 830, and 840 as text, graphics, or a combination of text

and graphics in a way that aids the user in delermining potential test actions.
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{00591 in the example shown in FIG. 8, and as described above, verification
execution sequence area 810 may function to display information related 1o a
verification execution saquences in a lest composition. For example, as shown in
FIG. 8, the first step of the verification execution sequence includes a vaification
of the test action of opening mercury tours. No associatsd application action
verification is requestsd in the exampls shown in FIG. 8. Additionally, the second
step of the verffication execution sequence includes a verification of the test action
of selecting a return flight with an associated application aclion of displaying a

return flight related 1o "Oslo.”

{0060] One of more of the verifications shown in verification execution
sequence 810 may have been inpul by a user into verification input areas 820a,
820h. For example, test aclion information could be input into verification input
area B20a, and application action information could be input into verification input
area 820b. In the example shown in FIG. 8, the verification input relaled fo the
fest action “sign on” is not present.  Accordingly, system 100 may determine that
the test action "sign o’ is a potential test action using the methads describad
ahove, and may display information in polential fest action indication arsa 840 that

indicates that the verification input related to “sign on” returned no resulis.

{081]  Potential test action visualization area 830 may funclion to display
information about completed verifications in the vearification execution ssguence,
as well as potential test actions in the verification execution sequence. In the
example shown in FIG. 8, there are graphics 812a, 812b repressariing two
maiching lest action nodes {repressntations of verifications 1 and 2, respectively)
and a graphic 814 representing maiching application aclion node 814
{representing verification 2). Furthermors, the potential test action of "sign on” is
graphically represented differently from the malching test action nodes and the
maiching application aclion node. As describad above, a graphic rapresenting the
potential test action node, such as graphic 818, may be a diffsrent color, size,
shape, and the liks from graphics representing the malching test action node

and/or the corresponding maiching application action node.
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{00621 FiKG. ¢ is a flow chart of an sxample procsss 900 for datsrmining
potsntial test actions consistent with disclesed implementations.  Although
execution of procsss 800 is described below with reference to system 100 of FIG.
1 and/or specific components of system 100, other suitable systems and devices
for execution of at least one step of process 900 may bs used. For example,
procasses described below as being performed by potential test action device 110
may be performed by potantial test action device 210, potential test action device
310, andior any other suitable device. Process 200 may be implemented in the
form of exscutable instructions stored on a machine-readable storage medium

andfor in the form of electronic circuilry.

{00637  Process GO0 may start (step 5805} after test executions of an AUT have
been performed. For example, process 800 may start after the data points during
the test executions have been capiured and correlated using, for example, the
methods desoribed above. Process 800 may include identifying, using a test
verification engine and based on correlated data, an absence of al least one of a
fest action performed in a verification execution sequence and a corresponding
application action performed in response to the test action {step S910). For
axample, test verification engine 340 may determine whether a test action and/or
corresponding application action represented by verification input (and included in
the verification execution sequence) is naot included in the comelated data. In
some implementations, the correlated data may be captured during historical test
axecutions of the AUT, and the test verification engine may identify the absence of
the at least one of the test action and the corresponding application action using at

lsast one of the methods dascribed above.

{00647 Process 900 may also include identifying, using the lest verification
engine and based on the absence, a potential test action to perform during a
future execution of the AUT (step $920). For example, test verification engine 340
may identify the potential test action o perform as the test action andior
application action that is absent in the correlated data. For axample, lest
verification engine 340 may identify the potential test action bassd on the

verification input and using at least one of the methods described above.
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{00651 Process 900 may also include generating, using the test venification
angine and based on the identified polential test action, a potsntial test action
verification o be executed during a future test sxecution of the AUT (step $930).
For example, fest verification engine 340 may identify a particular verification
asxecution sequence as including a potential test action and may automatically
generate code o automatically verify the potential tast action during a fulure test
execution. For exampls, the code may be generated to include DAG queriss that
will query the DAG during certain periods of tims or in response o certain events.
In soms examples, the code may include instructions that, when executed by a
processor {(8.9., processor 22(), may cause the generation of a notification that
the potential test action has bsen performed during the future fest execution. The
generation of the notification may be caused in response o automatically verifying
the potential test action. Once one or more of steps $S810, 8820, and $330 are

complete, process 900 may end (slep S845).

{0066] FI&. 10 is a block diagram of an example machine-readable storage
medium 1100 consistent with disclosed implementations.  In certain aspects,
machine-readable storage medium 1000 may corespond o slorage devices
associated with system 100, potential test action device 210, polential test action
device 310, andior any other suitable device or system.  Machine-readable
storage medium 1000 may be any slsctronic, magnetic, optical, or other physical
storage device that stores execufable instructions.  Thus, machine-readable
storage medium 1000 may be, for example, memary, a storage drive, an optical
disc, and the like. In some implementations, machine-readable storage medium
1000 may be a non-transitory machine-readable storage medium, where the term
“‘non-fransitory” does not encompass transitory propagating signals.  Machine-
readable storage medium 1000 may be encoded with instructions thal, when
executed by processor 1020 {e.g., a processor that is the same or similar to
procsssor 210 of FIG. 2 and described above), perform aperations consistent with
disclosed implementations.  For exampls, machins-readable storage medium
1000 may include instructions that perform operations o cause a display of a
visualization of a polential test action to perform during a future test exscution of

an application under fest.  In some implementations, machine-readable storage
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medivm 1000 may include visuslization display instructions 1010 that, when
executed by processor 102(, may cause ths generation of a visualization including
a represantation of a verification sxecution ssquence and the potential test action
within the verification execution sequence. For example, visualization display
instructions 1010 may cause the display of & test verification inferface, such as

test verification interface 800 shown in FiG. 8.

{0087]  The potential test action in the visualization may be identified using at
least one of the meathods described above. For example, the polential test action
may be identified based on identifying an absence of at least one of a test action
data point and a corresponding application action data point that match a
verification inpul.  As another example, the at least one of the test aclion data
point and the corresponding application action data point may have been caplured
during historical test executions of the AUT, and may have been correlated based
on sequences of events that occurred during the historical test executions. As yst
another example, the visualization may be meodified i the potential test action is
performed during a fulure test exacution of the AUT. For example, as described
above, a graphic representing the potential test action may be modified to
resemble a graphic of a malching test action node and/or a graphic representing
the corresponding maiching application action node. As ancther example, the

visualization may be modified 10 show a notification, such as an alert.

{3068] The disclosed sxamples may include syslems, devices, machine-
readable storage media, and methods for determining potential test actions. For
purposas of explanation, cerlain examples are described with reference o the
components illustrated in FIGS. 1-3 and 10, The functionality of the illustrated
components may overlap, however, and may be present in a fewer or greater
number of elements and components. Further, all or part of the functionality of
fllustrated elemenis may co-exist or be distributed among several geographically
dispersed locations. Moraover, the disclosed examples may be implemented in

vatious environmenis and are not limited to the illustrated examplss.,

{0069 Moreover, as used in the specification and the appended claims, the

singular forms “a” “an,” and “the” are intended to include the plural forms as well,
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urdess the context indicates otherwise.  Additionally, akhough the terms first,
second, sic. may bs used herein to describe various slemsnts, these slements
should not be Hmited by this terms. Instead, these terms ars used to distinguish

one slemeant from another.

[0070]  Further, the sequence of operations described in connaction with FiGs.
1-10 are examples and are not intendsd to be limiting. Additional or fewer
operations or combinations of operations may be used or may vary without
departing from the scope of the disclosed examples. Furthermors,
implementations consisient with the disclosed examples need not perform the
sequence of operations i any particular order, including those describad with
respect fo FIGS. 1-10. Thus, the present disclosure merely sets forth possible
examples of implementations, and many variations and modifications may be
made o the described examples. Al such modifications and varations are
intended to be included within the scope of this disclosure and protected by the

foliowing claims.
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SLaMs
We claim:

1. A systam for determining potential test actions comprising:

a data caplure engine o caplure data points during test
executions of an application under test, the data poinis

including test action data and application action daig;

a data cowrelation engine to correlate sach of the data points with
a particular test execution of the test exscutions, each of
the data points being correlated based on a sequences of
avents that occurred during the particular test execution,
and

a test verification engine to determineg, based on the correlation of
the data poinis, a polential test action to perform during a

future fest execution of the application under test.

2. The system of claim 1, wherein the data corrslation engine correlates each
of the data points by:

categorizing each of the data points into al least ons of a plurality
of types, the at least one of a plurality of types including a
first type;

assighing data points categorized as the first type as a backbone
of a directed acyclic graph;

connecting remaining data points to the backbone via directed
sdges based on timestamps associated with the remaining
data points, the remaining data points being a set of the
data points not categorized as the first type;

assigning metadata as verlices connected o the backbone; and
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assigning tags to the directed adges to identify a type of relation

batweean the vertices.

3. The system of claim 1, wherein:

the data correlation engine correlates each of the data points by
generating a directed acyclic graph, the directed acyclic
graph being generated based on timestamps associated
with the data points and including a plurality of test action

nodes and a plurality of application action nodes; and
the test verification sngine:

accesses a verification input of a verification exscution

sequence; and
datermines the polential test action by:

qusrying the directed acyclic graph based on the
verification input; and

receiving, in response 1o the query, data indicating
that at least one of a test action and an
application action represented by the
vatification input is not includad in the directed

acyctlic graph.

4. The system of claim 3, wherain:

the verification input includes atl lsast one of test action verification

information and application action verification information.

5. The system of claim 4. wherein the test verification engine determines the

potential tast action by:
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identifying, hased on the test action verification information, a

matching test action node in the dirscled acyclic graply,

determining, based on the application action verification
information, if the matching test action node includes a
corresponding matching application action node in the

directed acyclic graph; and

identifying the potential test action based on the verification input
the directed acyclic graph does not include at least one of
the matching test action node and the corresponding

maiching application action node.

§. The system of claim 5, wherein the matching tsst action node is identifisd

based on a sequence of evants in the varification execution sequance,

7. The systam of claim 3, wherein the test verification engine causes a
generation of a visualization of the potential test action, the visualization
including a representation of the verification execution sequence and the

poteniial test action within the verification execution sequence.

8. The systam of claim 3, wherein:

the test verification engine causes storage of the verification
execution sequence as a polential test action verification;

and

the test verification sngine causes the automatic execution of the
potential test action verification after the future test

exscution.
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9. The system of claim 8, wherein ths test verification engine causss the
generation of a notification if the potential test action is performed during

the future test sxecution.

10. The sysiem of claim 8, wherein the potential test action verification is stored

before the future lest exscution is exacuted.

11. A meathod comprising:

identifying, using a test verification engine and based on
correlated data, an absence of at lsast one of a test action
performed in a verification execution ssquence and a
corresponding application action performed in response o
the test action, the correlated data being captured during

historical test executions of an application under test;

identifying, using the test verification engine and based on the
absence, a polential test action to perform during a future

test execution of the application under test; and

generating, using the test verification engine and based on the
identified potential test action, a potential test aclion
verification 1o be executed during a future test execution of

the application under tast.

12. The method of claim 11, wherein generating the potential test action
verification includes automatically generatling code to automalically verify

the potential test action during the future test execution.

13. The method of claim 11, wherain:

the code includes instructions o generate, in response (o

automatically verifying the potential test action, a
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notification that the potential test action has been

parformed during the future test execution.

14. A non-transifory machine-readable slorage medium including instructions

which, when executed by a processor, cause the processor fo!

cause a display of a visualization of a polential test action to
perform during a fulure test execution of an application
under test, the visualization including a representation of a
verification execution sequencs and a representation of the
potential test action within the verification exscution
sequence,

wherein the potential test action is identified based on identifying
an absence of at least ons of a test action data pointand a
corresponding application action data point that maich a
verification input, and

wharein the at least one of the test action data point and the
corresponding application aclion data point were captured
during historical test exscutions of the application under
test and correlated based on sequenceas of events that

occurred during the historical test executions.

15. The non-transitory machine-readable storage medium of claim 14, whersin
the instructions cause the processor to modify the visualization if the

potential test action is performed during the future lest execution.
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