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(57) Abstract: Technologies are generally described for a system to establish a secure connection between a wireless device and an-
other device or a recognized service using device network records. According to some examples, the wireless device may send an au-
thentication request to initiate a communication session with another wireless or a recognized service. The authentication request
may be encrypted with a first secret, or a hash, synthesized by the device based on the network records associated with the device.
The device may be authenticated using the network's copy of the network records. The network may similarly authenticate the iden-
tity of the recognized service or other device. The network may synthesize a second secret based on the network records, and may
provide the second secret to the recognized service or other device to enable a communication session secured by the second secret.
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SECURE CONNECTION FOR WIRELESS DEVICES VIA NETWORK
RECORDS

BACKGROUND

[001] Unless otherwise indicated herein, the materials described in this section are not prior art to
the claims in the present application and are not admitted to be prior art by inclusion in this section.

[002] Typically, a mobile communication device user has the freedom to choose and install software
applications, allowing for the customization of the user’s mobile communication device. Moreover,
operating a mobile device requires little technical skills by the user. Hence, there may be inherent
susceptibility of the mobile devices to vulnerabilities, malware, threats, and threat agents. Additionally,
unlike desktop computers that can operate complex security software, mobile communication devices
generally lack the processing power and resources for effectively running analogous software.

[003] Security measures found in the server and desktop domains may not generally translate well to
mobile devices, since mobile devices are typically resource-limited and generally designed to be appliance-
like, with heavily enforced boundaries between the underlying system and user. Users generally operate
mobile devices in an impromptu manner and the user may have little perspective on the security of their
data, as well. Due to the manner of operation, transfer of information security tools from traditional
computing domains to mobile devices may often be difficult. To effectively manage the aforementioned
security issues, a universal, secure, and user-friendly method of data transmission between a network and

the mobile device may be valuable.

SUMMARY

[004] The present disclosure generally describes, inter alia, establishment of a secure connection
between a wireless device and another wireless device or a recognized service using wireless device
network records.

[005] According to some examples, the present disclosure may describe a method to establish a
secure connection for a wireless device using wireless device network records. The method may include
receiving, at a first network, an authentication request from a first device to initiate a communication
session with a second device. The authentication request of the first device may be encrypted with a first
secret synthesized by the first device based on one or more network records associated with the first

device. The method may additionally include authenticating the first device based on a confirmation of the



WO 2015/060876 PCT/US2013/066919

ne or more network records and providing the authenticated request to a second network over a secure
ommunication channel.

[006] According to other examples, the present disclosure may describe a method to establish a
scure connection between a wireless device and a recognized service using wireless device network
>cords. The method may include receiving, at a network, an authentication request from a device to
1itiate a communication session with a recognized service. The authentication request may be encrypted
rith a first secret synthesized by the device based on one or more network records associated with the
evice. The method may additionally include authenticating the device based on a confirmation of the one
r more network records. The method may include authenticating an identity of the recognized service.
he method may additionally include synthesizing a second secret based on the one or more network
>cords. The method may include providing the second secret to the device and the recognized service over
secure communication channel and establishing the requested communication session between the device
nd the recognized service over a channel secured by the second secret.

[007] According to further examples, the present disclosure may describe a system to establish a
scure connection for a wireless device using wireless device network records. The system may include a
lurality of base stations of cell towers and a controller of a first network. The controller may be
onfigured to receive an authentication request from a first device to initiate a communication session with
second device. The authentication request may be encrypted with a first secret synthesized by the first
evice based on one or more network records associated with the first device. The controller may
dditionally be configured to authenticate the first device based on a confirmation of the one or more
etwork records and provide the authenticated request to a second network associated with the second
evice over a secure communication channel. The controller may be configured to receive an
uthenticated reply of the second device from the second network over the secure communication channel
nd agree on a second secret with the second network. The controller may be configured to establish the
>quested communication session between the first device and the second device over a channel secured by
1¢ second secret.

[008] According to yet other examples, the present disclosure may describe a system to establish a
scure connection between a wireless device and a recognized service using wireless device network
>cords. The system may include a plurality of base stations or cell towers and a controller of a network
ssociated with a device. The controller may be configured to receive an authentication request from the

evice to initiate a communication session with a recognized service. The authentication request may be
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ncrypted with a first secret synthesized by the device based on one or more network records associated
rith the device. The controller may be further configured to authenticate the device based on a
onfirmation of the one or more network records and authenticate an identity of the recognized service.
he controller may be further configured to synthesize a second secret based on the one or more network
>cords and provide the second secret to the device and the recognized service over a secure
ommunication channel. The controller may additionally be further configured to establish the requested
ommunication session between the device and the recognized service over a channel secured by the
scond secret.

[009] According to some examples, the present disclosure may describe a computer-readable storage
1edium with instructions stored thereon to establish a secure connection for a wireless device using
rireless device network records. The present disclosure may also describe a computer-readable storage
1edium with instructions stored thereon to establish a secure connection between a wireless device and a
>cognized service using wireless device network records.

[0010] The foregoing summary is merely illustrative and is not intended to be in any way limiting. In
ddition to the illustrative aspects, examples, and features described above, further aspects, examples, and

satures will become apparent by reference to the drawings and the following detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS
[0011] The foregoing and other features of the present disclosure will become more fully apparent
‘om the following description and appended claims, taken in conjunction with the accompanying
rawings. Understanding that these drawings depict only several examples in accordance with the
isclosure and not to be considered limiting of its scope, the disclosure will be described with additional
pecificity and detail through use of the accompanying drawings, in which:
FIG. 1 illustrates an example network where device records are exchanged;
FIG. 2 illustrates an example scenario for establishing a secure connection between a first
wireless device and a second wireless device;
FIG. 3 illustrates a schematic for establishing a secure connection between a first wireless
device and a recognized service;
FIG. 4 illustrates a general purpose computing device, which may be used to establish a

secure connection with a wireless device employing network records;
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FIG. 5 is a flow diagram illustrating an example method that may be performed by a
computing device such as the computing device in FIG. 4; and
FIG. 6 illustrates a block diagram of an example computer program product;

all arranged in accordance with at least some embodiments as described herein.

DETAILED DESCRIPTION

[0012] In the following detailed description, reference is made to the accompanying drawings, which
rm a part hereof. In the drawings, similar symbols typically identify similar components, unless context
ictates otherwise. The illustrative examples described in the detailed description, drawings, and claims
re not meant to be limiting. Other examples may be utilized, and other changes may be made, without
eparting from the spirit or scope of the subject matter presented herein. A person having ordinary skill in
1¢ art may readily understand that the aspects of the present disclosure, as generally described herein, and
lustrated in the Figures, can be arranged, substituted, combined, separated, and designed in a wide variety
f different configurations, all of which may be explicitly contemplated herein.

[0013] Generally, program modules include routines, programs, components, data structures, and
ther types of structures that perform particular tasks or implement particular abstract data types.
loreover, those skilled in the art will appreciate that examples may be practiced with other computer
ystem configurations, including hand-held devices, multiprocessor systems, microprocessor-based or
rogrammable consumer electronics including gaming consoles, minicomputers, mainframe computers,
nd comparable computing devices. Examples may also be practiced in distributed computing
nvironments where tasks may be performed by remote processing devices that may be linked through a
ommunications network. In a distributed computing environment, program modules may be located in
oth local and remote memory storage devices.

[0014] Examples may be implemented as a computer-implemented process (method), a computing
ystem, or as an article of manufacture, such as a computer program product or computer readable media.
he computer program product may be a computer storage medium readable by a computer system and
ncoding a computer program that includes instructions for causing a computer or computing system to
erform example processes. The computer-readable storage medium is a computer-readable memory
evice. The computer-readable storage medium can for example be implemented via one or more of a
olatile computer memory, a non-volatile memory, a hard drive, a flash drive, a floppy disk, or a compact

isk, and comparable media.
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[0015] The present disclosure is generally drawn, inter alia, to methods, systems, and computer-
>adable storage mediums to establish a secure connection between a wireless device and another wireless
evice or recognized service using wireless device network records.

[0016] Briefly stated, technologies are generally described for a system to establish a secure
onnection between a wireless device and another wireless device or a recognized service using device
etwork records. According to some examples, the wireless device may send an authentication request to
1itiate a communication session with another wireless or a recognized service. The authentication request
1ay be encrypted with a first secret, or a hash, synthesized by the device based on the network records
ssociated with the device. The device may be authenticated using the network’s copy of the network
>cords. The network may similarly authenticate the identity of the recognized service or other device.
he network may synthesize a second secret based on the network records, and may provide the second
2cret to the recognized service or other device to enable a communication session secured by the second
scret.

[0017] A datacenter as used herein refers to an entity that hosts services and applications for
ustomers through one or more physical server installations and one or more virtual machines executed in
10s¢e server installations. Customers of the datacenter, also referred to as tenants, may be organizations
1at provide access to their services by multiple users. An example datacenter based service configuration
1ay include an online retail service that provides retail sale services to consumers (users). The retail
ervice may employ multiple applications (e.g., presentation of retail goods, purchase management,
nhipping management, inventory management, etc.), which may be hosted by one or more datacenters. A
onsumer may communicate with those applications of the retail service through a client application such
s a browser over one or more networks and receive the provided service without realizing where the
1dividual applications may be actually executed. The scenario contrasts with predictable configurations,
'here each service provider would execute their applications and have their users access those applications
n the retail services own servers physically located on retail service premises.

[0018] FIG. 1 illustrates an example network where device records are exchanged, arranged in
ccordance with at least some embodiments as described herein.

[0019] In a system according to various embodiments described herein, a wireless device such as a
ellular device may establish a secure connection with another wireless device and/or a recognized third
arty service employing a unique set of network records. As illustrated in a diagram 100, a network, such

s a cellular or mobile network, may be distributed over land areas or cells, and each cell may include at
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sast one fixed-location transceiver or tower (e.g. cells 112, 114) generally known as a cell site or base
ration. Together, the cells provide network coverage over a wide geographic area. In the network, each
ell enables portable devices, such as a wireless device 108 or a mobile device 116, to connect to a service
rovider’s network, and to communicate with each other. As the wireless device 108 moves through an
rea during an ongoing continuous communication, the wireless device may connect to more than one cell
>.g., cells 112, 114) during communication. The wireless device 108 may switch from one cell to a
ifferent cell without interruption and without a base station operator or manual switching, in an automatic
nd seamless handoff.

[0020] Network records may maintain or keep track of wireless devices as the devices move through
1e network and connect to different cells within the network. The network records may include a set of
dmission and eviction records. Admission records may be generated when a wireless device is turned on
nd initially connects to the service provider’s network, as well as when the device subsequently connects
y new cells within the network. Eviction records may be generated when the wireless device is turned off
nd when the device is dropped by a cell due to signal loss or as the device leaves the cell or is handed off
y anew cell. In an example scenario, as a wireless device moves as a result of a drive from a first location
y a second location, the wireless device may move in and out of range of a multitude of cells along the
ute, and may generate a unique set of admission and eviction records as the wireless device 108 is
anded off from one cell tower to another.

[0021] The wireless device 108 may store the unique set of admission and eviction records 106
ycally on the wireless device, and each cell 112, 114 of the network may also generate its own set of
dmission and eviction records 102, 104 for a multitude of wireless devices that connect to and disconnect
‘om the cell tower. Each cell 112, 114 may transmit its set of admission and eviction records 102, 104 to
central datacenter associated with a service provider 110 over a secure channel, where the service
rovider 110 may collect admission and eviction records for all cell towers within the service provider’s
etwork. The collected admission and eviction records 102, 104 for the cells within the service provider’s
etwork may enable the service provider 110 to have a duplicate of each wireless device’s locally stored
dmission and eviction records. In an example scenario, as the wireless device 108 powers on and off and
10ves between cells, the wireless device 108 may create a unique combination of admission and eviction
>cords known to itself and its service provider’s central datacenter. Even a second device carried by a
ame person may have slight differences in antenna orientation and performance that may cause handoffs

etween cells to differ, such that each device has unique admission and eviction records.
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[0022] In an example embodiment, because the admission and eviction records are unique for each
rreless device and the admission and eviction records are established via secure connections, the
dmission and eviction records may be a secure way to create a shared secret to establish a secure data
onnection. For example, the wireless device may establish a secure connection with the wireless device’s
2rvice provider 110 using a shared secret generated from the admission and eviction records 106 for the
rireless device. Subsequently, a secure connection may be established with another wireless device and/or
7ith a recognized service, such as a bank account, email account, or online shopping account, using a
scond secret generated from the admission and eviction records. The second secret may be provided to
1¢ other wireless device and/or the recognized service over a secure connection such that the shared secret
1ay be protected by not sharing over an insecure connection.

[0023] FIG. 2 illustrates an example scenario for establishing a secure connection between a first
rireless device and a second wireless device, arranged in accordance with at least some embodiments as
escribed herein.

[0024] As illustrated in a diagram 200, a first user device 210 may desire to establish a secure
ommunication session with a second user device 240 through a first network 220 and a second network
30. The first network 220 may be a service provider network associated with the first user device 210,
nd the second network 230 may be a service provider network associated with the second user device 240.
he first and second networks (220, 230) may also include other networks such as a cellular network, a
roadband network, a wireless local area network, a wide area network, and a wired network, for example.
he secure communication session between the first user device 210 and the second user device 240 may
¢ established over a wireless connection such as a private or public wireless network or near-field
ommunication (e.g., Bluetooth). In order to establish the secure communication session, the first network
20 and the second network 230 may authenticate each of the first user device 210 and the second user
evice 240 employing admission and eviction records associated with each device.

[0025] In an example embodiment, the first user device 210 may initiate (202) a communication
2ssion request with the second user device 240. The request to initiate (202) the communication session
1ay include encrypted authentication data 206 to authenticate the first user device 210 at the first network
20. The encrypted authentication data 206 may be handshake data encrypted with a first secret. The first
ser device 210 may synthesize the first secret based on admission and eviction records associated with the
rst user device 210. The synthesized first secret may be a hash of the admission and eviction records

ssociated with the first user device 210, for example. The first user device 210 may encrypt the
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andshake data with the hash, and may send the encrypted handshake data along with a session timestamp
04 to the first network 220 for authentication. If the encrypted handshake data is intercepted by an
nauthorized third party, the third party may be able to view the encrypted data. However, the third party
1ay not be able to decrypt the data since the third party may have no way to determine the hash for lack of
1¢ unique admission and eviction records associated with the first user device 210.

[0026] In some cases, admission and eviction records may remain static for a period of time such as
rhen the device does not power on/off or connect to a different tower or cell, which may cause
ulnerability to replay attacks by unauthorized third parties. The session timestamp may be included with
1¢ encrypted authentication data 206 to address the vulnerability to replay attacks and to provide enhanced
scurity and authentication by providing a one-time use hash. The session timestamp 204 may be a
etwork timestamp of when the communication session is initiated and accepted by the first network 220.
«n example hash employed to encrypt the authentication data may be Eeer x SessionTimestamp, where Eaer
; an extraction of admission and eviction records, SessionTimestamp is a session timestamp in unix time,
nd x is a mathematical or logical operation chosen to generate the hash.

[0027] In an example embodiment, the first network 220 may receive the encrypted authentication
ata 206 including the encrypted handshake data and the session timestamp 204 to authenticate the first
ser device 210. The first network 220 may also generate a hash from the first network’s own copy of
dmission and eviction records associated with the first user device 210. The first network 220 may
ecrypt the encrypted authentication data 206 using the generated hash, and if the first network 220
uccessfully decrypts the encrypted authentication data 206, then the first user device 210 has been
uthenticated (208). Upon authentication of the first user device 210, the first network 220 may confirm
212) the authentication to the second network 230 associated with the second user device 240 via a secure
onnection established between the first network 220 and the second network 230.

[0028] The second network 230 may initiate a similar process with the second user device 240 to
stablish its own authentication of the second user device 240. For example, the second user device 240
1ay provide authentication data 214 to the second network 230 encrypted with a hash generated from
dmission and eviction records associated with the second user device 240. The second network 230 may
onfirm (216) the authentication of the second user device 240 by decrypting the authentication data
mploying the second network’s 230 copy of admission and eviction records associated with the second

ser device 240.
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[0029] In a system according to some embodiments, upon successful authentication of the second
ser device 240, the second network 230 may confirm the authentication to the first network 220. Upon
onfirmation of authentication of each of the devices between the first network 220 and the second network
30, the first network 220 and the second network 230 may agree upon a new shared secret 218. The new
nared secret 218 may be any secret such as random ordered numbers. The new shared secret 218 may be
greed upon between the first network 220 and the second network 230 over a secure connection such as a
scured inter or intra-datacenter link. Each of the first network 220 and the second network 230 may
eliver (222, 224) the new shared secret 218 to the first user device 210 and the second user device 240 via
1dividually secured connections. The individually secured connections may be connections previously
scured between the devices and the networks. After receiving the new shared secret 218, the first user
evice 210 and the second user device 240 may establish a direct connection 226 based on the new shared
scret 218, As illustrated in the diagram 200, no secrets may be shared over insecure links or channels in
rder to protect against unauthorized third party access. A direct connection secured by the shared secret
1ay be established over between the first user device 210 and the second user device 240.

[0030] FIG. 3 illustrates a schematic for establishing a secure connection between a first wireless
evice and a recognized service, arranged in accordance with at least some embodiments as described
erein.

[0031] As illustrated in a diagram 300, a first user device 310 may initiate a communication session
) securely share data with a recognized service 340 such as a brokerage service, bank service, web service,
r other recognized third party. In an example scenario, in order to securely share data between the first
ser device 310 and the recognized service 340, the first user device 310 may initiate the communication
2ssion with the recognized service 340. A network 320 associated with the first user device 310, such as a
2rvice provider network, may intercept the initiated communication session or be called upon to
uthenticate the first user device 310. The first user device 310 may be authenticated at the network 320
mploying encrypted authentication data 306, as described above in conjunction with FIG. 2. The
ncrypted authentication data 306 may be handshake data encrypted with a first secret synthesized from
dmission and eviction records associated with the first user device 310. The first secret may be an hash
enerated from the admission and eviction records.

[0032] In an example embodiment, the encrypted authentication data 306 may also include a session
mestamp 304 and service identification information to provide additional security. The service

lentification information may inform the network 320 of the identity of the recognized service the first
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ser device 310 intends to communicate with. The service identification information may be a unique
lentifier provided by the recognized service to the first user device 310 and to the network 320, and the
ervice identification information may be used to generate the hash. In another example embodiment, a
wltitude of recognized services may provide their unique identifiers to user devices and networks
ssociated with the devices. The network may maintain a secure database of recognized service identifiers
) provide additional security against unauthorized third party services that may pose as recognized
2rvices.

[0033] An example hash of the encrypted authentication data 306 including the session timestamp
04 and the service identification information may be Eeer x SessionTimestamp x ServicelD. Eaeris an
xtraction of admission and eviction records, SessionTimestamp 1s a session timestamp in unix time,
ervicelD 1s unique service identification information, and x is a mathematical or logical operation chosen
) generate the hash. The hash may be a unique, one-time use, and service specific hash for authenticating
1e recognized service 340 to establish a secure communication with the first user device 310. The
etwork 320 may authenticate the first user device 310 by decrypting the received authentication data
mploying its own copy of admission and eviction records associated with the first user device 310.

[0034] In an example embodiment, upon receiving the encrypted authentication data 306 from the
st user device, the network 320 may verify an identity 312 of the recognized service 340 employing the
>ceived service identification information. If the identity 312 of the recognized service 340 is not verified,
1en the network 320 may terminate the communication session between the first user device 310 and the
>cognized service 340. If the identity 312 of the recognized service 340 is verified, the network 320 may
onfirm (308) the service identification with the first user device 310. Upon verification of the identity of
1e recognized service 340, the network 320 may synthesize a second secret. The second secret may be a
zcond hash synthesized from the admission and eviction records associated with the first user device 310,
nd the second hash may also include the session timestamp and the unique service ID as described above.
he second secret may be delivered 316 over a secure inter-datacenter link to the recognized service 340.
he first user device 310 may be able to compute the second secret from the information already stored
ycally at the first user device 310, such as the admission and eviction records, session timestamp, and the
nique service ID. Once the first user device 310 and the recognized service 340 both have the second
zcret, the first user device 310 and the recognized service 340 may establish a secure connection 326

ased on the second secret. In another embodiment the second secret may be any chain of data generated at

10
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etwork 320, device 310, or recognized service 340 and propagated over the established secure links so
1at it is held by both device 310 and recognized service 340.

[0035] In another example embodiment, the admission and eviction records stored locally at the first
ser device 310 may not match with admission and eviction records stored at the network 320. For
xample, factors such as lost records, failed transmission of records, or transmission delays may cause the
dmission and eviction records stored locally at the first user device 310 to not match with admission and
viction records stored at the network 320. To avoid a false rejection when authenticating a device at the
etwork, the first secret may be synthesized from a given set of admission and eviction records. If a first
2t of admission and eviction records fail to authenticate the device, a secondary set of records may be
zlected, where the second set of records may have an earlier timestamp to eliminate issues related to
ansmission failure or delay. If the secondary set of records also do not authenticate the device, a third set
1ay be used, and the process may be repeated using random timestamps as needed to achieve an
cceptably low likelihood of failing to authenticate the device. Timing and number of timestamps or type
f admission and eviction data may be varied to suit the circumstances.

[0036] FIG. 4 illustrates a general purpose computing device, which may be used to establish a secure
onnection with a wireless device employing network records. In a very basic configuration 402,
omputing device 400 typically includes one or more processors 404 and a system memory 406. A
1emory bus 408 may be used for communicating between processor 404 and system memory 406.

[0037] Depending on the desired configuration, the processor 404 may be of any type including but
ot limited to a microprocessor (uP), a microcontroller (uC), a digital signal processor (DSP), or any
ombination thereof. The processor 404 may include one more levels of caching, such as a level cache
1emory 412, a processor core 414, and one or more registers 416. An example processor core 414 may
1clude an arithmetic logic unit (ALU), a floating point unit (FPU), a digital signal processing core (DSP
‘ore), or any combination thereof. An example memory controller 418 may also be used with the
rocessor 404, or in some implementations, the memory controller 418 may be an internal part of the
rocessor 404.

[0038] Depending on the desired configuration, the system memory 406 may be of any type including
ut not limited to volatile memory (such as RAM), non-volatile memory (such as ROM, flash memory,
tc.) or any combination thercof. The system memory 406 may include an operating system 420, one or
1ore applications 422, and program data 424. The application 422 may include a secret key module 426

rhere admission and eviction records on a portable or wireless client device may act as a shared secret for

11
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scure data transmission to authenticate and secure connections between the client device and another
lient device and/or a recognized third party service as described herein. Program data 424 may include
dmission and eviction records 428, user identification data, recognized service identification data, and
ther similar data. This described basic configuration 402 is illustrated in FIG. 4 by those components
rithin the inner dashed line.

[0039] The computing device 400 may have additional features or functionality, and additional
iterfaces to facilitate communications between the basic configuration 402 and any required devices and
iterfaces. For example, a bus/interface controller 430 may be used to facilitate communications between
1¢ basic configuration 402 and one or more data storage devices 432 via a storage interface bus 434. The
ata storage devices 432 may be removable storage devices 436, non-removable storage devices 438, or a
ombination thereof. Examples of removable storage and non-removable storage devices include magnetic
isk devices such as flexible disk drives and hard-disk drives (HDD), optical disk drives such as compact
isk (CD) drives or digital versatile disk (DVD) drives, solid state drives (SSD), and tape drives to name a
>w. Example computer storage media may include volatile and nonvolatile, removable and non-
>movable media implemented in any method or technology for storage of information, such as computer
>adable instructions, data structures, program modules, or other data.

[0040] The system memory 406, removable storage devices 436 and non-removable storage devices
38 are examples of computer storage media. Computer storage media includes, but is not limited to,

AM, ROM, EEPROM, flash memory or other memory technology, CD-ROM, digital versatile disks
JVD) or other optical storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic
torage devices, or any other medium which may be used to store the desired information and which may

¢ accessed by the computing device 400. Any such computer storage media may be part of the computing
evice 400.

[0041] The computing device 400 may also include an interface bus 440 for facilitating
ommunication from various interface devices (e.g., output devices 442, peripheral interfaces 444, and
ommunication devices 446) to the basic configuration 402 via the bus/interface controller 430. Example
utput devices 442 include a graphics processing unit 448 and an audio processing unit 450, which may be
onfigured to communicate to various external devices such as a display or speakers via one or more A/V
orts 452. Example peripheral interfaces 444 include a serial interface controller 454 or a parallel interface
ontroller 456, which may be configured to communicate with external devices such as input devices (e.g.,

eyboard, mouse, pen, voice input device, touch input device, etc.) or other peripheral devices (e.g.,
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rinter, scanner, etc.) via one or more 1/O ports 458. An example communication device 446 includes a
etwork controller 460, which may be arranged to facilitate communications with one or more other
omputing devices 462 over a network communication link via one or more communication ports 464.

[0042] The network communication link may be one example of a communication media.
‘ommunication media may typically be embodied by computer readable instructions, data structures,
rogram modules, or other data in a modulated data signal, such as a carrier wave or other transport
1echanism, and may include any information delivery media. A “modulated data signal” may be a signal
1at has one or more of its characteristics set or changed in such a manner as to encode information in the
ignal. By way of example, and not limitation, communication media may include wired media such as a
rired network or direct-wired connection, and wireless media such as acoustic, radio frequency (RF),
ricrowave, infrared (IR) and other wireless media. The term computer readable media as used herein may
1clude both storage media and communication media.

[0043] The computing device 400 may be implemented as a portion of a small-form factor portable
r mobile) electronic device such as a cell phone, a personal data assistant (PDA), a personal media player
evice, a wireless web-watch device, a personal headset device, an application specific device, or a hybrid
evice that include any of the above functions. The computing device 400 may also be implemented as a
ersonal computer including both laptop computer and non-laptop computer configurations. Moreover, the
omputing device 400 may be implemented as a networked system or as part of a general purpose or
oecialized server.

[0044] Example embodiments may also include methods to establish a secure connection between a
rireless device and another device and/or recognized service using wireless device network records.
hese methods can be implemented in any number of ways, including the structures described herein. One
uch way is by machine operations, of devices of the type described in the present disclosure. Another
ptional way is for one or more of the individual operations of the methods to be performed in conjunction
7ith one or more human operators performing some of the operations while other operations are performed
y machines. These human operators need not be collocated with each other, but each can be only with a
1achine that performs a portion of the program. In other examples, the human interaction can be
utomated such as by pre-selected criteria that are machine automated.

[0045] FIG. 5 is a flow diagram illustrating an example method that may be performed by a
omputing device such as the computing device in FIG. 4, arranged in accordance with at least some

mbodiments described herein.
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[0046] Example methods may include one or more operations, functions or actions as illustrated by
ne or more of blocks 522, 524, 526, 528, 530, and/or 532. The operations described in blocks 522
wough 532 may also be stored as computer-executable instructions in a computer-readable medium such
s a computer-readable medium 520 of a computing device 510.

[0047] A process to establish a secure connection between a wireless device and another wireless
evice or recognized service using wireless device network records may begin with block 522, “RECEIVE
JUTHENTICATION REQUEST AS ENCRYPTED SECRET BASED ON NETWORK RECORDS
ROM DEVICE TO INITIATE SECURE COMMUNICATION SESSION WITH ONE OF: SECOND
)EVICE OR RECOGNIZED SERVICE.” At block 522, a service provider network associated with a first
rireless device (for example, the network 220) may receive an authentication request to initiate a
ommunication session with another wireless device or with a third party recognized service. The
uthentication request may be encrypted authentication data, where the encrypted authentication data may
iclude a first secret synthesized from network records associated with the first wireless device. The
etwork records may include admission and eviction records associated with the first wireless device.

[0048] Block 522 may be followed by block 524, “AUTHENTICATE DEVICE BASED ON
'ONFIRMATION OF NETWORK RECORDS.” At block 524, the service provider network (for
xample, the network 220) may authenticate the first wireless device based on confirmation of the network
>cords. The first wireless device may store a local copy of the device’s own admission and eviction
>cords at the device. The service provider network may store a database of admission and eviction
>cords associated with a multitude of wireless devices associated with the service provider network. The
2rvice provider network may compare the admission and eviction records received in the encrypted
uthentication data from the first wireless device with the service provider network’s admission and
viction records, and may authenticate the first wireless device.

[0049] Block 524 may be followed by block 526, “PROVIDE AUTHENTICATED REQUEST TO
INE OF: SECOND NETWORK ASSOCIATED WITH SECOND DEVICE OR RECOGNIZED
ERVICE.” At block 526, the service provider network may provide the authenticated request to another
rireless device or to the third party recognized service. The authenticated request may be sent over a
scure data-center channel to one of the recognized service or to another service provider network
ssociated with the other wireless device.

[0050] Block 526 may be followed by block 528, “AUTHENTICATE ONE OF: SECOND DEVICE
)R RECOGNIZED SERVICE.” At block 528, the service provider network may authenticate the identity
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f the third party recognized service or the other wireless device. In the case of the third party recognized
arvice, the service provider network may confirm the identity of the recognized service employing unique
ervice identification information. In the case of another wireless device, the service provider network

1ay authenticate the identity of the other wireless device with another service provider network associated
rith the other wireless device.

[0051] Block 528 may be followed by block 530, “SHARE SECOND SECRET BETWEEN DEVICE
ND ONE OF: SECOND DEVICE OR RECOGNIZED SERVICE.” Upon authentication of the
>cognized service or the other wireless device, the first service provider network may share a second
zcret with the recognized service or the other wireless device. The second secret may be a hash
ynthesized from the admission and eviction records associated with the first device, and may also include
session timestamp, and/or a unique service identifier. The second secret may be shared over a secure
ata-center channel to ensure security.

[0052] Block 530 may be followed by block 532, “ESTABLISH SECURE CONNECTION OVER
'HANNEL SECURED BY SECOND SECRET.” Once the first wireless device and the other wireless
evice or the recognized service each have the second shared secret, a secure direct connection may be
stablished.

[0053] The blocks included in the above described process are for illustration purposes.
stablishment of a secure connection for a wireless device using wireless device network records may be
erformed by similar processes with fewer or additional blocks. In some examples, the blocks may be
erformed in a different order. In some other examples, various blocks may be eliminated. In still other
xamples, various blocks may be divided into additional blocks, or combined together into fewer blocks.
Jthough illustrated as sequentially ordered operations, in some implementations, the various operations
1ay be performed in a different order, or in some cases various operations may be performed at
ubstantially the same time.

[0054] FIG. 6 illustrates a block diagram of an example computer program product, arranged in
ccordance with at least some embodiments described herein. In some examples, as shown in FIG. 6, a
omputer program product 600 may include a signal bearing medium 602 that may also include machine
>adable instructions 604 that, when executed by, for example, a processor, may provide the functionality
escribed above with respect to FIG 4 and FIG 5. Thus, for example, referring to the processor 404, the
zcret key module 426 may undertake one or more of the tasks shown in FIG. 4 in response to instructions

04 conveyed to processor 404 by the signal bearing medium 602 to perform actions associated with
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stablishment of a secure connection for a wireless device using network records as described herein.

ome of those instructions may include receiving an authentication request as an encrypted secret based on
etwork records from a device to initiate a secure communication session with one of: a second device or a
>cognized service, authenticating the device based on confirmation of the network records, providing an
uthenticated request to one of: a second network associated with a second device or a recognized service,
naring a second secret between the device and one of: the second device or the recognized service, and/or
stablishing a secure connection over a channel secured by the second secret.

[0055] In some implementations, the signal bearing medium 602 depicted in FIG. 6 may encompass a
omputer-readable medium 606, such as, but not limited to, a hard disk drive, a Compact Disc (CD), a
vigital Versatile Disk (DVD), a digital tape, memory, etc. In some implementations, the signal bearing
1edium 602 may encompass a recordable medium 608, such as, but not limited to, memory, read/write
/W) CDs, R/W DVDs, etc. In some implementations, the signal bearing medium 602 may encompass a
ommunications medium 610, such as, but not limited to, a digital and/or an analog communication
1edium (e.g., a fiber optic cable, a waveguide, a wired communications link, a wireless communication
nk, etc.). Thus, for example, the program product 600 may be conveyed to one or more modules of the
rocessor 404 by an RF signal bearing medium, where the signal bearing medium 602 may be conveyed by
wireless communications medium 610 (e.g., a wireless communications medium conforming with the
EEE 802.11 standard).

[0056] According to some examples, the present disclosure describes a method to establish a secure
onnection for a wireless device using wireless device network records. The method may include
>ceiving, at a first network, an authentication request from a first device to initiate a communication
2ssion with a second device. The authentication request of the first device may be encrypted with a first
zcret synthesized by the first device based on one or more network records associated with the first
evice. The method may additionally include authenticating the first device based on a confirmation of the
ne or more network records and providing the authenticated request to a second network over a secure
ommunication channel.

[0057] According to additional examples, the method may further include receiving an authenticated
>ply of the second device from the second network over the secure communication channel. In some
xamples, the method may additionally include agreeing on a second secret with the second network and

stablishing the requested communication session over a channel secured by the second secret.
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[0058] According to some examples, the method may include receiving the authenticated reply of the
scond device from the second network, which may include receiving an authentication of the wireless
evice from the second network. The authentication of the wireless device may be based on receiving at
1¢ second network an encrypted secret based on one or more network records associated with the second
evice and authenticating the second device based on a confirmation of the one or more network records
ssociated with the second device.

[0059] According to additional examples, the method may further include receiving the
uthentication request over an unsecured communication channel.

[0060] According to some examples, the unsecured communication channel may be one or more of: a
ear field communication link, a home wireless network, and a public wireless network.

[0061] According to further examples, at least one of the first and second devices may be a wireless
evice. According to some examples, the first and second networks of the method may be one of: a
ellular network, a broadband network, a wireless local area network (WLAN), a wide area network
WAN), or a wired network.

[0062] According to different examples, the network records may include admission and eviction
>cords for the first device. The admission and eviction records may include a record of connections
etween the first device with one or more base stations or cell towers in the first network during an initial
onnection and during a hand-off between two or more base stations or cell towers within the first network.

[0063] According to some examples, the method may further include causing the first device to store
local record of the admission and eviction records associated with the first device.

[0064] According to further examples, authenticating the first device of the method based on a
onfirmation of the one or more network records may further include decrypting the first secret and
omparing the admission and eviction records associated with the first device with admission and eviction
>cord received from at least one base station or cell tower within the first network.

[0065] According to some examples, the received authentication request with the first secret may
1clude a hash generated at the first device based on the one or more network records including an
ncrypted handshake message.

[0066] According to different examples, the method may further include receiving a time stamp
ncrypted in the authentication request. According to some examples, the method may further include
uthenticating the first device by generating a hash based on the one or more network records and the time

ramp and decrypting the authentication request using the generated hash.
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[0067] According to some examples, the present disclosure may describe a method to establish a
cure connection between a wireless device and a recognized service using wireless device network
>cords. The method may include receiving, at a network, an authentication request from a device to
1itiate a communication session with a recognized service, wherein the authentication request is encrypted
rith a first secret synthesized by the device based on one or more network records associated with the
evice. The method may additionally include authenticating the device based on a confirmation of the one
r more network records. The method may include authenticating an identity of the recognized service.
he method may additionally include synthesizing a second secret based on the one or more network
>cords. The method may include providing the second secret to the device and the recognized service over
secure communication channel and establishing the requested communication session between the device
nd the recognized service over a channel secured by the second secret.

[0068] According to different examples, the recognized service may include one of: a bank service, a
rokerage service, or a web service hosting and providing private data.

[0069] According to some examples, the network of the method may include one of: a cellular
etwork, a broadband network, a wireless local area network (WLAN), a wide arca network (WAN), or a
rired network.

[0070] According to some examples, the method may further include: receiving the authentication
>quest over an unsecured communication channel.

[0071] According to different examples, the unsecured communication channel may be one or more
f: a near field communication link, a home wireless network, and a public wireless network.

[0072] According to further examples, the network records may include admission and eviction
>cords for the device. In some examples, the admission and eviction records may include a record of
onnections between the device with one or more base stations or cell towers in the network during an
1itial connection and during a hand-off between two or more base stations or cell towers within the
etwork.

[0073] According to some examples, the method may further include causing the device to store a
ycal record of the admission and eviction records associated with the device. According to further
xamples, the method may further include receiving the admission and eviction records from at least one
ase station or cell tower within the first network.

[0074] According to additional examples, authenticating the device based on a confirmation of the

ne or more network records may further includes decrypting the first secret and comparing the admission
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nd eviction records associated with the device with admission and eviction record received from the at
sast one base station or cell tower within the network.

[0075] According to different examples, the received authentication request with the first secret may
¢ a hash including an encrypted handshake message generated at the device based on the one or more
etwork records.

[0076] According to further examples, the method may further include receiving a time stamp in the
uthentication request. The method may additionally include receiving a unique identifier for the
>cognized service in the authentication request. According to some examples, the method may further
1clude authenticating the device and the identity of the recognized service by generating a hash based on
1¢ one or more network records, the time stamp, and the unique identifier for the recognized service and
ecrypting the authentication request using the generated hash.

[0077] According to some examples, in response to determining that the identity of the recognized
ervice may not be authenticated, the method may include terminating the communication session between
1¢ device and the recognized service.

[0078] According to some examples, synthesizing the second secret may include generating a hash
ased on the based on the one or more network records, the time stamp, and the unique identifier for the
>cognized service.

[0079] According to some examples, the present disclosure may describe a system to establish a
scure connection for a wireless device using wireless device network records. The system may include a
lurality of base stations of cell towers and a controller of a first network. The controller may be
onfigured to receive an authentication request from a first device to initiate a communication session with

second device. The authentication request may be encrypted with a first secret synthesized by the first
evice based on one or more network records associated with the first device. The controller may
dditionally be configured to authenticate the first device based on a confirmation of the one or more
etwork records and provide the authenticated request to a second network associated with the second
evice over a secure communication channel. The controller may be configured to receive an
uthenticated reply of the second device from the second network over the secure communication channel
nd agree on a second secret with the second network. The controller may be configured to establish the
>quested communication session between the first device and the second device over a channel secured by

1¢ second secret.
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[0080] According to some examples, at least one of the first and second devices may include a
rireless device. In some examples, the first and second networks may include one of: a cellular network, a
roadband network, a wireless local area network (WLAN), a wide area network (WAN), or a wired
etwork.

[0081] According to additional examples, the authenticated reply of the second device from the
scond network may include an authentication of the second device based on receiving, at the second
etwork, an encrypted secret based on one or more network records associated with the second device and
uthenticating the second device based on a confirmation of the one or more network records associated
7ith the second device.

[0082] According to further examples, the controller may be further configured to receive the
uthentication request over an unsecured communication channel. According to some examples, the
nsecured communication channel may be one or more of: a near field communication link, a home
rireless network, and a public wireless network.

[0083] According to some examples, the network records may be admission and eviction records for
1¢ first device. According to further examples, the admission and eviction records may include a record
f connections between the first device with one or more base stations or cell towers in the first network
uring an initial connection and during a hand-off between two or more base stations or cell towers within
1¢ first network.

[0084] According to different examples, the controller may be configured to cause the first device to
tore a local record of the admission and eviction records associated with the first device. According to
ome examples, the controller may be further configured to receive the admission and eviction records
‘om at least one base station or cell tower within the first network.

[0085] According to further examples, the controller may be configured to decrypt the first secret and
ompare the admission and eviction records associated with the first device with admission and eviction
>cord received from the at least one base station or cell tower within the first network.

[0086] According to some examples, the received authentication request with the first secret may
1clude a hash generated at the first device based on the one or more network records including an
ncrypted handshake message.

[0087] According to different examples, the controller may be further configured to receive a time

ramp encrypted in the authentication request. According to some examples, the controller may be further
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onfigured to authenticate the first device by generating a hash based on the one or more network records
nd the time stamp and decrypt the authentication request using the generated hash.

[0088] According to some examples, the present disclosure may describe a system to establish a
scure connection between a wireless device and a recognized service using wireless device network
>cords. The system may include a plurality of base stations or cell towers and a controller of a network
ssociated with a device. The controller may be configured to receive an authentication request from the
evice to initiate a communication session with a recognized service. The authentication request may be
ncrypted with a first secret synthesized by the device based on one or more network records associated
rith the device. The controller may be further configured to authenticate the device based on a
onfirmation of the one or more network records and authenticate an identity of the recognized service.
he controller may be further configured to synthesize a second secret based on the one or more network
>cords and provide the second secret to the device and the recognized service over a secure
ommunication channel. The controller may additionally be further configured to establish the requested
ommunication session between the device and the recognized service over a channel secured by the
scond secret.

[0089] According to some examples, the recognized service may include one of: a bank service, a
rokerage service, or a web service hosting and providing private data. According to additional examples,
1¢ network may include one of: a cellular network, a broadband network, a wireless local area network
WLAN), a wide area network (WAN), or a wired network.

[0090] According to further examples, the controller may be further configured to receive the
uthentication request over an unsecured communication channel. According to some examples, the
nsecured communication channel may include one or more of: a near field communication link, a home
rireless network, and a public wireless network.

[0091] According to some examples, the network records may include admission and eviction records
r the device. According to some examples, the admission and eviction records may include a record of
onnections between the device with one or more cell towers in the network during an initial connection
nd during a hand-off between two or more cell towers within the network.

[0092] According to some examples, the controller may be configured to receive the admission and
viction records from at least one base station or cell tower within the network. According to further

xamples, the controller may be further configured to decrypt the first secret and compare the admission
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nd eviction records associated with the device with admission and eviction record received from at least
ne base station or cell tower within the network.

[0093] According to further examples, the received authentication request with the first secret may
iclude a hash including an encrypted handshake message generated at the device based on the one or more
etwork records.

[0094] According to some examples, the controller may be further configured to receive a time stamp
1 the authentication request. According to further examples, the controller may be further configured to
>ceive a unique identifier for the recognized service in the authentication request. According to additional
xamples, the controller may be further configured to authenticate the device and the identity of the
>cognized service by generating a hash based on the one or more network records, the time stamp, and the
nique identifier for the recognized service and decrypt the authentication request using the generated
ash.

[0095] According to some examples, the controller may be further configured to in response to a
etermination that the identity of the recognized service may not be authenticated, terminate the
ommunication session between the device and the recognized service.

[0096] According to different examples, the second secret may be synthesized by generating a hash
ased on the based on the one or more network records, the time stamp, and the unique identifier for the
>cognized service.

[0097] There is little distinction left between hardware and software implementations of aspects of
ystems; the use of hardware or software is generally (but not always, in that in certain contexts the choice
etween hardware and software may become significant) a design choice representing cost vs. efficiency
-adeoffs. There may be various vehicles by which processes and/or systems and/or other technologies
escribed herein may be effected (for example, hardware, software, and/or firmware), and that the
referred vehicle will vary with the context in which the processes and/or systems and/or other
:chnologies may be deployed. For example, if an implementer determines that speed and accuracy may
¢ paramount, the implementer may opt for a mainly hardware and/or firmware vehicle; if flexibility is
aramount, the implementer may opt for a mainly software implementation; or, yet again alternatively, the
nplementer may opt for some combination of hardware, software, and/or firmware.

[0098] The foregoing detailed description has set forth various examples of the devices and/or
rocesses via the use of block diagrams, flowcharts, and/or examples. Insofar as such block diagrams,

owcharts, and/or examples contain one or more functions and/or operations, it will be understood by
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10s¢ within the art that each function and/or operation within such block diagrams, flowcharts, or
xamples may be implemented, individually and/or collectively, by a wide range of hardware, software,
rmware, or virtually any combination thereof. In one example, several portions of the subject matter
escribed herein may be implemented via Application Specific Integrated Circuits (ASICs), Field
rogrammable Gate Arrays (FPGAs), digital signal processors (DSPs), or other integrated formats.
lowever, those skilled in the art will recognize that some aspects of the examples disclosed herein, in
‘hole or in part, may be equivalently implemented in integrated circuits, as one or more computer
rograms running on one or more computers (for example, as one or more programs running on one or
10re computer systems), as one or more programs running on one or more processors (for example as one
r more programs running on one or more microprocessors), as firmware, or as virtually any combination
1ereof, and that designing the circuitry and/or writing the code for the software and or firmware would be
rell within the skill of one of skill in the art in light of the present disclosure.

[0099] The present disclosure is not to be limited in terms of the particular examples described in the
resent application, which may be intended as illustrations of various aspects. Many modifications and
ariations can be made without departing from its spirit and scope, as will be apparent to those skilled in
1¢ art. Functionally equivalent methods and apparatuses within the scope of the disclosure, in addition to
10se enumerated herein, will be apparent to those skilled in the art from the foregoing descriptions. Such
1difications and variations may be intended to fall within the scope of the appended claims. The present
isclosure is to be limited only by the terms of the appended claims, along with the full scope of
quivalents to which such claims may be entitled. It is to be understood that the present disclosure is not
mited to particular methods, reagents, compounds compositions or biological systems, which can, of
ourse, vary. It is also to be understood that the terminology used herein is for the purpose of describing
articular examples only, and is not intended to be limiting.

[00100] In addition, those skilled in the art will appreciate that the mechanisms of the subject matter
escribed herein may be capable of being distributed as a program product in a variety of forms, and that
n illustrative example of the subject matter described herein applies regardless of the particular type of
ignal bearing medium used to actually carry out the distribution. Examples of a signal bearing medium
1clude, but may not be limited to, the following: a recordable type medium such as a floppy disk, a hard
isk drive, a Compact Disc (CD), a Digital Versatile Disk (DVD), a digital tape, a computer memory, etc.;
nd a transmission type medium such as a digital and/or an analog communication medium (for example, a

ber optic cable, a waveguide, a wired communications link, a wireless communication link, etc.).
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[00101] Those skilled in the art will recognize that it is common within the art to describe devices
nd/or processes in the fashion set forth herein, and thereafter use engineering practices to integrate such
escribed devices and/or processes into data processing systems. That is, at least a portion of the devices
nd/or processes described herein may be integrated into a data processing system via a reasonable amount
f experimentation. Those having skill in the art will recognize that a typical data processing system
enerally includes one or more of a system unit housing, a video display device, a memory such as volatile
nd non-volatile memory, processors such as microprocessors and digital signal processors, computational
ntities such as operating systems, drivers, graphical user interfaces, and applications programs, one or
10re interaction devices, such as a touch pad or screen, and/or control systems including feedback loops
nd control motors.

[00102] A typical data processing system may be implemented using any suitable commercially
vailable components, such as those found in data computing/communication and/or network
omputing/communication systems. The herein described subject matter sometimes illustrates different
omponents coupled within, or coupled with, different other components. It is to be understood that such
epicted architectures may not be merely exemplary, and that in fact many other architectures may be
nplemented which achieve the same functionality. In a conceptual sense, any arrangement of components
y achieve the same functionality is effectively "associated" such that the desired functionality is achieved.
[ence, any two components herein combined to achieve a particular functionality may be seen as
associated with" each other such that the desired functionality is achieved, irrespective of architectures or
itermediate components. Likewise, any two components so associated may also be viewed as being
operably connected," or "operably coupled,” to each other to achieve the desired functionality, and any
vo components capable of being so associated may also be viewed as being "operably couplable,” to each
ther to achieve the desired functionality. Specific examples of operably couplable include but may not be
mited to physically connectable and/or physically interacting components and/or wirelessly interactable
nd/or wirelessly interacting components and/or logically interacting and/or logically interactable
omponents.

[00103] With respect to the use of substantially any plural and/or singular terms herein, those having
<ill in the art can translate from the plural to the singular and/or from the singular to the plural as is
ppropriate to the context and/or application. The various singular/plural permutations may be expressly

2t forth herein for sake of clarity.
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[00104] It will be understood by those within the art that, in general, terms used herein, and especially
1 the appended claims (for example, bodies of the appended claims) may not be generally intended as
open” terms (for example, the term “including” should be interpreted as “including but not limited to,” the
>rm “having” should be interpreted as “having at least,” the term “includes” should be interpreted as
includes but is not limited to,” etc.). It will be further understood by those within the art that if a specific
umber of an introduced claim recitation is intended, such an intent will be explicitly recited in the claim,
nd in the absence of such recitation no such intent is present. For example, as an aid to understanding, the
>llowing appended claims may contain usage of the introductory phrases "at least one" and "one or more”
) introduce claim recitations. However, the use of such phrases should not be construed to imply that the
itroduction of a claim recitation by the indefinite articles "a" or "an" limits any particular claim containing
uch introduced claim recitation to examples containing only one such recitation, even when the same
laim includes the introductory phrases "one or more" or "at least one" and indefinite articles such as "a" or
an" (for example, “a” and/or “an” should be interpreted to mean “at least one” or “one or more™); the same
olds true for the use of definite articles used to introduce claim recitations. In addition, even if a specific
umber of an introduced claim recitation is explicitly recited, those skilled in the art will recognize that
uch recitation should be interpreted to mean at least the recited number (for example, the bare recitation of
two recitations,” without other modifiers, means at least two recitations, or two or more recitations).

[00105] Furthermore, in those instances where a convention analogous to “at least one of A, B, and C,
tc.” is used, in general such a construction is intended in the sense one having skill in the art would
nderstand the convention (for example,  a system having at least one of A, B, and C” would include but
ot be limited to systems that have A alone, B alone, C alone, A and B together, A and C together, B and C
ygether, and/or A, B, and C together, etc.). It will be further understood by those within the art that
irtually any disjunctive word and/or phrase presenting two or more alternative terms, whether in the
escription, claims, or drawings, should be understood to contemplate the possibilities of including one of
1¢ terms, either of the terms, or both terms. For example, the phrase “A or B” will be understood to
1clude the possibilities of “A” or “B” or “A and B.”

[00106] While various compositions, methods, systems, and devices may be described in terms of
comprising"” various components or steps (interpreted as meaning "including, but not limited to"), the
ompositions, methods, systems, and devices can also "consist essentially of" or "consist of" the various
omponents and steps, and such terminology should be interpreted as defining essentially closed-member

roups.
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[00107] As will be understood by one skilled in the art, for any and all purposes, such as in terms of
roviding a written description, all ranges disclosed herein also encompass any and all possible subranges
nd combinations of subranges therecof. Any listed range can be easily recognized as sufficiently
escribing and enabling the same range being broken down into at least equal halves, thirds, quarters,
fths, tenths, etc. As a non-limiting example, each range discussed herein can be readily broken down into

lower third, middle third and upper third, etc. As will also be understood by one skilled in the art all

2% ¢ 2% ¢

iguage such as “up to,” “at least,” “greater than,” “less than,” and the like include the number recited and
>fer to ranges which can be subsequently broken down into subranges as discussed above. Finally, as will
¢ understood by one skilled in the art, a range includes each individual member. For example, a group
aving 1-3 cells refers to groups having 1, 2, or 3 cells. Similarly, a group having 1-5 cells refers to groups
aving 1, 2, 3, 4, or 5 cells, and so forth.

[00108] While various aspects and examples have been disclosed herein, other aspects and examples
7ill be apparent to those skilled in the art. The various aspects and examples disclosed herein may be for
urposes of illustration and may not be intended to be limiting, with the true scope and spirit being

1dicated by the following claims.
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CLAIMS
WHAT IS CLAIMED IS:
1. A method to establish a secure connection for a wireless device using wireless device
network records, the method comprising:
receiving, at a first network, an authentication request from a first device to initiate a
communication session with a second device, wherein the authentication request
is encrypted with a first secret synthesized by the first device based on one or
more network records associated with the first device;
authenticating the first device based on a confirmation of the one or more network
records; and
providing the authenticated request to a second network over a secure communication

channel.

2. The method according to claim 1, further comprising:
receiving an authenticated reply of the second device from the second network over
the secure communication channel;
agreeing on a second secret with the second network; and
establishing the requested communication session over a channel secured by the

second secret.

3. The method according to claim 2, wherein receiving the authenticated reply of the second
device from the second network further includes:
receiving an authentication of the wireless device from the second network, wherein
the authentication of the wireless device is based on receiving at the second
network an encrypted secret based on one or more network records associated
with the second device and authenticating the second device based on a
confirmation of the one or more network records associated with the second

device.

4. The method according to claim 1, further comprising:

receiving the authentication request over an unsecured communication channel.
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11.

WO 2015/060876 PCT/US2013/066919

The method according to claim 4, wherein the unsecured communication channel is one
or more of: a near field communication link, a home wireless network, a public wired

network, and a public wireless network.

The method according to claim 1, wherein at least one of the first and second devices is a

wireless device.

The method according to claim 1, wherein the first and second networks are one of: a
cellular network, a broadband network, a wireless local area network (WLAN), a wide

arca network (WAN), or a wired network.

The method according to claim 1, wherein the network records are admission and

eviction records for the first device.

The method according to claim 8, wherein the admission and eviction records include a
record of connections between the first device with one or more base stations or cell
towers in the first network during an initial connection and during a hand-off between

two or more base stations or cell towers within the first network.

The method according to claim 8, further comprising:
causing the first device to store a local record of the admission and eviction records

associated with the first device.

The method according to claim 8, wherein authenticating the first device based on a
confirmation of the one or more network records further includes:
decrypting the first secret; and
comparing the admission and eviction records associated with the first device with
admission and eviction record received from at least one base station or cell tower

within the first network.
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The method according to claim 1, wherein the received authentication request with the
first secret is a hash generated at the first device based on the one or more network

records including an encrypted handshake message.

The method according to claim 1, further comprising:

receiving a time stamp encrypted in the authentication request.

The method according to claim 13, further comprising:
authenticating the first device by generating a hash based on the one or more network
records and the time stamp; and

decrypting the authentication request using the generated hash.

A method to establish a secure connection between a wireless device and a recognized
service using wireless device network records, the method comprising:
receiving, at a network, an authentication request from a device to initiate a
communication session with a recognized service, wherein the authentication
request is encrypted with a first secret synthesized by the device based on one or
more network records associated with the device;
authenticating the device based on a confirmation of the one or more network
records;
authenticating an identity of the recognized service;
synthesizing a second secret based on the one or more network records;
providing the second secret to the device and the recognized service over a secure
communication channel; and
establishing the requested communication session between the device and the

recognized service over a channel secured by the second secret.

The method according to claim 15, wherein the recognized service is one of: a bank

service, a brokerage service, or a web service hosting and providing private data.
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24.
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The method according to claim 15, wherein the network is one of: a cellular network, a
broadband network, a wireless local area network (WLAN), a wide area network (WAN),

or a wired network.

The method according to claim 15, further comprising:

receiving the authentication request over an unsecured communication channel.

The method according to claim 18, wherein the unsecured communication channel is one
or more of: a near field communication link, a home wireless network, a public wired

network, and a public wireless network.

The method according to claim 15, wherein the network records are admission and

eviction records for the device.

The method according to claim 20, wherein the admission and eviction records include a
record of connections between the device with one or more base stations or cell towers in
the network during an initial connection and during a hand-off between two or more base

stations or cell towers within the network.

The method according to claim 21, further comprising:
causing the device to store a local record of the admission and eviction records

associated with the device.

The method according to claim 22, further comprising:
receiving the admission and eviction records from at least one base station or cell

tower within the network.
The method according to claim 23, wherein authenticating the device based on a

confirmation of the one or more network records further includes:

decrypting the first secret; and
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comparing the admission and eviction records associated with the device with
admission and eviction record received from the at least one base station or cell

tower within the network.

25.  The method according to claim 15, wherein the received authentication request with the
first secret is a hash including an encrypted handshake message generated at the device

based on the one or more network records.

26. The method according to claim 15, further comprising:

receiving a time stamp in the authentication request.

27. The method according to claim 15, further comprising:

receiving a unique identifier for the recognized service in the authentication request.

28. The method according to claim 27, further comprising:
authenticating the device and the identity of the recognized service by generating a
hash based on the one or more network records, a time stamp, and the unique
identifier for the recognized service; and

decrypting the authentication request using the generated hash.

29.  The method according to claim 28, in response to determining that the identity of the
recognized service is not authenticated, terminating the communication session between

the device and the recognized service.

30.  The method according to claim 15, wherein synthesizing the second secret includes
generating a hash based on the based on the one or more network records, a time stamp,

and a unique identifier for the recognized service.

31. A system to establish a secure connection for a wireless device using wireless device
network records, the system comprising;:

a plurality of base stations of cell towers; and
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a controller of a first network, wherein the controller is configured to:

receive an authentication request from a first device to initiate a communication
session with a second device, wherein the authentication request is encrypted
with a first secret synthesized by the first device based on one or more
network records associated with the first device;

authenticate the first device based on a confirmation of the one or more network
records;

provide the authenticated request to a second network associated with the second
device over a secure communication channel;

receive an authenticated reply of the second device from the second network over
the secure communication channel;

agree on a second secret with the second network; and

establish the requested communication session between the first device and the

second device over a channel secured by the second secret.

32.  The system according to claim 31, wherein at least one of the first and second devices is a

wireless device.

33.  The system according to claim 31, wherein the first and second networks are one of: a
cellular network, a broadband network, a wireless local area network (WLAN), a wide

arca network (WAN), or a wired network.

34.  The system according to claim 31, wherein the authenticated reply of the second device
from the second network includes an authentication of the second device based on
receiving, at the second network, an encrypted secret based on one or more network
records associated with the second device and authenticating the second device based on

a confirmation of the one or more network records associated with the second device.

35.  The system according to claim 31, wherein the controller is further configured to:

receive the authentication request over an unsecured communication channel.
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The system according to claim 35, wherein the unsecured communication channel is one
or more of: a near field communication link, a home wireless network, and a public

wireless network.

The system according to claim 31, wherein the network records are admission and

eviction records for the first device.

The system according to claim 37, wherein the admission and eviction records include a
record of connections between the first device with one or more base stations or cell
towers in the first network during an initial connection and during a hand-off between

two or more base stations or cell towers within the first network.

The system according to claim 38, wherein the controller is further configured to:
cause the first device to store a local record of the admission and eviction records

associated with the first device.

The system according to claim 39, wherein the controller is further configured to:
receive the admission and eviction records from at least one base station or cell tower

within the first network.

The system according to claim 40, wherein the controller is further configured to:
decrypt the first secret; and
compare the admission and eviction records associated with the first device with
admission and eviction record received from the at least one base station or cell

tower within the first network.

The system according to claim 31, wherein the received authentication request with the
first secret is a hash generated at the first device based on the one or more network

records including an encrypted handshake message.

The system according to claim 31, wherein the controller is further configured to:
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receive a time stamp encrypted in the authentication request.

The system according to claim 43, wherein the controller is further configured to:
authenticate the first device by generating a hash based on the one or more network
records and the time stamp; and

decrypt the authentication request using the generated hash.

A system to establish a secure connection between a wireless device and a recognized
service using wireless device network records, the system comprising:
a plurality of base stations or cell towers; and
a controller of a network associated with a device, wherein the controller is
configured to:
receive an authentication request from the device to initiate a communication
session with a recognized service, wherein the authentication request is
encrypted with a first secret synthesized by the device based on one or more
network records associated with the device;
authenticate the device based on a confirmation of the one or more network
records;
authenticate an identity of the recognized service;
synthesize a second secret based on the one or more network records;
provide the second secret to the device and the recognized service over a secure
communication channel; and
establish the requested communication session between the device and the

recognized service over a channel secured by the second secret.

The system according to claim 45, wherein the recognized service is one of: a bank

service, a brokerage service, or a web service hosting and providing private data.

The system according to claim 45, wherein the network is one of: a cellular network, a
broadband network, a wireless local area network (WLAN), a wide area network (WAN),

or a wired network.
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The system according to claim 45, wherein the controller is further configured to:

receive the authentication request over an unsecured communication channel.

The system according to claim 48, wherein the unsecured communication channel is one
or more of: a near field communication link, a home wireless network, a public wired

network, and a public wireless network.

The system according to claim 45, wherein the network records are admission and

eviction records for the device.

The system according to claim 50, wherein the admission and eviction records include a
record of connections between the device with one or more cell towers in the network
during an initial connection and during a hand-off between two or more cell towers

within the network.

The system according to claim 50, wherein the controller is configured to receive the
admission and eviction records from at least one base station or cell tower within the

network.

The system according to claim 50, wherein the controller is further configured to:
decrypt the first secret; and
compare the admission and eviction records associated with the device with
admission and eviction record received from at least one base station or cell tower

within the network.

The system according to claim 45, wherein the received authentication request with the
first secret is a hash including an encrypted handshake message generated at the device

based on the one or more network records.

The system according to claim 54, wherein the controller is further configured to:
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receive a time stamp in the authentication request.

The system according to claim 55, wherein the controller is further configured to:

receive a unique identifier for the recognized service in the authentication request.

The system according to claim 56, wherein the controller is further configured to:
authenticate the device and the identity of the recognized service by generating a hash
based on the one or more network records, the time stamp, and the unique
identifier for the recognized service; and

decrypt the authentication request using the generated hash.

The system according to claim 57, wherein the controller is further configured to:
in response to a determination that the identity of the recognized service is not
authenticated, terminate the communication session between the device and the

recognized service.

The system according to claim 45, wherein the second secret is synthesized by generating
a hash based on the based on the one or more network records, a time stamp, and a

unique identifier for the recognized service.

A computer-readable storage medium with instructions stored thereon to establish a
secure connection for a wireless device using wireless device network records, the
instructions causing a method according to claims 1 through 14 to be performed upon

execution.

A computer-readable storage medium with instructions stored thereon to establish a
secure connection between a wireless device and a recognized service using wireless
device network records, the instructions causing a method according to claims 15 through

30 to be performed upon execution.

36



PCT/US2013/066919

WO 2015/060876

1/6

HAGIAGH D
ATIALES

wai\\m

09(\\\




PCT/US2013/066919

WO 2015/060876

26

13H0EE @ NO GHGYH NOILOINNGD LO3HIg HSINgv LSH

b 0IAZA B350

| |
e ; : B
f ! 9727 A f i
m | | i
| ! BLZ " m o
spz LA 1AMOIS o2 HINTFA | ! IERRECINEEIRER |
m " TTIEETEE e NO 3399 j
m NOILVOILNIHLOY m 77 !
< B
oLz m WHIANDD M M m
V.1YQ NOWYOUNIHLAY | m :
bz LA GALAAHONT ONTS : : _
m | | |
e M NGO NGH LAY WEENGS T RO INgHITY Emiz@uﬁ(
I | wf/l i 131074
M M cle S YIVE NOTIVATINGHINY wfi
902
: m : O3 LdANONT ONIS
| m |
i
M w M AWYLSTNELL NOISSTS Wzm{ 507
M | NOISSIS WNOD FIVILNT |
| m | R 707 |
Z IADIASA WIS Z MHOMLIN L MHOMLIN
" 012 M ez oz —"

002 (\\\

W/:iQw.N




PCT/US2013/066919

WO 2015/060876

3/6

008 /\\\

i 134036 4,2 NO a38vE NOILOINNOD JuNOIS HSIMgvLs3 >
aze —
. LTOIS o T HIATHA B
g6 2 NOLLYOUNIHINY WellNOD
SERICE RN ) m.w
§ N 80¢
NOLLYOIFLLNGG 30IAN3S
X o 7LY0 NOLLVOLNIHINY
Zie QILAMONT aNIS R 508
A&. EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
Y LISTINLL NOISSTS il bOe
B NOISSHES JLYILINI
IOIAMIS M z0¢
AEZINSOATN LOMOAMLIEN L IOIAZIA ¥ISN
S ove 0z% A L aLe




4

ey 8NE FOVIHILINI 3OVHOLE

HH &, P
R 2

PCT/US2013/066919

4/6

WO 2015/060876

m
m
o b {
79 - - PR 0¥ m%mm/.\m %mm (GAQ/G0 “9'3) m
ONLLAGNOD he—pp {S1MO0d § 4 dITIOHLNCD | ok FOVLUILNYSNE i i TIGYAONT m
WNOD | '] MMOMLIN NON
YIHLO | ‘ Y — |
m ZEF SADIAIA IOVHOLS m
Gy SIOIAIA NOILYOINMWINOD T -
| ] 7/ -
| — | 0¥ SNE AHOWIN — P
m o7 : F _\ gy P
: b HITIOHLNOD | 4 L SAHOOM P
m Yl IOVAHILINI | o NOLLDIAT P
ik T EERR LV S 1 | uITIOHINOD AMOWIN 8 NOISSINGY o
! $)LM0d . o -
T — f—Nai 4b FZF ¥.Lv0 WYHDOUd o
ol = 2 m -
m fh HITIOHINOD L1 m Sip :
| Y] ZOVAUILNI % SUILSIOTY 57F |
| RIS 2 I - FINAON P
Pl = ; by AT LIMDES P
FFF STOVAYILNG WHIHAINTd z | dSWNATTY o
m m UOT HOSSIDON :
| TZF NOLLYOUTdY |
i L. O%F umn | oy P
m (] ONISSIOON | AHOWIN v P
R R olany | A . NELSAS ONLLYHIO P
{ () 1204 Ao | =80 7 oTan P
Y NYHNOH
AV p— —
| vy LIND ! FOT HOSSI00U — o
| A..s..v ONISSIOON | OF AMOWIN NILSAS P
SOHIVHD j |
| IO NOUVHNOIINOO OISV _ _ _ _ A
| ST EEnaa Nd o e 007 30IA30 ONILNNOD |



WO 2015/060876 PCT/US2013/066919

5/6

COMPUTING DEVICE 510

COMPUTER-READABLE MEDIUM 52

G924
RECEIVE AUTHENTICATION REQUEST AS
ENCRYPTED SECRET BASED ON NETWORK
RECORDS FROM DEVICE TO INITIATE SECURE
COMMUNICATION SESSION WITH ONE OF: 2™
DEVICE OR RECOGNIZED SERVICE

I

544
AUTHENTICATE DEVICE BASED ON CONFIRMATION
OF NETWORK RECORDS

I

528
PROVIDE AUTHENTICATED REQUEST TO ONE OF:
2O NETWORK ASSOCIATED WITH 2V° DEVICE OR
RECOGNIZED SERVICE

I

528
AUTHENTICATE ONE OF: 2Y° DEVICE OR
RECOGNIZED SERVICE

I

330
SHARE 2"° SECRET BETWEEN DEVICE AND ONE
OF: 2"° DEVICE OR RECOGNIZED SERVICE

L 4
532
ESTABLISH SECURE CONNECTION OVER
CHANNEL SECURED BY 2"V SECRET
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COMPUTER PROGRAM PRODUCT 800

SIGNAL-BEARING MEDIUM 602

804 AT LEAST ONE OF

ONE OR MORE INSTRUCTIONS FOR RECEIVING
AUTHENTICATION REQUEST AS ENCRYPTED SECRET
BASED ON NETWORK RECORDS FROM DEVICE TO INITIATE
SECURE COMMUNICATION SESSION WITH ONE OF: 2'°
DEVICE OR RECOGNIZED SERVICE;

ONE OR MORE INSTRUCTIONS FOR
AUTHENTICATING DEVICE BASED ON CONFIRMATION OF
NETWORK RECORDS;

ONE OR MORE INSTRUCTIONS FOR PROVIDING
AUTHENTICATED REQUEST TO ONE OF: 2" NETWORK
ASSOCIATED WITH 2"° DEVICE OR RECOGNIZED SERVICE;

ONE OR MORE INSTRUCTIONS FOR
AUTHENTICATING ONE OF: 2"° DEVICE OR RECOGNIZED
SERVICE;

ONE OR MORE INSTRUCTIONS FOR SHARING 2™
SECRET BETWEEN DEVICE AND ONE OF: 2Y DEVICE OR
RECOGNIZED BERVICE; AND/OR

ONE OR MORE INSTRUCTIONS FOR ESTABLISHING
SECURE CONNECTION QVER CHANNEL SECURED BY 2™

SECRET.
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