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(57) Abstract: Systems and methods are provided for use in distributing payment transaction notifications. One exemplary method

includes identifying, by a comparing device, transaction data for

a transaction associated with a child token to a group payment ac -

count and identifying, by the computing device, in a data structure, a parent token with which the child token is associated. The par -
ent token is enrolled to receive a notification for the transaction associated with the child token. As such, the method further includes
transmitting, by the computing device, a notification to a communication device of a group member associated with the parent token
in response to the transaction involving the child token, where the notification includes transaction data associated with the transac-
tion such that the transaction is thereby identified to the group member along with the associated transaction data.
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SYSTEMS AND METHODS FOR USE IN PROVIDING
PAYMENT TRANSACTION NOTIFICATIONS

CROSS-REFERENCE TO RELATED APPLICATION
This application claims the benefit of, and priority to, U.S. Application
No. 15/075,612 filed on March 21, 2016, The entive disclosure of the above

application is incorporated herein by reference.

CROSS-REFERENCE TQ CO-DOWNED AFPLICATION

The present disclosure inclades subject matter that may relate to
subject matter inchided in co-ovwned LS, Patent Application No, 15/065,074, filed on
March 8, 2016, and titled “METHOD AND SYSTEM FOR ELECTRONKY
PISTRIBUTION OF CONTROLLED TOKENS.™ The entire disclosure of the above

application is incorporated berein by reference.

FIELD

The present discliosure generally relates to systems and miethods for use
in providing payvment transaction notifications and, in particular, for providing one or
mwore udifications regarding child tokens, which may be transaction neifications

anddfor report natifications, ete,

BACKGROUND

This section provides background information related to the present
discloxure which is not necessarily prior ast.

Payment accounts are knows to be used by consumers 1o fund
transactions for prodects (e.g., goods and services, gic) from the same or different
merchants. o addition, the payment accounts may be used by groaps of consumers,
suech as fiunilies, businesses, companies, organizations, ete., (o initiate and fund the

fransactions.

DRAWINGS
The drawings described herein are for tHustrative purposes only of
sefected embodiments and not all possible implementations, and are not intended to

{init the scope of the present disclosure,
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FIG. 1 s a block diagram of an exenplary system of the present
disclosure suitable for use in providing notifications related to token transactions for
group payrnent accounis;

FIG. 2 is a block diagram of & computing device that may he used in

5 the exemplary system of FIGL 1

FHG. 3 is an exemplary method, which may be implemented in
connection with the system of FIO. 1, for providing notifications to a member
gasoctated with a parent token for 2 frausaction inthiated by g child token assoctated
with the patent token;

10 FIG. 4 i3 an exemyplary method, which may be plemented in
connection with the systern of FIG. 1, for enrolling a member associated with 2 pavent
token to receive notifications for transactions inftiated with one or more child tokens
that arve associated with the pavent token;

FIG. 5 is an exemplary method, which may be implemented in

1S connection with the systen of FIOL 1, for requesting notifications associated with
bransactions indtiated with child tokens, and specifically, report notifications, which
include transaction data for transactions associgted with one or muitiple ones of the
child tokens; and

FIG. 6 is an exemplary application inferface that may be used, in

20 connection with the system of FIG, | andfor the methods of FIGS, 3-5, for receiving
notifications for transactions 1o a group payment account and/or enrolling members
sasociated with parent tokens for the group payment sceount to receive notifications
refated {o one or more child tokens,

Corresponding reference numerals indicate corresponding parts

25 throughout the several views of the drawings.

DETAILED DESCRIPTION
Exemplary embodiments will now be deseribed more fully with

g3, The description and specific examples

pes

referenes to the sccompanying drawin

L3
fol

incheded herein ave intended for purposes of Hustration only and are not intended to
Hmit the scope of the present disclosure,

Certain groups of consumers {e.z., familics, companies, associations,
husinesses, orgamizations, e} use group payrent accousnts for parchases by

members of the groups (hroadly, consumers). The members may include, for

2
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exampie, family members {e.z., fathers, mothers, spouses, daughters, sous, o),
members of an association, employees ot a business, ete. For example, as deseribed
herein, each member of & group oy be jssued a token associated with a payment
account for the group, and with which parchase transactions to the payment account
3 can be initiated. Some members ave issued main tokens, or parent tokens {e.g., heads
of the family (e.g.. parents, etc.), managers, directors, nfficers, ete.}, while other
members are issued subordinate tokens, or child tokens {e.g., children, employess,
clerks, sl Typically, the parent tokens permit the members {0 access andfor control
the group payment account, while the child tokens merely enable the members to
10 make purchases using the payment account.
Uniguely, the systems and methods herein permit members of groups,
associated with parent tokens for group payment aceounts, to enroll, with a
notification engine, o receive notifications related to transactions to the group
pavment accounts and to further receive the notifications from the notification engine.
1S The nolifications may be provided as transaction notiffcations andfor report
aotifications, As such, the members sssociated with the parent tokens (2., the parent
members) may be notificd about when, where, andfor how other members of the
groups, assoctated with child tokens for the group pavment accounts, are using the
pavment accounts, including, for examiple, idenlifving what transactions are being
20 performed, what products are being purchased, sie. In this manner, the parerst
menbers are able 1o review andfor audit transaction behaviors of the other members,
and then {ake scbion, if necessary.
FIG. | fHustrates an exemplary system 100, in which the one or more
aspects of the present disclosure may be implemented. Although the system 100 is
25 presented in one arrangement, other embodiments may include the parts of the system
100 {or other paris) aranged othenwise depending on, for example, processing of
purchase transactions o {okens associated with group pavment accounts, delivery of
natifications to members associated with the tokens, cte.

The systent 100 generally includes 8 merchant 102, an acquirer 104, a

L3
fol

payment network 106, and an tssuer 108, cach coupled to (and in communication
with) nebwork 110, The network 110 may inclade, without imitation, a loval area
notwork {LANY, o wide area notwork {WAN) {e.g., the Intemet, ¢ic.), a mobile
network, a virteal network, sndfor another soitable public andfor private network

capable of supporiing communication among two or more of the parts iHustrated in

fed
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FIG 1, or any combination thereof. For exammple, network 110 may nclede multiple
different networks, such as a private payment transaction network made agesgssibls by
the payment network 106 to the acquiver 104 and the issaer 108 and, separately, the
public Internet, which may provide inferconnection between one or more of the
merchant 102, the payment network 106, the issuer 108, and cousumers 1132a-b
{including their associated communication devices 1Hda-by, cte.

Genervally in the systen 100, the moerchant 102 ix associated with
products {e.g., goods, services, efc.), which are offered for sale and are sold o
conswmers, including, for example, consumers 112a-b, The merchant 102 may offer
the products for sale in physical locations or through websites, or theough other
intemet-based store fronts, as desived. H should be appreciated that, while only one
merchant 102 and two consumers 112a-b are tHustrated in FIG, 1, for sase of
reference, multiple merchants andfor consumers may be added in the system 100,
whereby there may be many different consmmers parchasing products af a variety of
different merchants,

Algo in the system 100, the consumers 1123-b are able to fund
transactions with the merchant 102 for one or more of the products, via a group
payment accowt. Each of the conswmers 112a-b is a member of a group (&g, 8
famitly, association, business, company, organization, ote.}, such that each of the
consumers 112a-b s permitted to make purchases o the group payroent account {as
such, the consumers 112a-b are also referred 0 as members or group members
hergin}, Purchases 1o the pavment account, by the consamer 112a andfor the
consymer |12h, are often associated with presenting payment accoant information for
the pavment account, such as, for example, a primary account number (PAN), a token
A, or a token B, as desoribed more below, or other indications associated with the
payment account. The indication of the payment account is ofien presented via 2
payment device (o a point of sale (POS) terminal associated with the merchant 102,
such as by swiping or presenting a card or fob into, through or proximate to a reader,
or by presenting an electronic wallet {or e-wallet) device, ote.

The consumers 112a-b are assoviated with the compmumication devices
1 1da-b, respectively. In this exemplary embodiment, the commmunication devices
{ Ha-b are portable communication devicss, such as, for example, smartphones,
tablets, laptops, el Bach of the communication devices 1lda-b may includs, or may

he assoeiated with, an Interned-hased pavment application {e.g., as a stand-alone
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application, or as a part of an application, on a mobile operating system or the like
{e.g., an e-wallet paviment application, eto.} gie.), which may nclude & unigue
application 1D, or device 1D, Specifically, in this exemplary embodiment, the
commnunication devices 1i4a-b cach include an e~wallet pavment application, which
5 s assoctated with g token issued 1o a respective one of the consumers 112a-b, The e-
walled payment application employs the tokens as aceount identifiers in inftiating
transactions {e.g., for providing account credentials, ete.). The communication
devices 1 1da-b may each further be configured, by the e-wallot payment application
or another application, to imteract with a notification engine 116 at the payment
10 petwork to receive information about transactions performed by the consumers 112a-b
at merchants (e, the merchant 102, ete.), using the group payroent accoant, and the
fike. This will be described in more detal! hereinafter.
In a specific transaction example, the consumer 112h may inftiate a
transaction with the merchant {02, for the purchase of a product, by presenting a
1S pavment deviee associated with the group payment account to the merchant 102 (e g,
the connaunication device 11db, with an active e-wallet payment sccount, ete.). In
turn, the merchant 102 sabmits an authorization request tix the acquirer 104
{associated with the merchant 102) for the transaction, to determaine whether the
pavment account is in good standing and whether there is sufficient funds andfor
20 credit {o fund the transaction. The authorization request is transmitted along path A in
the system 100, as referenced in FIG. 1. The acquirer 104 communicates the
autherization request with the issuer [OR (associated with the consumer’s payvment
account), through the payment network 106, such as, for example, through
MasterCard®, VISA®, Discover¥, American Express®, et In furn, if approved, an
25 authorization reply, or response (indicating the approval of the transaction), is
transmitted back from the issuer 108 to the merchant 2, along path A, thereby
permitting the merchant 102 o complete the transaction. The transaction is later
cleared and/or settled (via appropriate transaction messages such ax clearing messages

andfor settlement messages along path A, for example) by and between the merchant

L
f

102, the acquirer 104, and the jssuer 108 (hy appropriate agreemenis), 1f the
transaction ¥s declined, however, an authorization reply {indicating a decline of the
transaction) is provided back © the merchant 102, along path A, thereby permitting

the merchant 102 to halt or terminate the ransaction, or request alternate funding.
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Transaction dala is generated, collected, and stored as part of the above
nteractions among the merchant 102, the acquirer 104, the payment network 106, the
issuer 108, and the consumer 112b (and inclhuded i the various transaction messages).
The transaction data represents at least a plurality of transactions, for example,
authorized transactions, cleared andfor settled ransactions, attempted transactions,
ete. The transaction data, in this exemplary embodiment, is stoved at least by the
payment network 106 (e g, in a data structure associated with the payeent network
106, el Additionally, or alternatively, the issusr 108 (or other eniities, shown
svstern 100 or ot} may store the transaction data, ov part thereof, in a data structure,
or transaction data may be transmitied between parts of systent 100 as used or beeded.

Transaction data, as used herein, may include, for example {and
without limitation}, primary account numbers (PANSs) for payment accounts involved
i the transactions, okens associated with the payment accounts, amounts of the
transactions, merchant 1Ds, merchant category codes (MOCs), datesitimes of the
ransactions, payment deviee identifiers (e.g., application 1Ds, device s, etel),
paymentnotification application 1Ds, location s, products parchased and related
deseriptions or identifiers, ete. #t should be appreciated that more or less information
related to transactions, as part of either authorization, clearing andior settling, may be
ncluded 1o transaction data and stoved within the aysten 10O, at the merchant 102, the
soquiiver 144, the pavient nebwork 106 andfor the issuer 108,

While one acquirer 104, one payment network 106, and one issuer 108
are Hlustrated in FI1G, 1, # should be apprecinted that any number of these entifies
{and their avsociated components) may be included in the system 100, or may be

inchuded ax a part of systems in other embodiments, consistent with the present

disclosure.
FIG. 2 Hlasirates an exemplary compating device 200 that can be used
in the system 100, The computing devics 200 may inchude, for example, ong or more

servers, workstations, personal computers, faptops, tablets, smartphones, PDAs, point-
of-sale devices, ete. In addition, the computing device 200 may include a single
cormputing device, or it may inciude puibtiple computing devices located in close
proxintity or distributed over a geographic region, so fong as the conputing devices
are spectfically configured 1o function as deseribed herein, However, the systent 100

should not be considered {o be Himited to the computing device 200, as deseribed

helow, as different computing devices andfor arrangements of computing devives may

6
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be used. In addition, different componenis and/or arrangements of componenis may
be used in other computing devices.

In the exemplary embodiment of FIGL 1, each of the merchant 102, the
acguirer 104, the payment nebwork 108, and the issuer 108 are ilustrated as inchuding,
or being mplemented b, computing devies 200, coupled to {and n commminication
with} the network THL In addition, the notification cagine 116 in the system may be
considered a computing device consistent with computing device 200, Further, the
compunication devices 1 lda<h, which are assogiated with the consumers 112a-b,
reapectively, can also be considered computing devices consistent with computing
device 200 for purposes of the deseription herein.

Referring to FIG. 2, the exemplary computing device 200 meludes a
processor 202 and a memory 204 coupled to (and in communication with) the
processor 202, The processor 202 may include one or more processing units {e.g., in
2 nushii-core configuration, ete.). For example, the processor 202 way inchude,
without houtation, a central processing anat {CPLD, a microcontrofler, a reduced
instruction set computer {(RISC) processor, an application specific integrated circuit
{ASIC), a programmable logic device (PLID), a gate array, andfor any other cireuit or
processor capable of the functions described berein,

The memory 204, ax described herem, is one or more devices that
pernst data, astructions, ete, to be stored therein and retricved therefrom. The
memory 204 may include one or more computer-readable storage media, such as,
without Hontation, dynapic random sccess mamory {DRAM), static random access
memory (SRAM), read only memory (ROM, crasable programmable read ondy

toes, flash drives, CD-ROMz, thumbs drives, floppy

memaory {EPROM), solid state dev
disks, tapes, hard disks, andfor any other tvpe of volatile or nonvolatile physical or
tangible computer-readable media. The memory 204 may be configured {o siore,
without limitation, transaction data, tokens, notification rules, andior other types of
data {and/or data structures} suitable for use as deseribed herein. Furthermore, in
various embodiments, computer-execuatable instructions may be stored in the memory
204 for execution by the processor 202 to cause the processor 2082 1o perform one or
nwore of the functions deseribed herein, such that the memory 204 is a physival,
tangible, and non-transitory computer readable storage media, Such instructions often
inpirove the efficiencies andior performance of the processor 202 that i parforming

one or more of the vavious operations herein.

wd
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In the exemplary smbodimen, the computing device 200 also includes
a presentation unit 206 that is coupled to (and in communication with) the processor
202 (bowever, it should be appreciated that the computing device 200 conld include
output devices other than the presentation unit 206, ete.). The presentation unit 206
5 putputs information {e.g., notifications, ste.}, visually, for sxample, to a wer of the
computing device {e.g., the consumer 1 123 at the commmunication device 114da, ete).
It should be further appreciated that various interfaces {e.z.. as defined by operating
system-based applications {e.g., conventionad operaling systems, mobile operating
svstems, ete.}, web-based applicatious, websites, ete} may be displayed at computing

14 device 200, and in particular at presentation uait 206, to display certain information.
The presentation unit 206 may include, without Himitation, a liquid orysial display
{LCDY, a light-emitting diode (LED) display, an organic LED (OLED) display, an
“electronic ink” display, speakers, ete. In some smbodinents, presentation unit 206
inchudes multiple devices.

13 In addition, the computing devieg 200 fncludes an input device 208
that receives inputs from a user (e, from the comsumers 11 2a-b, ete.) {Fe., member
inputs) such as, for example, transaction potification coroliment inputs, ete. The input
device 208 may include a single input deviee or multiple 1opat devices. Moreover,
the nput devics 208 15 coupled to (and in comanamcation with} the processor 202 and

20 may nclude, fr example, one or more of a kevhoard, a pobnting device, 2 mouse, a
stylus, a scapner, a touch seasitive panel {e.g., a touch pad or a touch screen, eic.),
another computing device, andfor an audio nput device. Further, in various
cxemplary embodiments, a touch screen, such as that inchsded n a tablet, a
smartphone, or similar device, behaves as both a presentation umit 206 and an input

2% device 208,

Further, the illustrated compating devies 200 abso includes a notwork
interface 210 coupled to (and in communication with) the processor 202 and the
memory 204. The network interface 210 may include, without limitation, & wired

network adapter, o wireless network adapter, a mobile network adapter, or other

L3
fol

device capable of conmmunicating o one or more different nebworks, including the
aetwork 110, In some exemplary embodiments, the computing device 200 includes
the processor 202 and one or more network interfaces incorporated into or with the

processor 202,

o
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Referring again to FIG. 1, the notification eagine 116 is specifically
configured to perform one or more of the operations described bercin. The
notification engine 116 is Hostrated in conjunction with a token data strocture 118,
and s configured to communicate therewith. in the systern 100, the potification
gngine 116 and token data stracture 1R are incorporated with the payment network
{06, It should be appreciated, however, that the notification engine 116 andfor the
token data structure 118 (fogether or separately) may be associated with, or
mcorporated in, other parts of the svstem 100 {e.g.. the fssuer 108, efe.) or other paris
in general (not shown in FIG. 1), in other embodiments. Regardless of association,
the notification engine 116 is generally permitted and able o access the token data
structure 118 in order to perform the operations deseribed herein.

In addition, the token data stracture 1 is configured according to
knowun data stovags schemes (e g, a relational database, eic.), including, specifically,
storage of token related data andfor notification related dats in association with group
payment aceounts.

In general in the gystern 100, each group payment account is identified
to muitiple tokens, which may be of the same or different types. For example, 2 main
token, or parent token, may be associated with the payment account as well as one or
mwaltiple subordinate tokens, or chuld tokens. The child tokens aay grant & conswmer
the abilily to make purchases with the pavmest sccount, but may nol permit the
consumer 1o access various features of the payment account such as accessing
transaction histories, fssuing child tokens, allering contact information, ste.
Conversely, the parent token may grant the consumer associated therewith fill access
to the payment account and available related information andior features (eg.,
creating additional child tokens, ete ). The type of tokens and/or their relation to other
tokens is stored in the token data struchire 118 In one example, a company may
permit its emplovess to fund business purchases through only one payment account.
A manager of the counpany may retain the parent token to the payment account and
distribute child tolens to employees, in the form of credit cards. Fach eredit card may
have different numbers/credentials, but all of the cards enable purchases using the
same company pavinent aoccount. Alternatively, or additionally, the child tokens may
be issued to the eraployees clectronically for use with mobile devices or the ke, As
another exanmyple, pareni(s) {or heads of a faoilyy may madntain a family pavment

account, and provide a child token 0 one or more children of the family, for use, for

9
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example, in ermergencies or for other purposes. The child token enables the children
to fund transactions through the family pavment account. In either example, the
authority member(s) associated with the payment account {e.g., the manager, the
parents, efe.} may provide Hinits on the yse of the compamy/fanuly paviment acoout,
by rules directed o the employsesichildren, or through features associated with the
payment account andfor child tokens.

With regard to the group payment account associated with the
covswiners 1132a-b in the systom YK, the consumer 1128 is issued & parent token for
the group payvment account {Le., token A}, which i linked andfor stored on
consumer’s comnunication device 114a {e.g., in the e-wallet payment application,
ete.), and the consumer 112 is issued o ohild token for the group payment accownd
{i.¢e., token B), which is linked andfor stored on the consumer’s communication devics
{14b. 1t should be appreciated that different parentichild schemes, including, for
examiple, a scheme where 8 parent token is associated with mubtiple child tokens, &
scheme where more than one level of parent/child relationships exists, a scheme
where more than twe different types of tokens are issued (1 e., each tvpe providing
different features assoctated with a payment account, eic.}, andfor other schemes
which different types of tokens andfor nambers or levels of tokens are associated with
one group pavment account, ¢te. i one scheme, i is contemplated that the parent and
child tokens may be associated with different payment aocounts, byt that the child
tokens are siil related to the parent token for notification purposes as described
herein.

The token data structure 118 inclodes, withowt Bmitation, foken-related
data for cach token for the group payment account associated with the consumers
112a-b {as well as token-related data for tokens for other group payment accounis),
such as a token identifer for each token A-B, a anique device T for each of the
communication devices 114a-b, an app D, and names and contact information {e.g,
address, phone number, email address, contact preferences, gte.) of the consumers
112a-b, an indication of the consumers” group associated with the group payment
account, 4 name of the conswmers” group, a group 1D for the group, ete. The token
data stractars 118 abyo includes relationships between the different tokens A-B {eg.,
pargnt~child, ete.). For instance, the token data structure 118 may include a data table,
in which the child token B is unique and/or s assoctated with 3 unique device 1D,

and/or application ID, and is also associated with the parent token A {and, potentially,

Y
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15 also associated with a payment account). As can be appreciated, in gencral in the
token data stracturs 118, multiple child tokens may be associated with a parent token
and, potentially, muhiple parent tokens may be associated with a cluld token.

In addition in the systom 100, the token data structure 118 includes
notification rules, which directinstruct the notification engine 116 when andfor how
to ransmit, or cause o be iransmitted, a notification to one or both of the consumers
112a~b associated with the group paymeot aceount andfor the tokens A-B, efe. The
notification rales may include predefined rules, for example, from the Bssuer 108
providing the group payvment account. Or, the notification rules may be generated by
one or mere of the conswmers 112a-b, for example, via notification applications on
their comyunumication devices 114a-h,

As an example, a notification rule may indicate that a notificabion is to
be transmitied to consumer 1124 (associated with the parent token A), by the
notification engine 116, when a transaction to the group payrment account (regm‘die’ss
of which token A-B 15 used) i3 over a cerlain transaction amount threshold (e.g., 835,
$100, ote.), s within, or not, & defined geographic region (e.g., is within, or not, &
particlar postal code, area code, state, or other geopraphic delineation, ¢fe.), &8
within, or not, one or more particular categories (e g, identified by merchant category
code (MCC), efe.), iy at a parbioular me of day {e.g. s within & predefined time
period, ete ), or ix on a particuiar day of the week, ete. Alternatively in thiy example,
a notification rule may indicate that a notification is 10 be transmitted 1o consumer
112a {associated with {he parent ioken A) when a transaction invelving token B is
over g cortain transaction amount threshold (e.g, $35, $108, ete), is within, or pot, a
defined geographic region {e.g.. Is within, or not, a particular postal code, area code,
state, or other geographic delineation, ofe.), is within, or not, one or more particular
categories {eg., identified by merchant category code (MCCY, ete.}, is at a particular
time of day {e.g., is within a predefined thme period, etc)), of is om a particular day of
the week, ete. Further notification rules may be based on aggregate transactions, such
as, for exsunple, a notification when a daily spend exceeds thresim!d,. or when a
transaction frequency is more thao 4, 5, 10, or 15, ete. transactions per day, week, efc.
Stili other potification reley may be unconditioned, ey, transmit a notification for
every transaction {e.z., every fransaction made to the group account, every transaction
made using the child token B, ete). | should be appreciated that various other

notification rules may be provided in the loken data structore 118 to cause a

il
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notification to be transmitted 1o the conswmer 1 2a andfor the consumer 112b, In
addition, it should be appreciated that such notification rulss can be defined such that
the notiffcations are caused to be transmitted to any desired party, for example,
consuanser §12a 1 the above examples (as associated with the parent toke n &),

5 consamer 112b {as associated with the child token B}, both conswmers 112ab, ete.

The notification roles may also define customized preferences. For
example, the consumers 112a-b may select preforred methods of delivery {eg, SMS,
phone call, ematl, web application, mobile phone application, voicemail, «te.) and
may provide preforred contact information {e.g., email address:

10 person@@eompany.oom, phone number: 3535-533-55535, eie). The customized
preferences may further indicate purticular types of notifications w be received,
desired content of the notifications, ete., such as, for example, a transaction
notification (one per transaction} andéor a repomt notification {ong per multiple
transactions andfor at an interval, ete), oto. As an example, the consumer 1128 may

1S select to receive a short notification inchuding a token identifier (e g, a token, &
pseadony, a nickname, or a nane of the particalar one of the consamers 112a-h
associated with the token used in the particular transaction causing the notification,
ate.), an amount of the transaction, and & merchant at which the fransaction took
place, While the consumer 112b may not receive notifications, or may receive

20 different notifications or notifications having different content. Moreaver, in
connection with another group account, 8 different member (assocted with a parent
token’ may select 1o receive a tonger notification including more exhaustive
nformation about the transaction, or nnsftiple transactions, such as the specific date
and time of the transaction, a category of the transaction, ste.

25 I general, the content of the notiffcations, as defined by the
notification rules, may be different botween different notifications andior for different
members of different groups (or for different members of the same proup). Assuch, a
transaction notification may include transaction data such as merchant 12, time, and

smount, while a report notification may include the same information {e. g, the same
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iransaction data, ete.) across nuibtiple travsactions and then also nclude related totals
for the muliiple transactions, ete, More generally, the content of the notifications may
include token idemtifiers, application 1Ds, device TDs, transaction amownds, totals,
sunmaries, ransaction times/dates, transaction locations, merchant 1Ds, parties

involved in the transactions, fransaction categories/types, other transaction data, ete.
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Thass, the notification vides stored in the token data strsctire 118 may be different per
group menber, por token, par payment account, andéor otherwise {or they may be the
same for the difforent members, tokens, payment accounts, ete ), whereby the
membersfconsimers are able to customize the notifications they receive from the
5 notification engine 116,
In the system 100, the notification nules are set by the consumers 112a-
h. Specifically, during an initial envolliment or during a modifyving enwollment, to the
notification enging 116, the consamers 112&-b may provide one or wore notification
rales to the notification engine 116, In several embodiments, enreliment is
10 accomplished via 3 compuier notification application instalied andfor active in a
computing device associated with the person, such as, for example, the
conmunication device Tida associated with consumer 1 12a (andfor the
communication device 114b assoctated with consumer 112h). The apphication may
interact with the notification engine 116, as part of a service associated with the

1S pavment network 106 (e.g., MasterCard Digilal Enablement Express (MDES) service

by MasterCard®, ote). The notiffcation application yway provide furntionality thu
permits the constmer |{2a (or the consimer 112D as appropriate) to, for example,

anroll to recetve notilications, change notilication rales, request report notiffcations
{or other specific notifications), andfor take action in response o a potification. In the
20 system 106, the e-wallet payment application and the notification application are
integrated in the communication devices 1 14a-b, and associated with token A and
ioken B, respectively. In other embodiment, the nottfication application may be
separate from one or more payment applications.
In connection with such enrollment, the notification engine 116 i
25 configured to provide notifications {e g, transaction notifications sad/or report
aotifications, ete.) to the consumers 1 2a-b assoctated with the {okens A-B, andior
permit the consumers 1 2a2-b (and other members) to receive such notifications, etc.,
as defined in the notification rufes. Thus, as can be appreciated, notification rufes can

be generated 1o provide any desired notifications to any desired members of group
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accounts (andfor any desived members associated with parent and/or child tokens),
whether {o menmbers oreating the notification reles or o others {andfor whether fo
members of the associated group payment accounts anddor tokens, or not).

In particalar in the systeny 160, the notification engine 116 i

configured to access transaction data andfor o identify transaction data {and/or
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transactions) to the group payment account andfor nvelving one or more of the
associated fokens A-B. The notification engine 110 may be configared to, upon
identification of a trnsaction involving one of the tokens A-B {or a PAN assoviated
with the group payment account), determine i the tokew is related o one or more

5 pther tokens {e.g., determine if the token is 2 child token related o a parent token,

determine if the token is a parent token with refated child tokens, ete), determine if
the token {andior the related token) is ervolled to receive notification, and f so, cause
a notiflcation to be transmitied to one or more of the conswrmers 112a-b associated
with the token andfor related token {andior with the related group payvment account)

14 consistent with one or more applicable potification rules in the token data structure
8.

In another particudar aspeet, the potification engine 116 iy configured
to receive a request for a report notification and to cause (&g, generate andfor
transnut, ete.) s report noification related to one or more tokens {e.g., tokens A-B in

1S the systom HOO, ete)) andior related to a group payment accound, (o be transmitted 1o &
nember requesting the report notiffcadion (e.g., 1o one or more of the consumers

12a-b, etc). Like abuve, the notification engine 110 may be configured to compile
the report notification consistent with one or more notification rules, andior the
vequest, i cansing the report notification {0 be transmitted.

20 It should be appreciated that, while the system 100 18 deseribed with
reference to consumers 12a-b, their tokens A-B, and their group payment account,
the system 106 is configured (o sccommaodate muliiple different group payvment
accounts cach having muliple members (and potentiatly multiple tokens). And, in
conmection therewith, the notification engine 116 is contigurad to perform as

25 described herein relative to each of the group payment accoonts and each of their
corresponding members,

FHG. 3 iHustrates an exemplary method 300 for distributing
natifications to members associated with group payment accounts and related

payment aceount fokens. The exemplary method 300 is deseribed as implemented in
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the potification engine 116, i conpection with interactions between the payment
network 106, the consumers 112a-b, and the token duta structure 118 of the system
100, and also with reference to computing devics 200, The methods herein should not

be understood, however, {0 be Himited fo the exemplary systern 100 or the exemplary
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computing device 200, and Hkewise, the systems and the computing devices herein
should not be understood to be Hmited to the exemplary method 304,
As described above for the system 100, the consumers 112a-b are both
associated with the group payment accourt. Ty connection therewith, token A of the
3 group payment account is associated with the consumer 12« as a parent token.
Stmifarly, token B of the group payment account 15 associated with the conswmer
112b as a child token. Each of the tokens A and B is linked to the same payment
accownt i the method 300 Chowever, this s ot requdred 1n sl embodiments). Upon
issuance of the tokens A-B, consumer 1 2a enrolls with the notification sngine 16
14 {as described more below}, to receive a nofification for each fransaction involving the
child token R, and Burther 1o recetve a notification when g transaction in excess of
3100 is associated with token A, elo, {via notification rules stored in the token data
structure 1i8).

Onee consumer 124 is enrplled, the notification engineg 116 monitors

1S transaction data, in order to identify transactions o the group payment account
{ardior to identily transactions inttiated axing the tokens A-BY. I particular, as
shown in FIG. 1, the notification engine 116 is part of the payment network 106, but it
is not incladed 1o the processing of transactions. As transaction data is generated in
the processing of transactions, the notification eagine 116 monttors the transaction

20 traffic within the payment network {06,

When a transaction for $112.00 o merchant 102 is initiated, for
exampie, based on token A, the nolification engine 116 identifies, st 302, the
fransaction as associated with token A, The notification engine 16 then determines,
at 304, if token A s envolled for potifications. In this examyple, token A is enrolled for

25 {oris associated with) notifications (trough consamer 113a), subject to one
notiftcation rule, fe., @ notification to consamer 112a for transactions over $100. Asg
such, the nolification engine 116 determines. at 306, if the {ransaction satisfies the
netification rule(s) for token A (stored in the data structure 118), Le, is in excess of

S100, and because $112 is more than $100, the notification rule is satisfied. Yo tum,
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the potification engine 116 compiles a notification (as defined by the applivable
notification rule’ and causes, at 308, the notification to by sent fo the consumer 112a.
The notification may inchude, for example, & SMS message, an email message, 8
voiceniail message, a web-based application message {e.z., via the e~wallet paviment

application at the communication device 1 1da, ele.), or any other suitable message

.«.
A
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transmitted, in this example, to the conwnenication device 1 14a (for review by the
consumer | 12a via presentation anit 206}, elc.

fn contrast, at 306 in the method 300, if the amount of the ransaction
to merchant 102, based on token A, bad been below the $106 threshold associated

5 with the notification rule, the notification engine 116 would instead not transout the
notification o the consumer 112a.

It should be appreciated that various different andior additional
notifloation rules may be incladed 1 the token data struchire 18, upon or in
connection with enrallment of the consumer 12a {o the nolification engine 116, that

14 define any number of hases for a notification to be triggered and transmitted o the
consumer 12a, at 308, For example, a notifiestion may be triggered by a merchant
mvolved i a transaction with the consarner 112a using token A {or the consamer
112b using token B) being within a particular category {e g, ax defined by a MUC,
ete.y, or satisfying merchant category eriteria, product category criferia, ete. in

15 another example, a notification may be triggered by a merchant involved i a
bransition with the corsumer 1123 using loken A (or the comawmer 112 uaing token
13) being instde, or outside a particular geographic region {e.g., as defined by postal
code, ete., or satisfving location eriteria, efe.).

In addition, apart from merely riggenng nobifications, it should be

20 appreciated tha notification rules inthe token data strocture THE may forther define
the particular notifications 1o be transmitted when the rales are wipgered. For
exampie, the notification ndes may indicate the content of the notifications, based on
the conditions for which the notifications are to be sent. In the method 300, in
conmection with enraflment to the notification eagine 116, the conswmer {128 may

25 electto receive the purchase thimed/date, ransaction amount, location, associated MCOC,
and merchant 1D {e.g., a first set of transaction data, efc.) in connection with any
notifications relating to token B, but only the transaction amount and timeddate (e.g.. 8
second set of transaction data, etce.} in connection with any notifications refating to
twken A, Further, the consuner 128 may elect fo receive notifieations via SMS

message for purchases relating to token B, and o not recetve notifications via the

Lk

notification apphication for purchases refating to token A, I should be appreciated
that the same content andfor method of delivery may be included in one or more
notification rules in other embodiments, whieh may be the same or different for

different tokens andfor payment accounts.

133
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With contiruted reference to FIG. 3, when the notifleation engine 116
determines, at 304, that token A is not enrolled for notifications {or after causing a
notification to be transoitiad at 308), the notification engine 116 determines, at 310,
whether a parent token is associated with token A, Sinee token A s already a parent
token, the notification engive determines there is no associated parent token and, as
such, at 310, determines no parent token exists and does not provide further
notifications.

Further in the method 300, whey a transaction o token B is initiated by
the consumer 112b, at merchant 102, for example, the notification engine 116
wdentifies the transaction, at 302, In turn, the notification engine 116 determines
whether token B is eorolled to receive (o i3 associated with) notifications, at 304.
Here, token B is not envolled to receive notifications, so the notification engine 116
proceeds to deterruing, at 310, if 2 pavent token is associated with token B, Token A
is the parent token for token 8, so the notification engine 116 determines that parent
loken A is associated with token B {e.g., in the token data stractare 1S, ete)), at 314,
and then determines, af 312, if the consumer 1123 associaied with loken A s errolled
to receive notifications for transactions by token B. As indicated above, the consumer
P24 is enrolled to receive notifications, thus the notifleation engine 116 proceeds to
determine, af 314, i any applicable notification rules are satisfied {e.g, as refrieved
fronn the token data structure 118, slc). Because the consumer 112a is enradled to
receive g notification for cach transaction involving the child token B, the notification
engine 116 identifies the corresponding rale in the data structure 118 as satisfied and
causes, at 316, a notification to be generated and transmitied to the communication
device 11da associated with the consumer H2a {e.g., for review at presentation unit
206, ete.). The notification may be transimitted in pear real time (e.g., within micro-
sechions of the transacton, within a few seconds of the fransaction, within a few
minutes of the transaction, within a time interval generally accepted in the art for
transmitiing real-time notifications, etc.}, or not.

Like above, notifications for a parent token may generally be subject to
oie or more notification rules, which indicate the content and/or method of delivery
of the notifications.  As indivated above, the consumer 11 2a {e.g., parent member}
associated with token A is envollied to receive notifications related 1o token B, for
sxmple, via SMS message, with the potifications incloding 2 purchase Hmeddate, an

amound, a locadion, an associated MCC, and a merchant D for the related
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transactions. As such, at 316 in the wethod 304, in connection with causing the
notification to be transmitted, the notification engine 116 causes an SMS notification
to he transouited o the consunter |24 (o the communication device da), inclading
the above content. | should be understood that other content andfor a different

5 debivery methods may be defined in other notification rales.

At this point in the method 30U, each of the consumers 112a-b are
described as using thelr tokens A-B, respectively, to inttiafe purchase fransactions.
When, instead, the conswners 11 3a~b use the PAN associated with the group payment
account to initlate 3 transaction, the notification engine 116, i various embodiments,

(0 may identily the ransaction and accesses the token data structure S o determine i
andfor to whom one or more notifications should be ransmiited. For exangle, when
a transaction iy initialed by the PAN, the notification engine 116, per the notification
rudes, causes a nottfication to be sent (o both of the consumers 112a-b ({e, all
members of the group). The notification includes a date/time of the transaction and a

15 maerchant B, As above, o should be appreciated that different notifications may be
sent to the same or different members of a group. For example, 8 notification may be
sent to ondy members assoviated with a parent token, when a PAN is used, with the
notification including a timefdate, merchant 13, and amount of the underlving
transaction,

Py With refersnce now to FIG. 4, and as dexcribed above, the notification
riles used by the notification cogine 116 define various conditions of and for
notifications to be sent to one or move members of a group (e g, associated with
particalar tokens, associated with a group payment accouant, ete.). In addition, the
potification rules may be generated {or otherwise selected anddor identified) during

25 envoliment by the members {e.g., by parent andfor child members, e1¢.) with the
aotification engine 116,

In particular, FIG. 4 illastrates an exemplary method 404 for enrolling
consumer 12a, as associated the parent token A {e.g., of 3 group payment account,

gte. ), in notifications associated with transactions involving the child token B (e.g.,
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also of the groap payment aceowtt, €.}, AL 402, the notification engine 116 receives
a reguest from consamer 112a, for example, to enroll in transaction notifications
associated with token B {e.g., a first token, ete,) from token A (e.g., a second token,

gle
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At 4604 in the method 400, the notification engine 116 accesses the data
structure 11§ to detorminge whether, or not, token A {the second token} is a parent of
token B (the first token). 1f not, at 408, the notification envolhment is denied. This
may result in a response to the consamer 112a, informing hisv'her that the envollment

5 cannot be completed. A reason may be given to the consumer H2a {eg, “You donot
have sufficient privileges to envoll in transaction notifications for this tokendaccount.™,
ete.). However, if token A is determined to be a parent tokes fo token B, the
notification enging 116 updates, at 408, the token data structare 118 1o reflect that
token A should receive transaction notifications associated with token B in the future,

14 In some embodiments, the consumer 1123 associated with token A may also provide

one or mere notification ruleds) to be rocorded in the data structire 1R, as described
above, {0 be apphied when transactions associated with token B are identified.

With further reforence now to FIG. 5, a member of a group associated
with a token may request @ report notification of transactions associated with one or

1S mwore other tokens associated with the token (and/or with a group pavment accowst

associated with the token andfor the one or more other tokensy, such as, for example,
all tokens within the group, or specific tokens in the group {e.g., child tokens, ete}
FIG. 5 illustrates an exemplary method 300 for retrieving, by enrolled consumer 1 2s,
as assoctated with parent {oken A, a ransaction veport {as part of the report

20 notification) inclading transaction details associated with tokens A-B {and potentiatly

other child tokens, ete.).

At 502 in the method 300, the notification engine 116 receives a repost
notification reguest for a transaction report from the corsumer 112a associated with
token A {L.e., a fiest token or a user of the {irst token in this example). The request

25 may include, for example, ap identifier of tokens A andfor B {or other particular
token) andfor consumiers 1i2a andfor 112b (e g, a token identifier, etc), a defined
transaction interval {e.g., today, last week, last 13 days, last 30 days, ¢le., merchant
vategory criteria, location eriteria, andfor other suitable criteria regarding transactions

o be included in the transaction report, ete. The notification engine 116 then accesses
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the token daty structure 118 and determines, at 504, whether, or not, token A {the first
token in this example) bas any child tokens associated therewith, The request may
also inchude specific types of data requested {and to be inchaded in transaction
reports), such as trapsaction amounts andfor merchants involved in the ransactions.

Additionally or aliernatively, the request may include limiting roles as to which

19
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transactions are returned (e, the consumer 112a may reguest a report on
transactions over the past three months, transactions taking place outside of the
geographic region, transactions of a defined transaction category, oo}

If token A (the first token) has no child tokens, the notiffcation engine
116 transmits a report notification, at 306, inclading the transaction details/data
associated with token A (and consistent with the request). MHowever, if token A has
child tokens, the notification engine 116 determines, at 308, whether token A is
envolled 1o recetve notiffcations associated with the identified child tokens {and if any
of the child tokens shouold recsive notifications). o some embodiments, enrollment
by a parent foken fo receive notifications associated with a child token indicates that
transaction defails associated with the child token are also sent with the transaction
report. Allernatively, a second notifieation vule may be selected by a member
associsted with a parent token, which indicates whether transaction details associated
with a corresponding child token are to be wansmitted in g report notification. Inany
case, i sending ransaction details associated with the child token is not mdicated by
the rude of the first token, as above, the report notification is tranamitied, at 506.

Wher token A (the fisst token) is enrolled 1o receive notifications
associated with child tokens, at 508, the notification engine 116 compiles, at 518,
trazisaction detals for cach of the child {okens (ex., token B in the system 100, cfe)
to which token A is enrolled and adds the compiied transaction details to the report
notification, which 1s then transmitted, at 506, by the notification engine 110, for
exampie, to consumer 1132a. In some embodiments, report notificalions include
fransaction details for ransactions associated with parent tokens as well as for
wdentified child tokens. The report notifications further may be transmitted, by the
notification engine 116 {or caused thereby), as simple texy files or as differemt types of
docwrend files. The report notifications may further group transaction defails
together according to associated tokens, according to ransaction dates, according o
merchants, or similar organizations.

FIG. 6 is an exemplary application interface 0600 for a transaction
notification application that may be used in conjunction with the system of FIG, 1
arwdlor any of the methods 300, 400, 300, For indance, consymer 1122 may have the
application instalied on the communication device 114a. The interface 600 displays
information associtated with child tokens of a parent token, for example, information

associated with token B of token A in the system 1060, and {ransactions associated

20
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with the child tokens, On the tterface 600, there 18 a child tokens section 602 that
displays information about each child token of the parent token. The section 603
includes a table with rows for each child token 814, a “token 137 colinmn 604, an
“enrodied™ column 606, and a “notifications” columm 608, The token 1D column 604
5 contains token identifiers for each child token 610 in the child token rows. FIG. &

displays the token identifiers as letters, but it should be understond that the identifiers
ur other embodiments may be represented differently (e.g., by an identifying number,
g name, 8 combination of letters and mumbers, svmbols, hmages, ete.).

The enrolled cotump 606 provides an indicator 612 that ix displaved

14 when the parent foken is enrolled to receive transaction notifications for the child
tokens 610 of the child token row. While FIG. 6 porirays the indicators 612 as stars,
they may be represented differently in other embodiments {e.g, as checkmarks, a
“Yes" or a “No”, other symbols, highlighting, ete). I some embodiments, a member
(e, consumer 1 2a, e may interact with the enrolled colunwm in order to eovell or

15 an-~etroll o notifications for a ohild token, For jastance, iF the interface 6040 is
displayed on a touch screen presentation vt 206, the member may toach ome of the
truticators 612 to un-enroll from notiflcatipns for child tokens A, C or D
Alternatively, the member may touch the enrolled column for ¢hild token C to envoll
in nodifications for child token B.

20 The notifications colunut 608 displays @ icon 614 when a child token
has ¢ current, recent, sndior anread notification.  As Hlustrated, the eons 614 are
represented by & circle with an exclamation poind, b, like the star indicators 612, the
wons 614 may be represented differently in other embodiments feg., a word or words
indicating something about the notification, a number indicating a number of

25 potifications, a different symbol andior word, multiple icous for nudtiple
aotifications, ete.). The member may forther interact with an icon 614 to access the
notitication for that child token. For example, in embodiments where the interface
600 is displayed on a touch sereen presentation unit 206, the member may fouch the

icon to cause the interfhce 600 to display notification information in notifications
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section 616.

Additionally or alternatively, a communication device {e.g..
conunurication device 114a or 114b, ete.} on which a notification application {e.g., an
application associated with the exemplary interface 600, etc.) is active may also notify

the aser of the commundeation device via a divect notification on the communication
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device (e.g., a “push” notification, gte. ), which may appear simply @5 a message, a
ding, or similar visual and/or audic notification on the communication device, which
may inchude transaction detatls or not.

With continued reference o FIG. 6, the notifications section 616
displays details about g transaction that n‘iggers a notification {e.g., the notification for
child token A in the child tokens section 602, ete.). The notifications section 616 may
display the transaction details in text, as shown, and/or the section may be interactive
fe.z., o membor may interast with the location feld to see the location on & map, a
mwember may interact with the amount field to get a breakdown of Bers purchased,
gte. ). While the notifications section 616 is shown as displayving a token 1D, an
amount, a location, & date, and a tinwe, it should be understoond that more, different, or
fower details may be provided in other embodiments, The notifications section 616
may be linked to the child tokens section 602 such that the content of the notification
section 616 is updated based on selections made in the child tokens section 602, For
istance, 1o FIG. 6, the row associated with child token A s shown as being
highlighted, and, as a resolt, the potification for child token A is shows b the
notifications section 616, A member may then interact with the row for child token D
and cause the transaction notification for child token D to be displayed in the
notificabions section 616,

The interface 6080 also includes a8 “Next” button 618, A member may
interact with the next button 618 1o cause the potifications section 610 1o display the
transaction details of the sext notification. For instance, the member {e.g., the
conswner |12a, elc) may interact with the pext button 618 and the transaction details
of the notification of child token D may replace the detatls of the notification of child
token A, Abernatively, the notifications section 616 may append the next details
balow the comently displayed details, forming a list of transaction details. A scrolt
har may be displaved, enabling the member to scroll betwesn multiple transaction
nutifications.

The interface 600 also meludes a “Clear™ button 620, The clear button
620 may clear the current transaction details of the potifications section 616 when the
meniher (e.g,, the consumar 1124, efc) is fimished with them, Additionally or
altermatively, the clear button 620 may cause the notification fcon 614 in the child
tokens section H02 to disappear, stgnaling to the member that there ave no morg

notifications for the child token thai need to be viewed. In other embodiments, a clear
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batton 626 may clear all of the current notifications fromy the child {oken section 602
andfor the notitications section 16

The nterface 600 firther includes a “Rudes™ button 622 that rosy
enable the member {e.g., the consumer 112a, ele)) to access the potification reles for
one of mors child tokens 61 As described above, the member may establish rules
that customize how and when the member receives notifications. The rules button
622 may, for example, enable the member to set or change histher preferred method
of notification delivery. Further, the rales bution 632 may enabie the member to

extablish additional mitations regarding desived notifleations {e.g., the member may
desire notifications only if the transaction exceeds $20.00, or only if the transaction
oocurs outside the ofty Hmits, ete.). The rules button 622 may take the member to a
separate interface (not shown} for creating andéor aliering notification rules. In some
smbodinents, the rudes bution 622 may only enable access to rules associated with the
highlighted child token {e g, child token & et f\i.temativﬂy,. the rules button 622
may enable the member to acoess preforences for all of the child tokens of the parent
tokes,

It should be understood that, in other embodiments, an application
interface may inchude more, fewer, or different featares from those deseribed above,
For instance, in some embodiments, an application interface may enable a user to
request a fransaction details report, as described in FIG. 50 In other ermbodiments, the
member may be enabled by the interface to contact the member 1o whor the child
tokeny are issued in response to recetved notifications, or {o lake ofher actions in
response fo pobifications {e.g., limiting the use of the child token, temporarily
deactivating the child token, ete.).

Further, it should be undersiood that the appHeation associated with the
inderface 604, for example, may provide the member additional modes of
notitications, such as “push™ potifications, audio notifications, vibration, email
message, SMS message, andfor volcemail message, ete.

In view of the above, the systens and methods herein may permit
identification of transactions assoctated with tokens of & paviment account and
distribution of notifications to members associated with the tokens. In particular, the
member assoclated with a parent token for the payment account may erwol 1o receive
notifications associated with subordinate tokens, or child {okens, of the payment

account. The provision of notifications o thal member of the payment accoumt
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provides visthilily of transactions assoctated with the child tokens andfor parent

tokens of the payment aceount in order to more closely track usage of the account.
Again and as previously deseribed, it shouald be appreciated that the

functions described herein, in some embodiments, may be described in computer

5 executable nstructions stoved on a computer readable media, and executable by one

or more processors. The computer readable media is a non-transitory computer
readable storage media. By way of example, and nat Hmitation, such computer-
readabie media can include RAM, ROM, EEPROM, CER-ROM or other opticad disk
storage, magnetic disk slorage or other magnetic storage devices, or any other

18 medinm that can be used to carry or stove destred program code in the form of
instructions or data struchyres and that can be accessed by a computer. Combinations
of the above should alse be incladed within the scope of conputer-readable media.

It should also be appreciated that one or more aspects of the present
disclosare transform a general-purpose computing device into a speciab-purpose

15 computing device when configured to perform the functions, methods, andfor
processes described herein.

As will be appreciated based on the foregoing specification, the above-
deseribed embodiments of the disclosure may be implemented using computer
prograving or enginesring techniques including computer software, fmware,

20 hardware or any combination or subsel thereof, wherein the techoiosd effect may be
achicved by performing at least one of the following operations: (a) identifying
transaction data for a transaction associated with a child token; (b identifving. in g
data structure, a parent token with which the child token is assoeiated, where the
parent token iy enrofled to receive a notification for the transaction associated with the

25 child token; () ransmitting & notifieation to a communication device of a group
member associated with the parent token 1n response to the transaction involving the
child token, where the notification includes {ransaction data associated with the
transaction such that the transaction is thereby identified to the group member akomg

with the associated transaction data; {d) ernwolling the child token to receive a

L3
fol

notification for the transaction associated with the child woken, and transmiiting a
aotifivation t a conununication device associated with the child token in response to
the transaction; () compiling the notification based on at feast one notification rule of
the parent foken, the at least one notification nade indicating a content of the

notification andfor 8 method of delivery of the notification; (¥} receiving a reguest for

24
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a report notification Hom the group member, where the request inchedes a defined
terval, and compiling the notification as a report notification based on the defined
interval,

Exemplary estbodiments are provided so that this disclosure will be
thorough, and will fally convey the scope o those who are skilfed in the art.
Numermis specific details are set furth such as examples of speeific components,
devices, and methods, 1o provide a thorough understanding of embodiments of the
present disclosare, 10will be apparent to those skilled in the art that specific delails
aexd not be emploved, that example embodiments may be embodied in many
different forms and that neither should he construed to Hinit the scope of the
disclosure. In some exarople eotbodiments, well-known processes, well-known
device stnictures, and well-known technologies are not described in detail,

The termivology used horetn is for the purposs of deseribing particelar
exemplary embodiments only and is pot itended to be louting. As used herein, the
simuar forms "a” “an,” and “the’” may be intended to mclude the plural forms as
well, unless the context clearly indicates otherwise, The terms “comprizes ™
“eomprising,” “including,” and “having,” are inclusive and therefore specify the
presence of stated features, integers, sieps, operations, elements, andfor components,
but do not prechide the presence or addition of one or wore other features, integers,
steps, operations, clemenis, components, and/or groups thereoll The method xteps,
processes, and operations described herein are not 10 be construed as necessarily
reguiring thelr performance in the particalar order discussed or Hlusirated, unless
specifically identified as an order of performance, R i also fo be understood that
additional or alternative steps may be emplaved.

When a feature is referred 1o as being “on,” “engaged 10, “conpected

bLIE%Y

to,” “coupled fo,” “amociated with,” “inchded with,” or “in communication with™
another feature, it may be directly on, engaged, comnected, coupled, associated,
included, or in communication to or with the other feature, or intervening features
nway be prosent. As used hergin, the term "andéor” includes any and all combinations
of one or more of the assoctated histed ftems.

I addition, as ysed herein, the term product may inchude a good andfor

As used hereln, a token {e.g., & payment token, olc.) generally is an

glectronic data set that includes credentials that may be used in a purchase transaction

Tl
A
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f place of wraditional payment credentials. Typically, the credentials for the token are
uniguely associated to a computing device {e.g., a portable commuieation device,
ete.), for example, 1o which the token is provisioned. Because the token is directly
associated to the computing device, theft of the token may be inconsequential to the

5 user, singe the token is unusable if not used in conjanction with the proper computing
device, Thus, the use of the token can enable electronic payment transactions
uvolving the computing device with greater securify without a sacrifice to efficiency
or conventence, The systemss and methods heretn s oay also include, as
appropriate, generating andfor assigning the tokens to consumers and provisioning the

14 tokens to computing devicss associated with the consumers.

Althongh the terms first, second, third, ete. may be wsed herein to
deseribe various featores, these featares should not be Hmited by these terow. These
terms may be only usad to distinguish one feature from another. Terms such as
“first,” “second,” and other munerical terms when ased herein do not imply a

1S sequence or order unfess clearly indicated by the context. Thus, a first feature
discussed herein could be termed a second feature without departing from the
teachings of the example embodiments.

The foregoing deseription of exemplary embodiments has been
provided for purposes of Hlustration and dexcription. It is not intended 1oy be

20 exbaustive or to imit the disclosure. Individual slernents or feagures of a particular
embodiment are generally not Himited to that particular embodiment, but, where
applicable, are interchangeable and can be used in g selected embodiment, even 1 not
specifically shows or deseribed. The same may also be varied v many wavs. Such
variations are il 1o be regarded as a departure from the disclosure, and ali such

25 modifications are intended 1o be included within the scope of the disclosure.

26
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CLAIMS
What is claimed is:
i, A compuler-implomented method for notifving a group menther

5 associated with a pavent token of one or more ransactions involving a child token to
payment account, the method comprising:
wlentifying, by a computing device, transaction data for a transaction
associated with a child token;
identifving, by the computing device, in a data structure, a parent token with
14 which the child token is associated, the parent token envolled to receive a natification
for the transaction associated with the child token; and
transmitting, by the computing device, a nolification {0 & communication
device of a group member associated with the parvent token in respoase to the
transaction involving the child token, the notification including transaction data
1S associated with the transaction such that the transaction is thereby identified to the

group member along with the associated transaction data.

2. The compater-implemented method of claim 1, further comprising:

enrolling the chuld oken 0 recetve a notification for the transaction assoctated
2 with the child 1oken; and

transmitting, by the computing device, a notification to a compumication

device associated with the child oken in response to the transaction,

3 The computer-implemented method of claim 1, whersin the
25 notification inclades at feast one of an email message, an SMS message, a voicemiil

message, and a web-based application message.

4, The computer-implemented method of clatm 1, wherein the

notification inchides at feast one of a name associated with the ohild (oken, a

L3
fol

iransaction amount for the rransaction, 3 transaction location for the transaction, and a

fransaction category for the transaction,

3, The computer-implerented method of claim 1, fothey comprising
compiing, by the computing device, the notification based on at least one notification

Lol
~d
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rade of the parent token, the at Jeast one notification nude indicating a vountent of the
notification andéor a method of delivery of the notification;
wherein trnsmitting the notification includes transmitiing the compiled

notification,

4. The computer-tmplemented method of claim §, further comprising
receiving, by the computing device, a request for a report notification fram the group
member, the reguest including a defined interval;

wherein identifying transgotion data for a transaction associated with a child
token includes tdentifying transaction data for nwiltiple transactions associated with
the chibd token within the defined interval; and

wherein transmitting a notification inclades transmitting the report netification
to the cmmunication device of the group member, in responss to the request for the

report notification.

The computer-implemented method of olaim [, wherein identifying
transaction data for a transaction includes identifying said transaction; and
wherein transmitting a notification includes transmitting 4 transaction
noetification to the conunanmication device of the group member in response to
idertifyving said transaction, the ransaction notification specific to said identified

fransaction,

&. A system for distriboting notifications among tokens, the system
comprising:
at feast one memory device including a token data structure baving at least one
notification rule associated with a pavent token, and having an association betwenn the
parent token and at least one child token; and
2 PIOCESSOr i communication with the &t {east one memary device, the
processor configured to
wdentify a transaction (o a paviment account tiated with a child token;
identify, in the token daig structure, the parent token as associated with
the child token, and identify a comupnmication devies of & member associated

with the parent token; and

28
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fransnit a notification to the identified communication device, in
responss to the identified transaction, when the parent token is enrolled to
receive notifications for transactions nitiated by the oluld token and based on

the at least one notification rele associated with the parent token in the token

3 dala structure.
9, The systent of elaim &, wheredn the at least one notification rule

includes a proforved method of delivery of the notification to the comnunication
device of the member associated with the parent token; and
10 wherein the processor is configured to transroit the notification as defined by

the preferred method of delivery.

14, The system of claim 9, wherein the notification includes a fransaction

notification: and

13 wherein the processor is contigurad to ransmit the notification in near real
Lime.
il The svstem of claim 8, wherein the at least one notification rule

defines a content of the polification {0 inchsde a deaignation axsoctated with the child
2 token, an amount of said transaction, and a nwoe of a merchant involved in said

fransaction,

12, The system of elaim 11, wherein the at least one notification rule
further defines a ransaction ameunt threshokd; and
25 wherein the processor is configured to tonsimit the notification 1o the
cofmenurication device only when the amount of said ransaction exceeds the

transaction amount threshold.

13, The system of elaim {2 wherein the at east one notification rule

L
f

farther defines a merchant category criteria for satd transaction; and
wherein the processor is configured to transmit the notification to the
conunurication device only when sald transaction involves a merchant that satisties

the merchant category criteria.

o

29
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14, The systen of claim §, wherein the processor is further configured o
access transaction data for a defined interval, for the pavment account, in
response 1o a report notification reguest from the member associated with the parent

token; and

3 transmit & report notiffcation to the comanmication device of the member,
i3, 'the system of claim 14, wherein the processor is fwther configured 1o

receive a notification enrollment message including an identifier associated
with the child token and an identifier associated with the pavent token; and
10 update potification enreliment data for the parent token to receive notifications

associated with the fransactions of the chifd token.

16, A non-transitory conmputer readable storage media including computer
executable instroctions for providing child token notifications, which when executed
1S by at loast one processor, cause the at least one processor koo
recetve g request associated with a parvent token for fransaction data associated
with transactions initiated by at feast one child token refated to the parent token;
identify the transaction data associated with the transactions injtiated by the at
feast one chold {oken; and
20 cause a notifieationy, including at least a portion of the identified transaction
data, o be transmitied (o a communication device of a member associated with the
parent foken, thereby permitting the member fo review the {ransactions inbiiated with

the at least one child token.

25 17, The non-transitory computer readable storage media of elaim 16,

whaerein the at {east one child token includes mualtiple ohild tokens.

I8, The non-transifory computer readable storage media of claim 16,

wherein the computer excontable instructions, when execuoted by the at least one

L3
fol

processor, further cause the at least one processor tor
identity a fransaction assoctated with the at least one chuld foken as part of

wentifving the fransaction daty; and
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when {he parent loken is enrolied 1o receive fransaction notifications, cuase a
fransaction notification for the identified transaction to be transmitted to the

commumeation device of the member associated with the parent token.

19, The non-transitory computer readable storage media of claim 18,
wherein the computer executable instroctions, when executed by the at leaxt ong
processor, fuwrther cause the at jeast one processor 1o, when the af least one child token
s enrolled to receive ransaction notifications, cause a transaction notification for the
wdentified transgetion (o be transmitted to a commaunication device associated with the

at least one child token,

20, The non-tramsitory computer readable storage media of claim 19,
wherein the computer executable instructious, when executed by the af least ong
processor, further canse the at least one processor 1o

receive a request by the parent token for a notification rule change for
notifications associated with the at least one child token; and

record the notification rale change to a token data structure;

wherein the transaetion notification for the identified transaction 15 fransmtted
to the communication device of the member associated with the parent token onldy

when the potification rule change s satisfied.
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