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(57) Abstract: An RF emitter sensing device is provided comprising an antenna circuit and an estimator configured to output, for
one or more incoming signals-ot-interest (Sol), either or both of an estimated range to the emitter of each Sol, and estimates for one
or more angles corresponding to the 3D angle-of-arrival (AoA) of each Sol, wherein: the antenna circuit has a plurality of ports that
each output an output signal containing the one or more Sol, the antenna circuit including one or more multi-port antennas, each
multi-port antenna having two or more ports, each multi-port antenna being configured to pick up a combination of one or more E-
field signals and one or more H-field signals from each Sol, in a common volume of space.
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ELECTRICALLY SMALL, RANGE AND ANGLE-OF-ARRIVAL
RF SENSOR AND ESTIMATION SYSTEM

FIELD OF THE INVENTION

[0001] The present invention relates to systems designed to detect and estimate the angle
of arrival (AoA) or direction of arrival (DoA) of propagating waves such as electromagnetic
waves and also characterize their polarization and also estimate the range to the emitter of a
wave. Systems that provide both AoA and range estimation are commonly called passive
geolocation systems. AoA estimation systems are also commonly referred to as direction
finding (DF) systems. More specifically the present invention relates to an RF emitter sensing
system that includes in its antenna system what is known in the literature as a p cross m
antenna (PxXMA) element, and in particular, PXMA embodiments that maintain high front-to-
back ratio (i.e. high directivity) to arbitrarily low frequency. More specifically the present
invention relates to an RF emitter sensing system that processes the signals from the antenna
system that includes a high directivity at arbitrarily low frequency PXMA to (1) enable self E-
field and H-field sensitivity calibration, (2) mitigate self noise, (3) mitigate homogeneous
environmental noise, (4) mitigate multipath such as from sky-wave versus ground-wave
paths, and (5) enable accurate AoA and polarization characterization of signals so weak that
they are below the noise floor of, and cannot be received by, a standard receiver intended to
receive and demodulate the signal of interest, and (6) enable accurate estimation of the range

to the emitter.

BACKGROUND OF THE INVENTION

[0002] A key problem of current DF systems is their large size, weight, power
consumption, and setup time, when they must operate at low frequencies, such as a less than
a few MHz. For many years, the government has advertised requests for proposals to solve
this problem. Many journal articles from radio operators to government researchers to
university professors, have been written attempting to solve this problem. What is desired is
an RF emitter sensing device that operates at low frequencies and particularly at less than a
few MHz, that is also small enough to be handheld or man wearable (e.g. contained within a
backpack or in an operators clothing), or small and light enough to fly on a miniature
unmanned aerial vehicle (UAV). The disclosed RF emitter sensing device is a solution to this
long-standing problem. The disclosed RF emitter sensing system includes (a) antennas that

are unique in that they are extremely wide bandwidth and their directivity (i.e. front-to-back
—1--



WO 2016/053441 PCT/US2015/040328

ratio) improves as the frequency goes down, allowing the DF system to operate to arbitrarily
low frequency regardless of how small it is, and (b) signal processing methods to enhance its
sensitivity and accuracy to help mitigate the fact that the energy collection area of the
miniature antennas is small. The small high directivity antennas and the signal processing

methods, taken together, create the long asked for DF system.

[0003] The angle-of-arrival (AoA) or direction-of-arrival (DoA) of a signal of interest
(Sol), along with range and polarization, can be expressed in a spherical coordinate system,
such as pictured in FIG. 15. Standard geometric rotation and translation calculations can be
used to change on object’s pose (position and orientation) within a coordinate system or to
convert a pose between coordinate systems. In this document we will use the term AoA to
mean either a single angle, such as azimuth, or the combination of angles, such as azimuth

and elevation, in a defined coordinate system.

[0004] For example, in an earth-centric 2D planer coordinate system with the plane
parallel to a point on the earth’s surface, AoA typically means an azimuth angle, or in other
words, a compass direction. The plane could be pictured as the x-y plane in FIG. 15. Azimuth
is sometimes measured as a counter-clockwise angle from east where O degrees means due
east, 90 degrees means due north, and the angular range covers from 0 to 360 degrees. With
this azimuth angle definition, in FIG. 15, there would be no z-axis since it is a 2D coordinate
system, the x-axis would aim due east, the y-axis would aim due north, and ? would be the

azimuth angle.

[0005]  For another example, in an earth-centric 3D coordinate system, AoA typically
means a combination of angles, an azimuth-angle and an elevation-angle. The elevation-angle
is typically understood to be an angle covering -90 to 90 degrees relative to a plane parallel to
the surface of the earth, where 90 degrees means straight up from the earth’s surface toward

outer space, —90 degrees means straight down toward the center of the earth, and O-degrees

means parallel to the earth's surface. Given this elevation angle definition, in FIG. 15, 90-6

degrees would be the elevation angle.

[0006] Depending on the application, the desired output of the RF emitter sensing system
may be either 2D or 3D. Typically, different applications have different lists of desired
outputs that also include items such as the Sol’s polarization, frequency, magnitude, duty-

cycle, peak-to-average ratio, repetition rate, modulation type, event time and the confidence

D
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level of these estimates. A confidence level is a statement such as 95% of the estimates will

have an error of less than a given amount like, for example, 1 degree, or 10 Hz, or 2 dB, etc.
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Direction Finding Background

[0031] Reference 1 and Reference 2 are easy to read introductions into the theory of
direction finding that discuss and compare various techniques used to implement DF systems.
Reference 3 gives an overview of different antenna systems used in DF systems. Reference 4
and Reference 5 provide in-depth treatments of direction finding techniques. A tremendous
amount of effort has gone into calibrating or mitigating errors in DF systems. Reference 5,
Reference 6, Reference 7, and Reference 8 provide in-depth background on error mitigation
and calibration techniques. Reference 9 through Reference 16 provide detailed theoretical and

practical background into a p cross m antenna element, which we will call a "PxMA"

element. The practical realizations shown in Reference 11 and Reference 15 show the
operation of a PXMA embodiment that operates to an arbitrarily low frequency, as opposed to
antennas such as those shown in Reference 17 through Reference 23, which include multiple
elements, such as loops and dipoles/monopoles or slots and dipole/monopoles, multiple slots,
or multiple dipole/monopoles and have PXMA characteristics over a passband that does not

extend to an arbitrarily low frequency.

[0032] To find the source of RF emissions, it is desirable to have a small, man portable,
RF emitter sensing system. There are many uses for RF emitter sensing systems. They can be
used to track or find objects that have an RF transmitter, like an emergency beacon, or
animals whose daily habits or migratory habits are being studied. As the use of wireless
devices for remote sensing, remote control, voice and data communication, and a plethora of
applications has expanded, as well as the use of digital devices that radiate unintentionally,

the likelihood of improperly radiating RF energy at levels beyond regulatory standards has

--5--



WO 2016/053441 PCT/US2015/040328

likewise expanded. Equipment operating at levels beyond regulatory standards can cause
harmful interference. Often, the source and location of the improper emissions is unknown.

RF emitter sensing systems are used to find the aberrant transmitter.

[0033] Victim systems to an aberrant transmitter can have a large antenna-system such as
a large antenna, or a large array of antennas, that can collect significant energy even from
small signals. This fact gives them high sensitivity, causing them to be disturbed by small
aberrant signals. On the contrary, a portable DF system must have a small antenna or
antenna-system; otherwise, it is not portable. As such, it cannot collect as much energy as the
large antenna-system. Not only is the sensor smaller, but the location of the sensor is often
poor. For example, the victim system might be strategically located near the top of a tall
tower or building. In contrast, to maintain easy and covert portability the DF antenna may be
only waist or head high. Thus, it will be appreciated that a method for obtaining a high signal
to noise ratio, even with a small poorly located antenna-system, is needed for a man portable

DF system.

[0034]  Another difficulty in realizing an effective RF emitter sensing system is that
propagating waves reflect off of and diffract around random objects like mountains,
buildings, the ground, rocks, cars, trucks, people, etc. and also refract off of the ionosphere.
In contrast, waves from objects and nearby reflections that are far away relative to the size of
the RF emitter sensing system's antenna array are seen as essentially plane waves, the waves
from nearby sources can often be much more spherical when the RF emitter sensing system's
antenna array is relatively large. A plane wave collected by an array produces a distinct
pattern of amplitudes and phases at the ports of the antenna system, allowing the direction of
the plane wave to be estimated. But a spherical wave from an unknown direction and with an
unknown radius typically produces a pattern of amplitudes and phases at the ports that can be
confusing and does not match a plane wave. Thus, it will be appreciated that a method is
needed that can estimate the AoA with a very small array so that even close-by signals still

appear planar enough to give accurate AoA estimates.

[0035]  Another difficulty in realizing an effective DF system, especially a portable one, is
the tight mechanical and electrical tolerances required across a plethora of interconnected
items that must all work together in order for a DF system to perform its function. Many DF
systems are based on using a loop (sometimes made as a slot) antenna for a magnetic (H-
field) sensor and a dipole or monopole antenna for a electric field (E-field) sensor. Assuming

their relative position is known and relatively close together, such as less than 1/2 wavelength
—6--
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apart, the outputs of these antennas can be adjusted in magnitude and phase and then summed
80 as to create a cardioid pattern in a passband that is useful for direction finding. The
problem is that these loop/dipole combinations do not work (i.e., provide high directivity) to
an arbitrarily low frequency. The sensitivities of the different elements to the E and H field
components of the incident electromagnetic (EM) field must be extremely well matched in
order to produce a reasonable cardioid pattern (i.e., one with a back to front ratio of -15 dB or

better) so that AoA estimation can be done accurately.

[0036]  This sensitivity-matching is problematic because the loop antenna and the dipole
antenna don't inherently share the same sensitivity, impedance, frequency response, or
impedance versus frequency. Moreover, while broad-banding approaches may be used, these
antenna elements as well as their matching networks are resonant and thus narrowband
devices. Beyond these differences, when the elements are separately matched and amplified,
the signal chain for the loop antenna and the dipole antenna must match and be stable across
all frequencies. The signal chain components include impedance-matching circuits,
transmission line lengths, and gains/losses and delays in amplifiers, mixers, switches, filters,
etc. that make up the multiple signal paths. To end up with a cardioid pattern requires all
these to match at all frequencies of interest. The inability to maintain tight mechanical and
electrical tolerances causes reduced reliability and higher AoA estimation errors. Steps taken
to improve or mitigate sensitivity to these tolerance issues typically require offline calibration
measurements and cause increased expense, complexity, size, weight, and power use. In light
of these difficulties, it will be appreciated that a DF system is needed that that is inherently
broadband at low frequencies, inherently calibrated, and can not only estimate the AoA using
one or more small EM sensor elements, but is also non-resonant, enabling it to accurately

capture the waveform shape to aid in its identification or characterization.

[0037]  While the above paragraph speaks to the problems for a single vector field sensor,
when an array of these sensors are used, the matching must extend across multiple vector
sensors. Thus, it will be appreciated that it would be advantageous for the RF emitter sensing
system to use a vector field sensor that has an extremely repeatable cardioid pattern, transient
response, and sensitivity across multiple units. In other words, the sensor should be highly

immune to mechanical and electrical tolerances.

[0038]  Another difficulty is that there is need for the man portable DF system to operate at
low frequencies, yet at broad bandwidths. While a tuning network can be employed, it must

be set for one center-frequency at a time, providing only one narrow band of operation at a
-7--
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time. Use of tuning networks also slows reaction time and adds weight, cost, complexity, and
a controller to manage its settings. Thus it will be appreciated that a method for obtaining
wideband operation without tuning, including down to arbitrarily low-frequency, is highly

desirable.

[0039] At higher frequencies, wideband antennas such as spirals, log periodic, and Vivaldi
antennas are sometimes used. But these antennas introduce a beam pattern (including
magnitude, polarization, and group delay as a function of angle) whose magnitude and
polarization is not symmetric about the main axis. Furthermore, the non symmetry varies
from unit to unit since it is sensitive not only to mechanical tolerances, but also to the
electrical tolerances of the matching networks (such as a quadrature-hybrid’s magnitude and
phase balance). All these non-symmetric factors are important, especially for a fully
polarimetric DF systems. These non-symmetries limit the system’s accuracy not only in
estimating the AoA, but also with respect to the polarization and time/frequency properties of
the waveform. Thus it will be appreciated that a method for obtaining a symmetric beam

pattern that is insensitive to tolerances and matching networks is needed.

[0040]  Another difficulty is that man portable RF emitter sensing systems are repeatedly
assembled, disassembled, carried around, packed and unpacked. This man-handling makes it
all the more difficult to maintain tight tolerances. In practice, even though a RF emitter
sensing system might be made to work in a lab environment, the harsh environment of a man
portable system can cause RF emitter sensing systems to give un-reliable results, or to simply

stop functioning altogether.

[0041] It would therefore be desirable to have, and is the object of the invention to
construct, a small man-portable DF system that simultaneously (1) allows and has electrically
small antenna elements with the ability to operate at arbitrarily low frequency, (2) has high
sensitivity even though the antennas are electrically small, (3) is small, light-weight, low-
power and low-cost (4) has disassembly and assembly times, and set-up tolerances, that are
easy to maintain in a harsh, man-portable environment, (5) provides accurate AoA,
polarization, and range estimates, and (6) provides the accurate AoA, polarization, and range

estimates quickly.

SUMMARY OF INVENTION

[0042] The invention discloses the use of one or more PXMA elements in an RF emitter
sensing system that estimates one or more of, the direction of arrival, the polarization, and the

--§--
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range, to an emitter, where the PXMA element maintains high directivity (i.e. high front-to-
back ratio) to arbitrarily low frequencies and where the PXMA element is comprised of one or
more pairs of conductive surfaces offset from one another comprised of a first conductive
surface and a second conductive surface with one or more pairs of ports, or port-pairs,
wherein each port-pair has a first port and a second port, and wherein each port is formed by
a connection to the two conductive surfaces, and wherein each port-pair forms a loop going
from the first terminal of said first port, through said first conductive surface to the first
terminal of said second port, through said second port to the second terminal of said second
port, and through said second conductive surface to the second terminal of said first port, and
through the first port back to the first terminal of the first port to complete the loop. In some
embodiments, when there is both a first port-pair and a second port-pair connected to a pair
of conductive surfaces, a construction line going between said first port-pair and a
construction line going through said second port pair are preferred to be at 90 degrees to each
other. When a pair of conductive surfaces has two pairs of ports, it is called a QPA for quad-
port-antenna. When a pair of conductive surfaces has one pair of ports, it is called a DPA for
dual-port-antenna. When three pairs of conductive surfaces are centered on a common center
point to occupy a common volume of space, and each conductive surface pair attaches to one
port pair, the antenna is called an HPA for hex port antenna. When three pairs of conductive
surfaces are centered on a common center point to occupy a common volume of space, and
each conductive surface pair attaches to two port pairs, the antenna is called a DHPA for dual

hex port antenna or 12-PA for 12-port-antenna.

[0043] FIG. 3 illustrates a DPA where the conductive surfaces are 305 and 310 and the
port-pair is on opposite edges of the conductive surfaces. FIG. 4 illustrates a DPA where the
pair of conductive surfaces are 305 and 460 and the port-pair is on opposite edges of
conductive surface 305, and conductive surface 460 is larger than conductive surface 305
such that conductive surface 460 can be thought of as a ground plane that may be place on the
ground or some large object such as an aircraft wing or roof top. As opposed to the surfaces
bending less than 90 degrees extending outward to make the port connection points farther
apart, the surfaces can also be bent greater than 90 degrees to make the port connections
closer together than the extent of the conductive surfaces. Similarly, the conductive surfaces
can have a protrusion to establish the connection to a port, also allowing the extent of the
surface to extend past the port positions. FIG. 5 illustrates a DPA where the conductive

surfaces 505 and 510 wrap around a cylinder and the port-pair is on opposite edges of both
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conductive surfaces. This shape flexibility allows the antenna to be optimized for various

load impedances and to fit in the space needed by different applications.

[0044] The invention also discloses a QPA having four ports and comprised of a pair of
DPAs that share the same volume of space and the same conductive surfaces. FIG 6 is a
mechanical drawing of a QPA. It shows a pair of PXMA elements that share a common pair
of conductive surfaces 605 and 610, where one pair of ports, or port-pair, is oriented
orthogonally to the other port-pair. One DPA uses a port-pair comprised of port-1 and port-2
in FIG 6. The other DPA uses a port-pair comprised of port-3 and port-4 in FIG 6. FIG 7 is a
mechanical drawing of another QPA embodiment where a pair of DPAs share a common pair
of conductive surfaces 705 and 710, where one port-pair is oriented orthogonally to the other
port-pair. One DPA uses the port-pair comprised of port-1 and port-2 in FIG 7. The other
DPA uses the port-pair comprised of port-3 and port-4 in FIG 7. The QPA has the same shape
flexibility as the DPA, allowing the antenna to be optimized for various load impedances and

to fit in the space needed by different applications.7

[0045] The invention also discloses a hex or six (6) port PXMA antenna (HPA) and a
twelve (12) port or dual hex-port PXMA antenna (DHPA) that operate to arbitrarily low
frequency, and its use in a DF system. These are useful for a minimum size 3D and fully
polarimetric RF emitter sensing device embodiments. Rather than using three DPAs or three
QPAs that are oriented orthogonally to each other, an embodiment can use a single HPA or
DHPA, which allows three DPAs or QPAs to share the same volume. In other words, all six
HPA ports or all twelve DHPA ports share the same space. The spatially merged antenna
allows tighter manufacturing tolerances on keeping the twelve ports orthogonal, tighter
mutual calibration, and a smaller total volume to support six orthogonal ports, or twelve
ports. FIG 19B, is a mechanical drawing showing the DHPA configuration, while FIG 19A
shows an HPA configuration. FIG 19B shows three pairs of conductive surfaces, a first pair
la and 1b having two pairs of ports, a second pair of conductive surfaces 2a and 2b having
two pairs of ports, and a third pair of conductive surfaces 3a and 3b having two pairs of ports.
The HPA in FIG 19A is a subset with one set of ports removed such that only one pair of
ports for each pair of conductive surfaces remain. The conductive surfaces in FIG 19A and
19B are shown with a flat and square main body on the faces of a cube. But these surfaces
can take on other shapes such as being circular instead of square, or being non-flat (such as
forming the shape of a sphere instead of a cube). Similarly, part of the conductive surfaces

appear as thin wires that connect the main body of the conductive surfaces to the feed points,
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but the conductive surface can be shaped such that these connections have other shapes, such
as being triangular tapers with the same shape flexibility as a DPA or QPA. In addition to
obtaining a smaller total volume, the spatially merged antenna (1) operates better in a
multipath environment since all six EM fields are measured in the exact same location, (2)
allows tighter manufacturing tolerances for keeping the ports fixed relative to each other (e.g.
orthogonal), and (3) achieves tighter mutual calibration. In any embodiment where surfaces
have more than one port-pair (e.g. QPA, HPA, DHPA), the surface may be split into a pair of
slightly offset surfaces so that each port-pair connects to a separate surface. In all cases
(DPA, QPA, HPA, DHPA) there is also flexibility to place slits or slit patterns in the
conductive surfaces to force currents to flow in preferred directions and at preferred
frequencies if desired. Frequency selective surfaces may be used to operate at preferred

frequencies, and be relatively invisible or reflective at other frequencies.

[0046]  Multi-port antennas can be conceptually cut in half, where port-pairs are split
between the two halves, such that the first-half of the multiport antenna is the half of the
antenna that the signal arrives at first, and the other-half is the half that the signal arrives at
after it passes the first half. In this case, the ports in the first half output a signal that is
proportional to the sum of the magnitude of the E and H fields since the E and H fields have
the same sign. The ports in the other half output a signal that is proportional to the difference
between the magnitude of the E and H fields since the E and H fields have opposite signs. If
the antenna’s sensitivity to the E and H fields are matched, both the sum and the difference
output voltages have cardiod patterns but the cardiod patterns point in opposite directions.

This sum and difference operation is shown pictorially in FIG 11.

[0047]  As shown in FIG. 1A, the invention discloses an RF-emitter sensing device

including an antenna circuit and an estimator configured to output, for one or more incoming
signals-of-interest (Sol), one or more of (a) an estimated range to the emitter of each Sol, (b)
estimates for one or more angles corresponding to the 3D angle-of-arrival (AoA) of each Sol,

and (c) an estimated polarization of each Sol.

[0048] In this case, the antenna circuit has a plurality of ports that each output an output
signal containing the one or more Sol. The antenna circuit includes one or more multi-port
antennas. Each multi-port antenna has two or more ports. Each multi-port antenna is
configured to pick up a combination of one or more vectors of the E-field signal and one or
more vectors of the H-field signal from each Sol, from a common volume of space, or in

other words, the same or identical volume of space. The estimator element is configured to
11--
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output, for each Sol, one or more of (a) an estimated range, (b) an estimated AoA, and (c) an
estimated polarization. It estimates one or more angles corresponding to the AoA of each Sol
by receiving the output signals from the antenna circuit, and generating one or more of an
estimated range to the emitter of each Sol, and estimates for one or more angles
corresponding to the AoA of each Sol and an estimated polarization. The multi-port antenna
is configured such that the one or more E-field signals and the one or more H-field signals
can be isolated from each other by combining the output signals from the various ports. Each
multi-port antenna can also be configured such that each port has a nominally cardioid beam
pattern in all planes containing a common axis of symmetry about the cardioid beam pattern.
Nearly ideal cardioid beam patterns are generated by adding and subtracting weighted

versions of the isolated E-field and H-field signals.

[0049]  If needed in particular applications, the estimator may also be configured to isolate
particular signals of interest from other extrancous signals and noise. Figure 1B is a block

diagram similar to FIG 1A but that explicitly shows an isolator element.

[0050] In some applications, the isolator function can be configured at the time of
manufacturing to address well known signals in the intended application. In other
applications it is advantageous to allow a user to specify parameters that identify one set of
characteristics that represent the desired signal and another set of characteristics that
represent interference that should be rejected. Similarly, in some applications, the estimator
can be configured to output specific items such as AoA or range or polarization outputs. In
other applications it is advantageous to allow a user to define the items they want the system
to output. To address this variety of needs, FIG 1A and FIG 1B show a user input path that
sometimes may not be used, but other times may be used for defining parameters for a set of
one or more Sol, or may be used to define a set of outputs needed, or may be used to define
system states or configurations such as power-on, power-off, sleep, idle, etc. or orientations
and locations of different ports in the antenna circuit, or the orientation of the system relative
to something else, such as the orientation relative to the earth, or the orientation relative to the

vehicle carrying the DF system.

[0051] As shown in FIG. 1B, a DF system is disclosed for determining the AoA,

polarization, and range to the emitter of a signal that:

(1) contains or receives user data that includes items such as: (a) Sol-isolation-

metrics that can be used to isolate the Sol, such as one or more of: the center

—12--
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frequency, bandwidth, modulation characteristics, occurrence timing, polarization,
field strength, stability of field strength, constraints on the range of potential
angles of arrival, and known multipath geometries; (b) a list specifying one or
more desired outputs; (c¢) the antenna-system's port configuration; and (d) the time
and date and pose (position and orientation, e.g., X-, y-, z-position and roll, pitch,
yaw orientation) of a reference position on the DF system relative to an earth

coordinate system; and
(2) is comprised of:

(a) an antenna-system 101, with an output for each antenna element port, and
which includes one or more PXMA elements where the PXMA element is a pair of
conductive surfaces offset from one another comprised of a first conductive
surface and a second conductive surface with one or more pairs of ports, or port-
pairs, wherein each port-pair has a first port and a second port, and wherein each
port is formed by a connection to the two conductive surfaces, and wherein each
port-pair forms a loop going from the 