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METHOD AND SYSTEM FORDERVING AN 
ENCRYPTION KEY USNGOINT 

RANDOMINESS NOT SHARED BY OTHERS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application claims the benefit of U.S. Provisional 
Application Nos. 60/716,177 filed Sep. 12, 2005 and 60/734, 
331 filed Nov. 7, 2005, which are incorporated by reference as 
if fully set forth. 

FIELD OF INVENTION 

The present invention is related to wireless communication 
security. More particularly, the present invention is related to 
a method and system for deriving an encryption key using 
joint randomness not shared by others (JRNSO). 

BACKGROUND 

IEEE 802.11 i is used to ensure that a wireless local area 
network (WLAN) operating under IEEE 802.11 standards 
can communicate data securely by using a counter mode 
(CTR) with cipher-block chaining with a message authenti 
cation code (CBC-MAC) protocol (CCMP) encapsulation 
technique which, in turn, utilizes an advanced encryption 
standard (AES) algorithm. To achieve this goal, IEEE 802.11i 
provides two schemes that allow a pair of communicating 
nodes to derive keys that can be used to encrypt exchanged 
packets. 
The first scheme is based on an IEEE 802.1Xauthentication 

technique that requires a remote authentication server, (e.g. a 
RADIUS server). In IEEE 802.1X, an access point (AP) acts 
as a router between a wireless transmit/receive unit (WTRU) 
desiring association with the AP and an authentication server. 
The authentication server provides a public key to the WTRU 
via the AP. The WTRU can verify this public key by checking 
it with a digital certificate provided by the authentication 
server. The WTRU then derives a random secret, (i.e., master 
secret), and sends the master secret to the authentication 
server by encrypting it with the public key provided. Thus, 
only the authentication server can decrypt the master secret 
using a corresponding private key. The authentication server 
and the WTRU use this master secret to derive a master key 
(MK). The authentication server and the WTRU then derive a 
pairwise master key (PMK) from the MK. The authentication 
server provides this PMK to the AP. The AP and the WTRU 
then derive a pairwise transient key (PTK) using the PMK. A 
portion of this PTK is a temporal key (TK) that is the actual 
key used in the CCMP technique for encrypting packets. 
Because this scheme uses remote authentication servers and 
digital certificates, (which are currently expensive). Such a 
scheme is typically implemented in an enterprise WLAN. 
The second scheme that is more suitable for home or small 

business networks utilizes a pre-shared key (PSK). In this 
scheme, a 256 bit user-configurable secret key is stored on the 
communicating nodes. When the WTRU wishes to associate 
with an AP, the WTRU uses the PSK as a PMK, (without 
deriving the master secret and the MK), and derives a PTK 
and uses a portion of the PTK as a TKjust like in the IEEE 
802.1X system. 

There are at least two problems with the IEEE 802.11i 
system. First, the final TK is only as secure as the master 
secret exchanged in the case of IEEE 802.1X networks, or as 
the PSK in the case of home or small business networks. In the 
IEEE 802.1X system, an attacker can decrypt the master secret 
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2 
by stealing the authentication server's private key. In home 
networks, the PSK can either be deduced using a brute-force 
attack, (being that PSKS at home are not changed regularly or 
are generated from a “weak' pass-phrase), or by stealing the 
key. Knowing the master secret or the PSK allows the attacker 
to arrive at the identical value for the PMK, in the same 
manner as the two legitimate communicating nodes, and to 
thereafter derive an identical PTK value. Thus, knowledge of 
authentication credentials is sufficient for knowledge of 
derived encryption keys. Moreover, when keys are updated 
during a session the MK and the PMK are typically left 
untouched and only a new PTK is derived using the PMK, 
(which is Supposed to be a secret), and information 
exchanged in the clear. As the PMK does not change, the PTK 
is not fresh and is therefore not a new key. 

Furthermore, the key derivation procedure is very complex 
and it has many stages, (such as MK, PMK, PTK and TK). 
This consumes time and resources. 

Keys can be thought of as bit sequences. A perfectly secret 
random key of length N bits is an N-bit sequence S, shared by 
entities. Given all the information available in the system at 
large, anyone else’s estimation about what this key sequence 
can be is roughly equiprobably distributed over all possible 
2^N-bit sequences. 

Prior art crypto systems rely on the fact that it may be 
extremely difficult from a computational resource point of 
view to guess the crypto key. However, in most of these 
systems, once the correct guess is produced, it is very easy to 
verify that this is indeed the correct guess. In fact, the prior art 
implies that this is applicable to any public-key system, (i.e., 
one where the encryption key is made public, while the 
decryption key is kept secret). 
By way of example, assume that p and q are two large prime 

numbers and spa, it is well known that the problem of 
factoring a product of two large prime numbers is extremely 
computationally difficult. If a party chooses p and q in secret 
and makes publicly available their products, which is then 
used as an encryption key for an encryption system, it cannot 
be easily decrypted unless one knows p and q. An eavesdrop 
per wishing to intercept an encrypted message would likely 
start by attempting to factors, which is known to be compu 
tationally difficult. However, if the eavesdropper guesses p, it 
will quite easily verify that it has the right answer. The ability 
to know that the right answer was obtained with a guess 
differentiates computational Secrecy from perfect secrecy. 
Perfect secrecy implies that even if the attacker guesses the 
key correctly, it will have no ability to determine that it has 
indeed done so. 

It is therefore desirable to generate encryption by keys 
without the limitations of the prior art. 

SUMMARY 

The present invention is related to a method and system for 
deriving an encryption key using JRNSO. Communicating 
entities generate JRNSO bits from a CIR estimate and the 
JRNSO bits are used in generation of an encryption key. The 
authentication type may be IEEE 802.1X or a pre-shared key 
system. In an IEEE 802.1X system, an MK, a PMK and/or a 
PTK may be generated using the JRNSO bits. The encryption 
key may be generated by using a Diffie-Hellman key deriva 
tion algorithm. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a system including two com 
municating entities for deriving a secret key in accordance 
with the present invention. 
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FIG. 2 illustrates a problem of discrepancy of CIR esti 
mates due to different starting points at a first node and a 
second node. 

FIG. 3 is a flow diagram of a process for deriving a secret 
key in accordance with the present invention. 

FIG. 4 is a flow diagram of a process for deriving an 
encryption key using JRNSO bits in accordance with one 
embodiment of the present invention. 

FIG. 5 is a flow diagram of a process for deriving an 
encryption key using JRNSO bits in accordance with another 
embodiment of the present invention. 

FIG. 6 is a flow diagram of a process for deriving an 
encryption key using JRNSO bits in accordance with yet 
another embodiment of the present invention. 

FIG. 7 is a flow diagram of a process for deriving an 
encryption key using JRNSO bits in accordance with still 
another embodiment of the present invention. 

FIG. 8 is a flow diagram of a process for deriving an 
encryption key using a Diffie-Hellman key derivation algo 
rithm in accordance with the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

Hereafter, the terminology “WTRU” includes but is not 
limited to a user equipment, a STA, a fixed or mobile sub 
scriber unit, a pager, or any other type of device capable of 
operating in a wireless environment. When referred to here 
after, the terminology AP includes but is not limited to a 
Node-B, a base station, a site controller or any other type of 
interfacing device in a wireless environment. 
The features of the present invention may be incorporated 

into an integrated circuit (IC) or be configured in a circuit 
comprising a multitude of interconnecting components. The 
present invention may be implemented as digital signal pro 
cessor (DSP), software, middleware, hardware, applications 
or future system architecture. The elements may be sub 
components of a larger communication system or ASIC and 
Some or all of the processing elements may be shared for other 
elements. 

In a wireless communication system, while correlated ran 
dom sources are a priori difficult to produce without prior 
communication, a wireless channel provides just such a 
resource in the form of a channel impulse response (CIR). 
Specifically, in certain communications systems, two com 
municating parties, (e.g., Alice and Bob), will measure very 
similar CIR estimates. Wideband code division multiple 
access (WCDMA) time division duplex (TDD) systems have 
this property. On the other hand, any party not physically 
co-located with Alice and Bob is likely to observe a CIR that 
has very little correlation with that of Alice and Bob. This 
difference can be exploited for generation of perfectly secret 
keys. The channel is the source of JRNSO and the CIR esti 
mations are the samples taken from the channel. 
A Diffie-Hellman key derivation procedure is explained 

hereinafter. Alice and Bob agree to use a prime number p and 
a base g. Alice chooses a secret integera, then sends Bob g” 
mod p. Bob chooses a secret integer b, then sends Alice g” 
mod p. Alice computes (g” mod p)" mod p. Bob computes (g" 
mod p)" mod p. (g” mod p)" mod p and (g" mod p)" mod pare 
the same. As an example, Alice and Bob agree to use a prime 
number p=23 and base g 3. Alice chooses a secret integer 
a=6, then sends Bob g” modp=3 mod 23–16. Bob chooses a 
secret integer b=15, then sends Alice g” mod p=3' mod 
23–12. Alice computes (g” mod p)" mod p=12 mod 23–9. 
Bob computes (g" mod p)" mod p p=16" mod 23–9. 
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4 
Much larger numbers are needed to make this scheme 

secure. If p is a prime number greater than 300 digits, and a 
and b are greater than 100 digits, it would be practically 
impossible to attack since Such calculations are too resource 
intensive, (even for the legitimate communicating parties). As 
Such, this prevents such a protocol from being implemented 
on mobile devices where battery power is limited. 

If one (or both) of the numbers p or g is agreed upon 
secretly by using JRNSO, this would allow the two commu 
nicating nodes to use Smaller numbers for a, b, p and/or g, 
while achieving comparable security. The Diffie-Hellman 
shared key can either act as the encryption key or be used to 
encrypt and send the actual encryption key. Smaller numbers 
used can make the key derivation process less resource inten 
sive, thus allowing it to be used on mobile devices. 

FIG. 1 is a block diagram of a system 100 including two 
communicating entities, (a first node 110 and a second node 
150), for deriving JRNSO bits and a secret key in accordance 
with the present invention. One of the entities may be a 
WTRU and the other may be an AP. For simplicity, a point 
to-point communication system having only two communi 
cating entities 110, 150 is described in FIG. 1. However, the 
present invention may be applied to a point-to-multipoint 
communication system involving more than two entities. It 
should also be noted that the first node and the second node 
are essentially the same entities including the same elements, 
but for simplicity, FIG. 1 depicts only relevant elements for 
the first node and the second node, as the first node is assumed 
to take a lead in generation of the JRNSObits and a secret key, 
which will be explained in detail hereinafter. 

In accordance with the present invention, one of the com 
municating entities takes a lead. It is assumed that the first 
node 110 takes the lead. The first node 110 includes a channel 
estimator 112, a post-processor 114 (optional), an error cor 
rection encoder 118, a synchronization code generator 120 
(optional), a secret key generator 116 and a multiplexer 122. 
The channel estimator 112 of the first node generates a CIR 

estimate 113 based on received signals 111 from the second 
node 150. The channel estimator 152 in the Second node 150 
also generates a CIR estimate 153 based on transmissions 
sent by the first node 110. The outputs of the channel estima 
tors 112, 152 are digitized representations of the CIR esti 
mates. Any prior art methods may be used for generating the 
CIR estimate. For example, the entities 110, 150 may send 
special signaling or a pilot sequence to the other node for 
aiding the generation of the CIR estimates. The CIR estimates 
may be generated and stored in any way including, but not 
limited to, in a time domain, in a frequency domain or may be 
represented using an abstract vector space, or the like. The 
method for generating the CIR estimate and representation 
scheme should be the same in both the first node 110 and the 
second node 150. 

Depending on the implementation, only partial informa 
tion of the CIR estimate may be reciprocal, and therefore, 
Suitable for generation of a common secret key. For example, 
the entities 110, 150 may choose to utilize only amplitude/ 
power profile information of the CIR estimate and may ignore 
the phase information. 
The post-processor 114 may optionally process the CIR 

estimate using prior art methods. The post-processor 114, 
(such as a low-pass filter or an interpolating filter), removes 
noise and redundancies. The post-processor 114 is also nec 
essary in the case where the entities are equipped with mul 
tiple antennas for multiple-input multiple-output (MIMO) 
and therefore differences in the number of antennas and 
antenna patterns may cause the CIR estimates to differ. In this 
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case the entities 110, 150 may have to exchange information 
about their antenna configuration. 

Because of channel reciprocity, the CIR estimates gener 
ated by the first node 110 and the second node 150 are 
expected to be very similar. However, there are three main 
error sources that introduce discrepancies in the CIR esti 
mates. First, the channel reciprocity assumes simultaneous 
estimation of the channel at both entities. Differences in the 
simultaneity result in some difference in channel estimates. 
Second, the digitized CIR estimates may need to be synchro 
nized with respect to the starting point. For example, if the 
CIR estimates are digitized in time domain, the start of the 
meaningful portion of the CIR estimate may occur at a dif 
ferent place with respect to the reference Zero-time in the two 
entities 110, 150. This problem is illustrated in FIG. 2. As 
another example, if the CIR estimate is stored using fre 
quency domain representation, a different starting frequency/ 
reference phase may be assumed in determining the storage 
parameters. Third, the CIR estimates also differ due to errors 
caused by interference which is inherent in wireless commu 
nication. 
As to the first source of error, in order to ensure simulta 

neity in channel estimation, the channel estimation timing 
may be tied to a specific system time. Such as a radio frame or 
slot boundary. Alternatively, a synchronization signal maybe 
embedded in the signals, (such as pilot signals), which the 
entities 110, 150 transmit to support channel estimation. Syn 
chronization may be obtained from Such pilot signal without 
requiring embedding of a special signal. Alternatively, chan 
nel estimation may be performed with reference to an abso 
lute time reference. Such as a global positioning system 
(GPS). Alternatively, a roundtrip delay may be measured and 
synchronization may be achieved based on this roundtrip 
delay. 
As to the second source of error, the starting point of the 

CIR estimate may be recorded at the first node 110 and 
transmitted to the second node 150. Alternatively, a special 
synchronization code, (e.g., comma-free codes), may be 
used. Since the synchronization problem is typically limited 
to just a few samples, only a limited performance is needed 
from Such a code. A special synchronization signal related to 
a common timing source, (e.g., GPS), may be generated by 
the terminals and the CIR measurement may be made with 
respect to such a signal. The synchronization problem may be 
dealt with by processing the CIR in a domain where it is not 
an issue. For example, provided that phase information is 
ignored, the synchronization problem is not present in the 
frequency domain. 

Depending on the interference level of the channel, the 
secrecy rate loss may be large or minimal. For example, in a 
very noisy channel, the phase information may be highly 
unreliable, thus ignoring it would cause minimal secrecy rate 
loss. 

Referring again to FIG. 1, the post-processed CIR estimate 
115 is fed to the secret key generator 116, the synchronization 
code generator 118 and the error correction encoder 120. The 
secret key generator 116 generates a secret key 117 from the 
CIR estimate 115, which is JRNSO bits. 
The synchronization code generator 120 generates the syn 

chronization signal/code 121 for simultaneity and synchro 
nizing a “starting point.” The error correction encoder 118 
performs error correction coding on the CIR estimate 115 and 
generates parity bits 119. The error correction coding may be 
a block coding or a convolutional coding. The present inven 
tion uses systematic error correction coding Such that an 
original message, (i.e., the encoder input which is the CIR 
estimate 115) is also output from the error correction encoder 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
118. In accordance with the present invention, only the parity 
bits 119 are sent to the second node 150 after being multi 
plexed with the synchronization signal/code 121 by the mul 
tiplexer 122. The multiplexed bit stream 123 is sent to the 
second node 150. 
The second node 150 includes a channel estimator 152, a 

synchronization bit demodulator 154, a parity bit demodula 
tor 156, a post processor 158 (optional), a synchronization 
unit 160, an error correction decoder 162 and a secret key 
generator 164. The channel estimator 152 generates CIR esti 
mate from received signals 151 transmitted by the first node 
110. The CIR estimate 153 is optionally processed by the 
post-processor 156 as stated above. The synchronization bit 
demodulator 154 demodulates the received signals 151 to 
recover the synchronization signal/code 155. The parity bit 
demodulator 156 demodulates the received signals 151 to 
recover the parity bits 157. The synchronization signal/code 
155 is fed to the synchronization unit 160 and the parity bits 
157 are fed to the error correction decoder 162. The post 
processed CIR 159 is processed by the synchronization unit 
160. The synchronization unit 160 corrects the discrepancy 
between the CIR estimates due to the lack of simultaneity 
and/or the misalignment of the starting point in accordance 
with the synchronization signal/code 155. 
The error correction decoder 162 performs error correction 

decoding while treating the CIR estimate 159 processed by 
the synchronization unit 160 as a message part of the code 
word, which possibly contains errors and uses the received 
parity bits 157 to correct the errors. If the block code is well 
chosen, the output 163 of the error correction decoder 162 is 
identical to the CIR estimate generated by the first node 110 
with very high probability. Thus, the first node 110 and the 
second node 150 Succeedin obtaining the same data sequence 
while publicly revealing only some portion of it, (i.e., the 
parity bits), and may derive the same JRNSO bits. 
The error correction decoder 162 may be used to support 

synchronization of the starting point of the digitized CIR 
estimate. The second node 150 generates a set of CIR esti 
mates and decodes each of the possible CIR estimates with 
the parity bits 157. The error correction decoder 162 counts 
the number of errors in each of the CIR estimates. With very 
high probability, all but the correct one will result in a very 
high number of corrections; while the correct one results in a 
very low number of corrections. In this way the error correc 
tion decoding process can Support the starting point synchro 
nization. 
Once the CIR estimates have been aligned between the first 

node 110 and the second node 150, the secret key generator 
164 generates a secret key 165 which is same to the secret key 
117 generated by the first node 110. 

FIG. 3 is a flow diagram of a process 300 for deriving 
JRNSO bits and a secret key for wireless communication in 
accordance with the present invention. The first node gener 
ates a CIR estimate from transmissions sent by the second 
node and the second node generates a CIR estimate from 
transmissions sent by the first node (step 302). In order to 
correct a discrepancy between the CIR estimate generated by 
the first node and the CIR estimate generated by the second 
node, (and optionally to Support synchronization of the CIR 
estimates), the first node sends parity bits (and optionally a 
synchronization signal/code) to the second node (step 304). 
The parity bits are generated by error correction coding on the 
CIR estimate generated by the first node. The second node 
synchronizes the CIR estimate generated by the second node 
to the CIR estimate generated by the first node by using a 
synchronization signal/code sent by the first node or using 
some other schemes stated above (step 306). The second node 
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then corrects a discrepancy between the synchronized CIR 
estimate and the CIR estimate generated by the first node by 
performing error correction decoding on the synchronized 
CIR estimate with the parity bits (step 308). Steps 302-308 
may be repeated several times. In this way, the first node and 
the second node can obtain the same CIR estimate (JRNSO 
bits). The first node and the second node then generate a secret 
key from the same CIR estimate (step 310). 

FIG. 4 is a flow diagram of a process 400 for deriving an 
encryption key using JRNSO bits in accordance with one 
embodiment of the present invention. Once a WTRU is asso 
ciated to an AP at step 402, it is determined whether the 
authentication type Supported by the wireless network is 
IEEE802.1X or PSK (step 404). If IEEE 802.1X is supported, 
an authentication, authorization, and accounting (AAA) 
server and the WTRU authenticate each other using digital 
certificates (step 406). As part of the authentication signaling, 
the WTRU sends the AAA server a secret encrypted using a 
public key of the AAA server such that only the AAA server 
can decrypt it using a corresponding private key. This secret is 
used as a seed for deriving the encryption key. The AAA 
server then sends the secret to the AP (step 408). If the 
supported authentication type is PSK, the PSK is set as a 
default secret (step 410). 

The AP and the WTRU generate JRNSO bits using the 
process described hereinbefore (step 412). It should be noted 
that the JRNSO bits may be generated at any step before 
generation of the encryption key, not just after the secret has 
been forwarded. The AP and the WTRU derive an encryption 
key using the secret and the JRNSO bits (step 414). The AP 
and the WTRU then exchange a portion of the encryption key 
to confirm the key and identity (step 416). Group keys may be 
derived and sent to the WTRU using the encryption key as the 
PTK as done currently in IEEE 802.11i (step 418). 

In the event that sufficient JRNSO bits have not been gen 
erated by the time the encryption key is ready to be derived, 
the process according to the IEEE 802.11i standard may be 
followed. It should be noted that steps 402-410 are necessary 
for the initial derivation and the encryption key update or 
refresh can be performed only by deriving new JRNSO bits. 

For updating keys, in the case of 802.1X, a new secret may 
be exchanged and new JRNSO bits may be generated, or 
alternatively, new JRNSO bits with the old secret may be 
used. Only the second option is available for the PSK case. 
Historical information may be used to authenticate JRNSO 
bits. Both parties may cache Some pre-agreed portions of 
earlier keys. An attacker cannot simply decrypt the master 
secret using the stolen private key, but must also guess the 
previous keys derived. 

This process explicitly separates the roles of authentication 
and key generation in the system. The AAA server deals only 
with authenticating the client while the AP deals with key 
generation. This is different from IEEE 802.1X where the 
AAA server is involved both in key derivation and authenti 
cation. JRNSO allows a new and fresh encryption key to be 
derived every few hundredths of a second (depending on 
channel conditions) dynamically. This is different from prior 
art where key updates are pre-programmed and are not cryp 
tographically fresh and where to generate a fresh key a new 
secret has to be exchanged. There is no MK or PMK in the 
process 400 of the present invention. Thus, the process is 
simpler than the prior art. 

In existing 802.1 li protocols, an attacker who gains knowl 
edge of authentication credentials (in case of 802.1X) or the 
PSK (in case of PSK authentication) has to merely eavesdrop 
on the signaling exchanges to gain knowledge of the encryp 
tion keys. In contrast, while using the method of the present 
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8 
invention, an attacker who possesses the authentication cre 
dentials, (e.g., digital certificates or PSK), will be unable to 
derive the encryption keys as he does not share the same 
channel that the WTRU and the AP share and hence cannot 
make the same JRNSO bits. 
Under current IEEE 802 standards, a key update is not 

really cryptographically secure because only the PTK 
changes but the MK and the PMK remain the same. As the 
PTK is just the PMK plus random information exchanged in 
the clear if an attacker guesses the PMK, updating keys does 
not serve any cryptographic purpose. The master secret used 
to derive the MK and then the PMK serves a cryptographic 
purpose and is consequently very long (e.g., 48 bytes). Thus, 
for a fresh key in IEEE 802.11i, it is necessary to exchange a 
long 48 byte number that has been derived truly randomly 
(which is resource intensive). However, according to the 
present invention, the secret exchanged serves to authenticate 
the secret key derived from the JRNSO bits and thus only 
need be long enough to prevent brute force attacks (e.g., about 
16 bytes). This makes it feasible to generate it afresh every 
time a key needs to be updated with JRNSO. The present 
invention provides a simpler key derivation method with only 
one short secret exchanged and one set of keys derived, 
instead of one long key exchanged and 3 sets of keys derived, 
(i.e., MK, PMK and PTK). This enables power savings on a 
mobile device. 

FIG. 5 is a flow diagram of a process 500 for deriving an 
encryption key using JRNSO bits in accordance with another 
embodiment of the present invention. The process 500 is 
similar to process 400. Steps 502-512 are the same as steps 
402-412 and, therefore, will not be explained for simplicity. 
After the secret is forwarded to the AP and JRNSO bits are 
generated, the AP and the WTRU derive a PMK using the 
secret and the JRNSO bits (step 514). Group keys are then 
derived and sent to the WTRU as done currently in IEEE 
802.11i (step 516). 

FIG. 6 is a flow diagram of a process 600 for deriving an 
encryption key using JRNSO bits in accordance with yet 
another embodiment of the present invention. Once a WTRU 
is associated to an AP at step 602, it is determined whether the 
authentication type Supported by the wireless network is 
IEEE802.1X or PSK (step 604). If IEEE 802.1X is supported, 
an AAA server and the WTRU authenticate each other using 
digital certificates and exchange a master secret (step 606). 
The AAA server and the WTRU drive an MK using the master 
secret (step 608). The AAA server and the WTRU then derive 
a PMK from the MK and the AAA server sends this PMK to 
the AP (step 610). If the supported authentication type is PSK, 
the PSK is set as a PMK (step 611). 
The AP and the WTRU generate JRNSO bits using the 

process described hereinbefore (step 612). It should be noted 
that the JRNSO bits may be generated at any step before 
generation of the encryption key, not just after the PMK is 
derived. It may be carried out prior to deriving the PMK (in 
the case of 802.1X) to speed up the key derivation process. It 
may also be done during the 4-way handshake process for 
deriving the PTK. This will allow the system to be compatible 
with PSK authentication. The parity checks may also be car 
ried out at any time prior to deriving the PTK. 
The AP and the WTRU derive a PTK using the PMK and 

the JRNSO bits (step 614). The PTK may be derived as 
follows: 
PTK=PRF (PMK, Info in the clear, JRNSO bits). 

Group keys are then derived and exchanged as done currently 
in IEEE 802.11i (step 616). 

FIG. 7 is a flow diagram of a process 700 for deriving an 
encryption key using JRNSO bits in accordance with yet 
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another embodiment of the present invention. Once a WTRU 
is associated to an AP at step 702, it is determined whether the 
authentication type Supported by the wireless network is 
IEEE 802.1X or PSK (step 704). PSK is not supported but 
only IEEE 802.1X is supported in this embodiment. If PSK is 
the type supported by the network, the process ends. If IEEE 
802.1X is supported, an AAA server and the WTRU exchange 
a pre-master secret and the AAA server sends the pre-master 
secret to the AP (step 706). 
The WTRU and the AP derive an MK using the pre-master 

secret and JRNSObits (step 710). Then the WTRU and the AP 
derive a PMK using the MK and the JRNSO bits (step 712). 
The AP and the WTRU derive a PTK using the PMK (step 
714). Group keys are then derived and exchanged as done 
currently in IEEE 802.11i (step 716). 

FIG. 8 is a flow diagram of a process 800 for deriving an 
encryption key using a Diffie-Hellman protocol in accor 
dance with the present invention. A WTRU802 and an AP804 
agree to use JRNSO for driving a key by exchanging a JRNSO 
initiation message to an AP and a JRNSO initiation confir 
mation (steps 812, 814). The WTRU 802 and the AP804 
generate JRNSO bits based on CIR estimates from transmis 
sions between each other (steps 816.818). The WTRU 802, 
(who takes a lead), generates parity bits by performing error 
correction coding on the generated CIR estimate and sends 
the parity bits to the AP804 (step 820). The AP804 performs 
error correction decoding using the received parity bits and 
may optionally send a confirmation (step 822). The steps 
816-822 may be repeated several times. 
The WTRU802 and the AP804 have a pre-defined look-up 

table (LUT) that stores secret numbers p and g (prime num 
bers) for mapping the JRNSO bits to the p and g values. For 
example, if the JRNSO measurement generates 5 bits of 
secret data, the WTRU 802 and the AP804 can choose one of 
16 possible unique values for the prime numberp and another 
16 values for the base g. It should be noted that other schemes 
may be used instead of LUT, which is obvious to those skilled 
in the art. The stored prime numbers should be large but not 
necessarily as large as in a conventional Diffie-Hellman pro 
tocol because of an additional layer of security with p and g 
secret in accordance with the present invention. The prime 
numbers should preferably also differ in orders of magnitude 
so that it is hard for an attacker to guess the range of modulo 
values. While the mapping of JRNSO bits to the LUT values 
can be known publicly, an attacker will not have knowledge of 
which value was actually picked because the attacker cannot 
eavesdrop on the JRNSO measurements. 

The WTRU 802 and the AP804 choose secret integers a 
and b, respectively, and send g” mod p and g” mod p to the 
other party, respectively, and drive banda, respectively (steps 
824, 826). The WTRU 802 and the AP804 use this to derive 
a shared secret (step 828). The WTRU and the AP send a 
JRNSO key encrypted using the shared secret or use the 
shared secret as a JRNSO key (step 830). 

Although the features and elements of the present inven 
tion are described in the preferred embodiments in particular 
combinations, each feature or element can be used alone 
without the other features and elements of the preferred 
embodiments or in various combinations with or without 
other features and elements of the present invention. 
What is claimed is: 
1. A method for deriving an encryption key for securing 

wireless communications the method comprising: 
a wireless transmit/receive unit (WRTU) obtaining an 

association to an access point (AP); 
the WTRU determining a secret that complies with a Sup 

ported authentication; 
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10 
the WTRU generating a channel impulse response (CIR) 

estimate based upon a signal received from the AP: 
the WTRU correcting errors in the CIR estimate and gen 

erating parity bits by performing error correction coding 
on the CIR estimate; 

the WTRU multiplexing the parity bits with a synchroni 
Zation code to generate a multiplexed bit stream; 

the WTRU transmitting the multiplexed bit stream to the 
AP: 

the WTRU generating joint-randomness-not-shared-with 
others (JRNSO) bits from the corrected CIR estimate: 

the WTRU deriving a pairwise master key (PMK) using the 
secret and the JRNSO bits; and 

the WTRU deriving a pairwise transient key (PTK) using 
the PMK and the JRNSO bits. 

2. The method of claim 1, further comprising: 
receiving a group key from the AP, wherein the group key 

is derived from one of the PMK and the PTK. 
3. The method of claim 1, wherein the determining a secret 

includes: 
on a condition that the Supported authentication type is not 

based on a pre-shared key (PSK), authenticating with an 
authentication server and reporting the secret to the 
authentication server, and 

on a condition that the Supported authentication type is 
based on a PSK, setting the PSK as one of the secret, the 
master key, and the PMK. 

4. The method of claim 3, further comprising receiving a 
group key from the AP, wherein the group key is derived from 
one of the PMK and the PTK. 

5. The method of claim 1, further comprising generating 
other JRNSObits for updating an encryption key, whereby a 
new encryption key is generated by using the new JRNSObits 
and the encryption key is one of the secret, the master key, the 
PMK, and the PTK. 

6. The method of claim 1, further comprising reporting a 
portion of an encryption key to the AP to confirm the encryp 
tion key, wherein the encryption key is one of the secret, the 
master key, the PMK, and the PTK. 

7. The method of claim 1 wherein the determining the 
secret includes determining a second pairwise master key 
(PMK) by: 
on a condition that the Supported authentication type is not 

a pre-shared key (PSK) type: 
authenticating with an authentication server, 
reporting a master secret to the authentication server, 
and 

deriving the second PMK from the master secret; 
on a condition that the Supported authentication type is 

PSK, using a pre-shared key (PSK) as the second PMK; 
and 
using the second PMK as the secret. 

8. The method of claim 7, further comprising 
receiving a group key from the AP, wherein the group key 

is derived from one of the Second PMK and the PTK. 
9. A wireless transmit/receive unit (WTRU) for deriving an 

encryption key for securing wireless communications, the 
system WTRU comprising: 

a memory electronically coupled to a processor, 
a transceiver electronically coupled to the processor, 
the processor configured to: 

report a secret to an authentication server, 
generate a channel impulse response (CIR) estimate of a 

communication received from an access point (AP); 
correct errors in the CIR estimate and generate parity 

bits by performing error correction coding on the CIR 
estimate; 
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multiplex the parity bits with a synchronization code to 
generate a multiplexed bit stream; 

instruct the transceiver to transmit the multiplexed bit 
stream to the AP: 

generate joint-randomness-not-shared-with-others 
(JRNSO) bits from the corrected CIR estimate: 

derive a pairwise master key (PMK) using the secret and 
the JRNSO bits; and 

derive a pairwise transient key (PTK) using the PMK 
and the JRNSO bits. 

10. The WTRU of claim 9, wherein the WTRU is config 
ured receive a group key from the AP, wherein the group key 
is derived from one of the PMK and the PTK. 

11. The WTRU of claim 9, wherein the WTRU is config 
ured to authenticate using IEEE 802.1x authentication. 

12. The WTRU of claim 9, wherein the WTRU is config 
ured to authenticate using pre-shared key (PSK) authentica 
tion, and to use a PSK as the secret. 

13. The WTRU of claim 9, wherein the WTRU is config 
ured to report a portion of the encryption key to the AP to 
confirm the encryption key. 

14. A wireless transmit/receive unit (WTRU) for deriving 
an encryption key for securing wireless communications, the 
WTRU comprising: 

a memory operatively connected to a processor, 
a transceiver electronically coupled to the processor, 
the processor configured to: 

report a master secret to an authentication server; 
generate a channel impulse response (CIR) estimate of a 

communication received from an access point (AP); 
correct errors in the CIR estimate and generate parity 

bits by performing error correction coding on the CIR 
estimate; 

multiplex the parity bits with a synchronization code to 
generate multiplexed bit stream; 

instruct the transceiver to transmit the multiplexed bit 
stream to the AP: 

generate joint-randomness-not-shared-with-others 
(JRNSO) bits from the corrected CIR estimate: 

derive a pairwise master key (PMK) using the master 
secret and the JRNSO bits; and 
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12 
derive a pairwise transient key (PTK) using the PMK 

and the JRNSO bits. 
15. The WTRU of claim 14, wherein the WTRU is config 

ured to receive a group key from the AP, wherein the group 
key is derived from one of the PMK and the PTK. 

16. The WTRU of claim 14, wherein the WTRU is config 
ured to authenticate using IEEE 802.1x authentication. 

17. The WTRU of claim 14, wherein the WTRU is config 
ured to authenticate using pre-shared key (PSK) authentica 
tion, whereby the PSK is set to one of the secret, the master 
key, and the PMK. 

18. A wireless transmit/receive unit (WTRU) for deriving 
an encryption key for securing wireless communications, the 
WTRU comprising: 

a memory operatively connected to a processor, 
a transceiver operatively coupled to the processor, 
the processor configured to: 

report a pre-master secret to an authentication server, 
generate a channel impulse response (CIR) estimate of a 

communication received from an access point (AP); 
correct errors in the CIR estimate and generate parity 

bits by performing error correction coding on the CIR 
estimate; 

multiplex the parity bits with a synchronization code to 
generate a multiplexed bit stream; 

instruct the transceiver to transmit the multiplexed bit 
stream to the AP: 

generate joint-randomness-not-shared-with 
(JRNSO) bits from the corrected estimate; 

derive a master key from the pre-master Secret and the 
JRNSO bits: 

derive a pairwise master key (PMK) using the master 
key and the JRNSO bits; and 

derive a pairwise transient key (PTK) using the PMK 
and the JRNSO bits. 

19. The WTRU of claim 18, wherein the WTRU is config 
ured to receive a group key from the AP, wherein the group 
key is derived from one of the PMK and the PTK. 

others 


