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to the streaming sensor data using the computer system (S43 and S45). The
discriminative framework provides a probability value representing a prob-
ability that the sensor data is indicative of an anomaly within the system.
The discriminative framework is an integration of a Kalman filter with a lo-
gistical function (S41).
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DISCRIMINATIVE HIDDEN KALMAN FILTERS FOR CLASSIFICATION OF

STREAMING SENSOR DATA IN CONDITION MONITORING

CROSS-REFERENCE TO RELATED APPLICATION

The present application is based on provisional application Serial No. 61/658,518,

filed June 12, 2012, the entire contents of which are herein incorporated by reference.

TECHNICAL FIELD

The present disclosure relates to condition monitoring and, more specifically, to
discriminative hidden Kalman filters for classification of streaming sensor data in condition

monitoring.

DISCUSSION OF THE RELATED ART

Condition monitoring is an approach for detecting failures and future problems in
complex machinery and/or automated processes. Rather than simply replacing parts at a
predetermined duty cycle or waiting for a failure to occur, condition monitoring uses data
from a network of sensors to report on the condition of the system or process being
monitored. For example, sensors may be used to report on such conditions as temperature,
pressure, and velocity at various key locations. The objective of conventional condition
monitoring is to detect sensor data that is outside of acceptable ranges so that the cause of this
anomaly may be investigated and remediated.

Ideally, condition monitoring may be used to catch potential problems at an carly
stage such that maintenance can be carried out in a timely manner without waiting for a

failure, which may prove to be extremely costly
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SUMMARY

A method for monitoring a condition of a system or process includes acquiring sensor
data from a plurality of sensors disposed within the system. The acquired sensor data is
streamed in real-time to a computer system. A discriminative framework is applied to the
streaming sensor data using the computer system. The discriminative framework provides a
probability value representing a probability that the sensor data is indicative of an anomaly
within the system. The discriminative framework is an integration of a Kalman filter with a
logistical function.

The anomaly may be a malfunction or failure within the system. The anomaly may be
indicative of a potential malfunction or failure within the system.

The method may additionally include reporting on a status of the system based on the
probability value provided by the discriminative framework.

The method may additionally include automatically initiating remedial action on
system based on the probability value provided by the discriminative framework. The
remedial action may include generating an alert, partially or fully suspending operation of the
system, generating a service order for system maintenance, or generating a purchase order for
replacement parts for the system.

Monitoring of the condition of the system or process may be continuous.

Prior to applying the discriminative framework on the streaming sensor data, the
discriminative framework may be trained using the streaming sensor data. Integration of the
Kalman filter with the logistical function may be performed prior to the training of the

discriminative framework.
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The discriminative framework may calculate the probability value using the equation:

1

P —
(yt|ut7 W) 1 n exp(—ythut)

where y, is a class label at a given time ¢, where y is equal to one of two discrete values, u,
represents hidden state variables at the given time #, where the hidden state variable values
are real numbers having a Gaussian distribution, w is a parameter of the logistic function, and
w is the transpose of w.

A method for monitoring a condition of a system or process includes acquiring sensor
data from a plurality of sensors disposed within a system. The acquired sensor data is
streamed in real-time to a computer system. A discriminative framework is applied to the
streaming sensor data using the computer system. The discriminative framework calculates a
probability that the sensor data is indicative of an anomaly within the system using the

equation:

1
14+ exp(—ywluy)

P(yt|ut,w)

where y, is a class label at a given time ¢, where y is equal to one of two discrete values, u,
represents hidden state variables at the given time #, w is a parameter of a logistic function,
and w” is the transpose of w.

The hidden state variable values may be real numbers having a Gaussian distribution.

The anomaly may be a malfunction or failure within the system.

The anomaly may be indicative of a potential malfunction or failure within the
System.

The method may additionally include reporting on a status of the system based on the

probability provided by the discriminative framework.
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The method may additionally include automatically initiating remedial action on the
system based on the probability provided by the discriminative framework.

A computer system includes a processor and a non-transitory, tangible, program
storage medium, readable by the computer system, embodying a program of instructions
executable by the processor to perform method steps for monitoring a condition of a system
or process. The method includes acquiring sensor data from a plurality of sensors disposed
within the system. The acquired sensor data is streamed in real-time to a computer system.
A discriminative framework is applied on the streaming sensor data using the computer
system. The discriminative framework provides a probability value representing a
probability that the sensor data is indicative of an anomaly within the system. The
discriminative framework is an integration of a Kalman filter with a logistical function.

The anomaly may be a malfunction or failure within the system or an indication of a
potential malfunction or failure within the system.

The discriminative framework may calculates the probability value using the

equation:

1
1+ exp(—ywTluy)

P(y;|us, w)

where y, is a class label at a given time ¢, where y is equal to one of two discrete values, u,
represents hidden state variables at the given time #, where the hidden state variable values
are real numbers having a Gaussian distribution, w is a parameter of the logistic function, and

w is the transpose of w.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete appreciation of the present disclosure and many of the attendant

aspects thereof will be readily obtained as the same becomes better understood by reference
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to the following detailed description when considered in connection with the accompanying
drawings, wherein:

FIG. 1 is a diagram illustrating a representation of Kalman filtering. Here the shaded
nodes represent the observed variables;

FIG. 2 is a diagram illustrating a representation of aspects of the novel discriminative
framework in accordance with exemplary embodiments of the present invention;

FIG. 3 is a schematic diagram illustrating a system for detecting signs of failure
within a system or automated process being monitored in accordance with exemplary
embodiments of the present invention;

FIG. 4 is a flow chart illustrating an approach for condition monitoring within a
system or an automated process in accordance with exemplary embodiments of the present
invention; and

FIG. 5 shows an example of a computer system capable of implementing the method

and apparatus according to embodiments of the present disclosure.

DETAILED DESCRIPTION OF THE DRAWINGS

In describing exemplary embodiments of the present disclosure illustrated in the
drawings, specific terminology is employed for sake of clarity. However, the present
disclosure is not intended to be limited to the specific terminology so selected, and it is to be
understood that each specific element includes all technical equivalents which operate in a
similar manner.

Exemplary embodiments of the present invention seek to provide methods and
systems for performing condition monitoring within a system or an automated process.
Where a system is being monitored, a plurality of sensors may be installed at various

locations within the machinery. These sensors may report on any observable attribute such
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as, but no limited to, temperature, pressure, expansion and contraction, speed, angular
velocity, acceleration, revolutions per minute, frequency, stress, sound, color, humidity,
viscosity, voltage, current, impedance, alignment, position, flux, diffusion, etc.

As described above, conventional approaches to condition monitoring may monitor
sensor data to determine when one or more sensor readings are out of an acceptable range.
The acceptable range may be manually set by an operator based on manufacturer tolerances,
intuition, and past experiences. Automated approaches may use computer learning
techniques and trained classifiers to determine when sensor data is indicative of trouble.

Exemplary embodiments of the present invention receive sensor data as a real-time
data stream and analyze the sensor data using a novel discriminative framework to detect
signs of trouble within the system or automated process being monitored. FIG. 3 is a
schematic diagram illustrating a system for detecting signs of failure within a system or
automated process being monitored in accordance with exemplary embodiments of the
present invention. Here machinery under monitoring 31 may includes one or more
mechanical systems. Sensors 32, 33, and 34 may be installed within the machinery under
monitoring 31. Where the machinery under monitoring 31 includes multiple mechanical
systems, there may be one or more sensors installed in each mechanical system. The sensors
32, 33, and 34 may stream sensor data to a computer system 35. The computer system 35
may receive this streaming sensor data, apply the novel discriminative framework described
herein to the received sensor data, and produce an output. The output may include an
indication of a status of the machinery under monitoring 31 and this status may be displayed
on a display device 36 and/or other steps may be taken to perform remedial action when the
status is indicative of a potential failure.

For example, when signs of trouble are detected, an alert may be generated so that

remedial action may be performed. The novel discriminative framework utilizes elements of
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Kalman filtering and merges these elements with a logistical function into a single
discriminative framework that may be trained on and applied to the monitoring of the
streaming sensor data so that accurate determinations of potential problems may be made
while minimizing computational overhead.

The novel discriminative framework is described in more detail below. For the
purposes of this description, the following notation is used: The plurality of sensors included
d sensors and thus the output of the plurality of sensors is expressed as a sensor vector over
time x;, where x; is a d-dimensional vector. It may be assumed that sensor streaming begins at
atime ¢ = 1. The goal of the discriminative framework is to take as input the sensor vector x;
and to provide a binary output of a failure or a non-failure. This binary output may be
expressed as a class label y; where y may equal one of two discrete values, for example, +1
indicating failure and -1 indicating normal operation. The output may also be represented as
a probability for failure P(y/x;.), which may represent, for a present time ¢, the probability
that y, = +1 given the sensor vector x; from time = 1 up till time = ¢ (for example, for times
=1,12, ..., =0).

Because the novel discriminative framework incorporates a logistic function, the
output of the framework may be a simple probability of failure rather than a complex value
that would need further mathematical analysis and interpretation. This simple output may be
well adapted for real-time monitoring of high-dimensional sensor data using limited
computational resources.

For example, some approaches for interpreting sensor data utilize generative models
for classification such as Hidden Markov Models (HMM) or feature extraction. However,
generative models spend most of their efforts on describing the sensor signals x; or estimating
the probability that the sensor signal is a particular value given the sensor vector over time

P(x1,). These approaches do not provide classification of P(y4x,./), as is done in the novel
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discriminative framework. Thus these other approaches may suffer if there are many
irrelevant signals or noises in X;.. In contrast, the novel discriminative framework focuses on
modeling P(y,|x1.).

Discriminative techniques such as conditional random field (CRF) have been
developed. The CRF directly learns the conditional model P(y;.x1.), which is the probability
of a particular state since time /=1 given the input vector since time /=1. Hidden conditional
random fields (HCRF), a variation of CRF, introduces a discrete hidden layer between the
sensor data and the class label y; to account for more complicated status. However, both CRF
and HCRF do not integrate the input trending information in their formulation, which, if
applied to condition monitoring, would be trends of the sensor data, and thus may be poorly
suited for machine condition monitoring applications.

As described above, exemplary embodiments of the present invention utilize a novel
discriminative framework that incorporates aspects of Kalman filtering. However, applying
standard Kalman filtering to the problem of condition monitoring would focus on feature
extraction (state estimation) instead of classification. Nonetheless, exemplary embodiments
of the present invention do still incorporate aspects of Kalman filtering into the novel
discriminative framework.

FIG. 1 is a diagram illustrating a representation of Kalman filtering. Here the shaded
nodes represent the observed variables. Here x, represents a present observed variable while
Xs; represents a prior-observed variable. From these observed variables, hidden state
variables u; and u,; may be determined. The hidden state variable are shown as the open
nodes. However, in standard Kalman filtering, the hidden state variables represent real
numbers having fractional or decimal components. Thus if applied to the problem of

condition monitoring, the output of the Kalman filter would be a real number value and not a



WO 2013/188326 PCT/US2013/045059

binary indication of failure, or more precisely, a probability of a real number value and not a
probability of failure.

Exemplary embodiments of the present invention therefor fuse aspects of Kalman
filtering with a logistic function within a common discriminative framework and then apply
this discriminative framework to the problem of condition monitoring to directly produce the
desired P(yx1.,) output.

FIG. 2 is a diagram illustrating a representation of aspects of the novel discriminative
framework in accordance with exemplary embodiments of the present invention. Here, in
addition to the observed variables x; and x,; and the determined hidden state variables u, and
Us s, ¥+ 18 the class label and is observed during training and unobserved during monitoring.
However, here the class labels, rather than representing an arbitrary real number, actually
represent logistical function values, here -1 and +1. As it is this discriminative framework
that is trained and monitored, the desired P(y4x1.) output is directly produced and thus limited
computational resources are focused expressly on determining this result.

Classifying streaming sensor data may involve, first, how to extract features
representing trending from sensor data, and second, how to integrate feature extraction into a
discriminative framework. Exemplary embodiments of the present invention concretize a
generalized pattern recognition framework. In particular, useful trending features such as
signal value and gradient are conceptualized as hidden states in a Kalman filter and Kalman
filtering 1s applied to extract these features. A class label layer is integrated into the Kalman
filter and mapping is learned from sensor signals to the class label with the features as hidden
variables. By doing this, exemplary embodiments of the present invention provide a complete
model integrating both the feature extraction and classification in the same discriminative

framework.
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We will first introduce the standard Kalman filter model. Then we embed this model
into our discriminative framework, followed by training, testing and nonlinear extension of
the proposed model.

As described above, FIG. 1 provides a graphical representation of a Kalman filter,
which can also be described by the following probabilities:

P(x:|u;) = N(x¢|Cuy, R),
P(ut|ut—1) = N(ut|Aut—17 Q) (1)

The first equation in (1) is the observation model: given state u,, the observation x; has
a Gaussian distribution with mean of Cu, and covariance of R. Here C is the observation
matrix. The second equation in (1) denotes the state transition model: given the previous state
u. s, the current state u, has a Gaussian distribution with mean of Ax,; and covariance of Q.
The parameters 0 include C, R, A and Q.

Once the parameters are set or learned, during monitoring, the state u, may be
recursively estimated using a Kalman filtering algorithm. For example, where an estimate of

state u,.; at time 7 — 1, which has a Gaussian distribution given all available observations:

P(ut—1|xl:t—1) = N(ut—1|mt—1a Vt—l)-

)
Then the state u, may also have a Gaussian distribution:
P(u|x1.) = N(ut|mt,Vt)7 3)
where

m; = (I — KtC)Amt_l + Ktxt,
V,=(1-K,Q)V,,

Vi=AV_AT +Q,

K,=V.CT(CV,CT +R) . @

However, each state u, may be viewed as having the following Gaussian distribution:

10
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P(uy|x14,0) = N (u|my(0,x1.), Vi(0)). )
where both its mean and covariance are functions depending on Kalman filter parameters 6
and constants that include time ¢ and observed sensor signals x..
As discussed above, FIG. 2 is a symbolic illustration of the novel discriminative
framework. This framework may be described by the following dependencies. First, hidden
state u; depends on X, as indicated by the Kalman filtering equation (5). Second, the

conditional probability of class label y,, given the state u,, is a logistic function:

1
14 exp(—ywTuy)’

P(yt |uta W)
(6)

Here, w is the parameter of this logistic function and w” is the transpose of w.

A conditional random field directly models the conditional probability of class label y,
given observed signals x, without any hidden variables. Although CRF has the ability to
extract features from multiple observed signals such as x;., such features are pre-determined.
In contrast, exemplary embodiments of the present invention may incorporate hidden
variables (for example, as seen in FIG. 2) into the model such that feature extraction or
inference of hidden variable u, is done automatically. The features extracted in this way may
increase the discriminative power of this model.

The model of FIG. 2 may be fully described by parameters Q = {0, w}, with 0 being
the parameters for the Kalman filters and w being the parameters for the logistic function.

Once Q is known, for every test point x,, the class label may be assigned based on:

P(yt|X1:t,Q) =/ P(yt|utaW)P(ut|X1:t,a)dut ~ P(yt|mt,W)-
u. (7)

n n T
Where the training set consists of N training sequences {{(x§ ),ng ))}tzl}rlzvzl, each

training sequence # has Tr data points, each indicated by a sensor vector x,™ and its

corresponding class label y . The goal of this training may be to maximize the log

11
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likelihood of the training data with respect to all parameters Q = {0, w}:

N T,

D logPy”|x(?, Q) + logP(w).
n=1 t=1 (8)

The last term in equation (8) is a regularization term that may be used to avoid
overfitting. Here it may be established that P(w) = N(w|0,T, where I is an identity matrix.
A variational expectation-maximization (EM) algorithm may be employed to optimize
equation (8) by introducing the hidden variable u ™ The likelihood of all variables may then

be expressed as:

N T,

3N logPy™, ufM x{Y, Q) + logP(w)
n=1 t=1
N T,

=" (log Py [uf™, w) + logP(u{™|x{7, 8)) + logP(w)
n=1 t=1 (9)

In the expectation step of the EM algorithm, we compute P (uén) |y§n)’ thlt), Q), which

is a Gaussian distribution. In the maximization step of the EM algorithm, the estimate for Q
may be refined. This may include a gradient ascent search for 6 and a stationary point
estimation for w. Once the algorithm converges, the learned parameters Q may be output.

The above approach may be viewed as a form of linear classifier because the
classification decision is based on a linear form of w’ u,. However, where the decision
boundary is highly nonlinear, a refined version of this approach may be more effective. As
described below, the approach may be refined by viewing the above procedures as a feature
extraction step and then applying a nonlinear classifier for the final decision.

For example, the training may include two steps. In the first step, w and § may be
learned, as described in detail above. In the second step, m,, the mean of hidden variable v,

for every training data point, may be extracted and a nonlinear classifier may be learned

12
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based on all pairs of m, and y.. In this step, the learned logistic parameter w is not used and
only Kalman filter parameters 0 is used to extract feature m,. During testing, for every test
input x,, the corresponding feature m; is extracted and fed to the nonlinear classifier for a
decision.

The following parameter setting may be used in implementing the above-described

approach. For a set of d sensor signals, the hidden variable u,; for signal ; (i = 1 : d) is

— [¥ <. 1T 5. . - . . . o - .
defined as Uti = [Xei dXed]" Where Xt is the original signal value and dXeig the signal

. . . . . . . [uT uT uT ]T .
gradient for signal i. The combined hidden variable u, is thus [7¢,1 %2 -+ Ptdl  Herein, a
Kalman filter may be indexed by 7 for each signal independently.

The original signal may be contaminated by Gaussian noise with zero mean and a

scalar variance R;, and accordingly, the observation matrix may be expressed as:

C;=[1 0. o)

Here, only the signal value may be observable. Based on the principals of basic

physics or Taylor series, the following may be established:
Xt = X1, + Atdxy_q,; + %At2d2it—1,ia
dxs; = dXe_1; + Atd*%y 1, (11)
where At is the actual time gap between /—1 and ¢, and dzf{t,iindicates the second-order
derivative. Because only the value and gradient are considered here, d*%s i may be viewed as

2
a Gaussian noise with zero mean and variance 7i . From equation (11), the hidden state

transition matrix may be expressed as:

1 At
)

The transition noise covariance matrix may be expressed as:

(12)

13
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Att/4 A /2] 9

Qi:[ 3 2
At /2 At (13)

Accordingly, for the Kalman filter, A; and C; may be fixed and each of Ri and Qi may
be represented by only one parameter. Such a Kalman filter may then be applied to each
signal independently. It is to be understood that this approach may be applied to higher order
dynamics and the dimensions of all matrices may be increase accordingly.

The above calculative approach for building a novel discriminative framework may
be applied to the problem of condition monitoring. FIG. 4 is a flow chart illustrating an
approach for condition monitoring within a system or an automated process in accordance
with exemplary embodiments of the present invention. First, a common discriminative
framework may be established by integrating a Kalman filter with a logistical function (Step
S41). The novel discriminative framework discussed in detail above is an example of such an
integrated discriminative framework. This integration is more than a mere application of a
Kalman filter followed by a logistical function. Here, the Kalman filter is merged with a
logistical function prior to the training of the discriminative function using the sensor data,
which may occur in step S43. The integrated discriminative framework may be so-created to
produce an output, based on an input sensor data stream, that is expressed as a probability of
the input sensor data stream indicating an anomaly within the machinery or process under
test. Thus, the output is a probability of a binary result, which may be, for example, a -1 or
+1.

Next, streaming sensor data may be received (Step S42). The received streaming
sensor data may be received in real-time from the various sensors installed throughout the
machinery under monitoring. The common discriminative framework may then be trained on

the received training data (Step S43). Thus the received training data is not used to train a

14
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Kalman filter independently, but rather, it is the integrated common discriminative filter, with
logistical function component, that is trained by the training data.

Then, streaming sensor data may be received (Step S44). This sensor data stream
may be part of the same stream that began in step S42. The trained discriminative framework
may then be applied to the sensor data stream (Step S45). The results of the application of
the trained discriminative framework may then be monitored (Step S46) to determine whether
an anomaly is identified (e.g. +1) or whether an anomaly is not identified (e.g. -1). For
example, the output of the trained discriminative framework may be expressed as a
probability that the data implicates an anomaly (+1 state). Identification of an anomaly may
generate an alert (Step S47). The alert may be a message or status displayed to a user for the
purposes of taking remedial action to diagnose and/or cure the anomaly and/or an automated
process for doing so may be implemented. This automated process may include, for
example, an automatic ordering of replacement parts, generation of a work order, a reduction
or stopping of the system or process being monitored, or some other action. Regardless of
the output, the method may continue to receive streaming sensor data for monitoring (Step
S44) and the discriminative framework may be applied thereto.

As described above, the training and application of the discriminative framework may
be performed using a computer system 35. FIG. 5 shows an example of a computer system
which may be used to implement the above-described discriminative framework. The system
and method of the present disclosure may be implemented in the form of a software
application running on a computer system, for example, a mainframe, personal computer
(PC), handheld computer, server, etc. The software application may be stored on a recording
media locally accessible by the computer system and accessible via a hard wired or wireless
connection to a network, for example, a local area network, or the Internet.

The computer system referred to generally as system 1000 may include, for example,

15
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a central processing unit (CPU) 1001, random access memory (RAM) 1004, a printer
interface 1010, a display unit 1011, a local area network (LAN) data transmission controller
1005, a LAN interface 1006, a network controller 1003, an internal bus 1002, and on¢ or
more input devices 1009, for example, a keyboard, mouse etc. As shown, the system 1000
may be connected to a data storage device, for example, a hard disk, 1008 via a link 1007.
Exemplary embodiments described herein are illustrative, and many variations can be
introduced without departing from the spirit of the disclosure or from the scope of the
appended claims. For example, elements and/or features of different exemplary
embodiments may be combined with each other and/or substituted for each other within the

scope of this disclosure and appended claims.
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What is claimed is:

1. A method for monitoring a condition of a system or process, comprising;:

acquiring sensor data from a plurality of sensors disposed within the system;

streaming the acquired sensor data in real-time to a computer system; and

applying a discriminative framework on the streaming sensor data using the computer
system, the discriminative framework providing a probability value representing a probability
that the sensor data is indicative of an anomaly within the system,

wherein the discriminative framework is an integration of a Kalman filter with a

logistical function.

2. The method of claim 1, wherein the anomaly is a malfunction or failure within the

System.

3. The method of claim 1, wherein the anomaly is indicative of a potential

malfunction or failure within the system.

4. The method of claim 1, additionally including reporting on a status of the system

based on the probability value provided by the discriminative framework.

5. The method of claim 1, additionally including automatically initiating remedial

action on system based on the probability value provided by the discriminative framework.

17
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6. The method of claim 5, wherein the remedial action includes generating an alert,
partially or fully suspending operation of the system, generating a service order for system

maintenance, or generating a purchase order for replacement parts for the system.

7. The method of claim 1, wherein monitoring of the condition of the system or

process is continuous.

8. The method of claim 1, wherein prior to applying the discriminative framework on
the streaming sensor data, the discriminative framework is trained using the streaming sensor

data.

9. The method of claim 8, wherein integration of the Kalman filter with the logistical

function is performed prior to the training of the discriminative framework.

11. The method of claim 1, wherein the discriminative framework calculates the

probability value using the equation:

1
1+ exp(—ywTluy)

P(yt|ut7w)

where y, is a class label at a given time ¢, where y is equal to one of two discrete values, u,
represents hidden state variables at the given time #, where the hidden state variable values
are real numbers having a Gaussian distribution, w is a parameter of the logistic function, and

w is the transpose of w.
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12. A method for monitoring a condition of a system or process, comprising:

acquiring sensor data from a plurality of sensors disposed within a system;

streaming the acquired sensor data in real-time to a computer system; and

applying a discriminative framework on the streaming sensor data using the computer
System,

wherein the discriminative framework calculates a probability that the sensor data is

indicative of an anomaly within the system using the equation:

1
1+ exp(—ywTluy)

P(y;|us, w)

where y, is a class label at a given time ¢, where y is equal to one of two discrete values, u,
represents hidden state variables at the given time #, w is a parameter of a logistic function,

and w” is the transpose of w.

13. The method of claim 12, wherein the hidden state variable values are real numbers

having a Gaussian distribution.

14. The method of claim 12, wherein the anomaly is a malfunction or failure within

the system.

15. The method of claim 12, wherein the anomaly is indicative of a potential

malfunction or failure within the system.

16. The method of claim 12, additionally including reporting on a status of the system

based on the probability provided by the discriminative framework.
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17. The method of claim 12, additionally including automatically initiating remedial

action on the system based on the probability provided by the discriminative framework.

18. A computer system comprising;:

a processor; and

a non-transitory, tangible, program storage medium, readable by the computer system,
embodying a program of instructions executable by the processor to perform method steps for
monitoring a condition of a system or process, the method comprising:

acquiring sensor data from a plurality of sensors disposed within the system;

streaming the acquired sensor data in real-time to a computer system; and

applying a discriminative framework on the streaming sensor data using the computer
system, the discriminative framework providing a probability value representing a probability
that the sensor data is indicative of an anomaly within the system,

wherein the discriminative framework is an integration of a Kalman filter with a

logistical function.

19. The computer system of claim 18, wherein the anomaly is a malfunction or failure

within the system or an indication of a potential malfunction or failure within the system.

20. The computer system of claim 18, wherein the discriminative framework

calculates the probability value using the equation:

1
1+ exp(—ywTluy)

P(yt|ut7w)

where y, is a class label at a given time ¢, where y is equal to one of two discrete values, u,

represents hidden state variables at the given time #, where the hidden state variable values
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are real numbers having a Gaussian distribution, w is a parameter of the logistic function, and

w is the transpose of w.
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