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(57) ABSTRACT 
A remote backup storage system that may be tested with 
current backup data while the remote system continues to 
received data from a primary Source data storage system 
includes a remotely located front-end Volume that is con 
nected to receive data from a source Volume. A remotely 
located secondary Volume normally receives data from the 
front-end volume. The secondary volume is the volume to 
which data of the source volume is backed up. The front-end 
volume serves as buffer for data transferred from the source 
volume to the secondary volume. A third volume that is used 
to preserve or restore the data in the secondary Volume 
during a test. 
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METHOD OF AND SYSTEM FOR TESTING 
REMOTE STORAGE 

BACKGROUND OF THE INVENTION 

0001. The present invention relates generally to the field 
of computer backup storage and disaster recovery systems, 
and more particularly to computer backup storage and 
disaster recovery systems in which the backup system may 
be tested with current backed up data while data continues 
to be transferred from the primary system to the backup 
system. 

0002 Many businesses depend heavily on their computer 
systems and data. Loss of data or computer production time 
can be disastrous to a business entity. Accordingly, most 
businesses back up their data. In order to achieve maximum 
protection, many businesses have remote sites at which their 
data and computer systems are duplicated. In case of a 
disaster or other shut down at a primary site, operations can 
be resumed at the remote site with substantially no loss of 
time or data. 

0003. When a primary volume in a production site is 
mirrored to a secondary Volume at a remote site, system 
users may desire to test a disaster situation by starting 
applications on a host at the remote site. The test is designed 
to simulate taking over functionalities of the production site. 
The applications at the remote site may read and write data 
on the secondary volume for the test. The data used for the 
test should be as realistic as possible and preferably real 
data. Data mirroring from the production site to the remote 
site needs to be resumed as soon as possible after the test. 
0004 There have been attempts to provide systems that 
enable tests of disaster situations. For example, in U.S. 
patent Publication 2003/0126107 A1, there is disclosed a 
system in which a replica Volume of a secondary Volume is 
prepared and used for the test. In that system, the replica 
Volume is an exact copy of the secondary volume. Accord 
ingly, the replica Volume is the same size as the secondary 
volume even though the amount of data used for the test is 
in all likelihood only a small part of the total amount of data 
in the secondary volume. Moreover, copying the entire 
secondary volume is a time consuming process. Addition 
ally, some users may need to use the same Volume as is used 
in the case of a disaster, which is not possible with the 
system of the U.S. publication. 
0005. An alternate attempted solution is disclosed in U.S. 
Pat. No. 6,092,066 in which the secondary volume is used 
for testing. Remote mirroring from the primary volume is 
Suspended during the test. At the conclusion of the test, the 
primary and secondary volumes are resynchronized. The 
patented System prepares bitmaps of the primary and sec 
ondary Volumes and exchanges the bitmaps in order to 
resynchronize the Volume. If a disaster happens during the 
test, data written on the primary volume will be lost before 
it is transferred to the secondary volume. Additionally, it 
takes a long time to send data updated on the primary and 
secondary volumes during the test from the primary volume 
to the secondary volume until they are resynchronized with 
each other. 

BRIEF SUMMARY OF THE INVENTION 

0006 Embodiments of the present invention provide a 
remote backup storage and disaster recovery system that 
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may be tested with current backup data while the remote 
system continues to received data from a primary source 
data storage system. The system includes a remotely located 
front-end volume that is connected to receive data from a 
source volume. The system further includes a remotely 
located secondary volume that normally receives data from 
the front-end volume. The secondary volume is the volume 
to which data of the source volume is backed up. The 
front-end volume serves as buffer for data transferred from 
the source Volume to the secondary volume. The system 
includes a third volume that is used to preserve or restore the 
data in the secondary Volume during or at the conclusion of 
a teSt. 

0007. During normal operation, data received at the 
front-end volume is transferred substantially immediately 
from the front-end volume to the secondary volume. 
Accordingly, the secondary volume maintains a mirror of the 
data in the primary source Volume. If it is desired to run a 
test of the backup storage system, command to start accept 
ing test I/OS is issued to the storage Subsystem. In response 
to the command to start accepting test I/OS, the front-end 
Volume stops transferring data to the secondary Volume. 
However, the front-end volume continues to receive data 
from the primary source volume; the front-end volume 
buffers data from the primary source volume during the test. 
The secondary volume contains a Substantial mirror of the 
data in the primary Source Volume at the time the command 
to start accepting test I/OS was issued. 
0008. In one embodiment of the present invention, the 
system creates a Snapshot of the secondary volume in 
response to the command to start accepting test I/Os. The 
system stores the Snapshot on the third volume. The system 
uses the well known "copy on write Snapshot methodology. 
The storage system services both test read and write requests 
with the secondary volume. However, when the storage 
system receives a write request, the system first determines 
if the record to be written is in the snapshot volume. If not, 
the system copies the record to be written from the second 
ary volume to the Snapshot Volume. Then, the system writes 
the record received with the write request in the secondary 
volume. If the record to be written is already in the snapshot 
Volume, the system simply writes the record in the second 
ary volume. When the secondary storage system receives a 
command to stop accepting test I/OS, the system uses the 
Snapshot to restore the data in the secondary volume to the 
state that existed at the time of the command to start 
accepting test I/Os. Then the data buffered in the front-end 
volume is transferred to the secondary volume. The trans 
ferred buffered data updates or synchronizes the data in the 
secondary Volume with the data in the primary source 
Volume. 

0009. In an alternative embodiment, the system of the 
present invention uses the secondary volume and the third 
volume to service test I/Os from the secondary host com 
puter. When the system receives a write request, the system 
writes the record received with the request in the third 
Volume. When the system receives a read request, the system 
first determines if the requested record is in the third volume. 
If so, the system returns the requested record from the third 
volume. If not, the system returns the requested record from 
the secondary volume. Thus, in the alternative embodiment, 
data in the secondary volume does not change during the 
test. All data written by the secondary host computer is in the 
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third volume. When the system receives a command to stop 
accepting test I/Os, data buffered in the front-end volume is 
transferred to the secondary volume and the records in the 
third volume may be discarded. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 FIG. 1 is a block diagram of a system according to 
an embodiment of the present invention. 
0011 FIG. 2 is a block diagram illustrating the normal 
flow of data according to one embodiment the present 
invention. 

0012 FIG. 3 is a block diagram illustrating the flow of 
data in a test situation according to one embodiment of the 
present invention. 
0013 FIG. 4 is a block diagram illustrating the flow of 
data in a test situation according to a second embodiment of 
the present invention. 
0014 FIG. 5 is a flowchart of one embodiment of the 
present invention. 
0015 FIG. 6 is a flowchart of a second embodiment of 
the present invention. 
0016 FIG. 7 is a table illustrating one format for data in 
a front-end Volume according to an embodiment of the 
present invention. 
0017 FIG. 8 is a table illustrating an alternative format 
for data in a front-end Volume according to an embodiment 
of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0018 Referring now to the drawings, and first to FIG. 1, 
a computer system is designated generally by the numeral 
11. The computer system 11 includes a primary host 13 and 
a primary storage system 15. Host 13 and storage system 15 
may be located at a production location. Primary storage 
system 15 includes a host interface 17, at least one disc 
controller 19 and multiple primary physical or logical data 
volumes 21. Host interface 17 accepts input/output (I/O) 
requests from primary host 13. Disc controller 19 routes the 
I/O requests to the appropriate volume 21. 
0.019 System 11 also includes a secondary host 31 and a 
secondary storage system 33, preferably located at a remote 
site. Secondary storage system 33 is similar to primary 
storage system 15 in that it includes a host interface 35, and 
a disc controller 37. Secondary storage system 33 includes 
at least three physical or logical Volumes, including a first or 
front-end volume 39, a secondary volume 41 and an alter 
nate volume 43. As will be explained in detail hereinafter, 
front-end volume 39 serves as buffer between primary 
Volume 21 and secondary Volume 41. During normal opera 
tions, secondary Volume 41 is a mirror of primary Volume 
21. During normal operations, alternate Volume 43 may be 
Substantially empty or it may not exist; alternate Volume 43 
may be created in connection with a test. During a test, 
alternate volume 43 is used to maintain or restore the 
contents of secondary Volume 41. 
0020 Primary storage system 15 includes a remote copy 
interface 23. Similarly, secondary storage system 33 
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includes a remote copy interface 45. Remote copy interfaces 
23 and 45 are interconnected by a suitable data communi 
cations link. 

0021 Referring now to FIG. 2, there is shown the flow 
of data during normal operation of system 11. Data flows 
back and forth between primary host 13 and primary volume 
21 during normal I/O operations. At the same time, data on 
primary volume 21 is copied to front-end volume 39 of 
secondary storage system 33. Also at the same time, data is 
copied from the front-end of volume 39 to secondary 
volume 41. Front-end volume 41 serves effectively as a 
buffer for data transferred between primary volume 21 and 
secondary volume 41. When data is transferred from front 
end volume 39 to secondary volume 41, a copy of the data 
is not retained in front-end volume 39. Accordingly, front 
end volume 39 may be of a relatively small capacity. 
0022 Referring now to FIG. 3, there is illustrated the 
flow of data in a test situation according to one embodiment 
of the present invention. The system operates in the normal 
condition, illustrated in and described with respect to FIG. 
2 until it receives a command to start accepting test I/Os. The 
command to start accepting test I/OS may be issued by 
secondary host31, or by a management server (not shown), 
or other entity. In response to the command to start accepting 
test I/Os, the system stops transferring data between front 
end volume 39 and secondary volume 41. However, front 
end volume 39 continues to receive data from primary 
volume 21. Accordingly, front-end volume 39 will contain a 
copy of all data transferred from primary volume 21 during 
the test. Also in response to the command to start accepting 
I/Os, the system of this embodiment of the present invention 
creates a Snapshot of secondary volume 41 and stores the 
snapshot on alternate volume 43. As is well known to those 
skilled in the art, a Snapshot Volume is a logical volume that 
does not necessarily contain actual data if there is no change 
of the data in secondary Volume 41. Accordingly, the Snap 
shot Volume can be of relatively small capacity, i.e. large 
enough for the Snapshot image and the originals of any data 
records updated during the test. After creating the Snapshot, 
data is passed back and forth between secondary host 31 and 
secondary volume 41 by means of I/O requests. The system 
of this embodiment of the present invention preferably 
implements the well-known copy on write Snapshot meth 
odology, which will be explained in detail hereinafter. At the 
conclusion of the test, which is signaled by a stop accepting 
test I/OS command, the system according to this embodi 
ment of the present invention uses conventional Snapshot 
methodology to restore secondary Volume 41 to the state that 
existed at the time the test began. Then, data buffered in 
front-end volume 39 is transferred to secondary volume 41 
and normal operations resume. The Snapshot and any data in 
alternate volume 43 may be cleared at the conclusion of the 
teSt. 

0023 Referring now to FIG. 4, there is illustrated the 
flow of data in an alternative embodiment of the present 
invention. The embodiment of FIG. 4 is similar to the 
embodiment at FIG. 3 in that in response to a command to 
start accepting test I/Os, data transfer between front-end 
volume 39 and secondary volume 41 is suspended, while 
data continues to be transferred from primary volume 21 to 
front-end volume 39. Secondary volume 41 and alternate 
volume 43 work together to service I/O requests from 
secondary host 31. In the embodiment of FIG. 4, all write 
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requests are written to alternate volume 43 rather than 
secondary volume 41. Read requests are serviced either by 
the secondary volume 41 or alternate volume 43. If the 
requested record is in alternate volume 43, then the 
requested record is read from the alternate volume 43: 
otherwise, the requested record is read from secondary 
volume 41. Thus, the first time a data record is requested by 
secondary host 31, the data is read from secondary volume 
41. If that data record is written back to secondary storage 
system 33, the record is written on alternate volume 43. 
Accordingly, the data in secondary Volume 41 never changes 
during the test. Since alternate volume contains only data 
records that have been written back to secondary storage 
during the test, it may be of relatively small capacity. At the 
conclusion of the test, indicated by a stop accepting test I/O 
command, data in front-end volume 39 is transferred to 
secondary volume 41 and normal operations resume. Any 
data in alternate volume 43 may be cleared. 
0024) Referring now to FIG. 5, there is illustrated a flow 
chart of the embodiment of FIG. 3. During normal opera 
tions, data is transferred from the front-end volume to the 
secondary volume as indicated at block 51. Data continues 
to be transferred from the front-end volume to the secondary 
volume until, as determined at decision block 53, the system 
receives a start test command. In response to the start test 
command, the system stops transferring data from the front 
end Volume to the secondary Volume as indicated at block 
55. Then, the system creates a snapshot of the secondary 
volume and places the Snapshot in the alternate volume, as 
indicated at block 57. Then, the system waits for read/write 
requests from the secondary host, as indicated at block 59. 
If, as determined at decision block 61, the system receives 
a read request, the system returns the requested record from 
the secondary volume, as indicated at block 63, and pro 
cessing returns to block 59. If, as determined at decision 
block 55, the system receives a write request, the system 
tests, at decision block 57 if the received record is in the 
snapshot volume. If so, the system writes the received record 
to the secondary volume, as indicated at block 69. If the 
received record is not in the snapshot volume, then the 
system copies the original record to be written from the 
secondary volume to the snapshot volume at block 71 and 
then writes the received record in the secondary volume at 
block 69. Then, the system returns to block 59 to wait for 
more read/write requests from the secondary hosts. Test I/O 
processing continues until the system receives a stop test 
command, as determined at decision block 73. In response 
to a stop test command, the system restores the secondary 
Volume, as indicated at block 75, using the Snapshot, and 
processing returns to block 51. 
0025 Referring now to FIG. 6, there is illustrated a flow 
chart of the FIG. 4 embodiment of the present invention. As 
indicated at block 81, data is transferred from the front-end 
Volume to the secondary Volume until, as determined at 
decision block 83, until the system receives a command to 
start accepting test I/O. In response to the command to start 
accepting test I/O, the system stops transferring data from 
the front-end Volume to the secondary Volume, as indicated 
at block 85. The system then waits for read/write requests 
from the secondary host, as indicated at block 87. If, as 
determined at decision block 89, the system receives a read 
request, the system determines, as indicated at decision 
block 91 if the requested record is in the alternate volume. 
If so, the system returns the requested record from the 
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alternate volume, as indicated at block 93 and processing 
returns to block 87. If the requested record is not in the 
alternate Volume, then the system returns the requested 
record from the secondary volume, as indicated at block 94 
and processing returns to block 87. If, as indicated at 
decision block 95, the system receives a write request, the 
system writes the record of the request in the alternate 
volume, as indicated at block 97, and processing returns to 
block 87. Test I/O processing continues until the system 
receives a stop test command, as indicated at decision block 
99. In response to a stop test command, the system clears the 
alternate Volume, as indicated at block 101, and processing 
returns to block 81 where, all data buffered in the front-end 
volume is transferred to the secondary volume. 
0026 Referring now to FIGS. 7 and 8, there are illus 
trated alternative formats for data buffered in front-end 
volume 39 or stored in alternate volume 43. Referring first 
to FIG. 7, the identity of the secondary volume to which the 
data is to be written is indicated in a volume column 121. 
The address of the data to be written in the secondary 
volume is indicated in an address column 123. The data to 
be written is in a data column 125. The data records are 
stored in the various lines of the table of FIG. 7. In order to 
transfer data from the front-end volume to a secondary 
volume 121, a record is selected from the table of FIG. 7 and 
the data in column 125 is written at the address specified in 
column 123. For example, in line 127 of FIG. 7, data is 
written at address location 0002 of volume number 112. 
After copying the data record, the data record is removed 
from the front-end volume. If a new record is received at the 
front-end volume and there is another record with the same 
volume ID and address, the data of the new record is 
overwritten on the previous record. 
0027. Referring now to FIG. 8, there is illustrated an 
alternative data format for the data in the front-end volume 
or the alternate volume. The table of FIG. 8 includes a 
sequence number column 131, a Volume number column 
133, an address column 135, and a data to be written column 
125. The sequence number column 131 indicates the order 
in which each data record is received. Data records are not 
overwritten in the embodiment of FIG. 8. Rather, they are 
simply stored the order in which they are received. When 
moving data from the front-end Volume to the secondary 
volume, the disc controller looks for the record having the 
next sequential number from the last moved data record. The 
disc controller copies the next sequential record to the 
specified address in the specified secondary Volume and 
removes the record from the front-end volume. When this 
format is used, the most current record with the same 
address of the requested record in the alternate volume is 
returned in step 93 in FIG. 6. 
0028. From the foregoing it may be seen that the method 
and system according to embodiments of the present inven 
tion overcome the shortcomings of the prior art. The alter 
nate Volume according to embodiments of the present inven 
tion may be of Small capacity rather than large enough to 
contain a complete copy of the secondary volume, as in the 
prior art. In one embodiment of the present invention, the 
secondary volume may be resynchronized with the primary 
Volume quickly at the end of a test using a Snapshot and the 
data buffered in the front-end volume, rather than the tedious 
process of comparing bit maps. In an alternative embodi 
ment, the data in the secondary volume never changes 
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during the test, so the secondary volume is synchronized 
with the primary volume simply by resuming normal opera 
tions. Additionally, data copying from the primary storage 
system to the secondary system is not suspended during a 
test. Accordingly, there will be no loss of data in case of a 
disaster situation occurring during a test. 

1. A storage system, which comprises: 
a first volume connected to receive data from a source 

Volume; 
a second Volume; 
means for transferring data from said first volume to said 

second Volume; 
means for Suspending transfer of data from said first 
Volume to said second Volume in response to instruc 
tions to accept test I/O requests; 

means for servicing, with said second Volume, I/O 
requests from a secondary host computer during Sus 
pension of transfer of data from said first volume to said 
second Volume; and, 

means for resuming transfer of data from said first volume 
to said second Volume in response to instructions to 
stop accepting test I/O requests. 

2. The storage system as claimed in claim 1, wherein said 
means for servicing I/O requests includes: 

a third volume. 
3. The system as claimed in claim 2, including: 
means for creating in said third volume a Snapshot of said 

second Volume in response to said instructions to 
accept test I/O requests. 

4. The system as claimed in claim 3, including: 
means for servicing with said second Volume read 

requests. 
5. The system as claimed in claim 3, including: 
means for servicing from said second Volume write 

requests. 
6. The system as claimed in claim 5, including: 
means for determining if a record to be written is in said 

Snapshot. 
7. The system as claimed in claim 3 including: 
means for restoring said second Volume in response to 

instructions to stop accepting test I/O requests. 
8. The system as claimed in claim 2, including: 
means for servicing write requests with said third Volume. 
9. The system as claimed in claim 8, including: 
means for determining if record Subject to a read request 

is in said third volume. 
10. The system as claimed in claim 9, including: 
means for servicing said read request from said third 
volume if the record to be read is in said third volume. 

11. The system as claimed in claim 9, including: 
means for servicing said read request from said second 
volume if the record to be read is not in said third 
Volume. 
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12. The system as claimed in claim 2, including: 
means for clearing said third volume in response to said 

instructions to stop accepting test I/O requests. 
13. A method of providing backup services, which com 

prises: 
receiving data from a source Volume at a remotely located 

first volume; 
transferring data from said first volume to a remotely 

located second Volume; 
Suspending transfer of data from said first volume to said 

second volume in response to instructions to accept test 
I/O requests: 

servicing, with said second Volume, I/O requests from a 
secondary host system during Suspension of transfer of 
data from said first volume to said second Volume, and, 

resuming transfer of data from first volume to said second 
Volume in response to instructions to stop accepting test 
I/O requests. 

14. The method as claimed in claim 13, including: 
creating a Snapshot of said second Volume in response to 

said instructions to accept test I/O requests. 
15. (canceled) 
16. The method as claimed in claim 13, wherein servicing 

I/O requests with said second volume includes: 
accepting read and write requests. 
17. The method as claimed in claim 16, including: 
prior to servicing a write request, determining if the 

record to be written is in said Snapshot; 
if said record to be written is not in said Snapshot, copying 

said record to be written from said second volume to 
said snapshot before writing said record to be written in 
said second Volume. 

18. The method as claimed in claim 14, including: 
restoring said second Volume with said Snapshot in 

response to said instructions to stop accepting test I/O 
requests. 

19. The method as claimed in claim 18, including clearing 
said Snapshot after restoring said second Volume. 

20. The method as claimed in claim 13, including: 
in response to a write request, writing a record in an 

alternate Volume. 
21. The method as claimed in claim 20, including: 
in response to a read request, determining if the record to 

be read is in said alternate volume; 
reading the record to be read from said alternate volume 

if said record to be read is in said alternate Volume; and, 
reading the record to be read from said second volume if 

said record to be read is not in said alternate Volume. 
22. The method as claimed in claim 21, including: 
clearing said alternate Volume in response to instructions 

to stop accepting test I/O requests. 
23.-32. (canceled) 


