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Determine whether an encryption function of a smart
card is triggered

Generate a ciphertext at least on the basis of a key, and
feed back the ciphertext to a debugging

device, so that the debugging device

transmits the ciphertext to a chip to be

debugged, and the chip determines,

according to the ciphertext, whether the

debugging device is allowed to access the

chip

Determine whether an authentication code transmitted
by the debugging device is received

Determine whether the received authentication code
matches an authentication code prestored in

the smart card

Feed back to the debugging device a response
indicating that the authentication is passed

Determine whether key update information
transmitted by the debugging device is

received

Update the key according to the key update information
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(57) Abstract: A chip access method, a microchip, a smart card, and a debugging device. The chip access method comprises: deter-
mining whether an encryption function of a smart card is triggered (S301); if yes, generating a ciphertext on the basis of at least a
key, and feeding back the ciphertext to a debugging device, so that the debugging device transmits the ciphertext to a chip to be de-
bugged, and the chip determines, according to the ciphertext, whether the debugging device is allowed to access the chip (S302). Also
provided are a microchip, a smart card, and a debugging device. The present method increases the security of the debugging device
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