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Description
FIELD OF INVENTION

[0001] The presentinvention relates to a telecommu-
nications system especially one that includes a mobile
communications system and a mobile locating means
with which the geographical location of a terminal in the
mobile communications system can be determined and
authorized by the user.

BACKGROUND OF THE INVENTION

[0002] The mannerin which the geographical location
of a mobile station in a mobile communications system
can be determined is described in a large number of pat-
ent specifications.

[0003] Some patent specifications, for instance SE
9500569-0, Europolitan, describes a procedure with
which the location of a mobile station is determined by
the American GPS system. This requires the mobile sta-
tion to be also equipped with a GPS terminal. A GPS
terminal can determine its geographical location, by re-
ceiving signals from at least three satellites. An inquiry
from a third party concerning the location of the mobile
station can be sent over the mobile communications
system and handled by the mobile station without involv-
ing its user. The location of the mobile station is then
sent back over the network to the person requesting the
information.

[0004] Inthe majority of these solutions, the measure-
ments necessary for establishing the location of the mo-
bile station are carried out by the mobile communica-
tions system instead. For instance, Patent Specification
SE 9603561-3, Bodin1, describes how the wave prop-
agation time of a signal from the mobile station is meas-
ured in a base station. The wave propagation time is
corresponded by a distance. The measuring process is
repeated at two more base stations. The location of the
mobile station can then be established on the basis of
the measuring results and on the knowledge of the ge-
ographical locations of the base stations. According to
this prior patent specification, the calculation is made in
a mobile locating node belonging to the mobile commu-
nications system.

[0005] Alternatively, the wave propagation time of a
signal sent from a base station may be measured in the
mobile station. This method is described in Patent Spec-
ification U.S. 5,293,645, Sood, among others. After hav-
ing measured the wave propagation from at least three
base stations, the mobile station reports the result to the
land based part of the mobile communications network.
[0006] It is also mentioned in SE 9500569-0 that the
geographical location of a mobile station can be deter-
mined through the identity of the cell within which the
mobile station is located. It is the mobile communica-
tions system that is able to obtain the cell identity infor-
mation. This method can only provide a rough indication
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of the location of the mobile station, since the indicated
cell may well have a radius in the order of tens of kilo-
metres.

[0007] Patent Specification SE 9700522-7, Bodin2,
describes how a mobile locating command can be sent
from a mobile locating node outside the mobile commu-
nications system to the mobile switching centre that
manages the mobile station. The switching centre is as-
sumed to control the base station system to carry out
measurements that will determine the location of the
mobile station with the aid of some earlier known meas-
uring method. The mobile locating node provides a mo-
bile locating service, in which it receives orders from a
customer concerning the location of a certain mobile
station, orders the switching centre to carry out a meas-
uring procedure, receives the measuring result, and cal-
culates the location of the mobile and then presents the
result to the customer. A modified short message serv-
ice (SMS) is used to send the command to the switching
centre and to send the measuring result from the switch-
ing centre to the mobile locating node.

[0008] None of the aforementioned patent specifica-
tions draws attention to the encroachment of the integ-
rity of a user of a mobile station when an outsider is able
to establish the geographical location of the user.

SUMMARY OF THE INVENTION

[0009] The present invention addresses the problem
of an outsider being able to establish the geographical
location of a mobile station with the aid of a mobile lo-
cating service. Determination of the geographical loca-
tion of a mobile constitutes a problem when it takes
place against the wishes of the mobile user.

Another problem addressed by the invention is when the
user of the mobile station may wish an outsider to be
informed of his location on certain occasions while keep-
ing the possibility of preventing an outsider from being
informed of his location on other occasions.

[0010] Another problem is one when the user may
wish for a person of his choice to be informed of his lo-
cation while denying this possibility to other persons.
[0011] Accordingly, an object of the present invention
is to protect the integrity of a mobile user, such as to
prevent outsiders from determining the location of the
mobile with the aid of a mobile locating service. Another
object is to provide a flexible integrity protection service
which enables the geographical location of the mobile
to be determined when the user so desires or when itis
in the user's interest for the location of the mobile to be
determined.

[0012] The aforesaid problems are solved in accord-
ance with the present invention, by providing the mobile
communications system with an indicator. The indicator
is set either to indicate that the user permits the location
of the mobile to be determined, i.e. a permission granted
state, or to a state in which the user does not permit the
location of the mobile to be determined, i.e. permission
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not granted state. Before determining the location of a
mobile, a check is made to ascertain whether or not the
indicator is in its permission granted state. If not, the lo-
cation determining process is discontinued. The user of
the mobile is able to set the indicator to the state desired.
In one embodiment the subscriber, i.e. the owner of the
subscription which may be different than the current us-
er, has the possibility to prevent someone who is using
the subscriber's mobile station MS from changing the
indicator.

[0013] According to one alternative embodiment, the
user of the mobile receives a request for permission to
determine the location of his mobile. This embodiment
can be suitably used when the user himself has request-
ed from a service provider a service that is dependent
on the geographical location of the user. The service
provider contacts a mobile locating node and asks to be
told of the location of the mobile station. The mobile lo-
cating node asks the user for permission to determine
the location of the mobile. The user gives his permission
directly to the mobile locating node. Alternatively, the us-
er gives his permission to the mobile locating node via
the service provider. This is effected by sending to the
service provider a code that the user has received to-
gether with the permission request, wherewith the serv-
ice provider sends the code to the mobile locating node.
The location of the mobile is determined when the code
received agrees with the code sent together with the re-
quest.

[0014] In addition to checking the permission indica-
tor, a check can also be made to ascertain whether or
not the person requesting determination of the location
of the mobile is registered and that authorization for this
person to establish the location of the sought mobile is
also registered, said checks being carried out before de-
termining the location of the mobile. In this case, regis-
tration of this information is a condition for allowing the
location of the mobile to be determined. This information
is stored in a register connected to or integrated with the
mobile locating node.

[0015] The invention provides the advantage of ena-
bling the user of a mobile station to prevent the geo-
graphical location of the mobile being established and
divulged. The invention can be applied in a number of
different forms that are suited for different situations. For
instance, this enables a haulage contractor to establish
the locations of its own mobile stations regularly and in
a simple manner, while, at the same time, preventing
others from establishing the locations of said mobiles.
It also enables a private user to prevent the location of
his mobile station being determined while, at the same
time, enabling the user to establish his own location on
certain occasions when needed by the user. The various
embodiments of the invention thus enable the integrity
of the user to be protected in a flexible manner.

[0016] The invention also has the advantage of being
adapted for the administrative structure in the mobile
communications system. It is essential to adapt to the
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existing structure, so as not to increase the complexity
of the mobile communications system. The introduction
of the indicator in the mobile communications system
enables the user to set the indicator to the state desired
directly and involves a only minor modification of the mo-
bile communications system.

[0017] The invention will now be described in more
detail with reference to preferred exemplifying embodi-
ments thereof and also with reference to the accompa-
nying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
[0018]

Fig. 1 illustrates a mobile communications system
in which a mobile locating node is connected.

Fig. 2 is a block schematic illustrating a mobile com-
munications system in which a short message is
transmitted.

Fig. 3 illustrates a modified home location register.

Fig. 4 is a flowchart illustrating a state checking pro-
cedure in conjunction with a mobile locating proc-
ess.

Fig. 5 is a flowchart that illustrates an alternative
procedure in which authorization checks are carried
out in conjunction with a mobile locating process in
addition to an indicator check.

Fig. 6 is a flowchart illustrating an inventive method
of checking mobile locating permission, suitable for
use in conjunction with the user requesting a loca-
tion-dependent service from a service provider.

Fig. 7 is a flowchart illustrating an alternative meth-
od of checking for permission to locate a mobile in
the same situation as that intended with respect to
the method illustrated in Fig. 6.

Fig. 8 is a flowchart illustrating another alternative
method of checking whether or not permission to
determine the location of a mobile has been given,
in the same situation as that intended for the meth-
od illustrated in Fig. 6.

Fig. 9 illustrates the format of a request for routing
information, sent by the GMSC to the home location
register.

DESCRIPTION OF PREFERRED EMBODIMENTS
[0019] The present invention enables the user of a

mobile station to prevent an outsider from learning of his
geographical location with the aid of a mobile locating
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service.

[0020] Fig. 1 illustrates one such mobile communica-
tions system GSM. It is managed by an Operator. The
mobile communications system GSM includes a
number of mobile stations MS, MS1-MS3. A user A1 of
the mobile station MS moves freely and is able to com-
municate via the mobile communications system GSM
provided that he is located within the service area of the
GSM system. The service area is divided into a number
of cells CL1-CL3. Located in each cell CL1-CL3 is a re-
spective radio base station BTS1-BTS3 that can main-
tain connection with the mobile stations MS, MS1-MS3
within the cell. A number of radio base stations
BTS1-BTS3 communicate with a base station controller
BSC, said base station controller BSC communicating,
in turn, with a mobile services switching centre MSC.
The mobile communications system GSM includes at
least one GMSC (Gateway Mobile Switching Centre) P
which communicates with the remaining mobile switch-
ing centres MSC of the mobile communications system.
The GMSC P also communicates with a home location
register HLR.

Each mobile station MS, MS1-MS3, with an subscription
to the mobile communications system GSM is regis-
tered in the home location register HLR. Also visiting
mobile stations with subscriptions in other mobile com-
munications systems are temporarily registered in the
home location register HLR. The home location register
HLR contains data as to the whereabouts of the mobile
stations MS, MS1-MS3 as well as visiting mobile sta-
tions. In addition to the home location register HLR, the
mobile communications system GSM includes a further
subscriber location register, i.e. a visitor location register
VLR, containing data relating to the mobile station MS.
The visitor location register VLR is connected to the mo-
bile services switching centre MSC.

[0021] The mobile communications system GSM is
designated the land based part of the mobile communi-
cations network, with the exception of the mobile station
MS and the radio connection thereto.

[0022] The system shown in Fig. 1 includes a mobile
locating node MPC connected to the GMSC P. The mo-
bile locating node MPC provides a mobile locating serv-
ice, which means that the node MPC will establish the
location of a mobile station MS, MS1-MS3 in response
to a request from a second party A2 in this respect and
inform this second party of the geographical position of
said mobile station. To this end, there is found a con-
nection between the second party A2 and the mobile
locating node MPC, via which the mobile locating node
receives the location-finding request M1 and informs the
second party of the location of the mobile station in a
response M2.

[0023] Fig.2is ablock schematicillustrating aninven-
tive arrangement. In addition to those nodes also shown
in Fig. 1, the arrangement includes an indicator | provid-
ed in the home location register HLR. The user A1 is
able to set the indicator | to indicate either one of two
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states, i.e. a permission granted state or a permission
not-granted state. The user A1 sets the indicator to the
desired state, by stating a code CD via the mobile sta-
tion. The code CD is sent from the mobile station as
though it were a B-number, i.e. the number of a B-sub-
scriber dialled for a call connection. When the code CD
has been transferred to the GMSC P, the GMSC P iden-
tifies the code CD as a message to the home location
register HLR and not as a standard B-number. The GM-
SC therefore sends the code CD to the home location
register HLR. The home location register HLR then sets
the indicator to indicate the desired integrity level.
[0024] The code CD may be either one of two char-
acter combinations denoting either that determining of
the location of the mobile is allowed or not allowed.
These two character combinations may be *99# and
*98#. The transfer of this code to and its registration in
HLR are effected analogously with how the call forward-
ing service is utilized from the mobile station MS.
[0025] Fig. 2 illustrates with the aid of an arrow the
transfer of a mobile locating command K1 from the lo-
cation node MPC to the mobile services switching cen-
tre MSC via the GMSC P. The command K1 is described
more explicitly further on in the text.

[0026] Fig. 3 shows a home location register HLR that
has been modified by the inclusion of the indicator |. Da-
ta concerning the mobile station MS are stored in a
number of different information fields in the home loca-
tion register HLR. The information fields are found with
the aid of the mobile station identity DA, among other
things. A further information field for storing the indicator
| is included on the home location register, as shown in
Fig. 3.

[0027] Fig. 4 is a flowchart illustrating one embodi-
ment of the inventive method, where a second party A2
desires information concerning the location of the mo-
bile station MS. In a first step B1, the second party A2
sends a request M1 to the mobile locating node MPC
asking to be informed of the whereabouts of the mobile
station MS.

[0028] The mobile locating node MPC then sends a
command K1 to the mobile switching centre MSC that
serves the mobile station MS at that moment in time.
The purport of the command K1 is for the switching cen-
tre MSC to collect locational data relating to the mobile
station MS and send it to the mobile locating node MPC,
in accordance B2 in Fig. 4. The command K1 is sent in
the form of a modified SMS message addressed to the
mobile station MS, as described in SE 9700522-7.
[0029] The command K1 reaches the mobile commu-
nications system via the GMSC P, which identifies the
command K1 as being a location-finding command. The
GMSC P asks the home location register HLR for routing
information, so as to be able to forward the command
K1. The GMSC P indicates in the request that the routing
information is intended for a mobile locating command
K1. Upon receipt of the request, the home location reg-
ister HLR reads the register HLR indicator | and provides
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the requested routing information, provided that the in-
dicator indicates that it is allowed to divulge the geo-
graphical location of the mobile. This is corresponded
by a step B3 in Fig. 4, i.e. the step in which the mobile
locating state of the indicator is checked. If mobile lo-
cating is allowed, i.e. Yes to the question in step B3 of
Figure 4, the command K1 is forwarded to the GMSC P
to the mobile switching centre MSC.

[0030] The switching centre begins to collect location-
al data relating to the mobile station MS, upon receipt
of the command K1. The collected locational data is then
sent to the mobile locating node MPC, in accordance
with step B4.

[0031] The mobile locating node MPC then establish-
es the location of the mobile station MS with the aid of
the locational data received, and presents the result to
the second party A2 in a message M2, in accordance
with step B5.

[0032] Should the answer to the question in step B3
be No, locating of the mobile is not allowed, as is the
case when the indicator | in the home location register
HLR indicates that location-finding is not allowed, no
mobile locating procedure is carried out. Instead a mes-
sage is sent to the mobile locating node MPC to the ef-
fect that permission to divulge the location of the mobile
station MS is not given, in accordance with step B6. In-
stead of sending routing information, the home location
register HLR sends a message to the GMSC P to the
effect that the information requested cannot be given,
because divulgence of the location of the mobile station
MS is not permitted. GMSC P sends to the mobile loca-
tion node MPC a message to the effect that the location
of the mobile station MS has not been determined be-
cause permission is lacking.

[0033] The mobile locating node MPC then sends a
message to the second party A2 to the effect that the
location of the mobile station MS cannot be divulged,
because permission is lacking in this respect, in accord-
ance with step B7.

[0034] Fig. 5 illustrates an alternative embodiment of
the method for checking whether or not establishment
of the location of the mobile station MS is permitted. The
procedure followed in accordance with this method is
similar to the procedure followed according to Fig. 4, but
with the difference that authorization checks are carried
out on the second party A2.

[0035] The procedure followed in accordance with
Fig. 5 is commenced with a step B1, similar to the pro-
cedure described in Fig. 4, in which the second party A2
sends a message M1 requesting the geographical loca-
tion of the mobile station MS.

[0036] A check is then run to ascertain whether or not
the second party A2 is known to the mobile locating
node MPC, in accordance with a following step C2. One
reason for this check is to be able to bill the second party
for the mobile locating service. If the second party A2 is
known, i.e. the answer to the query in step C2 is Yes,
step C3 is carried out.

10

15

20

25

30

35

40

45

50

55

[0037] Instep C3, a check s run to ascertain whether
or not the second party A2 is entitled to be informed of
the location of the mobile station MS. In order to be en-
titled to check the mobile station MS, this entitlement
must have earlier been registered in the mobile locating
node MPC. If the check shows that the second party is
entitled to be informed of the geographical position of
the mobile, i.e. the answer to the question in step 3 is
yes, step C4 is carried out.

[0038] Instep C4, a check s run to ascertain whether
the mobile locating request has been made in an emer-
gency situation. An emergency situation can be report-
ed, for instance, by the second party saying as such in
conjunction with the mobile locating request, and by the
second party indicating that it has an alarm centre sta-
tus. In the event of an emergency, i.e. the answer to the
question in step C4 is Yes, step C6 is carried out.
[0039] Ontheotherhand, if the answer to the question
in step C4 is No, i.e. there is no emergency, a check is
run to ascertain whether the indicator 1 shows that the
user A1 permits the location of his mobile station MS to
be determined in accordance with step C5. This check
is carried out by the mobile locating node MPC sending
a query as to whether or not it is allowed to locate the
mobile station MS. This permission query is received by
the GMSC P and forwarded to the home location regis-
ter HLR. The home location register HLR deals with the
query and the GMSC P sends the answer to the mobile
locating node MPC. If the answer is Yes, locating the
mobile station MS is allowed, step C6 is carried out.
According to step C6, a command K1 to locate the po-
sition of the mobile station MS is sent from the mobile
locating node MPC to the mobile switching centre MSC.
The indicator | is not checked when the command K1 is
transmitted in the case of this embodiment.

[0040] The switching centre MSC collects mobile sta-
tion MS locational data. The obtained mobile station MS
locational data is then sent to the mobile locating node
MPC, in accordance with step C7.

[0041] The mobile station MS location data may op-
tionally be further processed in the mobile locating node
MPC, whereafter the location of the mobile station MS
is established and presented to the second party A2 in
a message M2, in accordance with step C8 in Fig. 5.
[0042] If, as distinct to what has been assumed in the
aforegoing, the second party A2 is not registered in the
mobile locating node MPC or it is found that said second
party is not entitled to information revealing the location
of the mobile station MS concerned, or if the indicator |
shows that divulgence of the location of said mobile sta-
tion MS is not allowed, in other words the answer to any
of the questions asked in step C2, C3 or C5 is No, the
location of the mobile station MS is not determined and
the mobile locating node informs the second party to this
effectand gives the reasons why, in accordance with C9.
[0043] The procedure described in Fig. 5 includes two
further authorization checks, in addition to checking
whether or not the second party A2 is known (step C2).
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The first of these authority checks is made in accord-
ance with step C3, in order to ascertain whether or not
the second party A2 is entitled to be told of the location
of precisely the mobile station to which his request is
directed. For instance, a firm of haulage contractor has
the right to know the locations of its own mobile stations,
but does not have the right to know the geographical
location of a mobile station belonging to a competitor.
When the second party is an alarm centre, i.e. has the
telephone number 112 in the case of Sweden, it can be
given the right to be told of the locations of all mobile
stations.

[0044] Itis also possible to divide the right to know the
locations of mobile stations in accordance with different
authority gradings. For instance, a low priority in this re-
spect may mean that the second party A2 may only be
told within which part of the country the mobile station
MS is located.

[0045] The second ofthese authority checks is carried
out in accordance with step C5, with the purpose of as-
certaining whether or not the user has given his permis-
sion for the location of his mobile station to be deter-
mined. For instance, an employee A1 of the aforesaid
haulage contractor may allow the location of his mobile
station MS to be determined at the beginning of his work
shift. This employee may wish to deny his employer the
possibility of establishing his location at the end of his
shiftand, therefore, withdraws his permission, by setting
the indicator | to a state which indicates that permission
is not granted.

[0046] In an optional addition to any of the embodi-
ments with reference to fig.4 and fig.5 the user A1 can
change the indicator | only if the subscriber has given
his permission to change the indicator I. In most cases
the user and the subscriber are the same person, butin
some cases they are different persons. One example is
the firm of haulage contractors being the subscriber of
a subscription associated with the mobile station MS.
The mobile station MS is attached to a truck driven by
an employee of the firm.

In addition to the indicator | a subscriber indicator Sl is
implemented. A field for storing the indicator | in the
home location register HLR is shown in fig. 3 by dashed
lines. The subscriber indicator S| can be set into two
states. The first state is the grant state, which indicates
that the subscriber grants the location of the mobile sta-
tion MS to be determined. The grant state of the sub-
scriber indicator Sl overrides the indicator |. The second
state is the zero state, which indicates that the state of
the indicator | is decisive.

[0047] The previous described inventive methods are
modified in that before checking the state of the indicator
I, according to step B3 and step C3, the subscriber in-
dicator Sl is checked. If the subscriber indicator Sl is in
the grant state the method is continued by step B4 or
alternatively step C4 without checking the indicator I. If
instead the state of the subscriber indicator Sl is zero,
the indicator | is checked and the further step is depend-
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ent on the state of the indicator I, in the same way as in
the previous described inventive methods.

[0048] The subscriber indicator Sl is controlled by the
operator of the mobile communication system. The sub-
scriber gives his instructions on the desired state of in-
tegrity to the operator. The operator sets the subscriber
indicator S| or alternatively the additional states of the
indicator | to the desired level by a man machine inter-
face of the node in which the indicator is located, for
instance the home location register HLR.

[0049] According to a further option the state of sub-
scriber indicator Sl is changed at predefined times. The
change is made by a state control module in the mobile
communication system. The state control module in-
cludes a clock and data program module. It is pro-
grammed by the operator to change the state at times
predefined by the subscriber.

[0050] By this further option the firm of haulage con-
tractors can prevent the employed truck driver from
changing the state of the indicator | during his work pe-
riod. Thereby the firm can locate the truck in which the
mobile station MS is mounted during the work period.
When the working period is finished the indicator | can
be changed by the driver to prevent the location from
being determined if the firm has instructed the operator
that the indicator | is changeable at that time.

[0051] Alternatively the subscriber indicator can be
set into three states instead of two. The third state is a
subscriber not grant state, with the effect that the mo-
biles stations MS position will not be determined what-
ever the state of the indicator I.

[0052] In a further optional addition to the embodi-
ment of the invention illustrated by fig. 5 determination
of the location of the mobile station MS prohibited. In a
nation there are a few people whose security is of extra
interest, for instance a president of the nation. An oper-
ator solely cannot be entrusted to prevent the location
of a president's mobile station MS from being deter-
mined, especially since it should be unknown to the op-
erator which of all mobile stations belongs to the presi-
dent.

[0053] For this purpose a secured integrity function is
supplied by for instance a secret service of the nation.
The secured integrity function includes a list of the mo-
bile stations whose locations shall be prohibited from
being determined. The list is optionally encrypted. The
secured integrity function also includes means for re-
ceiving and answering an inquiry for permission to de-
termine the location of a specified mobile station. The
response on the inquiry will be negative if the specified
mobile station MS is included in the list.

[0054] The secured integrity function is created under
control of the secret service. If the included list is en-
crypted the means for reading it includes encryption
keys. The secured integrity function is delivered to the
operator who can not read the list or the encryption keys.
The operator connects the secured integrity function to
the mobile communication system. Alternatively the op-
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erator downloads a program module into one of the
nodes of the mobile communcation system, for example
the home location register. The secured integrity func-
tion can alternatively be connected to or downloaded in-
to the mobile location centre MPC.

[0055] In the previous described method with refer-
ence fig 5 is modified in that in the step C3 in fig 5 is
also the inquiry to the optional secured integrity function
added. If the response on the inquiry is No, the location
of the mobile station MS is excluded from being di-
vulged, step C9 will be performed. In step C9 the second
party is informed that the location of the mobile station
is not divulged. The second party is not informed that
this is due to the fact that permission to locate is being
prohibited by the secured integrity function. If instead
the response on the inquiry is Yes, step C4 will be exe-
cuted.

Another embodiment of the invention can be used ide-
ally when the user A1 of the mobile station MS contacts
a service provided A2 and requests a service therefrom.
In order to carry out the service, the service provider A2
needs to know of the geographical whereabouts of the
user A1. This service may involve a route description or
the whereabouts of the nearest hamburger restaurant.
[0056] Fig. 6 is a flowchart that illustrates this proce-
dure. The user A1 initially contacts the service provider
A2 and requests a service for which the geographical
location of the user A1 is a necessary integral. This com-
mencement of the procedure is shown by step E1 in Fig.
6.

[0057] The service producer A2 then sends to the mo-
bile locating node MPC a request M1 asking for the lo-
cation of the mobile station, in accordance with a follow-
ing step E2.

[0058] The mobile locating node MPC then checks
whether or not the service provider A2 has earlier been
registered. Although this step is designated E3 in Fig.
6, it follows the same procedure as that followed in step
C2in Fig. 5. If it is found that the service provider A2 is
registered, i.e. the answer to the question in E3 is Yes,
a step E4 is carried out.

[0059] In step E4, the mobile locating node MPC con-
tacts the user A1 of the mobile station MS and asks the
user A1 for his permission to determine the location of
the mobile. The identity of the service provider A2 can
be given to the user A1 together with the request. The
user A1 gives his permission for the location of the mo-
bile station MS to be determined, i.e. Yes to the question
in step E4, by sending his permission to the mobile lo-
cating node MPC via his mobile station MS, in accord-
ance with step E5.

[0060] The mobile locating procedure is commenced
when the mobile locating node MPC has received ap-
proval, wherewith the location of the mobile station MS
is determined in accordance with step E6. This is
achieved by sending a command K1 to the mobile
switching centre that collects mobile station MS location
data, and sends this data back to the mobile locating
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node MPC. The mobile locating node MPC then sends
to the service provider A2 a message M2 in which the
location of the mobile station MS is revealed.

[0061] If the mobile locating node MPC does not re-
ceive permission from the user A1, i.e. the question put
in step E4 results in a No, or if the service producer A2
is not registered in the mobile locating node MPC, i.e. a
No to the question asked in step E3, the mobile locating
procedure is broken-off and the mobile locating node
MPC sends a message M2 to the service provider A2 in
accordance with step E7. The message M2 informs that
the location of the mobile station MS cannot be deter-
mined and the reason why.

[0062] In addition to checking whether or not the serv-
ice provider A2 is registered, a check is also run in step
E3 on the identity of the service provider A2. This check
may, for instance, require the service provider A2 to give
a code word that is specific to this provider, and to obtain
authorization to be informed of the location of the mobile
station.

[0063] Fig. 7 illustrates another embodiment of the in-
vention that is suitable for use when the user A1 re-
quests a mobile station MS-location related service from
the service provider A2. The first three steps E1, E2 and
E3 of the procedure are the same as those in the pro-
cedure illustrated in Fig. 6. In these steps, the user A1
requests the service provider A2 to provide the service,
the service provider contacts the mobile locating node
MPC to find out the location of the user A1, and the mo-
bile locating node MPC checks that the service provider
A2 is registered.

[0064] Ifitis found that the service provider A2 is reg-
istered, i.e. Yes to the question in step E3, the mobile
locating node MPC sends a request to the user A1 of
the mobile station MS asking for permission to deter-
mine his location, in accordance with step F4. A pass-
word is sent together with the request. The user gives
permission for his location to be determined, i.e. says
yes to the question in F4, by sending the password to
the service provider A2, in accordance with step F5.
[0065] The service provider A2 sends the password
to the mobile locating node MPC in accordance with
step F6. The mobile locating node MPC then checks that
the password received from the service provider A2
agrees with the password sent to the mobile station MS.
This latter procedure is carried out in step F7 in Fig. 7.
When the passwords are found to agree with one an-
other, the location of the mobile station MS is deter-
mined and the service provider A2 informed of said lo-
cation, in accordance with step F8.

[0066] On the other hand, if the service provider A2 is
not found to be registered, or no password is sent to the
mobile locating node MPC from the mobile station via
the service provider, or should the password received
not agree with the password that was sent by the mobile
locating node MPC, i.e. a negative response to any of
the questions raised in steps E3, F4 or F7, the location
of the mobile is not determined and the service provider
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A2 is informed of the reason why, in accordance with
step F9.

[0067] The procedures carried out in steps F8 and F9
in Fig. 7 correspond to the procedures carried out in re-
spective steps E6 and E7 in Fig. 6.

[0068] Fig. 8 illustrates a further alternative embodi-
ment suitable for use in conjunction with the user A1 re-
questing a mobile station MS location dependent serv-
ice from a service provider A2. The procedure followed
in accordance with this method differs from the proce-
dures illustrated in Fig. 6 and Fig. 7 by virtue of the fact
that the user A1 need not actively express permission
for the location of his mobile station MS to be determined
in response to the request from the service provider A2.
[0069] The procedure followed in the method illustrat-
ed in Fig. 8 is commenced with the same three steps
E1, E2 and E3 as those with which the procedures illus-
trated in Fig. 6 and Fig. 7 are commenced. According to
these steps, the user A1 first contacts the service pro-
vider A2 who then contacts the mobile locating node
MPC and asks to be told of the location of the user A1.
After the mobile locating node MPC has ascertained that
the service provider A2 is known, i.e. Yes in step E3,
there follows a first step G4 which distinguishes the
method of Fig. 8 from the methods of the two preceding
Figures.

[0070] In step G4, itis checked that a connection has
been set up between the mobile station MS and the
service provider A2. If it is found that a connection has
been set up, i.e. the answer to the question in step G4
is Yes, the procedure in step G5 is carried out.

[0071] In step G5, it is checked that the indicator | in
the mobile communications system indicates that the
user A1 has given his permission for the location of the
mobile station MS to be determined. Step G5 in Fig. 8
corresponds to step C5 in Fig. 5. Step G6 is carried out
when the indicator | indicates that the user has given his
permission, i.e. Yes to the question raised in step G5.
[0072] In step G6, the mobile locating node MPC
sends to the mobile switching centre MSC a command
K1 to determine the location of the mobile station MS.
[0073] Mobile station MS location data is sent in a fol-
lowing step G7 to the mobile locating node MPC, which
establishes the location of the mobile station MS and
sends a message M2 that reveals the location of the mo-
bile station MS to the service provider A2.

[0074] On the other hand, should the service provider
A2 not be found to be registered with the mobile locating
node MPC or that no connection has been set up be-
tween the service provider A2 and the mobile station MS
or the indicator | shows that the user has not given per-
mission for the location of his mobile station MS to be
determined, i.e. a No to any one of the questions in re-
spective steps E3, G4 or G5, the location of the mobile
station MS will not be determined and the mobile locat-
ing node MPC informs the service provider A2 to this
effect in a message M2, in accordance with step G8.
[0075] In step C2 in Fig. 5 and in step E3 in Fig. 6,
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Fig. 7 and Fig. 8, a check is run to ascertain whether or
not the second party A2 is registered in the mobile lo-
cating node MPC. This step can be omitted from the de-
scribed embodiments, if so desired. One reason for
omitting step C3 and step E3 respectively may be be-
cause the second party A2 can be billed without prior
registration in the mobile locating node MPC.

[0076] The steps G5, G6, G7 and G8 are correspond-
ed by the steps C2, C5, C6, C7, C8 and C9 in Fig. 5.
[0077] In the Fig. 2 illustration and in the described
embodiments, the indicator | is placed in the home lo-
cation register HLR. However, the indicator | may be
placed in any other of the system nodes, for instance in
the gateway MSC, referenced P, the visitor location reg-
ister VLR, the mobile services switching centre MSC, or
in the mobile station MS. The indicator | can alternatively
be placed in the mobile locating node MPC. The mobile
location node MPC should then preferably be managed
by the operator.

When placed in the mobile station, the indicator | will be
stored in a memory intended for this purpose. The user
sets the indicator | to indicate either that permission to
locate the mobile station MS is granted or is not granted,
via the standard user interface. The mobile locating
node MPC checks the indicating state of the indicator I,
by sending a query to the mobile station MS regarding
permission to locate the whereabouts of a mobile sta-
tion. This query and the response received can be sent
to and from the mobile station MS in a number of ways.
For instance, it is possible to use both a modified radio
interface between the mobile station and the base sta-
tion controller BSC together with a MAP protocol, USSD
(Unstructured Supplementary Service Data) and short
messages. Both the query and the mobile station MS
are modified so that the query regarding the state of the
indicator is answered by the mobile station without in-
volving the user.

[0078] If the optional subscriber indicator Sl is imple-
mented the indicator and the subscriber indicator | shall
preferably be implemented in node fully controlled by
the operator, i.e. not in the mobile station MS.

[0079] The present invention is not concerned with
the manner in which data is collected. In the aforede-
scribed embodiments, it is the mobile switching centre
MSC that is responsible for data collection. This data
collection can include the switching centre being re-
sponsible for determining the location of the mobile sta-
tion, for instance by measuring the wave propagation
delay between the mobile station MS and one or more
of the base stations BTS1-BTS3. Data collection can al-
ternatively require the mobile switching centre to dis-
close the traffic area within which the mobile station MS
is located. A traffic area is comprised of one or more
cells CL1-CL3.

[0080] Alternatively, data collection can be effected at
a node other than the mobile switching centre MSC. This
other node may, for instance, be the base station con-
troller BSC, the mobile station MS, or at the mobile sta-
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tion MS. In this latter case, the mobile station MS will be
equipped for collecting mobile station MS location data,
such equipment being a GPS terminal.

[0081] Inthe aforedescribed examples, the command
K1 concerning the location of a mobile station is sent
with the aid of a modified short message. A mobile lo-
cating command K1 can be sent to the node responsible
for collecting mobile locating data in a number of ways.
The possibilities given by way of example for transmit-
ting a query concerning permission to determine the lo-
cation of a mobile station MS when the indicator | is
placed in the mobile station MS can also be used to send
a mobile locating command K1.

[0082] In the Fig. 1 illustration, the mobile locating
node MPC is connected to the mobile communications
system GSM by connection with the GMSC P. However,
the mobile locating node MPC can be connected in other
ways. For instance, it can be connected to the home lo-
cation register HLR. An alternative solution is to include
the mobile locating node MPC as an integrated part of
one of the nodes of the mobile communications system,
for instance an integrated part of the GMSC P.

[0083] Fig. 1 shows the mobile locating node MPC
free-standing from the mobile communications system
GSM. ltis, however, possible to extend the specification
for the mobile communications system GSM to include
the same functions as those of the aforedescribed mo-
bile locating node. The functions of the mobile locating
node MPC are to receive the mobile locating request
M1, to ascertain whether or not the location of the mobile
station MS may be disclosed (in several embodiments),
to send a mobile locating command K1, to receive mo-
bile station MS location data, to optionally further proc-
ess mobile station MS location data, and to divulge the
location of the mobile station MS to the second party A2.
[0084] Inanumber of cases andin a number of mobile
communications networks GSM, the GMSC P manages
the duties of the mobile switching centre MSC. In Fig.
1, these are shown as separate units since this is the
most common form.

[0085] In the first method shown in Fig. 4, the com-
mand K1 is sent with a modified short message. The
manner in which the short message shall be modified is
described in the earlier patent application SE
9700522-7. However, SE 9700522-7 does not describe
how the GMSC P in connection with a routing info re-
quest shall inform the home location register HLR that
the request shall be used to determine the location of a
mobile station MS.

[0086] In GSM terminology, this request for informa-
tion sent by the GMSC P to the home location register
HLR is designated "Send Routing Info For Short Mes-
sage". This request is described by specification GSM
09.02.

[0087] Fig. 9 illustrates in principle the format of the
routing info request SRI sent by the GMSC P to the
home location register HLR. The request SRI has a
number of different information fields, of which only a
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few are shown in Fig. 9. One of these information fields
MSISDN includes the identity of the mobile station MS.
Another field, SCA, identifies the sender. The request
SRI shown in Fig. 9 has been modified by adding a fur-
ther information field P_req to the request SRI. This ad-
ditional information field P_req indicates to the home lo-
cation register HLR that the routing info request shall be
used for locating the location of a mobile station MS.
[0088] When the home location register HLR receives
a modified routing info request SRI, it checks whether
or not the indicator is in a mobile locating state. When
such a state is indicated, the home location register
sends routing information. The information is sent in a
message entitled "Short Message Routing Information
Message", see specification GSM 09.02.

[0089] Fig. 1 illustrates the inventive method as car-
ried out in a cellular mobile communications system. It
will be understood, however, that the invention is not re-
stricted to application in a cellular mobile communica-
tions system and that the invention can be applied in all
telecommunications systems in which the users are mo-
bile. By being mobile is meant that a subscriber is not
tied to a certain electric wall plug or socket but that a
terminal with associated subscription can be used for
both incoming and outgoing traffic within a wide geo-
graphical area.

Claims

1. A method of protecting the location integrity of a mo-
bile station (MS) in a telecommunications system,
said mobile station being managed by a first party
(A1), wherein the method requires

- a public communications system in which said
mobile station is included; and

- a mobile station locating node which upon re-
quest initiates a procedure for determining the
location of the mobile station, receives location
data, and divulges the location of the mobile
station (MS), wherein

a) the mobile locating node receives from
a second party (A2) a first message (M1)
asking to be informed of the geographical
location of the mobile station (MS); and
wherein the method is characterized by
the further steps of:

b) reading an authorization parameter
which indicates whether or not the first par-
ty (A1) allows the location of the mobile sta-
tion to be determined; and

¢) sending from the mobile station locating
node a second message (M2) in the form
of a response to said request, said re-
sponse being dependent on said authori-
zation parameter.
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A method according to Claim 1, characterized in
that said public communications system is a public
mobile communications system (GSM).

A method according to Claim 1 or 2, characterized
in that the authorization parameter is shown by an
indicator (I) in the public communications system.

A method according to Claim 3, characterized in
that said indicator (I) is connected to the mobile sta-
tion (MS).

A method according to Claim 3, characterized in
that said indicator (1) is connected to the land-based
part of the network (P, MSC, HLR, VLR, BSC, BTS)
of the mobile communications system.

A method according to Claim 3, characterized in
that said indicator (I) is connected to a subscriber
location register (HLR, VLR).

A method according to Claim 1 or Claim 2, charac-
terized in that the request according to step a) is
preceded by the first party (A1) contacting the sec-
ond party (A2).

A method according to Claim 1, Claim 2 or Claim 6,
characterized in that an authorization parameter
is set by the first party (A1) via the mobile station
(MS).

A method according to any one of Claims 1-8, char-
acterized in that a condition for disclosing the lo-
cation of the mobile station in response to the re-
quest according to step c) is that the authorization
parameter denotes that determination of the loca-
tion of the mobile station is permitted.

A method according to Claim 7, wherein the second
party (A2) is equipped with a teleterminal, charac-
terized in that the authorization parameter is set to
show that the location of the mobile station can be
revealed to the second party (A2) provided that a
connection is set up between the mobile station
(MS) and the teleterminal of said second party (A2).

A method according to Claim 10, characterized in
that the authorization level of an indicator in the
public communications system is read and that the
location of the mobile station (MS) is disclosed pro-
vided that the indicator indicates permission for the
location of the mobile station to be determined.

A method according to any one of the preceding
Claims, characterized by reading a register,
wherein a condition for disclosing the location of the
mobile station in response to the request according
to step b) is that the register contains an authoriza-
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tion for the second party (A2) to be informed of the
location of the mobile station.

A method according to Claim 1 or Claim 2, charac-
terized in that in step b) an inquiry is made to a
secured integrity function whereupon the secured
integrity function gives a positive or a negative re-
spond.

A method according to any one of Claims 3, 4, 5, 6
or 11, characterized in that said indicator (l) can
be set by the first party (A1) to indicate a desired
integrity level from the mobile station (MS).

A method according to any one of Claims 3, 4, 5, 6
or 8, characterized in that reading according to
step b) is effected by the mobile station locating
node (MPC) sending a third message, an authori-
zation parameter request, to a first node (MS, HLR,
VLR) to which said indicator is connected, and in
that a fourth message containing authorization pa-
rameter information is sent to the mobile station lo-
cating node (MPC).

A method according to Claim 1, 2, 9, 11 or 12,
wherein a location data collecting means is con-
nected to a second node (P, MSC, BSC, BTS, MS)
in the public communications system (GSM), char-
acterized in that the mobile station locating node
(MPC) sends to the second node a command or-
dering the second node to collect location data re-
lating to the mobile station (MS) provided that it is
permitted to disclose the location of the mobile sta-
tion.

A method according to Claim 4, 5 or 6, wherein a
location data collecting means is connected to a
second node (MSC, MS) in the mobile communica-
tions system, characterized in that the mobile sta-
tion locating node (MPC) sends to said second
node a command ordering the second node to col-
lect mobile station location data, wherewith said in-
dicator is read and mobile station location data is
collected depending on the authorization parameter
shown.

A method according to Claim 15, characterized by
using a short message service for sending the
aforesaid third message requesting an authoriza-
tion parameter and receiving said fourth message
containing authorization parameter information.

A method according to Claim 15, characterized by
using a data transfer service for sending said third
message requesting an authorization parameter,
and receiving a fourth message containing said au-
thorization parameter information.



19 EP 0963 675 B1 20

20. A method according to any one of the preceding

Claims, characterized in that the method is carried
out in a GSM mobile communications system.

21. Atelecommunications system arrangement for pro-

viding mobile station integrity, said mobile station
being managed by a first party, wherein the arrange-
ment includes

- a public communications system in which the
mobile station is included; and

- a mobile station locating node in connection
with the public communications system and in-
cluding means for receiving a request for deter-
mining the location of the mobile station, means
for initiating a procedure for determining the lo-
cation of the mobile station, means for receiving
mobile station location data, and means for re-
vealing the location of said mobile station (MS),

characterized by

- a secured integrity function, comprising a list,
in which the identity of said mobile station (MS)
is registered if its location is excluded from be-
ing determined;

- means to inquire the secured integrity function
for permission to determine location for said
MS; and

- means for responding to the request in accord-
ance with the respond on said inquiry.

22. An arrangement according to Claim 21, character-

ized in that said list is encrypted and that said se-
cured integrity function includes the encryption key.

23. An arrangement according to Claim 21, character-

ized in that said public communications system is
a public mobile communications system.

Patentanspriiche

1.

Ein Verfahren flir den Schutz der Unversehrtheit der
Ortsinformation einer Mobilstation MS in einem Te-
lekommunikationssystem, wobei die Mobilstation
durch einen ersten Teilnehmer (A1) gehandhabt
wird, in welchem das Verfahren erfordert:

- ein 6ffentliches Kommunikationssystem in wel-
chem das Mobilsystem beinhaltet ist; und

- einen Mobilstation-Ortungs-Knoten, der auf
Anforderung eine Prozedur fiir das Bestimmen
des Ortes der Mobilstation startet, Ortsinforma-
tion empfangt, und den Ort der Mobilstation
(MS) bekannt macht, wobei
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a) der mobile Ortungs-Knoten von einem
zweiten Teilnehmer (A2) eine erste Mittei-
lung (M1) empfangt, welche auffordert,
Uber den geographischen Ort der Mobilsta-
tion (MS) informiert zu werden;

und wobei das Verfahren durch die weite-
ren Schritte gekennzeichnet ist:

b) Lesen eines Autorisierungsparameters,
der anzeigt ob der erste Teilnehmer (A1)
es erlaubt oder nicht erlaubt, den Ort der
Mobilstation zu bestimmen; und

c) Senden einer zweiten Miteilung (M2)
durch den Mobilstation-Ortungs-Knoten in
der Form einer Antwort auf die Aufforde-
rung, wobei die Antwort abhangig ist von
dem Autorisierungsparameter.

Ein Verfahren nach Anspruch 1, dadurch gekenn-
zeichnet, dass das 6ffentliche Kommunikationssy-
stem ein offentliches Mobil-Kommunikationssy-
stem (GSM) ist.

Ein Verfahren nach Anspruch 1 oder 2, dadurch
gekennzeichnet, dass der Autorisierungsparame-
ter in dem offentlichen Kommunikationssystem
durch einen Indikator (I) angezeigt wird.

Ein Verfahren nach Anspruch 3, dadurch gekenn-
zeichnet, dass der Indikator (I) mit der Mobilstation
(MS) verbunden ist.

Ein Verfahren nach Anspruch 3, dadurch gekenn-
zeichnet, dass der Indikator (I) mit dem Boden-ba-
sierten Teil des Netzwerks (P, MSC, HLR, VLR,
BSC, BTS) des mobilen Kommunikationssystems
verbunden ist.

Ein Verfahren nach Anspruch 3, dadurch gekenn-
zeichnet, dass der Indikator (I) verbunden ist mit
einem Vertragsinhaber-Ortsregister (HLR, VLR).

Ein Verfahren nach Anspruch 1 oder 2, dadurch
gekennzeichnet, dass der Aufforderung entspre-
chend Schritt a) vorangeht, dass der erste Teilneh-
mer (A1) den zweiten Teilnehmer (A2) kontaktiert.

Ein Verfahren nach Anspruch 1, 2 oder 6, dadurch
gekennzeichnet, dass ein Autorisierungsparame-
ter durch den ersten Teilnehmer (A1) tUber die Mo-
bilstation (MS) gesetzt wird.

Ein Verfahren nach irgendeinem der Anspriiche 1 -
8, dadurch gekennzeichnet, dass es eine Bedin-
gung fir das Offenbaren des Orts der Mobilstation
in der Antwort auf die Aufforderung entsprechend
Schritt c) ist, dass der Autorisierungsparameter an-
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zeigt, dass die Bestimmung des Ortes der Mobilsta-
tion erlaubt ist.

Ein Verfahren nach Anspruch 7, in welchem der
zweite Teilnehmer (A2) mit einem Fern-Datenend-
gerat ausgestattet ist, dadurch gekennzeichnet,
dass der Autorisierungsparameter gesetzt wird um
anzuzeigen, dass der Ort der Mobilstation dem
zweiten Teilnehmer (A2) offenbart werden darf, vor-
ausgesetzt eine Verbindung zwischen der Mobilsta-
tion (MS) und dem Fern-Datenendgerat des zwei-
ten Teilnehmers (A2) ist aufgebaut.

Ein Verfahren nach Anspruch 10, dadurch ge-
kennzeichnet, dass das Autorisierungs-Niveau ei-
nes Indikators in dem offentlichen Kommunikati-
onssystem gelesen wird und dass der Ort der Mo-
bilstation (MS) offenbart wird, vorausgesetzt der In-
dikator zeigt die Erlaubnis fir die Bestimmung des
Orts der Mobilstation an.

Ein Verfahren nach irgendeinem der vorangegan-
genen Ansprlche, gekennzeichnet durch das Le-
sen eines Registers, wobei eine Bedingung fur das
Offenbaren des Orts der Mobilstation in Antwort auf
die Aufforderung entsprechend Schritt b) ist, dass
das Register eine Autorisierung fir den zweiten
Teilnehmer (A2) enthalt, Gber den Ort der Mobilsta-
tion informiert zu werden.

Ein Verfahren nach Anspruch 1 oder 2, dadurch
gekennzeichnet, dass im Schritt b) eine Anfrage
an eine gesicherte Unversehrtheits-Funktion ge-
macht wird, auf welche die gesicherte Unversehrt-
heits-Funktion eine positive oder negative Antwort
gibt.

Ein Verfahren nach irgendeinem der Anspriiche 3,
4, 5, 6 oder 11, dadurch gekennzeichnet, dass
der Indikator (I) durch den ersten Teilnehmer (A1)
gesetzt werden kann um ein erwinschtes Unver-
sehrtheits-Niveau der Mobilstation (MS) anzuzei-
gen.

Ein Verfahren nach irgendeinem der Anspriiche 3,
4,5, 6 oder 8, dadurch gekennzeichnet, dass das
Lesen entsprechend Schritt b) dadurch bewirkt
wird, dass der Mobilstation-Ortungs-Knoten (MPC)
eine dritte Mitteilung, enthaltend eine Autorisie-
rungsparameter-Anfrage, an einen ersten mit dem
Indikator verbundenen Knoten (MS, HLR, VLR)
sendet und dadurch, dass eine vierte Autorisie-
rungsparameter-Information enthaltende Mitteilung
an den Mobilstation-Ortungs-Knoten (MPC)gesen-
det wird.

Ein Verfahren nach Anspruch 1, 2, 9, 11, oder 12,
in welchem ein Mittel flir das Sammeln von Ortsda-
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ten mit einem zweiten Knoten (P, MSC, BSC, BTS,
MS) in dem o6ffentlichen Kommunikationssystem
(GSM) verbunden ist, dadurch gekennzeichnet,
dass der Mobilstation-Ortungs-Knoten (MPC) an
den zweiten Knoten ein Kommando sendet, das
den zweiten Knoten anweist sich auf die Mobilsta-
tion (MS) beziehende Ortsdaten zu sammeln, vor-
ausgesetzt es ist erlaubt den Ort der Mobilstation
zu offenbaren.

Ein Verfahren nach Anspruch 4, 5 oder 6, in wel-
chem ein Mittel fir das Sammeln von Ortsdaten mit
einem zweiten Knoten (MSC, MS) in dem mobilen
Kommunikationssystem verbunden ist, dadurch
gekennzeichnet, dass der Mobilstation-Ortungs-
Knoten (MPC) an den zweiten Knoten ein Komman-
do sendet, das den zweiten Knoten anweist Mobil-
stations-Ortsdaten zu sammeln, wonach der Indi-
kator gelesen wird und Mobilstations-Ortsdaten ab-
hangig von dem angezeigten Autorisierungspara-
meter gesammelt werden.

Ein Verfahren nach Anspruch 15, dadurch ge-
kennzeichnet, dass fiir das Senden der zuvor ge-
nannten dritten Mitteilung, welche einen Autorisie-
rungsparameter anfordert, und das Empfangen der
vierten Mitteilung, welche Autorisierungsparame-
ter-Information enthalt, ein Kurzmitteilungs-Dienst
verwendet wird.

Ein Verfahren nach Anspruch 15, dadurch ge-
kennzeichnet, dass fiir das Senden der zuvor ge-
nannten dritten Mitteilung, welche einen Autorisie-
rungsparameter anfordert, und das Empfangen der
vierten Mitteilung, welche Autorisierungsparame-
ter-Information enthalt, ein Datenlbertragungs-
Dienst verwendet wird.

Ein Verfahren nach irgendeinem der vorangegan-
genen Anspriuche, dadurch gekennzeichnet,
dass das Verfahren in einem GSM Mobil-Kommu-
nikationssystem durchgefihrt wird.

Eine Telekommunikationssystem-Anordnung fir
das Bereitstellen von Mobilstation-Unversehrtheit
fur die durch einen ersten Teilnehmer gehandhabte
Mobilstation, wobei die Anordnung umfasst:

- ein offentliches Kommunikationssystem, in
welchem die Mobilstation enthalten ist; und

- einen Mobilstation-Ortungs-Knoten in Verbin-
dung mit dem o&ffentlichen Kommunikationssy-
stem und beinhaltend Mittel fir das Empfangen
einer Aufforderung zum Bestimmen des Ortes
der Mobilstation, Mittel fir das Starten einer
Prozedur fir die Bestimmung des Ortes der
Mobilstation, Mittel fir das Empfangen von Mo-
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bilstation-Ortsdaten, und Mittel fir das Offen-
baren des Orts der Mobilstation (MS),

gekennzeichnet durch:

- eine gesicherte Unversehrtheits-Funktion, um-
fassend eine Liste, in welcher die Identitat der
Mobilstation (MS) registriert ist, wenn deren Ort
von einer Bestimmung ausgeschlossen ist;

- Mittel fir das Abfragen der gesicherten Unver-
sehrtheits-Funktion nach der Erlaubnis, den
Ort der MS zu bestimmen; und

- Mittel fir das Antworten auf die Abfrage in
Ubereinstimmung mit der auf die Abfrage erhal-
tenen Antwort.

Eine Anordnung nach Anspruch 21, dadurch ge-
kennzeichnet, dass die Liste verschlisselt ist und
die gesicherte Unversehrtheits-Funktion den
Schlissel enthalt.

Eine Anordnung nach Anspruch 21, dadurch ge-
kennzeichnet, dass das 6ffentliche Kommunikati-
onssystem ein 6ffentliches Mobil-Kommunikations-
system ist.

Revendications

Procédé destiné a protéger l'intégrité de la position
d'une station mobile (MS) dans un systéme de té-
lécommunications, ladite station mobile étant admi-
nistrée par une premiére partie (A1), dans lequel le
procédé exige :

- unsystéme public de communications dans le-
quel ladite station mobile est incluse ; et

- un noeud de localisation de la station mobile
qui, sur demande, lance une procédure desti-
née a déterminer la position de la station mo-
bile, recoit les données de position et divulgue
la position de la station mobile (MS), dans le-
quel

a) le noeud de localisation de la station mo-
bile regoit d'une seconde partie (A2) un
premier message (M1) dans laquelle elle
demande a étre informée de la position
géographique de la station mobile (MS) ;
et dans lequel le procédé est caractérisé
par les étapes supplémentaires consistant
a:

b) lire un paramétre d'autorisation qui indi-
que si la premiere partie (A1) autorise ou
non que la position de la station mobile soit
déterminée ; et
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c) faire envoyer du noeud de localisation
de la station mobile un deuxiéme message
(M2) sous la forme d'une réponse a ladite
demande, ladite réponse dépendant dudit
parameétre d'autorisation.

Procédé selon la revendication 1, caractérisé en
ce que ledit systeme public de communications est
un systeme public de communications mobiles
(GSM).

Procédé selon la revendication 1 ou 2, caractérisé
en ce que le parametre d'autorisation est visualisé
par un indicateur (I) dans le systéme public de com-
munications.

Procédé selon la revendication 3, caractérisé en
ce que ledit indicateur () est connecté a la station
mobile (MS).

Procédé selon la revendication 3, caractérisé en
ce que ledit indicateur (l) est connecté a la partie
terrestre du réseau (P, MSC, HLR, VLR, BSC, BTS)
du systéme de communications mobiles.

Procédé selon la revendication 3, caractérisé en
ce que ledit indicateur (I) est connecté a un registre
de localisation d'abonné (HLR, VLR).

Procédé selon la revendication 1 ou la revendica-
tion 2, caractérisé en ce que la demande selon
I'étape a) est précédée d'une prise de contact entre
la premiére partie (A1) et la seconde partie (A2).

Procédé selon la revendication 1, la revendication
2 ou la revendication 6, caractérisé en ce qu'un
parameétre d'autorisation est fixé par la premiére
partie (A1) via la station mobile (MS).

Procédé selon I'une quelconque des revendications
1 a 8, caractérisé en ce qu'une condition de divul-
gation de la position de la station mobile, en répon-
se a la demande selon I'étape c), est que le para-
meétre d'autorisation indique que la détermination
de la position de la station mobile est autorisée.

Procédé selon la revendication 7, dans lequel la se-
conde partie (A2) est équipée d'un téléterminal, ca-
ractérisé en ce que le parametre d'autorisation est
réglé de maniére a indiquer que la position de la
station mobile peut étre divulguée a la seconde par-
tie (A2) a la condition qu'une connexion soit établie
entre la station mobile (MS) et le téléterminal de la-
dite seconde partie (A2).

Procédé selon la revendication 10, caractérisé en
ce que le niveau d'autorisation d'un indicateur dans
le systéme public de communications est lu et en
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ce que la position de la station mobile (MS) est di-
vulguée a la condition de I'indicateur exprime 'auto-
risation de déterminer la position de la station mo-
bile.

Procédé selon I'une quelconque des revendications
précédentes, caractérisé par la lecture d'un regis-
tre, dans lequel une condition de divulgation de la
position de la station mobile en réponse a la deman-
de selon I'étape b) est que le registre contienne une
autorisation pour que la seconde partie (A2) soit in-
formée de la position de la station mobile.

Procédé selon la revendication 1 ou la revendica-
tion 2, caractérisé en ce que, dans I'étape b), une
demande est adressée a une fonction sécurisée
d'intégrité, sur quoi la fonction sécurisée d'intégrité
fournit une réponse positive ou négative.

Procédé selon I'une quelconque des revendications
3,4, 5,6 0u 11, caractérisé en ce que ledit indica-
teur (1) peut étre armé par la premiere partie (A1)
afin d'indiquer un niveau d'intégrité désiré pour la
station mobile (MS).

Procédé selon I'une quelconque des revendications
3, 4, 5, 6 ou 8, caractérisé en ce que la lecture
selon I'étape b) est effectuée par le noeud de loca-
lisation de la station mobile (MPC) en envoyant un
troisieme message, une demande de parameétre
d'autorisation, a un premier noeud (MS, HLR, VLR)
auquel est connecté ledit indicateur et en ce qu'un
quatrieme message contenant les informations du
paramétre d'autorisation est envoyé au noeud de
localisation de la station mobile (MPC).

Procédé selon I'une quelconque des revendications
1,2,9, 11 ou 12, dans lequel un moyen de collecte
des données de position est connecté a un second
noeud (P, MSC, BSC, BTS, MS) du systéme public
de communications (GSM), caractérisé en ce que
le noeud de localisation de la station mobile (MPC)
envoie au second noeud une instruction ordonnant
au second noeud de collecter des données de po-
sition intéressant la station mobile (MS), a la condi-
tion qu'il soit permis de divulguer la position de la
station mobile.

Procédé selon la revendications 4, 5 ou 6, dans le-
quel un moyen de collecte des données de position
est connecté a un second noeud (MSC, MS) du sys-
teme de communications mobiles, caractérisé en
ce que le noeud de localisation de la station mobile
(MPC) envoie audit second noeud une instruction
ordonnant au second noeud de collecter les don-
nées de position de la station mobile, sur quoi ledit
indicateur est lu et les données de position de la
station mobile sont collectées en fonction du para-
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meétre d'autorisation obtenu.

Procédé selon la revendication 15, caractérisé par
l'usage d'un service de messages courts pour I'en-
voi du troisieme message mentionné ci-dessus qui
demande un parameétre d'autorisation et pour rece-
voir un quatriéeme message contenant les informa-
tions dudit paramétre d'autorisation.

Procédé selon la revendication 15, caractérisé par
l'usage d'un service de transfert de données pour
I'envoi du troisitme message mentionné ci-dessus
qui demande un paramétre d'autorisation et pour
recevoir un quatrieme message contenant les infor-
mations dudit parameétre d'autorisation.

Procédé selon I'une quelconque des revendications
précédentes, caractérisé en ce que le procédé est
mis en oeuvre dans un systéme de communications
mobiles GSM.

Agencement d'un systéme de télécommunications
destiné a assurer l'intégrité d'une station mobile, la-
dite station mobile étant administrée par une pre-
miére partie, dans lequel I'agencement comprend :

- un systéme public de communications dans le-
quel est incluse la station mobile ; et

- unnoeud de localisation de la station mobile en
connexion avec le systeme public de commu-
nications et comprenant un moyen de recevoir
une demande de détermination de la position
de la station mobile, un moyen de lancer une
procédure de détermination de la position de la
station mobile, un moyen de recevoir les don-
nées de position de la station mobile et un
moyen de divulguer la position de ladite station
mobile (MS),

caractérisé par

- une fonction sécurisée d'intégrité, comprenant
une liste dans laquelle I'identité de ladite station
mobile (MS) est enregistrée si sa position ne
doit pas étre déterminée ;

- un moyen d'interroger la fonction sécurisée
d'intégrité pour obtenir une autorisation de dé-
terminer la position de la dite station mobile ; et

- unmoyen pour répondre a la demande en fonc-
tion de la réponse a ladite interrogation.

Agencement selon larevendication 21, caractérisé
en ce ladite liste est chiffrée et que ladite fonction
sécurisée d'intégrité inclut la clef de chiffrement.

Agencement selon la revendication 21, caractérisé
en ce que ledit systéme public de communications
est un systéme public de communications mobiles.



EP 0963 675 B1

ESK

SSH

 esld

et

m

R

oSld

T 814

—

IS

HIA

S~ ﬂ%rﬁz

|
dTH _
|
|

- NSO

15



EP 0963 675 B1

v

JOSIWNMI-SIS

JISIND—-SINS

ao~4 "

I

G

3q

HU&E

SN-

1N

16



EP 0963 675 B1

— TN
~—_ A
D§ % QSI
N~ i_/
Fig 3 HLR

17



EP 0963 675 B1

B1
A second party A2 asks the mobile locat‘mg,/
node MPC to locate the mobile station MS

J

' B2
The node MPC sends a command to the )/
mobile communications system: Determine

the location of the mobile station MS

/]

B3
Mobile communication
System checks: Does the indicator show tha
ocating of the mobile station
is permitted?

No

B4
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Compilation of information relating
to the location of the mobile
station and sending this information

(to the MS }ochinj node MPC
B5

The node MPC establishes the
location of MS and duly /(
informs the second party A2 7]

<B6

l4
Sending to the node MPC
a message to the effect that
locating of MS is not allowed

B7
N
The node MPC informs the

second party A2 that the
location of MS is a secret

Fig 4
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A second party A2 asks the node MPC to find the
location of the mobile station MS
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Is it allowed No
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mobile station to the second
party A2?

C4
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~ \emergency?
No
C5
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show that determination of the

S location is allowe

Yes ,96

Transmission of a command: Determine’
the location of the mobile station MS
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c7
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The mobile locating node MPC establishes the
location of the mobile station and informs the
second party A2 of this location

C9
.

Flg 5 The mobile locating node informs the
second party that the vehicle location
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El

The user Al of a mobile station MS contacts the
service provider A2 and requests a service
concerning the location of the mobile station

E2
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The service provider A2 contacts the mobile locétmg
node MPC and asks to be told of the location of the
mobile station
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service provider A2
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determme the location of your _
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f ES
Transmission of this permission/ to the
mobile locating node

JL /E6

The mobile locating node determines the
location of the mobile station and informs
the service provider A2

E7

)

~
The node MPC informs the service provider
A2 that it is not permitted to determine
the location of the mobile station and the
reason why

Fig 6
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Fig 7
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