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(57) Abstract: To protect files in a file system
(FS), occurrence of a change in a file associ-
ated with the FS is identified. The change may
pertain to at least one of content or metadata
associated with the file. The identification is

IDENTIFYING OCCURRENCE OF A CHANGE IN A FILE ASSOCIATED WITH A FILE SYSTEM h
AST ONE OF CONTENT AND METADATA
ABSOCIATED WITH THE FILE, THE IDENTIFICATION IS BASED ON AT LEAST ONE OF
MONITORING CHANGES IN THE FB AND EXECUTION OF A QUERY ON A DATABASE

{F3), THE CHANGE PERTAINS TO AT 1

ASSBOCIATED WITH THE ES

based on at least one of monitoring changes in
the FS and execution of a query on a database
associated with the FS. Based on the identific-
ation, it is validated whether the file meets cri-
o teria of at least one data protection policy from
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amongst a plurality of pre-defined data protec-
tion policies of the FS. Upon the validation,

BASED ON THE IDENTIFICATION, VALIDATING, WHETHER THE FILE MEETS A CRITERIA OF
AT LEAST GNE DATA PROTECTION POLICY FROM AMONGST A PLURALITY OF PRE-DEFINED

DATA PROTECTION POLICIES OF THE S

when the file meets the criteria of the at least
one data protection policy, backup of the file is
initiated.
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INITIATING BACKUP OF THE FILE, UPON THE VALIDATION WHEN THE FILE MEETS THE
CRITERIA OF THE AT LEAST ONE DATA PROTECTION POLICY

FIG. 2A
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FPoLicy-BaseD DATA PROTECTION

BACKGROUND

10001} Data is increasingly produced and stored digitaily on computing
systems and slorage devices. The data may get corrupted or lost accidently,
for example, due to Tailure of a component, human error, software corruption,
or systemn failure. Protection of data has thus become a priority for most
grganizations. Generally, organizations use data protection systems that
backup data periodically and allow users {o restore data in case original data

is not available.
Brier DESCRIPTION OF DRAWINGS

[0002] The detalled description is described with reference 1o the
accompanying figures. In the figures, the left-most digit{s) of a reference
number identifies the figure in which the reference number first appears. The
same numbers are used throughout the figures to reference like features and

components:

(0003} FiG. 1A Hiustrates components of a data protection systemn,
according to an example of the present subject matter.

(0004} FIG. 1B ilustrates a network implementation of the dala

protection system, according to another example of the present subject matter.

10005] FIG. 2A illustrates a method for policy-based data protection in
a file system, according o an example of the present subject matier.
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10006] FiG. 28 illusirate method for policy-based data protection in a file
system, according to other examples of the present subject matier.

[0007] FiG., 3 illustrates a computer readable medium  storing
nstructions for policy-based data protection in a file system, according o an
example of the present subject matier.

DETAILED DESCRIPTION

10008] Organizations often take backup of data (o ensure avaiiability in
case data gets corrupt due to, for example, failure of a system component,
human error, software corruption, or some other error. Generally, data
protection systems rely on scheduled backups which involve taking backup of
data at specific time intervals. The scheduled backups generally involve an
agent that tracks changes occurring in a file system (FS). When a next backup
is scheduled, the agent initiales the backup of the tracked data. Thus, the data
protection systems are time-based and backup the data at specific time
intervals. Further, generally, the data protection systems determine the
scheduie of the backups and initiate the backups based on Recovery Time
Objective (RTO} values and Recovery Point Objective (RPO) values of an

organization.

10009} Even when periodicity of backup schedules is high, at a given
time there exists some amount of unprotected data, which is not replicated or
copied o & backup storage device. Such data may be protected upon
intervention from a system administrator or when the next scheduled backup
occurs. However, such unprotected data may frequently get corrupted or lost,
for example, in environments with large amounts of rapidly changing data,
such as large archive storage clusters. The scheduled data protection systems
are inadequate for such environments. Further, the scheduled data protection
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systems preserve any particularly relevant data of the organization as per the
same backup schedule as other less relevant data in the FS. Any error in a
computing system may cause loss of the particularly relevant data also, which
may not be recoverable if not backed up.

10010 According to various examples, systems and methods for policy-
based data protection are disclosed. A policy-based data protection system of
the present subject matter automatically initiates a backup of data when criteria

defined in one or more data protection policies of an organization are met.

[0011] The policy based data protection system may be referred to as
data protection system hereinafter. The data protection system may identify
occurrence of a change in a file associated with a file system (F5), such as a
joumnaling FS. The file may be understood as any computer generaied
document, content, and metadata of which are modifiable by users. For
example, the file may be a medical record, employee details, a legal document,
and the like. The metadala associaled with the file may be stored in a
database, such as a pipeling database, that may be associated with the FS.
The database maintains indexed, ordered, and queryabile tables which may be
gueried. In an example, the change may periain 1o a change in the content or
the metadata associated with the file. Further, based on the identification of
the occurrence of the change in the file, the data protection system may
vaiidate whether the file meels a criterion periaining 10 a data protection policy
or not. The data protection policy defines terms, such as, influx of data in the
F3, size of the file, type of the file, crilicality of the file, and nature of the file
{retained or WORM]), for backing up the file. i the criterion of the daig
protection policy is met, the backup of the file may be initiated.

[0012] In another example, the data proteclion systermn may receive a
user input to retrieve information about the changes occurring in the FS. Based
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on the user input, the data protection system may generate at least one query.
For example, the user input may be paramelers and criteria associated with
more than one data protection policies. in this case, the data protection system
may generate different queries for different data protection policies. Once
generated, the data protection sysiem may execute the at least one query on
the database (o obtain changes occurring in the FS. As mentioned above, the
data protection system may validate these changes against the data protection
policies that are pre-defined in the FS to determine whether the criterion of the
data protection policy is met or not, If the criterion is met, the backup of the file

may be initiated.

10013} in order to initiale the backup, the data protection system may
identify a backup destination, such as a backup system, as may be indicated
in the data protection policy. The backup destination may include, but is not
imited to, a disk storage, a tape storage system having tape drives and tape
cartridges, an oplical disk library, 2 disasier recovery {DR) site, and an
independent software vendor (ISV) based backup. Once the backup
dastination is identified, the dala protection sysiem may invoke a backup

application corresponding to the backup destination {0 backup the file.

10014} in accordance with the examples of the disclosed systems and
methods, the backup may be initiated when the criteria for any data protection
policy is mel. The data proteclion policy can be reiated (o changes occurring
in the FS in addition to or alternatively to recovery based objectives. Thus, the
data protection system monitors the changes occurring in the FS and based
on the changes, automatically iniliates the backup, when the criteria pertaining
o any of the dala protection policy is met. Thus, the data protection system
can be made content aware and does not have {o wait for a next scheduled

backup to protect the data. Moreover, the data protection policies can be
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thereby helping the data protection system {0 respond quickly (o changes in

businass demands.

[0015] The various systems and the methods are further described in
conjunction with the following figures. It should be noted that the description
and figures merely ilustrale the principles of the present subject matter.
Further, various arrangements may be devised that, although not explicitly
dascribed or shown hergin, embody the principles of the present subject matter
and are included within its scope.

10016] The manner in which the systems and the methods for policy-
based data profection in a file systermn are implemented are explained in details
with respect o FIG. 1A, FIG. 1B, FIG. 2A, FIG. 2B, and FIG. 3. While aspecis
of described systems and methods for policy-based data protection in a file
system can be implemented in any number of different computing systems,
environments, and/or implementations, the examples and implementations are

described in the context of the following system(s).

(00171 FIG. 1A illustrates the components of a data protection system
100, according {o an exampile of the present subject matfer. In one exampie,
the data protection system 100 may be implemented as any compuling
system, such as a deskiop, a laptop, a server, and the like. In an example, the
data protection system 100 can be implemented in a nelwork environment
comprising a variely of network devices, including routers, bridges, servers,

computing devices, storage devices, elc.

(0018} In one implementation, the data protection system 100 includes
a processor 102 and modules 104 coupled o the processor 102. The

processor 102 may  include  microprocessors,  microcompuiers,
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microcontrollers, digital signal processors, central processing uniis, state
machines, logic circuitries, and/or any other devices that manipulate signails
and data based on computer-readable instructions. Further, functions of the
various elements shown in the figures, including any functional blocks labeled
as "processor(s)’, may be provided through the use of dedicaled hardware as
well as hardware capable of executing computer-readable instructions.

10019] The modules 104, amongst other things, include routines,
programs, objects, components, and data siructures, which perform particular
tasks or implement particular abstract data types. The modules 104 may also
be implemented as, signal processor(s), state machine(s), logic circuitries,
and/or any other device or component thal manipulates signals based on
operational instructions. Further, the modules 104 can be implemenied by
hardware, by computer-readable instructions executed by a processing unit,
or by a combination thereof. In ong implementation, the modules 104 include

an identification module 108 and an initiation module 108.

10020} In an implementation, the identification module 106 may identify
changes occurring in a file system (FS). For example, the identification module
106 may generale a query {0 reirieve information perifaining o changes
accurring in the FS. The changes in the FS can include changes made to at
least one file associated with the FS. In an example, the FS may be 2
journaling FS that maintains a log, also referred 1o as a journal, which includes
a list of aclions performed on the FS. An aclion may be understood as a
modification in the content or metadata associated with the files of the FBS.
Further, a file may be understood as any computer generated document,
content and metadata of which are modifiable by users. For example, the file
may be a medical record, employee details, a legal document, and the like,
Further, the metadata of the file may be siored in a database, such as a

pipeline database, associated with the FS. In addition, the changes occurring
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in the file may pertain to changes in either content or metadata associated with
the file.

100211 In an example, an administraior may define a plurality of data
protection policies based on the obiectives of the enterprise. A data protection
policy defines terms for backing up the files when the criterion is satisfied. The
criteria of the data protection policies may be based on a plurality of
parameters associated with the file. For example, the parameters may include,
but are not imited to size of a file, type of a file, criticality of a file, and nature
of a file. Accordingly, the criteria may be defined as initiating the backup when
the size of the file is more than or equal o 10MB, when the type of file is .DOC
or BIN, iniliating the backup when the file is one of a relained or wrile once
read many {(WORMj} file, and the like. Further, different data protection policies
may be applied on different files based on the data included in the file. In an
implementation, the users may provide input o the identification module 106,
such as in the form of the parameter and the criteria of the data protection
policies. Based on the input, the identification module 106 may generate at

least one query (o be executed on the database 158.

(00221 Considering an example where the user input may include the
parameters as size of the file and type of the file. In addition, the user input
may include the criteria as size of the file to be more than 5MB and type of the
file fo be a spreadshee! document. Based on the user input, the identification
module 106 generales a query for being executed on the database. In the
above example, as there are two parameters provided as input by the user,
the identification module 106 may generate two gqueries for being executed on
the database or a single query including both parameters. In an example, the
user input may include multiple parameters, based on which the identification
module 108 may generate complex queries. Further, the queries, when
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executed on the database, may provide a list of changes that have occurred
int the FS, with respect to the parameters and the ¢riteria provided in the input.
In an example, the users may also indicate a previous point in time with respect

o which the changes have 1o be listed.

10023} Further, the identification module 106 may generate a report of
the changes that are listed upon execution of the at least one query on the
database. in an example, the identification module 106 may automatically
generate the report by executing gueries on the database at pre-defined time
itervals. In another example, the initiation module 108 may reguest the
identification module 106 {o provide the report. Upon receiving the request, the
identification module 108 may generate the report and share the report with
the initiation module 108. In yet another example, the identification module 106
may execute the query on the database and siore the report thus created.
Subsequently, the identification module 106 may share the report with the
initiation module 108 al the pre-defined time interval or when requested by the
initiation module 108. Accordingly, the identification module 106 provides a
fast query mechanism and saves time in responding to the requests of the

initiation module 108.

10024} in addition, the list of changes obtained upon execution of the
query may be validated to determine whether the files indicated in the list have
o be backed up or not. In an example, the initiation module 108 may validate
whether the file meets the criterion of a data protection policy or not. In another
example, the identification module 106 may validate whether the file meets the
criterion of the data protection policy or not. In case the criteria of any of the
data protection policies is mel, the initiation module 108 may initiate backup of

the files.
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10025] When the file meets the criterion of a data protection policy, the
initiation module 108 may identify a2 backup destination, such as a backup
system, based on the data protection policy. Upon identification of the backup
system, the iniliation module 108 may invoke a backup application
corresponding to the backup system for taking the backup of the file. The
process of determination of changes in the F3 and backup initiation by the
data protection systermn 100 is described in greater detail in conjunction with
Fig. 1B.

10026] FIG. 1B lllustrates a network environment 150 including the data
protection system 100 according to another example of the present subject
matter. As mentioned previously, the data protection system 100 may be
implemented in varicus computing systems, such as personal computers,
servers, atc. The data protection systemn 100 may be implemented on a
network interfaced computing system. In one example, for the purpose of
policy-based data protection in the network environment 150, the data
protection system 100 may communicate with a plurality of user devices 152-
1, 182-2, ..., 152-N over a network 154, The network 154 may be a8 wired
network, a wireless network or a combination of a wired and wireless network.
The network 154 can aiso be a collection of individual networks, which may
use different protocols for communication, interconnected with each other.
Further, the network 154 can include various network elements, such as
gateways, modems, routers; howsver, such details have been omitied for ease
of understanding. In one example, the network 154 may be a private network,
such as an enterprise network, or a public network, such as a cloud network,
or a hybrid network. The user devices 152-1, 152-2, ..., 152-N can be
collectively referrad to as user devices 152 and individually referred 1o as &
user device 152 hereinafter. The user devices 152 can include, but are not

restricted to, deskiop computers, iapiops, data servers, and the like. In an
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implementation, the data protection system 100 may initiate the backup of the
at least one file stored in the user devices 152,

(00271 in one example, the data protection system 100 may be coupled
to one or more backup systems 158, The backup sysiems 156 may store a
backup copy of the files associated with the F§, such as the journaling FS. In
an example, the backup systems 156 may be used for proteciion of the files,
such as in an event of meeting of a criterion of a data protection policy. The
backup systems 156 may include any suitable secondary storage device for
maintaining a backup copy of the files. The secondary storage devices may
include, bul are notlimited to, & disk siorage, a lape storage system comprised
of one or more tape drives and tape cariridges, an oplical disk library, a
disaster recovery (DR) site, and an independent software vendor (ISV) based
backup. Though not depicted in the illusirated example, in an example, the
backup systems 156 may be a storage area network {SAN) or a cloud based

siorage.

10028} in an implementation, the data protection system 100 may be
coupled to a database 158 over the network 154 or any other network in the
network environment 150, Although not shown in the figure, the database 158
may also be directly connected to the data protection system 100, In an
example, the dalabase 158 hosts data used by the data protection system 100
for initiating the backup of the data in the FS. The FS may be deployed in each
of the user davices 152. Alternatively, the FS may be implemented in the data
protection systemn 100. For example, the database 158 may be used for storing
changes in the metadata associsted with a file. Based on the changss, the
files for being backed up by the backup system 156 may be identified. Further,
the database 158 may slore a data protection policy associated with the S
and the details about the backup system 156.
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10029} In an example, the database 158 may be provided as a relational
database and may store data in various formats, such as relational tables,
object oriented relational tables, and indexed tables. The database 158 may
be a single database, mulliple databases, or a distributed database. The
database 158 may also be provided as other types of dalabases, such as
operational databases, analylical databases, hierarchical databases, and
distributed or network databases. In the present implementation, the database
158 may be an express query (EQ) database for storing information pertaining
o the backup system 158, information periaining o the files, details about the
data protection policies that may be applicable on the files, and the like. In an
alternative implementation, the data protection policies and the information
pertaining o the backup system 1568 may be siored on a dalabase separale
from the database storing the metadata of the FS.

(00307 in an implementation, the data protection system 100 includes
the processor 102 and a memory 160 connected o the processor 102, The
memory 160, communicatively coupled o the processor 102, can include any
non-iransitory  computer-readable medium known in the art including, for
example, volatile memory, such as static random access memory (SRAM) and
dynamic random access memory (DRAM), andior non-volatile memary, such
as read only memory (ROM), erasable programmable ROM, flash memories,
hard disks, optical disks, and magnetic tapes.

[0031] The data protection system 100 also includes interface(s) 162.
The interfaces 162 may include a variety of interfaces, for example, inlerfaces
162 for user device(s)}, such as the user devices 152, the backup siorage
system 150, and network devices of the network 154, The interface(s) 162 may
include data input and oulput devices, referred to as /O devices. The
interface(s) 162 facilitate the communication of the data protection system 100
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with  various communication and  computing devices and  various
communication networks, such as networks that use a variety of protocols, for
example, Hypertext Transfer Protocol (HTTP) and Transmission Control
Protocol/internet Protocol {TCP/IP).

[0032] Further, in addition to the identification module 106 and the
initiation module 108, the modules 104 may include a policy management
module 164, and other module(s) 166. The other module{s) 166 may include
programs or coded instructions that supplement the applications or funclions
performed by the data protection system 100. The modules 104 may be
implementad as described in relation to FIGS. 1A and 1B.

[0033] in an example, the data protection system 100 includes data
168. The data 168 may include input data 170, validation data 172, and other
data 174. The other data 174 may include data generated and saved by the
modules 104 for implementing various funclionalities of the data protection

system 100.

10034] in an example, the identification module 106 may identify the
changes occurring in the FS, for example, from a journal associated with the
FS. In an implementation, the identification module 106 may be implemenied
in a journal scanner of the FS. The identification module 106 may therefore,
parse the dafa written on the journal to determine the changes occurring in the
FS. The identification module 106 may store the parsed data of the joumnal in
the database 158. For example, the identification module 106 may siore the
changes occurring in the FS in the database 158. The identification module
106 may further communicate with the policy management module 164 fo
access the data with respect {0 the data protection policies of the FS. For
example, the identification module 106 may compare the changes with respect
io the pre-defined data protection policies of the FS. The identification module
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106 may monitor the changes occurring in the FS, such as what modifications
are made in the files, how many times a particular type of file Is modified, and

changes in the files in terms of percentage since a last backup.

[0035] The identification module 106 may, based on the comparison of
the changes with the data protection policy, determine if any file has crossed
a threshold of backed up data. The threshold defines a criteria of the data
protection policies, based on which the backup is initiated. In an
implementation, the criteria may be associated with the content or metadata
of the files. For example, a data protection policy may define that all files which
are modified more than 10 times a day have to be backed up. The data
protection policy may also indicate the type of backup source where the copy
of the file may be stored if the criteria is met. In an example, the identification
module 106 may parse the actions listed in the journal in a pre-defined manner
o determine the influx of data in the FS. In the present example, the
identification module 106 may maintain a counter to check influx of data in the
FS. The counters may facilifate in detecting rate of influx of data in the FS
when the data is being written in the F5S. This detection of change in the data,
facilitates in early initiation of the backup of files, i.e., as soon as the changes
are made in the FS rather than waiting for a scheduled backup which may risk
the data of the FS. Upon the detection of the changes, the data protection
system 100 may trigger backup of the data.

10036} The identification module 106 may, while monitoring the changes
oceurring in the FS, compare the changes with the criteria of each of the pre-
defined data protection policies. The identification module 106 thus ensures
that huge amount of data does not remain lying unprotected in the FS, waiting
for a scheduled backup to happen.
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10037} The policy management module 164 may facilitate an
adminisirator to define the data protection policies in the FS. In an
implementation, the data protection policies may be stored in the database
158 or a database different from the database 158. In an example, the
database 158 though shown outside the data protection systemn 100 may
reside inside the data protection system 100, In an example, the administrator
may define the data protection policies based on the objeclives of the
enterprise. Further, these dala protection policies may be updated or modified
by the administrator as per the demands of the enterprise. As mentioned
above, the data protection policies define a criterion for initiating backup of the
data of the FS. When the criterion is met, the data protection system 100 may
push the data to be backed up in the backup systems 156 as may be defined
in the data protection policies.

[0038] The policy management module 164 may define a schedule for
validation of the plurality of data profection policies. The schedule may be
indicative of a time interval after which the validity of the dala protection
policies is checked. For example, the administrator may schedule a query io
be executed on the database 158 after every half an hour. Accordingly, the
identification module 106 may execute the query at the scheduled time
interval. The results oblained upon execution of the query may be validated
against the data protection policies. For example, the identification module 106
may compare the result of the query with the parameter defined in each of the
data protection policies, after the pre-defined time inferval, in this case, haif an
hour. The identification module 106, upon validating the results with the data
protection policy, may initiate the backup of the data. In case the resulls are
not in accordance with the data protection policy, the backup will not be
initiated by the initiation module 108.



WO 2016/018449 PCT/US2014/067937

10

15

20

25

15

10039} In addition, the policy management module 164 may siore
priority information about each of the data protection policies. The priority
nformation may be understood as priorities assigned by the administrator o
each of the data protection policies. For example, the administrator may defing
that some of the dala protection policies, if the criterion is mel, have to be given
priority over other operations of the data protection system 100. Accordingly,
when the criterion of a data protection policy is met, the policy management
module 164 may share the priority information corresponding to the dala
protection policy with the identification module 106, Consequently, the
identification module 106 may request the nitiation module 108 to trigger the

backup of such files for which the data protection policy is applicable.

10040] In an implementation, the identification module 108 may query
the database 158 (o retrieve information about the various changes occurring
in the FS. As mentioned above, the database 158 may include gueryable
tables which may be gqueried. Therelore, the users may query the dalabase
158 by providing input through the interface 162. For example, the input may
nclude the parameter and the crileria associated with the data proteciion
policies. Based on the parameter and the criteria, the identification module 106
may generate at least one query o be run on the database 158, For instance,
the user may provide input as "number of WORM and relained files between
fime instance 1 and time instance 2". Based on the input, the identification

module 106 may generate the query as provided below:

"select pathname from data_fileobjects by pathname where ondisktimesec
»>=$startTimestamp and ondisktimesec <$endTimestamp and

retentionstate='3"",

where retentionstate of '3 specifies that the file is WORM and retained.
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10041} In an implementation, the database 158 may reside on a
computing system other than the computing system implementing the FS.
When the queries are execuled on the database 158, resources, such as
memory and processor, of the computing system having the database 158
may be consumed and usage of resources of the computing system in which
the FS resides is reduced. in an example, the identification module 106 may

store the input received from the users as the input data 170.

[0042] In another example, the users may provide the parameters and
the criteria associaled with multiple data protection policies as the inpul. in
such cases, the identification module 106 may break or segment the input in
muitiple queries, each relating o one data prolection policy. In an
implementation, the identfification module 106 may be configured fo
automatically query the database 158 without receiving inpul from the users.
For example, the identification module 106 may execute pre-defined gueries,
as may be scheduled and defined by the adminisirator. The resuils of these
gueries may be stored aiong with the input data 170 in the data protection
gystern 100, In an exampie, the identification module 106 may generate single
output for mulliple queries. Considering a scenario where the database 158
resides on mulliple computing systems, which are different from the computing
system on which the FS is residing. When a user selecis the parameter and
the criteria as the input of the guery, the identification module 106 may execute
the guery on the database 158 of the multiple computing systems as multiple

queries.

10043] in an implementation, the FS, the identification module 106, and
the database 158 of the present subject matter may be deployed in a cloud
based environment. In such environment, the FS, the identification module

186, and the database 158 may be located across mulliple computing
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systems. In such a scenario, the policy management module 164 may also be
stored across the multiple computing systems. When the user input is received
by the identification module 108, such as in the form of a query, (o obtain some
information, as mentionad above, the identification module 106 retrieves the
auiput from the multiple computing systems on which the database 158 is
residing.

10044} Based on an output of the queries run on the database 158, the
identification module 106 may generate reporis containing details about the
changes that were identified in the FS since a last backup or last execution of
a similar guery. These reports facilitates in determining the files which have to
be packed up. The identification module 108 may share the reports with the
initiation module 108 to analyze and invoke the backup applications for storing
a copy of the files for which the criteria pertaining o the data protection policy
is met. in an implementation, the identification module 106 may generate the
reports at pre-defined time intervals or upon receipt of the user input. In an
alternative implementation, the identification module 106 may generate the
reports upon being requested by the initiation maodule 108 In an example, the
identification module 1068 may generafe the queries and store the results of
the gueries in the dalabase 158, When the initiation module 108 sends a
request to the identification moedule 106 (o provide a list of files that have (o be
backed up, the identification module 106 shares the resulis of the pre-
executed queries, in the form of reports, o the nitiation module 108. The
identification module 106 thereby facilitates in saving upon the time spent in

executing queries upon receipt of the request from the initiation module 108.

[0045] In an example, upon receiving the reports from the identification
moduie 106, the initiation module 108 may validate whether or not the criteria
of a data protection policy is met. In an example, the initiation module 108 may
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validate the file to determine whether the threshold as defined in the data
protection policy has been crossead or not. In an implemaeantation, the validation
may be performed based on the scheduled time interval, as may be defined
by the administrator. The initiation module 108 may store the validation details
as the validation data 172. Once the file is validated, either by the identification
moduie 106 or the initiation module 108, the initiation module 108 may identify
the backup system 156 as may be defined in the data protection policy, for
storing the copy of the files. The initiation module 108 may invoke the backup
application corresponding 1o the backup system 156 o initiate the backup of
the files. In an example, the nitiation module 108 may invoke the backup
system 156 through a representational state transfer (REST) interface. In
ancther example, the initiation module 108 may invoke the backup system 156

by & command line argument.

[0046] The data protection systemn 100 facilitates the users o guery the
database 158 o determine changes occurring in the FS. Based on these
changes, the backup may be initiated when the file meets the criteria of any
data protection policy. The data protection system 100 is content awarg and
does not wait for next scheduled backup o protect the data. Further, as the
data protection policies may be modified based on the objectives of the
enierprise, the data protection system 100 may facilitate in saving resources
and time spent in recontiguration of all systems within the IT network of the
enterprise to acdhere {0 the data protection policies.

100477} FIGS. 2A and 2B Hllustrate methods 200 and 220 for policy-based
data protection in a file system (F3), according to an example of the present
subiect matler. The order in which the methods 200 and 220 are described is
not intended to be construed as a limitation, and some of the described method
blocks can be combined in a different order to implement the methods 200 and
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220, or an alternative method. Additionally, individual blocks may be deleled
from the methods 200 and 220 without departing from the spirit and scope of
the subject matter described herein. Furthermore, the methods 200 and 220
may be implemented in any suilable hardware, computer-readable

instructions, or combinatiion thereof.

10048] The sieps of the methods 200 and 220 may be performed by
either a computing device under the instruction of machine executable
nstructions stored on a computer readable medium or by dedicated hardware
circuits, microcontrollers, or logic circuits. Herein, some examples are also
intended to cover computer readable medium, for example, digital data
storage media, which are machine or computer readable and encode
machine-executable or computer-executable  instruclions, where  said
instructions perform some or all of the steps of the described methods 200 and
220.

[0049] With reference o method 200 as depicted in FIG. 24, at biock
202, the method 200 includes identifying occurrence of a change in a file
associated with the FS. In an exampie, the change in the file may pertain to
change in the content or the metadata of the file. The identification is based
on at least one of monitoring changes in the FS and execution of a gueryon a
database associaled with the FS. In an implementation, the identification
module 106 may identify the occurrence of the change in the FS. For instance,
the identification module 1086 may identify the change, such as size of g file,
type of a file, criticality of a file, and nature of a file. In an example, in order to
determine the criticality of the file, a2 custom metadata, associated with the file
may be identified. For example, ‘critical’ may be the custom metadata that may
be added to the file to indicate criticality of the file. The custom metadata may
also be provided with values, such as 'normal’, ‘'medium’, and ‘high'. When g

user provides input as ‘highly critical files', the identification module 106 may
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generate a query for retrieving files for which criticality is 'high’. The custom
metadata may be stored in the database 158,

[0050] At block 204, the method 200 includes validating, based on the
identification, whether the file meets the criteria of at least ong data proteclion
policy from amongst a plurality of data protection policies of the FS. In an
implementation, when the changes are identified based on parsing the data
being stored in the FS, the identification module 106 may validate whether the
file meels the criteria of the at least one data protection policy or not. In an
alternative implementation, when the changes are identified based on
execution of the guery on the database 158, the initiation module 108 may
validate whether the file meets the crileria of the at least one data protection
policy or not,

(0051} At block 206, the method 200 includes initiating backup of the
file, upon the validation, when the file meets the ¢riteria of the at least one data
protection policy. In an implementation, the initiation module 108 may initiate
the backup of the file. Accordingly, the initiation module 108 may invoke a
backup application associated with the backup destination, such as the backup
system 156, 1o store the file.

10052] Referring to FIG. 28, at block 222, the method 220 may include
identifying occurrence of a change in a file associated with a file system (F5).
in an example, the change in the file may pertain to change in the content or
the metadata of the file. In an implementation, the identification module 106
may identify occurrence of the change in the FS, based on the changes in the
content or the metadata. in an example, the identification module 106 may
parse data being stored in the FS and based on the parsing; the identification
module 106 may identify the changes occurring in the FS. In another example,
the identification module 106 may generate a query based on at least one
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parameter associated with the data protection policies. The query may be
exaecuted on the database to determine the changes occurring in the FS.

[0053] in an example, the query may be generated based on the
parameters and the criteria associated with a plurality of data protection
policies that may be pre-defined in the FS. For example, the criteria may be
defined as initiating the backup when the size of the file is more than or equal
o 10MB, when the file is modified for more than 20 times in a week, when an
exiension of the file is changed, and the like. In ancther example, the crileria
for initiating the backup may include influx of data in the FS. The identification
maoduie 106 may determine rate of influx of data in the FS and may initiate the
backup of the data, when the data entering the FS crosses a pre-defined
threshold. The data protection pdlicy also include information about the backup
system 156 where the file is to be stored when the criferia is met by the file.

10054] As shown in block 224, the method 220 may include validating,
based on the identification, whether the file meels a criterion of al least one
data protection policy from amongst a plurality of pre-defined data protection
policies of the FS. In an implementation, when the changes are identified
based on parsing the data being stored in the FS, the identification module
106 may validate whether the file meets the criteria of the at least one data
protection policy or not. In an alternative implementation, when the changes
are identified based on execution of the query on the database 158, the
initiation module 108 may validate whether the file meets the criteria of the at
least one data protection policy or not. In this implementation, the initiation
module 108 may validate the resulls of the query at scheduled time interval.
To validate, the identification module 106 and the iniliation module 108
communicate with the policy managemeant module 164,
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10055} As depicted in block 226, the method 220 may include initiating
backup of the file, upon the validation, when the file meets the criteria of the at
teast one dala protection policy. In an implementation, the initiation module
108 may initiate the backup of the file. Accordingly, the initiation module 108
may invoke a backup application associated with a backup destination, such
as the backup system 156, o store the file. In an example, when the
dentification moduie 106 validates the file, the identification module 106 may
send a message to the initiation module 108 to initiate the backup of the file.

10056] At block 228, the method 220 may include identifying the backup
system 156 based on the at least one data protection policy. In an
implementation, the initiation module 108 may identify the backup system 156
of the file from the data protection policy. In an example, the data proteclion
policies stored by the policy management module 164 may indicate the backup
destination, such as the backup system 156 based on the changes associated
with the file. The backup destinalion may include, a disk storage, a tape
storage system comprised of one or more tape drives and tape cartridges, an
optical disk library, a disaster recovery {DR) site, and an independent software
vendor (I3V) based backup.

10057] At block 238, the method 220 may include providing the file for
backup (o a backup applicalion corresponding o the backup destination. Inan
implementation, the iniliation module 108 may invoke the backup application
{0 initiate the backup of the file.

10058] FIG. 3 illusirates an example nelwork environment 300
implementing & non-transitory computer readable medium 302 for policy-
based data protection in a file system (FS), according (o an example of the
present subject matter. The network environment 300 may be a public

networking environment or a private networking environment. In one
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implementation, the network environment 300 includes a processing resource
304 communicatively coupled o the non-transitory computer readable medium

302 through a communication link 306.

10059] For example, the processing resource 304 can be a processor
of a computing system, such as the data profection sysiem 10G8. The non-
fransitory compuier readable medium 302 can be, for example, an internal
memory device or an external memory device. In one implementation, the
communication link 306 may be a direct communication link, such as one
formed through a memory read/write interface. In another implementation, the
communication link 306 may be an indirect communication link, such as one
formed through a network interface. In such a case, the processing resource
304 can access the non-transitory computer readable medium 302 through a
network 308. The nefwork 308 may be a single network or a combination of

muitiple networks and may use a variety of communication protocols.

[0060] The processing resource 304 and the non-transitory compuiter
readable medium 302 may also be communicatively coupled to data sources
310 over the network 308. The data sources 310 can include, for example,
databases and computing devices. The data sources 310 may be used by the
database administrators and other users o communicate with the processing

resource 304,

10061] In one implementation, the non-transitory computer readable
medium 302 includes a set of computer readable instructions, such as the
identification module 106 and the initiation module 108. The set of computer
readable instructions, referred {0 as instructions hereinafter, can be accessed
by the processing resource 304 through the communication link 306 and

subsequently executed to perform acts for network service insertion.
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10062} For discussion purposes, the execution of the instructions by the
processing resource 304 has been described with reference o various
components introduced earlier with reference to description of FIGS. 1A and
18.

[0063] In an example, on execution by the processing resource 304, the
identification module 106 may receive data to be wrilten in a file associated
with a file system {F5). The identification module 108 may parse the received
data to identify a change occurring in the file. Based on the identification, the
identification module 106 may compare the file with the criteria defined in each
of the plurality of pre-defined data prolection policies of the FS. The
identification module 106 may therefore validate whether the file meets the
criteria of the data protecltion policies or not. If the file meels the criteria, the
identification module 106 may send a request o the initiation module 108 {o

initiate the backup of the file.

[0064] In an implementation, the identification module 1068 may
generate at least one query based on a user input 1o refrieve information about
changes occurring in the FS, The identification module 108 may then exeacule
the af least one guery on the database 158 o obtain changes occurring in a
plurality of files stored in the FS.

10065] Although implementations of policy-based data protection in a
file sysitem have been described in language specific to structural features
and/or methods, it is {0 be understood that the present subject matier is not
necessarily limited {o the specific fealures or methods described. Rather, the
specific features and methods are disclosed and explained in the context of a
few implementations for policy-based data protection in the file system.
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fWe claim:

w

A method for policy-based data protection in a file system (FS), the
method comprising:

identifying, by a processor, occcurrence of a change in a file
associated with the F8, wherein the change pertains to at least one of
content and metadata associated with the file, and wherein the
identification is based on at least one of monitoring changes in the FS
and execution of a query on a database associated with the FS;

based on the identification, validating, by the processor, whether
the file meets criteria of at least one data protection policy from amongst
a plurality of pre-defined data protection policies of the FS; and

initiating, by the processor, backup of the file, upon the validation
when the file meets the criteria of the at least one data protection policy.

The method as claimed in claim 1 further comprising:

receiving, by the processor, changes occurring in metadats
associated with a file of the FS, wherein the changes are recorded in g
journal associated with the F5;

parsing, by the processor, the received changes o identify
changes occurring in the FS; and

storing, by the processor, the parsed meladata into a dalabase.

The method as claimed in claim 1 further comprising:

receiving, by the processor, a user input 1o retrieve information
about changes oceourring in the FS;

generating, by the processor, at least one gquery based on the

user input; and
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executing, by the processor, the af least one query on the
database to obtain changes occurring in a plurality of files stored in the
FS.

The method as claimed in ¢laim 3, wherein the user input is based on
at least one parameter associated with the criteria of the at least one

data protection policy.

The method as claimed in claim 3 further comprising generating, by the
processor, a report comprising changes obtained upon execution of the

at ieast one query.

The method as claimed in claim 1, wherein the initiating the backup
comprises:

identifying, by the processor, a backup destination based on the
at least one data protection policy; and

providing, by the processor, the file for backup o a backup
application corresponding to the backup destination.

The method as clgimed in claim 1, wherain the validation of the at least
one data protection policy is performed at pre-defined time intervals.

A data protection system comprising:
8 processor;
an identification module, coupled to the processor, (o,
generate at least one query 1o relrieve information
pertaining to changes oceurring in a file systemn {(FS); and
execute the atl least one guery on the database to identify
a change occurring in a plurality of files stored in the FS, wherein
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the change pertains to al least one of content and metadata
associated with & file of the FS; and

an initiation module, coupled o the processor, to initiate backup
of a file, when the file meets a criteria of at least one data
protection policy from amongst a plurality of pre-defined data
protection policies of the FS.

The data protection system as claimed in ¢laim 8, wherein the initiation
rmodule to further validate, based on the change, whether the file meets
criteria of the at least one dala protection policy.

The data protection system as claimed in claim 8, wherein the
identification module to, further,

receive changes occurring in metadata associated with a file of
the F3, wherein the changes are recorded in g journal associated with
the F&;

parse the received changes to identify the change occurring in
the FS; and

validate, based on the change, whether the file mests criteria of
the at least one data protection policy.

The data protection system as claimed in claim 8, wherein the
identification module to generale the atleast one query based on a user
input, and wherein the user input comprises a parameter associaled

with the plurality of data protection policies.

The data protection system as claimed in claim 8, whergin the
identification module 1o execute the at least one guery at pre-defined

fime intervails.
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The data protection sysiem as claimed in claim 8 further comprises a
policy management module, coupled to the processor, {o,

store a plurality of data protection policies, wherein the plurality
of data protection policies are pre-defined in the FS; and

define a schedule for validation of the plurality of data protection

policies.

A non-transitory compuier-readable medium having a set of computer
readable instruclions thal, when executed, cause a data proteclion
system to:

receive changes occurring in metadata associated with a file of
the FS, wherein the changes are recorded in g journal associated with
the FS;

parse the received metadata o identify a change cccurring in a8
file of the F5;

validate, based on the identification, whether the file meels
criteria of at least one datfa protection policy from amongst a plurality of
pre-defined data protection policies of the FS; and

based on the determination, initiate backup of the file of the F5,
when the file meets the criteria of the at least one data protaction policy.

The non-transitory computer-readable medium as claimed in claim 14,
wherein the set of computer readable instructions thal, when executed,
further cause the data protection system {o:

generate at least one query based on a user input to retrigve
information about changes occurring in the FS; and

execute the al least one guery on the database to obtain
changes occurring in a plurality of files stored in the F&.
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280 "\
202 m\\

IDENTIFYING OCCURRENCE OF A CHANGE IN A FILE ASSOCIATED WITH A FILE SYSTEM
(F&), THE CHANGE PERTAINS TO AT LEAST ONE OF CONTENT AND METADATA
ASSOCIATED WITH THE FIiLE, THE IDENTIFICATION 1S BASED ON AT LEAST ONE OF
MONITORING CHANGES IN THE FS AND EXECUTION OF A QUERY ON A DATABASE
ASSOCIATED WITH THE FS

204 """\ i

BASED ON THE IDENTIFICATION, VALIDATING, WHETHER THE FILE MEETS A CRITERIA OF :3
AT LEAST ONE DATA PROTECTION POLICY FROM AMONGST A PLURALITY OF PRE-DEFINED
DATA PROTECTION POLICIES OF THE F& 33

206 '""'\

INITIATING BACKUP OF THE FILE, UPON THE VALIDATION WHEN THE FILE MEETS THE
CRITERIA OF THE AT LEAST ONE DATA PROTECTION POLICY
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220 "\

222 M‘*\\
IDENTIFYING OCCURRENCE OF A CHANGE IN A FILE ASSOCIATED WITH A FILE SYSTEM

{(F3), THE CHANGE PERTAINS TO AT LEAST ONE OF CONTENT AND METADATA
ASSOCIATED WITH THE FILE

224 m\ l

BASED ON THE IDENTIFICATION, VALIDATING, WHETHER THE FILE MEETS CRITERIA OF AT

LEAST ONE DATA PROTECTION POLICY FROM AMONGST A PLURALITY OF PRE-DEFINED &
DATA PROTECTION POLICIES OF THE FS

226 m‘\ i

INITIATING BACKUP OF THE FILE, UPON THE VALIDATION WHEN THE FILE MEETS THE
CRITERIA OF THE AT LEAST ONE DATA PROTECTION POLICY

228 m\ i

IDENTIFYING A BACKUP DESTINATION BASED ON THE AT LEAST ONE DATA PROTECTION
POLICY

230 _,,,,,_,\ i

PROVIDING THE FILE FOR BACKUP TO A BACKUP APFLICATION CORRESPONDING TO THE
BACKUP DESTINATION
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