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(57) Abstract: Methods, systems, and apparatuses are provided for man-
aging communication of data to/from a device. For example, multiple client
applications running on the device can communicate to a second device
through a same primary socket connection. A mux module can receive data
from two difterent client applications over respective client connections. The
received data can include header information identifying the second device
as the destination. When the first data from a first client application is re-
ceived at the mux module, the primary socket connection can be created;
and when the second data from a second client application is received, the
existing primary socket connection can be identified and re-used. The
primary socket connection can be managed by a controller of the mux mod-
ule.
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CLIENT APPLICATIONS COMMUNICATING VIA A USER TUNKEL
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61/953,591 entitied “DYNAMIC LINK ADAPTATION FOR IMPROVED LINK MARGIN,”
by Liu et al,, filed March 14, 2014, which hereby incorporated by reference for all purposes.
BACKGROUND
{B083] A mobile device (e.g., a smart phone or a tablet) can communicate with another device
using various clicnt applications. The other device can be a different mobile device, a
non-mobile client computer, or a server. Multiple client applications on the mobile device can
be communicating with multiple applications at another device at a same time. Such ongoing
communication can be difficult to manage in an efficient manner. It is therefore desirable to
provide new systems, methods, and apparatuses for managing the communications of a mobile

device when running mubtiple client applications.
BRIFF SUMMARY

{0¢64] Embodiments of the present invention are directed to methods, systems, and
apparatuscs for managing communication of data to/from a device. In one embodiment, mmultiple
client applications running on the device can communicate to a second device through a same
primary socket connection. A mux module can reccive data from two different client
applications over respective client connections. The received data can include header
information identifying the second device as the destination. When the first data from a first
client application is received at the mux module, the primary socket connection can be created.
When the scoond data from a second client application is reccived, the existing primary socket

connection can be identified and re-used.

{B005] According to one embodiment, the mux module may include a controlier {¢.g., an
UTun controlicr) that can manage the conncctions with the client applications and track any
active primary socket connections with other devices. As an example, the connections with the
client applications can be virtual TCP sockets, which can be managed via a TCP library in the
kernel, These virtual TCP sockets can be correlated by the UTun controlier to a particular
device. In various embodiments, the UTun controller can manage messages and data stream,
header corapression, and encryption. In one embodiment, a link manager can select a particular

ink for sending data over the primary socket connection to a second device.
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{8086]  Other embodiments are directed to systems, portable consumer devices, and computer

readable media associated with methods described herein.

{BG87] A better understanding of the nature and advantages of embodiments of the present
invention may be gained with reference to the following detailed description and the
accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
{BGB8]  FIG. 1 1s a block diagram of a system composed of one or more clients, hosts (e.g., a
companion device), and servers communicating messages among cach other according to various
embodiments,
[6088] FIG. 2 15 a block diagram of system that provides push notification services according
to various embodiments.
[0018] FIG. 3 shows a protocol stack for communicating data according to embodiments of the
present invention.
{8013} FIG. 4 15 a block diagram of a system tlhustrating multiplexing {muxing) and
demultiplexing (demuxing} of connections of client applications according to embodiments of
the present invention,
{8G12] FIG. 5 1s a flowchart of a method for sending data from a first mobile device to a
second device according to embodiments of the present invention,
{8813} FIG. 6 shows an example process flow for a stream for a protocol stack according to
embodiments of the present invention.
{B614] FIG. 7 shows an example process flow for an ontgoing message for a protocol stack
704 according to embodiments of the present invention,
{B815] FIG. 8 shows an example process flow for incoming data for a protocol stack according
to embodiments of the present invention,

{B816] FIG. 9A shows a generic compression header according to embodiments of the present

invention.

(V8]
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{B617F FIG. 9B shows a compressed UDP header according to embodiments of the present

invention.

{B618] FIG. 10 shows a compressed TCP header according to embodiments of the present

invention.

{B619] FIG. 11 19 a block diagram of a portable clectronie device or mobile device according

to embodiments of the present invention,
DETAILED BESCRIPTION

[60208] Multiple client applications on a mobile device can be commumicating with multiple
applications on another device at a same time. Typically, cach client application on a mobile
device would use a separate network connection to communicate with a client application on the
other device. For example, cach application can establish a network socket with another client
application. However, the result is multiple network sockets being open between two devices
when muitiple applications are communicating on the two devices. The different network

sockets can use a same wircless interface, but multiple network sockets would exist.

{6021} Embodiments can establish a primary socket connection between the two devices and
have a multiplexing (mux} module that handles multiple intra-device connections. For example,
a kernel of a first device can be part of a mux module, and establish TCP (Transmission Control
Protocol) connections with various applications running on the first device. The kernel can
communicate to a user tunnel (UTun) controller through an interface, and the UTun controiler

can ¢stablish the primary socket conncction to the other device.

{06221 Various embodiments can handle streaming and messaging data, which may be
handled differently. Incoming data in the primary socket connection can be demultiplexed and
sent to an appropriate client application {e.g., according to a TCP or messaging header). UTun
controller can manage priority of different intra-device connections, and then determine how and
when to send out via the primary socket connection.

{0023} In various implementations, a link manager can determine which link layer protocol to
use, ¢.2., which wireless interface (such as Bluctooth or Wi-Fi) and which transport layer

protocol to use for communication between the link lavers. Retransmissions can be disabled or
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otherwise not used for certain communications, ¢.g., when a particular link is assumed to be
stable. A single encryption protocol can be used for all communications occurring via the
primary socket connection. A control connection can be used to negotiate the encryption
protocol. And, header information can be compressed, ¢.g., for the header information used in

the intra-device connections.

i INTRODUCTION

{8624] A general system diagram of various devices and servers that can be involved in
embodiments of the present invention s first described. Later sections describe particular
software modules that can manage communication of multiple client applications from one

device to another.

A. Communication System

[6028] FIG. 1 is a block diagram of a system 100 according to various embodiments, FIG. 1
and other figures arg merely tHustrative of an embodiment or implementation of an invention
disclosed herein should not Himit the scope of any invention as recited in the claims. One of
ordinary skifl in the art may recognize through this disclosure and the teachings presented herein
other variations, modifications, and/or alternatives to those embodiments or implementations
ithustrated in the figures. The devices in system 100 can inchade hardware and/or software

elements.

{0026] In onc embodiment, systom 100 inchades an identity management infrastructure 105
(i.c., one or more servers that implement an identity management service, authorization service,
and/or authentication service), content infrastructure 110 (i.c., one or more servers that
impicment a voice/video call service, a messaging service, and/or a push notification service),
mobile device 115, companion device 12, user deviee 125, provider 130, provider 135, and
communications network 140, As illustrated, identity management infrastructure 103, content
infrastructure 110, mobile device 115, companion device 120, user device 125, provider 130, and
provider 135 arc each capable of communicating with and through communications network 140
{reprosenting the Internct, wide area networks (WANs), metropolitan arca networks {(MANs),

local arca networks (L ANs), wireless arca networks { Wil ANs}, radio access network (R ANs),

(92
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public switched telephone network (FTSN), etc., and/or combinations of the same). As
ithustrated, mobile device 115 can communicate directly with companion device 120 without

utilizing communications network 140,

{8027} Identity management infrastructure 105 may be implemented in various embodiments
using a single server computer system or may include multiple server computer systems, web
servers, application servers, networks, interconnects, and the like. In various aspects, identity
management infrastructure 105 provides management of individual entitics, their authentication,
authorization, and privileges within or across systems, such as content infrastructure 110,
Identity management services provided by identity management infrastructure 105 can include
technologies and services such as Active Bhirectory, identity providers, password managers,
access control providers, single sign-on (S50} scervices, OAuth, sccurity token services, or the

like.

{0G28] In various embodiments, identity management infrastructure 105 maintains information
that authenticates the identity of a managed cntity {such as a uscr, organization, and any
associated devices, resources, services, applications, or the like). Identity management
infrastructure 105 can verify that an entity is who/what it claims to be using a password,
biometrics such as a fingerprint, a distinctive behavior such as a gesture patiern on a touchsercen,
challenge-response protocols, one-time passwords (OTPs), 2-way authentications, and other
techniques. Identity management infrastructure 105 further can manage authorization
information that defines what operations an entity can perforro in the context of a specific
application, service, or resource, Some authorizations may be based on a role, device type,
application, application type, ot the hike associated with a managed entity. Users are granted
roles often related to a particular job or job function. Identity manageroent infrastructure 105 can
also manage descriptive information about managed entities and how and by whom that

information can be accessed and modified.

[8029]  In some embodiments, identity management infrastructure 105 creates digital identities
for managed cutifies encompassing, for example, entity identifying information (PII} and
ancillary information. In one aspect, a managed entity can have multiple digital identities and

cach digital identity can encompass multiple atiributes. For example, a user can have a user
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identifier {c.g., a phone number, ¢-matl, ete.} that is linked to multiple deviees. In addition to
creation, deletion, modification of digital identities, identity management infrastructure 105 can

manage ancillary entity data for use by services, such content infrastructore service 110,

{0030} In further embodiments, identity management infrastructure 105 can store capabilitics
of cach device associated with a user identificr. Examples of device capabilities include whether
a device includes a specific type or version of hardware, whether a device includes a specific
type or version of software {¢.g., operating systems or applications), whether a device is capable
of performing a specific function such as placing and receiving phone calls or sending and
receiving short message service {(SMS)Ymultimedia message service (MMS) messages, whether a
device 1s capable of maintaining connections with other devices, or the like. The list of devices
associated with a user can be sent to and stored at any other device of that user, such as mobile
device 115 and companion device 120 when associated with the same user identificr. Identity
management infrastructure 105 can determine and collect capabilitics of a device when it is
registered and associated with the user identifier. Identity management infrastructure 105 can
update the capabilitics of a device periodically, for example, when the device re-registers or

communicates with one or more services managed by identity management infrastructure 105,

{6031} In various cmbodiments, wdentity management infrastructure 105 can receive a single
user identifier, which is used to determine device identifiers for devices associated with the user
identifier. During entity registration, in order to access services or resources managed by
wdentity management infrastructure 105, one or more user or other identifiers and a onique entity
or device identifier (UID) may be combined to generate an entity or device token. Tn various
embodiments, the tokeo is encrypied by applyving a hashing algorithm (e.g., SHA-0, SHA-1,
SHA-2, MDS, Whirlpool, or other hashing algorithms). The token generated and encrypted for
an entity can remain constant in various embodiments. Once a token has been generated and
encrypted by identity management infrastructure 105, the token can be sent back to the entity.
The entity in some aspects can then distribute the token to services or resources managed by
identity management infrastructure 105 or other third party services for a variety of purposes
relating to authentication, authorization, accounting, or the like of the entity at those managed

services or resources or the trusted delivery of content to the entity by the third parties.
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{8632] Content infrastructure 110 may be protected by and/or accessible to entitics managed
by identity management infrastructure 105, Content infrastructure 110 may be implemented in
various embodiments using a single server computer system or may inchade multiple server

computer systems, web servers, application servers, networks, interconnects, and the like.

{0G33]  Content mmfrastructure 110 can provide content to mobile device 115, companion device
120, and user deviee 125 as well as to other devices and entitics. Examples of content include a
text message, a multimedia message, an impending calendar event, an audio/video call (e.g.,
using VOIP), or a notification of new data on a remote server. In onc embodiment, the content
can originate from one or more sources managed by identity management infrastructure 105 or
provided dircetly by content infrastructure 118, In other embodiments, the content can originate
from other sources. For example, content may originate from any onc of mobile device 115,

companion device 120, user device 125, and providers 130 and 135.

{0034] Inanother example, content may be received from other sources such as the Internet,
cellular networks, public switched telephone networks, and the like. Content infrastructure 110
can then route the content to mobile device 115, companion device 120, user device 125, and
providers 130 and 135, In onc embodiment, content infrastructure 110 may route through the
infrastructure an SMS message reccived from or destined to a cellular network, In another
cmbodiment, content infrastructure 110 may route through the infrastructure a voice call

received from or destined to a public switched telephone network.

{8035] Insome embodiments, the content sent to mobile device 115 can be forwarded to
companion device 120 for delivery to mobile device 115, Companion device 120 can also act
and send signals on behalf of mobile device 115, In these embodiments, companion device 120
acts as a main or intermediary device and mobile device 115 acts as a proxied device. Content
infrastructure 1190 can coordinate how and whether companion device 120 can act and send

signals on behalf of mobile device 115,

[8036] In some embodiments, content infrastructure 110 can send content to more than one
device, when appropriate. A user may be associated with both mobile device 115 and
companion device 120, Content infrastracture 110 may route the content to both mobile device

115 and companion device 120, sach as to have a VOIP phone call ring on both devices or to
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have a message appear in the inbox of the same application installed on both deviees. In other
embodiments, content is sent to only one device, €.2., to companion device 120, which may
forward a call to mobile device 115, When a call is being forwarded to a device, a phone
number can identify which device is to receive the phone/video call, and that device can relay a

call as appropriate.

{8837} In one aspect, content can include of one or more picces of data, such as a device
identifier {or token) as discussed above and a payload. A device token can be provided in
content originating from a provider {¢.g., provider 130 and/or 135}, a device of a same user {¢.g.,
from either mobile device 115 or companion device 128}, or a device of another user {c.g., user
device 125}, together with any payload the provider secks to have delivered using content
infrastructure 110, The device token can contain information that enables content infrastructure
110 to locate a device on which a particular service or client application is installed and that is
registered to receive the content. The payload may include new information received at a server
application or a reference to where the information is to be found. The payload may further
include a property list that specifies how the user 18 to be alerted about this new information by

the particular service or client application.

{6038] An alert can come in a varicty of forms. In onc example, content can be displayed to
uscr as an alert message or other visual representation, such as a badge associated with an
application icon. Avatlability of the content further can be announced by playing a sound when
an alert or badge 1s shown. When a user is notified that an application or service has a message,
event, or other content data for them, they can launch the application or service and see the
details by either viewing the countent, viewing information contained in a push notification,
having the client application retrieve the referenced information, or the like. The user can also

choose to ignore the notification, in which case the application is not activated.

[8039] As alluded to above, content infrastructure 110 can include push notification services
that in addition to or in the aliernative of routing content implement mechanisms o give chent
applications of push providers that are on user devices the ability to let users know that new
content is available at one or more server applications, 18 on the device, or is incoming. A push

provider {or simply provider) as used herein can refer to an entity having information to be
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forward and/or delivered using a push notification infrastructure. Generally, software developers
(acting as providers) originate notifications in their server software when new data is available
for users. A provider connects ifs server software with content infrastructure 110 through a
persistent and secure channel. Identity management infrastructure 105 can ensure that the
provider is authenticated (e.g., that the provider is who the provider alleges to be) and authorized

to connect and utilizes content infrastructure 11§ in a trusted manner,

{0046 While monitoring for incoming data intended for its client applications, when new data
for an application arrives, the provider prepares and sends in one aspect a notification through its
channel connection to content infrastructure 110, which pushes the notification to a push
consumer or destination target device, Identity management infrastructure 105 can also ensure
that the consumer or destination target device is authenticated and authorized to connect to and
utilizes scrvices of content infrastructure 110 in a trusted manncr. A push consumer {or simply
consumer or destination) can refer to an entity designated to reccive information forwarded
and/or delivered using content infrastructure 110, Although the above describes a provider as
the originator of content or a notification of available content for the sake of simplicity, a
provider in onc instance may in turn become a consumer in another, and vice versa.
Additionally, mobile device 115 may be a provider of content to companion device 120, and vice

versa as well has provider 130 providing content to provider 135, and vice versa,

{0041] In onc cxample of operation of content infrastructure 110, one or more server
computers provide, provision, manage, and otherwise operate the push notification service for
propagating information between provider 130, provider 135, mobile device 115, companion
device 120, and user device 125, Each may establish at least one persistent connection {¢.g., an
accredited and encrypied Internet protocol (IP) connection} with content infrastructore 110 to
originate and/or receive content over this persistent connection. As noted above, each and their
connections can be authenticated and authorized by dentity management infrastructare 103,
[8042] It anotification delivered by content infrastructure 110 for an application associated
with a user’s device arrives when the application is not running, the user’s device may alert the
user that the application has data waiting for 1t as discussed above. Content infrastructure 110

ray also provide a default guality-of-service component that provides store-and-forward

1¢
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capabilities. If content infrastructure 110 attempts to deliver a notification but a target device is
oftline, the notification can be stored for a limited period of time, and delivered to the device
when it becomes available. In some embodiments, all recent notification for a particular
application is stored. In some embodiments, only one recent notification for a particular
application is stored. For example, if multiple notifications arc sent while the device is offline,
cach new notification causes the prior notification to be discarded. This behavior of keeping
only the newest notification is referred to as coalescing notifications. In other embodiments, if
the device remains offline for a long time, any notifications that were being stored for it may be
discarded.

{0843} Provider 130 and provider 135 may be implemented in various embodiments using a
single server computer system or may include multiple server computer systems, web servers,
apphication servers, networks, interconnects, and the like. In various aspects, provider 130 and
provider 135 provide client applications that run on mobile device 115, companion device 120,
and user device 125 and server applications that provide one or more services to which the client
applications can connect. Provider 130 and provider 135 may scek to notify the client
applications accessible to onc or more of mobile device 1135, companion deviee 120, and user

device 125 that information is available to their respective users.

{0044} In one aspect, a push provider is a softwarce developer, company, or organization that
maintains server software configured to interact with one or more client applications on ong or
more of mobile device 115, companion device 120, and user device 125, Provider 130 and
provider 135 each connect with content infrastructure 1190 through a persisicnt and secure
channel while monitoring incorning data intended for their client applications. In one
embodiment, provider 130 and provider 135 connect over a binary interface that provides a high-
speed, high-capacity interface, e.g., using a streaming TCP socket design in conjunction with
binary content. The binary interface may be synchronous or asynchronous. For cach interface,

TLS (or SSL) may be used to establish a secored communications channel.

[0045] Mobile device 115, companion device 120, and user device 125 may be each
embodiment as a single device, a single computer system, multiple devices, or multiple cormputer

systems. In various aspects, mobile device 115, coropanion device 120, and user device 125

i1
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although labeled differently for convenience can each be embodied as a mobile device, a
wearable device, or other mobile device (e.g., a laptop, palmtop, mobile phone, smart phone,
multimedia phone, portable media player, GPS unit, mobile gaming systems, ctc.). As ¢xamples,
a wearable device can be a wrist-worn device, a device that is clipped or pinned to the user’s
clothing, a device with a lanyard or chain that is wearable around the user’s neck, a headband

device, cyeglasses, or any other device that can be secured to the user’s person or clothing.

{0G46]  In addition fo or in the alternative, companion device 120 and user device 125 can be
embodied as described above as well as being embodied as personal computer systems,
mainframes, server computer systems, cloud services, or the like. Mobile device 115,
companion device 120, and user device 125 may include a variety of technologics that provide a
communications connection. Some examples of connection technologies include wired
connections {c.g., Ethernet, fiber, digital subscriber line (DSL), cte.) and wireless connections

{c.g., WiF1, Bluetooth, WiMax, 3G, 4G, LTE, etc.).

{0047] In one aspect, mobile device 115, companion device 120, and user device 125 host one
or more of a varicty of client applications that communicate with onc or more scrver applications
provided by one or more providers {¢.g., providers 130 and 135). These client applications may
include applications specific to the intended function of a device (such as telephony applications
or G¥PS applications) as well as c-mail clicnts, update/upgrade clients, news clients, web/blog
clients, podeast clients, social networking clients, or other types of client applications where
notification messages may be sent. These client applications may represent t0 a USer one or more
notification messages received using content infrastructure 110, Notifications can be represented
to users 1 one or more manners defined by an operating system of the device, a graphical user
interface toolkit, and/or the applications theruselves, Some examples of representations of
notifications include a new e-matl indicator, a new news item indicator, a new podcast indicator,
a change of on-line status of a social networking friend, and the like. In various embodiments,
another service operating on a device can handie notifications for client applications.

[0048] As discussed above, mobile device 115, companion device 120, and user device 125
may recetve an wdentifier (or device token) when a client application initially connects with

content infrastructare |10 in order to receive push notifications. Providers 130 and 135 can use
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the token, or include the token, with any content or notification message so that it can be
appropriately forwarded back to the device using content infrastructure 110, In various
embodiments, to ensure trust, a provider communicates the token every time it connects with
content infrastructure 110, Content infrastructure 110 can decrypt the device token and validate
using identity management infrastructure 105 that the token was generated for the destination
device. To validate in one embodiment, content infrastructure 110 ensures that the device
identificer contained in the token matches the device identifier in a device certificate used when

the device registered with identity management infrastructure 105.

{0049] Reforring to an operation of system 100 illastrated in FIG. 1, in one embodiment, the
operation can be to forward or otherwise communicate a notification message from provider 130
to companion device 120 as llustrated by path 145, In various embodiments, provider 130 sends
an authentication Secure Sockets Layer (SSL} certificate upon an initial connection with content
infrastructure 110, {dentity management infrastructure 105 can authenticate and authorize
provider 130 as a registered and authorized sender of push notifications. This SSL certificate can
also be configured with additional uscr-defined data. Identity management infrastructure 105
can utilizes the additional user-defined data to identify provider 130 in a trusted fashion. Other
secure communications protocols {e.g., cryptographic protocols such as Transport Layer Security

(TL3}, etc.) can be used in other embodiments,

[6050] In somc cmbodiments, where provider 130 1s associated with a particular application
(c.g., Email, Facchook, or Twitter) and includes additional identifying (c.g., user-defined) data
within the SSL certificate, identity management infrastructure 105 can not only authenticate
provider 130, but also automatically provision push service for provider 130 and the application
utilizing content infrastructare 110, In other words, identity management infrastructore 105 can
autornatically extract any additional identifying data from the authentication certificate and have
content infrastructure |10 attach the additional identifying data {or a portion of the data) to
content {¢.g., push-notification messages). In some embodiments, the additional wdentifving data
roay identify a topic or feed associated with provider 130 (or an application of provider 130} to
which a user might subscribe via content infrastructore 110, Thus, the additional information in

the authentication certificate can be leveraged to direct content to devices that have subscribed to

i3



WO 2015/183879 PCT/US2015/032560

the topic/feed or requested information regarding the topic/feed. In this way, push service is

automatically provistoned for provider 130,

{B051]  Once provider 130 is trusted, content infrastructure 110 receives the notification
message from provider 130, As discussed above, the notification message may include a device
token. Having reccived the notification message from provider 130, content infrastructure 110
determines the destination for the notification message. In various embodiments, the destination
is determined based on the device token that is sent along with notification message. In some
embodiments, it is not necessary to send destination information as part of a token. By
determining or extracting the destination from the device token or otherwise obtaining
destination information for the content, content infrastructure 1190 can then determine whether

the destination is “online” or otherwise accessible.

{B052] I the destination is online, in one embodiment, content infrastructure 110 may then
route the notification message to the destination companion device 120 illustrated by path 150,
for example, via a persistent connection maintained by companion device 120 with content
infrastructure 110, f the destination is “offline” or otherwise inaccessible to content
infrastructure 110, the content may be stored and delivery retried at a later time. Content
infrastructure 110 can in addition to or alternatively route the notification message to mobile
device 115 illustrated by path 155, for cxample, via a persistent connection maintained by
companion deviee 120 with content infrastructure 110, Content infrastructure 110 thus can route
content to a single device, multiple devices at the same time, or to one device for delivery to

another device.
B Conient Infrastructuyre

{6053} FIG. 2 15 a block diagram of system 200 that provides push notification services
according to various cmbodiments. System 200 may be implemented in various embodiments
using a single server computer system or may include multiple server computer systems, web
scrvers, application servers, networks, interconnects, and the like, System 200 can be embodied

as comntent infrastrocture of FIG, | in various embodiments,

{0054] In particular, FIG. 2 tllustrates various examples of forwarding content (e.g.,

notification messages and phone/video calls) between devices, e.g., between providers and
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mobile devices, or between a sending device of one user and receiving devices of another user).
In these examples, system 200 is shown with identity services (IDS) 205 having interface 210
and identity management server {IMS) 220 and push notification services (PNS) 220 having
provider interface 225, gateway 230 having presence information 235, device interface 240
having connection information 245, and user device 250. Each service may be implemented

using hardware and/or software clements.
o

{B055]  In one aspect, HDS 205 may be embodied as or form part of identity management
infrastructare 105, DS 205 may be implemented in various embodiments using a single server
computer system or may include multiple server computer systems, web servers, application
servers, networks, interconnects, and the hike. Interface 210 can enable an entity (e.g., mobile
device 115 or provider 130) to connect {¢.g., via a nctwork) in order to take advantage of service
provided by 1DS 205. Interface 210 may incorporate load balancing and other connection

management techniques allowing entitics to communicate with Identity management server 215,

{0056] In onc embodiment, an cntity sends information such as an authentication certificate
that 18 reccived via interface 210 upon an initial connection to IDS 205 or to a service, resource,
or application managed by IDS 205 (c.g., PNS 220}, Identity management server 215 can
authenticate and authorize g device, user, or organization sending the information as a registered
and augthorized entity. One or more types of services can be authorized or provisioned for the
device, user, or organization {¢.g., call services, instant messaging services, chat services,
notification services, ete.}. To support a security model for PNS 220, entities and their devices

may be required to possess certain certificates, certificate authority {CA) certificates, or tokens.

{8057} In onc embodiment, cach provider of content uses a unigue provider certificate and
private cryptographic key for validating their connection with PNS 220, This certificate can be
provisioned by identity management server 215 and identify the provider and/or a particular
topic published by the provider. Tn gencral, the topic is a bundle 1D of a client application. The
provider may optionally wish to validate the service, to which the provider is connected, using a
public server certificate provided by PNS 220, In various aspects, the provider uses the public
server certificate passed to i by identity management server 215 when registering to authenticate

the service to which the provider has connected.
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{B0638]  Identity management server 215 may also issue to each device, which desires to receive
content, a unique private key and certificate that the device uses to authenticate itself to identity
management server 215 and establish a connection to PNS 220, A device usually obtains a
device certificate and key from identity management server 215 during deviee activation and
stores them in a keychain, The device also holds its particular deviee token, which it receives
during the service connection process. Each client application that utilizes PNS 220 is

responsible for delivering this token to its content provider.

{0059] Identity management scrver 215 may store any necessary certificates, CA certificates,
and cryptographic keys {private and public) for validating connections and the identities of

providers and devices.

{G066]  In this cxample, once the entity is trusted, system 200 aliows the entity to utilize push
notification services provided by PNS 220, PNS 220 may be implomented in various
embodiments using a single server computer system or may include multiple server computer
systems, web servers, application servers, networks, interconnects, and the like. The entity may
be a provider or other notification provider desiring to conncct with PNS 220 (e.g., via a
network), As alluded to above, in onc embodiment, provider interface 225 provides a high-
speed, high-capacity interface allowing push notification providers to communicate with PNS
220, Provider interface 225 may incorporate load balancing and other connection management
techniques allowing entitics to comumunicate with PNS 220, Although provider interface 225 is
shown as being linked to gateway 230, provider interface 225 may be incorporated info gateway
230 or device mnterface 240, As discussed above, a user device can be a provider of content in

various embodiments as well as be a destination of content routed using PNS 220.

[8061] Gateway 230 may be implemented in various embodiments using a single server
computer systerm or may include multiple server computer systems, web servers, application
servers, networks, interconnects, and the hike. Gateway 230 can determine the destination of
content {¢.g., push messages) received via provider interface 225 or device mterface 240, In
various embodiments, gateway 230 can determine a destination based on presence information
235, In one aspect, presence information 235 is maintained using a device’s push token,

Accordingly, when a push notification 1s received at gateway 230 directed fo a particular push
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token, gateway 230 can perform a lookup to determing whether there 1s 8 TCP socket descriptor
associated with that push token. The socket descriptor can provide the TCP socket information
and other networking information needed to transmit the push notification. In various aspects,
presence information 235 inchades mappings between authenticated entitics and their
connoctions to PNS 228, These connections can be utilized by PNS 220 for delivering content,
notifications, and the like or otherwise communicating with an entity. Fach mapping may be
indicative of at lcast one cntity and at least one connection mechanism to that entity, such as a
network socket connection or other connection identificr. For cxample, a mapping may identify
a destination device by its device token or a provider by its provider identifier. Additional
information may be included in cach mapping in order to facilitate communication with the

cutity’s device.

{0062} Insome cmbodiments, in order to scale handling of conncctions from an increasing
number of users, devices, and providers utilizing services of PNS 220, device connections in
presence information 235 {or the devices themselves) may be managed according to at lcast onc
grouping or logical partition calied 3 zone. Functions performed by gatcway 230 may be
partitioned out to multiple servers that are assigned dynamically to handle these

groupings or
H

zones. For example, one or more servers might manage, for a period of tiroe, delivery to
destinations assigned (o one zone and then be switched, or reconfigured, to manage the delivery
of notifications to destinations assigned to a different zone at a later ime. Each of these servers
may also inchude routing information that i used to route content to other servers associated with
a particular zone of the destination of the content. Thus, when content is recetved at one server,
another server designed to handle a predetermined zone is determined and the content can be
forwarded to the appropriate server. In one aspect, functions performed by gateway 230 may be
partitioned out to multiple servers to handle corresponding device connections {e.g., device
interface 2403,

[8063] o various embodiments, gateway 230 is Hinked to device interface 240, Device
interface 240 provides an interface to communicate with user device 250, Device interface 240
may incorporate foad balancing and other connection management technigues allowing devices

to communicate with PNS 220, Although device interface 248 is shown as being hinked to
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gateway 230, device interface 240 may be incorporated into gateway 230 or provider interface

27

{8064] Device interface 240 in these examples allows presence information 235 to be
generated when device interface 240 is connected to user device 240, User device 240 can assert
its presence to PNS 220 upon establishing a persistent connection. Device mterface 240 then
generates a device/connection mapping in connection information 245, Device interface 240 can
back-propagate connection information 245 to gateway 230 allowing gateway 230 to gencrate a
device/connection mapping in presence information 235, In one aspect, presence information
235 includes a device/courier mapping or link allowing gateway 230 to determing an appropriate
courter that acts as device interface 240 connected to user device 250, The courier utilizes
conncction information 245 (including any device/connection mappings or Hinks) allowing the
courier to determinge connection information specific to user device 250 that can be used to
deliver content to user device 250, In another aspect, presence information 235 and connection
information 245 may be substantially identical in that they include correspondences between a

given device and its connection with PNS 220

{0065] In various embodiments, a device wishing to receive content via PNS 220 sends
authentication information either upon an initial connection with device interface 240 or directly
to IDS 205, Identity management server 215 can receive the authentication information cither
dircetly or indirectly and then authenticate and authorize the device or its associated user or
organization as a registered and authorized entity. Oncc the device is trusted, PNS 220 is
informed and PNS 220 thereafter manages any connections made between the device and PNS
220 {such as with device interface 240 in connection information 245). Device information
available at device interface 240 1o connection information 245 can be periodically back-

propagated to gateway 220 to gencrate or update presence information 235,

[B066] When the device initially connects with PNS 220, PNS 220 provisions the device. In
various embodiments, a zone is provisioned for the device as alluded to above. Despite a
particular zone assignronent for each device, devices may lose their connection with device
interface 240 for various reasons. For example, a connection might be lost due to loss of cellular

signal, or wi-~fi signal, loss of power, or because a mobile device has changed geographic

&
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locations, etc. In other aspects, a connection may be intermitted as opposed to being persistent in

order to conserve power or achieve other efficiency metrics.

{8067 When user device 250 atternpts to reconnect to PNS 220, user device 250 can connect
with any couricr acting as device interface 240, In embodiments where device connections are
assigned to at least one grouping or zone, device interface 240 may provision a connection with
one or more servers of gateway 230 that are assigned to handle the zone of a connecting device.
For example, if device interface 240 is connected to user device 250 that is assigned to zone 1,
then device interface 240 can provision a connection with one or more servers responsible for
managing zong . Device interface 240 may then back-propagate device information for user
device 250 to the onc or more servers responsible for managing zone 1. In similar fashion,
device interface 240 may make connections with servers of different zones to back-propagate
specific device information for devices associated with those respective zonces ensuring that no
matter where or how user device 250 connects to PNS 220, presence information 235 18 up to
datc and available to determining how to route the content. In some embodiments, device
interface 240 can be specific to a wircless carrier or internet service provider (I5P) allowing PNS

220 to support the protocols or physical connections specific to multiple third party cntities.

{6068] According to one cxample, when gateway 230 reccives content from provider interface
225, gateway 230 forwards the content reccived from provider interface 225 to device interface
240 basced on its mappings in presence information 235, Device interface 240 can deliver the
content received from gateway 230 to user device 250 for which information about a persisicnt

connection is maintained in connection information 245,

{0069} Upon receiving content from gateway 230, device interface 240 can perform a lookup
or otherwise consult its device connections in connection information 245 and send the content
received from gateway 230 to the appropriate device, for example, over the persisient connection
associated with user device 250, In one aspect, device interface 240 inspects the device token
associated with the content to be delivered and determines whether a match 1s found between the
device token and the connections that device interface 240 manages in connection information
245, Device interface 240 can deliver the content using the connection established by the device

having the given device toke
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{B678]  In one example of operation, user device 250 subscribes to a particular application
managed by a provider and desires to receive notification messages for that application via PNS
220, Thus, user device 250 calls the provider either directly via a communications network or
utilizing PNS 220 and transmits its device token to the provider. The device token or its
transmission may include not only a device’s identification information but may include an
encrypted combination of a deviee’s UID and its zone identificr allowing PNS 220 to provision
conncction information for the device according to the appropriate resources allocated to the

Zone.

{6071] When the provider sends a notification message to the particular application on user
device 254, the provider connects to PNS 220 using provider interface 225 and sends the
message to gateway 230, Even if user dovice 250 is associated with a particular zong, the
provider does not need to connect to any particular gatcway of PNS 220 to successtully push a
notification message to user device 250, For example, if gateway 230 receives content from
provider interface 225 and the content has a device token, gateway 230 will look at the token and
cither route the message to an appropriate server of PNS 220 (which may route the message to
device interface 240 or another couricr of PNS 230} or route the message directly to device

interface 240.

{0072} If gateway 230 is the designated gatcway, gateway 230 sends/forwards the message to
device interface 240 based on its device/couricr mapping in presence information 235 in some
cmbodiments. Device interface 240 is then able to lookup its connections in connection
information 245 and send the message to the device over the persistent connection established by
the device with device interface 240, In suromary, in cases where PNS 220 receives a message
having a particular destination, a gateway of PNS 220 forwards that message directly to an
appropriate courier of PNS 220 using a device/courier mapping that was established when a
device connects to PNS 220, In forther erobodiments, gateway 230 can send/forward the
message directly to user device 250 based on iis device/connection mapping in presence
information 235, Gateway 230 can generated this mapping information from various sources o

each of which a device has established a connection.
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i COMMUNICATION STACK ON MOBILE DEVICE

{8073} The communication of data from a device {e.g., mobile device 115 or companion
device 120} can occur through various protocols {e.g., 802.11 protocols, Bluctooth protocols, and
near field commumication (NFC) protocols). To determine which protocol to use, a device can
include a link manager for determining which protocsol to use for a particular application, and
thus which driver path data should be sent. A lower fevel link layer can also perform selections
of a particular protocol to use. Further, a user tunnel {UTun) controller can coordinate a plurality
of virtual connections with various clicnt applications to communicate over a common socket
connection with another device {¢.g., mobile deviee 115 communicating with companion device

120).

{0074] FIG. 3 shows a protocol stack 300 for communicating data according to embodiments
of the present invention. Various modules in protocol stack 300 can be omitted, or other
modules added. The software modules can be run on a same processor or different processors.
Although only a fow communication protocols are listed, numerous wireless protocols can be
used. For example, Bluetooth protocols can inchude Basic Rate {BR), Enhanced Data Rate
(EDR), and Low Energy (LE) options. Bluctooth BR/EDR is also referred to as Classic

Bluctooth,

{0075} Insome embodiments, a client application 305 on the device (e.g., mobile device 115}
can request data to be sent to another device {c.g., companion device 120). The request can
specify the other device via any suitable identificr, ¢.g., an account name, an {P address, a MAC
address, etc. The request can be before or after the device determines that the other device is
within communication, ¢.g., as determined by initial signaling, such as a handshake. The data
{c.g., in a message or a stream) can be sent any suitable application layer protocol, such as
HTTP, RTP, SMTP, MGCP, cte. The other device can be any device, including another device
of the user. The request can made be in response o an action by the user, an internal event (e.g.,
based on time or other criteria) that may be in a same or other application {¢.g., a calendar app),
or an external event (¢.g., in response to a message from another device). An exarople of an

event 18 a syneing event,
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{8876] Before sending data, client application 305 can submit an open socket request {e.g., in a
streaming cxample}. The socket request can use information from an identity services (1DS)
framework 315, which can provide an address {or other type of 1D} for the other device. For
example, client application 305 can know account information for the second device {2.g.,
account information of a different or same user}, and IDS framework 315 can store a list of
device IDs for a particular account, DS framework 315 can be in communication with identity
management infrastructure 105 to obtain the list, Thus, IDS framework 315 can store or
otherwisc obtain device 1Ds {¢.g., addresses) for all devices that g user has registered with 1D
infrastructure 105, For example, DS framework 315 can request via an 1DS dacmon to 1D
infrastructare 105 to obtain the device IDs. In one implementation, the socket request can he

made to kernel 310,

{0077} Ina messaging exammple, the request to send data can go to 1DS framework 315 to
obtain a device 1D, which can be sent to message a message controller 318 and a user tunnel
(UTun controlicr 320}, UTun controller can establish a mapping between the device 1D and an 1P
address {c.g., a virtual IP address) when the device 1D s not an {P address. A socket can be
created between message controller 318 (which assigns a device ID to the socket) and kernel 310
{which can assigns an address to the socket, such as a virtual 1P address). UTun controller can
be used to create the socket connection between message controlier 318 and kernel 310, In this
rnanner, the send-date request from chient application 305 does not need to include a device 1D,
but can specify an account, which can then be cross-referenced by 1DS framework 315 with
known devices of the account and their capabilities {(e.g., if the request requires certain
capabilities). Given that a device 1D can be obtained, a pairing does not need to occur prior to

creating the socket,

[B078] o various embodiments, IDS framework 315 can receive a particular port/service at the
other device from client application 3035, determine the port/service based on information
obtained from ID infrastructure 105, or determine the port/service from a token sent in the
request. IDS framework 315 can then communicate a device ID and other header information to
message controlier 318 and/or UTun controller 320, IDS framework 315 and UTun controller
324 can commumicate via ¢ross process communication {XPC). UTun controller 320 can be part

of an IDS daemon, and can receive a device 1D from ID infrastructure 1035,
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{B679]  As mentioned above, UTun controller 320 can create a virtual address that corresponds
to the actual device address, where the virtual address can be used to create a virtual socket. A
virtual socket can also be created using any device 1D (¢.g., an actual address of a device or other
ID). As an example, a socket can be created for communication between client application 395
and kernel 310 (c.g., in a streaming context), where kernel 310 can have various sockets open
with various client applications. Kernel 310 can have a single conncection to UTun controller 320
for the other devicee and multiplex {mux) the data from various client applications into the single
connection. Instead or in addition, UTun controller 320 can also perform the muxing, c.g., if
multiple socket exist between kernel 310 and UTun controller 320 for various client applications
to the other device. Incoming data can be demultiplexed {demuxed) for sending to the

destination client application,

{0080} As another exarple, a socket can be created between kernel 310 and message
controlicr 318 {c.g., in a messaging context), where a socket can be created for cach destination
device, with different sockets to a same device potentially having different priorities. Thus, a
particular virtual socket can be associated with a particular device and a particular priority {c.g.,
high and low). Message controller 318 can have various connections to various client

applications. Thus, message controler 318 can provide mux/demux capabilities.

{0081} UTun controller can create a primary socket with the other device. When UTun
controller 320 receives data using a virtual connection associated with the second device, it can
then map the virtual connection to the primary socket for communicating with the other device.
All data for the other device can then be sent out through the primary socket. The virtual address
for a virtual socket can be passed back to client application 315, e.g., in the stream confext. In
one erobodiment, a virtual socket involving kernel 310 is a TCP socket. The virtaal address can
have a same format as a regular address, e.g., an IPv6 address. A mux module can include any

combination of kernel 310, message controller 318, and UTun controller 326,

[B082] When client application sends data, client application 305 can use the virtual socket to
send data to kernel 310, For example, the data can be sent using TCP via the virtaal socket.
Keroel 310 can implement an UTun interface for communicating with UTun controller 320,

Kernel 310 would pass the data {¢.g., with a TCP header} and the virtual socket identifying the
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virtual address to UTun controller 320, which would then use the virtual address to resolve the

device address for determining the device socket.

{B083] When sending to the data over the device socket, a link manager 325 can determine
which link to use. A link can be a particular combination of a wircless interface protocol (e.g.,
Bluctooth or Wi-Fi}, a transport protocol {c.g., TCP, UDP, ctc.}, and a destination device. In this
manner, UTun controiler 320 does not need to know how the data is being sent, but instead can

simply send the data to link manager 325,

{0084} In various embodiments, the determination by link manger 325 can be made per data
packet, per set of data packets, per device socket, and may change from one data packet to
another. Link manager 325 may then select a link for sending the data. In the example shown, a
Wi-Fi link 330 provides software drivers for communicating with one or more Wi-Fi protocols,
and BTLE link 335 provides software drivers for communicating with Bluctooth LE. Wi-Fi link
330 is in communication with Wi-Fi hardware 360, and BTLE link 335 is in communication with
BTLE hardware 355, Wi-Fi link 330 can be used for various Wi-Fi protocols, such as
infrastructure Wi-Fi. In one embodiment, link manager 325 can try all links to determine whether
any of the links can contact the other device, and then use a connected link with a highest

predetermined rank or dynamic rank,

{B085] Hardware 350-360 can be in communication with links assigned to various devices.
For example, links 330, 335, and 340 can be assigned for communication with a sccond device.
And, other links that arc assigned for communication with a third device can also be in
communication with hardware 350-360. When a particular hardware receives data, software can
identify a particular sending device and then determine the corresponding link, ¢.g., using header

information to determine the link corresponding to the sending device and transport protocol.

{8086] In some embodiments, a combined link 340 can include an interface 344 for
communicating with link manager 325 and a selector 348 that selects a particular protocol to use.
The protocols can be the same or different than that available to hink manager 325, Selector 348
can perform similar functions as link manager 325 in that a particular link is sclected. However,
link manager 325 and selector 348 can use different criteria for determining which link to use.

For example, link manager 325 can determine to use corabined link 340, and selector 348 can
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then determine that BTLE hardware 355 15 to be used. The hardware can be contained on a same

chip or on separate chips.

{B887]  Ome or more protocels can be only available via combined link 340, such as classic
Bluectooth hardware 350, Link manager 325 and sclector 348 can use various criteria for
determining which link to use, such as power usage of a link, speed of a link {¢.g., real-time data
rate}, and signal strength of a link. A goal of the optimization for selecting a link can be to
provide a minimal data rate at a lowest possible energy. Other details about methods and criteria
for selecting a link and hardware can be found in U.S. Provisional Application No. 61/953,591,
entitled “Dynamic Link Adaptation For Improved Link Margin™ {Ref, No. P22725) and filed

March 14, 2014, which is incorporated by reference.
jE1 D MULTIPLEXING

{0088} As described above, multiple connections from various client applications can be sent
over a single primary socket connection. For cxample, the client applications can use TCP
sockets and send data in a normal way that the client application is configured to do. But, the
TCP connections can be combined into the primary socket, which can communicate over a single

UDP link, or over various links that are used to implement the primary socket.

A. Generalized Muxing

{0089} FIG. 4 15 a block diagram of a system 400 illustrating multiplexing (muxing) and
demultiplexing (demuxing} of connections of client applications according to embodiments of
the present invention. System 400 includes a device 410 and a deviee 420, A primary socket

connection 438 handles the communication of data between device 410 and device 420,

{8090} Two client applications 411 and 412 arc shown running on device 410, A mux/demux
module 415 has a connection 413 with application 411, and has a connection 414 with
application 412, In one embodiment, connections 413 and 414 can be TCP sockets. Two chient
applications 421 and 422 are shown running on device 420, A mux/demux module 425 has a

connection 423 with application 421, and has a connection 424 with application 422.

{0¢91]  In various embodiments, mux/demux module 415 can include a kernel {c.g., 310}, a

o]

message controller {c.g., 318}, and a user tunnel (UTun) controller {e.g., 320}, or any

25



WO 2015/183879 PCT/US2015/032560

combination thereof. For example, a kernel can establish TCP sockets with the client
applications. As another example, a message controller can establish message connections with

the client applications.

{8092} For an cxample of data being sent from application 411 to application 421, application
411 can request a socket for device 428, As described above, an IDS framework can be used to
determine a device 1D that can be used in creating connection 413, In this example, connection
413 is dedicated for communications with device 420, In one implementation {¢.g., in a
messaging context}, connection 413 can include two subconnections: a first persistent
subconnection {¢.g., between a message controller in the client application) and a sccond
device-specific connection {e.g., between the message controller and an UTun controller, which

may be via a kernel},

{0093} Muwv/demux module 415 can receive the data, along with information identifying a
destination (e.g., a destination address and a destination port that specifies the particular
application on device 420, Mux/demux module 415 can resolve any mapping between a virtual
socket and primary socket connection 4340, ¢.g., using a mapping between a virtual address and a
device 1D, Mux/demux module 415 can include a link manager for determining which link to
use in sending data over primary socket connection 430, Different data from a same or differcnt
connection can be sent over different links, while still using primary socket connection 430,

Depending on which link is chosen, the data can be sent in various forms of data packoets.

[0094] Mux/denux module 425 can receive data packets along primary socket connection 430,
A first layer of header information can be used to identify which Hink the data packets arc
destined, ¢.g., the header information can identify device 410 as the sending device that is

assigned to a particular link. The first layver of header information can be discarded.

{0095} A sccond layer of header information can be used to identify the client application {c.g.,
4213, and thos mux/demux modale 425 can send the data packet across the appropriate
connection (e.¢., 423} to the specified application {e.g., 421}, In sore embodiments, a
roultifayer of header information can be used, ¢.g., in a messaging countext. For mstance, the
second laver can specify a particular socket connection between the kemnel {e.g., in mux/demux

roodule 425) and a message controller, Then, the third layer of header information can specify
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the particelar application. Accordingly, cach successive layer of header information can be used
to determine where or which socket to send the remaining payload. And, cach layer of header
information can be for any one of various transportation layer protocols (c.g., TCP, UDP, or a

messaging protocol).

{0G96]  In onc embodiment {c.g., for a stream), there can be one single UDP link between
device 410 and device 420, Multiple sockets can exist from any port {¢.g., any clicnt
application), and that data can be sent over the one UDP link. In one implementation, ports are
not used in the UDP header (Just device to device}, and a TCP header can specify the port. In
other embodiments, various links can be used simultancously to implement primary socket

connection 430,

{06971  FIG. 5 is a flowchart of a method 500 for sending data from a first mobile device to a
second device according to embodiments of the present invention, Method 500 can be
performed by a first mobile device that has a user interface, one or more wircless interfaces, and

one or more processors coupled to the one or more wireless interfaces and the user interface.

[0098] At block 510, a mux module receives first data over a first connection. The first data
has a payload sent from a first client application cxecuting on the one or more processors, and
the first data includes first header information identifying a second device as a destination for the
first data. In a messaging cxample, a message controller (which can be part of the mux module)
can receive a message from the first client application. The message controller can add header
information according to a messaging protocol, if the data docs not already include such header
information or if the header is not formatted according to the messaging protocol. In a stream
example, a socket connection can be established for the second destination, and the data stream

can be specified for that socket, thereby identifying the second device as the destination.

{0099] At block 520, the mux module identifics a primary socket connection between the first
mobile device and the second device. In one embodiment, the mux module can create the
primary socket connection if it does not exist alrcady. The identification would be part of the
creation of the primary socket connection. o another embodiment, the primary socket
connection may alrcady exist, and can be identified by scarching a list of open sockets for one

that matches to the second device,
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{B188] At block 530, the first data is transmitied to the second device using the primary socket
conngction, The first data can be transported according to various links {(e.g., with different
protocols and interfaces). For instance, the first data can be transported via a network, ¢.g., using
Wi-Fi and a suitable transportation laver protocol (e.g., UDP or TCP). In another
impicmentation, the first data can be transported using a pecr-to-peer communication, €.g., using
a Bluetooth protocol. In one embodiment, the first data can be sent as different data packets,
with different data packets being sent over different links., Depending on the link used,

additional header information can be added.

{01611 At block 540, the mmx module receives (over a second connection) second data having
a payload sent from a sccond client application executing on the one or more processors. The
second data includes sccond header information identifying the second device as the destination
for the second data. The scoond application is different than the first gpplication, and can send
data independently from the first application. The sccond data and the first data can have the

same form, ¢.g., both be messages or both be part of a stream.

{6162} At block 550, the mux module identifies that the primary socket connection ¢xists
between the first mobile device and the sccond device, The mux module can track existing
primary socket connections to other devices, ¢.g., using a data structure, such as a table. For
example, the mux module can scarch a data structure that identifies active primary socket
conncctions associated with the particular other device. 1 the second header information
wlentifies a second device that is associated with an active socket, then that socket can be
identified as alrcady cxisting, and a new socket does not need to be opened.

{0183} At block 560, the sccond data is transmitted to the second device using the primary
socket connection. Thus, the first data and the second data are transmitied using the same
socket, even though they are sent by different applications. The second device can identify the
different header information to route the data to the desired application running on the second
device.

B Streaming

{0184} FIG. 6 shows an cxample process flow for a stream for a protocol stack 600 according

to erobodiments of the present invention. Two client applications 6035 and 608 are executing on

28



WO 2015/183879 PCT/US2015/032560

a first device. Instep 6531, client application 608 can request and obtain a device ID for the
second {recipient) device. IDS framework 615 (which can be running within client application
308) can have the deviee 1D {c.g., associated with an account name) or obtain it from an IDS
server. Each client application can include IDS framework or communicate with a same 1DS

framework shared by other applications.

{B165] Instep 652, the second device 1D is communicated to UTun controller 320, which can
manages facilitate the creation of a client connection for client application 60&. For example,
UTun controller can map the device ID to a TCP socket. UTun controller can then help to create

a TCP socket between client application and kernel 610,

{B166] Instep 653, UTun controlier can send instruction to kornel 610 to create the client
conncction with client application 308 {(c.g., to create a TCP socket). The instructions can

include a virtual address (e.g., in IPv6 format) for creating the TCP socket, where the virtual
address 1s mapped to thee device 1D, Such a mapping can be implemented in various ways.,

Kernel 610 can provide the client connection information to client application 608,

{01671 Instep 654, after the client connection is created between client application 608 and
kernel 610, client application 608 sends data to kernel 610 over the client connection. Kernel
610 can process the data into data packets according to any suitable transport laver protocol, c.g.,
TCP. As part of the processing, a first layer of header information is included in the data

packets, where the header information includes the virtual address.

{0188] Instep 655, kernel 610 can send the data packets to UTun controlier, which can use the
virtual address to determine the device identifier and determine whether a primary socket exists.
UTun controller can create a primary socket at any time before this point, ¢.g., when the second

device 1D was obtained in step 652.

{0189] Instep 656, UTun controller 620 sends the data packet over the primary socket to link
manager 625, UTun controler 620 can provide the destination address of the second device,
since the first laver of header information identifies a virtual address. In one embodiment, UTun
controlicr 620 can remove data {c.g., the virtual address and replace with an actual address) or
compress data, which 1s described in more detail below. UTun controller 620 can also establish

an encryption protocol to use with the second device for all data sent over the primary socket,
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{B118]  Instep 657, link manager 625 selects the link to send the data packet via the primary

socket. The selection can be based on various criteria mentioned hercin. Different data packets
for the same primary socket {i.c., to the same device) can be sent over different links. Examples
of links are combined link 640, BTLE link 635, and Wi-FI/UDP link 630, Each of the links can

use an additional transport protocol on top of the transport protocol used by kernel 610,

{0111} Instep 658, the sclected link 630 add any header information to the data packet, ¢.g., a
UDP header. The sccond layver of header information can make sure the data packet is sent to the
correet device. The recciving link can strip out the second layer of header information, and send
the rest of the data packet to a corresponding link manager on the other side. The other Hink
manager can know the first device 1D by which link reccived the data packet (¢.g., as a link can
be assigned to a particular device), and the first 1D can be used to map the data packet to a

particuiar client connection {e.g., a TCP socket on the other ond}.

. Cuigoing Messages

{0112} FIG. 7 shows an example process flow for an outgoing message for a protocol stack
700 according to embodiments of the present invention. One client application 605 is exccuting

on a first device, but other applications can be running and communicating with a sccond device.

{0113} Instep 751, client application 705 can send a message to IDS framework 715, with an
identification of an account. A deviee 1D could be sent if it is known, IDS framework can

determine a device 1D,

{0114} Instep 752, IDS framework 715 can send the message with a device 1D to a message
controller 718, Message controller 718 can add a first layer of header information {message
protocol) to the message. For example, the header information can include the sccond device 1D,
the requesting application (i.e., 705), a destination application, account information of a user of
cither device, options, size of the payload, and any other suitable header information.

{01158]  Instep 753, 1DS framework 715 can send the device 1D to UTuan controller 728, which
can create a primary socket and map a device 1D and a virtual connection to the primary socket.
In another example, the device 1D can be sent by message controller 718 in a request to open g

connection. The virtual connection is between kernel 710 and message controller 718, which
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may associate the virtual connection to a virtual address (kernel 710) or to a device 1D (message
controller 718}, Multipie virtual connections can be created between kernel 710 and message
controller 718, and can differ by a different destination device and/or priority. For example, two
virtual connections can exist for a same destination device, with one having a high priority and
the other virtual connection a low priority. Messages from muitiple client application can be sent

using a same virtual connection.

2

{0116]  Insteps 754 and 755, UTuan controller 720 sends instructions to message controlier 718
and to kernel 710. The instructions can provide a socket maumber for ercating a virtual
connection between message controlier 718 and kernel 710, In one implementation, the
instructions to message controller 718 associate the virtual connection with the device 1D (via
socket mumber), which is known to message controller 718, And, the instructions to kernel 710
associate the virtual connection with a virtual address (via socket number), which is then stored
at kernel 710 for later use. Thus, the socket number is used by message controller 718 and

kernel 710 to coordinate the communication of messages via a mutually known socket,

{0117] Instep 756, message controller 718 sends the message over the virtual connection to
kernel 710, Kernel 710 can then create data packets according to a sccond protocol {c.g., TCP}

and add a sccond layer of header information according to the scoond protocol.

{0118} Instep 757, kernel 710 can send data packets to UTun controller with a sceond laver of
header information of the second protocol, i.e., the second laver added to message header).

Thus, a data packet can include header information from any module upstream. Accordingly,
once there 18 the virtual connection, whenever a clicnt application sends a message to the second
device, the data in the message can come back to the UTun controller through the kernel, c.g., a

TCP/IP stack.

{0119} Instep 758, UTun controlier 720 send the data packet over the primary socket to the
second device. The primary socket can be identified via a virtual address in the second layer of
header information of the data packet. In a messaging example, ports and other data can be
stripped out of the second header layer (e.g., stripping out information that is redundant with the
message protocol header). The remaining parts of the process can proceed as in FIG. 6 and other

sections described herein.
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{B1268] Ib other embodiments, UTun controlier 720 can provide a transport layer protocol {e.g.,
TCP}. Insuch an cxample, kernel 710 would not be needed, and a virtual connection can be
cstablished between UTun controlier 720 and message controlier 718, And, if the deviee 1D was
in an IP format, a mapping may not be nceded. A table can still exist with active primary

sockets. Or, the transport layer protocol added by UTun controller 720 can used a device ID.

. Incoming Data

{#121] FIG. & shows an example process flow for incoming data for a protocol stack 830
according to embodiments of the present invention. One client application 803 1s executing on a

first device, but other applications can be running and communicating with a second device.

{§122] Instep 861, BTLE hardware 855 sends a data packet to BTLE link 835, BTLE
hardware 855 can receive the packet from a second device. BTLE hardware 855 can include
software functionality for determining which BTLE link corresponds to the second device. For
example, a first layer of header information can be used to determine a source of the data packet,

and a table can be used to determine which link should receive the data packet.

{0123} Instep 862, BTLE link can strip out any header information used and send the data
packet to link manager 825, If a different transport layer protocol is used {e.g., UDP over
Wi-Fi}, a UDP header can be stripped out. Link manger 825 can identify which link sends a data
packet, and thus it can know what the sccond device i1s. Later modules can also remove header
information, ¢.g., UTun controlier can strip out any header information used for the primary

socket connection to the second device.

{0124] Instep €63, link manager 825 can send the data packet to a UTun controller 820, Link
manager 825 can send a device 1D to UTun controller, where the deviee 1D corresponds to the
second device and can be known bascd on BTLE link 835 being used, as BTLE link 835 i
associated with the second device. UTun controller 820 can decompress or decrypt any
remaining header information. UTun controller can also specify a connection {c.g., a TCP

socket) for the data packet, so that kernel 810 can identify where to send the data packet.

§1251 Instep 864, kernel 810 can receive g data packet having header information being
P ) p £ g

impicmented by kernel 810, For cxample, kernel 810 can employ a TCP library and analyze a
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TCP header in the data packet. Kernel 810 can wdentify the connection associated with the data
packet. For cxample, a destination client application can be specified, ¢.g., as a port. The header
information can also specify whether the data packet is part of a message or a stream. For
example, a virtual address in the header can be associated with client connection for

communicating a data stream.

{0126] Insteps 865 or 866, a data packet 1s sent over the corresponding client/virtual
conncction, The client connection is directly with client application 05, and a virtual
connection is with message controller 818, The connection selected depends on which
connection is specified by the header information, e.g., which TCP socket is specified. A chient
conngction can be a virtual connection when the destination is a virtual address. A virtual
conncction can be a client connection when the connection s between the client application and

another module.

{0127} Instep €67, message controller 818 sends a message to the client application that is
identified in the header information for the message protocol. Message controlier 818 can send

the message dircetly to client application 805.
. Friority

{#128] As mentioned above, different virtual connections can have different priority levels,
Thus, muitiple virtual connections can exist between a message controller and a kernel for a
same sccond device. Each virtual connection in this group would correspond to a different
prigrity. The priority of a virtual connection can be specificd by the clicnt application that is
requesting communication with the other device. For example, in step 753 of FIG. 7, the priority
can be included in the request to UTun controller 720, so that a virtual connection of the desired
priority is created between kernel 710 and message controller 718, If a virtual connection with

the specificd priority docs not exist, then one can be created.

{6129] When the UTun controller gets data packets from the kermel, the UTun controller can
identify the virtual connection and identity the priority. The UTun controller can then determine
which data packets got sent out at which time. Packets with higher priority can be sent before
packets with lower priority. Time stamps can be used to identify low priority packets that have

been waiting a long time, and send them ahead of recent high priority packets. Any suitable
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form of scheduling logic can be nsed. If there s available bandwidth, both low and high prionity

data packets can be sent at the same time.

iV, LINK MANAGER

{0130] Insome embodiments, a link manager can be used to select a particular link (e.g.,
hardware interface and transport protocol} to send a data packet or set of data packets. The link
manager can make this decision for each data packet or multiple data packets, e.g., once for
every 30 data packets or a group that comprises a message. The link manager does not need to
know where a packet is from (¢.g., which client application sent the data, its priority, and
whether it is part of a stream or a message). The link manager can reecive the data packet from
the UTun controlier {(which can specify the second device), and then the link manager can send
the data packet over the selected link. Thus, the UTun controlier can reference the remote device

in a singlc way (c.g., just tell link manager which device to send to).

{$131] Depending on the selected link, the data packet can be sent in various ways, ¢.g., using
different hardware interfaces. Additional header information can be added. For example, when

combined link 340, 640, 840 is used, a checksum can be added for error detection.

{8132} The link manager can keeps statistics about all the links, and use the statistics to
determine which link to use. For example, bandwidth availability and usage for cach link can be
monitored and used as factors in the selection decision. Heuristics can analyze the link statistics
to determine which link to use. In one implementation, the heuristics can seck to optimize
energy efficiently while maintaining a minimum data rate, and thus choose the link that can
satisfy both criteria. Each statistic (e.g., data rate) for a link can be a paramcter, or multiple

statistics can be combined into a single parameter.

{0133] For cxample, if the link manager is sceing less than a threshold amount of data, then a
BTLE link can be chosen as it uses low power. But, if the link manager starts to sec more data,
then a switch can be made to send the data over Classic Bluectooth. If a buffer for the Classic
Bluetooth link builds up, then a Wi-Fi link can be selected for sending the data packets. Link
manager can also identify whether a particular link is available, c.g., the first or sccond device is
not connected via Wi-Fi. Thus, a best option for power and throughput can be chosen based on

current statistics of the available links.
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{$134] o one embodiment, a parameter for a link can be determined from at leastone oft a
signal strength, a data rate, and an cnergy usage associated with the link. Respective parameters
can be determined for cach of the plurality of links. The parameters can be compared to cach
other or thresholds to determine which link to select. For example, the link with a lowest encrgy

usage while keeping a data rate above a threshold can be sciected.

{0135} Insome embodiments, a combined link {c.g., 340) s selected first. If the connection
using combined link 340 is successful, ¢.g., cortain connection propertics meet expectations. I
combined link 340 docs not meet specific expectations, another link can be tried. For example,

combined link 340 might suffer problems due to range, a weak signal, or some other crrors.

i0136] Connection information for other links can be sent over combined link 340 when it is
operational. A link manager {e.g., 325} can use the connection information in creating a
connection using another link. For example, connection information for an infra Wi-Fi link
{infrastructure mode) can be obtained via combined link 340, and if the connection using
combined link 340 is substandard, then the connection information for the infra Wi-Fi link can
be used. In another implementation, an ad hoc Wi-Fi connection can be used. Further, a
connection to the other device through a server can also be tried. This may be advantageous
when the two devices are not close enough to communicate pecr-peer and when the two devices

are not connected to a same access point.

{0137] In other embodiments, another link is selected first. For example, an infra Wi-Fi link
can be selected when a large file {(e.g., MB of data) is to be sent. This may be done when as infra
Wi-Fi has larger throughput than combined link 340, which may have a rate of about 1.6 Mbps.
The connection information for infra Wi-Fi can still be initially obtained for combined link 340.
The throughput of the infra Wi-Fi link can be monttored, and if the throughput is below
expectation and/or below an expected throughput of combined link 340, then the connection can
be switched to using combined link 340, The amount of data queued can be used as a criteria for

selecting a link.

V. RETRANSMISSION

{0138} Certain transport protocols {c.g., TCP) implement retransmissions of a data packet

when an acknowledgerent is not received by a certain amount of time from the other device.
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Such decistons can be a first rule for determining whether to send a retransmission. I the first
rule indicates a retransmission should be sent, then ancther rule can be used to determine
whether the retransmission should actually be sent. For example, the type of link and a
rehiability level of the link can be used to determine whether the retransmission is o be sent. In

one implementation, retransmissions are not sent for certain links.

{8139] As described above, the kernel can implement TCP, and send the TCP packets to the
UTun controller. In one embodiment, the UTun controller can receive the retransmission and
determine whether to send to the other device. For example, the UTun controller can know
which link the data packet was sent; and if the link is deemed reliable, the retransmitted packet

can be discarded by the UTun controlier and not sent.

{0148] Accordingly, in onc embodiment, the TCP implementation may make no assumption
about the link used, and retransmit packets based on a standard heuristic. For example, the
kernel can retransmit packets when it receives information that feads it to conclude that some
packets have been lost or no acknowledgement is received with time limit. But, depending on
the link, the roundtrip time might not be consistent, which can gencrate cxcessive
retransmissions. f the link is deemed reliable, e.g., based on other statistics, known behavior, or
settings, then a retransmission can be discarded to save bandwidth. The UTun controller can be

in contact with the link manager to determine whether a retransmission should be discarded.
Vi ENCRYPTION

{0141} Insome embodiments, the data sent over the primary socket connection can be
encrypted. The UTun controlier or other sub-module {c.g., as part of 2 mux moduic) can
negotiate an encryption context to use for the primary socket connection. For example, the UTun
controlicr of the first device can establish a primary socket with the UTun controlier of the
scecond device. The two UTun controllers can negotiate an encryption technique and exchange
any encryption keys nceded for the session. In one implementation, public key infrastructure

(PK1} is used for messages and streams, and any control packoets.

{0142] When one UTun controller sends a data packet, it can cncrypt the data packet before
sending to the link manager. And, the other UTun controlier can decrypt the data packet before

sending to the corresponding kernel. A new encryption context can be created at any time. In
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some implementations, multiple primary socket connections can exist between the same two
devices, and cach onc can have a different encryption context. In various embodiments, an

encryption context can specity a particular key and a particular encryption algorithm to use.
Vi, HEADER COMPRESKION

{#143]  Insome embodiments, header information in the data packets can be compressed. The
header compression can be performed by the UTun controller. For example, the UTuan controlier
of a first device can send a compress context to the UTun controlier of the other device. The
compression context can relate a number to a set of information, ¢.g., the source port and the
destination port. Thus, cach TCP socket managed by the kernel can correspond to a different
number. A mapping between numbers and port information {and any other compressed data) can
be used for compression and decompression. The compression context can be negotiated via a
control channel, which does not usc compression and is set up separate from the primary socket
conncction used for data. The same control channel can be used to negotiate the compression

context for any number of virtual connections.

{0144} Header information for a messaging protocol {or any transport protocol before the
UTun controller) can be compressed. In some implementations, compression can always be
done for any header information, or only when certain criteria is met {€.2., bandwidth) or trigger
occurs {c.g., when traffic cxcecds a specific amount or virtual connection is for a data stream).
Generally, the header compression does not use significant overhead and thus can always be
usced. In addition to compression, cortain parts of a header can be excluded {c.g.. a checksum or

requiremecnt of a delivery receipt) so as to reducce header size.

{0145] FIG. 9A shows a generic compression header 900 according to embodiments of the
present invention. The first two rows of numbers simply show data size, i.¢., two bytes in this
cxample. The first data bit is the compression bit C {1 bit), which corresponds € for no
compression and | when compression is used). The variable P (2 bits) specifics a transport
protocol (e.g., 00 - UDP, 01 - TCP), When 2 bits arc uscd, two other transport protocols can be
supported.

{0146} The variable V {1 bit} specifies whether a short version or a long version is used {e.g., 0

—Soall; 1 —Large). The small version supports fewer connections for compression, and the
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large version supports more connections for compression. In this example, the short version uses
a context I {(CI1D) shown as CID 910, This small CID is 4 bits, and can support 16 virtual
connection (0 - 15). For example, when a header has CID 910 as &, the other device knows the
corresponding port information based on the compression context {¢.g., by the UTun controller
specifying that 8 corresponds to particular port information via a control channel). The large
CID is 16 bits {{ - 65535). The small CID can be reserved (labeled R) and set to §§ when the
large CID 15 used. The 2 bytes for the large CID can be present only when V=1. A CID is an

example of a compression number.

{01471 In onc embodiment, usage statistics can be tracked for the different virtual connections
(c.g., a TCP socket of the kernel). If a virtual connection is busy, it can be assigned a number
between 0-15 for the small CID. Thus, when data is sent for this busy virtual connection, the
small CID can be used, thereby saving 2 byies. Virtual connections that are showing less usage
can be assigned to a large CID. I fewer than 16 virtual connections exist for the second device,
then only the small CID 18 needed. Further, if a particular virtual connection is not being used
much, the sequence number and acknowledgement number can be reduce, ¢.g., from 4 bytes to 2

bytes.

{0148] Virtual connections can have CID numbers swapped such that a busy conncction (with
a first large number) gots a small number and a less busy connection gets the first large number.
For example, a first connection that has a large number can be moved to a small number when

the first connection is busy. A second connection that is assigned to a small nurmber can then be

changed to have a large number as the sccond connection is used less froquently.

{0149] FIG. 9B shows a compressed UDP header 950 according to embodiments of the present
invention. The compressed UDP header substitutes the 4 bytes of port information {e.g., when
cach port is specified by 2 bytes) with cither | byie or 3 bytes, depending on whether the small
version or large version., The data is shown after the header information. In this example, Cis |
to mdicate compression, and P is 00 to specify UDP. As stated above, V can be ased to specify

whether 4 bits (small} of the first byte or two additional bytes {large) are needed.

[0156] FIG. 10 shows a compressed TCP header 1000 according to embodiments of the

present invention. To this exarople, C is 1 to indicate compression, and P is 01 to specify TCP,
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The TCP header also inclodes additional information, such as: sequence number,
acknowledgement number, window, data offsct, options, and padding. Other information can
include a checksum and urgent pointer. Like for UDP, the compressed TCP header substitutes

the 4 bytes of port information with cither 1 byte or 3 bytes.

{0151] Once a compression context has been established, a first UTun controlier can replace
certain header information with a CHD mumber via the scheme described above. Given the
compression conitext has previously been communicated between the UTun controllers, the

receiving UTun controlier can interpret the compressed header, i.e., decompress the header.
Viii. MOBILE DEVICE

(BI82] FIG. 11 8 a block diagram of a portable electronic device or mobile device 1100
according to an embodiment of the invention. Mobile device 1100 generally includes computer-
readable medium 1102, a processing system 1104, an Input/Cutput (I/0) subsystem 1106,
wircless circuitry 1108, and audio circuitry 1110 inchuding speaker 1150 and microphone 1152,
These components may be coupled by one or more communication buses or signal lings 1103,
Device 1100 can be any portable electronic device, including a handheld computer, a tablet
computer, a mobile phone, laptop computer, tablet device, media player, personal digital
assistant (PDA), a key fob, a car key, an access card, a multi-function device, a mobile phone, a

portable gaming device, or the like, including a combination of two or more of these items.

{¢153] It should be apparent that the architecture shown in FIG. 11 is only one example of an
architecture for mobile device 1100, and that device 1100 can have more or fewer components
than shown, or a different configuration of componcents. The various components shown in FIG,
11 can be woplemented in hardware, software, or a combination of both hardware and software,

including one or more signal processing and/or application specific integrated circuits,

{0154] Wircless circuitry 1108 is used to send and recetve information over a wireless link or
network to onc or more other devices' conventional circuitry such as an antenna system, an RF
transcetver, one or motre amplificrs, a tuncr, onc or more oscillators, a digital signal processor, a
CODEC chipsct, memory, ctc. In some embodiments, wircless circuitry 1108 is capabic of

cstablishing and maintaining communications with other devices using one or more

communication protocols, including time division multiple access (TDMA), code division
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multiple access {CDMA), global system for mobile commumications {GSM), Enhanced Data
GSM Environment {EDGE}, wideband code division multiple aceess {W-CDMA), Long Term
Evolution (LTE)}, LTE-Advanced, WiFi (such as IEEE 802 .11a, IEEE 802.11b, IEEE 802.11¢g
and/or IEEE 802.11n), Bluctooth, Wi-MAX, voice over Internet Protocol {VolIP), near ficld
communication protocol {INFC), a protocol for ematl, instant messaging, and/or a short message
service {SMS), or any other suitable communication protocol, including commnmunication
protocols not yvet developed as of the filing date of this document. A mobile device can include
wircless circuitry that can comumunicate over several different types of wireless networks
depending on the range required for the communication. For example, a short-range wireless
transceiver {c.g., Bluetooth), a medium-range wircless transceiver {e.g., WiFi), and/or a long
range wircless transceiver {e.g., GSM/GPRS, UMTS, CDMA20060 1x/EV-DO and LTE/LTE-
Advanced) can be used depending on the type of communication or the range of the

comniunication,

{0185} Wircless circuitry 1108 is coupled to processing system 104 via peripherals interface
1116, Interface 1116 can include conventional components for establishing and maintaining
comununication between peripherals and processing system 1104, Voice and data information
received by wireless circnitry 1108 (e.g., in speech recognition or voice comunand applications)
15 sent to one or more processors | 118 via peripherals interface 1116, One or more processors
1118 are configurable to process various data formats for one or more application programs 1134

stored on medium 1102,

[0156] Peripherals interface 1116 couple the input and output peripherals of the device to
processor 1118 and coroputer-readable medium 1102, One or more processors 1118
communicate with computer-readable medium 1102 via a controller 1120, Coroputer-readable
medium 102 can be any device or mediom that can store code and/or data for use by one or
roore processors 18, Medium 102 can include a memory hierarchy, including cache, main
memory and secondary memory. The meroory hierarchy can be implemented using any
combination of RAM (c.g., SRAM, DRAM, DBRAM), ROM, FLASH, magnetic and/or optical
storage devices, such as disk drives, magnetic tape, CDs (compact disks) and DVDs (digital

video discs}y. In some embodiments, peripherals interface 1116, one or more processors 1HS,
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and memory controller 1120 can be implemented on a single chip, such as processing system

F104. In some other embodiments, they can be implemented on separate chips.

{81587 Mobile device 1108 also includes a power system 1142 for powering the various
hardware components. Power system 1142 can include a power management system, one or
More power sourees {€.g., battery, alternating current {AC)), a recharging system, a power failure
detection circuiit, a power converter or inverter, a power status indicator {¢.g., a Hight emitting
diode {LED}) and any other components typically associated with the generation, management

and distribution of power in mobile devices.

{0158] Insome embodiments, mobile device 1100 includes a camera 1144, in some
embodiments, mobile device 1100 includes sensors 1146, Sensors can include acceleromeiers,
compass, gyrometer, pressure sensors, audio sensors, light sensors, barometers, and the like,
Sensors 1146 can be used to sense location aspects, such as auditory or light signatures of a

{ocation.

01589]  Insome embodiments, mobile device 1100 can include a GPS receiver, sometimes
referred to as a GPS unit 1148, A mobile device can use a satellite navigation system, such as
the Global Positioning System {(GPS), to obtain position information, timing information,
altitade, or other navigation information. During operation, the GPS unit can reccive signals
trom GPS satelites orbiting the Earth. The GPS unit analyzes the signals to make a transit time
and distance cstimation. The GPS unit can determine the current position {current location) of
the mobile device. Based on these estimations, the mobile device can determine a location fix,
altitude, and/or current speed. A location fix can be geographical coordinates such as latitudinal

and longitudinal information.

{0168] One or more processors 1118 run various software components stored in medium 1102
to perform various functions for device 1100, In some embodiments, the software components
include an operating system 1122, a communication module {or set of instructions) 1124, a
location module {or set of instructions) 1126, and other applications {or set of instructions) 1134,
Communication module 1124 can includes modules described herein, such as 4 mux module,

which may imclude a message controlier, a UTun controller, and parts of a kernel.
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{#161] Operating system 1122 can be any suitable operating system, including 108, Mac OS,
Darwin, RTXC, LINUX, UNIX, OS5 X, WINDOWS, or an embedded operating system such as
VxWorks. The operating system can inchude various procedures, sets of instructions, software
components and/or drivers for controlling and managing general system tasks {¢.g., memory
management, storage device control, power management, etc.) and facilitates communication

between various hardware and software components.

{0162] Communication module 1124 facilitates communication with other devices over one or
more external ports 1136 or via wireless circuitry 1108 and includes various software
components for handling data received from wireless circuitry 1108 and/or external port 1136,
External port 1136 {c.g., USB, FircWire, Lightning connector, 30-pin connector, etc.) is adapted
for coupling directly to other devices or indirectly over a network {c.g., the Internet, wircless

LAN, etc.}.

{#163] Location/motion module 1126 can assist in determining the current position {¢.g.,
coordinates or other geographic location identificr} and motion of mobile device 1100, Modern
positioning systems include satellite bascd positioning systems, such as Global Positioning
System {GPS), ccllular network positioning based on “cell 1Ds,” and WiFi positioning
technology based on a WiFi networks. Typically, GPS is the most accurate, but often consumes
more power than the other positioning systems. GPS also relics on the visibility of multiple
satcilites to determine a position cstimate, which may not he visible {or have weak signals)
indoors or in “urban canyous.” In some erobodiments, location/motion module 1126 receives
data from GPS unit 1148 and analvzes the signals to determine the current position of the mobile
device. In some embodiments, location/motion modale 1126 can determine a current location
using WiF1i or cellular location technology. For example, the location of the mobile device can
be estimated using knowledge of nearby cell sites and/or WiF1 access points with knowledge also
of their locations. Tnformation identifying the WiFi or cellular transmitter is received at wireless
circuiiry 1108 and is passed to location/motion module 1126, Tn some embodiments, the
location module receives the one or more transmitter IDs. In some embodiments, a sequence of
transmitter IDs can be compared with a reference database {e.g., Cell 1D database, Wikt
reference databasce) that maps or correlates the transmitter IDs to position coordinates of

corresponding transmitters, and computes estimated position coordinates for mobile device 1100
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based at feast in part on the position coordinates of the corresponding transmutters. Regardless of
the specific location technology used, location/motion module 1126 receives information from
which a location fix can be derived, interprets that information, and returns location information,

such as geographic coordinates, latitude/longitude, or other location fix data.

{¢164] The one or more applications 1134 on the mobile device can include any applications
installed on the device 1100, including without limitation, a browser, address book, contact list,
cmail, instant messaging, word processing, keyboard emulation, widgets, JAV A-enabled
applications, encryption, digital rights management, voice recognition, voice replication, a music
player {which plays back recorded music stored in one or more files, such as MP3 or AAC files),
ctc. The one or more applications 1134 can also include a specific app for finding a parked car, 2

maps application, or any other suitable application,

{81658] There may be other modules or sets of instructions (not shown}), such as a graphics
module, a time module, cte. For cxample, the graphics module can include various conventional
softwarc components for rendering, animating and displaying graphical objects (including
without limitation text, web pages, icons, digital images, animations and the like) on a display
surface. In another example, a timer module can be a software timer. The timer module can also
be implemented in hardware. The time module can maintain various timers for any number of

events.,

{0166] The /O subsystem 1106 can be coupled to a display system {not shown}, which can be
a touch-sensitive display. The display displays visual output to the user in a GUL The visual
output can include text, graphics, video, and any combination thereof. Some or all of the visual
output can correspond to user-interface objects. A display can use LED (light emitting diode),
LCD (liguid crystal display) technology, or LPD (light emutting polymer display) technology,

although other display technologies can be used in other embodiments,

[0167]  In some embodiments, /O subsystem 1106 can include a display and user input
devices such as a keyboard, mouse, and/or trackpad. In some embodimuents, VO subsystem 1106
can include a touch-sensitive display. A touch-sensitive display can also accept input from the
user based on haptic and/or tactile contact, In some cmbodiments, a touch-sensitive display

forms a touch-sensitive surface that accepts user input. The touch-sensitive display/surface
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{along with any associated modules and/or sets of instructions in mediom 1102) detects contact
(and any movement or release of the contact) on the touch-sensitive display and converts the
detected contact into interaction with user-interface objects, such as one or more soft keys, that
are displayed on the touch screen when the contact occurs. In some embodiments, a point of
contact between the touch-sensitive display and the user corresponds to one or more digits of the
uscr. The user can make contact with the touch-sensitive display using any suitable object or
appendage, such as a stylus, pen, finger, and so forth. A touch-sensitive display surface can
detect contact and any movement or release thercof using any suitable touch sensitivity
technologics, including capacitive, resistive, infrared, and surface acoustic wave technologies, as
well as other proximity sensor arrays or other clements for determining one or more points of

contact with the touch-sensitive display.

{0168} Further, the VO subsystem can be coupled to one or more other physical control
devices (not shown), such as pushbutions, keys, switches, rocker buttons, dials, slider switches,
sticks, LEDs, ctc., for controlling or performing various functions, such as power control,
speaker volume control, ring tone loudness, kevboard input, scrolling, hold, menu, screen lock,
clearing and cnding communications and the like. Tn some embodiments, in addition fo the
touch screen, device 100 can include a touchpad (not shown} for activating or deactivating
particular functions. In some embodiments, the touchpad is a touch-sensitive area of the device
that, unlike the touch screen, does not display visual output. The touchpad can be a touch-
sensitive surface that is separate from the touch-sensitive display or an exiension of the touch-

sensitive surface formed by the touch-sensitive display.

[{0169] Advantages to certain embodiments of the invention include antomatically marking a
parking location when it 1s determined that a car 18 in a parked state. This can be done without
prompting by the user and therefore the user does not have to remember to manually mark a

parking location. This improves the user experience and 18 roore convenient for the user.

[{0170] Further advantages to certain embodiments of the invention include enabling parking
location marking in weak location signal scenarios. Some embodiments of the invention permit
marking a car’s parking location without using transponders in parking areas (¢.g., transponder

near parking spois) to transmit a unique identifier which can be used to locate a parking spot.
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{8171]  Insome embodiments, some or all of the operations described herein can be performed
using an application exccuting on the user’s mobile device. Circuits, logic modules, processors,
and/or other components may be configured to perform various operations described herein,
Those skilled in the art will appreciate that, depending on implementation, such configuration
can be accomplished through design, sctup, interconnection, and/or programming of the
particiar components and that, again depending on implementation, a configured component
might or might not be reconfigurable for a diffcrent operation. For example, a programmable
processor can be configured by providing suitable executable code; a dedicated logic circuit can

be configured by suitably connecting logic gates and other circuit clements; and so on.

{8172} Computer programs incorporating various features of the present invention may be
encoded on various computer readable storage media; suitable media inclade magnetic disk or
tape, optical storage media such as compact disk (CD) or DVD (digital versatile disk), flash
memory, and the like. Computer readable storage media encoded with the program code may be
packaged with a compatible device or provided separately from other devices. Any such
computer readable medium may reside on or within a single computer product (e.g. a hard drive,
a CD, or an entire computer system), and may be present on or within different cornputer
products within a systero or network, In addition program code may be encoded and trarsmitted
via wired optical, and/or wireless networks conforming to a variety of protocols, including the

Internet, thereby allowing distribution, ¢.g., via Internet download.
{0173} Although the invention has been deseribed with respect to specific embodiments, it will
be appreciated that the invention 1s infended to cover all modifications and equivalents within the

scope of the following claims,
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WHAT IS CLAIMED IS;

1. A method comprising:
at a first mobile device having a user interface, one or more wireless interfaces,
and one or more processors coupled to the one or more wireless interfaces and the user interface:
receiving, at a mux module over a first connection, first data having a payload
sent from a first client application e¢xccuting on the one or more processors, the first data
including first header information identifying a second device as a destination for the first
data;
identifying, by the mux module, a primary socket connection between the first
mobile device and the second device;
transmitting the first data to the second device using the primary socket
connection;
recetving, at the mux module over a second connection, second data having a
pavioad sont from a second client application exccuting on the onc or more processors, the
second data including sccond header information identifying the second device as the
destination for the second data;
identifying, by the mux module, that the primary socket conncction exists
between the first mobile device and the second deviee; and
transmitting the sccond data to the second device using the primary socket

connection.

2. The method of claim 1, wherein the mux module includes a tunnel
controller, a kernel, and message controller, wherein the first data 1s sent as part of a message,
the method further comprising:

at the first mobile device:

recetving, at the message controller, a deviee identifier of the second deviee
from the first client application;

creating a first socket connection between the message controller and the
kernel, the message controller assigning the first socket connection to the device identifier,

the kernel assigning the first socket connection to a first virtual address; and

46
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creating, at the tunnel controlier, a mapping between the device identifier and

a virtual address.

Y

3. The method of claim 2, further comprising:
at the first mobile device:

receiving the first message at the message controlier;

sending the first data to the kernel;

creating data packets from the first data;

sending the data packets to the tunncl controlier, the data packets identifying
the virtual address;
mapping the virtual address to the device identifier; and

using the device identifier to identify the primary socket connection.

4. The method of claim 3, wherein the data packets are TCP data packets.
5. The method of claim 3, wherein the first connection includes the first

socket connection.

6. The method of claim 2, further comprising:
at the first mobile device:

assigning a priority level to the first socket connection.

7. The method of claim 1, wherein the mux module inclodes a tunnel
controller and a kernel, wherein the first data is sent as part of a stream, the method further
comprising:

at the first mobile device:

creating the first connection between the kernel and the first client application;
and
creating, at the tunnel controlier, a mapping between a device identifier and a

virtual address assigned to the first connection.

any

&. The method of claim 7, further comprising:

at the first mobile device:
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receiving the first data at the kernel and creating data packets from the first
data;

receiving the data packets at the tunnel controller, the data packets identifying
the virtual address;

mapping the virtual address to the device identifier; and

using the device identifier to identify the primary socket connection.

9. The method of claim 1, further comprising:
at the first mobile device:
identifying a priority level corresponding to the first data; and
determining when to send the first data over the primary connection based on

the priority level.

1. The method of claim |, further comprising:
at the first mobile device:
identifying a link used to transmit the first data;
determining that a retransmission of one or more data packets of the first data
should be performed based on a first rule; and
using a second rule to determine whether the retransmission is to be sent,

wherein the second rule is dependent on the identified link used to transmit the first data.

11, The method of claim 10, wherein the first connection is a TCP socket,
wherein the first rule 1s g TCP rule, and wherein the retransmission is not sent when the

identified link is designated for not sending retransmissions.

12. The method of claim |, further comprising:
at the first mobile device:
identifying g first transport header in the first header information;
determining that at lcast a portion of the first transport header 15 to be
compressed;
assigning a compression number to the at least a portion of the first transport

header;
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sending the compression number and the least a portion of the first transport
header as part of negotiating a compression context;

sending the first data using the compression number.

13 The method of claim 12, further comprising:
at the first mobile device:
adding compression bits to the first header information, the compression bits
identifying whether compression is used and a transport protocol corresponding to the first

transport header.

14, The method of claim 12, further comprising:
at the first mobile device:
adding onc or more version bits to the first header information, the version
bits specifying a size of the compression number, wherein at feast two different sizes are

specificd by the one or more version bits.

15. The method of claim 14, further comprising:
at the first mobile device:
identifying that the first connection has a higher usage than the sccond
connection, wherein the first connection is associated with a small version size and the
second connection is associated with a large version size, the large version size being larger
than the small version size;
swapping values of the one or more version biis of the first and sccond
connections; and

swapping compression numbers for the first and sccond connections.

16. The method of claim 1, wherein the first data and second data are

transmitted using a same encryption context,

17. The method of claim 1, further comprising:
at the first mobile device:
receiving, at the mux module, data packet from the second device over the

primary socket connection;
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analyzing header information to determing a recipient destination of the data
packet as the sccond client application; and
transmitting the data packet to the second client application over the second

application.

8. The method of claim 1, further comprising:
at the first mobile device:
sclecting a first link from among a plurality of links for sending the first data

to the second device, wherein the first data is transmitted using the first Hnk.

9. The method of claim 18, wherein the first link corresponds to a particular

wircless interface and a transport layer protocol.

26. The method of claim 18, further comprising:
at the first mobile device:
for each of the plurality of links:
determining a parameter from atf feast one of! a signal strength, a data rate,
and an cnergy usage associated with each of the pharality of links, whercin selecting the

first link is based on a first parameter for the first link.
21. The method of claim 18, wherein the second data is sent via the first Hink,

22. The method of claim I8, further comprising:
at the first mobile device:
selecting a second link from among the plorality of links for sending the
second data to the second device, wherein the second data is transmitted using the second

link, the second link being different than the first link,

23, A mobile device comprising:
3 user interface;
one or more wireless interfaces; and
one or more processors coupled to the one or more wircless interfaces and the

user interface, the one or more processors configured to:

50
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receive, at 8 mux module over a first connection, first data having a pavicad
sent from a first client application ¢xecuting on the one or more processors, the first data to

be sent to a second device;

72

identify, by the mux module, a primary socket connection between the first
mobile device and the second device:

transmit the first data to the second device using the primary socket
connection;

receive, at the mux module over a second connection, second data having a
payload sent from a second client application executing on the one or more processors, the
second data to be sent to the second device;

wdentify, by the mux module, that the primary socket connection exists
between the first mobile device and the second device; and

transmit the second data to the second device using the primary socket

connection.

24, A computer product comprising a non-transitory computer readable

medium storing a plurality of instructions that when executed control a first mobile device
having a user interface, one or more wireless interfaces, and one or more processors coupled to

the one or more wireless interfaces and the user interface, the instructions comprising:

receiving, at a mux module over a first connection, first data sent from a first
client application executing on the one or more processors, the first data to be sent to a
second device;

identifying, by the mux module, a primary socket connection between the first
mobile device and the second device;

transmitting the first data to the second device using the primary socket
connection;

receiving, at the mux module over a second connection, second data sent from
a second client application executing on the one or more processors, the second data to be
sent to the second device;

identifying, by the mux module, that the primary socket connection exists

between the first mobile device and the second deviee; and

51
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transmitting the second data to the second device using the primary socket
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