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(57) ABSTRACT 

An information-sharing system includes a server in a wide 
area network coupled to a data repository, Software executing 
on the server, providing services for a first person, wherein the 
first person is enabled to create one or more personae stored in 
the data repository, at least one interactive window associated 
with individual ones of the personae and deployable to one or 
more electronic appliances, and one or more rule sets associ 
ated with individual ones of the personae, the rule sets defin 
ing and limiting server functions that may be initiated through 
individual ones of deployed interactive windows, the interac 
tive windows and rule sets enabling the first person to control 
identity and contact information made available to users of 
deployed interactive windows. 
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SERVER-CLIENT INTERACTION AND 
INFORMATION MANAGEMENT SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. The present application is a Continuation-in-Part 
(CIP) to application Ser. No. 1 1/237,269, filed on Sep. 27, 
2005. Priority is claimed to that application for the common 
disclosure. Ser. No. 1 1/237,269 was filed as a CIP of Ser. No. 
10/888,612 filed on Jul. 9, 2004, and priority is claimed to that 
application for the common disclosure in the present appli 
cation as well. Further, Ser. No. 1 1/237,269 claimed priority 
to Provisional application 60/677,141 filed on May 2, 2005, 
and the present application claims priority to the provisional 
date for the common disclosure. In addition, Ser. No. 10/888, 
612 was filed as a CIP of Ser. No. 10/765,338, filed on Jan. 26, 
2004, and priority is claimed for the present application to 
that date for the common disclosure. Finally, Ser. No. 10/765, 
338 was disclosed in Document Disclosure 534,495 filed on 
Jul. 8, 2003. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention is in the field of social inter 
action and information management relative to Social inter 
actions and pertains particularly to systems and methods 
enabling identity publishing and publisher contact during 
business or social interaction in a secure manner protecting 
the identities of publishers. 
0004 2. Discussion of the State of the Art 
0005. In the field of social interaction network manage 
ment, there are network-based systems that exist to provide 
users with Social interaction opportunities. Some social inter 
action networks are highly structured and moderated net 
works that impose at least a few conditions on users. One 
typical condition imposed is that the user has to be logged into 
a provider site in order to interact with other users belonging 
to the same network or group. 
0006 Depending on network architecture and features, 
members of the group may, when logged into the group 
infrastructure, publish information like profile data, contact 
information, and general media including blogs, pictures, 
Video, documents, etc. Some published information becomes 
generally available to the public while other information is 
available to anyone who is also a member to the group and has 
authenticated correctly. While some controls exist for pub 
lishers like abuse reporting, user blocking and the like most 
identity protective measures are ad hoc and up to the pub 
lisher to enforce on a case by case basis. Networks with these 
types of difficulties include such as MyspaceTM, FacebookTM, 
and others. There are very few if any measures in place to 
protect identities of publishers who actively communicate 
with other users of the group accept for group email and 
messaging programs that are restricted to group members 
having accounts with the service. Users and publishers have 
to be “logged in to communicate and are restricted to the 
in-house messaging systems erected and managed for the 
group. 
0007. The inventor is aware of general contact systems 
that are network-based, which enable users who are not 
logged into any group or social network to make contact with 
an individual that has published identity information where 
the contact parameters of the individual are masked from the 
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user. These systems, an example of which is LinkedinTM, are 
managed as a network of users who simply wish to do busi 
ness but do not want users to have their email addresses or 
telephone numbers. Individuals such as these are most often 
grouped not by any Social network, but by association to a 
business that uses the service. The contact mechanism is 
published typically on the business Web page of the user. The 
location of the user's contact information is static meaning 
that it cannot be readily moved to some other network loca 
tion. Other limitations include the way that the identity and 
contact information is presented for interaction. 
0008 What is clearly needed is a system and methods for 
enabling publishers to publish information including options 
for contacting them while enabling them to enjoy freedom of 
distribution location of the published information and contact 
options in a way that provides a user-configurable level of 
identity protection that may extend past contact parameter 
masking. Such a system, if used widely, would greatly reduce 
instances of identity abuse and other related crimes associated 
with unauthorized acquisition of identity information. 

SUMMARY OF THE INVENTION 

0009. An information-sharing system is provided and 
includes a server in a wide-area network coupled to a data 
repository, Software executing on the server, providing Ser 
vices for a first person, wherein the first person is enabled to 
create one or more personae stored in the data repository, at 
least one interactive window associated with individual ones 
of the personae and deployable to one or more electronic 
appliances, and one or more rule sets associated with indi 
vidual ones of the personae, the rule sets defining and limiting 
server functions that may be initiated through individual ones 
of deployed interactive windows, the interactive windows and 
rule sets enabling the first person to control identity and 
contact information made available to users of deployed 
interactive windows. 
0010. In one embodiment, deployment of an interactive 
window is through creation of code modules or identifiers 
associated with the interactive window, the code module 
executable by an electronic appliance to insert second code 
into a specific application, which second code when executed 
by the application causes the electronic appliance to establish 
communication with the server identifying at least the elec 
tronic appliance and the application, to retrieve third code and 
data from the server, which the electronic appliance uses to 
display the interactive window. 
0011. In one embodiment, the at least one interactive win 
dow comprises first indicia identifying one of the personae 
and at least one link having second indicia identifying a mode 
of action, the at least one link selectable by a second person 
using the electronic appliance and viewing the interactive 
window to initiate a request for action to the server. In one 
embodiment, one or both of the identity indicia of the persona 
and the modes of action displayed by an interactive window 
may be varied by the server dependent on one or both of the 
identity of the electronic appliance and the identity of the 
application. 
0012. In one embodiment having modes of action, the 
modes of action include at least one of a request for commu 
nication with the first person associated at the server with the 
persona identified in the interactive window and a request for 
information associated with the first person. In a variation of 
this embodiment, the request for action identifies a mode of 
communication. In this embodiment, the modes of commu 
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nication include one of establishing a live Voice call, a text 
messaging channel, a Voice mailbox, and email. In a variation 
of this embodiment, indication of presence of a first person 
for receiving a communication is provided in the interactive 
window. 

0013. In one embodiment, a group persona may be created 
defining a group of individual personae related by any one or 
more of activity, family, formal membership, political affili 
ation, or other relationship. In this embodiment, modes of 
action may comprise sending a message to all or selected ones 
of the persons in a group identified by the group persona or 
publishing information to all or selected ones of the persons 
associated by persona in a group identified by the group 
persona. 

0014. In another embodiment having action links, the 
server, in response to an action link being selected by a person 
viewing an interactive window, may request additional infor 
mation from the person initiating the action link, and may 
vary and restrict server functions according to the additional 
information provided or not provided. 
0.015. In one embodiment where code modules or identi 
fiers are created, the code modules or identifiers may be 
copied from appliance to appliance, Such that, when inserted 
into a new appliance and used, the identity of the new appli 
ance and the application executing the code is provided to the 
server, which may vary response accordingly. 
0016. In one embodiment, the system further includes an 
interactive configuration window that may be used by autho 
rized persons to view statistics of usage of services of the 
system. In one embodiment, authorized persons may view 
statistical activity and status of individual personae and group 
personae. In one embodiment having modes of action, an 
interactive window may comprise a commercial display or 
brand. 

0017. According to another aspect of the invention, a 
method is provided for sharing information. The method 
includes the steps (a) creating in a server in a wide-area 
network, a persona associated with a first person and stored in 
a data repository coupled to the server, (b) creating in the 
server an interactive window deployable to electronic appli 
ances, the interactive window associated with the persona and 
comprising one or more interactive links for initiating server 
functions, and (c) creating a rule set associated with the 
persona and operable on the server, the set of rules defining 
and limiting the server functions that may be initiated through 
a deployed interactive window, the rule sets enabling the first 
person to control identity and contact information made avail 
able to users of deployed interactive windows. 
0018. In one aspect of the method, deployment of an inter 
active window is through creation of a code module associ 
ated with the interactive window, the code module executable 
by an electronic appliance to paste second code into a specific 
application, which second code when executed by the appli 
cation causes the electronic appliance to establish communi 
cation with the server identifying at least the electronic appli 
ance and the application, to retrieve third code and data from 
the server, which the electronic appliance uses to display the 
interactive window. In one aspect of the method the interac 
tive window comprises first indicia identifying the personae 
and at least one link having second indicia identifying a mode 
of action, the at least one link selectable by a second person 
using the electronic appliance and viewing the interactive 
window, to initiate a request for action to the server. 
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0019. In a variation of the aspect described immediately 
above, one or both of the identity indicia of the persona and 
the modes of action displayed by the interactive window may 
be varied by the server dependent on one or both of the 
identity of the electronic appliance and the identity of the 
application. In another variation of this aspect, modes of 
action include at least one of a request for communication 
with the first person associated at the server with the persona 
identified in the interactive window and a request for infor 
mation associated with the first person. In another variation of 
the aspect just mentioned, the request for action identifies a 
mode of communication. In this variant of the aspect, the 
modes of communication include establishing one of a live 
Voice call, a text messaging channel, a Voice mailbox, or an 
email. 

0020. In another variation of the aspect having a mode of 
communication, indication of presence of a first person for 
receiving a communication is provided in the interactive win 
dow. In one aspect a group persona may be created defining a 
group of individual personae related by any one or more of 
activity, family, formal membership, political affiliation, or 
other relationship. In this aspect modes of action may com 
prise sending a message to all or selected ones of the persons 
in a group identified by the group persona or publishing 
information to all or selected ones of the persons associated 
by persona in a group identified by the group persona. 
0021. In one aspect, the server, in response to an action 
link being selected by a person viewing an interactive win 
dow, may request additional information from the person 
initiating the action link, and may vary and restrict server 
functions according to the additional information provided or 
not provided. 
0022. In the aspect using code modules or identifiers, the 
code modules or identifiers may be copied from appliance to 
appliance, such that, when inserted into a new appliance and 
used, the identity of the new appliance and the application 
executing the code is provided to the server, which may vary 
response accordingly. 
0023. In one aspect, the method includes a step for view 
ing by authorized persons, statistics of usage of services of the 
system through an interactive configuration window. In one 
aspect, authorized persons may view statistical activity and 
status of individual personae and group personae. In the 
aspect including the interactive window, the interactive win 
dow may comprise a commercial display or brand. 

BRIEF DESCRIPTION OF THE DRAWING 
FIGURES 

0024 FIG. 1 is a block diagram illustrating a network 
architecture Supporting a server-client system for enabling 
users to contact a publishing client while protecting the iden 
tities of the clients according to an embodiment of the present 
invention. 

0025 FIG. 2 is a block diagram of an exemplary interac 
tive window display of a distributable client according to an 
embodiment of the present invention. 
0026 FIG. 3 is a block diagram illustrating a service pro 
vider 203 adapted for providing contact services to users 
interacting with the iPanel of the present invention. 
0027 FIG. 4 is a block diagram illustrating an interactive 
second window 300 invoked by interacting with a telephone 
call button of the interactive window display of FIG. 2. 
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0028 FIG. 5 is a block diagram illustrating an interactive 
second window 400 invoked by interacting with a text mes 
sage link or email action button of the interactive window of 
FIG 2. 
0029 FIG. 6 is a block diagram illustrating various inter 
active windows presented in various configurations into a 
Web page 501 according to an embodiment of the present 
invention. 
0030 FIG. 7 is a block diagram illustrating an action 
server and database 600 engaging in constraint application 
relative to a requested action according to input data in an 
embodiment of the present invention. 
0031 FIG. 8 is a process flow chart illustrating server steps 
700 for determining valid code execution of a server client. 
0032 FIG. 9 is a process flow chart illustrating steps 800 
for user initiation of a contact action and server response 
according to an embodiment of the present invention. 
0033 FIG. 10 is a block diagram illustrating a facility 900 
for designing and saving interactive windows according to an 
embodiment of the present invention. 
0034 FIG. 11 is a block diagram illustrating a facility 
1000 for configuring action constraints according to an 
embodiment of the present invention. 
0035 FIG. 12 is a block diagram illustrating an iGroup 
Panel 1200 and associated member iPanel icons. 

DETAILED DESCRIPTION 

0036. The inventor provides a system for managing inter 
action and information including a server and distributable 
server client that may be used to enable communication 
between users and publishers that use the server client to 
publish their information the system also used to create and 
manage virtual Social interaction networks where users may 
publish their information and identities with user-controlled 
levels of identity protection enforced to protect real contact 
and identity information of publishers. The details of the 
invention are explained fully in the following embodiments. 
0037 FIG. 1 is a block diagram illustrating a network 
architecture Supporting a server-client system for enabling 
users to contact a publishing client while protecting the iden 
tities of the clients according to an embodiment of the present 
invention. Network architecture capable of Supporting prac 
tice of the present invention includes a wide area network 
(WAN) 101. WAN 101 is also referenced herein by a network 
backbone 102. WAN 101 may be a corporate WAN or a public 
WAN such as the Internet network. 
0038. WAN 101 may be referred to as Internet 101 in 
embodiments where the Internet is used. WAN 101 is con 
nected to a wireless network 103 and to a telephone network, 
in this example, a public switched telephone network (PSTN) 
104. Wireless network 103 may be a wireless cellular tele 
phone carrier network or a wireless fidelity (WiFi) network or 
Some other type of wireless data network So long as the 
protocols of WAN 101 are supported including Internet pro 
tocols in the case of Internet 101. 
0039) PSTN 104 may instead be a private telephone net 
work or a corporate network. In this example, the inventor 
chooses network 101 (Internet) because of its high public 
access characteristics of those networks. PSTN 104 and wire 
less network 103 may also serve a large public base. There 
fore, there are no geographic limitations to the practice of the 
present invention. 
004.0 Internet 101 includes a service host 100. Service 
host 100 may be any enterprise hosting the server-client sys 
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tem of the present invention. Service host 100 includes an 
enterprise server (ES) 112 and a connected data repository 
113. ES 112 is enhanced and enabled by enterprise software 
(SW) 114. Repository 113 may be internal to ES 113 or 
external as illustrated in this example. Repository 113 may be 
an optical storage system, a hard disk system, a redundant 
array of independent disks (RAID), or any other known data 
repository. 
0041. ES 112 is a central server system, which may be 
hosted on one or more than one machine in a scalable embodi 
ment. ES 112 is enhanced to provide in addition to other 
services, contact services to users who may wish contact and 
interact with other users through a unique distributable server 
client that may be inserted in Web pages or other electronic 
display media accessible to users. ES 112 offers contact ser 
vices to clients in a way that protects the client identities from 
potential abuse. ES 112 also includes a portal for enabling 
clients to configure their identities and to determine a level of 
protection for real contact or other identification information 
from users who may contact them using the service. 
0042 Repository 113 is connected directly to ES 112 and 

is adapted to contain among other data, contact action con 
straint data configured by clients relative to contact related 
actions. Other types of data that might be contained in reposi 
tory 113 may include customer account data, customer pri 
mary contact information, various customeraliases or “per 
Sonae'' and associated contact data, rules related to servicing 
customers and making contact with customers, customer 
presence information, and other configurable data related to 
customer service accounts. 
0043 Customers of host enterprise 100 may be individu 
als or groups of individuals including corporate groups of 
individuals, business-related groups of individuals, Socially 
networked groups of individuals, event-networked groups of 
individuals, family groups of individuals, or just individuals 
that have reason to communicate periodically or frequently 
over the public network with a configurable degree of identity 
protection. 
0044 An identity relates to any identity information or 
profile that a customer or service client wishes to publish 
through a distributable client provided by the service. Identity 
protection relates to protecting the publisher's contact infor 
mation and other attributes of an “identity” that the publisher 
wishes to hide from anyone who might make contact with the 
publisher through the service. 
0045 Customers as described immediately above may be 
subscribers to the service of the present invention. A customer 
or client may connect to ES112 for the purpose of opening an 
account with the service and configuring one or more server 
clients for use in identity publishing. Such customers may 
utilize personal, membership, or enterprise specific Web 
pages that are available to the general public or otherwise to 
users who may make contact with those customers through 
those sites. The service of the invention utilizes a distributable 
server-client adapted to enable customers to publish their 
identities and other data to any Web page, communication 
application with Web access, or word processing document 
with Web integration capability they may have access to. 
0046. In this example, a Web server (WS) 115 is illustrated 
having connection to backbone 102 and a Web server (WS) 
116 is illustrated also having connection to network backbone 
102. Web servers 115 and 116 may host Web pages accessible 
to users within which server clients of ES112 may be inserted 
in Some cases by installing embedding, or pasting. On Web 



US 2008/01 63075 A1 

server 115, a distributable client (DC) 110b is illustrated and 
on Web server 116, a DC 110a is illustrated. DCs 110a and 
110b are primarily adapted as distributable access points 
presented as interactive windows that when invoked by a user 
function to open a client/server connection to ES 112 provide 
a gateway to services accessed from the point of distribution. 
Contact services for example may include telephony contact 
services, messaging contact service, email contact services, 
Voice mail services, and other contact services. The identity 
publishing client may select and configure which contact 
services will be available through any DC interactive window. 
In one embodiment other published data may be accessible 
through the DC interactive display window such as links to 
other data or sites, published article or newsletters and similar 
published materials. 
0047. A network communications routing system 117 is 
illustrated in this example having connection to network 
backbone 102 and represents generic electronic message 
(MSG) router capability such as any email server, for 
example. Routing system 117 also represents Voice commu 
nications routing such as data network telephony (DNT) 
including Voice over Internet Protocol (VoIP) and other voice 
messaging or bi-directional communication services. CTI 
telephony services may also be leveraged through routing 
system 117. In one embodiment, media services may be avail 
able through routing requests to deliver Support and media 
content to iPanels for requesting users to access if authorized. 
0048 One with skill in the art will recognize that such 
routing and interaction systems may be proprietary by design 
and may be hosted by a wide variety of communications 
service providers and may include such as short message 
services (SMS), instant message services (IM), chat services, 
and Voice message services, interactive voice response (IVR) 
services and so on. Routing system 117 and any associated 
equipment and serviced may be provided entirely by host 100 
or may be leased by the host from third-party service provid 
ers. The host may also observe a combination of hosting and 
leasing equipment and capabilities without departing from 
the spirit and scope of the present invention. 
0049 ES 112 has the capability of initiating a contact 
requested by a user operating through a distributable client 
like DC 110a or DC 110b. The contact initiated may be a 
telephone call, an email message, or some other Supported 
form of contact. ES 112 therefore may be assumed to be 
capable of accessing the required voice or message systems in 
place within the host or external of the host to enable com 
munications and to effectively cause a contact event to be 
established between the two parties where the contact 
requesting party is prevented from seeing certain information 
of the publishing party. 
0050. A desktop computer 106 is illustrated in this 
example having a telephone line connection to network back 
bone 102 through an Internet Service Provider (ISP) 108 in 
PSTN 104. In this example, desktop computer has access to 
Internet network 101 via telephone modem dial-up method. 
However, other methods are available and may be used 
instead such as integrated services digital network (ISDN). 
digital subscriber line (DSL), cable modem, corporate line, or 
others. Wireless broadband, wireless cellular, and other wire 
less technologies may be used with a variety of wireless 
devices to practice the invention. 
0051 Desktop computer 106 is network-capable and may 
be assumed enabled for network browsing, network tele 
phony, and network messaging using known software pro 
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grams adapted for the purpose. In this regard, a user operating 
desktop computer 106 may browse electronic information 
pages (Web pages) served by Web servers on the network 
such as Web servers 115 or 116. Other communications 
devices may be associated with desktop computer 106, such 
as a PSTN-connected telephone 119, a cellular telephone, and 
the like. Other equipment illustrated in PSTN 104 include a 
telephone system switch 107, which may be computer tele 
phony integrated (CTI). In this case, telephone 119 has con 
nection to switch 107, which in turn has connection to a 
network bridge or gateway 120 for use in transferring tele 
phone calls between PSTN 104 and Internet 101 as is gener 
ally known in the art. 
0052. Desktop computer 106 has a display monitor with a 
browser application 109a illustrated. Browser 109a may 
access Web pages served by Web servers 115 or 116. There 
fore, browser 109a may load a Web page served by WS 116, 
the Web page having DC 110a inserted herein. DC 110a, 
known as an iPanel may be triggered to display within 
browser 109a as part of the host Web page. DC 110a may be 
displayed when the page loads or by a browser order as a 
result of mouse click or user selection. DC 110a is enabled by 
code module or identifier that includes the server address of 
ES 112. When it is activated, server ES 112 is connected to 
and responds by serving the correct iPanel attributes accord 
ing to certain constraints. The code may include just a uni 
versal resource identifier (URI), an email address, universal 
identifier (UID), or universal resource locator (URL). The 
code when activated causes the server to render an iPanel. 

0053 DC 110a is dynamically served or built as a result of 
execution of inserted code of the client at the point of access 
and the attributes available to (served to) the user may vary 
according to the distributed location of the server client, pres 
ence state of the publisher, the identity of the user (machine 
address/network address) of the accessing device. The code 
may be limited Such that a same piece of code may be used to 
represent multiple different DCs owned by a publisher 
wherein each DC represented is displayed when executed 
with unique identity and contact attributes. The attributes for 
filling out the display of the server client are served to the 
client when it is invoked or “loaded” by ES 112. The build 
function of ES 112 relative to a distributed client may be 
governed by reported location of the client (host document 
location), distributed State (host document type) and, perhaps 
the accessing device parameters among other things. 
0054 DC 110a and DC 110b serve as interactive inter 
faces containing interactive options for initiating contact with 
the publisher of the DC. The DC at minimum and only when 
executed to display includes a role or “persona” (identity) 
with the publisher, and an optional photo of the persona 
portrayed by the publisher. Optionally, an action button for 
requesting customer location (Map) may be provided as well 
as other custom buttons like a button connecting the user to a 
biography of the publisher possibly constrained by the role or 
persona created for the DC location by the customer. Simi 
larly other action icons or buttons that provide additional 
functions could be provided. 
0055 Clicking on an action button may cause a second 
interactive window to display depending on the type of action 
the button represents. A second interactive window or contact 
window includes the appropriate fields for taking the user's 
contact information required to initiate a contact between the 
user and publisher. A main feature of the contact service is 
that some level of identity protection not limited to contact 
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information masking is afforded the publisher such as, for 
example, hiding the publishers telephone numbers or email 
address from the user attempting to make contact, blurring a 
picture or serving one that does not fully identify the pub 
lisher, and excluding any location information about the pub 
lisher. Location of the contacting user may also be considered 
in identity protection Such as increasing the level of identity 
protection according location of the user at the time of the 
request. The user in this case may not receive the full identity 
of the user he might otherwise be entitled to. 
0056. In one embodiment, a publisher may create or con 
figure several distributable clients displayable as interactive 
windows (ipanels) having different special identities and dif 
ferent contact options and display attributes. These DCs may 
be placed or moved to desired hosts determined by the pub 
lisher who created them by installing the code or copying and 
pasting the code oridentifier into the host. A host of a DC such 
as DC 110a or DC 110b may be any Web page, Web inte 
grated desktop application, such as OutlookTM for example, 
or any Web integrated electronic document such as Microsoft 
Word TM, Power PointTM, AdobeTM and others. A host of DC 
110a may further include any Web-enabled appliance such as 
a cell phone, personal digital assistant (PDA) or other intel 
ligent devices or services such as GPS NavigatorTM. Web 
enabled media appliances such as Web enabled television, 
Rhapsody, and a host of media download appliances can 
server to host DC 110a. 

0057. As described further above, DC 110ab (Interactive 
Window) may contain one or more information action buttons 
that may be selected by a user to call up and display some 
information about the publisher that the user wishes to review 
Such as a biography, list of accomplishments, list of credits, 
qualifications, opinion, political blurb etc. Other information 
may be displayed in the interactive display window of a 
distributed client such as a picture of the publisher, and a job 
title or role (persona) of that publisher associated with that 
particular window. It is noted herein that different personae of 
a publisher may be associated with different contact informa 
tion and different actions or modes for contacting the persona 
of the customer. 

0058 With respect to pictures associated with a role or 
persona, a single picture or a picture slide show can be served 
as well as gif animations, avatars or the like. In one embodi 
ment the publisher may have a short video clip that might be 
invoked by clicking on the lead frame of the clip used as the 
"picture'. It is important to note here that a picture is in some 
aspects considered an identity parameter of a publisher. 
Therefore depending on the application, the publisher may 
wish to be represented by anavatar, a cartoon image, a blurred 
image, or perhaps no image at all in order to mask the true 
appearance of the publisher from those who may make con 
tact. Likewise, there may be access constraints applied to 
created levels of service of any multimedia content that dis 
plays in the “picture' placeholder of an iPanel based on a 
class of service that selectively allows or denies full access to 
the content. 

0059. In one embodiment, the image may be changed 
when the interactive window is served dependant upon who 
might be displaying the image if known to the server before 
any contact attempts are made by a user. If the user is someone 
I am competing with then perhaps a competitive picture of me 
will display instead of a Smiling me. Server recognition of a 
user at the stage of execution of the code may not be possible 
until the user inputs some identification information. 
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0060 A Laptop computer 105 is illustrated in this example 
and has a wireless connection to Internet network 101 via a 
wireless service provider (WSP) 106, which also provides 
Internet connection services. In this case, wireless network 
103 is a digital wireless network. As described with respect to 
computer 106, Laptop 105 may be adapted for Internet 
browsing, network messaging, and network telephony. Simi 
larly, there may be other communications devices associated 
with Laptop 105 in a physical domain sense like a cellular 
mobile telephone 118, a personal digital assistant, other wire 
less communications devices, or a landline telephone con 
nected through the PSTN. 
0061. A user operating Laptop computer 105 may connect 
to a Web server such as WS 115 and be served a Web page 
containing DC 110b execution code. In one embodiment, a 
user (one who wishes to contact a publisher), clicks on a link 
Such as a contact link including the execution code (110b) 
inserted in the Web page to cause service of DC 110b to 
display locally. Different personae of one publisher may be 
created for use in different environments. For example, a 
publisher may have a persona for a sales job and a persona for 
a bowling league. Multiple distributable clients of one pub 
lisher may not necessarily be all accessible from one single 
Web page unless that page was also created specifically to 
provide those different personae (published identities) for 
interaction. 

0062. In practice, when DC code 110b is executed by a 
user such as one operating Laptop 105 and browser 109b, it 
causes a server/client connection to be established between 
WS 115 and ES 112 aided by SW 114. In one embodiment, 
the actual data required to “build the interactive display of 
DC 110b is aggregated by ES 112 according to configured 
rules and preferences and is served to WS 115 as loadable 
data, which Subsequently displays as an interactive client on 
Laptop 105 within browser 109b. In this way there is a 
dynamic component to the distributed client and there may be 
information and options added to or taken from the interactive 
window as prescribed by the publisher or agent for the pub 
lisher. 

0063. In one embodiment of the present invention, 
Dynamic Hypertext Markup Language (DHTML) and Cas 
cading Style Sheet (CSS) scripting is used to enable dynamic 
service of the interactive windows and for defining how those 
windows will appear once executed. In practice of the inven 
tion after DC 110b is executed and displayed, a user operating 
Laptop 105 or desktop 106, for that matter may select from 
presented contact action options to initiate and hopefully 
establish a contact event with a publisher. Invocation of one of 
the presented options causes Submission of a request over the 
established client/server channel for initiating contact with 
that publisher using the selected “mode of communication. 
In this regard, the contact information of the publisher relative 
to the action selected may be withheld from view of the user 
so that the publishers contact information is protected cannot 
be obtained for illicit purposes and security is maintained. 
0064. It is noted herein that a pre-defined trigger that 
causes automatic display and service of the publisheridentity 
and contact options may execute a DC code. The trigger may 
be the event of a Web page being accessed by a device of a 
user. The trigger may be the invocation of a link or graphic on 
a Web page already displayed on a user device. In one 
embodiment, a trigger for executing DC code may be time 
constrained, such as for example, execute code after the user 
is on the site for more than one minute. Many different imple 
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mentations for code execution, which may entail simply the 
activation of an identifier may be practiced. 
0065. As illustrated with respect to the architecture, a user 
operating desktop 106, for example, may “load a Web page 
containing several DCs that may all be built and served 
locally for the user according to a same trigger event. An 
example would be a contact page for a group of publishers 
connected in Some fashion Such as business or through a 
Social group or a family group. Because an active client/ 
server connection is activated during display of a DC, pres 
ence information relative to the publisher or publishers may 
be served into the appropriate DC displays. Contact options 
may in one embodiment be dynamically served according to 
time based and presence based rules. In one embodiment, a 
family iGroup may be an extended family that may include all 
relatives distant and immediate. Likewise, two or more family 
groups can merge to form an extended family group Such as a 
group aligned through marriages the group including mul 
tiple family Surnames. 
0066. In general, when a user selects a presented contact 
option from a DC such as clients 110a or 110b, a second 
window relative to the contact mode selected appears con 
taining fields for the user to input identity and contact infor 
mation for contact initiation. For example, for a telephone call 
request, the user would enter a telephone number to call. For 
an email communication, the user would enter an email 
address and type in the message in a field adapted for the 
purpose. The submission of the request may be directed to ES 
112 for pending action according to pre-configured con 
straints for that DC (persona) and contact mode. ES 112 
initiates the contact between the user and the publisher and 
protects the publisher's contact data by preventing visibility 
of that information by the user. Therefore, on a telephone 
contact, for example, the publisher's telephone number 
would not be visible to the user. In an email, the publishers 
email address would not be visible to the user. 

0067 FIG. 2 is a block diagram of an exemplary interac 
tive window display of a distributable client according to an 
embodiment of the present invention. Distributable client 
inte3ractive window 110a or 110b may be displayed on a 
user's computing display Screen whenever invoked as a result 
of selecting (clicking) a contact URL presented in a Web 
page, form, or document integrated for HTML modality. A 
trigger event such as Web page loading or opening of any 
Web-integrated document may also cause display of DC110a 
or DC 110b. 

0068. In this example the element 110 will be used to 
describe the distributable client since instances 110a and 
110b described in FIG. 1 are essentially the same client in 
terms of base code. The term interactive window may be used 
in this example to identify the displayed state of DC 110. It is 
noted herein that the server client display or interactive win 
dow is dynamically built and served when the client base code 
is executed and the nature of the display may be highly varied 
according to circumstance. 
0069. The displayed interactive window of DC 110 may 
include a publisher name field for displaying a name repre 
senting the publisher and publisher role or persona field 201 
for displaying the role or persona created by the publisher. In 
this case the name of the publisher is Tai Pan and the persona 
or role that Tai Pan is portraying through DC 110 is that of a 
network administrator. This identity information is sufficient 
to identify the interactive window and to associate the client 
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with the correct options and contact information relative to 
that client identity information. 
0070 This is just one of more than one possible persona 
that may exist for the publisher named Tai Pan. The persona or 
role “network administrator will identify DC 110 and asso 
ciate the identity to the interactive window display and spe 
cific contact information provided by or created for the pub 
lisher that may be active contact data for that particular 
persona. In one embodiment, the publisher name portion of 
the field may also include a relationship statement although 
one is not illustrated here. For example, Tai Pan, father of Shri 
Pan 
0071. The appropriateness of a relationship statement may 
be based partially on the selected persona of the interactive 
window and whether the persona is part of a group of pub 
lishers. A group of users may organize under a group name 
and may collectively be represented by a distributable client 
that represents the entire group of users organized as an 
iGroup. In this case, each publisher/member of the group may 
also have one or more DCs that may be nested in the parent 
DC or group DC. In one case, the group DC becomes an 
access point for browsing group members and initiating con 
tact with group members through their own DCs. 
0072. In this embodiment, the interactive window of DC 
110 includes a thumbnail picture or inserted picture 200 of Tai 
Pan. Picture 200 may be a thumbnail picture that is not inter 
active or it may be a dynamically served picture that may be 
clicked on to enlarge. In one embodiment, a likeness of Tai 
Pan may not be included. Likewise, the picture 200 if pro 
vided is not required to be of the likeness of the contact perse. 
The picture may be selected for display by the publisher and 
therefore could be of any description. Likewise, more than 
one picture may be provided to be dynamically served to DC 
110 for display in the interactive window each picture dis 
played for a time then replaced by a next picture like a slide 
show. Instead of a picture, text information, audio, audio/ 
Video, or cartoon animations may be also be served and dis 
played. 
0073 Interactive window 110 includes a plurality of inter 
active and selectable links presented in the graphic form of 
action buttons 202 (a-n). From left to right, the action buttons 
are a call button 202a, an email button 202b, an IM button 
202c, a map button202d and a profile button 202n. There may 
be more or fewer action buttons of like or other descriptions 
provided on the interactive window of DC 110 without 
departing from the spirit and scope of the present invention. 
0074. It is possible in one embodiment that the executable 
code of a distributable client may contain instructions for 
serving one or another interactive window and associated 
interactive features base on a conditional sate reported to ES 
112 at the time of code execution. For example, the resulting 
interactive window might identify one persona and associated 
options of the publisher for users who execute the client from 
a Laptop computer while a completely different persona and 
associated options might be served ifacellphone executes the 
code. Hence the separation in definition from the distributable 
client, which is the executable code and any execution con 
ditions in the code, and the interactive window that displays 
as a result of the execution of the code. 
(0075 Referring now back to FIG. 2, call button202a may 
be interacted with by a user viewing an interactive window of 
DC 110 in order to initiate contact with Tai Pan by telephony 
application, including by a shared ordedicatedline as the case 
may be. Clicking on call button 202a results in a Subsequent 
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display on the user's computing display screen of a second 
interactive window that may be interacted with to execute a 
telephony request relative to Tai Pan, network administrator. 
Email contact button202b may be interacted with by a user in 
order to display a second window enabling the user to send 
the customer an email message. IM button 202c may be 
interacted with by a user in order to display a second window 
enabling the customer to send an instant message to the con 
tact. Map button 202d may be interacted with by a user in 
order to display a second window that enables the user to 
retrieve a map of the customer location and/or directions to 
the customer location from a user perspective. Profile action 
button 202n may be interacted with by a user in order to 
retrieve a second window containing some information about 
Tai Pan such as a short biography, a history with the current 
position, or some other relevant profile data that Tai Pan has 
authorized for distribution. 

0076 Execution of DC 110 may result in display of an 
interactive window that may be pre-configured to be dis 
played in different ways. This view represents a standard 
layout with picture 200 on the side and the array of action 
buttons 202(a-n) laid out horizontally across the bottom of the 
window. In another layout, picture 200 may be much larger 
and the action panels may be laid out vertically, or in a 
staggered sequence array. In another possible layout, the pic 
ture may be centered with the action buttons surrounding the 
picture borders. In some cases, the icons may be brand logos 
in the case of branded iGroups for example, which will be 
described in more detail later in this specification. There are 
many possible variations in presentation. It is important to 
note herein that the presence of real identity information 
about the publisher of DC 110 or Tai Pan depends entirely on 
the preferences of Tai Pan. 
0077. It is noted herein that some of the displayed features 
of an interactive window of DC 110 may change depending 
on where the client is executed, for example, if DC 110 is 
executed from a Laptop computer, a higher resolution Jpeg 
may be served as picture 200 in the interactive window 
whereas if the DC is executed by a cell phone, a lower reso 
lution might be used. Likewise the machine the display is 
served to might influence whether video or a still representa 
tion of the publisher is used. 
0078. In one embodiment of the invention interactive win 
dow 110 may be displayed as a simple interactive thumbnail 
without contact options along with others nested within a DC 
client configured for a group of individuals comprising some 
Social or business network of individuals. In this regard, there 
may be options in a group panel or window for making 
general contact, such as to a group administrator. In one 
embodiment, nesting individual iPanels within the group 
panel is practiced, the nested panels represented by interac 
tive thumbnails, perhaps showing only the picture and per 
Sona or role of each group member, may represent each of the 
group members. In this case, a user might browse the group 
members and click on one to execute the nested code causing 
an interactive window with contact options to be displayed for 
that group member. 
007.9 FIG. 3 is a block diagram illustrating a service pro 
vider 203 adapted for providing contact services to users 
interacting with the iPanel of the present invention. Service 
provider 203 is illustrated in this example. Service provider 
203 is analogous to service host 100 of FIG. 1. In this 
example, a user 207 operating a computing device is con 
nected to a Web server (WS) 208 and is assumed to have 
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executed a distributed client pasted into or inserted into a Web 
page served to the user from server 208. 
0080 A publisher 206 operating from a computing device 
has access to a configuration component or "dashboard inter 
face' provided by server component 112b termed a Directra 
configuration server. Sever component 112b may be assumed 
to be part of ES server 112 functionality described with 
respect to FIG. 1. Publisher 206 may connect to server com 
ponent 112b and may retrieve a dashboard style configuration 
interface for use in configuring one or more iPanels (distrib 
utable clients) for distribution to host locations such as in WS 
208. All of the pre-configured attributes associated with a DC 
are stored for the publisherin database 113. The database may 
be segregated for convenience by publishing individual or 
publishing group. 
I0081. The dashboard interface may also server as a one 
stop interaction management interface for publishers manag 
ing interactions relative to multiple personae represented by 
multiple distributable clients. For example, each persona may 
have its own segregated interaction space including Voice 
queues, email queues, and other event notification queues. 
Moreover, message or event interaction priority rules may be 
separately configurable for each interface, for example, to 
prioritize call backs, emails, and so on. Priorities may also be 
set by action constraints based on identities. For example, 
Voice message responses to an outbound contact campaign 
can re-ordered in queue depending on identity-linked priority 
constraint. 

I0082 In a further embodiment, content analysis may also 
be practiced to establish interaction priorities for each differ 
ent iPanel where interaction has occurred. Priorities may be 
configured differently for a same iPanel deployed to multiple 
different sites where the priority may be linked to where the 
sites were deployed to. For example, a publisher may wish to 
interact with users from the eBayTM iPanel before working 
responses from the MySpaceTM panel of a same persona. 
I0083 Database 113 may include rules, application pro 
gram interfaces (APIs) to client applications, and action con 
straints based on dynamic or pre-configured rules. Publisher 
206 may log into server component 112b using, for example, 
an email address for user name, and a personal identification 
(PIN) code or password for authentication if required by the 
server. Client applications may be leveraged for information 
through APIs provided by the service to interface with those 
publisher applications. For example, an API may be provided 
for a user to submit or upload white list or blacklist data 
associated with a desktop communications application Such 
as OutlookTM. Such lists may be made a part of the criteria for 
adjusting identity protection levels of an iPanel and of course 
for consulting during interaction management. 
I0084 All of the input a publisher provides and associates 
with a distributable client may be stored within data reposi 
tory 113 and later retrieved during progress of fulfilling con 
tact services. If the user executes the DC within WS 208, then 
the server client first opens a communications channel 
between itselfon Web server 208 and a Direcrtraaction server 
component 112a. Directra action server component 112a 
only comes into play when an action has been requested. 
Firstly an action of loading a Web page or clicking a provided 
action link may cause a machine-readable code (DC) to 
execute and open a connection between the WS and server 
component 112a. The DC code executed includes a URL to 
server component 112a. The code may include a reporting 
mechanism that once executed will monitor and obtain spe 
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cific information such as where the code has been executed 
from and what device was used to execute the code. Any state 
reporting by the code can be accomplished once the code is 
executed. 

0085. Once the code has been executed and the server 
component 112a is connected to, the interactive window of 
the executed DC code may be built. Action server component 
112b retrieves appropriate data from repository 113 for ser 
vice to WS 208 to build the interactive window for the 
executed client. Action server component 112a knows the 
server address and URL of the host page when the server/ 
client connection is established. Server component 112a may 
also get Some information when the server connection is 
requested Such as the reported location of the client code, the 
identification of the client platform and the identification of 
the machine causing the code execution as is known by WS 
208 when the code is executed. 

I0086. In one embodiment, the client code may be created 
and deployed to an electronic appliance having network con 
nection capability such as a cellular telephone or the like. The 
code may be sent to the appliance as an email attachment or 
downloaded by the appliance from a server. In this embodi 
ment, one the client code is executed, a second code is pasted 
into an application running on the electronic appliance Such 
as an address book, for example. When the address book is 
opened on the electronic appliance, the second code executes 
and opens a server connection with the action server if the 
appliance is online. The second code executed reports to the 
server in the request at least the appliance identification, and 
the application identification that executed the code. A third 
code and data is then retrieved from the server which when 
received is used to display the interactive window (iPanel). In 
this embodiment, once the server connection is opened, the 
data for displaying the interactive window may vary relative 
to personae and modes of action options presented in the 
display according to any constraint relative to device type, 
application type and so on. 
0087. The information gleaned at the request from the 
executed client in WS 208 to establish a server connection 
between it and server component 112a may have some bear 
ing on how the resulting interactive window will be displayed 
and what features will be included in the window. In this 
respect, the publisher has additional control over how much 
identity will be revealed, what options will be provided, and 
how the display will appear to the user. Some of this consid 
eration may be based simply on mechanics related to device 
and platform and may be default configuration options. How 
ever, a publisher may create rules that specify build opera 
tions based on location of the distributed client. 

0088. The distributable client may be in a location that the 
publisher has not authorized and therefore may create a rule 
limiting response to a connection request from the client. On 
the other hand, a publisher may have reason to hope that a 
distributable client will be freely distributed by users, perhaps 
copied and pasted into multiple Web pages increasing the 
prospects of interaction requests from multiple users. 
0089. Server component 112a accesses database 113 
based on a received request and uses information in the 
request and pre-configuration rules in database 113 to deter 
mine the build instructions for serving the interactive window 
data for subsequent display of the interactive window termed 
the iPanel that will be visible and accessible to user 207, for 
example. 
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0090. Once the iPanel is displayed on the user device, the 
user may interact with the various features and options pro 
vided in the display such as the contact buttons described 
further above. User 207 may select a contact button to initiate 
a second request to server component 112a to initiate a con 
tact event to the publisher on behalf of the user. For the 
duration of the display of the interactive window served sub 
sequent to execution of the client code, the server connection 
between the client running on the host in WS 208 and server 
component 112a remains open. In one embodiment, a user 
requesting contact with a publisher through an iPanel may be 
asked to provide Some additional information or authentica 
tion before a request is accepted. 
0091 Assuming user 207 is interacting with the first inter 
action window, and the user selects a call option presented in 
the window, server component 112a receives the request ini 
tiated by the invocation of the call button to place a call to the 
publisher on behalf of the user. Upon receiving the request, 
server component 112a serves a second interactive window 
containing the appropriate fields for the user to enter identity 
information and a telephone number to call. In one embodi 
ment, the secondary windows are served initially with the 
interactive window but do not display until invoked. 
0092. User 207 enters the information and submits the 
information as a request to contact the publisher by telephone. 
The user does not see any telephone number for the publisher 
and can only place a call to the publisher through the inter 
active window call option with the server connection open 
between the server client and the server. The publisher's real 
phone number is known only to the service of the invention 
and is never published. 
0093 Server 112a receives the submitted request informa 
tion including the user telephone number and identity. Before 
any action is taken, the server may check database 113 for any 
constraints in place for the call action or action constraints. In 
one case, the telephone number given by the user may be on 
a black list of telephone numbers maintained by the publisher 
and available within database 113. In another case, the pub 
lisher may have presence information indicating that the pub 
lisher is online but away at the moment. Such presence indi 
cators may also be served with the first interactive window 
containing the contact options. In any case where information 
in database 113 indicates that a telephone call cannot be made 
to the publisher, server 112a may send a response back to the 
server client visible to the user that the telephone request was 
denied. 

0094. In a case that there are no restrictions governing the 
request, server 112a formats an outbound telephone contact 
request and forwards that request to a telephony server 
capable of dialing a call to the number provided by the user. 
Services 205 illustrate contact services available to server 
112a and they include a voice service for telephony. Voice 
services may be leased or owned and may include interactive 
Voice response (IVR), automated number dialing services, 
and even local Switch services. Voice services may include 
VoIP services and Voice messaging and recording services. 
0095. In this case, voice services 205 places a telephone 
call to the number submitted in the request. When user 207 
answers, a second call is placed to the publisher transparently 
of the user. The user never has access to the telephone number 
of the publisher. If the publisher answers, an automated voice 
attendant may announce the user name and ask if the pub 
lisher would like to take the call. If the publisher takes the call, 
the two parties are connected in a telephone session. The 
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number of the publisher is never accessible during the tele 
phone session because both parties were called first and then 
connected at a switch. If the publisher cannot or will not 
accept the call then an automated attendant will notify the 
user of the situation and, perhaps ask the user to leave a Voice 
message for the publisher. During the time that a user is on the 
telephone with the service waiting for connection to the pub 
lisher, the service may play one or more advertisements to the 
user. Such ads may be served by a third party or provided by 
the publisher or the service depending on the nature of the 
publisher relationship with the service. 
0096 Server function is governed essentially by a request 
and by any rules or constraints that might be associated to the 
request type for the publisher persona represented in the first 
interactive window. If user 207 clicks on an Email action 
button then a request is sent to server 112a for sending an 
email to the publisher on behalf of the user. Again, a second 
window containing the appropriate message fields may be 
sent back to the client made to display for the user to input the 
user identity information including the return email address. 
In one case, the second window associated with the email 
option may have already been sent to the server client but may 
not display unless the appropriate email icon is invoked. 
0097 Again, the contact information of the publisher, 
namely the publisher email address is not visible to the user 
Submitting email identity information and typing an email 
message into the email interface. User 207 may hit send or 
Submit after typing the email message and server 112a will 
receive the message. Before any action is taken however, the 
server will check database 113 for any email constraints such 
as a Spam list, a blacklist or a trust network list and may deny 
the request if a constraint is in place against the user. If server 
112a approves the request, the email message is forwarded to 
an email service 205 that handles routing of the message to an 
email address of the publisher based on identity association. 
0098. For example, a group of individuals that have dif 
ferent email addresses may have one email account and one 
email address set up for routing purposes when a user selects 
an email action button from an interactive window identifying 
one of those individuals, the email message will be routed to 
the individual or publisher that owns that persona. If the 
publisher is an individual, he or she may share a generic 
service email address with other individuals and routing to 
actual destination email addresses is based on associating the 
persona with the publishers actual email address on file. The 
email address is never published or at any time available to the 
user. Return emails may be sent to the user email address with 
the persona name and from address showing the generic email 
address used by the service or no address at all. Email 
addresses may also be temporarily assigned to a publisher for 
a limited period of time specified by the publisher. Other 
services such as E-fax, IM and SMS can be handled in much 
the same way by the service so that the real addresses, 
handles, fax numbers, etc. are never published in a way that 
the user may access them. 
0099. One aspect of the trust routing concept is that if the 
publisher trusts certain users they may be given preferential 
treatment by the service over non-trusted or unknown users. 
This may be managed for each contact option through provi 
sion of trusted identity lists that may include names and 
address information for each mode of contact. For example, if 
user 207 is an associate of a publisher and requests a call, but 
the publisher is away at the time, the publisher may authorize 
use of a personal number Such as a mobile telephone that the 
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publisher carries with him. The automated attendant in this 
case can call the publisher at that number only if the publisher 
has authorized it for the calling user. In this case, the number 
may still be withheld from the trusted user only because the 
publisher may not want to set a precedent for using the mobile 
number. There are many possibilities. 
0100 Service provider 203 may have access to services 
209 including one or more ad services and one or more 
branding services. Ad service 209 can be any third party 
service that is capable of delivering dynamic or static adver 
tising to server component 112a for inclusion into interactive 
windows served upon server client code execution by a user. 
Ads may be served at any time during the open connection 
between the server and the server client. Branding service 209 
may be any third-party service that has authorization to create 
skins that advertise certain consumer or commercial brands 
where publishers may select one or more brands for display to 
users. For example, a Soccer coach persona of a publisher may 
select an UmbroTM brand known in the soccer community as 
a maker of high quality Soccer gear. If the publisher is also the 
administrator of a Soccer group, the brand can be propagated 
to all of the iPanels created for the group members that might 
include players and other team Supporters. 
0101. It is noted herein that the above branding concept 
provides a non-traditional vehicle for companies providing 
products and services under a brand to propagate the brand 
through iGroups in a way that is markedly different than the 
way traditional electronic advertisement is practiced. For 
example, ifa soccer team buys cleats and soccer bags from the 
company, its brand may be propagated by a unique skin to all 
of the iPanels of the team (iGroup customer) and is therefore 
made visible to all of the contact users interacting with that 
group including in interaction between the group and other 
groups. 
0102 Branded iGroups may include links that are propa 
gated among the member panels to product and service infor 
mation, links to special discounts or online coupons for brand 
members, links to company product pages and catalogs, and 
so on. An iGroup may become a branded iGroup through a 
sponsorship arrangement, a position that competing brands 
might vie for depending on the dynamics, including Success, 
of the particular iGroup. Branding may also be made avail 
able for single iPanel publishers as well. 
0103) In one embodiment, a publisher may publish a list of 
favorite brands or vendors available through the profile action 
button on the iPanel or some other created action button 
linking to the material. In some cases, a publisher may receive 
Some reward from a company for effectively marketing a 
particular brand. 
0104. In one embodiment, published materials may 
include routing information or knowledge based on a per 
sonal trust network of the publisher, so trust metrics can be 
published to second parties through the iPanel as a Trust 
Agent. 
0105 FIG. 4 is a block diagram illustrating an interactive 
second window 300 invoked by interacting with a telephone 
call button of the interactive window display of FIG. 2. Win 
dow 300 is a secondary window displayed as a result of 
interacting with a call link such as call action button 202a of 
FIG. 2. Window 300 is served to the user for the purpose of 
enabling the user to enter the required information to initiate 
a telephone connection with the contact. As described above 
with respect to FIG. 3, window 300 may be served with the 
original interactive window resulting from server client code 
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execution but may not display unless the user invokes it. 
Otherwise, it may be served over the open connection if the 
user invokes the telephone call option in the original window 
and will display immediately upon service. 
0106 Secondary interactive window 300 has an informa 
tion bar 301 indicating that the user may reach the contact by 
telephone. Bar 301 includes interactive options 305 for clos 
ing the window (X), minimizing the window (-) and for 
restoring the window (+). On the interactive face of window 
300 there is an indication that the user may call Tai Pan and 
informs the user that the telephone number or numbers for Tai 
Pan are protected meaning that the user will not have access to 
a number for the persona Tai Pan. 
0107 A from field 302 is provided on the face of window 
300 adapted to accept an entered telephone number from the 
user. This number is preferably a number for a telephone 
available to the user at the time of the call. A name field 303 
is provided on the face of window 300 adapted to accept a 
name or identification of the user attempting to reach the 
contact by phone. An interactive action button 304 labeled, in 
this example, “Make the call is provided so that the user may 
execute a call request to a server address other than any 
address of the contact. 
0108. In use, a server such as server component 112a 
described above receives the request for a telephone call, the 
server having dial out capability or access to a Voice server 
with the capability for placing a telephone call to the user's 
entered telephone number. The server, analogous to ES server 
112 sets up the telephone channel between the user and the 
publisher by first calling the user at the number entered into 
field 302. When the user answers, the server then dials a 
telephone number for the publisher transparently to the user. 
When the contact answers, the server using IVR or bi-direc 
tional Voice interaction capability states the callers name and 
asks if the publisher will accept the call. If the publisher says 
yes, then the two legs of the telephone channel are connected 
and the user and contact may begin conversing over the tele 
phone channel. During the connection the number identifica 
tion of the publisher is never exposed to the user. 
0109. In one embodiment, constraints may apply to the 
call action executed for a specific contact persona. For 
example, the server receiving the request for a call from a user 
may first consult any action constraints or rules that may have 
been created for the action “call’. The user telephone number 
may be on a trusted user list or a black list. There may be a 
time constraint for placing a call to that persona. If the user 
attempts a call that, due to some constraint cannot be com 
pleted, the server that processed the request may respond by 
asking the user via messaging, through the original window, 
by pop-up indication, or through IVR or automated attendant 
if the first leg of the call channel is established for input. Such 
a message or Voice prompt may provide notice, for example, 
that “The person you are trying to reach is available only by 
email at this time'. 

0110. In one case, presence information may indicate that 
the contact is currently working under another persona asso 
ciated with specific contact information that may be different 
from the contact information and options provided under the 
persona the user has executed and is attempting to contact. In 
this case, the interactive window of the first persona may be 
dynamically substituted by the interactive window of the 
second persona or to the persona known to be indicative of the 
current state and availability of the publisher. Dynamically 
Substituting interactive windows for a single location may 
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require an overriding rule in place for triggering a Substitution 
and similar or same base code for the server client to accept 
the substituted window. In one case, the publisher may be 
working under a persona correctly served to the user via 
interactive window, but may be temporarily unavailable 
because of engagement with a user in one or more of the 
communications modes represented by the action buttons. 
More than one user may execute the code causing multiple 
displays of the same interactive window. 
0111. In a case of unavailability of the publisher for any 
reason Such as due to a pre-planned action constraint or for 
other reasons such as away state, network conditions, etc., if 
the contact request cannot be fulfilled, the user may receive 
notification back through the network connection between 
the client and the server to the local display window the user 
has open or via a separate pop-up message window. In the 
case of a telephone requestifthe user is already connected but 
the publisher cannot or will not accept the call. IVR interven 
tion oran automated attendant may be implemented to inform 
the user of the condition or state and may make one or more 
Suggestions to the user Such as “Try your call again later: 
“Would you like to chat with the contact”; or perhaps, “Con 
tact is currently unavailable at this channel would you like to 
switch channels'. It is noted herein that full telephony modal 
ity may be leveraged in this example, Such as the ability for 
call waiting, call hold, call forwarding, 3-way calling, and the 
like. It is noted herein that secondary interactive messaging or 
call windows may also be carriers of advertising and brand 
ing. 
0112 FIG. 5 is a block diagram illustrating an interactive 
second window 400 invoked by interacting with a text mes 
sage link or email action button of the interactive window of 
FIG. 2. According to an embodiment of the same invention, 
window 400 is served to the user upon selecting the email 
action button 202b of the interactive window DC 110 illus 
trated and described above. 
0113 Window 400 is similar in appearance to an email 
interface and is adapted to allow the user to send a message 
that will be received at a server such as server component 
112a described above and then routed as an email message to 
one or more email addresses of the publisher. Publishers may 
download their email from an IMAP server or may have email 
forwarded to their post office protocol (POP) email account or 
accounts. The server analogous to server component 112a of 
FIG. 3 functions as a proxy messaging server by sending a 
formatted message to, for example, a message router or email 
routing service that will route the message by identity match 
ing the publisher persona to an actual messaging address 
known to the server but not made available to a user. 

0114 Window 400 has a title bar 401 that reads Reach Tai 
Pan via email. Interactive options 305 are also present for 
closing minimizing or restoring the window as described 
further above. The face of window 400 includes a To: line 
indicating that the user is emailing Tai Pan. A notification to 
the user indicates that indicates that the email address of Tai 
Pan is protected. This means that the email address that will 
be the destination address of the message will not be revealed 
to the user. 

0115 The face of window 400 includes a from (From:) 
field 402 adapted to accept input of an email address of the 
user. A name (Name:) field 403 is included on the face of 
window 400 for the user to input a name. A message body 
(Body:) field 404 is provided on the face of window 400 for 
the user to input the message. Message body field 404 is 
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scrollable using scroll bar 405. The interface includes a mes 
sage send button 406. A check box 407 is provided for 
enabling the user to forward a copy of the message to an email 
address of the user, which would be the same address entered 
into the from field. In one embodiment, window 400 might 
also include a mechanism for enabling a user to send attach 
ments though none is illustrated here. 
0116. In one embodiment, the host maintains an email 
routing server that accepts the message body from the user 
addressed to a generic email address, which is not the pub 
lishers address and then routes that message according to 
constraints pre-configured by the publisher as an email mes 
sage to the publishers email address. 
0117 The address of the user may be on a publisher's 
black list or trusted user list. A publisher may maintain a 
temporary email address where certain mail is screened for 
routing to a more permanent address. The contact may have 
forwarding orders to specific email addresses for certain mail 
sent to the address used by the service message router as the 
email contact for the specific persona of the contact the user is 
attempting to reach. Another persona set up by the contact 
may have another email address associated with the email 
action button if one is provided in the interactive window 
representing that persona. 
0118 FIG. 6 is a block diagram illustrating various inter 
active windows presented in various configurations into a 
Web page 501 according to an embodiment of the present 
invention. The user typically uses a browser application 500 
to display a Web page 501 that contains 3 inserted distribut 
able clients (interactive windows) that are displayed in this 
case as a result of Web page loading where all 3 of the clients 
are executed and the windows visible to a user. Browser 
interface 500 is typical of an interface that may be used to 
browse Web pages on the network. At the top of the interface, 
typical browser elements and user options and menus are 
found including search fields; web address navigation field 
and so on typical of any browser application. 
0119. In this example, a Web page 501 having a URL of 
http://abcconsult today.com/contact.htm is displayed as an 
exemplary contact page that might be navigated to from a 
home page of the site abcconsult today.com. Graphics 503 of 
contact page 501 include a list of navigation buttons 507 for 
site navigation, a contact navigation option shaded to indicate 
that it was selected to load page 501. The executed clients 
result in display of interactive window 504 for contacting 
persona Jim Smith, role (VP software), window 505 for con 
tacting persona John Jones, role (Sales), and window 506 for 
contacting Tai Pan, role (Network administrator). 
0120. In this example, interactive windows 504,505, and 
506 are dynamically built as a result of the trigger of loading 
the Web page 501. That is to say that all three distributable 
clients inserted in the page were executed at essentially the 
same time. The information for creating each interactive win 
dow is dynamically served to each server client by a host 
server such as ES 112 described with respect to FIG. 1 further 
above. In one embodiment, hyperlinks may be presented on 
contact page graphics 503 for the three contacts represented 
so that a user may select one to “order an interactive window 
for that persona. In one embodiment with windows 504,505, 
and 506 open, there are three server connections to the server 
or one for each client executed. In one embodiment, if one 
client is executed and has an open interactive window served 
through an open server connection, then Subsequent execu 
tions of clients in the same Web host may use the single server 
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connection to receive the build instructions and data for 
dynamic display of the associated interactive windows. 
0121 Windows 504 and 505 are standard thumbnail views 
each containing a thumbnail picture of the represented pub 
lisher the personae names and roles includes and a plurality of 
action buttons arrayed across the bottom of each interactive 
window. Interactive window 506 represents a “face view' and 
has a much-enlarged picture of the publisher including per 
Sona name and role and including interactive action buttons or 
indicia 202(a-n) arrayed in a vertical column to the right of 
the picture. In one embodiment, the view may be similar to 
the way baseball cards look, for example, personae belonging 
to an iGroup that is a sports team might all have branded 
baseball card panels that can be moused over or clicked once 
to reveal a backside of the card with information about the 
player visible. Such iPanel representations may be printed out 
to physically replicate the branded card with the player's 
picture, years of service, and with team and player statistics 
available on the reverse side of the card. 

0.122. It should be noted herein that other custom views 
different than those described above are possible including 
dynamic view variations that are dependant on the location of 
the distributable client or type of device used to execute the 
client codes to call the interactive windows into display with 
out departing from the spirit and scope of the invention. 
(0123 Windows 504-506 may, in one embodiment, all be 
ordered simultaneously by the act of selecting contact from 
page navigation options 507. In another embodiment, they 
may be ordered separately from the loaded contact page 501 
by separately clicking a linkassociated to a publisher, the link 
invocation serving to execute the associated client code. In 
this case, persona roles identify each interactive window. 
0.124 Jim Smith as a publisher may own more than one 
personae and role. The role illustrated in window 504 is Vice 
President (VP) Software. Jim Smith may also be the press 
contact for the site and may have a distributable client code 
inserted into a press page of the site that may be associated to 
entirely different interactive window features and contact 
options for the press. Therefore, if a user clicks on Press in 
navigation options 507 and navigates to the press page, an 
interactive window for Jim Smith (Press contact) may be 
ordered having completely different contact information 
associated with that role. In this way, Jim may protect is 
identity and manage his incoming flow of communication 
requests according to roles he plays within the company. 
Because the service of the invention is dynamic, state and/or 
presence information may be incorporated into the commu 
nication actions if selected by a user. The user while online 
may select any of the action indicia on the face of the inter 
active window to call up a second window to initiate a com 
munication with the contact according to action constraints. 
The pertinent contact data of the customer is withheld from 
the user so that the user does not have email, IM, telephone, or 
other contact data that the publisher does not want the user to 
have. 

0.125 FIG. 7 is a block diagram illustrating an action 
server and database 600 engaging in constraint application 
relative to a requested action according to input data in an 
embodiment of the present invention. As described above, a 
user interacting with an interactive window by selection of an 
action button initiates contact with a publisher. The actual 
contact action is performed by a server analogous to action 
server component 112a of FIG.3 as a result of input received 
through an input port 601 of the server. 



US 2008/01 63075 A1 

0126 Input data 602 arrives at the server from the 
executed server client as a result of user interaction with the 
interactive window of the client and includes identification of 
the interactive window the user has interacted with by persona 
and role. Input data 602 includes identification of the action 
mode (contact option) selected by the user to initiate contact. 
The data input into the second interactive window includes 
the Source identity of the user Such as the user name or handle 
and the address information or number of the user associated 
with the action mode selected. 

0127. Other information may be known by the action 
server including the server client URL address, the identity of 
the accessing machine (serial number), the network IP 
address of the accessing machine, and the network address of 
the host machine of the server client. However the only infor 
mation required in order to initiate a contact on behalf of the 
user is the identity of the publisher and role which serves to 
identify the interactive window served to the user as a result of 
code execution, the identification of the requested action, and 
the source identity information of the user associated with the 
action request. In some cases, there may be some challenge? 
response interaction required before an action can be initiated 
by the user such as entering a PIN number or password. A 
validation sequence for the entered information may also be 
required in Some cases before an action can be considered. 
0128. In one embodiment, a communication broker 603 is 
provided that has access to a set of dynamic and static rules 
contained in a rules base 604 that may be associated in part 
with the publisher of the specific persona and role serving to 
identify the interactive window. Routing may be primarily 
governed by the publisher identity associated to a particular 
iPanel. Static rules may be pre-defined and associated with a 
persona and role of a publisher, associated with a requested 
action indicia, and associated with a source identity input by 
the user. For example, in input data 602 if an action requested 
is an email communication and the Source identity is on a 
blacklist maintained by the publisher for the persona config 
ured to the interactive window then the state of the event 
“User on Blacklist may determine the action of the server 
and which action constraint from a constraint table 605 to 
apply to the request processing. 
0129. Action constraints are provided in action constraint 
table 605 and include but are not limited to Return to Sender; 
Action Denied; Change Action/Mode; Time Constraint/Ac 
tion; Delayed Delivery/Action; and Record Voice Message. 
There may be many other constraints listed in table 605 
without departing from the spirit and scope of the invention; 
however the several listed here serve well in explanation of 
the invention. 

0130 Communications broker 603 having knowledge of 
the source identity, the action requested, and the window 
identity (persona, role), can search rules database 604 for 
rules that may be pre-defined for the window, source, or 
action, or all of these. Presence and State information may 
also be incorporated and run against the rules. Based on the 
outcome of this process, communications broker 603 may 
select the appropriate constraint from table 605 to apply to the 
resulting action that the server takes. An action execution 
module 606 is provided to execute any server action resulting 
in an output such as an email sent or a call dialed, for example. 
The resulting action is output through the server output data 
port represented herein by output port 607. The server may 
have more than one input and output port as well as queues 
and other server components not illustrated here without 
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departing from the spirit and scope of the present invention. 
The representation here is logical only. 
0.131. In one embodiment, constraint broker 603 is 
spawned as a personal instance of constraint broker for one 
individual publisher that may be a member of a trust network 
or iGroup of individuals with a high level of implied trust 
among themselves. In this embodiment, the broker has access 
to the members interaction history in the group and, perhaps 
other groups the member may be involved with, perhaps 
using other personae. In such as case, one broker may consult 
other brokers to help determine in an advanced way whether 
a user should be trusted or not from a group level standpoint. 
I0132) To illustrate the concept, a user may attempt contact 
with one member and may enter the appropriate Source iden 
tity for initiating the contact. The member may have a trust 
level metric of not trusting new contacts not already listed in 
a trust list. However, the contact may be already listed in 
another members trust list which the current member trusts as 
well. Broker 603, may then check rules 604 and additionally, 
run the identity against the trust interaction history of the 
entire group to determine if the identity has trust already 
established elsewhere in the group. If so, the broker may, by 
rule, override the individual members trust level governing 
that identity. The process may also work in reverse where the 
individual might have allowed the contact but the identity has 
a history of not being trustworthy in interaction with other 
group members. Broker 603 may consult with other personal 
brokers or there may be a master broker provided that handles 
group level trust metrics and has access to all member inter 
actions and trust metrics applied in those interactions. 
I0133) To continue discussion of the process of constraint 
application to output using the example cited further above, if 
the user (source identity) is on a blacklist maintained by the 
publisher for the persona for the communication action 
requested, the broker 603 will consult the rule associated with 
that blacklist and select the appropriate constraint Action 
Denied', for example, from table 605. Therefore, the server 
output will essentially be a denial of action or “request 
denied to the user. This output may be propagated in several 
different ways depending upon the mode of communication 
requested. The server has access to the return address infor 
mation of the Source and can generate an error or denial 
message to that address. The server may serve a pop-up 
message to appear on the Web page the user is working from. 
In telephony, since the user is first called before the publisher 
is called, the first call attempt would never be made in the case 
of a service denial. 

I0134. An action constraint may be tied to presence infor 
mation or other state information about a publisher. For 
example, if a user is attempting a telephone contact, but 
current presence information indicates that the contact is in a 
conference call, then a rule may be available that directs the 
communications broker to select the constraint “Record 
Voice Message'. Again, because the server may know the 
state of the publisher it never has to dial the publisher it may 
simply call the user instead and using IVR or automated 
attendant, ask that the user record a message. In another 
embodiment, the server may by default dial into the voice 
message service and then call the user and connect the user to 
that service when the user answers the telephone. 
0.135 Rules for source identities, personae, roles, and 
action indicia may be changed at any time with Such changes 
manifesting the next time a user orders an interactive window 
through code execution. For example, a contact email address 
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or telephone number may be temporarily disabled for some 
reason. The state may be recorded and the next time the 
window is ordered that action indicia may be grayed out and 
not selectable. Action indicia may no longer be pertinent for 
a persona of the publisher in which case the indicia can be 
dropped for that window. Likewise action indicia may be 
added for persona represented in an interactive window at any 
time. 
0.136 Action requests that make it through the server to 
output are forwarded to the appropriate routing mechanisms 
or service machines that have the capability of establishing 
the communication event whetherit be a message, Voice mail, 
telephone call fax message. Instant message, SMS, or other 
type of communication event. In all embodiments of the 
invention a publisher can only be contacted by a user through 
the action server when. 
0137 1. A server client has been executed 
0138 2. A server connection is opened between the server 
and the executed client 
0139 3. The first Interactive window has been served and 
displayed 
0140 4. The user has invoked a contact option presented in 
the first window 
0141 5. A second interactive window is served and filled 
in by the user and 
0142 6. The action request submitted to the server over the 
server connection 
0143. If the user is trying to get a map of the publisher 
location or simply ordering a publisher profile or some other 
data published through the interactive window them in place 
of step 4, the user would click on the map button or profile 
button. This sends a request for the data to be served and 
displayed, perhaps in a second window adapted to present the 
ordered data. If mapping is requested the request may be a 
link to Yahoo TM or GoogleTM mapping services which may 
also include a third-party option for getting directions in 
which case the user would have to enter a user address. 
014.4 FIG. 8 is a process flow chart illustrating server steps 
700 for determining valid code execution of a server client. In 
step 701, an action server analogous to server component 
112a of FIG.3 receives a request from a distributable server 
client resulting from execution of the client code or identifier 
inserted into a host such as a Web page, for example. In this 
step, the executed code includes a procedure for requesting 
the server connection and further instructions for retrieving 
the required data over the opened connection for building the 
interactive window termed the iPanel by the inventor. 
0145 At step 702, the server checks data associated with 
the request against a set of available rules governing the 
process. The rules set may, at least in part, be pre-configured 
by a publisher owning the server client code. One rule might 
define approved network locations from whence a connection 
may be approved. The publisher has control in this case 
whether the code execution will result in an open connection 
with the server. Another rule may be in place that restricts 
device types that may receive an open connection as the result 
of code execution. Other rules may be in place for determin 
ing what type of window data will be served to the client for 
display. For example, a rule may define layout or resolution or 
some other build option based on location of code execution 
or device type that has executed the code. 
0146 In this example, the server checks these rules before 
granting an open connection to the client. At step 703, the 
server determines whether the conditions of execution pass 
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the rules process or not. The server may determine certain 
data from the original request sent upon code execution Such 
as the network location of the client, the network location of 
the host of the client, and the network address and/or identi 
fication of the machine that caused the code execution. The 
host machine type may also be recognized by the server. In 
Some embodiments, platform identification of the machine 
that will display the interactive window of the open connec 
tion if established may be known. 
0.147. At step 703, if the request passes the evaluation and 
there are no conditions to override a server connection, then a 
server connection between the server and the client is opened 
at step 704. In step 704, the server also serves the interactive 
window for display, through the host, on the accessing 
machine. In the service of the required data for building the 
interactive window, the exact data served to build the display 
may vary according to one or more rules. One rule may allow 
a server connection for any accessing machine with a display 
but may require different versions of the window data for 
different machine types or platform types. So the exact data 
served to build the interactive window may depend in part on 
display device type, platform type of the display device, 
server client location, display device identification, etc. 
0.148. In step 703, if the code is executed and the request 
data does not pass the evaluation the request to open a con 
nection with the server is denied and the process ends at Step 
705. The publisher has the ultimate control over the distribu 
tion of the sever client code. The server client code can be 
pasted or “moved by a user to other host locations. The 
publisher has final authority through the establishment of 
rules relative to Successful execution and server interaction 
between the service of the invention and users who wish to 
contact or interact with the publisher or published content 
provided by the publisher through the interface. 
0149 FIG. 9 is a process flow chart illustrating steps 800 
for user initiation of a contact action and server response 
according to an embodiment of the present invention. Process 
steps 800 begin after a sever client code has been executed and 
the server has opened a connection to the client and served an 
iPanel for display. At step 801, the user device displays the 
interactive window. At step 802, the user may select an action 
button from the interactive window to initiate an action rela 
tive to interaction with the publisher. This process assumes 
the action selected is a communications related action Such as 
a telephone request or a messaging request. Selection of the 
action in step 802 causes a second interactive window to 
display analogous to windows 300 or 400 described further 
above for enabling the user to input source identity data and 
contact data at step 803. 
0150. At step 804, the user sends the request to initiate the 
action to the action server over the opened server connection. 
At step 805, the server receives the request in queue and may 
begin processing the request according to queue processing 
rules. At step 806, the server determines if there are any 
constraints in place relative to the requested action. If there 
are no constraints in place or active then in step 808, the server 
performs the requested action without any constraints. The 
process ends at step 809. In step 806, if the server determines 
that one or more constraints are active for the request then at 
step 807, the server performs an action according to the appli 
cable constraint or constraints. The process ends at step 809. 
The server action in step 806 may vary according to the exact 
rules in place at the time of the request and can range from a 
service denial to performance of an action tangential to the 
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request. For example, if the request was to reach the publisher 
by telephone and the publisher had a rule that users should 
leave a message between the time of 1:00 PM and 2:00 PM 
and the request was received at 1:30 PM then a voice service 
may be used to ask the user to leave a Voice message for the 
publisher. 
0151 FIG. 10 is a block diagram illustrating a facility 900 
for designing and saving interactive windows according to an 
embodiment of the present invention. Facility 900 represents 
a tool or design facility made available to customers of the 
service of the invention to use for designing and configuring 
their iPanel attributes and features. Design facility 900 may 
be provided as a server-based tool accessible through con 
figuration server component 112b described with respect to 
FIG. 3 above, or it may be provided as a customer desktop 
utility. In a preferred embodiment, customers use the service 
of the invention to protect their contact information and use 
the facility to create their own interactive iPanel configura 
tions. A publisher may create as many iPanel configurations 
as desired using the tool. Facility 900 may be provided as part 
of a personal “Dashboard interface that may be offered to 
those who sign up to begin using the service. 
0152. In one embodiment configuration server component 
112b may also include a access for service knowledge work 
ers or other authorized persons to view statistics of usage of 
the system. Such personnel may be authorized to view both 
statistics of usage and activity of individual persona and that 
of a group persona. If a branding service is used, a branding 
agent may be authorized for viewing brand consumption 
statistics like impression and click-through usage statistics 
for a group or individuals. Statistical reporting may be, in 
Some cases pre-configured, and can be pushed to third party 
systems as regular reporting. Advertisers may also be autho 
rized to view similar statistics likead service statistics includ 
ing impression and click-through stats. 
0153. Facility 900 includes a persona field 901 enabling a 
customer to enter a name or persona that they wish to repre 
sent them. Facility 900 includes a role field for a customer to 
enter a role for the window. The customer may use many 
name variation for the persona Such as a nickname, Sir name, 
first name, or handle. A role can be any position or title the 
customer chooses. A role may be chosen that is real, comedic, 
fictitious or otherwise. A role can include a relationship state 
ment such 'goalie of the team and Son of the coach'. 
0154) To illustrate one possible application, an iGroup 
may be assembled of neighbors in a neighborhood to form a 
neighborhood watch iGroup. Members of the group may have 
published pictures of their kids, pets, etc on their iPanels. A 
member may, if a pet or kid goes missing send an emailblast 
to all of the other group members including a picture, descrip 
tion, and concern statement. Such a blast may include an 
audible cellphone alert and/or land line alert that will also be 
propagated to all of the members cell phones and/or land 
lines if the situation is an emergency. 
(O155 Facility 900 includes a window 903 and an associ 
ated browse button 904 enabling the customer to upload a 
photo or relative media such as a likeness of the publisher. 
This photo, which may be an image, short video, an anima 
tion, or a cartoon, may be connected to the role the publisher 
is adopting for the window. A display view option 905 allows 
the customer to select how the interactive window will dis 
play according to provided options. In this case, the options 
are thumbnail view or face view. 
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0156. A drop down color scheme menu 906 is provided to 
allow the customerto select a color scheme for the interactive 
window. A range of color Schemes may be provided. The 
customer may develop his or her own personal scheme in one 
embodiment using known design tools that may also be made 
available to the customer along with facility 900. In one 
embodiment, branding is available where the publisher may 
select a “skin' artistically designed to dress the interactive 
window and to promote a specific brand authorized by the 
service. 
0157 Facility 900 includes one or more action option that 
a customer may select to include as user-selectable contact 
options in his or her interactive window. The option Call 
includes a field 907 for entering one or more telephone num 
bers. The option Email includes a field 908 for entering one or 
more email addresses. The option IM includes a set of mes 
saging options 911 for enabling the customer to select which 
of supported IM messenger he or she wishes to use to receive 
messages. An IM field 910 is also provided for entering the 
screen name of the customer for the messenger option 
selected. 
0158. A map option is provided with an address field for 
entering the address or cross Streets for a location the cus 
tomer wishes to provide a map for and/or directions to. A 
profile option is provided with a field 913 for entering profile 
or bio text for the customer. The bio or profile text entered 
may relate to the role the customer has selected. 
0159 Facility 900 has a Save and Close option 914 for 
saving a current configuration and then quitting. Facility 900 
has a Save and New option 915 for saving a current configu 
ration and then staring a new interactive window. Facility 900 
also has a Cancel option for cancelling a current configura 
tion. In one embodiment, a delete option may be provided for 
deleting current interactive windows that are no longer 
desired. In this case, each configuration is saved and can be 
recalled by the customer. The mapping service may be any 
known third-party service. 
0160 FIG. 11 is a block diagram illustrating a facility 
1000 for configuring action constraints according to an 
embodiment of the present invention. Action constraint con 
figuration facility 1000 may be a tool made available through 
a dashboard interface along with configuration facility 900 
described above. Facility 1000 has a title bar 1001 indicating 
the name and role of the owner of the interactive window that 
constraints are being configured for. In this example, the 
name and role identify the iPanel configuration for which 
constraints will be configured using facility 1000. In one 
embodiment, the name and role indicia comprise name and 
role fields in which the name and role may be changed to call 
up a constraint configuration window for another interactive 
window. In one embodiment, facility 1000 may be invoked 
for an interactive window from the design facility used to 
create the window. 
(0161 Facility 1000 has a workspace 1002 that may be 
scrollable depending on the extent of content for display. In 
one embodiment, facility 1000 is generic and includes a data 
entry box for entering the persona and role identifying the 
window and also includes set of drop down menus 1005. A 
first drop down menu is provided for selecting an action 
available to users of the interactive window to configure con 
straints for. A second drop down menu is provided for select 
ing constraints to activate for the action. In this case, the 
constraint selected for the persona Tai Pan Network admin 
istrator and the action Email is Return to Sender. 
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0162. Once the first part of the facility form is correctly 
filled a dynamic window appears to enable continued con 
figuration according to a next logical step of associating a rule 
and email address to the constraint Return to Sender. A 
dynamic window section 1003 contains related options for 
continuing configuration of the constraint Return to Sender. A 
set of options is provided in window 1003 for activating the 
constraint Return to Sender for all non-trusted identities or for 
only black listed identities. An identity on a black list may be 
a name, and email address, or both as an entry. 
0163 Configuration window 1003 includes a text box 
1006 for entering one or more email addresses or for selecting 
all email addresses to activate the constraint for. Standard 
options Cancel, Default Settings (view), and Save are pro 
vided in the dynamic window. In one embodiment, the cus 
tomer may continue to select constraints for the action email 
to bring up new dynamic windows to fill in until all of the 
desired constraints are activated for the desired email 
addresses. 
0164. After configuring constraints for email, the cus 
tomer may select another action to configure action con 
straints for such as Call/telephone. In this case the customer 
has selected the action “Call” and the constraint “Record 
Voice Message from a dropdown menu set 1007. In one 
embodiment, there is only one drop down menu set for select 
ing actions and constraints for configuration. For example, a 
customer may select an action and configure all of the 
selected constraints for that action, and then select a next 
action in the same menu whereby the constraints for that 
action are selectable in the adjacent menu. The illustration of 
two menu sets is for illustrative purpose only. 
0165. After selecting an action and constraint, a dynamic 
window 1004 may be served with configuration options 1008 
presented. For the action Call and the constraint Record Voice 
Message, options 1008 include exemplary options Activate 
for all telephone numbers'; 'Apply only when line is in use': 
“Activate only for followed by a text field for entering one or 
more telephone numbers; and “Apply when line is not 
answered after rings' where the space is adapted to 
accept a typed number. The options just described are exem 
plary only. There may be more options presented without 
departing from the spirit and scope of the present invention. In 
one embodiment custom rules may be created Such as 
“Record voice message if calls” where the blank is 
adapted to accept a name or source number. 
(0166 Window 1004 contains some other options 1008, for 
example, one for recording a greeting and on for uploading a 
pre-recorded greeting. Standard options for cancel, default 
settings (view) and save are also illustrated. In this example, 
facility 1000 is a scrollable facility. Certain configuration 
options may exist by default for all Supported action con 
straints. 
0167 FIG. 12 is a block diagram illustrating an iGroup 
Panel 1200 and associated memberiPanel icons. As described 
further above in this specification, iPanel users may belong to 
a socially networked group of individuals defined by an 
iGroup Panel that may be administered by a trusted member 
of the group. As iPanels enable communication while pro 
tecting identity for individuals interacting with users, they 
may also used for intercommunication between iGroup mem 
bers who respect identity space amongst themselves. An 
iGroup may also be used to propagate any publishable mate 
rials to be shared by group members, the members using 
individual IPanels to access the published materials. Example 
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of these may include but are not limited to shared email 
addresses or contact points, group maps, video or other media 
collections, and the like. 
0168 iGroup panel is an iPanel interactive window 
executable from a sever/client code just as the iPanel 
described further above. Therefore, interactive window 1200 
is an iPanel used by a group administrator to maintain and 
moderate group members illustrated in this example as iPanel 
icons 1201 visible within interactive window 1200. Icons 
1201 representing individual executable iPanels may be 
viewed differently within window 1201 such as tall icons 
instead of wide icons, or a list view that lists the personae, 
roles, and any contact information and contexts that are not 
protected masking contact values that are protected. An 
option may exist for an administrator to view all contact 
information in list view in an unprotected manner. 
0169. In one embodiment, a list view of iGroup members 
iPanels may be assembled as the result of entering one or 
more tags applied to individual members. For example, one 
may order a list of all of the “players' of an iGroup that is a 
hockey team by using the tag "players' to assemble the list. 
Players that have multiple tags such as players and midfield 
ers could be isolated quickly by using the additional tag 
midfielders along with players to assemble the more granular 
list. This embodiment is not dependant on list view as the 
display be set for iconic view including wide view, tall view, 
or even a baseball card style view of each member iPanel. 
(0170 Interactive window 1200 as a distributable client 
can be distributed to host locations such as Web pages or 
Web-integrated documents and applications running on elec 
tronic appliances by inserting the code Snippet (client code) 
into the host page, application, or document. Execution of the 
code may occur upon a trigger as described relative to iPanel 
execution. 

0171 Interactive window 1200 representing an iGroup 
may be created through a dashboard interface using a facility 
similar to facility 900 for configuring an iPanel for an indi 
vidual. A group picture 1203 may be provided in the form of 
a jpeg, gif, or png format. Likewise an audio or audio video 
short presentation as well as animated cartoons or avatars 
may also be used instead of a still image. Depending on the 
group identity, an insignia or some other artistic rendering of 
a group logo or the like might be used. Some iGroups may be 
restricted for security to members interacting within the con 
fines of the group with no outside communication. In this case 
authentication may be required to activate an iPanel of any of 
the group members in order to interact with the window 
features. Window 1200 includes a space for the name of the 
group (GROUP NAME) and for a role of the group (ROLE). 
An example might be Group Name United Church Wom 
en's Association and the Role of the group might be At Risk 
Youth Support Network. 
0172. Like an iPanel, an iGroup panel may include action 
buttons 1202 allowing users who have executed the client 
code to display window 1200 to learn more about the group 
(MISSION, NEWS, MEDIA), call the group (CALL), email 
the group (EMAIL), apply for group membership (JOIN), or 
request some other action relative to the group. The action 
buttons may be subject to rules and constraints as described 
relative to the iPanel. The identity protection features may 
also be extended to the group action options 1202 in general 
in Some cases. For example, a secret Sorority may require 
complete anonymity with respect to outside users who may 
request interaction with one or more of the groups members 
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who may be unknown to the user. A law enforcement group or 
task force may use iGroup capabilities to receive information 
from outside the group without compromising any informa 
tion about the group or group members. 
(0173 Members 1201 are each executable from interactive 
window 1200 by virtue of being nested as individual iPanels 
within the window. Therefore, a user who executes the iGroup 
code and displays window 1200 may navigate through mem 
bers 1201 and execute the code for any one of them to receive 
an iPanel for communicating to that member. In this regard, 
publishers who are members of the iGroup may contact other 
members through their iPanels by executing them from the 
administration interface or from any other distributed loca 
tion. In one embodiment, an iGroup member may contact 
another iGroup member by sending a message using the 
iPanel the message including the client code for the request 
er's iPanel, which may be executed in a displayed email 
message or from an IM interface. An administrator may, in 
one embodiment click edit within any of the member icons to 
open a configuration facility for editing that iPanel member 
configuration. In one embodiment, iGroup members may be 
enabled to edit their own configurations if desired, or the 
configurations of others whom are trusted. In one embodi 
ment, an iGroup is a family network and a mother, for 
example, may edit the iPanels of the father and all of the 
children/ 
0.174. It is noted herein that an iGroup panel is deployable 
and the individual iPanels associated with the group are also 
deployable. If a user not belonging to the group executes any 
of the iGroup member panels, the panels might contain indi 
cia indicating that this member belongs to an iGroup and an 
action mode button for linking the user to a location contain 
ing the iGroup panel. Therefore, communication can occur 
separately using iPanels of iGroup members and those panels 
may provide access as well to the main group panel for 
communication to the entire group or for contacting other 
iGroup members or the administrator(s) of the group. 
0175. In the case of member to member communication 
within the boundaries of the iGroup, email correspondence 
may take place wherein each participant's identity (email 
addresses) is protected from the other. Protection may also be 
one-way protection, for example, a pastor of a church group 
and iGroup member may contact parishioners, also members 
of the group using their iPanels whereby the identities, con 
tact information is withheld from the pastor. A student group 
having one or more teachers mentoring them may also use 
identity protection afforded by the service to prevent the 
teachers from obtaining their cell phone numbers, email 
addresses, IM handles, etc. Likewise the teachers may wish to 
protect their personal contact information from falling into 
student hands. 

(0176 Window 1200 includes administrative options 1204 
which include the options Edit, View, and Actions. Option 
1204 (Edit) is an editing option allowing the administrator to 
make configuration edits to the iGroup panel using a dash 
board configuration tool. Clicking on Edit may be a shortcut 
to the appropriate configuration facility. Option 1204 (View) 
enables the administrator to view members 1201 in iconic 
form (Tall or Wide) or in list view form which includes all of 
the member details including contact information. One list 
view option provides the administrator with an unprotected 
view of the members details so all of the contact information 
is visible. Another list view option provides the administrator 
with a protected view that masks the critical member infor 
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mation that the members want protected. In one embodiment, 
an administrator of an iGroup may only be allowed to view 
the protected version of the members list view. 
0177 Alist view may be a column and row table where the 
columns identify member attributes and rows identify the 
members. A column heading for a list view may appear as 
follows: 

Member Settings Item Label Number-Address 
(0178 Under the column heading “Member” for each row 
is the name and an optional relationship statement of each 
member of the group. Under the column heading “Settings' 
for each row are the role and any other settings for each 
member. A setting option may be that of administrator or 
group member. There may be more than one administrator for 
a group. Also under settings, there may be one or more tags 
attributed to the group member. Such tags may be added to 
members settings and can also be used in a search interface 
provided within window 1200 as search criteria for searching 
members of the group. 
0179 Under the column heading “Item', for each row, the 
action items available for those members are listed such as 
phone, email, and map that might be listed for a specific 
member. Under the column heading “Label for each row or 
the labels attached to each of the member's contact identities 
and addresses. A label may be added like a tag and may 
include work for a work number or address, home for a home 
number or address, the name of the group to specify a generic 
group number or address, mobile to specify a mobile number 
or address, and so on. 
0180 Under the column labeled “Number-Address' for 
each row are the actual member contact numbers and 
addresses. Numbers and addresses that are protected are not 
displayed and ones that are unprotected are visible. The num 
bers and addresses listed correspond to the labels provided in 
the preceding column. 
0181 Administrative option 1204 (Actions) provides a 
drop-down list of available actions that an administrator may 
take relative to the iGroup or members of the iGroup. The 
actions may include but or not limited to the following: 
0182 1. New Member Adding a new member to the 
iGroup. 
0183 2. Tag Member—Applying tags to members set 
tings. 
0.184 3. Edit Email Addresses Updating email informa 
tion. 
0185. 4. Send Invitations All Blasting invitations to all 
group members. 
0186 5. Create Email Addresses—Creating email 
addresses for group members for identity routing purposes. 
0187 6. Import New Members—Importing new members 
from a file such as a profile V-Card or the like. 
0188 7. Export Members—Exporting members from the 
iGroup to another iGroup or to a file for import into another 
application. 
(0189 8. Delete Members Deleting selected members 
from the iGroup 
(0190. 9. Delete All Members Deleting all members from 
the group (group disbanding). 
(0191 10. Delete iGroup Removes reference to the 
iGroup anywhere in the service. 
0.192 The option 1204 (Edit) may bring up a configuration 
interface used to create the iGroup enabling the administrator 
of the group to edit attributes of the group. 



US 2008/01 63075 A1 

0193 An administrator may edit the iGroup name includ 
ing a long name and a short name and the Role of the group. 
An administrator may change or edit the group picture 1203. 
An existing group picture may be swapped for a group slide 
show or some other presentable media such as the options 
previously described. 
0194 An administrator may create a domain and sub 
domain for the iGroup and configure the domain host or 
registrar. Options may be presented in the configuration facil 
ity for configuring, testing and deleting the domain. A domain 
is required for assignment of iGroup email addresses for all of 
the members. 
0.195 An administrator may edit tags applied to members 
as described above and may also configure email or Voice 
“blasts to be sent to members having certain tags. For a 
hockey team an email blast might be directions to a tourna 
ment sent to all members having the tag “player” or “parent'. 
In one embodiment, a WIKI application may be part of 
iGroup functionality wherein each iGroup member may use 
the WIKI for group discussion, collaboration, and link-aggre 
gation of resources. A WIKI application may also be provided 
to a single publisher iPanel and made available by an action 
button to those who interact with that panel. 
0196. An administrator may register the iGroup to a gen 
eral telephone service number with further routing to member 
numbers performed based on identity. The administrator may 
also configure IVR services for the iGroup. The administrator 
may register the iGroup for third-party mapping services so 
any member can provide maps and directions to their loca 
tions. iCroups may also have a general iGroup map created 
that maps the physical locations of addresses that are com 
mon and/or important to the group. In an iGroup for example, 
a Soccer team, the system may provide dynamically updated 
driving instructions to game locations that may part of an 
emailblast to parents and players and that may be available to 
users accessing the iGroup interface. 
0.197 An administrator may set the default member com 
munications channels to be made available to each member of 
the group. And may further specify which member locations 
are authorized for those channels. The edit interface or group 
configuration interface may be saved or canceled after editing 
is complete. The actual interface may very in display format 
or appearance but may be similar inform to the configuration 
tools used to configure single iPanels and action constraints 
illustrated in FIG. 10 (Facility 900). 
0198 In one embodiment of the invention an administra 
tor may apply a calendar constraint as presence information 
that may affect all of some members of an iGroup in terms of 
communication states and action options. For example, if an 
iGroup is a traveling Soccer team then presence state for 
“Players' may indicate “Game Time' in each of the player 
iPanels during the actual time the players are engaged in a 
Soccer game. A user attempting to contact one of the players 
may see this presence state, which may also include the time 
that the player will be available for communication. 
(0199. With reference to a publisher having multiple iPan 
els, new presence terminology might be developed for indi 
cating presence States. Right after work, an iPanel user might 
have a presence state “Play Time’ configured to display to 
users. The state may automatically trigger a presence state of 
Available' in one or more of the publishers more leisurely 
personae. 
0200. It will be apparent to one with skill in the art that the 
action initiation system of the invention may be provided 
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using some or all of the mentioned features and components 
without departing from the spirit and scope of the present 
invention. It will also be apparent to the skilled artisan that the 
embodiments described above are specific examples of a 
single broader invention, which may have greater scope than 
any of the singular descriptions taught. There may be many 
alterations made in the descriptions without departing from 
the spirit and scope of the present invention. 

What is claimed is: 
1. An information-sharing system, comprising: 
a server in a wide-area network coupled to a data reposi 

tory; 
Software executing on the server, providing services for a 

first person; 
wherein the first person is enabled to create one or more 

personae stored in the data repository, at least one inter 
active window associated with individual ones of the 
personae and deployable to one or more electronic appli 
ances, and one or more rule sets associated with indi 
vidual ones of the personae, the rule sets defining and 
limiting server functions that may be initiated through 
individual ones of deployed interactive windows, the 
interactive windows and rule sets enabling the first per 
son to control identity and contact information made 
available to users of deployed interactive windows. 

2. The system of claim 1 wherein deployment of an inter 
active window is through creation of code modules or iden 
tifiers associated with the interactive window, the code mod 
ule executable by an electronic appliance to insert second 
code into a specific application, which second code when 
executed by the application causes the electronic appliance to 
establish communication with the server identifying at least 
the electronic appliance and the application, to retrieve third 
code and data from the server, which the electronic appliance 
uses to display the interactive window. 

3. The system of claim 2 wherein the at least one interactive 
window comprises first indicia identifying one of the perso 
nae and at least one link having second indicia identifying a 
mode of action, the at least one link selectable by a second 
person using the electronic appliance and viewing the inter 
active window to initiate a request for action to the server. 

4. The system of claim3 wherein one or both of the identity 
indicia of the persona and the modes of action displayed by an 
interactive window may be varied by the server dependent on 
one or both of the identity of the electronic appliance and the 
identity of the application. 

5. The system of claim 3 wherein modes of action include 
at least one of a request for communication with the first 
person associated at the server with the persona identified in 
the interactive window and a request for information associ 
ated with the first person. 

6. The system of claim 5 wherein the request for action 
identifies a mode of communication. 

7. The system of claim 6 wherein the modes of communi 
cation include one of establishing a live Voice call, a text 
messaging channel, a voice mailbox, and email. 

8. The system of claim 6 wherein indication of presence of 
a first person for receiving a communication is provided in the 
interactive window. 

9. The system of claim 3 wherein a group persona may be 
created defining a group of individual personae related by any 
one or more of activity, family, formal membership, political 
affiliation, or other relationship. 
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10. The system of claim 9 wherein modes of action may 
comprise sending a message to all or selected ones of the 
persons in a group identified by the group persona or publish 
ing information to all or selected ones of the persons associ 
ated by persona in a group identified by the group persona. 

11. The system of claim3 wherein the server, in response to 
an action link being selected by a person viewing an interac 
tive window, may request additional information from the 
person initiating the action link, and may vary and restrict 
server functions according to the additional information pro 
vided or not provided. 

12. The system of claim 2 wherein the code modules or 
identifiers may be copied from appliance to appliance. Such 
that, when inserted into a new appliance and used, the identity 
of the new appliance and the application executing the code is 
provided to the server, which may vary response accordingly. 

13. The system of claim 1 comprising an interactive con 
figuration window that may be used by authorized persons to 
view statistics of usage of services of the system. 

14. The system of claim 1 wherein authorized persons may 
view statistical activity and status of individual personae and 
group perSonae. 

15. The system of claim 3 wherein an interactive window 
may comprise a commercial display or brand. 

16. A method for sharing information, comprising steps of 
(a) creating in a server in a wide-area network, a persona 

associated with a first person and stored in a data reposi 
tory coupled to the server; 

(b) creating in the server an interactive window deployable 
to electronic appliances, the interactive window associ 
ated with the persona and comprising one or more inter 
active links for initiating server functions; 

(c) creating a rule set associated with the persona and 
operable on the server, the set of rules defining and 
limiting the server functions that may be initiated 
through a deployed interactive window, the rule sets 
enabling the first person to control identity and contact 
information made available to users of deployed inter 
active windows. 

17. The method of claim 16 wherein deployment of an 
interactive window is through creation of a code module 
associated with the interactive window, the code module 
executable by an electronic appliance to paste second code 
into a specific application, which second code when executed 
by the application causes the electronic appliance to establish 
communication with the server identifying at least the elec 
tronic appliance and the application, to retrieve third code and 
data from the server, which the electronic appliance uses to 
display the interactive window. 

18. The method of claim 17 wherein the interactive win 
dow comprises first indicia identifying the personae and at 
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least one link having second indicia identifying a mode of 
action, the at least one link selectable by a second person 
using the electronic appliance and viewing the interactive 
window, to initiate a request for action to the server. 

19. The method of claim 18 wherein one or both of the 
identity indicia of the persona and the modes of action dis 
played by the interactive window may be varied by the server 
dependent on one or both of the identity of the electronic 
appliance and the identity of the application. 

20. The method of claim 18 wherein modes of action 
include at least one of a request for communication with the 
first person associated at the server with the persona identified 
in the interactive window and a request for information asso 
ciated with the first person. 

21. The method of claim 20 wherein the request for action 
identifies a mode of communication. 

22. The method of claim 21 wherein the modes of commu 
nication include establishing one of a live Voice call, a text 
messaging channel, a voice mailbox, or an email. 

23. The method of claim 21 wherein indication of presence 
of a first person for receiving a communication is provided in 
the interactive window. 

24. The method of claim 18 wherein a group persona may 
be created defining a group of individual personae related by 
any one or more of activity, family, formal membership, 
political affiliation, or other relationship. 

25. The method of claim 24 wherein modes of action may 
comprise sending a message to all or selected ones of the 
persons in a group identified by the group persona or publish 
ing information to all or selected ones of the persons associ 
ated by persona in a group identified by the group persona. 

26. The method of claim 18 wherein the server, in response 
to an action link being selected by a person viewing an inter 
active window, may request additional information from the 
person initiating the action link, and may vary and restrict 
server functions according to the additional information pro 
vided or not provided. 

27. The method of claim 17 wherein the code modules or 
identifiers may be copied from appliance to appliance. Such 
that, when pasted into a new appliance and used, the identity 
of the new appliance and the application executing the code is 
provided to the server, which may vary response accordingly. 

28. The method of claim 16 comprising a step for viewing 
by authorized persons, statistics of usage of services of the 
system through an interactive configuration window. 

29. The method of claim 16 wherein authorized persons 
may view statistical activity and status of individual personae 
and group personae. 

30. The method of claim 18 wherein an interactive window 
may comprise a commercial display or brand. 
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