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METHODS FOR SPREADING OR PREVENTING SPREADING OF INFORMA-
TION IN A NETWORK

Field of the Invention

The present invention refers to a set of methods for manag-
ing networks (both logical and physical networks), within a
number of areas. More particularly the present invention
discloses methods for spreading or preventing spreading of
information in a network, where the network consists of any
number of network nodes connected by links. The inventive
methods are based on the method of analyzing networks dis-
closed in Norwegian patent application NO 2003 5852; the
content of this application is hereby incorporated by ref-

erence.

Background of the invention

Tt is a well known fact of this century that electronic in-
formation can spread to many people in a very short time.
This fact is good news for some people (spammers, blog-
gers), but can be rather bad news for those persons respon-
sible for security. The battle against viruses, spam, and
other forms of harmful or undesirable, self-propagating in-

formation is never-ending.

In the following invention disclosure the problem of the
spreading of information has been approached from the di-
rection of network analysis. The present invention includes
both methods for helping information to spread more effi-
ciently, and methods for hindering the spreading of un-
wanted information (e.g., viruses). Much of the background
discussion in the present invention disclosure is relevant
to either purpose (helping desired information, or hinder-
ing unwanted information). In this document we will often
use language (‘epidemic’, ‘infection’, etc) which is nor-
mally appropriate for the description of the spreading of

unwanted information. Our convention is however that this
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epidemic-oriented language refers implicitly to both de-
sired and undesired information, unless otherwise speci-

fied; it is used only for convenience.

There are many kinds of models for epidemic spreading. In
perhaps the simplest class of such models, one assigns to
each node only one of two possible states: ‘uninfected’ or
‘infected’. If you are uninfected (‘susceptible’), you are
deemed liable to be infected by any infected neighbours.
Correspondingly, if you are infected, you remain so for the
duration of the experiment—and you remain capable of in-
fecting any or all of your neighbours. Of course, on some
appropriate time scale, nodes become ‘immune’ to the infec-
tion: a human develops antibodies, a machine gets antivirus
software, the gossip becomes boring, or the innovation be-
comes outmoded. We focus on a shorter time scale here, so
that we can ignore the state of acquired immunity. The
technical name for our model of spreading is ‘SI’, since

the nodes have only two states: Susceptible or Infected.

Since spreading takes place over the links of a network, it
is clear that the topology of the network can have a pro-
found influence on the spreading process. In particular, we
believe that the best understanding of spreading will come
from a perspective which is based on a view of the whole
network, and on an understanding of that network’s struc-
ture. In earlier work [1l], we have presented an approach to
the analysis of network structure which is applicable to
any network with symmetric (undirected) links. We also sug-
gested that the analysis should be useful for the under-
standing of spreading over such a network. Recently [2], we
have developed a detailed semi-quantitative theory for how
spreading takes place on such networks. The theory igs based
entirely on our structural analysis. The present invention
addresses the question of active design or management of
networks for the purpose of controlling (helping or hinder-
ing) spreading. Our analysis offers clear suggestions for

how to control spreading in both of these senses.
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Our approach departs from previous work in that we focus on
both the time and spatial progression of the epidemic
spreading. We take a spatial resolution which is not micro-
scopic, but rather at the level of ‘neighbourhoods’—
connected sub-graphs with roughly the same spreading power.
More traditional approaches (reviewed in [4]) start from
the ‘well-mixed’ approximation, that every node can infect
every other with some probability, at all times. This ap-
proach may be said to have no network perspective; or, it
may be said to postulate a graph with extremely good mix-
ing-such as a random graph of high degree, or a complete
graph. The review of Newman [4] also discusses more recent
work, involving a network perspective. All such work is
based on whole-graph properties, such as the node degree
distribution; also, these approaches have focused on ob-
taining whole-graph results, either over time [5,6]1, or fo-
cusing especially on the infected fraction at very long
times [7]. This latter question is of course only interest-
ing for models more complex than the ST model; and indeed
most work is directed towards the behaviour of the SIS
model (where nodes lose their infection after some time,
and so become Susceptible again), or the SIR model (where
nodes, after losing their infection, go through a refrac-
tory period). Finally, we note that work analysing only
whole-graph properties cannot give the kinds of specific
design improvements that are embodied in the present inven-

tiomn.

Brauer [8] has examined the SI model for the case that the
nodes (organisms, especially humans) are born and die. Be-
cause of the addition of these dynamic features, the steady
infection rate is not necessarily 100%. This work uses the
well-mixed approximation, which gives rise to coupled ordi-
nary differential equations. Hence it too cannot suggest
local, specific design improvements of the type included in

the present invention.

A work which ig perhaps closest to the present work is that
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of Wang et al [9]. Their model is SIS, in that nodes can be
“woured”; but it is based on a fully microscopic view of the
network. In fact, their time evolution operator is the same
as that we develop in Ref. [2], with two differences. One
is their addition of the “curing” term. This term is simply
a multiple of the unit matrix, and so does not change the
dominant eigenvector—which remains that of the adjacency
matrix A. Because their model is SIS, the long-time infec-
tion fraction is not obvious, and must be solved for. The
second difference in the time evolution operator of Wang et
al is that they neglect the cross terms — i.e. those aris-
ing from multiple transmissions to an infected node. This
approximation is valid for low infection fraction—while (as
we discuss below) it may also be good even as the infection
fraction becomes large. Wang et al report simulations which

offer some support for this statement.

We emphasize that our work, like that of Wang et al [9],
uses the full adjacency matrix A in modelling the time evo-
lution of the infection. Thus we start from a microscopic
foundation. However, we will quickly appeal to a
‘mesoscopic’ picture, in which it is meaningful and useful
to speak of neighbourhoods and their properties. As far as
we know, our work is unique in this regard. This neighbour-
hood picture is the basis for the methods (for improving
the design of networks) which constitute the present inven-

tion.

Summary of the invention

It is an object of the present invention to provide a
method for improved spreading of information in a network,
and a corresponding method with the opposite aim, namely to

hinder the spreading of harmful information in a network.

These objects are achieved in the methods disclosed in the
appended patent claims. In its first aspect, the present

invention provides a method for aiding the spreading of in-
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formation or physical traffic in a network, said network
including a number of network nodes interconnected by
links, including:

mapping the topology of the network,

computing a value for link strength between the nodes,
computing an Eigenvector Centrality index for all nodes,
based on said link strength values,

identifying nodes which are local maxima of the Eigenvector
Centrality index as centre nodes,

grouping the nodes into regions surrounding each identified
centre node,

and with the characterizing feature of connecting at least
one node of high Eigenvector Centrality Index in a first
region with at least one node of high Eigenvector Central-

ity Index in a second region.

The second aspect of the invention relates to a method for
spreading information or physical traffic in a network,
which includes as its characterizing feature to add at
least one new node, and connecting at least one existing
node of high Eigenvector Centrality Index in each of a

first and second region with this said node.

Tn its third aspect, the invention relates to a method for
preventing spreading of information or physical traffic in
a network that is characterized in inoculating at least one
node of high Eigenvector Centrality Index by blocking any

transmission of unwanted information on all links in/out of

said node.

Tn its fourth aspect, the invention relates to a method for
preventing spreading of information or physical traffic in
a network, said method being characterized in inoculating
at least one link of high Eigenvector Centrality Index con-
necting two regions by blocking any transmission of un-

wanted information on said link.

Brief description of figures
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Tn order to make the invention more readily understandable,
the invention will now be discussed in detail in reference
to the accompanying figures, in which:

Figure 1 is a schematic diagram showing the topographic
view of a network, as used in the present discussion of the

invention, with two ‘mountains’ (regions).

Figure 2 is a schematic picture showing epidemic spreading
in one region. The two regions of Figure 1 are now viewed

from the ‘side’, as if they were really mountains.

Figure 3 is a schematic picture of the progress of an in-
fection.

Figure 4 is a schematic picture of connecting two high-EVC

nodes in different regions with a link.

Figure 5 is a schematic picture of connecting centres with

a link.

Figure 6 is a schematic picture of the procedure of inocu-

lating the centre nodes in regioms.

Figure 7 is a schematic picture of the procedure of inocu-
lating a ring (centred at the region centre node) of nodes

one hop away from the region centres.

Figure 8 is a schematic picture of the procedure of inocu-
lating high-EVC bridge nodes.

Figure 9 is a schematic picture of the procedure of inocu-
lating a high-EVC bridge link.

Figure 10 is a schematic picture of two different ways of
connecting two subsets of nodes. In A, all the nodes in the
one set are connected to all the nodes in the other set. In

B, an extra node is inserted, and this new node has connec-
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tiong to all or some of the nodes in each subset of nodes.

The new node has a star topology.

Figure 11 is a schematic picture of two different ways of
connecting a set of centre nodes. In A, all the centre
nodes are connected to all other centre nodes. In B, an ex-
tra node is inserted, and this new node has connections to
all or a subset of the centre nodes. The new node has a

star topology.

Detailed description of the invention

1. Topography from topology

An essential aspect of our approach to analysing the struc-
ture of a network is to define a measure of centrality for
each node in the network. There are in fact many different
measures of centrality, most of them coming from social
science [10]. Our aim has been to find a measure of cen-
trality which implies well-connectedness. Furthermore, we
want a notion of well-connectedness which is not purely lo-
cal. That is, we want a definition of well-connectedness
(centrality) for node i which tells us something about the
neighbourhood of node i. We reason that this kind of cen-
trality can be useful for defining well connected clusters
in the network, and, based on that, for understanding
spreading on the same network.

Our strategy is to choose eigenvector centrality [1l] as a
useful measure of well-connectedness. Eigenvector central-
ity (EVC) has the desirable property that—since it depends
on the properties of the neighbourhood of a node, and not
just of the node itself—it is rather ‘smooth’ over the
graph (or network; we use these terms interchangeably).
This is in contrast to the related quantity degree central-
ity, which simply counts the links leaving a node and so is
completely local.
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Let us elaborate on this difference. We start with degree
centrality. It measures the ‘importance’ or connectedness
of a node simply by counting the node’s neighbours. Hence
the degree centrality of node i is its node degree k.
Clearly this quantity is completely local: a given node may
have a very high degree centrality, and yet all of its
neighbours may have a very low degree centrality — there is
no correlation between thig quantity from one node to its
neighbours. Eigenvector centrality is seemingly (at least,
in words) only a slight modification. To find a node’s EVC,
one (again) counts the node’s neighbours. but weighting the
count by the centrality (EVC) of the neighbours. That is:
it’s not just how many people you know, but who you know
that matters. Mathematically we express this by

e, = (const)x Zej . (1)
J=mn(i)

Here e, is the EVC of node i, and j=nn(i) means only sum
over the nearest neighbours of i. This definition is
clearly circular—my centrality depends on that of my
neighbours, but theirs depends also on mine. However Equa-
tion (1) is readily solved to find the EVC, as long as one
includes the constant (const) in the weighted sum. Further-
more, assuming only that the graph is connected and the
links are symmetric, we know that the EVC values will all
be positive (although they can be ‘practically zero’ for
very peripheral nodes).

Thus we see that the EVC depends not only on how many
neighbours a node has, but also on longer-ranged guestions
such as how many neighbours a node’s neighbours have, etc.
In fact, in principle, the EVC of a node depends on the
whole graph. More relevant for our purposes, however are
two things: (i) the EVC clearly does measure well-
connectedness in some kind of non-local fashion, and (ii)
because of (i), the EVC values of nodes on any given path
through the network cannot vary randomly and arbitrarily.
That is, Eg. (1) forces the EVC of any node to be posi-
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tively coupled to the EVC of that node’s neighbours. We
like to rephrase this as follows: the EVC is ‘smooth’ as
one moves over the graph. (More mathematical arguments for

this ‘smoothness’ are given in [1]).

The smoothness of the EVC allows one to think in terms of
the ‘topography’ of the graph. That is, if a node has high
EVC, its neighbourhood (from smoothness) will also have a
somewhat high EVC—so that one can imagine EVC as a smoothly
varying ‘height’, with mountains, valleys, mountaintops,
etc. We caution the reader that all standard notiomns of to-
pography assume that the rippling ‘surface’ which the to-
pography describes is continuous (and typically two-
dimensional, such as the Earth’s surface). A graph, on the
other hand, is not continuous; nor does it (in general)
have a clean correspondence with discrete versions of a d-
dimensional space for any d. Hence one must use topographic
ideas with care. Nevertheless we will appeal often to to-
pographic ideas as aids to the intuition. Our definitions
will be inspired by this intuition, but still mathemati-
cally precise, and appropriate to the realities of a dis-

crete network.

First we define a ‘mountaintop’. This is a point that is
higher than all its neighbouring points—a definition which
can be applied unchanged to the case of a discrete network.
That is, if a node’s EVC is higher than that of any of its
neighbours (so that it is a local maximum of the EVC), we
call that node a Centre. Next, we know that there must be a
mountain for each mountaintop. We will call these mountains
regions; and they are important entities in our analysis.
That is, each node which is not a Centre must either belong
to some Centre’s mountain (region), or lie on a ‘border’
between regions. In fact, our preferred definition of re-
gion membership has essentially no nodes on borders between
regions. Thus our definition of regions promises to give us
just what we wanted: a way to break up the network into
well connected clusters (the regions).
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Here is our preferred definition for region membership: all
those nodes for which a steepest-ascent path terminates at
the same local maximum of the EVC belong to the same re-
gion. That is, a given node can find which region it be-
longs to by finding its highest neighbour, and asking that
highest neighbour to find its highest neighbour, and so on,
until the steepest-ascent path terminates at a local maxi-
mum of the EVC (i.e., at a Centre). All nodes on that path
belong to the region of that Centre. Also, every node will
belong to only one Centre, barring the unlikely event that
a node has two or more highest neighbours having exactly
the same EVC, but belonging to differing regions.

Finally we discuss the idea of ‘valleys’ between regions.
Roughly speaking, a valley is defined topographically by
belonging to neither mountainside that it runs between.
Hence, with our definition of region membership, essen-
tially no nodes lie in the valleys. Nevertheless it is use-
ful to think about the ‘space’ between mountains—it is af-
ter all this ‘space’ that connects the regions, and thus
plays an important role in spreading. This ‘valley space’
is however typically composed only of inter-region links.
We call these inter-region links bridging links. (And any
node which lies precisely on the border may be termed a
bridging node.)

Figure 1 offers a pictorial view of these ideas. We show a
simple graph with 16 nodes. We draw topographic contours of
equal height (EVC). The two Centres, and the mountains (re-
gions) associated with each, are clearly visible in the
figure. The figure suggests strongly that the two regions,
as defined by our analysis, are better connected internally
than they are to one another. Furthermore, from the figure,
it is intuitively plausible that spreading (e.g., of a vi-
rus) will occur more readily within a region than between
regions. Hence, Figure 1 expresses pictorially the two aims
we gseek to achieve by using EVC: (i) find the well con-

nected clusters, and (ii) understand spreading-.
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2 Topography and epidemic spreading

In order to understand spreading from a network perspec-
tive, we would like somehow to evaluate the nodes in a net-
work in terms of their “spreading power”. That is, we know
that some nodes play an important role in spreading, while
others play a less important role. One need only imagine
the extreme case of a star: the centre of the star is abso-
lutely crucial for spreading of infection over the star;
while the leaf nodes are entirely unimportant, having only
the one aspect (common to every node in any network) that
they can be infected.

Clearly, the case of the star topology has an obvious an-
swer to the question of which nodes have an important role
in spreading (have high spreading power) . The guestion is
then, how can one generate egually meaningful answers for
general and complex topologies, for which the answer is not
at all obvious? In this section we will propose and develop

a qgualitative answer to this question.

our basic assumption (A) is simple, and may be expressed in

a single sentence:

Eigenvector centrality (EVC) is a good measure of spreading

power. (a)

We have tested this idea, wvia both simulations and theory
[2]. Now we will give qualitative arguments which support
assumption (A); we will then go on to explore the implica-
tions of this assumption. We will see that we can develop a
fairly detailed picture of how epidemic spreading occurs
bver a network, based on (A) and our structural analysis—in

short, based on the ideas embodied in Figure 1.

First we recall that, because a node’s EVC depends on that
of its neighbours, the EVC values over a network may be

thought of as ‘smoothly varying’ over the network. That is,
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a node with very high EVC cannot be surrounded by nodes
with very low EVC. Of course, it is true that EVC tends to
be positively correlatgd with a simpler measure of central-
ity, namely the node degree. In fact, one might say that
the principal difference between the two measures is that
EVC is constrained by its definition to be smooth, while
node degree centrality is not [12]. This difference can
however be nontrivial. For instance, a node with high de-
gree, surrounded by many leaf nodes, and linked only tenu-
ously to the bulk of a large and well-connected network,
will have a low EVC, in spite of its high degree. The point
is that EVC is sensitive to properties of neighbourhoods,

while node degree is not.

Thus, in short, there are no isolated nodes with high EVC.
That is, a node with high EVC is embedded in a neighbour-
hood with high EVC. (There can however be relatively iso-
lated nodes with low EVC, as this situation is self-
consistent. Low-EVC nodes can be isolated in the sense of
having very few neighbours; but it is still the case that
their neighbours will not have very much higher EVC.) Now
if we take our basic assumption (A) to be true, then there
are no isolated nodes with high spreading power. Instead,

there are neighbourhoods with high spreading power.

We then suppose that an infection has reached a node with
modest spreading power. Suppose further that this node is
not a local maximum of EVC; instead, it will have a
neighbour or neighbours of even higher spreading power. The
same comment applies to these neighbours, until one reaches

the local maximum of EVC/spreading power.

Now, given that there are neighbourhoods, we can discuss
spreading in terms of neighbourhoods rather than in terms
of single nodes. It follows from the meaning of spreading
power that a neighbourhood characterized by high spreading
power will have more rapid spreading than one characterized

by low spreading power. Furthermore, we note that these
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different types of neighbourhoods (high and low) are
smoothly joined by areas of intermediate spreading power
(and speed) .

T+ follows from all this that, if an infection starts in a
neighbourhood of low spreading power, it will tend to
spread to a neighbourhood of higher spreading power. That
is: spreading is faster towards neighbourhoods of high
spreading power, because spreading is faster in such
neighbourhoods. Then, upon reaching the neighbourhood of
the nearest local maximum of spreading power, the infection
rate will also reach a maximum (with respect to time). Fi-
nally, as the high neighbourhood saturates, the infection
moves back ‘downhill’, spreading out in all ‘directions’
from the nearly saturated high neighbourhood, and saturat-
ing low neighbourhoods.

We note that this discussion fits naturally with our topog-
raphic picture of network topology. Putting the previous
paragraph in this language, then, we get the following: in-
fection of a hillside will tend to move uphill, while the
infection rate grows with height. The top of the mountain,
once reached, is rapidly infected; and the infected top
then efficiently infects all of the remaining adjoining
hillsides. Finally, and at a lower rate, the foot of the

mountain is saturated.

Figure 2 expresses these ideas pictorially. The figure

shows our two-region example of Figure 1, but viewed from
the ‘side’—as if each node truly has a height. The initial
infection occurs at the black node in the left region. It
then spreads primarily uphill, with the rate of spreading
increasing with increasing ‘height’ (=EVC, which tells us,
by our assumption, the spreading power). The spreading of
the infection reaches a maximum rate when the most central
nodes in the region are reached; it then ‘takes off’, and

infects the rest of the region.
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We see that this qualitative picture addresses nicely the
various stages of the classic S curve of innovation diffu-
sion [13]. The early, flat part of the S is the early in-
fection of a low area; during this period, the infection
moves uphill, but slowly. The S curve begins to take off as
the infection reaches the higher part of the mountain. Then
there is a period of rapid growth while the top of the
mountain is saturated, along with the neighbouring hill-
sides. Finally, the infection rate slows down again, as the

remaining uninfected low-lying areas become infected.

We again summarize these ideas with a figure. Figure 3
shows a typical S curve for infection, in the case (as we
study in this paper) that immunity is not possible. Above
this 8 curve, we plot the expected centrality of the newly
infected nodes over time. According to our arguments above,
relatively few nodes are infected before the most central
node is reached—even as the centrality of the infection
front is steadily rising. The takeoff of the infection then
roughly coincides with the infection of the most central
neighbourhood. Hence, the part of Figure 3 to the left of
the dashed line corresponds to the left half of Figure 2;
similarly, the right-hand parts of the two figures corre-
spond.

One might object that this picture is too simple, in the
following sense. Our picture gives an S curve for a single
mountain. Yet we know that a network is often composed of
several regions (mountains). The guestion is then, why

should such multi-region networks exhibit a single S curve?

Oour answer here is that such networks need not necessarily
exhibit a single S curve. That is, our arguments predict
that each region—defined around a local maximum of the EVC—
will have a single S curve. Then—assuming that each node
belongs to a single region, as occurs with our preferred
rule for region membership—the cumulative infec-

tion/infection curve for the whole network is simply the
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sum of the infection curves for each region. These latter
single-region curves will be S curves. Thus, depending on
the relative timing of these various single-region curves,
the network as a whole may, or may not, exhibit a single S
curve. For example, if the initial infection is from a pe-
ripheral node which is close to only one region, then that
region may take off well before neighbouring regions. On
the other hand, if the initial infection is in a valley
which adjoins several mountains, then they may all exhibit
takeoff roughly simultaneously—with the result being a sum

of roughly synchronized S curves, hence a single S curve.

Let us now summarize and enumerate the predictions we take

from this qualitative picture.

a. FEach region has an S curve.

b. The number of takeoff/plateau occurrences in the
cumulative curve for the whole network may be
more than one; but it will not be more than the
number of regions in the network.

c. For each region—assuming (which will be typical)
that the initial infection is not a very central
node—growth will at first be slow.

d. For each region (same assumption) initial growth
will be towards higher EVC.

e. For each region, when the infection reaches the
neighborhood of high centrality, growth “takes
off”.

f. An observable consequence of (e) is then that,
for each region, the most central node will be
infected at, or after, the takeoff-but not be-
fore.

g. For each region, the final stage of growth (satu-

ration) will be characterized by low centrality.
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3 Mathematical theory

Tn [2] we have developed a mathematical theory for the
qualitative ideas expressed here. We have focused on two

aspects there, which we will simply summarize here.

Definition of spreading power

The first problem is to try to qguantify and make precise
our assumption (A). Since (A) relates two guantities—
spreading power and EVC—and the latter is precisely de-
fined, the task is then to define the former, and then to

seek a relation between the two.

Such a relation is intuitively reasonable. A node which is
connected to many well-connected nodes should have higher
spreading power, and higher EVC, than a node which is con-
nected to equally many, but poorly connected, nodes. We
have offered a precise definition of spreading power in
[2]. Our reasoning has two steps: first we define an ‘in-
fection coefficient’ C(i,j) between any pair of nodes i and
j. This is simply a weighted sum of all non-self-retracing
paths between i and j, with lower weight given to longer
paths. Thus many short paths between two nodes gives them
a high infection coefficient. Our definition is symmetric,
so that C(i,7) = C(j,1).

Next we define the spreading power of node i to be simply
the sum over all other nodes j of its infection coefficient
C(i,j) with respect to j. As long as the graph is con-
nected, every node will have a nonzero C(i,j) with every
other, thus contributing to the sum. Hence each node has
the same number of terms in the sum; but the nodes with
many large infection coefficients will of course get a

higher spreading power.

We then show in [2] that one can make a strong connection
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between this definition of spreading power and the EVC, if
one can ignore the restriction to non-self-retracing paths
in the definition. We restrict the sum to non-self-
retracing paths because self-retracing paths do not con-
tribute to infection in the SI case. This restriction makes

the obtaining of analytical results harder.

Mathematical theory of SI spreading

We have given in [2] exact equations for the propagation of
an infection, for arbitrary starting node, in the SI case.
These equations are stochastic—expressed in terms of prob-
abilities—due to the probabilistic model for spreading over
links. They are not generally solvable, even in the deter-
ministic case when p = 1. The problem in the latter case is
again the need to exclude non-self-retracing paths. However
we have performed an expansion in powers of p for the time
evolution of the infection probability vector. This expan-
sion shows that the dominant terms are those obtained by
naively applying the adjacency matrix (ie, ignoring self-
retracing paths because they are longer, hence higher order
in p). The connection to EVC is then made: naively applying
the adjacency matrix gives weights (infection probabili-
ties) which approach a distribution proportional to the
EVC. Hence we get some confirmation for our claim that, in
the initial stages of an infection, the front moves towards
higher EVC.

4 Design and improvement of networks

In this section we go beyond the problem of analysis, and
address the problem of design of networks [14]. Our ideas
have some clear implications for design—both towards the
aim of preventing the spreading of harmful information
(such as viruses) and towards the aim of helping spreading—

in each case, by modifying the topology of a given network.
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Measures to ilmprove spreading.

We frame our ideas in terms of our topographic picture. Now
we suppose that we wish to design, or modify the design of,
a network, so as to improve its efficiency with respect to
spreading. It is reasonable, based on our picture, to as-
sume that a single region is the optimal topology for effi-
cient spreading. Hence we include, in the present inven-
tion, four ideas which are expected to improve information
flow in a network, by modifying a given (multi-region) net-
work topology to make it more like a single region:

1. One can add more bridge links between the regions.
Links between nodes with high EVC in each region are
expected to be most effective. See Figure 4.

2. As an extreme case of 1, one can connect the Centres
of the regions. See Figure 5.

3. One can connect a subset of nodes from different re-
gions by a relaying star node. See Figure 10 B.

4. One can connect all, or some, of the centre nodes by a

relaying star node. See Figure 11 B.

Idea 2 is a “greedy” version of idea 1. In fact, the
greediest version of idea 2 is to connect all Centres to
all, thus forming a complete sub-graph among the Centres. A
complete subgraph among 5 Centres is shown in Fig. 1l1A. An
alternative to this design is to insert a new star node
(shown in white in Fig. 11B), which is connected to all the
centre nodes by just one link to each. In some situations,
where physically laying down new links is costly in terms
of scarce resources, and adding new nodes is feasible, this
star design can be more attractive than the complete sub-
graph option. When n Centres are to be connected, the star
design adds just n new links and one new node, whereas the
complete subgraph will add n(n-1)/2 new links. Combinations
of these two approaches are also possible; one subset of
the centres can be connected as a complete subgraph,

whereas a star node can connect another subset.
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However, such greedy approaches may in practice be diffi-
cult or impossible. There remain then the general ideas 1
and 3 of building more bridges between the regions. Here we
see however no reason for not taking the greediest practi-
cal version of this idea. That is: build the bridges be-
tween nodes of high centrality on both sides—preferably, as
high as possible. Our analysis strongly suggests that this
is the best strategy for modifying topology so as to help
spreading. Choosing subsets of nodes of high EVC score in
each region, and then combining these subsets, can also be
done, as shown in Fig. 10A. Again, in cases where one wants
to minimize the number of new links added to the network,
adding a new star node in between the two subsets of nodes
can be a viable solution. This is shown in Figure 10B. Con-
necting all the nodes in one subset with all the nodes in
the other subset will regquire k*g new links, where k and g
are the number of nodes in each subset. In the star-node
approach the number of added links can be congiderably
less: only k+g. Hence, the advantage of the relaying star-
node approach should be clear.

We note that the greediest strategy is almost guaranteed to
give a single-region topology (and therefore efficient in-
formation spreading) as a result. Our reasoning is simple.
First, the existing Centres cannot all be Centres after
they are all connected one to another—because two adjacent
nodes cannot both be local maxima of the EVC (or of any-
thing else). Therefore, either new Centres turn up among
the remaining nodes as a result of the topology modifica-
tion, or only one Centre survives the modification. In the
latter case we have one region. The former case, we argue,
is unlikely: we note that the EVC of the existing Centres
is (plausibly) strengthened (raised) by the modification
more than the EVC of other nodes. That is, we believe that
connecting existing centres in a complete sub-graph will
‘1ift them up’ with respect to the other nodes, as well as
bringing them closer together. If this ‘lifting’ idea is
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correct, then we end up with a single Centre and a single

region.

Measures to prevent spreading

Now we address the problem of designing, or redesigning, a
network topology so as to hinder spreading. Here the prob-
lem is more complicated than in the helping case. The rea-
son for this is that we build networks in order to support
and facilitate communication. Hence we cannot simply seek
the extreme, ‘perfect’ solution—because the ideal solution
for hindering spreading is one region per node, ie, discon-
nect all nodes from all others! Instead we must consider
incremental changes to a given network. We consider two
types of ‘inoculation’ strategies: inoculating nodes (which
igs equivalent to removing them, as far as spreading is con-
cerned), or inoculating links (which is also equivalent to
removing them). Again we include in the present invention a

list of ideas, now useful for hindering spreading:

1. One can inoculate the Centres (see Figure 6)—along
with, perhaps, a small neighbourhood around them.

2. One can instead find a ring of nodes surrounding each
Centre (at a radius of perhaps two or three hops) and
inoculate the ring. In Figure 7, a ring of nodes at
one hop from each Centre is inoculated.

3. One can inoculate bridge links. See Figure 9.

4. One can inoculate nodes at the ends of bridge links.

See Figure 8.

We note that ideas 1 and 2 are applicable even in the case
that only a single region is present. Ideas 3 and 4 may be
used when multiple regions are found. Note that inoculating
a bridge link (idea 3) is not the same as inoculating the
two nodes which the link joins (idea 4): inoculating a node
effectively removes that node and all links connected to

it, while inoculating a link removes only that link. In
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Figure 8, the two nodes at the ends of the bridge link are
inoculated, while in Figure 9, only the bridge link itself
is inoculated.

Also, with link inoculation, one has the same considera-
tions as with link addition—namely, the height of the link
matters. We define the “link EVC” to be the arithmetic mean
of the EVC values of the nodes on the ends of the link.
Tdeas 3 and 4 are then almost certainly most effective if
the bridging links chosen for inoculation have a relatively
high link EVC.

Tnoculating a link means removing the link. And "removing"
means blocking any and all communication over the link.
Now, given this definition, we can say that inoculating a
node means inoculating ALL links connected to that node. In
this way, no communication to or from the inoculated node
is possible. This is equivalent to "removing the node from
the graph". For our purposes, 1t is not necessary to shut
down a node in order to inoculate it. One must simply close

off all communication to & from the node.

Another definition of inoculation is possible. If it is
possible to detect and block the unwanted information, and
thereby to filter the communication over links in some way,
then we need not close off ALL communication on a link in
order to inoculate the link. That is, if we can detect the
unwanted, harmful communication (e.g., a virus), then it is
sufficient to block only THAT form for communication, and
allow other communications through. Inoculation of a link
may then be defined as: Blocking any transmission of “un-
wanted” information over the link. Then inoculating a node
can be defined as inoculating all links connected to the
node (as before).
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Cladims

A method for spreading information or physical traffic

in a network, said network including a number of network

nodes interconnected by links, including:

mapping the topology of the network,

computing a value for link strength between the nodes,

computing an Eigenvector Centrality index for all

nodes, based on said link strength values

identifying nodes which are local maxima of the Eigen-
vector Centrality index as centre nodes,

grouping the nodes into regions surrounding each iden-

tified centre node,

characterized in

connecting at least one node of high Eigenvector Cen-
trality Index in a first region with at least one node
of high Eigenvector Centrality Index in a second re-

gion.

A method as claimed in claim 1,

characterized in connecting the centre

node of said first region with all or a subset of the cen-

tre nodes of said multiple regions into a complete graph.

A method as claimed in claim 1,
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characterized in connecting all or a sub-

set of high-EVC nodes of said first region, with all or a

subset of high-EVC nodes of said second region.

4.

A method for spreading information or physical traffic

in a network, said network including a number of network

nodes interconnected by links, including:

mapping the topology of the network,

computing a value for link strength between the nodes,

computing an Eigenvector Centrality index for all
nodesg, based on said link strength values

identifying nodes which are local maxima of the Eigen-
vector Centrality index as centre nodes,

grouping the nodes into regions surrounding each iden-

tified centre node,

characterized in

adding at least one new node, and connecting at least
one existing node of high Eigenvector Centrality Index

in a first and second region with this said node.

A method as claimed in claim 4,

characterized i n connecting with a direct

link all or a subset of the centre nodes of said multiple

regions to said new node, thus forming a star graph.

A method as claimed in claim 4,

characterized in connecting all or a sub-

set of high-EVC nodes of said first and second region to

said new node, thus forming a star graph.
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A method for preventing spreading of information or

physical traffic in a network, said network including a

number of network nodes interconnected by links, including:

c h

set

c h

mapping the topology of the network,

computing a value for link strength between the nodes,

computing an Eigenvector Centrality index for all

nodes, based on said link strength values

identifying nodes which are local maxima of the Eigen-

vector Centrality index as centre nodes,

grouping the nodes into regions surrounding each iden-

tified centre node,

charactezrized in

inoculating at least one node of high Eigenvector Cen-
trality Index by blocking any transmission of unwanted
information on all links in/out of said node.

A method as claimed in claim 7,

aracterized in inoculating all or a sub-

of the centre nodes.

A method as claimed in claim 7,

aracterized in inoculating a ring of

nodes at a distance of hops of at least one hop away from

the

10.

said centre node.

A method as claimed in claim 7,
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characterigzgzed in inoculating all or a sub-

set of bridge nodes of high Eigenvector Centrality Index of

said regions.

11. A method for preventing spreading of information or

physical traffic in a network, said network including a

number of network nodes interconnected by links, including:
e mapping the topology of the network,

e computing a value for link strength between the nodesg,

e computing an Eigenvector Centrality index for all

nodes, based on said link strength values

e identifying nodes which are local maxima of the Eigen-

vector Centrality index as centre nodes,

e grouping the nodes into regions surrounding each iden-

tified centre node,
character iz ed in

e inoculating at least one link of high Eigenvector Cen-
trality Index connecting two regions by blocking any
transmission of unwanted information on said link.

12. A method as claimed in claim 11,

characterized in inoculating all or a sub-
set of bridge links of high link centrality.
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