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(57) Abstract: Techniques for dynamically adapting cloud applications are described. A current value of a Key Performance Indicat -
or (KPI) of an executing cloud service instance of a cloud application is detected. A determination is made as to whether the current
value of the KPI is unacceptable (e.g., either it is outside of an acceptable range or is within an adaptation region). If the current
value of the KPI is unacceptable, a first application programming interface (API) is invoked to request a cloud service instance mon -
itor to adapt the cloud service instance to operate within an acceptable KPI range. If the cloud service instance monitor was unsuc -
cesstul, the unacceptable KPI is escalated to the cloud service monitor for the type ot the cloud service instance. If the cloud service
monitor is unsuccessful, the unacceptable KPI is escalated to the application monitor.
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DYNAMICALLY ADAPTING CLOUD APPLICATIONS

PRIORITY APPLICATION
[0601] This application claims the benefit of priority to U.S. Application
Serial No. 15/087,218, filed March 31, 2016, which is incorporated herein by

reference in its entirety.

TECHNICAL FIELD
[0802] The present disclosure relates generally to cloud computing, and

specifically to dynamically adapting cloud applications.

BACKGROUND

[0003] Current Platform as a Service (“PaaS”) providers do not have
scalable msight into the Service Level Agreements ("SLAs”) that Software as a
Service (“SaaS™") applications running on a PaaS provider’s infrastructure provide o
the users of the SaaS applications, thus making it difficult for a PaaS provider to
understand the iropact of jnfrastructure changes on the SaaS applications. On the
other hand, SaaS application providers have little, if any, capability to corabine
imformation from the SaaS application with metric data froro the PaaS infrastructure

to dynamically adapt the SaaS application.
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BRIEY DESCRIPTION OF THE DRAWINGS
[0004] In the drawings, which are not necessarily drawn to scale, like
numerals may describe similar components in different views. Like numerals
having different letter sutfixes may represent different instances of similar
components. The drawings illustrate generally, by way of example, but not by way

of limitation, various embodiments or examples discussed in the present document.

[0005] FIG. 1 illustrates a typical cloud application, according to an
embodiment.
[{0806] FIG. 2 illustrates latency within an instance of a cloud application,

according to an embodiment.

(66071 FIG. 3 illustrates an SLA Key Performance Indicator (KPI) and

adaptation regions around the SLA, according to an embodiment.

[0808] FiIG. 4A illustrates a deployed service within a dynamically adapting

cloud application, according to an embodiment.

[0609] FIG. 4B illustrates a relationship between one or more deployed

services and a Complete Service Instance Monitor, according to an embodiment.

{8810] FiIG. 4C illustrates a high-level architecture of an adaptation
framework for dynamically adapting cloud applications deployed on a three-tier

cloud application, according to an ernbodiment.

[0811] FI1G. 5 illustrates an “event bubbling” mechanism of a dynamically

adapting cloud application, according to an embodiment.

{86121 FIG. 6 1s a flowchart illustrating operations of an event bubbling
mechanism of a dynaroically adaptiog cloud application, according to an

embodirent.

(66131 FIG. 7 illustrates an imoplementation architecture of an automated
adaptation framework for dynamically adapting cloud applications, according to an

ernbodiment, according to an embodiment.
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{8814 FIG. § is a block diagram illustrating an example of a machine, upon

which any one or more embodiments may be implemented.

DETAILED DESCRIPTION

[0815] The present disclosure describes methods, systems, and computer
program products that individually facilitate dynamically adapting cloud
applications. In the following detailed description, for purposes of explanation,
numerous specific details are set forth in order to provide a thorough understanding
of the various aspects of the presently disclosed subject matter. However, 1t will be
evident to those skilled in the art, after reading and understanding the present
subject matter, that the presently disclosed subject matter may be practiced without
these specific details. In other instances, well-known methods, procedures, and
coroponents have not been described in detail so as not to obscure the presently

disclosed subject matter.

[(816] Current solutions for dynamic optimization of cloud resources within
a cloud infrastructure are usually based on third-party applications, which monitor
the SaaS” KPlIs and signal a humnan when a SLA is close to being breached or has
been breached. Third-party applications usually have little insight into how a SaaS
application actually preforms and have difficalty differentiating the tmportance of
the various services of a 5aa8 application. The disclosed ernbodiments allow SaaS
developers to define their own SLA policies in various levels of granularity.
Exposing the SLA, KPIs, and near real-time monitoring information, may allow
better matching of software and hardware, including hardware features, and may
reduce over-allocation of cloud hosting costs. In addition, by having a more
dynamic service and cloud infrastructure, a SaaS application may dynamically adapt
itself to support and assure the SaaS application’s SLAs. The mtroduction of
automated application adaptation through PaaS utilities may facilitate the SLA

assurance of SaaS applications.

[6017] GLOSSARY
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{8818] “Cloud Computing” — In this disclosure, “cloud computing,” also
known as “on-demand computing” or simply “the cloud,” is a kind of Internet-based
coroputing that provides shared processing, storage, and communication resources

to computers and other devices on demand.

5 [60619] “Cloud Application” — In this disclosure, a “cloud application”
(sometimes called a “cloud app”) is an application program in which the software
and associated data are centrally hosted in the cloud, retaining sorme of the
characteristics of a native desktop application and some characteristics of a pure
weh application. Clouad applications are composite applications that may be

10 decomposed into a set of smoaller components or “services.” To avoid confusion, in
this disclosure, the phrase “cloud application” refers to the entire application, and
“cloud service” refers to one of the “cloud application’s” composite, smaller

components.

{H28] “Key Performance Indicator” or “KPI'— In this disclosure, a Key
IS5 Performance Indicator of a cloud application is a measurable parameter that
represents the effectiveness and performance of the cloud application under variable

operational conditions and workload.

{06211 “Application Programyuing Interface”™ or “API” — In this disclosure,
an “APY” describes a set of routines, protocols, and tools {or building software

2¢ applications. A well-designed AP makes it easier to develop a program by
providing most {or all) of the building blocks. A programuuer uses the building
blocks to construct the application. Most operating environments {e.g., operating
systems and cloud computing platforms) provide an APl o let programmers write

applications that are consistent with the operating environment.

25 [8822] “Cloud Consumer” — In this disclosure, a “cloud consumer” is a
person or organization that engages with a cloud provider (e.g., Infrastructure as a
service (IaaS}) or Paal), either by means of a cloud broker or by means of a direct

engagement with the cloud provider, to receive cloud services.

[0023] “Infrastructure as a Service” or “I1aaS” — In this disclosure, an “IaaS”

30 is a capability provided to the cloud consumer to provision processing, storage,
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networks, and other fundamental computing resources where the cloud consumer ig
able to deploy and run arbitrary software, which may include operating systems and
applications. The cloud consumer does not manage or control the underlying cloud
infrastructure, but has control over operating systems, storage, and deployed
applications. Control is sometimoes granted over select networking components

{e.g., host firewalls}.

(06241 “Platform as a Service” or “PaaS” — In this disclosore, a “PaaS” is a
capability provided to the cloud consumer to deploy onto the cloud infrastructure
consumer-created or acquired applications created using programuyning languages,
libraries, services, and tools supported by the PaaS provider. The cloud consumer
does not manage or control the underlying cloud infrastracture, including networks,
servers, operating systems, or storage, but has control over the deplovyed
applications and possibly configuration settings for the application hosting

environment.

[0025] “Software as a Service” or “Saal” — In this disclosure, a “SaaS” is a
capability provided to the cloud application provider, using the PaaS provider’s
applications running on a cloud infrastructure. The cloud applications are accessible
from various client devices through either a thin client interface, such as a web
browser {e.g., web-based email}, or a program interface. The cloud application
provider does not manage or control the underlying cloud infrastructure, including
network, servers, operating systems, storage, or even individual application
capabilities, with the possible exception of limited user-specific application

configuration set{ings.

{3026] “Microservice” — In this disclosure, a “mucroservice’” 1s a cloud
service with a single function. Following the “microservices” design pattern, a
monolithic service is functionally decomposed into fine-grained microservices, each
with a single function. For example, rather than a single message store service in an
email messaging system that provides AP methods for creating, reading, updating,
or deleting messages, these functions may be decomposed into individual services.
For instance, the read message feature may be provided by a service that only

supports reading messages. The microservices approach has several advantages,
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including elasticity, performance, reliability, and ease of deployment. Elasticity is
improved with microservices because each microservice type may scale
independently of the others. For instance, if requests to read roessages far outweigh
requests to write messages, additional read microservices may be instantiated to
handle the read requests. With a monolithic message store service, the whole

service may need to be replicated, scaling unnecessarily and wasting resources.

(60271 FIG. | illustrates a typical cloud application 102, according to an
embodiment. The cloud application 102 is composed of one or mwore cloud
application instances 104. Each cloud application instance 104 is composed of one
or more cloud services, each of which may be a microservice. For example, a cloud
application 102 bailt on a three-tier model {e.g., a front end providing a user
mterface, a muddle layer providing custom business logic, and a back end providing
data storage and retrieval) may include three cloud services: a web server 106, a
business logic layer 108, and a data store 110. For example, in a cloud application
102 built using “LAMP” (Linux, Apache, MySQL, and PHP) the web server 106
may be an Apache web server with a Linux operating system, the business Jogic
layer 118 may be custom application code written in PHP, and the data store 120
may be a MySQL database. A cloud application instance 104 is the result of each of
these cloud services 106, 108, 110 working together, and a cloud application 102 is
the result of each cloud service type 116, 118, 120 working together. Each of these
cloud services 106, 108, 110 may execute either on the same machine or on multiple
machines; a machine may be a physical machine or a virtual machine. Furthermore,
within the cloud application 102, each of the one or more cloud application
instances 104 may execute concurrently. The quantity of cloud application

mstances 104 within the cloud application 102 may vary.

[0H28] FIG. 2 illustrates latency within an instance 104 of a cloud
application 102, according to an embodiment. 1n a cloud application instance 104
iilustrated in FIG. 1, the overall performance and quality of service (“QoS”) of the
cloud application instance 104 depends on the performance of its cloud services
106, 108, 110, As illustrated in FIG. 2, the latency for the cloud application

instance 104 illustrated in FIG. | to respond to an external request 202 is the sum of

6
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the response times for each of the cloud services 106, 108, 110 to respond 208, 210,
212 to its corresponding request 202, 204, 206. Further complicating the situation is
the fact that the cloud services 106, 108, 110 of a cloud application instance 104

may reside in different resources, data centers, or even different cloud providers.

[0029] FIG. 3 illustrates an SLA KPI and adaptation regions 312, 314
around the SLA, according to an embodiment. A Key Performance Indicator (KPT)
of a cloud application 102 is a measurable parameter 302 that represents one aspect
of the cloud apphication’s 102 effectiveness and performance under variable
operational conditions and workload. A drop of a KPI value may indicate
performance degradation of the cloud application 102 or even a SLA violation. A
SLA may specify the values the KPIs should report when the cloud application 102
is running as expected. Given an unlimited amount of cloud cormputing resources, a
cloud apphication 102 may vastly outperform its SLA, however, this may also result
i an increase n the service runtire costs for the additional compute resources
required. A typical SLA provides a single target value 334 for each KPI that the
cloud application 102 should seek to maintain. A more pragmatic approach may be
to provide an acceptable performance range 306 in which the cloud application 102
should operate. By using this approach, both underperformance 308 and

overperformance 310 may be expressed and identified.

{3830] The SLA to which the cloud application 102 should comply may be
translated into a series of smaller SLAS (Msab-SLA™), each sub-SLA relating to a
cloud service 106, 108, 110 of a cloud application instance 104. Thus, the cloud
application 102 SLA may be decomposed and mapped to each of the cloud services
106, 108, 110 that comprise a cloud application instance 104. Each sub-SLA may
be managed independently; thus the service and the defined KPIs may be assured
for each cloud service 106, 108, 110 of the cloud application instance 104 as well as

for the overall SL.A for the cloud application 102.

{0831} In a cloud computing environment, i is possible to vary the number
of compute resources available to a cloud application 102. To do this and still
ensure that the cloud application stays within its acceptable performance range 306,

two regions, referred to as “Adaption Regions,” 312, 314 may be defined. When the
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cloud application’s 102 performance moves into one of these regions 312, 314, the
cloud application 102 may take steps to adjust the compute resources available and

maintain the cloud application’s 102 KPIs within the acceptable range 306.

[0832] To offer automated application or infrastructure adaption, the defined
KPIs should be measureable, the source(s) of misbehavior should be determinable,
and the Acceptable Range 306 and Adaption Regions 312, 314 should be detimed.
The deployed cloud application 102 should include a mechanism for extracting this
mformation, a mechanism for assessing this information, and a mechanisro for
imjecting an adaptation request. Furthermore, an astomated adaptation framework

for dynamically adapting cloud applications 102 shouald include the following

features:
{86331 Understanding KPI results
[0634] An executing cloud application 102 may have QoS variations and

outliers. In that context, a weighting function (e.g., averaging) may be applied to
the collected metrics. This weighting function and the frequency at which it is
applied should be defined by the cloud apphcation developer as they may change

with the purposes of the cloud application.

{H35] Adaption Location

[84836] The adaption can be performed at various locations throughout the
cloud application 102. These locations and the order in which adaptions may be

performed are as follows:

{88371 1. Individual Service Monitor: On an individual (virtual)

machine ronning an instance of a cloud service 106, 108§, or 110.

{86381 2. Complete Service Instance Monitor: Across nultiple
{virtual} machines all running instances of the same cloud service 106, 108, or 110,
[3839] 3. Application Monitor: Across the entire cloud application
102; vltiple (virtual) machines ronning different cloud services 106, 108, 110 on

each (virtual) machine.

[(0446] A developer of a cloud application 102 may specify the adaption
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processes for each of these locations and be presented with the relevant performance

data.

{80411 Providing Application Visibility to the Infrastructure (PaaS/aas)
Provider

[0842] By exposing information about the cloud application 102 to the

infrastructure components, the provider of the cloud application 102 allows the
Infrastructure Provider to vnderstand how the performance of a hosted cloud
application 102 is impacted by changes to the underlying infrastructure. This allows
the Infrastructure Provider hosting the cloud application 102 to scale down any
over-provisioning, and also allows the Infrastructure Provider to understand how
infrastructure changes (e.g., taking one or roore machines out of service) may
impact the applications of the Infrastructure Provider’s customers. Such
imformation should be shared on a per application basis, via a set of APls available

to the Infrastructore Provider.

[(043] FIG. 4A illustrates a deploved service 400 within a dynamically
adapting cloud application 102, according to an embodiruent. The deployed service
400 includes an individual service mnstance 402, which 18 an instance of a cloud
service (e.g., web server 106, business logic Jayer 108, or data store 110). The

deployed service 400 may execute in a (virtual) machine within the cloud platform.

{0844] The deployed service 400 may include a Syslog roessage bus 408,
which may serve as the communication interface between the (virtual) machine and
the cloud infrastracture/platform by sending messages to and receiving messages

from the cloud infrastructure/platform.

[845] The deployed service 400 may inclade a .DLL/.SO component 406.
The .DLL/.SO component 406 provides performance monitoring functionality,
including the ability to monitor both asynchronous and synchronous function calls.
The .DLL/.SO component 406 also provides the ability to trace a single request
throughout each of the services that comprise the cloud application. This .DLL/SO
component 406 produces Syslog entries. In addition, this .DLL/. SO component 406

provides cloud application 102 developers with the ability to define “call back
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functions,” which are functions that are invoked asynchronously when an executing
cloud application 102 reaches an adaption region 312, 314. A cloud application 102
developer may specify one or more call back functions for each of the adaption

region 312, 314.

[0846] The deployed service 400 may include an Individual Service Instance
Monitor 404. An Individual Service Instance Monitor 404 executes on each
{virtual) machme used in the cloud application 102, An Individual Service Instance
Monitor 404 processes the Syslog data and invokes the call back function for each
adaption region 312, 314. An Individual Service Instance Monitor 404 also
generates additional Syslog entries representing the behavior of the mdividual
service instance 402. An Individual Service Instance Monitor 404 is responsible for
collecting the local machine’s syslog data and transmitting # to the Corplete
Service Instance Monitor (see FIG. 4B). This coraponent is also responsible for
marking the gathered logs with a {virtual) machine specific identifier. The
PaaS/1aaS Provider may map this identifier back to a specific virtual machine
executing on a specific physical machine (or group of machines). The scope of the
adaption available at this location is limited to what is possible on a single instance

(e.g., adding an additional thread, requesting additional CPU cores/RAM, etc.).

{0847] FI1G. 4B illustrates a relationship between one or more deployed
services 400 and a Complete Service Instance Monitor 425, according to an
embodiment. A Complete Service Instance Monitor 425 may be responsible for
monitoring the behavior of each of the (virtual) machines executing a deployed
service 400 whose individual service instance 402 is of a particular cloud service
type {e.g., 116, 118, or 120). A Complete Service Instance Monitor 425 may
receive the Syslog data from an Individual Service lnstance Monitor 404 and may
invoke the developer-specified call back function for an adaption region 312, 314.
A Complete Service Instance Monitor 425 may also generate additional Syslog
entries, which may include its own behavior or summarized statistics. A Complete
Service Instance Monitor 425 may also dynamically configure one, some, or all
instances corresponding to the cloud service type of the Complete Service Instance

Monitor 425.

10
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{80481 A Complete Service Instance Monitor 425 may also collect and
forward Syslog data to the Application Monitor (see FIG. 4C). A goalofa
Complete Service Instance Monitor 425 is to assure the SLA of its corresponding
cloud service type (e.g., 116, 118, or 120). The scope of the adaption available at a
Complete Service Instance Monitor 423 inchudes the ability to add or remove
additional virtual machines to the set already executing the cloud service type {e.g.,

116, 118, or 120).

{6849] FIG. 4C illustrates a high-level architecture of an adaptation
framework for dynamically adapting cloud applications deployed on a three-tier
cloud application, according to an embodiment. The Application Monitor 430 may
be responsible for receiving the Syslog data from one or more Complete Service
Tostance Monitors 425A—C. The Application Monitor 450 may process this data to
provide breakdowns {e.g., on the overall end-to-end tirve for a function’s latency
mcluding breakdowns on each cloud service and how long a cloud service took to
comaplete its work). This refers to the overall system SLA and the goal is to assure
the overall SLA as is being decomposed into sub-SLAs. To this end, this
Application Monitor 450 may also invoke the call back functions specified by the
developer for an adaption region 312, 314. The scope of the adaption available at

this location includes both significant application architecture and logic changes.

{058] FIG. § illustrates an “event bubbling” mechanism 500 of a
dynarnically adapting cloud application 102, according to an embodirnent. As
described above, a developer of a cloud application 102 may specify one or more
callback functions that should be triggered when a cloud service 106, 108, 110
enters an adaption region 312, 314. These callback functions may be invoked at one
of the three levels of the cloud application 102 hierarchy: at the Individual Service
Instance level 510, at the Complete Service Instance level 520, or at the Application
level 530. To support this, the cloud application 102 may be designed to include an
“event bubbling” mechanism 500, which may operate as follows. When a callback
is first triggered by an Individual Service Monitor 404, the Individual Service
Instance 4072 is initially offered the opportunity to respond I the Individual Service

Instance 402 does not successfully solve the condition(s) that caused the event, the

11



WO 2017/172182 PCT/US2017/019928

callback “bubbles up” 502 to the Complete Service Instance Monitor 425 for the
corresponding cloud service type (e.g., 116, 118, or 120). If the Complete Service
Instance Monitor 423 does not successfully solve the condition(s) that caused the

event, the callback is “bubbled up” 504 to the Application Monitor 450.

5 [8651] In an example embodiment, the cloud application 102 is a compute-
mtensive graphics rendering application. The cloud application 102 is paralielized
to process calculations in multiple parallel nodes, each node being an Individual
Service Instance 402 of the graphics rendering engine. A KPI of the cloud
application 102 is the nurnber of dropped frames per second (“FPS”); the SLA for

10 the cloud application 102 is stated in terms of processed FPS. A value below 5
processed FPS for an Individual Service Instance 402 indicates the Individaal
Service Instance 402 is significantly underperforming and is endangering the
performance of the whole cloud application 102. When an Individual Service
Instance Monitor 404 detects its corresponding Individual Service Instance 402

IS {(graphics rendering engine) has dropped below an acceptable QoS {e.g., processed
FPS), the Individual Service Instance Monitor 404 invokes the relevant caliback
function, which 1s handled by the Individual Service Instance 402. The Individual
Service Instance 402 attempts to address the drop in QoS internally, such as by
changing settings within the graphics rendering engine. If the Individual Service

20 Tostance 402 fails to remedy the QoS problem, the Individual Service Instance 402
notifies (via the Individual Service Instance Monitor 404) the Complete Service
Instance Monitor 425. The Complete Service Instance Monitor 425 assesses the
situation with regard to the overall QoS of the cloud application 102 and takes
appropriate corrective action{s). In some cases, such as when the QoS of the failing

25 Individual Service Instance 402 is not adversely affecting the overall QoS of the
cloud application 102, the appropriate corrective action may be to do nothing. In
some cases, the corrective action(s) may be to invoke a callback function, migrate
one or more Individual Service Instances 402 from one virtual machine to another,
scale-up new Individual Service Instances 402, etc. A similar cascading API call

30 occurs from the Complete Service Instance Monitor 425 to the Application Monitor

450 if the Complete Service Instance Monitor 425 fails to remedy the QoS problem.

12
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[0852] This adaptation hierarchy creates a prioritization of reaction, in
which the monitor(s) 404, 4235, 450 closest to the event have an opportunity to
respond before escalating the problem up the hierarchy. Solving a problem closest
to the source of the problem may save time and/or resources for the cloud
5 apphcation 102, Similar callbacks and application adaptation scenarios may be

cascaded down the adaptation hierarchy instead of up the adaptation hierarchy. For
example, a KPI drop at the Complete Service Tostance level 520 or the Application
level 530 may be communicated down to the Individual Service Tnstances 402
through callbacks that each Individual Service Instance 402 uses to subscribe to its

10 Cowmplete Service Tostance Mounitor 425, In such a scenario, an Individual Service
Instance 402 may thus be notified of a drop in QoS of the service and/or application,

and may attempt to remedy the issue at the Individual Service Instance level 510.

[(853] The implementation of an automated adaptation framework may be
based on existing or customn frameworks, components, and services of the cloud

15 Infrastracture Provider in which the cload application is to be deployed. The SLA
definition and managerent of the cloud application SLAs and the individual cloud
service SL.As may be specified using the Open Cloud Cowputing Interface (OCCI)
SLAs specification, which allows SLAs to be represented in a standardized,
machine-readable format. Using the OCCI SLAs specification, the cloud

20 Iofrastructure Provider may define machine-readable SLA templates for use by its
cloud applications 102, expressing the individual sub-SLAs in a standardized
manner. Each SLA may include the defined KPIs as Service Level Objectives
metrics. The association of the SLAs with the resource instances and the hierarchy
of SLAs between the services may be expressed with the OCCI Agreementl inks

25 structure, which the OCCI SLAs API supports.

{054] FIG. 6 is a flowchart 600 illustrating operations of an event bubbling
mechanism 500 of a dynamically adapting cloud application 102, according to an
embodiment.

[6655] At operation 602, a current value of a KPI of an executing cloud

30 service instance 402 of a cloud application 102 is detected.

13
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[0056] At operation 604, a determination is made as to whether the current
value of the KP1 is outside of an acceptable KPI range 306. In an embodiment, the
deterniination may be whether the current value of the KPI is within an adaptation

region 312, 314.

{88571 At operation 6006, upon the current value of the KPI being outside of
an acceptable range 306 (or being within an adaptation region 312, 314), a first API
is invoked to request a cloud service instance monitor 404 to adapt the cloud service

instance 402 back into an acceptable KP1 range 306.

[0O58] At operation 608, optionally, a determination is made as to whether
the cloud service instance monitor 404 successfully adapted the cloud service

imstance 402 back into an acceptable KPI range 306.

{0859] At operation 610, optionally, upon the cloud service instance monitor
404 being unsuccessful, a second API is invoked to request a cloud service monitor

425 to adapt the cloud application 102 back into an acceptable KPI range 306.

[0060] At operation 612, optionally, a determination is made as to whether
the cloud service monitor 423 successfully adapted the cloud application 102 back

into an acceptable KPI range 306.

{0861] At operation 614, optionally, upon the cloud service monitor 425
being unsuccessful, a third API is invoked to request an application monitor 450 to

adapt the cloud application 102 back into an acceptable KPI range 306.

[08621 FIG. 7 illustrates an imoplementation architecture 700 of an antomated
adaptation framework for dynarnically adapting cloud applications 102, according to
an embodiment. The .DLL/.SO coraponent 406 and the Individual Service lnstance
Monitor 404 may be implemented as a packaged Apphication Support Toolkit 706.
These custom components may reside inside each virtual machine 702 and, via the
appropriate interfaces, enable the virtual machine 702 to interact with the OCCI
SLA manager 708 and the Syslog message bus 408 (which serves as the
communication interface between the virtual machine 702 and the cloud
mfrastructare/platforma API 712). The Syslog message bus 408 may be

implemented by the cloud infrastracture/platform AP 712 using message queues,
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such as OpenStack’s RabbitMQ, etc. An Adaptation Engine 710 may include a
Complete Service Instance Monitor 425 and an Application Monitor 450. The
coroponents of a Corplete Service Instance Monitor 425 and an Application
Monitor 450 may be implemented as custom services of the cloud
mnfrastructare/platforra API 712. The PaaS Provider may offer the Application
Support Toolkit 706 to its customers’ cloud applications. A cloud application
developer may use the Application Support Toolkit 706 to define policies that
enable dynamic adaptations at the adaptation regions 312, 314 of an individual
service instance 402. The Application Support Toolkit 706 may interact with the
PaaS provider’s APls 712, as well as with the Syslog message bus 408 and the
OCCE SLA manager 708, to acquire the information to execute the policy. The
event bubbling may be implemented by populating the Syslog message bus 408 with
appropriate events each time a respective monitor 404, 425, 450 is executing its
mternal policies.

[(863] The components of the automated adaptation framework 700 (e.g.,
the virtual machine(s) 702, the adaptation engine(s) 710, etc.), may execute on

hardware, such as one or more rmachines 800 ilustrated 1n FIG. 8.

{88641 The .SO library may support the following functiopality:
[6065] ¢ Send enactient points — initiate an infrastructural or application

related change by triggering the Complete Service Instance Monitor 425, See the

event bubbling hierarchy).

{88661 = Receive adaption requests — subscribe to events that may come
from the other levels in order to react to potential changes, including reacting to KPI
changes or reacting to specific events coming from other monitors (e.g., the
Application Monitor 450 ‘commands’ all Individual Service Instances 402 to

change certain features).

[6667] « Interfaces for sending metric/event information to the other levels

ot the event bubbling hierarchy.

[6068] « Perform localfremote logging (functional features for the operation

of the framework/library).
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[0869] * Provide APIs for instrumentation of the cloud application 102 to
both the cloud application 102 and the PaaS provider. The instrumentation allows a
developer of a cloud apphication 102 to: (a) adapt the cloud application 102 based on
the values of the monitored KPls, and (b} expose KP1 levels to and request
infrastructure changes from the underlying PaaS Provider. This enables low-level
analysis of potential critical paths within an executing cloud application 102, which

is mapped to virteal and physical servers in the Paa®’s data center(s).

{6870] » Allow developers of cloud applications 102 to define and expose

KPIs and SLAs in the cloud application code, rather than in a separate application.

{0871] = Allow tying SLAs and KPIs to blocks of code in a cloud application

102 and physical servers in the PaaS’s data center(s).

{0872] = Expose KPIs, SLAs, and cloud applications” 102 architecture to the
Paab provider at run timne, without additional pre-deployment documentation or

additional metadata constructs.

[0673] * Provide a cloud application 102 with the ability to antomatically

and dynamically adapt/repair itself when a KP1 is in danger of breaking an SLA.

(686741 * Provide the PaaS infrastructure with notifications regarding a cloud

application’s 102 performance.

[O875] FIG. 8§ is a block diagram illostrating an example of a machine 800,
upon which any one or roore embodiments may be imoplemented. In alternative
ernbodiments, the roachine 800 may operate as a standalone device or may be
connected {(e.g., networked) to other machines. In a networked deployment, the
machine 800 may operate in the capacity of a server machine, a client machine, or
both in a chient-server network environment. In an example, the machine 800 may
act as a peer machine in a peer-to-peer {P2P) (or other distributed) network
environment. The machive 800 may implement or include any portion of the
systeins, devices, or methods illustrated in FiGs. 1-7, and may be a computer, a
server, or any machine capable of executing instructions {sequential or otherwise)
that specify actions to be taken by that machine. Further, although only a single

machine is illustrated, the term “machine” shall also be taken to include any
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collection of machines that individually or jointly execute a set {or multiple sets) of
mstractions to perform any one or more of the methodologies discussed herein, such
as cloud computing, software as a service (SaaS), other computer chuster

configurations, etc.

[0876] Examples, as described herein, may include, or may operate by, logic
or a number of corponents, modules, or mechanisms. Modules are tangible entities
(e.g., hardware) capable of performing specified operations and may be configured
or arranged in a certain manner. In an example, circuits may be arranged {(e.g.,
internally or with respect to external entities such as other circuits) in a specitied
manner as a module. In an example, the whole or part of one or more computer
systems {e.g., a standalone, client or server computer system) or one or more
hardware processors may be configured by firmware or software (e.g., instructions,
an application portion, or an application) as a module that operates to perform
specified operations. In an example, the software may reside on a machine-readable
medium. In an example, the software, when executed by the underlying hardware

of the module, causes the hardware to perform the specified operations.

{00771 Accordingly, the term “module” 1s understood to encompass a
tangible entity, be that an entity that i1s physically constructed, specifically
configured {e.g., hardwired), or temporarily (e.g., transitorily) configured (e.g.,
programmed) to operate in a specified manner or to perform part or all of any
operation described herein. Considering examples in which modules are
temporarily configured, each of the modules need not be instantiated at any one
moment in time. For example, where the modules comprise a general-purpose
hardware processor configured using software, the general-purpose hardware
processor may be configured as respective different modules at different times.
Software may accordingly configure a hardware processor, for example, to
constitute a particular module at one instance of time and to constitute a different

module at a different instance of time.

{0878] Machine (e.g., computer system) 800 may include a hardware
processor 802 (e.g., a central processing unit (CPU), a graphics processing unit

"~

(GPU), a hardware processor core, or any combination thereof), a main memory 804
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and a static memory 806, some or all of which may communicate with each other
via an interlink (e.g., bus) 808. The machine 800 may further include a display unit
810, an alphanumeric input device 8§12 (e.g., a keyboard), and a user interface (Ul)
navigation device 814 (e.g.. a mouse). In an example, the display unit 810, input
5 device 812 and Ul navigation device 814 may be a touch screen display. The
machine 800 may additionally include a storage device (e.g., drive unit) 816, a
signal generation device 818 (e.g., a speaker), a network mterface device 820, and
one or more sensors 821, such as a global positioning system (GPS) sensor,
cormpass, accelerometer, or other sensor. The machine 800 may include an output
10 controller 828, such as a serial {e.g., universal serial bus (USB), parallel, or other
wired or wireless {e.g., infrared (IR), near field communication (NFC), etc.)
comnection to communicate or countrol one or more peripheral devices (e.g., a

printer, card reader, etc.)

{879] The storage device 816 may include a machine-readable medium 822

IS on which is stored one or more sets of data structares or instructions 8§24 {e.g.,
software) ernbodying or wtilized by any one or more of the techniques or functions
described herein. The instructions 824 may also reside, completely or at least
partially, within the main memory 804, within static memory 806, or within the
hardware processor 802 during execution thereof by the machine 800, In an

2(  example, one or any combination of the hardware processor 802, the main memory
804, the static memory 806, or the storage device 816 may constitute machine-

readable media.

{66801 Although the machine-readable medium 822 is illustrated as a single

medium, the term “machine-readable medium” may include a single medium or

b
h

multiple media {(e.g., a centralized or distributed database, and/or associated caches

and servers) configured to store the one or more instructions 824.

{66811 The term “machine-readable medium”™ may include any medium that
is capable of storing, encoding, or carrying instructions for execution by the
machine 00 and that cause the machine 800 to perform any one or more of the

30 techniques of the present disclosure, or that is capable of storing, encoding or

carrying data structures used by or associated with such instructions. Non-limiting
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machine-readable medium examples may include solid-state memories, and optical
and magnetic media. Accordingly, machine-readable media are pot transitory
propagating signals. Specific exaraples of machine-readable media may include
non-volatile memory, such as semiconductor memory devices {e.g., Electrically

5 Programumable Read-Only Memory (EPROM), Electrically Erasable Programimable
Read-Only Mermory (EEPROM)) and flash memory devices; magnetic disks, such
as internal hard disks and removable disks; magneto-optical disks; Randorn Access

Memory (RAM); Solid State Dvives (35D); and CD-ROM and DVD-ROM disks.

(688821 The mstructions 824 may further be transmitted or received over a
10 comvnunications network 826 using a transmission medivm via the network

iaterface device 820 utilizing any one of a number of transfer protocols {e.g., frame
relay, internet protocol (IP), transmission control protocol (TCP), user datagram
protocol {UDF), hypertext transfer protocol {HTTP), etc.). The term “transmission
medium” shall be taken to include any intangible medium that is capable of storing,
IS encoding or carrying imstructions for execution by the machine 800, and includes
digital or analog communications sigoals or other intangible medium to facilitate

corpmunication of such software.

{0083 Additional Notes & Esxample Embodiments

{0084 Each of these non-limiting examples can stand on its own, or can be
2¢  combined in various permutations or combinations with one or more of the other

examples.

[3885] Example 1 is a system for dynamically adapting a cloud applhication,
the system comprising: a key performance indicator (KP1) detector to detect a
current vahie of a KPI of an executing cloud service instance of a cloud application,
25 the cloud application hosted by a Platform as a Service {Paa’) provider, the KPI

corresponding to a service level agreement (SLA) between a provider of the cloud
application and a user of the cloud application, the cloud service instance having a
service type; a first KPI filter to determine whether the current value of the KPlL is
outside of an acceptable range; and a first KPI adaptor to use, upon a determination

30 that the current value of the KP1 is outside of an acceptable range, a cascading
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application programming interface (AP calling structure provided by the PaaS
provider to invoke a first API call and successive API calls based on the cascading
APT calling structure, the first API call to request a cloud service instance monitor
of the cloud service instance to adapt the cloud service instance to operate within the

acceptable range.

{0886] In Example 2, the subject matter of Example 1 optionally includes a
second KPI filter to determine whether the cloud service instance monitor
successfully adapted the cloud service instance to operate within the acceptable
range; and a second KPI adaptor to invoke, upon a determination that the cloud
service instance monitor was not successful, a second API provided by the PaaS
provider to request a cloud service monitor, corresponding to the service type of the
cloud service instance, to adapt the cloud application to operate within the

acceptable range.

[3887] In Example 3, the subject matter of Example 2 optionally includes a
third KP1 filter to determine whether the cloud service monitor successfully adapted
the cloud application back into the acceptable range; and a third KPI adaptor to
mvoke, upon a determination that the cloud service monitor was not successful, a
third AP provided by the Paa$S provider to request an application monitor for the
cloud application to adapt the cloud application to operate within the acceptable
range.

[(088] In Example 4, the subject matter of Example 3 optionally includes
wherein at least one of the cloud service monitor and the application monitor is

provided to the cloud application by the PaaS provider.

{08Y9] In Example 5, the subject matter of any one or more of Examples 1-4

optionally include wherein the SL A is represented 1n a machine-readable format.

{3690] In Example 6, the subject matter of Example 5 optionally includes
wherein the machine-readable format conforms to the Open Cloud Computing

Interface (OCCI) SLA specification.
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[0891] In Example 7, the subject matter of any one or more of Examples 3-6
optionally inchude wherein the cloud service instance monitor is provided in an

Application Support Toolkit (AST) by the PaaS provider.

[0892] In Example ¥, the subject matter of Example 7 optionally includes
wherein the AST includes a library of executable code, which when executed,
causes the system to facilitate comrmunication, via a fourth API provided by the
PaaS provider, between the cloud service instance and a platform provided by the

PaaS provider.

[6693] In Example 9, the subject matter of any one or more of Examples 1-8
optionally inchude wherein the cloud service jnstance and the cloud service instance
monitor are to execute within a virtual machine of a platform provided by the PaaS

provider.

[0694] In Example 10, the subject matter of Example 9 optionally includes
wherein the adaption includes at least one of the cloud service monitor and the
application monitor to initialize an additional virtual machine within the platform to

execute a new cloud service instance.

[0095] In Example 11, the subject matter of any one or more of Examples 9—
10 optionally include wherein the adaption includes at least one of the cloud service
monitor and the application monitor to decommission a virtual machine within the
platform; and wherein the cloud service instance, whose current KPI value i
outside of the acceptable range, had executed within the virtual machine to be

decommissioned.

[(6%6] In Example 12, the subject matter of any one or more of Examples -
i1 optionally include wherein to determine whether the current value of the KPT is
outside of an acceptable range inclades to determine whether the current value of
the KPI is within a KPI adaptation range.

{0897] Example 13 is a method of dynamically adapting a cloud application,
the method comprising: detecting a current value of a key performance indicator
(KPI) of an executing cloud service instance of a cloud application, the cloud

application hosted by a Platform as a Service {(PaaS) provider, the KPI
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corresponding to a service level agreement (SLA) between a provider of the cloud
application and a user of the cloud application, the cloud service instance having a
service type; determining whether the carrent value of the KPI is outside of an
acceptable range; and upon determining the current value of the KPI is outside of an
acceptable range, using a cascading application programming interface (API) calling
structure provided by the PaaS provider to invoke a first AP call and successive
APT calls based on the cascading API calling structure, the first API call to request a
cloud service instance monitor of the cloud service instance to adapt the cloud

service instance to operate within the acceptable range.

{0698] In Example 14, the subject matter of Example 13 optionally includes
determining whether the cloud service nstance monitor successfully adapted the
cloud service instance to operate within the acceptable range; and upon determining
the cloud service instance monitor was not successful, invoking a second API
provided by the PaaS provider to request a cloud service monitor, corresponding to
the service type of the cloud service instance, to adapt the cloud application to

operate within the acceptable range.

[(699] In Example 15, the subject matter of Exanmple 14 optionally includes
determoining whether the cloud service monitor successfully adapted the cloud
application back into the acceptable range; and upon determining the cloud service
monitor was not successful, invoking a third API provided by the PaaS provider to
reguest an application monitor for the cloud application to adapt the cloud
application to operate within the acceptable range.

[00166] In Example 16, the subject matter of Example 15 optionally includes

wherein at least one of the cloud service monitor and the application monitor is

provided to the cloud application by the PaaS provider.

{06101} In Example 17, the subject matter of any one or more of Examples
13-16 optionally include wherein the SLA is represented in a machine-readable

format.
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[08102] In Example 18, the subject matter of Example 17 optionally includes
wherein the machine-readable format conforms to the Open Cloud Computing

Interface (OCCT) SLA specification.

[08163] In Example 19, the subject matter of any one or more of Examples
15-18 optionally include wherein the cloud service instance monitor is provided in

an Application Support Toolkit (AST) by the PaaS provider.

[00104] In Example 20, the subject matter of Example 19 optionally includes
wherein the AST includes a library of executable code that when executed,
facilitates via a fourth API provided by the PaaS provider, coromunication between
the cloud service instance and a platform provided by the PaaS provider.

[00105] In Example 21, the subject matter of any one or more of Examples
13-20 optionally include wherein the cloud service instance and the cloud service
mstance monitor execute within a virtual machine of a platform provided by the

PaaS provider.

[060106] In Example 22, the subject matter of Example 21 optionally includes
wherein adapting inclades at least one of the cloud service monitor and the
application monitor initializing an additional virtual machine within the platform to

execute a new cloud service instance.

{80167 In Example 23, the subject matter of any one or roore of Exanples
21-22 optionally include wherein adapting inclades at least one of the cloud service
monitor and the application monitor decornmissioning a virtual machine within the
platform, the virtual machine executing the cloud service nstance whose current
KPI value is outside of the acceptable range.

{068108] In Example 24, the subject matter of any one or more of Examples
13-23 optionally include wherein determining the current valae of the KP1is
outside of an acceptable range includes determining the current valae of the KP1is

within a KPI adaptation range.
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{68109 Example 25 is at least one machine-readable medium including
mstructions, which when executed by a machine, cause the machine to perform

operations of any of the methods of Examples 13-24.

[00110] Example 26 is an apparatus comprising means for performing any of

the methods of Examples 13-24.

[08111] Example 27 is an apparatus for dynamically adapting a cloud
application, the apparatus coraprising: means for detecting a current value of a key
performance indicator (KPI) of an executing cloud service instance of a cloud
application, the cloud application hosted by a Platform as a Service (Paa8) provider,
the KPI corresponding to a service level agreement (SLA) between a provider of the
cloud apphication and a user of the cloud application, the cloud service instance
having a service type; means for determuning whether the current value of the KPis
outside of an acceptable range; and means for using, upon determining the current
value of the KPI is outside of an acceptable range, a cascading application
programming mterface (API) calling structure provided by the PaaS provider to
mvoke a first API call and successive AP calls based on the cascading AP calling
strocture, the first APT call to request a cloud service instance monitor of the cloud
service instance to adapt the cloud service instance to operate within the acceptable

range.

[08112] In Example 28, the subject matter of Example 27 optionally inclodes
means for determining whether the cloud service instance roonitor successfully
adapted the cloud service instance to operate within the acceptable range; and means
for invoking, upon determining the cloud service instance monitor was not
successtul, a second API provided by the Paal provider to request a cloud service
monitor, corresponding to the service type of the cloud service instance, to adapt the

cloud application to operate within the acceptable range.

[08113] In Example 29, the subject matter of Example 28 optionally includes
means for determining whether the cloud service monitor successfully adapted the
cloud application back into the acceptable range; and means for invoking, upon

determining the cloud service monitor was not successful, a third API provided by
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the PaaS provider to request an application monitor for the cloud application to

adapt the cloud application to operate within the acceptable range.

[00114] In Example 30, the subject matter of Example 29 optionally includes
wherein at least one of the cloud service monitor and the application monitor is

provided to the cloud application by the PaaS provider.

[08115] In Example 31, the subject matter of any one or more of Examples
27-30 optionally include wherein the SLA is represented in a machine-readable

format.

[08116] In Example 32, the subject matter of Example 31 optionally includes
wherein the machine-readable format conforms to the Open Cloud Coraputing

Interface (OCCT) SLA specification.

[08117] In Example 33, the subject matter of any one or more of Examples
29-32 optionally include wherein the cloud service instance monitor is provided in

an Application Support Toolkit (AST) by the PaaS provider.

[00118] In Example 34, the subject matter of Example 33 optionally includes
wherein the AST includes a ibrary of executable code that when executed,
facilitates via a fourth API provided by the PaaS provider, coromunication between

the cloud service instance and a platform provided by the PaaS provider.

[060119] In Example 33, the subject matter of any one or more of BExarples
27-34 optionally include wherein the cloud service mstance and the cloud service
mstance monitor execute within a virtual machine of a platform provided by the

Paa$ provider.

[(0126] In Example 36, the subject matter of Example 35 optionally includes
wherein adapting inclades at least one of the cloud service monitor and the
application monitor initializing an additional virtual machine within the platform to

execute a new cloud service instance.

(00121} In Example 37, the subject matter of any one or roore of Exanples
35-36 optionally include wherein adapting includes at least one of the cloud service

monitor and the application monitor decornmissioning a virtual machine within the

25
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platform, the virtual machine executing the cloud service instance whose current

KP1 value is outside of the acceptable range.

[08122] In Example 38, the subject matter of any one or more of Examples
27-37 optionally include wherein determining the current value of the KP1 is
outside of an acceptable range includes determining the current value of the KP1 is

within a KPI adaptation range.

[80123] Conveuntional terms in the fields of computer networking and
comyputer systems have been used herein. The terms are known in the art and are
provided only as a non-limniting example for convenience purposes. Accordingly,
the mterpretation of the corresponding terms in the claims, unless stated otherwise,

is not himited to any particular definition.

§80124] Although specific embodiments have beeun illustrated and described
herein, it will be appreciated by those of ordinary skill in the art that any
arrangerment that s calculated to achieve the same purpose may be substituted for
the specific embodiments shown. Many adaptations will be apparent to those of
ordinary skill in the art. Accordingly, this application is intended to cover any

adaptations or variations.

{30125] The above detailed description includes references to the
accompanying drawings, which form a part of the detailed description. The
drawings show, by way of llustration, specific embodiments that roay be practiced.
These embodiments are also referred to herein as “examples.” Such examples may
mchide elements in addition to those shown or described. However, the present
mventors also contemplate examples in which only those elements shown or
described are provided. Moreover, the present inventors also contemplate examples
asing any combination or permutation of those elements shown or described (or one
or more aspects thereof), either with respect to a particular example {or one or more

aspects thereof), or with respect to other examples (or one or more aspects thereof)

shown or described herein.

[00126] In this document, the terms “a” or “an’ are used, as is common in

patent documents, to inchide one or more than one, independent of any other
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instances or usages of “at least one” or “one or more.” In this document, the term
“or” is used to refer to a nonexclusive or, such that “A or B” includes “A but not B,”
“B but not A, and “A and B,” unless otherwise indicated. Moreover, in the

59 &4

following claims, the terms “first,” “second,” and “third,” etc. are used merely as

labels, and are not intended to impose numerical requirements on their objects.

{08127] In this Detailed Description, various features may have been grouped
together to streamline the disclosure. This should not be interpreted as intending
that an unclaimed disclosed feature is essential to any claim. Rather, inventive
subject matter may e in less than all features of a partcular disclosed embodiment.
Thus, the following claims are hereby incorporated into the Detailed Description,
with each claim standing on its own as a separate ervbodiment, and it is
conternplated that such ervbodiments may be combined with each other in various
combinations or permutations. The scope of the embodiments should be determined
with reference to the appended claims, along with the full scope of equivalents to

which such clairus are entitled.

§80128] The above description is intended to be illustrative, and not
restrictive. For example, the above-described examples {or one or more aspects
thereof) may be used in combination with each other. Other embodiments may be
used, such as by one of ordinary skill in the art upon reviewing the above

description.
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CLAIMS

What is claimed is:

5 L A system for dynamically adapting a cloud application, the system
comprising:

a key performance indicator (KPI) detector to detect a current value of a KPI
of an executing cloud service instance of a cloud application, the cloud application
hosted by a Platformo as a Service (PaaS) provider, the KPI corresponding to a

10 service level agreernent {SLA) between a provider of the cloud application and a
aser of the cloud application, the cloud service instance having a service type;

a first KPI filter to determine whether the current value of the KPJ is outside
of an acceptable range; and

a first KPI adaptor to use, upon a determination that the current value of the

IS KPIis outside of an acceptable range, a cascading apphication programming
mtertace (AP calling structure provided by the PaaS provider to invoke a first API
call and successive API calls based on the cascading AP calling structure, the first
AP call to request a cloud service instance monitor of the cloud service instance to
adapt the cloud service instance to operate within the acceptable range.

26

2. The system of claim 1, further comprising:

a second KPI filter to determine whether the cloud service instance
monitor successfully adapted the cloud service instance to operate within the
acceptable range; and

25 a second KPI adaptor to invoke, upon a determination that the cloud
service instance monitor was not successtitl, a second AP provided by the PaaS
provider to request a cloud service monitor, corresponding to the service type of the
cloud service instance, to adapt the cloud application to operate within the

acceptable range.

3. The system of claim 2, further comprising:
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a third KP1 filter to determine whether the cloud service monitor
successfully adapted the cloud application back into the acceptable range; and

a third KPI adaptor to invoke, upon a determination that the cloud
service monitor was not successful, a third API provided by the PaaS provider to
reqguest an application monitor for the cloud application to adapt the cloud

application to operate within the acceptable range.

4. The system of claim 3, wherein at least one of the cloud service
monitor and the application monitor is provided to the cloud application by the PaaS

provider.

5. The system of claim 1, wherein the SLA 15 represented in a machine-

readable format.

6. The system of claim 5, wherein the machine-readable format

conforms to the Open Cloud Computing Interface (OCCI) SLA specification.

7. The system of claim 3, wherein the cloud service instance monitor is

provided in an Application Support Toolkit {AST) by the PaaS provider.

g. The system of claim 7, wherein the AST includes a Hbrary of
executable code, which when executed, causes the system to facilitate
comumunication, via a fourth AP provided by the PaaS provider, between the cloud

service instance and a platform provided by the PaaS provider.
9. The system of claim 1, wherein the cloud service instance and the

cloud service instance monitor are to execute within a virtual machine of a platform

provided by the PaaS provider.
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10. The system of claim 9, wherein the adaption includes at least one of
the cloud service monitor and the application monitor to initialize an additional

virtual machine within the platform to execute a new cloud service instance.

5 11, The systermn of claim 9, wherein the adaption includes at least one of
the cloud service monitor and the application moonitor to deconimission a virtual
machine within the platform; and

wherein the cloud service instance, whose current KPI value is
outside of the acceptable range, had executed within the virtual machine to be

10 decomumissioned.

12. A method of dynamically adapting a cloud application, the method
COTuprising:
detecting a current value of a key performance indicator (KPI) of an
15  executing cloud service instance of a cloud application, the cloud application hosted
by a Platform as a Service (PaaS) provider, the KPI corresponding to a service level
agreement (SLA) between a provider of the cloud application and a user of the
cloud application, the cloud service instance having a service type;
determining whether the current value of the KPI is outside of an acceptable
20 range; and
upon determining the current value of the KPI is outside of an acceptable
range, using a cascading application programming interface (API) calling structure
provided by the PaaS provider to invoke a first APl call and successive API calls
based on the cascading API calling structure, the first API call to request a cloud
25  service instance monitor of the cloud service instance to adapt the cloud service

instance to operate within the acceptable range.
13. The method of claim 12, further comprising:

determining whether the cloud service instance monitor successfully

30 adapted the cloud service instance to operate within the acceptable range; and

30



WO 2017/172182 PCT/US2017/019928

upon determining the cloud service instance monitor was not
successful, invoking a second APl provided by the PaaS provider to request a cloud
service monitor, corresponding to the service type of the cloud service instance, to

adapt the cloud application to operate within the acceptable range.

14. The method of claim 13, further comprising:
determining whether the cloud service monitor successfully adapted
the cloud application back into the acceptable range; and
upon determining the cloud service monitor was oot saccessful,
10 invoking a third API provided by the Paa8 provider to request an apphcation
monitor for the cloud application to adapt the cloud application to operate within the

acceptable range.

15. The method of claim 14, wherein at least one of the cloud service
15  monitor and the application monitor is provided to the cloud application by the PaaS

provider.

16. The method of claim 12, wherein the SLA is represented in a
machine-readable format.
26
17. The method of claim 16, wherein the machine-readable format

conforms to the Open Cloud Computing Interface (OCCI) SLA specification.

18. The method of claim 14, wherein the cloud service instance monitor

25 1s provided in an Application Support Toolkit (AST) by the PaaS provider.

19. The method of claim 18, wherein the AST includes a library of
executable code that when executed, facilitates via a fourth API provided by the
PaaS provider, communication between the cloud service instance and a platform

30 provided by the PaaS provider.

31
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20. The method of claim 12, wherein the cloud service instance and the
cloud service instance monitor execute within a virtual machine of a platform

provided by the PaaS provider.

5 21 The method of claim 20, wherein adapting includes at least one of
the cloud service monitor and the apphcation mounitor initializing an additional

virtual machine within the platform to execute a new cloud service instance.

22. The method of claim 20, wherein adapting includes at least one of
10 the cloud service monitor and the application wounitor decommissioning a virtual
machine within the platform, the virtual machine executing the cloud service

mstance whose current KPI value 1s outside of the acceptable range.

23. The method of claim 12, wherein determining the current valee of
15 the KPI is outside of an acceptable range includes determining the current value of

the KPI is within a KPI adaptation range.
24. At least one machine-readable medium including instructions, which when
executed by a machine, cause the machine to perform operations of any of the

20 methods of claims 12-23.

25. An apparatus comprising means for performing any of the methods of claims

;..A

e
[
o

25
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