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SYSTEMS AND METHODS FOR DATA
QUALITY MANAGEMENT

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH

This invention was made with government support under
contract Number F30602-93-C-0160 awarded by the Air
Force. The government has certain rights in the invention.

FIELD OF THE INVENTION

The invention relates to systems and methods for pro-
cessing structured data sets, and more particularly, to sys-
tems and methods that determine a measure of the error that
exists within the results that are returned by operations on
structured data sets.

BACKGROUND OF THE INVENTION

Today, database systems take data and information and
organize the data and information into logical groups and
categories that present the data as a logically structured table
of information. Query mechanisms allow a user to examine
and analyze these tables and to extract information both
implicitly and explicitly stored therein. One common
example of a query mechanism is a search engine that
employs the structured query language that allows a data-
base user to develop complex logical processing operations
that sort through and process the data within the structured
data set and provide a search result that extracts information
explicitly and implicitly held within the structured data set.

Although these query systems work well to manipulate
logically the structured data set and thereby produce search
results, the accuracy of these search results is often ques-
tionable. Inaccuracies in search results arise from data errors
existing within the structured data sets. These errors come
from a multitude of sources including aging of the database,
transcription errors, as well as from inaccurate data values
being collected as valid input to the structured data set. All
these errors within the structured data set result in an
unknown source of error that undermines the integrity of any
query result generated from that structured data set.

Accordingly, it is an object of the invention to provide
systems and methods for providing a measure of the error
within query results generated from the processing of a
structured data set.

It is a further object of the invention to provide systems
and methods for testing the integrity of a structured data set
and for enumerating how input errors affect output errors.

It is still a further object of the invention to provide
database administrators with systems that allow for measur-
ing the utility of a database of information and for perform-
ing sensitivity analysis to relate input errors to output errors
when no measure of input error is available.

Other objects of the invention will, in part, be obvious,
and, in part, be disclosed within the following description of
the invention.

SUMMARY OF THE INVENTION

The invention provides systems and methods that model
and measure the propagation of error in information sys-
tems. The system provides a means to measure the error in
a database, and to model the propagation of that error
through queries applied to that database. In particular, the
invention provides data management systems that provide
an error measure that represents the accuracy, or inaccuracy,
of a query result achieved from processing a structured data
set.
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2

In one embodiment, the invention provides systems that
have a model of the error which exists within a structured
data set. The structured data set may be encoded as database
tables, with the error model also encoded as a database table
wherein each entry of the error model corresponds to
respective entries within the structured data set. The error
model can include three separate tables. A first table
describes each inaccurate or missing attribute value within
the structured data set. A second table describes incomplete-
ness in the class represented by the structured data set, and
a third table identifies each member of the structured data set
that is misclassified within that structured data set. These
three tables provide an integrated class level and attribute
level model of the error that exists within each table of the
structured data set.

The system includes an interface that couples to a query
mechanism employed for processing the structured data set.
The system monitors the query instructions being employed
to process the structured data set. As each logical operation
of the query instruction can cause a portion of the errors
within the structured data set to propagate through to the
query result, the interface includes a processor that generates
for the logical operations of the query instructions, a second
set of logical operations which process the error model and
the structured data set to determine how errors within the
structured data set will propagate through to the output of the
database query. Thus the error measure on the query input is
transformed to an error measure on the query output. Those
errors which propagate through will be processed by the
invention to create an error measure that is representative of
the error in the query results. The terms error model and
error measure will be used interchangeably.

More particularly, in one aspect the invention can be
understood as a system for performing data processing on
the structured data set, which includes a query mechanism
for providing logical instructions for selectively processing
the structured data set to generate a query result signal, a
memory device that has storage for error model data which
is representative of error that exists within the structured
data set as query input, and a propagation monitor that
detects and models the propagation of the error from the
structured data set as query input into the query result signal
and further for generating in response thereto an error
measure signal which is representative of error in query
result signal.

The propagation monitor can, in one embodiment, include
a query interface that couples to the query mechanism for
monitoring the logical instructions, and can further include
a memory interface that couples to the memory device for
accessing the error model data. In this embodiment the
propagation monitor processes the input error model data as
a function of the query instruction signals in order to
generate the query result error measure signal. In one
particular embodiment, the system includes an instruction
parser which is responsive to the instruction signals for
generating a set of query instructions for processing the error
model data and the structured data set to generate the error
measure signal.

The systems of the invention can include table generators
that provide the error measure signal in a table format having
storage for error tuples wherein each error tuple is repre-
sentative of an error in an associated tuple or table of the
query result. Commonly, structured data sets are organized
with a classification and attribute level structure. Systems
according to the invention for operating on structured data
sets that include classification and attribute organization can
further include a processor for generating the error measure
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as a set of tables that store classification level errors and
attribute level errors of the query result signal. In these
systems, the query mechanism is operating on a structured
data set which allows organization into classes and
attributes. Accordingly, the query results which are gener-
ated from processing such a structured set of data are
typically also organized as a structured data set that includes
class and attribute level organization. In one embodiment of
the invention, the systems include an element for generating
the error measure as a set of tables which have entries which
correspond to the tables which form the query result signal,
or which form a portion of the query result signals. In this
way the errors information is also organized according to
class and attribute level errors.

In one embodiment, the system can also include a com-
ponent for modifying portions of the error data as a function
of an interpretation map.

Systems according to the invention identify or employ a
set of error states that define the universe of errors and error
combinations which can occur within a structured data set.
In one embodiment, systems according to the invention
measure three error types to define the error that exists
within a structured data set. The system employs this set of
error types to define the error within the structured data set
that is being processed, and within the structured data set
that is generated as the query results. Systems according to
the invention monitor the propagation of each of these
errors. Accordingly, the systems can include an attribute
monitor for detecting the propagation of an attribute
inaccuracy, or propagation of a missing attribute, from the
input dataset to the query result signal. Similarly, systems
according to the invention can include a class mismember
monitor for monitoring the propagation of a class mismem-
ber error from the input data set to the query result signal.
Similarly, a system according to the invention can include a
class incompleteness monitor that monitors the propagation
of a class incompleteness error from the input data set to the
query result signal.

In one embodiment, the invention includes a memory
device that stores error model data representative of a
probability distribution of error within the structured data
set. Alternatively, or in combination therewith, the memory
device can store error model data that is representative of
possibility or interval data, in that it provides for the
representation of a non-zero probability of error within the
structured data set.

In these embodiments, the systems can include an itera-
tion processor for iteratively processing the logical error
model data as a function of the probability data to generate
a plurality of error measure signals representative of a
probability distribution of error within the query result
signal.

In alternative embodiments, systems according to the
invention can include functional processors for selecting, in
response to the probability data, a closed form statistical
function for processing the probability data.

Systems of the invention can further include a data
characteristic processor for generating portions of the prob-
ability data as a function of a predetermined characteristic of
an element of the structured data set.

In another aspect, the invention can be understood as
methods for measuring error in a query result generated
from a structured data set. These methods comprise the steps
of providing an error model which is representative of error
within the structured data set, identifying an instruction
signal representative of an operation for processing the
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structured data set to generate the query result signal, and
processing the structured data set and the error model as a
function of the instruction signal to generate an error mea-
sure representative of error within the query result.

In this aspect, the step of providing an error model can
include the steps of providing a reference data set, and
comparing the reference data set with the structured data set
to determine differences therebetween. The methods can
also include the step of organizing the error model as a data
table having class level and attribute level characteristics
and having a plurality of error tuples each corresponding to
a tuple or table within the structured data set or within the
query result dataset. Accordingly, the invention can provide
an error model that provides tuple level error measures, as
well as column level, row level, and class level error
measures. The data within the error model can be provided
as deterministic, i.e. numerical error data, as well as proba-
bilistic or possibilistic data.

In further embodiments, processes according to the inven-
tion can include the steps of identifying a portion of the data
table as corresponding to a selected characteristic, e.g., those
portions of the data that are associated with female alumni.
In this embodiment, the system can provide conditional
probability data for this identified portion, wherein certain
probability data is known to be different for certain portions
of the input data.

The invention will now be described with reference to
certain illustrated embodiments, which are provided to illus-
trate and describe the invention set forth herein, and which
are not to be understood as limiting the invention to the
depicted embodiments.

BRIEF DESCRIPTION OF THE ILLUSTRATED
EMBODIMENTS

FIG. 1 illustrates one embodiment of a system according
to the invention for providing a measure of error within the
result of a data set query;

FIG. 2 illustrates one structured data set for processing by
the system depicted in FIG. 1;

FIG. 3 illustrates a description of errors within the struc-
tured data set depicted in FIG. 2;

FIG. 4 illustrates the error conceptualization leading to
the formulation depicted in FIG. 3;

FIG. 5 illustrates in functional block diagram form an
embodiment of the invention for processing probabilistic
error models;

FIG. 6 illustrates a further alternative embodiment of the
invention; and

FIG. 7 is a diagrammatic view of the relationship between
data, true value for data, and error.

DETAILED DESCRIPTION OF THE
INVENTION

FIG. 1 illustrates one embodiment of a system according
to the invention for providing a deterministic measure of
error within the query results generated by processing of a
structured data set. FIG. 1 illustrates a system 10 that
includes a data processor 12, a query mechanism 14, a query
result table 16, a database memory device 18, and an error
measurement system 20 that includes an error propagation
monitor 22, a memory device 24 for storing error model
data, and a set of error measure tables 28a—28c.

The illustrated embodiment of FIG. 1 is a database system
that employs a query mechanism 14, such as the software
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query language mechanism (SQL), to perform logical opera-
tions on the structured data set stored within the database
memory device 18. This example of employing the error
measurement system 20 according to the invention for
measuring the error that can occur within query results
generated by processing a database 18 is provided for
illustrative purposes, and the invention itself is not to be
limited to such database systems, but for employment as an
error measurement system for any system suitable for pro-
cessing a structured data set.

As figuratively illustrated in FIG. 1, the depicted error
measurement system 20 is a device that sits on top of and is
separate from the database system that is providing the
query results. To this end, the error measurement system 20
interfaces at two points with the database system, at a first
point to interface to the query mechanism, and at a second
point to interface with the database memory device 18 that
stores the structured data set. Accordingly, the error mea-
surement system 20 depicted in FIG. 1 has the advantage of
being employable with a conventional database query sys-
tem and avoids modifications to the database or the data in
database memory device 18.

In FIG. 1, the database query system to which the error
measurement system 20 interfaces is depicted by the ele-
ments 12, 14, 16, and 18. To that end, the data processor 12
depicted in FIG. 1 can be a conventional data processing
system suitable for operating a query mechanism, such as
the query mechanism 14. The query mechanism 14 can be
any query mechanism suitable for performing logical opera-
tions on the structured data set stored in the memory device
18.

For example, the query mechanism 14 can be a software
database query mechanism, such as an SQL compliant
database processor and search engine, such as the Oracle
SQL query system. The query mechanism generates, typi-
cally in response to user inputs, a set of logical operations
that process the structured dataset. The logical operations
can be sorting operations, counting, joining or any other
such operation. The output of the processing operation is the
query result. Typically, it is this query result that the database
user takes as the answer to the query entered into the system
and employed by the query mechanism 14 to generate the set
of logical operations. The illustrated database memory 18
that stores the database information as a structured data set
can be any memory device including a hard-disk, tapedrive,
or remote database, suitable for storing computer readable
information in a format that facilitates processing by the
query mechanism 14. The query result and its appended
error measure can serve again as input to the database query
mechanism and the error propagation monitor.

FIG. 2 illustrates an example of a structured data set that
can be stored within the memory device 18 for processing by
the query mechanism 14. This example refers to the hypo-
thetical alumni(ae) or a university. The structured data set 30
illustrated in FIG. 2 is comprised of six separate records,
each being one tuple of the structured data set 30. The
structured data set 30 depicted in FIG. 2 is an organized
aggregation of different data types, including text and
numerical data. The text and numerical data is organized into
the six records depicted. Each tuple of the depicted struc-
tured data set 30 has seven fields, including a record number
field, an alumni name field, a home state field, a degree field,
a major field, a year of graduation field, and a five-year
donation field. The structured data set 30, and the data and
logical organization of that table, represent the total infor-
mation known to a database administrator or database user,
regarding the actual real-world state of the alumni objects.
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Accordingly, any error in this world representation can affect
the accuracy of query results generated from processing the
structured data set 30.

Data error is defined relative to the true state of the world.
Alogical error measure is defined on a structured data set as
a difference between the true data and the structured data, as
depicted in FIG. 7, where the World (W) denotes data that
correctly represents the true world state. Data (D) is an
approximation of that true world. Error (E) documents the
difference or discrepancies between D and W. The difference
operator ® maps from <D, W> to E. The correction operator
@ maps from <D, E> to W.

To measure error within the structured data set 30, sys-
tems according to the invention define statements that recite
the errors that can occur within the database data. For
example, the system can organize error into three categories,
that as a set are understood to provide a complete represen-
tation of error within a structured data set. One such error
definition is depicted in FIG. 4. The depicted error definition
integrates class and attribute statement level errors. This
error definition provides a more precise, general, and quan-
titative formulation of error than frequently used error
related terminology including accuracy, completeness,
integrity, and consistency, which are often vague and poorly
defined.

The integrated definition which includes class statement
and attribute statement error measures allows error to apply
differently to a data set than to a data value, and allows
systems according to the invention to operationalize error
differently to categorical and numerical data. As the term
class is used herein, it will be understood to encompass a
category in which a particular object either is or is not a
member. An object is a thing or concept that may be denoted
by an identifier, for example, a text string, or a number. An
object can be either classified, e.g. wealthy, or big number,
or can be assigned an attribute value such as a specific
number, or text string. The same symbol may be an attribute
in one table and an object in another, while referring to the
same concept. Attribute and class concepts are convertible
during query processing.

Accordingly, attribute level errors referred to as inaccu-
racies within the structured data set 30 can, as a result of the
query operation, result in classification level errors within
query results. Systems according to the invention track the
propagation of error from the input table, structured data set
30, to the query results, even if a conversion of error type
occurs within the error propagation path.

As further depicted in FIG. 4, attribute statement level
errors are understood as inaccuracies within the recorded
data wherein the attribute value is wrong relative to the
denoted object, either because it is incorrect or missing.
Class statement level errors include incompleteness errors
and misclassification errors. An incompleteness error occurs
when a member of a class which should properly be
recorded within that class, fails to be accurately recorded as
a member of the class. Misclassification occurs when a
defined class incorrectly records an object as a member of
that class, when the actual characteristics of the real-world
object fail to qualify the object for membership in the
defined class.

With reference again to FIG. 2, examples of errors within
the structured data set 30 can be described. The table
depicted in FIG. 2 lists active alumni of a college who have
made large donations and live in the United States. FIG. 3
depicts the errors believed to exist in the table of FIG. 2.
Firstly, record 2 contains an inaccurate attribute value. In
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particular, Lisa Jordan’s donation amount is actually $400,
000.00. Included in this category is the null attribute value
(record numbers 1 and 3): these are values which exist but
are unknown to the database. For example, the true value for
Mae-Ray’s year of graduation is 1991. The true value for
Tom Jones’ major is CS.

Class incompleteness occurs within the structured data set
30 as exemplified by the tuple for the alumnus John Junto as
incomplete, i.e. missing (perhaps the corrupt record number
6 was to correspond to the Junto data). He is an actual
alumnus who satisfies the class definition, but is not listed.
This is an error within the input structured data set.

Class mismembership is exemplified in record numbers 4
and 6. For example, John Wales is a mismember—he is no
longer active. Record number 6 is a mismember, as it
represents a spurious object—null or corrupt keys are mod-
eled as mismembers.

In one embodiment, systems according to the invention
can create the error model stored in memory device 24 by
generating three tables, that describe the errors of the
structured data set 30 depicted in FIG. 2. These tables are
depicted in FIG. 3 as tables 32, 34, and 36. Table 32 denoted
r,,, models the alumni mismembers errors that occur within
the structured data set 30. Table 34 denoted r,, models the
alumni inaccuracies that occur within the structured data set
30. Table 36 denotes r,; models the alumni incompletion
errors within the structured data set 30. These three tables
together, termed an error triple, can be understood to provide
a complete representation of the errors within one table of
the structured data set 30, wherein this error triple is
understood to define the structured data set 30°s failure to
record the accurate state of the major U.S. active alumni.
Accordingly, the error triple is data that models the differ-
ences in the data recorded within the structured data set 30
and the actual data which represents the real-world state of
major U.S. active alumni.

The above description illustrates one system according to
the invention for providing an error measure on the input
data on which a query will operate. Systems according to the
invention include an error propagation processor that
employ this error measure on the input data, data set 30, to
determine an error measure 28 for a query result 16, wherein
the errors in the query result 16 arise from the propagation
of the input errors from the input data 30 to the query result
16.

To that end, as depicted in FIG. 1, systems according to
the invention include an error propagation monitor 22. The
error propagation monitor can be a software module that has
an interface to the query mechanism 14 to monitor the query
instructions entered by a database user for processing the
structured data set stored within the database memory 14 or
on a remote server.

The interface can be a software interface that acts as a
background process running on the data processing system
that supports the query mechanism 14 or on a remote server.
The software interface can generate a file of the instructions
and pass the file to the error propagation processor 22.
Alternatively, the interface can be a hardware interface, such
as a data cable, that directs queries to both the database
memory 18 and the error propagation processor 22. It will be
apparent that any interface suitable for monitoring the
instructions can be practiced with the invention. The instruc-
tions can be a set of logical operands, such as AND, OR,
NOT EQUALS, GREATER THAN, LESS THAN, or other
such logical operations, or additionally, a set of more
abstract instructions, such as SELECT, JOIN, OR PROJECT
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which incorporate within this more abstract instruction a set
of primitive logical operations such as those enumerated
above. The instructions can also include operations such as
COUNT and SUM, that direct the query mechanism 14 to
aggregate data, either to provide the aggregated data as
output to the user, or to create new intermediate data for
further processing by the instruction signals.

In one embodiment, the error propagation processor
includes a parser and a compiler that parses out the instruc-
tion signals generated by the query mechanism 14 to gen-
erate a set of error propagation instructions that can process
the structured data sets of the error model 24 and the data set
stored in database memory 18. The error propagation
instructions query these structured data sets to analyze the
propagation of error from the input data to the output data
and to generate an error measure representative of error
within the query results provided by query mechanism 14.
Accordingly, the parser can generate from the query opera-
tions a set of error propagation operations that process the
error model 24 and the structured data set of database
memory 18 to develop an error measure 28a, 28b, 28¢ that
again can be represented as an error triple that identifies
error in the query result as three tables that measure
inaccuracy, class incompleteness and class mismembership
within the query results.

The following example describes a system for processing
a database using an SQL compliant query mechanism. The
parser/compiler of the error propagation processor can be
written in LEX/YACC, and operates as a software module
running on a conventional data processor, such as the data
processor 12 depicted in FIG. 1. The error propagation
processor can be a layer of software that sits above the query
mechanism 14 to monitor the query mechanism and to
generate a set of error propagation query instructions. In one
embodiment of the invention, the query mechanism 14 and
the error propagation processor 22 operate in parallel, with
the query mechanism 14 operating on the database 18 in one
step to determine the query results, and with the error
propagation processor 22 operating in a second independent
step to determine an error measure for that query result. This
allows the system 20 to employ the architecture of the query
system, including the interface with memory 18 and the data
processor 12.

The error propagation processor 22 depicted in FIG. 1
determines the form and parameters of the query generated
by query mechanism 14 and compiles the appropriate error
propagation calculus sub-expressions as a set of SQL
expressions that can query the error model data in memory
24 and the structured data sets stored in memory device 18.
After submitting this SQL query against the error model data
24 and the structured data set stored in memory device 18,
an output error triple, such as that shown in FIG.3 is
produced. These can represent the computed corrections to
the query result tables 16 generated by query mechanism 14
that will correct the errors in query result table 16.

In one practice, a database user operates the data proces-
sor 12 by manipulating an interface that is written in
HTML/PERL using a CGI script. The database user types a
valid SQL query into the text area on a web browser screen.
Hitting a send button on that screen invokes the error
propagation processor 22 which operates separate from, and
induced by, the query mechanism processing 14 to provide
a nonintrusive system for measuring error. Accordingly, the
underlying database system does not have to change to
accommodate the system 20 depicted in FIG. 1.

In this example, a database of structured commercial
financial data shown in Table 1, was intentionally corrupted
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with known errors to facilitate the provision of an error
model 24 and a database of flawed information. The errors
introduced into the financial database are illustrated in
Tables 2, 3, and 4. Table 2 shows a table of inaccuracies

within that input database, Table 3 shows the table of 5

incomplete classes and Table 4 shows the mismembers
existing within the input database.

This provides actual error data, in that the errors are
known and the error corrections necessary can be stated

10

deterministically. Accordingly, the logical error model can
be built as an error triple that definitely states the error
within a table of the structured data set. In practice such as
an error model can be created by comparing data in one
database against a reference database of the same informa-
tion. The reference database can be a more expensive
database or a collection of data that has been more carefully
gathered and updated.

TABLE 1

Sample data from the California Data Co. table
Connected to:
ORACLE7 Server Release 7.0.15.4.0-Production
With the procedural and distributed options
PL/SQL Release 2.0.17.1.0-Production

SQL> select * from disc where comp_name like ‘A%’;

COMP_NAME NUM_EMPLOYEES TOTAL_ASSETS NET_SALES
A O SMITH CORP 10800 823099 1193870
A SCHULMAN INC 1582 407865 685112
ABBOTT LABORATORIES 49659 7688569 8407843
ACX TECHNOLOGIES INC 4200 653999 641852
ADOLPH COORS CO 6200 1350944 1946592
ADVANCED MICRO DEVICES INC 12060 1929231 1648280
AG PROCESSING INC 2128 465796 1218614
AGWAY INC 7900 1204764 1710577
AIR PRODUCTS & CHEMICALS INC 14075 4761500 3327700
ALBERTO CULVER CO. 8600 593046 1147990
TABLE 2
Inaccuracies in input relation
SQL> select * from disc_ea;
COMP_NAME NUM_EMPLOYEES TOTAL_ASSETS NET_SALES
INTERNATIONAL BUSINESS MACHINES CORP 302196 81113000 62716000
101000000
FORD MOTOR CO 322213 198938000 108521000
98938000
GENERAL ELECTRIC CO 222000 251506000 59827000
251506731
GENERAL MOTORS CORP 710800 188200900 133621900
71100
TABLE 3
Incompletes from input relation
SQL> select * from disc_ei;
COMP_NAME NUM_EMPLOYEES TOTAL_ASSETS NET_SALES
NORTHERN TELECOM LTD 60293 9485000 8148000
AMERICAN EXPRESS CO 64493 101132000 14173000
TABLE 4
Mismembers in input relation
SQL> select * from disc__em;
COMP_NAME NUM_EMPLOYEES TOTAL_ASSETS NET_SALES
DAIMLER BENZ CORP 9.0926E + 10 9.7737E + 10
SEARS ROEBUCK and CO 359000 90807800 50837500
CITICORP 81500 216574000 32196000
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Table 5 shows the output from an SQL Plus program (of
the type sold by the Oracle Company, Redwood Shores,
Calif.) as it operates on the financial database. The parser
compiler of the error propagation processor 22 creates an
associated script resulting in an SQL Plus script, whose
execution is shown as the SQL Plus program of Table 5.

TABLE 5

Sample of SQL compiler execution-the logical calculus implementation

1. Connected to:
2. ORACLET7 Server Release 7.0.15.4.0-Production
3. SQL>>
4. SQL> EPC-processing standard select-from-where query:
5. SQL>>
6. SQL> dropping 3 output error tables: inacc, incompl, mismem . . .
7. Table dropped.
8. Table dropped.
9. Table dropped.
10. SQL> The user query was:
11. select total__assets, comp_name from disc where
total__assets > 100,000,000;
12. SQL> table = [disc]
13. SQL> key_ attr = [comp__name]
14. SQL> attr_ list = [total assets, comp__name]
15. SQL> where_ clause = [ total_assets > ‘1000000007 ]
16. SQL> INACCURACY
17. SQL> compiling inaccuracy EPC.
18. SQL> result:
19. SQL>> CREATE table error_table_ inacc as
20. SQL>> SELECT total__assets, comp__name
21. SQL>> FROM disc__ea
22. SQL>> WHERE
23. SQL>> (total_assets > <100000000%)
24. SQL>> AND
25. SQL>> (comp_name IN
26. SQL>> ( SELECT comp_ name
27. SQL>> FROM disc
28. SQL>> WHERE ( total_assets > ‘100000000")
29. SQL>> )
30. SQL>>)
31. SQL>> AND
32. SQL>> (total_assets, comp_name) NOT IN
33. SQL>> ( SELECT total_assets, comp_ name
34. SQL>> FROM disc)
35. SQL>>
36. SQL>> executing EPC to compute output inaccuracy
37. Table created.
38. SQL> INCOMPLETENESS
39. SQL> compiling incompleteness EPC
40. SQL> result:
41. SQL>> CREATE table error__table__incomp as
42. SQL>> SELECT total_ assets comp__name
43, SQL>> FROM disc__ei
44. SQL>> WHERE ( total_assets >100000000” )
45. SQL>> UNION
46. SQL>> SELECT total_ assets, comp__name
47. SQL>> FROM disc__ea
48. SQL>> WHERE
49. SQL>> (total _assets > <100000000” )
50. SQL>> AND
51. SQL>> comp__name NOT IN
52. SQL>> (SELECT comp_ name
53. SQL>> FROM disc
54. SQL>> WHERE ( total_assets >100000000" )
55. SQL>>)
56. SQL>>
57. SQL> executing EPC to compute output incompleteness
58. Table created.
59. SQL> MISMEMBERSHIP
60. SQL> compiling mismembership EPC
61. SQL> result:
62. SQL>> CREATE table error_ table_ mismem as
63. SQL>> SELECT total__assets, comp__name
64. SQL>> FROM disc_em
65. SQL>> WHERE ( total assets > ‘100000000 )
66. SQL>> UNION
67. SQL>> SELECT total__assets comp__name
68. SQL>> FROM disc
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TABLE 5-continued

Sample of SQL compiler execution-the logical calculus implementation

SQL>> WHERE

SQL>> ( total_assets > ‘100000000”)

SQL>> AND

SQL>> comp_ name IN

SQL>> (SELECT comp_ name

SQL>> FROM disc__ea

SQL>> WHERENOT ( total _assets > <100000000” )
SQL>> )

SQL>>

SQL> END OF EPC OUTPUT

SQL> executing EPC to compute output mismembers
Table created.

In this example, the user query is:

select total _assets comp__name, from disc where total

assets>“100000000”.

By this query, the database user wishes to see which
companies have greater than one hundred billion dollars and
what is their asset amount. The listing of Table 5 shows the
output of the script as executed in the SQL Plus environ-
ment. The user query is shown on line 11. The LEX and
YACC parse and transform input queries into error propa-
gation expressions in lines 16, 38, and 58 of the listing of
Table 5 respectively. The compiler generates a separate SQL
expression set for inaccuracy, incompleteness, and mismem-
bership errors.

Lines 19-35 provide an example of the error propagation
instructions generated by the error propagation processor 22.
The parser generates from the SQL command select, a subset
of instructions that identifies the set of tuples that are
inaccurate within the query results generated by the query
mechanism 14. The selection operation is a logical formula
on the data of database memory 18 that will select from that
data a subset of the data which meets the criterion of the
selection operation. Inaccuracies result in the selection
operation due to the existence of an inaccurate tuple in the
input data structure that will be selected during the SQL
selection operation entered by the user. This relationship can
be represented by the following formula:

Sa={r2[Arer Arser,, riRy=ro Ry, firy) N(@ry)}

Wherein the expression dr;er means there exists a tuple in
r; in R. “r;.R.=r,.R,” matches r; in R with a tuple r, in R,
on the key columns R,. So, r, is inaccurate and r, contains
attribute value corrections to r;. “f(r;)” indicates that r, was
selected by f. “f(r;)”indicates that r; should have been
selected, i.e. if the attribute values in the input data r; had
been corrected before applying f, the tuple would still have
been selected. This is understood to ensure that the inaccu-
racy in r; did not result in an S mismember due to false
selection of r,. This formula is represented by the SQL query
instructions set forth in lines 19-35 of Table 5.

Selection incompleteness errors arise from two condi-
tions. An incomplete from the input data would have been
selected had the tuple been present, and inaccuracy in the
input data caused the select condition to fail where it would
have succeeded otherwise. These criteria are set forth by the
expressions 3@ and 3b below.

Selection mismemberships in the query results can arise
from two causes; a mismember of the input data is selected
by a selection operation so that the mismember remains, and
where an inaccurate tuple is selected by the selection opera-
tion only due to its inaccuracy and should not have been
selected. This logical formula is set forth in expressions 2a
and 2b. Other query operations are described besides
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SELECT in Appendix A attached hereto, and still others will
be apparent to those of ordinary skill in the art. Accordingly,
it will be understood the invention set forth herein which
measures error propagation is not to be limited to any
particular set of operations, nor to any particular set of error
definitions.

The parser of the error propagation of monitor 22
generates, as set forth in lines 41 through 56, a set of query
instructions for processing the error model 24 and the data
sets stored in database memory 18 to generate an error
measure of the incompleteness within the query results.
Similarly, the parser at lines 62 through 78 of Table 5
generate a set of query instructions for determining mis-
memberships within the query results. These three derived
SQL queries relate to the error propagation formalisms set
forth in formulas 1 through 3. When executed against the
error model 24 and the data in database 18, the error
propagation processor 22 generates an error measure repre-
sented in FIG. 1 as three output tables 28a, 28b, and 28c¢.
Each of these tables corresponds to one portion of an error
triple, i.e. inaccuracy, mismembership, or incompleteness.
The contents of these three tables are set forth in Table 6
below. A short review of Table 6 indicates that the error
measurement system 20 according to the invention has
identified those errors that exist within the query result 16
depicted in FIG. 1. The system is mathematically closed in
that the output of one error propagation calculus expression
can serve as input to another.

TABLE 6

Qutput error triple: <output ea, output_ei, output_em>

. SQL> #xwsxwrwrwrsr QUTPUT INACCURACIES *####*

. SQL> select * from output__ea;

. TOTAL__ASSETS COMP__NAME

. 251506000 GENERAL ELECTRIC CO

. SQL> select * from output__ei;

. TOTAL__ASSETS COMP_ NAME

. 101132000 AMERICAN EXPRESS CO

. 198938000 FORD MOTOR CO

. SQL> #xwsxwrwrxixs QUTPUT MISMEMBERS * % %

. SQL> select * from output__em;

. TOTAL__ASSETS COMP__NAME

. 101000000 INTERNATIONAL BUSINESS MACHINES CORP

. 216574000 CITICORP

. 9.0926E + 10 DAIMLER BENZ CORP

. SQL> Disconnected from ORACLE7 Server Release 7.0.15.4.0-
Production

The above description describes a method for measuring
error within query results and provides a deterministic
evaluation of the error within those query results. To this
end, the system depicted in FIG. 1 employs an error model
24 that contains, as described in the above example, values
which indicate the actual errors existing in the input data
stored in the database memory 18. Accordingly, this logical
error model represents error as deterministic corrections to
individual facts. Such a deterministic error model 24 allows
a database administrator to document or verify the integrity
and value of the structured data set stored within the
database memory 18. For example, the database adminis-
trator can generate a deterministic error model 24 by select-
ing a portion of the data stored within the database memory
18 and manually researching the data therein to identify any
inaccuracies, incompleteness, or mismemberships.

For example, a database administrator can be in charge of
a database that stores records on 35,000 alumni. The data-
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base administrator can select a representative 500 records
from that database. The database administrator can review
and analyze these records to create an error model 24 that is
representative of a portion of the data records stored in the
database memory 18. The database administrator can then
conduct query searches of those 500 records to get error
measures that indicate the accuracy of the query result being
generated from the database. The error measures generated
by the error measurement system of the invention provides
the database administrator with the integrity of the search
results being produced on searches of the full database. If
error measurements indicate that the search results are of
little value, the database administrator can draw the infer-
ence that the database needs to be overhauled.

Alternatively, if the error measures indicated that query
results being produced from the database 18 are generally
accurate, the database administrator can choose to avoid the
expensive process of updating the database. Similarly, a
database administrator that is choosing between a number of
available databases that contain similar information can
select the highest quality database, perhaps the most
expensive, and determine differences between that high
quality database and other less expensive ones. These dif-
ferences can be employed to generate a deterministic error
model 24. If error measures produced upon processing less
expensive databases indicates an acceptable level of error
within the query results, then the database administrator can
select to purchase the less expensive database. Alternatively,
if the error measure results indicate that the less expensive
database produces query results highly inaccurate and of
little value, the database administrator can justify the
expense of purchasing the more expensive database.

It is understood, that the system allows a database admin-
istrator to get a measure of how error in an input database
propagates to query results. The propagation of error is not
necessarily intuitive. Accordingly, an error model that indi-
cates a high level of inaccuracy in a certain attribute may
nonetheless fail to translate into any type of significant error
for the queries generally performed by the database admin-
istrator. Consequently, the invention provides database
administrators with systems and method for comparing,
maintaining, and selecting databases.

In an alternative embodiment of the invention, the system
employs an error model 24 that represents error within the
structured data set by probabilistic data. In a probabilistic
sense, knowing error fully implies having a probability
distribution on the error sample space so that each error state
can be individually quantified for likelihood. A probabilistic
error representation consisting of expressions such as those
described below in Table 7, can be one way of defining these
probability distributions. FIG. 5 depicts one embodiment of
the invention for use with probabilistic error models. This
error and error propagation model define a simulation
mechanism for iterating over the logical error states.

FIG. § depicts the induced probabilistic error measure-
ment system 40 that includes a logical error propagation
monitor 42, an induced probabilistic error model 44, a
discrete logical error model memory 46, a discrete logical
error measure memory 48 having storage for error measure
triples 48a, 48b, and 48c, an aggregation controller 50, and
an induced probabilistic output error measure memory 52.

In the system 40 depicted in FIG. 5, the probabilistic error
data stored in the probabilistic error model 44 is employed
to generate an error measure that defines error within query
results as a probability distribution. In this embodiment, the
system 40 generates probabilistic error measures by itera-
tively testing each possible error state of the database
memory 18 to generate a plurality of error measures, each
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being representative of one possible output error state for the
query results. Thus the system 40 can also be termed the
induced probability error measurement and propagation
system, as this model results from probabilistic iterations
over the logical model.

As further depicted in FIG. §, the system 40 includes an
aggregation controller 50 that aggregates the probabilities of
the individual logical output error measurements to generate
an output error measure that represents the probability
distribution of error within the query result separately for
each type of error and for various subsets of the query result.
To this end, the error propagation monitor 42 contains an
iteration processor that employs the probabilistic data stored
in the probabilistic error model 44 to generate randomly one
discrete logical error measure which is stored in error model
memory 46. This discrete logical error measure represents
one possible logical error model for the data of database
memory 18. The system 40 processes this single discrete
logical error measure as described above with reference to
the system 20 of FIG. 1, to generate an error measure
representative of an output error that would occur for this
one discrete logical error measure stored in error model
memory 46. This output measure is then stored within the
error measure memory 48. The iteration processor of error
propagation monitor 42 then randomly generates, using the
probability error model 44, another discrete logical error
measure which can be stored in error model memory 46.
Again, the error propagation monitor 42 generates an output
error measure signal for this possible error measure and
stores the output measure within the error measure memory
48. This iterative process continues until sufficient iterations
have been performed to generate a sufficient number of
logical output error measures to define the probability dis-
tribution of the error within the query result signal.

In particular, as further illustrated in FIG. 5, each iteration
of the logical model produces an error triple that can be
stored within the error measure memory 48. Each error
measure stored within error measure memory 48 represents
one point of the error space of the logical measure of error
for the query results signal 16. In the depicted embodiment,
the error measure memory 48 couples to the aggregation
controller 50. The aggregation controller 50 can, optionally,
sum together the multiple logical executions provided by the
iterative processor of the propagation monitor 42. In
particular, the aggregation controller generates an aggregate
statistic over the multiple logical executions performed by
the error propagation monitor 42. For example, the iterative
processor can perform one hundred iterations of the simu-
lation. Random logical error measures are generated accord-
ing to probabilistic error statements such as those in Table 7
and in formulas 1, 2, and 3 below. The output of each
iteration is a logical output error measure. This output error
measure is a probability density function of its outputs over
one hundred iterations and constitutes the induced model’s
output distribution for each of the error types. This output
distribution can be graphically plotted to depict the prob-
ability distribution of the error within the query result signal
16. The probabilistic output error measure memory 52 can
store the aggregated output error data for subsequentive use
by the database administrator.

It will be apparent that other query operations and error
propagation calculus expressions can be employed with the
invention without departing from the scope thereof.

In a further alternative embodiment of the invention, the
systems can employ error model data that is represented as
probabilistic expressions. For example a statistical method-
ology can determine that an error term on income for Alumni
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is some (discretized) normal distribution (call it P (income-
error)). These probabilistic error statements can be pro-
cessed by statistical operations to directly determine the
error probability distribution of the query result signal 16.
Continuing with the example, if a selection predicate asks
for the number of individuals with income greater than some
amount, this input normal distribution of error become a
distribution on inaccuracy, incompleteness, and mismem-
bership by operation of a functional processor that employs
a sum of binomial random variables to model the number of
incompletes and mismembers in the output. Such a func-
tional view of error representation and propagation directly
determines the probabilistic output error without requiring
the iterative processes previously described with reference
to FIG. 5. The statistical processing operations employed by
the functional processor for combining probability state-
ments of error are well known in the art of probability and
statistics.

One such system is the functional probabilistic error
measurement system 60 depicted in FIG. 6. The depicted
system 60 includes a functional error propagation monitor
62, a functional probabilistic error model memory 64 having
probability data stored therein, a statistical function library
68, and functional probabilistic error measure memory
devices 70a, 70b, and 70c.

Accordingly, in this embodiment, the error model data
stored in memory device 64 can be stated as closed form
statements of probability distributions. For example, an error
statement that alumni under-report or over-report their
income as a function of region (Europe, Texas, etc.) and
employment category (CEO, manager, etc.), can take the
form:

P(Income-error=x|Region=y"Employment-category=z) (Statement 1)

Further, mismembers may be represented as: (1) “the
probability that a randomly chosen tuple in the table is a
mismember is 0.17, and (2) “the distribution of values in a
tuple given it is a mismember is P (x)” where xeX is a tuple
variable on the table’s scheme. These can be stated in the
form: P (mismember) and P(X=x|mismember). Other proba-
bilistic statements of error will be apparent to those of
ordinary skill in the art, and the use thereof does not depart
from the scope of the invention.

Table 7 illustrates probability statements in an error model
data set. In Table 7, t is a random tuple in a relation r, @t is
the correction to t necessary to correct any error therein, o
is a random object in the world which is in fact in r’s class,
x and y are tuple variables on r’s scheme. Then the following
statements describe alternative ways of structuring knowl-
edge about data error for each error type. Member (t) is the
event that the tuple t is in fact a member of the table’s class.
Mismember (t) is the event that the tuple t is in fact not a
member of the table’s class. Incomplete (0) is the event that
the object o is in fact a member of the table’s class, but is
not listed in the table.

error type item functional representation expression
inaccuracy 1 P (&t = y | member(®) ~ t =x)

1 P (member(t) t = x)

or

2 P (t = y | member(t) Bt = x)

2' P (member(t) " Gt = x)
incompleteness 3 P (incomplete(0)|o = x)

3 P(o=x)
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-continued
error type item functional representation expression
4 P (o = x | incomplete(0))
4 P(incomplete(0))
mismembership 5 P (mismember(t) | t = x)
5 P(t=x)
or
6 P (t = x | mismember(t))
6 P (mismember(t))

For encoding knowledge about the error type inaccuracy,
an error data model can structure the information based on
either of the two expressions of item 1 and 1' or on 2 and 2!
above as these are alternative statements. This can be
similarly done for incompleteness and mismembership.
Accordingly, memory 64 can store an error triple data model
having three tables of errors each providing tuple level
representation of error recited as statements of probability.
This system 60 can also be termed the functional probabi-
listic error measurement and propagation system. This is
because it operates directly on probability functions.

The functional probability representation can also provide
error models that include conditional descriptions of error.
To this end, the probability statement of error expressed for
a tuple in the error model can provide a first statement of
error probability that applies under a first condition, and a
second statement of probability of error that applies under a
second condition. For example, the probability statement of
error for the accuracy of an address field in the input data set
may be conditional upon the age of the associated alumni
member, given that younger people have a tendency to move
more frequently that older people. Accordingly, the param-
eters of a probability statement, e.g., the mean of a binomial
distribution, may be different conditioned upon the age of
the alumni. Error can may also be conditioned upon evi-
dence of other error contained in the table. The evidence of
error can be any information which leads to a belief that
error may exist in a particular subset of the data which is
different than the error that exists for the other portions of
the data. One such form of evidence includes a recording of
the processing history of data, including its source, age, and
collection method.

As with the embodiments described above, the error
propagation monitor 62 determines errors in the input data
set that will propagate through to the query results 70 given
the input errors and the operations employed in the query.

For example, mismembers can propagate for a select
operation. For example, variable r represents a table that is
input to a database query, and variable s represents a table
that is output from that query. The scheme of both is R, with
r, and s, are the respective error triples. s, can be computed
by the calculus. Let KCR be the key of R. As an example of
the probabilistic events, let s, be a random tuple drawn from
the output table s. Let s;.Kes,,,, K be the event that s,.K is
a mismember of s. Then P(s;.KEs,,,.K) is the probability of
this event. As discussed above, a conditional distribution
such as P (s;.K es,,,, K |s;=x) allows assignment of a higher
likelihood or degree of error to some subsets of the data
(world) than to others (where X is a tuple variable on R).
mismembership in the select result

P(s; - Kes,,, - Kls; =x) = P(s; - K er,,, - Kls; = x) (22)
+P(s; Kerg, - KN fis) N = fidspls; =% (2b)
Expressions 2a and 2b above state that two exclusive events

among input tuples can result in an s mismember. 2a covers
the event that s;. K was a mismember in r, in which case (by
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definition of a selection) it is also a mismember in s. 2b
describes the other way a tuple may be a mismember in
s—when an inaccuracy in r causes a tuple to be wrongly
selected into s.

The probability of an output mismembership is a function
of the probabilities of the these two types of input error
events. The probability that a random output tuple s,es is a
mismember (given s,=X) is the probability that, for the tuple
s.er, and given f(s;), then what is the conditional
probability—in r—that s, is either a mismember of r or s, is
inaccurate resulting in false selection by f. And, because of
the conditionals, a probabilistic “filtering” of error occurs.
The selectivity of f over conditioning variables may lead to
different proportions of tuples in each error category.

Inaccuracy error concerns an attribute value vis-a-vis an
object. As in mismembership, a conditional interpretation of
inaccuracy can be adopted. y below is another tuple variable
on R.
inaccuracy in the select result

P(s; " Kesea K N PBs;=yls; =% = (1a)

P(s; - ereg - K N Ds; =3 Bspls; = %)

This equation describes the single event in the input event
space that results in an inaccuracy in the output. This is the
case where an inaccurate tuple s; of r satisfies f, and the
satisfaction is not spurious, i.e., it would have occurred even
if the inaccuracy were corrected.

For incompleteness, let o be a random tuple missing from
@s where Ps represents the true output. Let t be the
corresponding inaccurate tuple in r such that t.K=0.K. Two
conditions can cause incompleteness: an incomplete from r
would have been selected had the tuple been present and an
inaccuracy in r causes the select condition to fail where it
would have succeeded otherwise. P, and P, represent prob-
abilities on s and r respectively.
incompleteness in the select result

P(o-Kes,; " Klo=x)=Plo-Ker,;- K N\ flo)|o =x) (3)
+Plo-Ker, KN flo) A 2 fidlo=x) (3b)
P(o =) = P,(0 = o) (30

An error calculus can be provided to detect errors that
arise from attribute level errors crossing over into class-level
errors. For example, Major was an attribute column in
context of Alumni, but will generate an object in the Major
table due to a projection operation. A propagation calculus
can account for such semantic transformations and convert
across error measures from one interpretation of data to
another. Let r and s be input and output respectively for a
projection: s=II (r). Probabilistic project propagation
depends on the relationship between the projection list S and
the key K of the input scheme R. If S includes the entire key
of R, then the key of S and R are the same, and the
incompleteness and mismembership of s and r are the same.
If the key is removed, then a new key arises (as in Major
above) and error is to be computed accordingly.

Another factor in the projection can be the relationship
between S and the set of columns that are conditioning in the
error representation. If conditioning columns are removed,
then a new marginal distribution of error is to be computed
for the remaining columns in order to maintain (the now
reduced) error information. For example, the formula below
describes the calculus for projection incompleteness when
the conditioning columns are kept and the key is removed.

Let R, be the key of R. Because S is disjoint from R,,
there is a key change so that S;=S. Define o as in 3a—c above.
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The functional processor can compute incompleteness as:

P(o - Kes,jo - k =x) = P(xes,;) = Pxe®r-S N x ¢ r-5)
Pxe®r-S AN x & r-8)=(a)0 forxer- S,
and (b) forx € r-S: P(xer,, - S V xe{®i|Prer,, - K}) =
1-Px ¢ r, s N xe{®ifer,, - K}).

This error propagation calculus expression indicates that
object 0.S, will be incomplete from s if either incomplete-
ness or inaccuracy in r masked the fact that a member of r
in fact had S value o.S,.

A probabilistic aggragation calculus can also be deter-
mined. A count operation reflects how many tuples are in a
given table. In the above described error model, the true
count can be derived random variable. Let x be the number
of tuples actually present in a table. Let y be the number of
incomplete objects, and let z be the number of mismember
tuples. Then by simple observation the true count is equal to

X+y-z.

The data defines x. So as long as the probabilistic error term
gives a distribution on the number of incompletes (y) and
mismembers (z), then the true count is fully (i.e.,
probabilistically) defined. For example, if the alumni DBA
states:

300 people are incorrectly listed as deceased
then the query select name from alumni where Deceased=
‘no’ would result in a table of exactly 300 missing. The DBA
might have stated instead: the likelihood of any individual
reporting him or herself as dead is 1 in 1,000 Then, given
70,000 alive and 30,000 dead tuples, a simple binomial
model of lying about death can determine the distribution of
numbers of incompletes in the result.

A probabilistic calculus for a sum operation can also be
determined. Let T be a table having a numeric attribute
column a,, and having n tuples. Let the aggregation be over
a,. Let

e

=1,...,n
be the sum over o, counting blanks as zeros. First make
adjustment to S.0,; to address the incompletes. Let P (y) be
the probability that the number of incomplete objects is y.
Then, to adjust S.a, for incompleteness in T, the functional
processor can add z, where z is the random sum of a random
variable. The random sum is over the random number (|T,])
of incomplete objects. The random variable is the value t,.
a, for a missing tuple t;. A similar operation corrects for
mismembers, but the random sum of random variables is
subtracted. Let m be that mismember adjustment,

Then the true sum random variable can be expressed as:

2o +z-m.

Thus, the probability distribution for the statistic “total-
income of Boston area alumni” can be computed, from
which various derivative metrics can be computed, such as
confidence intervals on this statistic.

The count and sum calculi described above for the func-
tional processor, compute the same output distributions as
the embodiment depicted in FIG. 5. The semantics are a
clearer from this discussion, however, because they
acknowledge the conditional structure of error and the
formulation of error as random sums of random variables,
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allowing for (increasingly) closed-form solutions. Propagat-
ing such sums functionally (e.g., without the simulations of
the induced model of FIG. 5) will depend on the particular
underlying distributions involved. Accordingly, the func-
tional model manipulates conditional probability distribu-
tions explicitly and leads, where possible, to increasingly
closed form analytic formulas for probability distribution
propagation. Many uncertainty models embody assumptions
about the “shape” of uncertainty (e.g., uniformity,
independence, and normality). These may or may not be
valid in a given setting. The current model makes no
assumptions about distributions, but specifies what prob-
abilities are relevant.

It will be apparent that other aggregate query expressions,
such as average, and union, can be employed with the
invention without departing from the scope thereof.

In operation the propagation monitor 62 monitors the
instructions generated by query mechanism 14 and parsers
the queries, as described above, to generate a set of propa-
gation queries to determine how errors from the probabilistic
error model 64 propagate to the output error measure in
memory device 70. As described above, the operations of the
logical instructions for processing the database 18 determine
how error propagates to the query results. For example, for
a select operation, errors that exist within the structured data
set generally, if selected, propagate right through to the
output error measure stored in 70. However, when the query
requests data to be aggregated, either for counting,
summing, or averaging, the propagation monitor 62 deter-
mines the type of probability statement, e.g., normal
distribution, associated with the appropriate attributes in the
error model 64 and accesses the statistical function library
68 to select a statistical function, i.e. a binomial sum of
normal random variables, for generating the probability
statements to achieve the proper probability statement for
the error measure. In this way, the propagation monitor 62
acts as a functional processor for directly determining prob-
ability statements of error within the error measure signal
stored in the memory devices 70a, 70b, and 70c.

In the alternative embodiment depicted in FIG. 6, the
error model can also store possibility data. Possibility data
is understood to be probabilistic data which is less certain
than probability data, in that it merely indicates that error
can exist within the data measurement. However, possibility
data typically provides no measure as to the likelihood of
that error. However, in some embodiments, it is useful for
database administrator to determine whether or not the
possibility of error propagates through into his query results.

The above description illustrates the systems and methods
according to the invention that are suitable for determining
an error measure signal representative of the error that
occurs within a query result generated from processing a
structured data set. The error models shown herein can be
provided to the systems of the invention or can be generated
for use with such systems. As described above, the error
models can be generated by comparing a reference data set
to an existing data set to determine an error measure, which
in one embodiment can be represented as the corrections
which are necessary to make to the structured data set to
bring the structured data set into correspondence with the
reference data set.

Additionally, the error models can include probability
data which can be gathered either through known statistical
processes for measuring error within a set of data, or by less
deterministic, and empirical methods, wherein a database
administrator who has substantial knowledge of what the
accuracy of data within the database is interviewed to
determine rough estimates or subjective statement about
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error within the data. Other techniques, including database
integrity constraints, can be employed by the invention for
measuring the error within database and for generating the
error models suitable for use with the invention described
herein.

The systems and methods of the invention can be
employed for determining or stimulating the integrity of an
existing database as well as for allowing a database admin-
istrator to compare multiple databases for purposes of select-
ing between the multiple databases. Additionally, systems of
the invention can be employed for determining measures of
error produced by application of an interpretation map to the
query results of a database system. In this application, an
interpretation map can be applied to the query results
provided by a database system for purposes of translating
the query results received from a first context to a second
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context. For example, an interpretation map can be provided
to translate query results achieved from processing a data-
base having pre-tax financial information into query results
represented in post-tax dollars. As the interpretation from
pre-tax to post-tax dollars can be inexact, and create errors
within the query results, systems of the invention can be
employed for modeling the generated error and for deter-
mining the error that gets propagated through to the post-tax
query results. Other applications that employ these systems
and methods of the invention described herein will be
apparent to those of ordinary skill in the art of database
systems and statistical analyses.

It will thus be seen that the invention provides systems
and methods for measuring error within a structured data set
and for measuring and modeling the propagation of that
error through the structured data set to a query result.
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ABSTRACT

Bad data leads to bad decisions. Non-trivial error levels have been observed,
however, in a variety of applications including inventory, financial, military
personnel, and criminal justice. The growth of data sharing networks (e.g., the web)
and increased computer processing of data (e.g., data mining) suggest the importance
of data quality management. Error reduction, although desirable, is not always
necessary or feasible. This thesis concerns the modeling, measurement, and
propagation of error in information systems. What can we say when two data
sources disagree, or when not sure to trust a given source? How do particular forms
and degrees of input error impact a given analysis?

A closed set of three error types is defined: attribute value inaccuracy (and
null values), object mismembership in a class, and class incompleteness. An error
measure is a probability distribution over event spaces defined by these error types.
Given a measure of error in query inputs, the error calculus computes and explains
error in the context of individual query outputs.

As a theoretical foundation, this work suggests managing data error in
practice by instituting measurement of persistent data and extending database
output to include an error term - akin to the confidence interval of a statistical
estimate. The formal mathematical model is complemented by field experiments in
error knowledge acquisition (i.e., error measurement), by error representation and
calculus implementation in software, and by simulation on university Alumni
data.

Thesis Supervisor: Professor Stuart E. Madnick (Chair)
Title: John Norris Maguire Professor of Information Technology and
Leaders for Manufacturing Professor of Management Science
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Chapter 1
Introduction and Overview

"The government amasses statistics, they add them, raise them to the nth power, and
prepare wonderful diagrams. But you must never forget that every one of those figures
comes in the first instance from the village watchman, who just puts down what he damn
pleases. ” J. Stamp, 1938 as quoted in [23]

Bad data leads to bad decisions. Non-trivial error levels have been observed,
however, in a variety of applications including accounts receivable, inventory,
financial, military personnel, and criminal justice [30, 36, 46]. Increases in data
warehousing, data distribution, data mining, and on-line data analysis suggests that
error should be properly managed. Two situations in particular call for error
assessment. The first concerns new users of data who least understand its
imperfections, for they are subject to confusion and poor decision making due to
error. The second concerns query environments (e.g., ad-hoc or complex analytics)
where error in persistent data may be known, but where error propagation is
complex - so that error in individual query outputs would not be known.

U.S. government agencies such as the Census Bureau, Internal Revenue
Service, and Energy Information Agency use econometric methods for modeling
under-count and other biases in survey results [1, 7, 31, 37]. As shown in Table 1.1
below, statisticians have developed formal and accepted models of error and its
propagation, while no quantitative error model is defined for the database area.
Contrasting their data and operations helps to explain why error is dissimilar for the

two disciplines.
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Data Operators Error
Statistics | quantitative regression variance models, confidence intervals
aggregate = non-deterministic | = rich models of error and its propagation
Database | object relationships | logical, set-based "accuracy, completeness"”
Einstta.rl\CE-level = deterministic = no_accepted model of error or its propagation
etai

Table 1.1: Views of error across the statistics and database disciplines

A key difference between database and statistics view of error relates to the
different data types and operations. A statistician may ask how measurement error
in a set of attribute values affected a regression result, while this thesis concerns
how error affects database query result. Regressions and database queries have a
different semantics. A statistical regression results in a scalar value, whose error
{(uncertainty) is modeled via a variance term or confidence interval. Error in a
scalar value can be represented by a probability distribution over the real numbers.
In contrast, the probabilistic error representation of our error model will be a
probability distribution over a difference between two database tables - one being
true and the other being the given and possibly errored data set. A regression is a
single operator whose error propagation behavior has been analyzed [11]. A
propagation model for error propagation through database queries has not been well
developed.

Two primary components to error management strategies are error reduction
and error measurement. Error reduction involves improving data - either through
clean-up of existing data, or through tighter controls on the data collection process
so that future data will be cleaner. Error measurement, the focus here, involves
assessment and documentation of error so that users can be aware of error in data
they use - and so that administrators can better understand the impact of error.

Unfortunately, error reduction is often unfeasible or unnecessary. First, it

presumes the control or resources necessary to improve the data. While not
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unlikely for locally administered data, it is inconsistent with norms for data sharing
networks (e.g., the internet) where data are independently managed, of varying
quality, and often unfamiliar. In general, not all data-generating organizations
require, or have access to better or error-free data. Second, not all application
contexts require error-free data. Error reduction is not cost-free and an optimal state
in data processing will involve some degree of error.

We focus in this thesis on error measurement and propagation. Three
primitive types of error will be accounted for: inaccuracy of an attribute value,
incompleteness of a class, and mismembership in a class, as per the illustration in

Chapter 4, Figure 4.1.

1.1 Applicability of This Effort

We define in this thesis a model and methodology by which knowledge about
data error may become an available and shared resource - as a value-added
addendum to data. Such functionality is increasingly important with the growth of
data sharing networks in which the context of data collection is increasingly
decoupled from data’s context of use. Data sources have varying degrees and kinds
of error, and data receivers have varying sensitivities to error - across time, over

queries, and over individual decision contexts [60].

This objective is relevant where either:

¢ queries are new or complex, so that the impact of input on output
error is unclear - thus the error propagation calculus, or where

¢ there exist users who are less aware than others (e.g., administrators)
about error present in the data, thus the error representation -

enabling communication of knowledge about data error.

10
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Two factors help to explain why error measurement is a particularly
important issue in data sharing environments. First, for "local data” (e.g.,
previously applied or locally generated), users already have personal familiarity
with kinds and levels of error. When data are collected and used within a single
organization, there is often a common purpose around the data - error levels will be
acceptable for the intended application. Local users are also more likely to be
familiar with error that does exist so their behaviors (e.g., decision making) will
incorporate this - i.e., error will be accounted for. Data are tailored to particular
application objectives.

This is useful also within a single application context, when data are
eventually used for non-traditional purposes (e.g., as input to a new or complex
query). It may be unobvious even to a local expert how a particular form of error
propagates through a complex suite of queries with its aggregations and partitions.
It is when applying new perspectives and through a naive view of the data that
problems will arise.

Figure 1.1 below summarizes how the error representation and error

propagation components of the research relate.

> A

by

]

ES error

" propagation both needed

o needed

£

) error measurement &

© documentation needed

. | .

* user unfamiliar with
data and its error

Figure 1.1: Applicability of the representation and propagation models

11
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On the vertical axis is level of complexity in the query. On the horizontal axis
is the level of user familiarity with the persistent data and its error. In the lower left
quadrant, the query is simple, e.g., the null query select * from table, and the user is
familiar with error in the data. There is no need for error measurement or
propagation here. In the upper left, the user is familiar with error in the data, but
the query is sufficiently new or complex to make it unclear how input error is affects
output error. While there may be no need for (additional) error measurement here,
error propagation would be useful. In the lower right, the query is simple, but the
user is unfamiliar with error in the first place. There is need only for documenting
error here (e.g., via measurement), but error propagation is not an issue given the
query simplicity. In the upper right, both measurement and propagation are

needed.

1.2 Examples: Error in Practice

In the following seven sub-sections we provide examples and experiences
which illustrate how error arises in practice and how several organizational deal
with it. These should provide valuable intuitions about how we may want to
conceptualize, formalize, and measure data error. Each of the scenarios is based on
the data sets, database systems, and data vendors we have looked at during field

work.

1.2.1 Example 1: error logging at Socio-economic Data Co.

In our research, we have worked with one of the world's largest socio-
economic historical data providers. Over one hundred employees in this
organization manage the production and quality of data collected from several

hundred upstream sources. Screening incoming data for errors is a standard,

12
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though somewhat ad hoc, part of their procedures. Still, of several thousand text
entries in a data quality log, most are due to error in data, such as "Taiwan GDP is
wrong". The company sees management of data error as critical to continued

SucCCess.

What can be done if an error is suspected? Sometimes a customer suggests a
replacement datum based on a second data source or on other external "evidence”
which may enable a datum's substitution. Where data are confirmed as incorrect,
new data may be substituted. The problem is that such a substitution requires a
judgment that the substitute data is somehow "better than" the original. Such
judgments are often beyond the purview of a given data administrator, who may
not be a domain expert and may need time to further investigate, or who may wish

ultimately to keep and query over both data - the original data and the customer's

suggested correction. In this regard, error corresponds to discrepancies among
sources.

In this organization, textual entries in a customer service log are used to
document experience with suspicious or incorrect data. These text entries, however,
are informal (e.g., not mathematically processable) and are not quantitative (e.g., do
not suggest a possible correction term). A representation of data error which is
linked to the data dictionary and which propagates through query operations would
be useful in this organization, so that the importance of error could be better known.
This would allow an understanding - e.g., a quantitative mathematical model - of
error to be accrued over time, by individual analysts, and without modifying source
data.

Using our logical error representation - when an analyst encounters an error,
he or she may record its occurrence without changing the original source data.
Administrators and analysts could formally record information about error (e.g.,

updates or alternative interpretations of error and data) in an external "differential

13
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file" as per our error representation. Documentation of known errors may indicate
patterns of error, and thus where other errors are likely to be.

This approach enables maintenance of multiple conflicting accounts of (or
versions of data about) the same domain. In a network of data providers and value-
added mediation services, different analysts could maintain their own data as
qualifications of, or alternatives to, existing sources. Related services such as error

correction, inter-database comparison, and data auditing are also suggested.

1.2.2 Example 2 : error as discrepancies across sources

Worldscope and Disclosure are two sources of overlapping (e.g., partially
redundant) corporate financial data. As a means of increasing (or decreasing) trust
in individual data, a Worldscope user might like to analyze discrepancies between
the two sources - comparing multiple sources is a way of "triangulating in on" the
truth, i.e., a way of building (or reducing) confidence in database answers. A
differential file indicating discrepancies between two competing sources can be
automatically populated (by a difference operator in Chapter 4 on the logical model)
and maintained to document which errors exist in Worldscope, assuming
Disclosure as a reference. The error propagation calculus would then compute error
in the output - determining whether the input discrepancy makes a difference (e.g.,

results in how many errors) in the context of a given query output.

1.2.3 Example 3: Error as updates

Consider another application of such a differential file. Often, source
databases are replicated in subscriber databases. For example, a real time database of

manufacturing production runs may be uploaded monthly to refresh a decision

14
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support environment. This approach to propagating updates is inefficient
whenever the uploaded database is large relative to the number of interim changes.
And the time of upload may conflict with users of the data who are involved in
transactions with the data, e.g., an analysis lasting several days such that the data

should not change.

Upon receipt of a set of updates (e.g., discrepancies between old data and new),
data warehouse administrators need not perform the updates immediately. Perhaps
only after performing an off-line integrity analysis, and after existing long
transactions are completed, would updates be incorporated. In the interim,
warehouse users may optionally query the two data sources as if the updates had
been applied to the persistent data. In some cases, administrators may sometimes
wish not to change persistent data at all, effectively maintaining separate "versions"
of data, e.g., the originally published data and the interim adjustments. Legal and
accounting reasons may suggest not tampering with source data, and instead
maintaining a record of differentials over time. In other cases, database media may

be read-only (e.g., CD ROM), or users may not be authorized to change stored data.

1.2.4 Example 4: Error as multiple meanings

We must remind ourselves not to over-simplify the concept of data error.
Even for a single data set, users may have different interpretations of error. For
example, we recently purchased a CD ROM containing corporate financial
information on a particular class of companies. We found "missing data": Net
Sales figures were not listed for 25 out of 86 life insurance companies (and had been
translated to the number zero by a commercial data load program). The data vendor

explained on the phone that, for privately owned life insurance companies, this

15
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item may in fact be unavailable!. Given that this is the case, we might retract our
assertion that these data are "missing”, and instead factor in this unavailability as
part of the data's definition.

An insurance industry analyst may have more specific and immediate
objectives however. Such lack of data may necessarily be interpreted as an error, as
the output from the following simple query would be incorrect: select sum Net-sales
from Table where Industry = Life Insurance. Every company has a Net Sales figure,
regardless of its availability to a particular data vendor. We see from this example
that data error is relative to data meaning - a relationship we will formalize in
Chapter 3.

Another example of this issue is as follows. We have worked with the
administrators of the Alumni database in a large university. Sometimes, alumni call
up the Alumni administrator and ask to have their "Year” changed so that mailings
for alumni events will include the alumnus in a year other than the official year of
(undergraduate) graduation. Unusual circumstances sometimes delay a student's
graduation, but for social purposes the student wants to be associated with one class
year though the graduation year is not that year. Neither is a better interpretation - it
depends ultimately on the concept desired (the meaning) and thus the application of

the data.
1.2.5 Example 5: Probabilistic error: untimeliness and lies
We often understand error not as corrections to particular facts (i.e., logically),

but only as probabilities or sometimes only fuzzy intuitions. In practice, instance-

level facts about error can often only be estimated with uncertainty. For example,

Ishe was not sure off-hand whether or not that was the case for the particular companies 1 was
inquiring about.

16
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we may be able to state probabilistically how often an individual changes address,
but we can not state with certainty who has moved or where they have moved as a
data set ages.

A DBA for the Alumni database we have worked with believes that several
hundred records in his data incorrectly list the alumnus as Deceased. He suspects
that this is due both to mis-keying of ID's in data entry, and to falsification by
alumni (to prevent solicitations!). In this case, error can only be modeled as

probabilities of error for various subsets of the population.

1.2.6 Example 6: Probabilistic error and the IRS audit

In July of 1995, the U.S. Internal Revenue Service (IRS) announced plans for a
compliance audit, at a cost of $ 550 Million. The goal is not to catch individual tax
cheats, but to understand how well individuals fill out their tax forms in general.
Upon completion of this activity, there will exist both the original tax data in one
hand and knowledge about its error in the other.

The IRS will have generated both corrections to individual tax returns
(relating to the logical model), as well as statistical estimates of error in the large
(relating to the probability model).  The technology proposed herein will allow
these two different sources and types of information to be integrated for propagation

or adjustment of error at query time.

1.2.7 Example 7: Error knowledge and the data warehouse

We have worked with the person responsible for the design of a school-wide
Data Warehouse for a major university. He states that the communication of

organizational knowledge about data error is important - possibly critical - to his

17
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project. Data in his warehouse come from "anonymous” sources, so potential users
know little about data reliability. He fears that users will run analyses without
understanding data error. Then, as errors are discovered, the warehouse project

overall may lose credibility in a possibly well publicized blunder.

These seven examples have shown how data error may be assessed and why
knowledge about error might be maintained by an organization, over time, and to
be propagated through queries. The value of data sharing networks will be greatly
reduced without a means of rating and certifying data, or of otherwise
communicating about error from those who know (e.g., data owners and
administrators) to those who do not. The more general issue of maintaining
multiple logical interpretations over a given schema is addressed. A key questions
arises: What representations are appropriate for data error? End-users and data
experts should like to know: which queries over which data deliver an answer that
is sufficient for my application. This thesis will allow an understanding of error to
be maintained by an organization - the associated knowledge to be stored and

processed in software.

1.3 Examples of the Representation and Propagation Model

Now we consider some simple examples of our error representation and
propagation calculus. The example domain we focused on throughout this thesis
has been the Alumni database of a university, maintaining demographic

information on graduates of the school.

Example 1.3.1 (error in tabular data): Table 1.2 below illustrates the multi-
faceted nature of data error. The table represents a particular class (i.e., type

18
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or category) of university alumni who live in the United States. It lists their
Name, Home State, Degree, Major, Year of Graduation, and their five-year
donation total. This is a sample view (e.g., not real names or amounts) of a
100,000-record university administration database we have worked with in

our research.

Alumni (Major U.S. active alumni)
Record # | Alum-name Home | Degree | Major L(ear of | 5-year-
state rad donation

1 Mae Ray RI BS Law 800,000
2 Lisa Jordan RI MS CS 1982 | 500,000
3 Tom Jones ME MS 1988 | 420,233
4 Jon Wales CT BS Eng'g 1953 | 600,000
5 Frank Ames |NY |PhD Biology [ 1986 | 820,000
6 VT MS Business 243,000

Table 1.2 : Example table with errors - Alumni relation

Our error representation will encompass three types of error, described for

this table example below:

e inaccurate attribute value: (record #2): Lisa Jordan's donation amount is
400,000 not 500,000. Included in this category is the null attribute vaiue
(records #1&3): These are values which are unknown to the database
(includes syntax error). Mae Ray's Year-of-grad is 1991. Tom Jones' major

was CS.

* class incompleteness: A tuple for the alumnus John Junto is incomplete, i.e.,

missing. (Perhaps the "corrupted” record #6 was his.) He is an alumnus

that satisfies this table’s class definition, but is not listed here.

¢ class mismembership: (record #4&6): Jon Wales is a mismember - he is no

longer active. Record #6 is a mismember as it represents a spurious object -

null or corrupted keys are modeled as mismembers.

19




5,842,202
61 62

These forms of error are likely to be found in any database where data
collection and processing can not be tightly controlled, or where error is not a major
concern. Although there are four forms of error listed above, we will maintain only
three error types. This is because inaccurate and null attribute values are treated
identically by the mathematics. They are therefore collapsed into the single concept
of inaccuracy. These will be formalized in Section 4 and comprise the operands of
the error propagation calculus. While these three error types appear fundamental,
we do not consider them final - future work may extend or refine this set. We

consider the model extensible.

As an intuition into error propagation, consider the following two examples.

Example 1.3.2 (selection error propagation): The following query on Table
1.2 results in the Alumni-donation table below it.

select Alum-name, 5-year-donation from Alumni

where Degree = 'MS’

Alumni-donation
Alum- 5-year-
name donation
Lisa Jordan 500,000
Tom Jones 420,233
243,000

Three errors from the input are propagated to the output. First is the
inaccurate figure 500,000. Second is the blank-key mismember. Third is the
incomplete (missing) alumnus John Junto whose degree is also 'MS".
Though Tom Jones was selected, the null value for Tom Jones' Major goes
away because Major was not in the projection list.

Had a different select condition been where 5-year-donation > 450,000, then
Jon Wales would have been a result mismember (due to his mismembership

20
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in the source relation). Lisa Jordan, an inaccurate input tuple would become
a mismember, because in fact her donations were less than 450,000.

<

Both the predicate and the selection list play a role in defining the meaning of

error propagation.

Example 1.3.3 (projection error propagation): The projection Select Major
From Alumni (Table 1) results in the table below.

Select Major From Alumni

Major (incomplete: Psych)

Law
CS
Eng'g

Biology

Business (mismember: Business)

This is the set of majors among active US alumni - the class of alumni
represented by the input relation. Notice that there are no attributes (only
keys) in Major. In Major, there is no concept of accuracy to speak of, only
mismembership and incompleteness. This is because there are no attribute
values. Business, which occurred as an attribute value of a mismember in
Alumni, is a mismember in Major since it was not the correct Major for any
active U.S. alumnus. Psychology, the major of incomplete alumnus John
Junto, is incomplete. (It would not have been if it were the listed value,
even incorrectly so, for any other tuple in Alumni). o

The operators we will consider are selection, cartesian product, join,
projection, and count and sum aggregations. This covers the space of conjunctive

queries, a powerful subset of the relational query model and SQL [2].
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1.4 Goals, Benefits, Desiderata

1.4.1 Goals

The ultimate objective of this research is for database applications and data
sharing networks to embody an error measurement and quality certification
strategy. This requires an information systems infrastructure for documenting data
error. The characterization of error we derive should be practical in that it is
measurable across applications, yet rich enough to describe error for various user
error sensitivities applied to the data. To this end, this thesis develops theory,
technology, and methodology for representation, measurement, and propagation of

error in structured data.

1.4.2 Benefits

The model contained herein entails three distinct application benefits:

* it allows data administrators (DBA's) to explicate, record, and
disseminate their knowledge of data error - this is important to
managing both product and process quality,

e it provides users (e.g., dynamically and automatically) with indicators
of output data reliability - users can assess the appropriateness of
individual data for each decision context, and

¢ it informs data administrators as to which quality improvements will
yield the best return for users! - resources for data quality
improvement [5] can then be more effectively applied.

1and for users - which input data (errors) are important relative to their particular application sensitivities.
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Our approach has direct application to the common practice of data
management due to its quantitative nature, lack of assumptions about error
distributions, and applied focus. Our model appears implementable with little or no
intrusion required on existing (e.g., legacy) applications and database systems.
Existing data and query algorithms are in fact the starting point. Among other
possibilities, this work suggests that error assessment may be institutionalized for
persistent data, allowing error to be computed and documented by the calculus for
each data set subsequently retrieved from the database, analogous to the confidence
interval of a statistical estimate. Measuring error upstream and propagating errors
down has good scale economies in that it amortizes the cost of error measurement
over the various users and possibly ad hoc queries run.

Research contributions are discussed in Section 2.4 - where we distinguish

ours from previous research.

1.4.3 Desiderata: Success Criteria

We see three main aspects to success of this thesis:

* Does the model teach us something new and fundamental regarding
information systems and data management.

¢ Is there a practical application where these technologies can be put to use
to tell data administrators, analysts, and users something of practical

value.

* Does this work serve to integrate and clarify concepts found in various
literatures: database (e.g., integrity constraints, semantics of nulls,
probabilistic databases, uncertainty in databases), decision sciences (e.g.,
decision making under uncertainty), and economics (e.g., value of
information).
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The model should be as assumption-free as possible with regard to the levels,
combinations, and forms of error describable by the model. The technology should
apply in a wide variety of application domains. The system should facilitate expert
as well as novice descriptions of error. The technology should ideally integrate with

existing data repositories and data handling methods.

1.5 Measurement and Cause of Error

Measurement is an issue of methodology and methodology is ultimately
domain-specific [17]. This thesis is not intended to develop a theory of error
measurement. But because our model depends on probability distributions of error
as input - a natural question is: Where doe one get such distributions?

Probability distributions of error may correspond to - e.g., result from - beliefs,
statistics, theory, etc. concerning both direct and indirect evidence of error such as
"degree of integrity constraint violation", "timeliness”, "consistency"”, "source
credibility”, or "collection method reliability”. Random sampling and truth-testing
of data can incorporate well known statistical techniques for estimating probability
distributions. In some cases, obtaining knowledge about error is not a difficult
process, but merely a matter of "writing down" what is already known. A key then
is to develop a language for error which does not over-commit the uncertain expert
to quantities, yet which allows for such quantities when they are available.

Error may result from various failure mechanisms in data collection
including distortions in modeling and measuring the world, bugs in data
processing, mixed data types, unmaintained data, etc. Statisticians [7] and market
researchers [25, 26] have techniques for estimating error in surveys. These include

administrative record matching (comparing data to reference sources of related
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information) and post-enumeration surveys (more rigorous follow-up surveys on a
portion of the population).

We will never ask whether or not an estimate of error is correct. This is a
matter of method and consensus and is largely external to our model. As long as a
data user knows the source and method by which a given error estimate was
derived, she can make her own decision as to whether it is credible. The current
method is focused on representing and communicating knowledge about error - and
not on deriving error measures in the first place. We do discuss the beginnings of
error measurement methodology in Chapter 8, however.

What is Error? Error, according to our model, is not simply a matter of
"making mistakes” in data processing. As illustrated by the examples and
discussion earlier in this chapter, we recognize error in any of the following, among

others:
* updates to old data,

fixes to known untruths in data,
¢ heterogeneous definitions,
¢ discrepancies among two "redundant” data sources, and

* differences between opinions, forecasting, or simulation models.

The salient aspect in each of these is that there are two or more possible yet
conflicting accounts, i.e., logical interpretations (assertions as to the state) [9] of the
"same” world (e.g., database schema) and in the same context [13]. Given logical
interpretations r and d of the world, where r is a reference source for a data set d, a
complete description of error in d constitutes the full set of corrections to d as
implied by r. We are modeling error in this sense as a "difference" between two
known data sets. This is analogous to treating scalar error as a difference between
two numbers [4]. The description of any errors may be stated deterministically (in
our logical model) if it is known to that extent, or probabilistically (in our probability

model) if not.
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1.6 Overview of Technique

A formal error representation will encode statements about data error. These
may be corrections to individual data items (the logical error representation) or
probability distributions about error in aggregate (the probability error
representation). An instance of an error representation is an error measure. Given
an error measure on a query's input(s), an error propagation calculus (EPC)
computes an error measure for the query's output. Calculus execution is induced by
query operations. No change to underlying data or systems is required or assumed.
This research defines a set of Data Quality functions, shown below in Figure 1.2, in

the data warehouse setting as an example.

operational &

error data “—["query <—auery
legacy systeV filters warehouse | = { processing data
Brror <>
o]
= 1 I
_— interval"
_”c

~V
s </ [ DATA QUALITY RATING SERVICE
[t =5 EPC

-error representation PPt
-error propagation calculus ~
-error knowledge acquisition
-error detection & measurement

Figure 1.2: A data quality subsystem in an on line analysis setting

Data is migrated from upstream systems and put into the data warehouse. Error
measurement results in error measures populating the error representation. This
error measure is then propagated through the error propagation calculus for each

query submitted against the database.
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In practice, previously obtained measures on persistent data! would be used to
calculate an error measure for each data set retrieved from the database by query. A
DBA or other agents would be responsible for producing input error measures prior
to query submission (or in response to query execution where error measures are
sufficiently automatic). The system would take as input an error measure on the
persistent data. The technology has application to all data, whether in a stand-alone
decision support database, a data warehouse, or shared in a multi-database network.

The concept of error propagation is illustrated below.

4 ™)

data source data receiver

query execution

input error —————>» EPC —————> output error
\

1 - class incompleteness
2 - object/class mis-membership
\_ 3 - attribute value inaccuracy

J/

Figure 1.3: Error types and Error Propagation calculus (EPC)

The three error types we will consider are listed: attribute value inaccuracy (or

nulls), incompleteness of a class, and mismembership in a class.

1.7 Summary of Properties and Theorems

The theorems in this thesis focus on proving various mathematical
properties of the model. The properties considered are: completeness of a
representation, correctness of a calculus expression, closure of the set of error types,

and minimality of the set of error types. Completeness and correctness are proven

1 “Atomic” data which are stored and maintained over time.
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formally in proofs of theorems, while closure and minimality are argued as
consequences of the others. As described above, a set of three error types is
considered: attribute value inaccuracy (and nulls), class incompleteness, and class

mismembership. This set being closed under query and calculus operations.

'Closed’ means that a table, derived by query from a table with these errors,
will itself have only this class of errors. The same types of errors (and meanings)
will apply both to query inputs and outputs.

‘Complete’ means that all combinations and permutations of error types and
distributions of error can be uniquely encoded in the error representation. An error
state-space constitutes the finest grain, mutually exclusive, and collectively
exhaustive set of possible error states of a database table. A mapping is defined from
the set of all possible tables having error to the set of their error-free counterparts.

"Minimal' means that, if any of these error types were removed, then under
the query operations considered, the system could not be complete and correct if
only a (proper) subset of the error types were included in the model. The other error
types would be induced by query operations even if one could fully characterize
error in raw data.

'Correctness' asserts that error propagation calculus operators are correct -
using a commutativity-based criteria developed in Chapter 5 (Figure 5.1).

Proofs of calculus correctness and a summary of notation are in Appendices A

and B.

1.8 Thesis organization

The core of this thesis is in two models of error. Both include an error
representation and an error propagation calculus. The Logical Error Model defines a

semantics, while the Probabilistic Error Model provides a quantitative
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interpretation. The logical model represents and propagates error as corrections to
individual facts, and is deterministic, e.g., a correction to a number is a number (a
difference, a percentage deviation, etc.). The probability model, on the other hand,
represents and propagates error as probabilistic error distributions, i.e., a correction
to a number is_a probability distribution of numbers. The probabilistic model
subsumes the logical model, as logical statements about error are merely
probabilistic statements with probability equal to one. The probability model

consists of two variants:

* the induced probability model, resulting from the lifting of the logical
model into the probability domain, and

¢ the functional probability model whose representation and calculus
consists of closed form analytic formulae for error distributions and

their propagation.

After reviewing the literature in Chapter 2, we discuss some foundational
issues in Chapter 3. Chapter 4 concerns the logical error representation, and
correction and difference operators (and their properties) are discussed. Chapter 5
contains the logical error propagation calculus for each of the operators we will
consider. Examples are used to illustrate error propagation mechanisms. In Chapter
6 we present the probability model of error [35]. This chapter includes an integrated
example of probabilistic error propagation, based on the results of the application
example and error knowledge acquisition exercise of Chapters 7 and 8. In Chapter 9
we describe a software implementation of the logical error model and a simulation
of the probability model. In Chapter 10, we conclude and consider future research
directions. The overall thesis effort is broken out below - by topic, percentage of

effort, and relevant chapters.
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Topic Approximate Chapters
percentage of effort
Foundations / Philosophy 15 % 3
Logical model 40 % 3,4,5,9,
Appendix B
(proofs)
Probability model 30 % 6,7,9
Field work / implementation
- error knowledge acquisition 5% 78
- logical model implementation 10 % 9
/ probability model simulation
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Chapter 2
Literature Review; Distinguishing Features of Our Model

Management of error in data is not a new research concept, e.g., consider
research on integrity constraints, querying incomplete data, and probabilistic database.
Error is also analyzed within particular application domains such as biases in
accounting reports [30] and under-count in census data [7]. These approaches are
focused not on error in general, however, but on particular forms of error detection
and inferencing about error or uncertainty in particular model parameters. Madnick,
Siegel, and Wang have identified attribute modeling of data and data quality
management as important aspects of data management [40, 41, 42, 54, 56, 60, 64] These
works concern both tagging of data with context characteristics (i.e., with indicators of
the process history of the data) and the modeling of end-user semantic and data

quality requirements. We summarize Wang's work further below.

In this chapter we review works which admit and query over multiple
possible logical interpretations [9] of a table. This means that, over a given set of
predicates, multiple sets of statements may possibly be true. This is a common
feature of database works involving terminology such as "uncertainty, ambiguity,
fuzzy, probabilistic, and possibilistic. We focus our review on the database
literature concerning incomplete and uncertain information. It can be divided into
possibilistic (e.g., multiple logical models) and probabilistic approaches (e.g., fuzzy
likelihoods and probabilities), which are covered in the following two sub-sections
respectively. The common thread throughout all of this research is that a given
database can represent multiple feasible true states of the world - due to null values,
inaccurate values, or other uncertainties. The common objective in all research we
review is the development of uncertainty models and intelligent query algorithms

given uncertainty.
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Databases are historically designed for storing and processing deterministic
data, i.e., facts about a "completely knowable” world such as a company with its
departments, employees, and salaries. Truth and meaning are both unambiguous
in this model of data processing. Accordingly, the model of computation
underlying databases has been to assume that data contain only true facts and all
true facts about the world, and that these truths are properly encoded into the
database (i.e., having correct syntax as well as semantics).

A database with nulls may be interpreted as denoting multiple possible
models of reality. If a query processing algorithm handles nulls properly, it will
derive “all true facts and only true facts” - i.e., it will propagate multiple possible
models in its query execution. Nulls are but one source of uncertainty. Inaccurate
attribute values and missing records are other sources of uncertainty.

Consider the following database table,

Social security # Salary Profession
John 23,400 Engineer
Judith 25,300 Designer
Janice 26,333 @

where @ denotes a null value (e.g., "value applicable but at present unknown").

In a traditional database, the query "select Name where Profession =
Engineer" will return only Engineer(John) as true, even though Engineer(Janice)
may also be true. A semantics is assumed by the query processing algorithm which
is that a statement which is not known to be true is false. Syntactically therefore, @
# ¢ for all constants ¢. This is of course untrue as the "real" value for a given @
must be equal to some ¢. Analogously, in join operations, it is assumed that @ # @,

which is also untrue in general. Call this concept of a database a deterministic
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database. It is deterministic in the sense that one and only one model of the world

is assumed to be representable by a relation so that nulls are in effect ignored.

This is the concept of query processing that is implemented in all commercial
databases today, and is provably incorrect [29]. More correctly, a Null value should
be admitted as "one of multiple” possible values. Under this interpretation, query
processing in the presence of nulls requires analysis of a disjunction of possible
worlds, one of which may in fact be true. If a query processing algorithm handles
nulls properly, it will derive "all true facts and only true facts" - i.e., it will propagate
multiple possible models in its query execution. Nulls are but one source of
uncertainty.

Uncertainty has two common representations - possibilistic and probabilistic.
Possibilistic representations involve (logical) disjunction over possible states of the
world. In the example above it is known that Janice is POSSIBLY an engineer, but
no concept was suggested as to the PROBABILITY of this fact. Various evidence may
suggest it more or less likely that she is an engineer. This would be represented as a
quantitative probability, and not merely as a possibility.

The terms ‘accuracy' and 'completeness' frequently are referenced as aspects
of data quality. Indeed, they would seem to encompass all possible types of error:
data can be either present and incorrect (i.e., it may be "inaccurate"), or "the data"
may not be present at all (i.e, it may be "incomplete"). While perhaps
comprehensive, this interpretation of error is abstract, for example it does not
distinguish between class-object and object-attribute forms of error as we will in our
error representation. Furthermore, 'accuracy' has different connotations for
categorical versus quantitative data. And 'incomplete’ might be a characteristic of a
database, table, column, record, or cell. A more detailed and integrated model of

error seems desirable.
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In a large number of works on data quality, researchers view a database as a
collection (stream) of data records in which error is either present or is absent in any
given record [3, 6, 46, 47, 49, 66]. In these works, error is defined as a binary measure,
which applies at the record level of analysis. The error measure for a table, i.e. a
collection of records, could then only be a percentage of tuples in error. Below is a
list of example points which highlight shortcomings in this approach. These
illustrate the sometimes unintuitive modeling of error in the literature.

The two tables below contain example data, based on a university alumni
database application. Table 2.1 contains a listing of Alumni who do fundraising for
a school, including their Name, State of residence, and Year of graduation. Table 2.2

contains Name and State in common with Table 2.1, and lists also the Population of

the state.
Fundraising-alumni Fundraising-alumni2
Name State Year Name State Population
Pete Wilson Mass. 1969 Pete Wilson | Mass. 5,998,000
Jennie Wales | Rhode Island | 1990 Jennie Wales | Rhode Island | 1,005,000
Frank Ames New York 1974 Frank Ames | New York 18,119,000
Table 2.1: Example data: university alumni Table 2.2: Non-normalized table.

s (1) Misleading measures Suppose that Table 2.1 had two incorrect State
values (column 2) and zero incorrect Years (column 3). With the record as the unit
of error analysis, this table would be 33% correct since two out of three records have
an error. Applications interested only in Year, however, would find these error
measures misleading because all Year values are correct.

* (2) Meaning ambiguity A different notion of error may be defined for

attribute-values (e.g., Population) than for object-identifiers (e.g., Name). We will,
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for example, define "accuracy” of an attribute value and "completeness” of a set of
objects. Error characterization should relate to specific aspects of meaning. The
State column above serves as both - an attribute value of another object and an
object itself having its own attribute. So a description of error even in a single
database "column” may have several facets.

* (3) Ambiguous incompletes It is not always clear what "incomplete" data
is. The relationship between incompleteness and missing attribute values is not
explicit. Incompleteness is ignored entirely in some cases because missing records
do not "exist" to be incomplete.

* (4) No degrees of error There is no degree of error at the value-level. A
numeric value (Population) should have degree of error rather than simply
presence or absence of error.

* (5) Ambiguous Inconsistency Some researchers describe data
'inconsistency’ as a form of error, without raising the issue of which (if not both) of
two inconsistent data are actually in error.

e (6) No syntax error Untrue statements are not differentiated from
syntactically invalid data - another important form of data error.

¢ (7) Not of a practical measurement orientation For much of the error-
related research, the result is primarily a theoretical view of a particular form of
error. A general proposal for error definition and measurement has not been found
in our literature review.

While appropriate for the (sometimes purely mathematical) analyses
developed, these various notions of data error are seen to be inadequate and

semantically ambiguous.
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2.1 Logical and Possibilistic Approaches to Incomplete Data

Various extended algebras and semantic analyses of null values in relational
data models have been proposed. The goal is that queries over incomplete data will
have meaningful truth-functional behavior (e.g., they will behave sensibly in the
presence of nulls). An extended algebra is one which operates over an extended
relational data structure, i.e., one which encodes meta-knowledge about the truth
status of various facts in the database. An important construct in the origin of this
line of research is the maybe tuple. These are tuples whose truth status is not
known definitively (e.g., it should or should not be present in the relation). For
example, that "Janice is an Engineer” in the table above would be a maybe tuple
above since that statement is only a possibility. By summarizing these and related

works, we can better understand and differentiate our own.

2.1.1 Codd - nulls: 3-valued logic and maybe tuples

Codd identified and anticipated null values as a research area in his early
work [19]. He discusses ideas for extending relational algebras for querying over
relations having nulls in [20]. Codd defined the null substitution principle - a value
is a null, denoted as @, if 1) each occurrence of @ can be replaced by a constant to
yield a frue expression, and if 2) each occurrence of @ can be replaced by a different
constant to yield a false expression. For his undifferentiated null, no constant
within the domain is more likely than any other .

A three-valued logic and truth table (True, False, Unknown) are adopted for
extracting data from relations containing nulls. Codd proposed both true and maybe
versions of relational operators based on this logic. For example, where nulls occur
in the join attribute, a maybe theta-join operator will generate those tuples which

can not be excluded from an output relation - i.e., those that are not known to be
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false. While maybe tuples are generated from relational expressions over nulls,
there is no proposal of how to subsequently query over tuples in a "maybe result”.
{Codd himself describes this work as preliminary.) Various criticisms have been
levied against this work on semantic grounds. For example, nulls are treated as
maybe for comparison purposes, but identical for purposes of duplicate elimination
[12]. We will relate our work to those on querying over nulls after several such

works have been discussed.

2.1.2 Biskup - a model theoretic algebra over nulls

Biskup [12]Aprovides a foundation for logical and set theoretic treatment of
extended algebras over null values. Again, nulls are substituted with values from
the domain. Each tuple, regardless of whether it contains nulls, has a two-valued
STATUS flag, indicating its truth status as either definite (i.e., definitely true) or
maybe. Given a relation with nulls and maybe tuples, multiple possible models
(e.g., states of the world) are identified as possibly true.

Biskup defines internal tuples and internal relations as possibly containing
null values, while model tuples and model relations do not. An internal relation R
is said to represent a model relation S iff (1) there exists a relation M such that Rd ¢
M < R where Rd is the set of definite tuples in R and (2) for every tuple in M there
exists a set of substitutions such that the set of the tuple completions (tuples with
constants substituted in for nulls) of M equals S. This formalization defines a
completeness and minimality condition by which an internal relation represents a

model relation.

The information content of an internal relation R is the set of all model
relations which R represents, e.g., the set of all possible worlds. Biskup defines a

redundant tuple as one which does not change the information content of an
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internal relation. Biskup proposes relational algebra extensions analogous to
Codd's, but uses representation, information content, and redundancy for proving
completeness and correctness properties of the system, and is able to provide a

closed and more comprehensive query system which Codd had not attempted.

2.1.3 Imielinski & Lipski - meaningful query over nulls

Imielinski & Lipski [29] define a mathematical model analogous to Biskup's
in its possible-models approach to nulls. Rather than focus on defining an extended
algebra, however, Imielinski defines precise conditions which any extension of the
relational algebra over nulls should satisfy to be meaningful. Correctness
conditions are identified that must be satisfied for various relational operations.
These are a form of soundness and completeness, i.e., so that no incorrect
conclusions can be drawn and that all valid conclusions are in fact derivable.
(Conclusions of course are not limited to the traditional ground literals but include
disjunctions.)

A table with nulls as described by Codd [20] is called a Codd-multitable.
Imielinski evaluates the behavior of standard relational query evaluation
algorithms over Codd multitables. It is shown that project-select queries over Codd
multitables evaluate correctly. However, project-select-union expressions and
project-join expressions in general do not. It is shown that, while performing
relational operations over nulls in general introduces corruption of information, a
subset of query operations may be available in which this corruption does not affect

the information content of query answers.
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2.1.4 Imielinski

Imielinski's offers V tables as a refinement of the existing null values models.
In a V-table, it may be encoded that two different occurrences of a null are known to
be equal. For example, it may not be known who is the teacher for the course on
Monday and who for Wednesday, but it may be known that it is the same teacher. A
surprising result of this analysis is that arbitrary conjunctive queries can be
performed over such a representation scheme correctly. Oddly, project-select

queries, which were correct for Codd multitables are not for V-tables.

2.1.5 Reiter - logical approach to query over nulls

Reiter removes himself from the immediate syntax and structure of the
relational data model, and studies nulls in a purely logical and proof theoretic
framework [53]. In a predicate logic formalism he specifies an extended algorithm
for query evaluation which is sound and sometimes complete (i.e., complete in
certain cases). It covers the relational algebra excluding difference. Reiter suggests
that the main point of this paper may not be the query evaluation algorithm itself,
but the use of a formal logical and proof theoretic approach to developing it. This
model relies heavily on his proof theoretic formulation of the relational

database[52].

2.1.6 How our model relates to research on null values

The model of error we will develop concerns a difference between a given
relation and a true relation. We are modeling error as a set of discrepancies.
Although, under the semantics of this null value research, a tuple (or table) is
clearly discrepant from its corresponding true form -- which tuple (table) is true is

not part of the model. The semantics assumed is that the corresponding true value
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of a null may be any value from the attribute’'s domain. So if a person's age is
missing, then we may assume the person to be any age between say 0 and 120,
assigning (in this particular line of research) no more likelihood / probability to one
value than any other.

Given the occurrence of a null - this stream of research does not seek to assert
any (subsets of the set of possible) logical models as more or less likely than any
other. Thus, it fails as a basis for measuring error because when we measure error
we begin to restrict the set of possible / probable models. Our model defines error
with respect to both a true table and the given table. In addition, our model of error
will go beyond attribute level concepts of error. Missing or mismember tuples will

be incorporated and not only missing or inaccurate attribute values.

2.1.7 Motro - qualifying (subsets of) query answers

Motrol [47] defines new kinds of constraints called completeness and validity
constraints. These specify those subsets of a database that are known to be complete
and valid (e.g., resulting from hypothetical perfect supervision by a human). For
example, the completeness constraint "all flights from Chicago to London" would
guarantee that all such flights are represented in the database. The validity
constraint "all non-stop flights” would indicate that tuples concerning non-stop
flights are fully correct, i.e., that such tuples, when present, are also correct. A view
on the database is shown to be complete and/or valid if it is also a view of these
integrity constraints. For example, the view "non stop flights from Chicago to
London" is guaranteed to be both complete and valid. The database is thus

qualifying its answers by the scope of its knowledge as defined by the integrity

Iwe explain Motro's model in more detail as it is similar in spirit to ours.
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constraints over source relations. A model for propagating these integrity

constraints via meta-relations is offered.

For each query answer, the system determines (1) whether the answer is valid
(the answer is ensured to be correct), or only partially valid (specified portions are
ensured to be correct); and (2) whether the answer is complete (the information is
ensured to include all corresponding real world occurrences) or only partially
complete (specified portions are ensured to include all corresponding real world
occurrences). The database is thus qualifying its answers by the scope of its
knowledge, as defined by the integrity constraints over the source relations.

The concepts of validity and completeness in this model are coarse-grained,
however and are not intended to support a quantitative measurement system. First,
the premise that subsets of the database will be known to be fully complete and
others fully valid is not realistic. This is not the way error comes to be in
organizational databases. Second, and related to the first, his model implies a binary
measure of integrity - either data are perfect or they are not. Practical error measures
will require a quantitative scheme for characterizing degrees of error and not simply
presence or lack of error. Lastly, completeness and validity are defined at the level
of the tuple so there is no way of describing that one attribute in a tuple may be

accurate while another is wrong,.

2.1.8 Grant - interval-based approach to query over nulls

Grant [27] uses the notion of partial values to represent information that is
partially known (for example, it may be known that a person's age is between 30 and
40). He proposes an extended algebra which data values are not atomic (e.g.,
nondecomposable) elements, but are subsets of the attribute domain. He restricts

consideration to numeric intervals as represented by end points. In [80] Grant
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extends consideration to incomplete character strings. As in Codd, Grant extends
relational algebra to have both true and maybe operations. Tables are modeled as
sets of sets representing intervals. Because key domains are not distinguished, nulls

are implicitly allowed in key domains as well.

2.1.9 DeMichiel - query over mismatched domains

DeMichael [22] develops an extended algebra for querying over databases
having domain mismatch (i.e., domain heterogeneities). One database may describe
a restaurant as having CHINESE food, while another indicates the specific region in
China (CANTONESE, MANDARIN, SZECHWAN, HUNAN). The problems that
arise in querying across such databases are similar to those involving null values.
The approach taken by DeMichiel is also similar.

A partial value, stored as a virtual attribute, is a set of values of which exactly
one must be correct. The partial value for CHINESE would be {CANTONESE,
MANDARIN, SZECHWAN, HUNAN]} - a "virtual" domain defined for the
purposes of operations across relations. Partial values are not allowed to occur in

key columns.

Source relations have only TRUE tuples, possibly containing partial values.
Operations over such tuples yield both TRUE and MAYBE tuples. Operations over
MAYBE tuples in turn can again YIELD both TRUE and MAYBE tuples. Using
expressions similar to tuple relational calculus, the standard relational operations of
union, projection, selection, and natural join are developed. The best query answers
would have no partial values and no maybe qualifiers. Whereas Biskup maintains
partial values at the domain level, partial values are maintained at the "cell" level

in this model. DeMichael's operators are asserted to be faithful to the corresponding
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standard operators!, where faithful is a possible models correctness criteria defined

in Maier [43].

2.1.10 Summary of logical/ possibilistic approaches

The work we have considered thus far use predicate logic, three-valued logics,
and possible models approaches to modeling null values. We are interested in the
models above primarily for the following two reasons. First, they are concerned
with the truth-functional behavior of query evaluation algorithms in the presence
of imperfect data. Second, they each extend the relational model. We relate

ourselves to these below.

2.2 DProbabilistic Approaches to Incomplete and Inaccurate Data

Our primary criticism of MAYBE tuples and disjunctive models of
uncertainty, is that they offer only a three valued or disjunctive truth model. For
example, the statement "the value of t may be x" contains less information than the
statement "the value of ¢ is x with probability .3". Probability offers a more practical
basis for quantitative measurement of error and uncertainty. Next we discuss key
works adopting a probabilistic approach to database uncertainty. The main
distinction of these works from ours is that these works assume that "raw data" are
probabilistic. In other words these systems allow users to input and query over
probability statements, but they do not offer a means for characterizing error in a
deterministic database, i.e., one where a correct data set defines a single state of the

world as true (and probabilistic concepts do not exist in that world).

1 With some exceptions, for example the projection fails under elimination of the key.
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2.2.1 Cavallo

Cavallo & Pittarelli [18] propose a model for representing probabilistic data in
a database. A traditional relation is a mapping from tuples to {0, 1}, ie., it is a
characteristic function representing absolute truth or falsity of a tuple. A
corresponding probabilistic database maps tuples into [0,1] - each tuple has a
probability 0 < p <1 associated with it. An example relation would thus be the one

below.

AiB[c| p

olofo] 00
olof1] 03
ol1]o]o1s
ol1f1]015
1]ojo] o2
1]ol1] o1
1]1]o0/ 005
1]1f1]005

Projection and join operations are defined by the authors. The projection on

AB and BC yields

AiB| p BIC|p

070103 010102
0]1]03 0j1]04
1]0]03 1)010.2
111]01 111402

The marginal probability distribution of the resulting attributes is computed

as part of the projection result. A similarly intuitive join operation is defined.

2.2.2 Barbara

Barbara, et. al. [8] describe a model of probabilistic data in which attribute

values correspond to discrete probability distributions. For example, students
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applying to a PhD program may be assigned a likelihood of selecting a major area

among {Artificial Intelligence, Systems, Databases) as in the table below.

Student Major P
Jones Al 3
Jones CSs .5
Jones * 2

The * represents "unallocated” or missing probabilities, i.e., uncertainty about
the probability distribution itself. If .2 of the probability is unassigned, then it is
assumed to be distributed over all ranges in the domain, including those ranges
already specified. The model encompasses several key concepts found in existing
work on null values. In particular, an undifferentiated null can be thought of as a
uniform probability distribution over the domain.

Probabilistic analogs to the relational operators of select, project, and join are
defined, and their correctness is studied. Keys are deterministic in this model,
however, meaning that "each tuple represents a known real entity”. Non-key
attributes are the only ones that may be stochastic. As a result, class-level error is
not incorporated into the model.

In summary, the possibilistic literature considers extensions for query over
nulls and disjunctions, the probabilistic literature considers query over probabilistic

interpretations of data.

2.2.3 Wang, et.al.

Wang has developed a significant body of work relating to both technical and
managerial aspects of data quality management [62]. In his work on source tagging

[64], he describes an algorithmic technique for indicating which database relations
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served as both initial and intermediate sources of information in a database query.
This analysis is extended with attribute-level tagging [61] and data quality
requirements modeling [60] of values in the database. His work includes a
philosophical analysis of data quality definition [63]. All of these are important
motivation for our work, suggesting the importance of tagging data with its
attributes and measuring data quality. None of these works, however, constructs a
mathematical model of data error constituting an error measurement scheme.

Reddy and Wang [51] do build such a model. We summarize and compare
ours here. The authors develop a data quality algebra for estimating the accuracy of
a derived database relation. Their model is analogous to ours in that a probability
model of error in data is propagated through queries. While the spirit is similar, the
implementation is quite different, as we summarize below.

Accuracy is defined as a characteristic of a relation. The accuracy of a relation
a single scalar number - indicating the probability that a random tuple in the
database table is inaccurate. Inaccurate means either that one or more attributes is
wrong or that the tuple is mismember. Error is not individuated across columns,
however - e.g., one could not indicate that the Gender column tends to be accurate
while the Income column tends to be inaccurate. Error is also not assessed as to
degree - the concept of wrong would be binary - even for numbers. Error is assumed
to be uniformly distributed both across tuples within the relation and across
attributes within tuple. Although a model of error is offered, there is no model of
truth to be derived from it. Knowing that a tuple is in error in this model does not
begin to indicate its true value. Finally, incompleteness of data is not considered, so
an empty relation is defined as fully accurate - e.g., as having perfect quality. With
this relatively unrefined model of error - downstream accuracy is computed by the
algebra. No proof method for the calculations is offered - only boundary conditions

are analyzed.
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Our model is similar in developing a formalism for error and propagating it.

We depart from this effort in several key regards:
error can be individually specified for columns, tuples, and groups of tuples.
minimal assumptions about error distributions.

error within an attribute value is a probability distribution on a scale (as
opposed to the binary zero-one "wrongness" concept).

embodiment of an explicit model of truth - a quality measure constitutes a
probabilistic adjustment to ("debias”) the data.

formal properties of both the logical and probabilistic models are analyzed
and proven, including closure, minimality, and completeness of the
representation and correctness of both logical and probabilistic calculus
expressions.

development and application of a complementary methodology for error
measurement.

experimentation with implementation of software and stochastic simulation.

2.3 Models of data error / truth

In none of the models discussed thus far is there an explicit model of error as

a correction to derive truth. Assuming that error means some kind of a difference

or discrepancy between a true relation and a false (errant) relation, none of the

works identifies or models such a difference. Both uncertainty and nulls exist in

these models with no basis for describing "more or less" error - which is of course

necessary for a quantitative error measurement scheme - our eventual goal. The

remainder of this literature review considers works having such a model of error.

This reflects a fundamental difference in objectives - theirs to find truth, and ours to

measure data error.
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2.3.1 Wong: object retrieval as statistical hypothesis testing

Wong [68] considers the problem of retrieving from a database some set of
objects when the retrieval (selection) criteria are over possibly inaccurate attribute
values. He models this problem as one of statistical inference and establishes upper
and lower bounds on the set of retrieved objects. This is an extension of Lipski's
possibilistic interpretation [38] into the statistical domain. Using prior information
about population parameters and data distortion patterns, he formulates retrieval as
a hypothesis testing problem. Wong does not consider other query operations, and
he does not model the propagation of error distributions in general, but focuses on
reducing two particular forms of uncertainty. His focus is not on a more general

semantic analysis of error, its measurement, and its propagation.

2.3.2 Statistics / numerical analysis Excerpts

Our work and statistics/numerical analysis share a concern with error and its
propagation through mathematical operations. We briefly contrast our work with
this work, and then summarize what these literatures may tell us about modeling
error in databases.

There are two key differences between these efforts and ours. First, statistical
data has a different semantics than database data (e.g., a focus on operators which
derive numeric counts and population means is one manifestation of this).
Databases store large collections of independent facts to be used for whatever
analysis or record keeping. Statistics and numerical analysis have a particular
model of error which does not explicitly acknowledge this. More fundamental than
this, however - statistical and database operations are different - for example,

regressions and correlations are not the same as database selections and joins.
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Statistical models of error propagation do not consider predicates and domains as
they are transformed through logical and set theoretic operations.

Biemer and Stokes [11] summarize the literature on the modeling of
measurement error in questionnaires/surveys and its effects on statistical estimates.
Two basic approaches are described.

In the first approach (the sampling perspective), error is described as resulting
from two distinct stages of sampling. A survey response to one questionnaire item
for an individual p (a representative of a population P) is called a response value
and is modeled as y = y+ @ where u 10 the true value and wis the random error
variable. The error value of a datum (e.g., its correction term) is a random variable
from a hypothetical distribution of possible error values. Thus, error in total results
from two stages of random sampling: the sampling of the individual from a
population and the sampling of the error value given that individual.

This model is consistent with the modeling of measurement error in
econometrics as discussed in [31]. Over or under-counts of various segments of the
population are well understood to cause bias in aggregate statistics [7]. This "two-
level sampling” model of error is consistent with my two-level semantic error

structure: the class-level and attribute-levels.

The second approach describes the variance-covariance structure of the
population as a whole. The goal is to understand the relationship among multiple
responses and errors among a set of individuals, as a means of explaining inter-
correlations and for detection of outliers.

Biemer distinguishes between Platonic and non-Platonic measurements or
scores. A platonic score is one for which the concept of a true value is plausible such
as physical measurements and personal demographics. Psychological states or

attitudes are examples of scores that have no well-defined true value.
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The literature on numerical analysis considers error in scalars and their
impact on various computational and mathematical operators, e.g.,[4]. Sources of
error are external, but may include limitations in modeling a physical reality,
rounding error, and observation error. Error is modeled simply as the difference
between true and approximate values. Atkinson discusses error propagation
through summations, multiplications, floating point arithmetic in a computer, and

through systems of linear equations and matrix manipulations.

2.4 Distinguishing our work

The works we have discussed provide important insights into the modeling
of uncertainty and error in databases. We have focused on database research using
disjunctive logic or probability for representation of uncertainty and error in data.
We also summarized how econometric and numerical analysis models relate. The
model developed in this thesis is distinguished in several important respects,

summarized in the following three sub-sections.

2.4.1 Attribute and Class level errors

This is the first and only database error model to incorporate both attribute
level error (inaccuracy) and class level error (incompleteness and mismembership)
into a provably closed, complete, and correct mathematical framework for error
propagation through database queries. Such a bi-level model is consistent with the
modeling of error in questionnaires and surveys [11].

We treat a tuple not as a flat relationship among concepts (e.g., Person,
Company, Salary) as in [22, 47] and others, but as denoting objects (Person) within
classes (the set of employed people) and their attributes (Company, Salary). Without

making this distinction and modeling both constructs simultaneously, basic aspects
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of error (and meaning) propagation can not be adhered to, particularly in modeling
as aggregations. Our bi-level model (class-attribute) is consistent with the modeling

of error in questionnaires and surveys [11].

2.4.2 Uncertainty vs. Error

An important feature of our model is the concept of an optimal (e.g., true)
database table, with error defined as various forms of deviation from it. Uncertainty
data models consider non-determinism but not error. Error and uncertainty can be

seen as orthogonal in this regard. Let us distinguish among:

(1) "the complete truth" about error in data (which may be known

deterministically and correctly only in certain cases),
(2) uncertainty about error in data (e.g., error estimates), and

{3) use of a database to represent uncertainty (e.g., possibilities or

probability distributions over the set of possible states of the world).

As for this thesis, we are squarely concerned with 1 (the logical model) and 2
(the probability model). The database uncertainty literature tends to work in 3, with
mention of 2. 1 and 2 are required for measures of error. 3 alone defines no
measure of data error.

Whereas uncertainty models acknowledge non-determinism, they do not
model error and therefore can not assign quantitative measures of error, i.e., as a
"degree” of discrepancy between true and false worlds. Our focus is on logical and
quantitative modeling of error, and not on extending the database to represent non-
determinism. Error and uncertainty are orthogonal in this sense. We may have
probabilities but no error, e.g., P(coin toss = HEAD) = .5 is a "true” statement. Or we

may have error but no probabilities if we know error with certainty (e.g., Joe earns
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$40K not $30K as listed in the database). Uncertainty about error is typical, however,
and this is the focus of our probabilistic error model. To the best of our knowledge,
neither such model - the logical error model or the probabilistic error model - is

closely approximated in any previous work.

2.4.3 A lossless propagation model

Within our model is a closed semantic framework specifying the
"transformations” of data meaning and data truth through queries. Our model
weaves the meaning of data and the "meaning of error” into a lossless and closed
propagation calculus. Computation of error in outputs is concomitant to the
transformation of meaning in this model, interleaving the two into a single
formalism.

In particular, the calculus maintains a full account of meaning (classes,
objects, attributes), error (class- and attribute-level), and their transformation and
interaction for each query operation. For example, error is computed specifically for
composite object identifiers (e.g., in the cartesian product output), and class level
errors in keys (e.g., in a non-key-including projection) - error conversion tracks
meaning conversion. Without this, basic aspects of error (and meaning)
propagation, such as closure and correctness, can not be adhered to.

A useful aspect of our calculus is that it is strictly external to the data model it
pertains to - our model "sits on top of" modern databases. It makes no assumptions
or requirements about change to underlying data structures or database systems.
Existing data and query algorithms are in fact the starting point. We are not seeking
to extend the semantics of the underlying data structure or query algorithms as in (8,
18], or to make query processing algorithms more robust to the existence of error as

in [68]. Whatever stupidities may result from a naive SQL operation on a corrupted
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data set - that remains constant - and we propagate error relative to this. This theory
is intended to qualify data in real database systems and applications, making this an
important aspect of the approach. Our approach therefore has foreseeable

application to the common practice of data management.

2.4.4 Methodology

It is not our objective to define and validate a methodology for error
measurement. Part of showing the viability of this model, however, involved error
measurement in the field - through interviews with data administrators and
various other pieces of information giving us clues as to error distributions. We
have developed a conceptual framework for forms of error measurement in
database environments. We have thus tied our formal mathematical constructs to
the real world of data processing and surveys through a case example of error

measurement (relevant chapters: 1, 6,7, 8, and 9).

In summary then, previous research provides an excellent point of departure
for our work. A numerical analysis definition of error as a scalar, combined with
database research on uncertainty, defined for us a model of error in database data.
Our model appears to integrate constructs and functionality described in previous

models.
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Chapter 3
Data Quality / Data Error: Foundations for Modeling

won

Concepts such as "integrity”, "uncertainty”, and "quality” have been used in a
range of database and related research on information management. Other terms
include: indefinite, maybe, disjunctive, partial, probabilistic, fuzzy, and possibilistic
information. Some of these were discussed in Chapter 2. As a means of avoiding
ambiguity, in this chapter we explicate our basic assumptions about data error and in
so doing develop a process model of data quality. This involves data collection,
encoding, and interpretation. This process model of quality provides basic insights -
about process vs. product conceptualizations of error - which lead to the formal model
of error representation and propagation described in Chapters 4 and 5. This chapter
concerns philosophical foundations relating the concepts of data error, data meaning,

and data collection (e.g., data source). (Additional modeling assumptions are discussed

in Chapter 4 Section 4.1.2.)

3.1 Philosophical Foundations

Our work is informed by readings of Mario Bunge's Treatise, an integrated
mathematical philosophy spanning seven volumes including {13, 14, 15, 16, 17] and
spanning semantics, ontology, and epistemology. These have been a source of insight
leading to some the assumptions and philosophical underpinnings of our model. The
three relevant philosophical sub-disciplines are summarized below. Insights for our

purpose of data error modeling are discussed below that.

¢ semantics: concerning symbols vis-a-vis their referents in a formal model of
meaning and truth (relating syntactic structures - symbols, predicates, sentences,

etc. - to a semantic system of meaning and truth)
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* ontology: concerning the structure and basic nature of the world and our
perception of it (e.g., defining notions of class, class hierarchies, things, attributes,

aggregations, reference frame, etc.)

* epistemology: concerning measurement of the world, i.e., concerning
methodology and the determination in practice of which statements in the world
are true or false. (We will not adopt any of Bunge's concepts of approximate
truth, although these may be useful in future work.) These concepts may also be
folded into a model of error sensitivity and decision making around data

acceptance.

Semantics provides a framework for conceptualizing the relationship
between meaning and truth. (We will fix the user's context before defining data
error, making data error relative). Ontology defines things (entities), their
properties and attributes, their relationships, and their aggregation/classification
(statements about which data may make in error). Epistemology involves
assessment and representation of truth, falsity, and uncertainty (we must explicate
our assumptions both about the initial measurement of the world which leads to
data and the ex post measurement of error vis-a-vis the state of the world).

Key insights we adopt from Bunge! are as follows, with the implications for

our model described after each.

* "Truth depends on meaning, but not conversely: one and the same statement may
be applied now one truth value, now another, without any change in meaning”
[14]. This statement suggests that we should fix a notion of meaning or context,
before we attempt to characterize error. Differences in (desired and actual)

meaning result in error.

not necessarily originating with Bunge, but summarized by Bunge
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* "The truth of a statement can only be determined relative to a truth testing
procedure”. [14] This suggests that error measurement is something we can only
think about given a truth testing procedure, design of which is not within our

research scope.

* "We assign truth conditions to propositions rather than to their linguistic
expression” [13]. This suggests that we should separate the concept of data error as
a syntactic issue (unreadable data) from data error as a semantic issue (untrue

statements the data signify).

¢ "The meaning of a sentence is in a sense identical with the way we determine its
truth and falsehood" [13]. This operationist philosophical stance! will help us to
relate the meaning of a statement to the method or process by which that
statement was arrived at. This has particular implications when data comes from
multiple sources. Each source constitutes a separate means (e.g., reference frame)
for deriving the data. Taking this line of thinking to its logical conclusion - no two

sources can ever provide information of the same meaning. The implications for

definition of meaning and truth will be considered in Section 3.4 below.

3.2 An Abstract Error Model

We conceptualize data error in a way which is analogous to the following

intuitive concept of error in numerical analysis [4]:
error value = true value - approximate value

where the error value and the addition (e.g., correction) operation provide a

mapping between the approximate value and the true value. Where numerical

Twhich Bunge describes but does not adopt altogether.
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analysis defines error as a scalar, we will define error as relating to a database table
rather than to a number. We define a table's error relative to a true state of the
world (vis-a-vis that table's column names and domains). This is shown in Figure

3.1 below.

— true’?\B (Dt)

)@

~~ =~ approximate error representation
(given) DB (Da) (De)

/=

Figure 3.1: Data error: Dt=Da @ De

Let true data (D;) be that unique, error-free, and possibly unknown data instance that
correctly represents the true state of the world. The data in the database (D,) is an
approximation of that true world. Data error (D,) documents the "difference" or
discrepancies between D, and D;. Analogous to numerical analysis, we define an
error representation D, and a correction operator @ that will map from <D,, D, > to
D;. Figure 3.2 below illustrates these concepts in greater detail and includes the
concept of a relation difference O, so that D = Df© Dy and Dy =D, @ De.
Heretofore, we will use the word World (W) rather than the word Truth (D;) as in

Figure 3.1.
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Data World

w=dae
elation correction

e=w © d
relation difference

Error
|\ W,

Figure 3.2: Data-World-Error triangle: difference and correction operations

The abstract specification of error described above is consistent with the
numerical analysis notion of error: an error term is a difference between the (true)
world and data, and the error term constitutes a correction mapping from the data
back to the real world. The abstract model of error will be given a more concrete
form (i.e., consisting of inaccuracy, incompleteness, and mismembership) in the
next Chapter on the logical error model. We do not include it here as,
fundamentally, someone may suggest yet another set of error types which also fit
into this more abstract specification. For example, Motro's completeness and
validity [47] might be cast under this model as well. In the remains of this chapter,
we present the process model of data which leads to an explication of ideas relating

data error and data quality.

3.3 Syntax Error (ill-formed data) vs. Semantic Error (untruths)

Consistent with Bunge, we treat data as symbols which are interpreted to
derive statements. We distinguish data from statements in that only data have
syntax, while only statements concern a semantic concept of truth. Syntax concerns

the physical form of the symbols that are data. Semantics concerns the statements
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implied by the data given an interpretation map from data to statements. Two

corresponding forms of error are illustrated below.

______ syntax error
maps (unable to map)

Semantic

Domain )
semantic error

7 (untru-e statements)

[meaning H truth ]

Figure 3.3  Semantic error: true and untrue statements

A syntax specification defines what are correct representations for data
symbols given an interpretation map. Data having syntax error can not be read, for
example, '[July IV, @#$]'. Such data are therefore not mappable to a statement and
have no relevance to the semantic concept of truth. We are concerned with syntax
at the data cell level, i.e., strings, sub-strings, and letters within a cell. Forms of
syntax error include invalid string length, missing delimiters, and invalid
characters. There may of course be multiple valid syntax for a given data type.

Consistent with Bunge's semantics, we assert that truth in data is relative to
data meaning (e.g., the database schema). Consider testing semantic error, i.e., truth
in a symbol, say "JUL-69". Such testing would require one to know about the data
meaning, i.e., the syntax by which this string is converted to a construct: (1) does the
symbol represent a thing or an attribute value, (2) if it is an attribute value - for what

attribute, and what thing is being referred to, (3) what units and scale are used, and
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(4) how are we to parse the syntax. Only given meaning of data can one assess its

truth.

Because syntax may be trivially detected or be convertible across systems -
consistency within any syntax scheme may be more important than conformity to
any particular one. Our model will focus on semantic error, considering the effect of

syntax error only as it impacts truth and falsity of statements.

3.4 Data Collection Method and Data Sources

In some cases, the "same data” can be generated independently by two
different collection methods, e.g., two ways to measure 'lifetime-contribution’ of an
alumnus. The two resulting values may not agree. Then, two data values having
the same apparent meaning ("lifetime-contribution” of X), would be both correct
and conflicting - a seeming paradox. To avoid this, we recognize that assumptions
about how we collect (e.g., generate, replicate, measure, calculate, judge) a datum are
actually embedded in the concept of that datum. This follows from the

philosophical stance called operationism discussed earlier in Section 3.1.

On this basis, we adopt the operationist stance and extend the concept of the
attribute’'s meaning from 'lifetime-contribution' to 'lifetime-contribution as
obtained by collection method Y'. To the meaning of a datum we append its
collection method. This represents an extension from the traditional schematic
view of data meaning (e.g., entity-attribute-relationship) to include the procedure
used to obtain the data in the first place. As a result, these "conflicting yet correct”
statements will not actually conflict.! We define data collection to include raw

empirical observation, as well as subsequent propagation and processing by human

1t is also consistent with the nominalist stance in which intrinsic properties of things can not be known,
e.g., the true speed of a comet, but only construed via perceptual or scientific means.
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or computer. The various collection methods constituting a datum'’s derivation are

important as indicators or evidence of its goodness or trustworthiness.

Sometimes a single data collection method is not self-consistent, i.e., results
vary each time the method is applied. This is true of census methodologies for
population count. Given constant population, two executions of the same census
methodology will likely result in two unequal population values. Are either or
both of the data therefore incorrect? Under one philosophical interpretation, such
data are inaccurate since they are only estimates [14]. However, most people would
not want to characterize all population data as being in error on this basis.
Generally, a population figure is considered accurate if either: (1) it is consistent
with a published data collection result (e.g., the 1990 U.S. Census Bureau report) or
(2) it results from data collection performed in conformance with a specification for
that collection method.

As an example of these concepts, we have been working with a commercial
data service that provides socio-economic data. As depicted in Figure 3.4 below, a
government source (A) performs a census method, the result of which is passed to
the data service (B) who, in turn, sells the data to the end consumer (C). A data
supply chain is formed by the data flow from A to B to C. Each link in the data
supply chain is a instance of data collection. A's collection method is a census
methodology. B's collection method consists of copying and distributing data
collected from A, etc.

Though concerned about error levels, B does not scrutinize (e.g., verify)
government data because there are no means for doing so. Data are taken largely "at
face value” - B seeing itself as a pass-through service and claiming its output to be
error-free as long as it is consistent with inputs provided by A (i.e., as long as B
performs its collection method correctly, independent of whether the data reflects

the true population count). C, however, may not be satisfied with the output of A as
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the final reference point for truth, changing the interpretation of truth in B output.
C may wish to look further up the supply chain - to question A's data and see if it

does, in fact, reflect the true population.

. ™)

Raw data collection - Data processing

%\@/Q\@; %

o

e.g., perform

population
census
government commercial data
data source data vendor receiver
\_ (A) (B) ©) )

Figure 3.4: Data collection and data processing

We define a derived datum's collection method as the concatenation of the
data collection methods along its supply chain. This provides an explicit frame of
reference from which to assert the occurrence of an error. As data propagates
through a data supply chain, "error guarantees” may be nullified, passed through, or
introduced by data handling agents. A data service may wish to guarantee clean
copies of the data - cleaning up, verifying, and guaranteeing data - or "take it as it is"
may be its policy.

In answering "what is an error?", we have firstly concluded that data error
depends on data meaning. We distinguished syntax from semantics for error
modeling purposes. Second, we have extended the concept of meaning to include
the collection method. Links in the data supply chain are instances of data

collection, together constituting the data production history of a datum.

62



5,842,202
147 148

3.5 A Process View of Data Quality

We posit that the term data quality, though used in a variety of research and
practitioner contexts, has been inadequately conceptualized and defined. In this
extended section, we develop a process oriented view of data production and data
quality. It leads us to several interesting insights about data quality, including the
relationship of data quality to issues of interpretability, i.e., concerning the fit of a
user's interpretation map (decoding of symbol to constructs) [13] with the "true" data
meaning, as well as to issues of timeliness of data and time as a reference frame
concept. Both of these - interpretability and timeliness - will be subsumed by error
as indicators of error in subsequent chapters, and as in [61]. An old data value from
an untrustworthy source may in fact be correct.

In the past, researchers have tended to take a product-oriented view of data
quality. Though important, this view is insufficient for three reasons. First, data
quality defects in general, are difficult to detect by simple inspection of the data
product. Second, definitions of data quality dimensions and defects, while useful
intuitively, tend to be ambiguous and interdependent. Third, in line with a
cornerstone of TQM philosophy, emphasis should be placed on process
management to improve product quality.

The objective of this section is to characterize the concept of data quality from
a process perspective. A formal process model of an information system (IS) is
developed which offers precise process constructs for characterizing data quality.
With these constructs, we rigorously define the key dimensions of data quality. The

analysis also provides a framework for examining the causes of data quality

problems. Finally, facilitated by the exactness of the model, an analysis is presented

of the interdependencies among the various data quality dimensions.
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This section develops a theoretically grounded process model of an
information system and conceptualization of data quality. More specifically, the
objectives are: (1) to develop a set of formal process constructs which constitute a
model of an IS as a data delivery vehicle, (2) the identification and analysis of
orthogonal components of process non-conformance, and (3) the use of these

constructs as a means of defining "dimensions” of data quality.

3.5.1 An Ideal Information System

Wand and Weber postulated generally that "information systems are built to
provide information that otherwise would have required the effort of observing or
predicting some reality with which we are concerned. From this point of view, an
information system is a representation of some perceived reality. It is a human-

created representation of a real world system as perceived by someone.” [59].

We adopt this postulate by stating the following premise.

Premise 1: An IS is a means of providing a mapping from aspects of the
world into a symbolic representation of those aspects via some human
perception.

We posit that data product defects are due to data production process defects. As

per the quality literature in general, we operationalize quality as conformance to user
requirements. We thus operationalize data quality as conformance of the data

production process to user requirements. In this respect, data quality is a binary

condition [48]. We do not aim here to characterize levels of data quality. Either the
process conforms (has quality) or does not conform (does not have quality) with

respect to user requirements. This leads to the next premise:

Premise 2: Data quality is conformance of the data production process to a
single user requirement.
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Figure 3.5 below illustrates our model. We see from the figure that a data
originator observes the world on behalf of a data user. This observation (perception) is
the measurement of the world of interest (Arrow A), and results in a perceived reality
as construed by the originator. Next, this perception is encoded (data entry) into the IS
via some data input device (Arrow B). We assume

Premise 3: The originator records states of the world as opposed to changes
in states.

For example, the originator would record inventory levels as opposed to
changes in inventory.  This encoding results in the symbolic representation of the
originator's perception as data. Lastly, the user decodes (interprets) the symbols

(Arrow C).

~

perceived
reality

input &
storage decoling
device
display
originator device user
i< =J|
k time 0 data production time X

Figure 3.5: A Process model of an information system

We proceed to formalize our notion of an ideal IS by first stating some

ontological principles. The world is made up of things. The characteristics of things of
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the world are construed via attributes which are defined and ascribed to the things by
the observer. We measure the attributes of things with respect to reference frames. A
reference frame may include elements such as the time of measurement and the
condition of the observer, e.g., the observer's velocity when measuring the speed of
another object. The reference frame, in general, would provide information about any
variable factors believed to affect the outcome value of the measurement.

We are interested in a set of r things in the world {xj | i = 1,...,r}. For each thing
xi we are interested in a set of q attributes {ak | k=1,2,...,q}. For each attribute there may
be one or more reference frames from which to measure it. The reference frames
chosen up to time t1 is a set {mj | j=12,..n}

Each triple
ojjk=<xi, mj, ak>

is an aspect of the world that is of interest and has an associated value vijk- This
value is obtained via some form of measurement. Knowledge of vijk and its
associated triple <xj, mj, ak> constitutes a unit component of the data originator's
perceived reality. A more formal discussion of the concept of perceived reality is
given in Section 3.1.

For a thing xj and reference frame mj, let
Aij={<xi, mj, ak> | k=1,2..q}
and

Hi:U Ajj

j=i

where Hi is the history of the thing x; over all the reference frames of interest.

Then
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R:U Hj
i=1

is the set of triples that are of interest as of time t]. Then R is the set of aspects of the

world of interest with reference frames up to time t1

The knowledge of R, as perceived by the data originator, is then encoded into a
symbolic form. This may be a relational table for example. In this case, each cell
corresponds to a triple 0ijk and each data element within the cell represents a value
vijk- Each cell and its data element constitutes an atomic well-formed formula (wff).
These wff's are then interpreted by the end-user via a decoding function (Arrow C).
The encoding function, decoding function and wif's form part of a symbolic language
which will be formally presented in the next section.

The data production process can therefore be represented by the binary relation g
from the set R to the set D, where D is the set of atomic wif's delivered as output to a
data consumer as of time t2, where tp > t1. Recall that we are interested in reference

frames up to t1.

Specifically, g expresses the actual production process - how aspects of the world
are mapped to wff. The temporal aspects of the production process are inherent in the

specification of R and D, as they are defined for specific times t1 and t.

Definition: Data quality is defined as the conformance of g to user
requirements.

We refer to g as gp when g conforms to user requirements. Each triple in R

must be uniquely represented as data in D. This leads to the proposition:

Proposition: For quality data, gp must be a bijective function (one-to-one and
onto) that maps aspects of things to the appropriate wff's for the user's
symbolic language.

Formally,

67



5,842,202
157 158

gp: R->D

The precise form of gp must be determined by user requirements because
various symbolic representations (e.g. relational or hierarchical) may satisfy the above
requirement.

In the last section we represented the production of data as the relation g, a high
level abstraction. In this section we delve into greater engineering detail - specifying
the production process in terms of its specific steps.

Our treatment of an IS is similar in methodology and spirit to Wand and Weber
in the sense that it is an IS modeling formalism based on Bunge. However, where

Wand and Weber focus on the design and analysis of systems, we focus on data

production itself, including measurement, encoding, and decoding of data between the

data originator and the data user.

In the following sub-sections we decompose the production process g.

3.5.2 Measurement and Perceived Reality

Each triple wijk € Ris assigned a value vijk € V the data originator via a

function:

¥R-oV

This is analogous to the state function proposed by Bunge [15]. However,
Bunge's state function iterates over a domain which is a set of reference frames for an
attribute of a particular thing. The function ) on the other hand, iterates over R,
which is preferable for the current presentation.

The data originator's knowledge of Oijk consists not only of the value vijk but
also the associated attribute ak of the thing xj as perceived via a reference frame mj.

More appropriately, we define the measurement function (Arrow A in Figure 3.5) as:
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F:R—>S

where S is a set of atomic statements which represents the originator's
knowledge of R. For example, we may be interested in the attribute "temperature” in
the city of "Rome" which is the particular thing of interest. The temperature in Rome
is to be measured by an alcohol thermometer daily. Thus, the date becomes the
reference frame and the mode of measurement, the thermometer, is represented by

the function F. Let the value of the temperature on a particular day t be 28°F. Then
F (Rome, t, temperature) = s

where s is the atomic statement "The temperature in Rome on day t as
measured by an alcohol thermometer is 28°F".

We note also that different measurement procedures are appropriate for
different attributes. The particular form of the measurement represented by F depends
on the particular attribute in the argument of F. In the temperature example, F
represents measurement via a thermometer. If "weight” were the attribute of interest,
then a F would represent a weighing machine.

At this point, the difference between an attribute and a reference frame needs to
be highlighted. What is included as part of attribute and what is included in a
reference frame? This distinction depends on what is fixed and what is variable across
instances of measurement. If, for example, we are interested the "temperature at
8:00am on Valentine's Day 1993" at various locations within Italy. Then the attribute
is "temperature at 8:00am on Valentine's Day 1993" with M corresponding to the set of
various locations.

If on the other hand, we may be interested in the "temperature in Rome" at
various times, then "temperature in Rome" corresponds to the attribute while M

corresponds to the set of various times. In the first case, the date and time are fixed for
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the domain of interest (and therefore incorporated as part of the attribute definition)
while locations vary (and therefore incorporated as reference frames). In the second,
the location is fixed while the times of measurement vary. Note that S is the set of
statements that forms the originator's knowledge or perceived reality.

We provide below a more detailed example to be used for the remainder of this

section.

Example:
We use a frozen-foods company's inventory system as the domain of interest.

The things of interest will be n cold-storage warehouses xj, 1< 1 < n, owned by this
company. A given warehouse will have 3 attributes of interest: "Warehouse id",
“number of frozen dinners at beginning of day” as measured by procedure p1 and
"temperature at beginning of day"” as measured by procedure p2 which we call ID (aq),
QTY (a2) and TEMP (a3) respectively. QTY is equal to the number of dinners physically
on the shelves. The reference frame is the date t on which the measurements are
taken. The values v1 (3-digit string), v2 (in units of one) and v3 (in °F) correspond to

ID, QTY and TEMP respectively for day t. The corresponding statements are given by
F(xj, a1, t) =1
F(xj, a2, t) = s2
F(xi, a3, t) = 53
where
s1= "the ID of warehouse iis v1 at the beginning of the day t"

s2= "the QTY of frozen dinners in warehouse i at the beginning of day t as
measured by procedure p1 is v2" and

s3= "TEMP in warehouse i at the beginning of day t as measured by
procedure p2 is v3"
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In summary, thus far we have defined things with their attributes and reference
frames which are instantiated via measurement into atomic statements. In the next
section we develop a formalism for the encoding of statements into data, and the

interpretation of the data by the user.

3.5.3 Symbolic Language

The knowledge of the data originator is encoded as wffs of a symbolic language
defined by Bunge [13]. We introduce the encoding function E which is a component of
a symbolic language. E represents the mapping used by the originator to map
statements in S to corresponding wffs in D.

E:5—D

The decoding function E-1 (Arrow C in Figure 3.5) is used by the user to
interpret wff back to the statements they signify.

We note that an atomic wff not only contains data that represents the value
Vijk, but also additional information about the reference frame and attribute
definitions, as well as how they were attained. In modern databases, this extra
information (e.g., besides the data elements and their column names) is referred to as
metadata [45]. Metadata may include both information regarding the intrinsic
meaning of the data [21, 57], as well as indicators of the quality of the data value as an
electronic artifact [60, 64]. Often, when the term "data quality" is used, it is not clear
whether it refers to the quality of data elements alone, or whether it refers to the
contents and quality of this additional information as well. Each of these may have
some type of quality associated with them. Thus the possible need for qualification of
metadata as well. This recursiveness is a universal problem in metadata modeling [57,

60]. We assume only one level of metadata.
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We can now more completely characterize g as a composite function. It consists
of the measurement function F and the encoding function E. This is reflected in

Figure 3.6 below.

ID | QTY |TEMP |DATE

123 5 32 |2/2/93

Figure 3.6: Formalized data production process

3.5.4 Temporal behavior

The data production process consists of three relevant events with respect to
time. First, a measurement is done at time td !. The data may then be entered into the
IS at time te > td. At time tf > te, the data is displayed to the user. These three time
points allow us to characterize various temporal aspects of data. For example, tf - td
constitutes the age of observed data., whereas te - td represents the timeliness of the

instantiated data at the time of its instantiation.

1We assume that the time of measurement is the time at which the object is in the measured state. For
a counter-example, consider the observation of a star with a telescope. The star may no longer exist
due to the travel delay of the light. Thus measurement of its past states may be occuring in the
present.
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3.5.5 Specification of Data

We now define the concept of a data requirement specification in terms of our
model constructs. A specification declares the data production and decoding process

desired by the user. It is a reference against which perfect data quality can be defined.

Definition : A SPECIFICATION for data consists of the following:

(1) the set of things of interest,

(2) the set of attributes of interest for things of interest,

(3) the set of reference frames to capture variable aspects of measurement affecting
the outcome value,

(4) the measurement procedure,

(5) the language L to be used (see Section 3.2),

(6) maximum allowable instantiation delays in delivering data to the display
(DImax).

(1), (2) and (3) define R.

In the following section we use the IS model to analyze and define several

fundamental dimensions of data quality.

3.5.6 Data Production -> Data Quality

We have shown that data quality depends on the quality of the data production
process embodied in g, the mapping from R to D. We decomposed g into its various
process components. In this section we look at how the data production process fails
in terms of non-conformance to user requirements. We define the specific
components of non-conformance by which data quality is lost.

In Table 3.1 below, each item describes a component of non-conformance of the

process constructs.
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Process Construct

Description of non-conformance

Thing Inability or failure to capture data about the correct
set of things of interest.
Attribute One attribute may be confused with another. For

example a person's age may be confused with their
birth date.

Reference Frame

Measurement of temperature may be done at the
wrong time.

Measurement Measurement may be carried out incorrectly.

Encoding Data may be entered in the wrong format, such as
right justified instead of left justified, or simply a
typographical error.

Decoding The user may be unable to map wff's to the

appropriate mental constructs. For example, the
user may not understand a particular coding
scheme.

Temporal behavior

The delay in instantiating the data (DI) exceeds the
maximum allowable by the user.

Table 3.1: Process constructs and non-conformance

These process constructs and their (non)conformance form the basis

characterization of data quality dimensions and defects in the next section.

for our

To illustrate the use of the concepts developed thus far in section 3.5, we now

offer some possible definitions of (e.g., dimensions of) data quality - using our process

constructs. These error definitions are not identical to those in Chapter 4, but rather

illustrate the application of philosophical constructs to data quality definition. Data

quality is defined in terms of imperfections in the data production process, relative to a

specification for its desired behavior. If the data collection specification is adhered to

74



5,842,202
171 172

by the actual production process, then the user correctly perceives the true state of the
world of interest and data will be of perfect quality.

We will use the “a” subscript for actual data production, and 'p' for that which
conforms to user requirements, For example, if ga is the actual mapping function (i.e.,
as performed by the actual data production process) then gp (p' for 'perfect) would be
the ideal mapping function - the one that conforms with user requirements and the
data production specification. Let P be a production specification that conforms to user

requirements and A be the specification of the actual production process.
*  Accuracy

Common use of the term data accuracy refers implicitly to data elements only,
e.g. [46]. As the concept of data, for our purposes, includes both the instantiated data
element and its metadata. Accuracy is a point concept which requires each wif to
properly correspond to the triple o it signifies (e.g., if there are two dinners, 'two’ is
observed and the symbol '2' is entered). It characterizes the relation from a single

aspect of the world to a single wif.
gp(o)) =ga(w) forallme R.
In terms of the process constructs, a wff is accurate if, and only if
Ep(Fp(xi, mj, ak)) = Ea(Fa(xi, mj, ak))

L.e. the aggregate result of measurement and encoding is according to P. Note that this
condition accounts for the case where measurement errors and encoding errors offset

each other.
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¢  Completeness

Completeness can be defined as a set-based concept that requires that all € Rp

are measured and mapped onto the co-domain:
co-domain (gp) = co-domain (ga).
In terms of process constructs, a data set Dy is complete if, and only if
Rp =R, and
Ep(Fp(w))=Ea(Fa(w)) forall o € Rp

This means that all the aspects of the world of interest are measured and

encoded accurately.

For example, Rp is violated if P specifies all company warehouses as things of
interest and A specifies only warehouses in California or if P specifies the attributes
QTY and TEMP and A specifies only QTY - these are incompleteness problems - one in

things (extensions) and one in attributes (e.g., schema completeness).
. Timeliness

Timeliness concerns the time delay between measurement and the
instantiation or reading of wif's. It should perhaps be at or below some maximum

specified.
te-td £ DImax for each ® € Ry

(te and td were defined in Section 3.5.4 and DImax in specification item 6 in Section

35.5)
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¢ Interpretability

In general, interpretability requires that the user map wff back to the statements
they signify as per P. This requires that the user be able to interpret the data element as
well as various aspects of metadata. For example, the data element itself must be
interpreted so that the symbol '3' means the number three. The definition of the
attribute must also be known or interpreted, (e.g., QTY means the number of frozen
dinners).

Thus, for data to be interpretable with respect to the user:

for dj € Dg, dj is a wff, and
Ep'l (di) = Ea"1 (dj) fordje Da

To be specific, we distinguish Dp from Dg. Da is the actual data set, for which some
elements may not be well formed. This necessitates the first of the two requirements.
The key to interpretability is, given a wff, whether accurate or not, it can be
properly interpreted by a user of the language.
We posit that such dimensions are the stuff of data quality, and allow us to
think about (in a formal way) characterizing what data of perfect quality would be. We

have defined quality relative to a known user specification.

3.6 Chapter Conclusion

A model of data and information system has been presented in which data
process quality was treated as a surrogate or indicator of data product quality. Error is
defined as a form of difference between the state of the world implied by the database
and the true state of the world. The model contains an explicit and orthogonal set of
process constructs. Using the model we are able to formally discuss concepts of data

quality definitions: accuracy, completeness, timeliness, and interpretability.
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We have seen that data quality is not a simple concept. The notion that there
exists some minimal and orthogonal set of data quality dimensions is brought into
question. A well-defined model of the world and an information system are required
for detailed analysis. Efforts in the past which appeal to intuitive definitions of data,
measurement, and the information system may be limited in their applicability to
solving problems related to the development of information systems that deliver
quality data.

More rigorous definitions of data, schema information, user understanding of
data, generation of data, and time are necessary to define rigorously the components of
data quality. Even the relatively simple source-receiver model of an IS developed here
requires a thorough analysis as to its implications for data quality. It is clear from this
effort that operationalizing data quality requires a strong model of the process by
which the data is created and solid definitions for components and stages of data
creation. Data quality characteristics can be traced to characteristics of the information
system delivery vehicle that creates it. The constructs are domain and data model

independent.

Our definition of data error will derive from the concepts of data quality
discussed here. Because our goal is to measure data quality (e.g., data error), then we
need some objective and ideally singular concept of error which will incorporate many
of the concepts of process losses we have discussed. We will reduce all aspects of data
imperfection to one of error. Notions of timeliness and interpretability will be
incorporated into a single concept of error. Issues of timeliness and interpretability
will be normalized relative to the user's assumed or desired reference frame - when
data are old or misinterpreted - an error results. We begin description of the logical

error representation next in Chapter 4.
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Chapter 4
Logical Error Representation

“Given one clock you always know what time it is. Given two,
you are always in doubt” - Higgins Law

Terms such as accuracy, completeness, integrity, and consistency are often
used in informal or ambiguous ways. They apply differently to a data set than to a
single datum and must be operationalized differently for categorical and numeric
data. A more precise formulation of error is required - one which can be propagated
and with desired properties such as those discussed in Chapter 1 Section 1.7.

In the previous chapter we outlined an abstract model of error. We discussed
the concepts of ‘world, data, error, difference, and correction’ - but we did not define
them in any mathematical detail - we merely hypothesized their existence. In this
chapter we define our error representation. Part of the logical error representation
includes the two associated operators described abstractly in Figure 3.2 of Chapter 3:

the correction operator ® and the difference operator ©.

4.1 Some preliminary assumptions

We assume that error (e.g., truth) is defined relative to a single context. By
context we mean a set of assumptions about what aspects of the world are
interesting and how/when they are to be measured (e.g., by whom at what time and
with what instruments). This includes the domains and predicates of a logical
world-view as well as the reference frame described in Chapter 3. Based on this
assumption, one and only one data instance is error-free relative to the triple: <a
given state of the world, a users (preferred) frame of reference, a syntax for encoding

constructs in data symbols>. We assume that the database is capable of representing
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all relevant states of the world (i.e., we adopt the appropriate scheme assumption of
[12] such that domains are adequate).

We first require a concept of the world from which data deviate!. The world
is initially a flat collection of undifferentiated property-bearing objects. Humans
construe properties as attributes [15]. A class is a category in which a particular object
either is or is not a member. An object is any thing or concept? that may be denoted
by a constant, e.g., Frank Ames or the number 820000. An object can be either
classified, e.g., Wealthy (Frank Ames), Big-number (820000), or it can be assigned an
attribute? value, e.g., Donation (Frank Ames, 820000), Digits-in-number (820000, 6).
Therefore, the same symbol may be an attribute in one table and an object in
another, while referring to the same concept. In our model, attribute and class
concepts are totally convertible during query processing.

In summary, the state of the world concerns objects, their attribute values,
and their binary membership status in a set of classes. In this thesis, queries are
interpreted as transforming and deriving various combinations of objects, attributes,
and classes in a logical framework. We will use the mathematics of functional
dependencies as a formalism for defining keys in pre- and post- query relations [58].
As in [65] and others, a functional dependency indicates a single-valued object-
attribute relationship, with the key (object) determining the attribute. An "attribute
of an attribute” (e.g., Codd's indirect attribute [20] is also considered an attribute, as

in [20, 65]. So, for example, "Mother-of-Father" implies "Paternal-Grandmother".

150me of these ideas are repeated from Chapters 1 and 3 with which they are intertwined.

2We have no reason to distinguish between physical objects (the person Frank) and conceptual objects
(the number 820000). The definition of an object is a philosophical issue, so we take an operational
approach here. As Frank and 820000 illustrate - in various contexts, either may be considered as an
attribute or as an object (e.g., including: Frank is an attribute of Joe in Father-of (Joe, Frank)).

Je.g., a relationship among objects in which one object is primary.
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4.2 Error representation formalism

Data are modeled as a collection of statements. Attribute statements and class
statements are shown by example below in Table 4.1. An attribute statement
associates a value with some attribute of some object. A class statement assigns an
object to a category - it has only a single argument (a name of an object) and states
that the denoted object is a member of the class named by the predicate. The extent
of a class (i-e., the set of its members) is represented by the set of class statements

under the same class predicate.

Attribute statement | Donations (Frank Ames, 820000)

Class statement Wealthy (Frank Ames)

Table 4.1: Attribute and class statements

For any data set to be relevant to our model of error, all of its contents must
be reducible to statements of one of these two forms. The following semantic
concepts are inherent in this framework, and this is a broad set: {class, object, object
identifier, attribute, and attribute value}. We define error types relative to these

primitive aspects of meaning, as illustrated below in Figure 4.1

( semantic )
error
class attribute
statement statement
incompleteness mis-classified: inaccuracy: attribute
member missing || member wrongly value wrong relative
W\ included to denoted object )

Figure 4.1: Fundamental construction of error
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In a class, we are concerned with incompleteness and mismembership. The
set of symbols denoting members of the class should be complete (denote all class
members) and have no mismembers (denote none other than class members).
Attribute errors correspond to untrue (inaccurate) attribute values and missing
(null) attribute values. These three error types will be shown capable of denoting
the difference between any given relation and any corresponding true relation

(Theorem 4.1).

Our conceptual model is based on the semantics we have described thus far.
Our representation and calculus will be operationalized for the relational data
model, due to its widely understood operations and formal mathematics. Given
our basis in logic and semantics, this should allow portability to other data models
as well. We interpret a database relation as a class, with key and attribute columns

as usual. We assume all initial inputs to the calculus to be in 3NF. 1

(Important notation is summarized in Appendix A.)

Definition 4.1 (error-free relational table): As usual, a relation r on scheme R
is a subset of the cartesian product of R's domains. Every table represents a
class. Key values represent objects in the class, and attribute columns contain
their attribute values. A class is a set of objects which have been grouped
together based on either explicit criteria (e.g., having the same attribute values)
or implicit criteria (e.g., a priori or externally specified). Key values may span
multiple columns and would then represent composite objects, i.e., an object
which is a relationship. A composite object may have an attribute of its own,
such as Grade (Student x Class), which is not an attribute of either of the
component objects Student or Class individually.

A tuple 77 is an element of r such that r1.R7 denotes the sub-tuple of r7 on the
column(s) in R; ¢ R. R's class is represented by the name R. Non-key
columns are attributes of objects denoted by the key. Key values are assumed

lan attribute column is functionally determined by “the key, the whole key, and nothing but the key"
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to be unique. Let Ry < R be R's key columns, and let R; € R be R's attribute
columns.

<

Definition 4.2 (error definition): @r represents the correct relation instance, or
true state of the world, in the context of scheme R. (We define @ formally
later in section 4.4.) r1.Rg is the key value of r1. The table containing the true
set of objects in R's class is written as ®@r.Rg. Let Ei be the set of objects
incomplete from r, so E; = ®r.Rg - r.Rg. Let E;;, be the set of objects mismember
inr,so Ey = r.Ri- ®r.Rg. (- represents set difference here.)

We say that an attribute value r7.R7 (Where Ry; € Ry) of the object in r7.Ry is
inaccurate if r1.Rq1 # ®r1.Rz7. A null value (' ' in a cell) or syntax error in an
attribute value means "value not known" and applies here as well, ie., ' ' #¢
for any constantc. ¢

Definition 4.3 (error representation): If 7 is a table on scheme R, then gy, 7eq,
and r.; are its error tables. These tables have the same scheme as r and
contain error tuples. The error triple vy, = <fem, Tea, Yei> constitutes the error
representation. This representation contains corrections to r. These are
defined by the set of untrue (or missing) statements in r relative to the set of
statements that are true about the world. We say that r exists in an error state,
denoted by 7..

A sample error triple for the error Example 1.3.1 in chapter 1 is in Example 4.1
below. Key values in rem.Rk and r.;.Rg indicate mismember tuples and
incomplete objects in r respectively. Let r; be a tuple having inaccurate
attribute values. Then there will be a tuple ry € 74, corresponding to 1, such
that r1.Rg = r2.Rx. r2 will contain attribute values (i.e., not be '-') only on
attributes where r1 is inaccurate (tuples 1-3 below). All attribute values in 7;
are by definition present and accurate (tuple 6 below). We are not concerned
with the true attribute value of mismember objects, even when they do apply
(tuple 4 below).
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We write 7, to denote the set of tuples in a relation r which are fully Correct -
neither mismember nor containing any inaccuracies. Formally,

re={ryVIrre r,=3rr€ (reg U rem), r1.Rk = r2.Ri }

We write ry to denote the set of tuples in » which are Members (i.e., not

mismembers). These are either in r. or have inaccuracies. Formally,

rm={r1 | 3r1er ((r1e v (3rr€ re, r1.Rk =7r2.Rg)) }

A null or syntax error in a key is modeled as a mismember because the
tuple/object is spurious or not properly identified.

In general, our model assumes homogeneous types. Therefore a tuple would
be defined as a mismember if an attribute "does not apply".

Example 4.1: The error triple for the alumni relation from Example 1.3.1 in
Chapter 1 is given below, based on the sample errors discussed there. This
set of errors will be used throughout Chapters 4, 5, and 6.

Tem (alumni mismembers)

Record # | Name Home | Degree | Major Year of | 5-year-
inr state grad donation
4 Jon Wales

6 K

teq (alumni inaccurates)

1 Mae Ray - - - 1991 -
Lisa Jordan - - - - 400,000

Tom Jones - - Cs - -

fei (alumni incompletes)
Trohn junto vt [ms [psych [198¢ [243,000

Tables 4.2 a-c: Sample error triple for Example 1.3.1: <7y, Yea, ¥ei>
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The logical error representation is thus an exact account of the error in r
relative to a state of the world. Each possible error state for a relation corresponds to
a unique combination of (jointly occurring) errors in the relation. Every error must
be corrected, including null values. Tuples not indicated to be incorrect by the

representation, are therefore correct (i.e., accurate and member).

To summarize the representation, some of its characteristics are listed here.
A tuple present in a relation r is either: (1) a fully correct tuple € r. (i.e., is not a
mismember and contains no inaccuracies), (2) a mismember tuple whose key would
then be found in 7¢p, or (3) an inaccurate tuple (not a mismember, but containing
inaccuracies) whose key value would be in res. Tuples that are not listed in the
database relation, but should be (i.e., would be if the relation were fully correct), are
in the incomplete error table ;.

This completes the definition of our error representation. We have chosen
the relational model to steer our theory towards application. However, given our
semantic construction of error, the concepts apply outside the relational model as
well. The model makes no assumptions or requirements about change to the
underlying database data structure or query algorithm. In the next section 4.3, we

consider some of our modeling assumptions in more detail.

4.3 Assumptions behind our model

Various assumptions underlie any data model. Ours are discussed here.
These complement other assumptions and basic ideas discussed in Chapter 3. We
structure the discussion based on the three assumptions Reiter describes as implicit
in the relational data model: domain closure, closed world, and unique name [52].

These help us to explicate some of the more subtle aspects of our model. They are
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relevant here because violation of any of these assumptions would constitute an

error in our model.

Domain closure concerns the relationship between symbols in the database
and objects in the world. It asserts that the set of symbols (i.e., constants in database
domains) denotes all and only existing objects in the world. In other words, an onto
mapping exists from the set of all symbols to the set of all objects. In our model,
only the true relation (e.g., @r) is assumed to maintain domain closure. We do not
make this assumption concerning the errored data itself. Violation of domain
closure constitutes a syntax error, and would be accounted for in our model by
inaccuracy or mismembership error tuples.

The closed world assumption states that those tuples not present in a database
relation are false. In other words, if a tuple is true in the real world, then that tuple
is by definition also present in the data. In our model, only a true relation is
assumed to be closed world. We obviously do not make this assumption
concerning the errored data. Violation of the closed world assumption is accounted

for in our model via inaccuracy or incompleteness error tuples.

The unique name assumption implies that no two symbols can denote the
same object, and correspondingly that no single symbol may denote two objects.
This implies that the mapping between symbols and their corresponding objects is
one-to-one (and onto as per domain closure). We again do not make this
assumption. One of two synonyms (e.g., IBM and I.B.M) must be a syntax error. We
treat such mis-spellings as well as non-sensical symbols (e.g., "'@dd"), the same as
we treat blanks. All are assumed to denote no known value or object - to be
spurious. As discussed previously, when this occurs in an attribute value, we may
assume it to represent "the set of possible values”, as per the interpretation of nulls
in [29] and elsewhere. When this occurs in a key column, we define it as a

mismember.
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As discussed in the introduction we assume as input to this model a full and
correct statement on the meaning of data [13, 15], e.g., on the database schema
definition. A data set is assumed to have a single correct (e.g., true) form, and this is
relative a given users semantics. Truth, however, is relative to one's beliefs about
how the world should be observed or measured [17], i.e., one's preferred
methodology.

For example: which methodology should we use to measure "room
temperature”, should we use a thermometer or a thermocouple? This constitutes
one's frame of reference [13]. So truth and meaning are fundamentally tied to
methodology!. Methodology {17] will not be considered here, however, as our focus
is on the ontology and semantics of error, and not the epistemological issues of
determining truth or measuring error in practice. A question may arise: what does
a reference frame have to do with data processing? For data processing purposes,
the reference frame may concern all people, activities, machines, software, etc.
which produce the data element.

In general then, error may be thought of as a difference between two ways or
instances of measuring "the same thing". We model error as an account of the
discrepancies between one source (e.g., reference frame) and another. Discrepancy
between sources is simply the difference © between two data base relations on the

same scheme.

4.4 Two primitive operations: Difference and Correction

In this section we define formally two concepts (i.e., operators) which have

been largely informal up to now - the difference and correction operations. Both

LThe operationism school among philosophers takes this to an extreme, and considers the meaning of a
statement to be the means by which it was obtained, in which case meaning and measurement
methodology are synonymous.
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take as inputs two relations on the same scheme. The difference operation takes a
possibly errored data set and a correct data set and constructs an error term (i.e., an
instance of the logical error representation). The Correction operation takes a
possibly errored data set and the error term and maps this back to the corresponding
error-free table. These operations are illustrated in the two Figures 4.2 and 4.3

below.

{possibly) errored error free data set
data set (correctly representing the
true state of the world)
[C]

error term (facts about error
written down in the logical error

representation

Figure 4.2: The difference operation

The difference operation is analogous to a concept of data error measurement.
In order to assess error, we require the data and (some notion of) the state of the

world. Error is a difference.

{possibly) errored ‘ error term ’
data set

2]

error free data set

Figure 4.3: The correction operation

The correction operation is analogous to a concept of data error adjustment
[23, 32], Given a data set and given (some measure of) its error, we can derive the

true state of the world.
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4.4.1 The difference operator © : measuring data error

This operator has two components. A tuple difference © (t3, t7) for a tuple ¢ €
r (possibly) containing inaccuracies, t; contains corrections to errored attributes in {7
Let t3 = t; © f. t3 takes the following values. t3.K = #3.K = #;.K. For attributes a7
where t7.a7 = tp.a1, then t3.a; is written as -' (e.g., a "null value" in #.;). For

attributes aj where t7.a7 # t2.a1, then t3.a7 =t;.a; (i.e., indicating the true value).

Example 4.2: (tuple difference)

t1 (tuple having inaccuracies) | <Mae Ray, RI, ScD, Law, ' ', 800,000>

£y (true tuple) <Mae Ray, RI, BS, Law, 1991, 800,000>

t3 (error tuple) = t1 © ¢ <Mae Ray, -, BS, -, 1991, "-'>

Then the relation difference between r and rp, is the triple <req, 7o, Tem>.

Where
ra={t3 1 t1eranty e rp M t1.K=1. KM t3=0O(ty, £2) }
rem=1{t3 lt1eran=3ty e rp " 1. K=1.K,t3.K=t1 K}

tei={t3 1 =3t1eradr ey, "t1.K=1.K,t3=1}

If r has no errors then 7., rem, and 1y are empty.

4.4.2 The correction operator @: adjusting data to error

This operator again has two components: a tuple correction @(r1, r¢) for a
tuple r1 € r, and a relation correction ®(r, r,). For simplified notation, we
sometimes write "®r" or "®r;". An inaccurate tuple is corrected by replacing

inaccurate and null attribute values with accurate values. A relation is corrected by
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eliminating mismember tuples, correcting inaccurate tuples, and inserting

incomplete tuples.
@r=r,; U{®r1 | Ir1 € rAr.Rx & tem . Ri )

If r has no errors then 7y, rem, and req are empty and @r =r. A tuple ry is

corrected by replacing all inaccurate values with accurate values.

Example 4.3: (tuple correction)

trer <Mae Ray, RI, S5cD, Law, ' ', 800,000>
t2 € Yeg, Teg € Te <Mae Ray, -, BS, -, 1991, -'>
®t1 <Mae Ray, RI, BS, Law, 1991, 800,000>

@®t; ={x | Atr € req, t1.Rx = t2.Rg, Vie {1, ..., n}, if t2.Ry; =

2" then x.Ry;; = t1.Ry;, else x.Ry = £2.Ryi}
where x is a tuple variable on R,

This completes the description of the logical representation. Whereas data
quality is sometimes discussed vaguely as "accuracy and completeness”, we have
formalized error using a correction mapping over a finest-grain discrete space. This
will become the sample spacel! of the probabilistic error representation. In our
model, error takes two forms: class-level (incompleteness and mismembership) and
attribute-level (inaccuracy and nulls). This is consistent with the literature on
statistical methodology, in which measurement error is considered at the

population level and the individual level (sampling and non-sampling error) [11].

1 mutually exclusive, collectively exhaustive, and finest-grain enumeration of events of interest [28]
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In [34], we show (and prove correctness for) a logical error propagation calculus
which propagates this representation through select, project, cartesian product,
natural join, and aggregations - in a closed and lossless fashion. This covers the
space of conjunctive queries [2], the basis for SQL. We continue with the

probabilistic model next.

4.5 Properties: Representation Completeness and Minimality

We now show a simple yet important completeness property of our error
triple and correction operator. Let D (for Data) be the set of possible instances of a
relation r on scheme R, including errors. Let W (for World) be the set of instances
of r representing a possible state of the world (e.g., no nulls, syntax errors, spurious
objects, etc.). E is the space of possible error triples under the associated relation
scheme. The following theorem states that our error representation is complete in
that it can map any relation in D to any relation in W. This means that it can
characterize any and all discrepancies between any <d, w> pair via the equation w =
®d.

Theorem 4.1 (logical representation completeness) The correction operator

®; and error triple define an onto mapping from D to W (i.e., can map any d
€ D toany we W) such that W =®(D, E).

Proof: An object functionally determines its true attribute values. The true
relation is therefore functionally determined by the true set of objects in its
class. By definition, an error triple defines which objects are truly in a class
and which are present but do not belong. It also defines the true attribute
values for all relevant key values (req.Ri U re). Assuming sufficient
domains, an error triple can thus map anyd e Dtoanywe W. ¢

Closure of our set of three error types under calculus operations is implied by

the completeness property in the following sense. Based on Theorem 4.1, this error
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representation can characterize all discrepancies between any relation and its
corresponding true relation. Therefore, it can characterize the difference between
any query output and its corresponding true relation. The error propagation
calculus will be proven to correctly compute output error triples, therefore this set of
error types is closed.

Although we will not prove it formally (and it is perhaps the least interesting
of the properties) - this set of error types is also minimal. Removal of any the error
types will result in an incorrect system - inaccuracy alone will lead to
incompleteness and mismembership and incompleteness and so on.

While "data quality” is sometimes discussed intuitively in terms of
dimensions such as accuracy, completeness, and consistency, we have formalized
error - using concepts from semantics and ontology - over a finest grain discrete
space. A correction mapping relates errored data to the true state of the world. Error
has two forms: class-level (incompleteness and mismembership) and attribute-level
(inaccuracy and nulls). In the following section we develop the error propagation
calculus. Database relations, their error triples, and the query being performed are

operands to a logical and set-based machinery.
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Chapter 5
Logical Error Propagation Calculus

An error triple is a scheme for recording corrections to error in a database.
But even for an expert who is aware of error in query inputs, it may not be obvious
how various errors interact to affect error in query results. Error propagation
through queries is non trivial. Query aggregations and partitions amplify some
errors while diminishing others. And query outputs, not inputs, are the concern of
a data user.

In this chapter we give formal treatment to development of a logical error
propagation calculus, proving correctness of each calculus expression developed.
Project, Select, Cartesian product, Natural join, and the aggregations Count and Sum
will be considered. This covers the space of conjunctive relational database

operators [58].

5.1 Why not just correct the data?

As discussed previously, the goal of the logical error propagation calculus is
simply to propagate an instance of the logical representation. And the logical
representation is again a notion of difference between two relations on the same
scheme. A question which often arises is : "why not just 'correct’ the data?" In
other words, why would we be interested in propagating a differential file - and not
simply correct the input data and be done with it - eliminating the need for an error
propagation calculus ? The general answer, as previously discussed, is that
propagation of a differential file is a useful analytic tool to help assess the
significance of error in the context of a given query output.

Administrators may have gone to extra effort to identify discrepancies

between a given data set and its reference source for just the purpose of finding out
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how errors impact users. We may not have the same information on future data
sets, so the goal is really to model error and not simply to correct the data. (Of course
we will also be applying the logical model as a basis for the probability model -
which does not assume that such a correction exists.)

More generally, however, in the remainder of this sub-section, we discuss
why we may not want to correct the data - in the context of the various
interpretations of error. When interested in good data and not error, whether to
correct data before of after the query is performed may be a simple matter of figuring
out which is more efficient (e.g., is it faster to take path 1 or 2 in the commutative

diagram of Figure 5.1 in Section 5.2 below).

1) No control over the data - ownership and media issues. In some cases, we
may not be able to update the source information. It may be a data set owned by
another organization, or it may be stored on a non-write media such as CD ROM.
The logical error representation allows us to store known discrepancies in a small
external file without having to replicate the entire data set elsewhere and correct it

there.

2) Patterns of known errors indicate aggregate (e.g., undetected) error and
focuses data quality cleanup. Whether or not we propagate a differential file,
maintaining a list of previously detected errors will provide hints as to where other
errors lie. For example, if I know that some people were caught lying about their
deceased status, I may then be aware that others will have done the same thing.
Simply correcting data will not allow patterns of previously detected errors to be

tracked. This may serve as a basis for data quality cleanup.

3) Error as (interim) updates. Error may not be untruths, but it may be a

question of "data version” and concerning interim updates. When updates are
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made available to a data warehouse, the DBA may not wish to immediately update
the persistent data - instead waiting until the incoming data has been screened for
error. The DBA may also need to wait until all users are completed with possibly
long (e.g., days) transactions against the data warehouse. In the mean time, other
users’ queries may optionally incorporate these interim updates, or understand

their relevance in outputs.

4) Error as inter-database discrepancies. In some cases, it's not error per se,
but discrepancies between two sources that are of interest. Two databases on the
same scheme may contradict one another - with no a priori assumption about
which is "true”. (Recall the Worldscope and Disclosure example of Chapter 1). The
real question may be "where do they disagree?”, and "does their disagreement

appear in the context of a given query?”.

5) Error due to different interpretations of what correct means. Finally, the
examples of Section 1.3 concern multiple different interpretations of what correct
means. | may define 'year-of-graduation’ as one thing and you may define it as
another. Rather than simply replicate the entire data set - the external
representation allows us to maintain individual accounts and to have them

incorporated as desired.

6) Value of correcting data. Fixing errors in data costs time and money. We
should determine the value of getting corrected data. Knowing how much less or
more error will occur in output data - with or without a given source of corrections -
helps us to determine exactly how much value is created. If there is no error in

output data with or without corrections, then correction is unnecessary.
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5.2 Error preserving: a property definition & proof method

Before discussing individual operators, we describe first the correctness
criterion for an EPC operation. This leads to a commutativity-based proof method
for showing individual calculus operations to be correct. It is illustrated in Figure
5.1 below for a unary query operation. We give our correctness property the name
"error preserving”, which means that no information about error is lost by the

calculus.

( standard operator on errored relation + EPC

By, (r, re)

|
path 2
€|Br |path | |®r

truer — B, (@ (1, re))

<r, re> <s, se>

true s

k standard operator on true relation Y,

Figure 5.1: Commutative diagram and proof method for EPC

Let B be a relational operator and let P be the operator with its parameter Q
specified (e.g., the selection condition or projection list). Let r be the input, and let s
be the standard operator output, so s = Bo(r). EPC operators are parameterized by B
as EPCp, so for example EPCg is the EPC expression for selection. Let 7, and s, be the
error triples for r and s respectively. Let B'qbe the operator extended with EPCg, so
that B'q(r, 7¢) = <s, s.>. The calculus requires as input the following three items as

EPC input: the query parameter €, the input data r, and the input error triple 7,
EPCR (L2, 7, 7e) = 5.

Our correctness criterion is that Bo(®r) = @, (s, s¢). This is equivalent to

stating that the diagram above in Figure 5.1 must commute. This means that the
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same true s relation will result whether the calculus operates first and then sis
corrected by s, (path 2), or if ris first corrected by r. and then a standard selection is
applied (path 1). This provides our general proof method for EPC expressions. The

calculus for an operator is correct or error preserving iff
Ba (@ (r, 7o) = O (B'alr, re))

For each query and corresponding EPC operation, assertion and proof of error
preservation is done in two theorems. The first theorem asserts that the same set of
keys results in @s from path 1 and path 2. Then, using the set of key values defined
in the first theorem, a second theorem shows that, for a given a key value in ®s, the
same attribute values result from path 1 and path 2. Given that a table is
determined by its keys and attribute values (e.g., Theorem 4), then the tables by path

1 and 2 are identical and Figure 5.1 commutes. We begin with selection.

5.3 The Selection (O) Calculus

A selection condition on a relation is a logical formula f [58]. Comparisons
include 8 € {=, <, >, 2, <} and may occur in one of two ways: (1) between a value in
a tuple and a constant (or regular expression) and (2) between different values
within a tuple. Functional dependencies do not change due to a selection!, so the
key remains the same from input to output.

Let r and s be selection input and output on relation schema R and S with
keys Ry and S respectively. Let r, be the error triple <rem, feq, tei> for r. If a tuple r1
e rsatisfies (is true under) the selection criteria f, we write f(r1), else —f(r1). The
calculus must derive s, the error triple <Sgm, Sea, Sei> for s. Each calculus equation

uses a logical and set-based formalism to describe a dependency structure of error

1except for a special case of equi-join, for which we develop a separate EPC operation in Section 5.5
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between input and output - i.e., to describe how error propagates from input to
output. For example, if a mismember tuple in r gets selected into s, it will
necessarily be a mismember in 5. This is because only a subset of tuples can possibly

satisfy a selection condition, so a mismember of r must be a mismember of s.

inaccuracies in the select result:

sea={rz | Ir1 € r drz € req r1.Rx = 12.Rk, flr1) A f(®r1) } (1a)

Calculus expression la above ('1a’ label to the right) identifies the set of tuples
that are inaccurate in s. An inaccurate tuple in s is also by definition inaccurate in r,
and it must have been selected. "3r; € r" means there exists a tuple r;inr. "r1.Rg =
r2.Rx" matches vy in r with a tuple ry in rea on the key columns Rg. So rj is
inaccurate and r; contains attribute value corrections to r;. "f{r1)" indicates that r;
was selected by f. "f(@r1)" indicates that r1 should have been selected, i.e., if the
attribute values in r7 had been corrected before applying f, the tuple would still have
been selected. This ensures that the inaccuracy in r; did not result in an s
mismember due to a false selection of r7. This condition will be accounted for in 2b
below and similarly for s incompletes in 3b below.

Example 5.1 (selection propagation -> inaccuracies)!: The following selection

over the Alumni table (Example 1.3.1), with r, as the Alumni error triple
(Example 4.1), would result in Lisa Jordan as an inaccurate tuple in s:

select * from Alumni where Donations > 300,000

Her actual donation was 400,000 while it was listed as 500,000 in the database.
She is not a mismember in s as her donations are in fact greater than 300,000.
o

1Some of the short examples below are repeated from Chapter 1 for convenience.
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mismembership in the select result:

Sem= {721 Ar1 e r3r;€ top r1.Rk = 12.Rk, firy) } v (2a)

{ra13r1e r3rse reg r1.R = 12.Rg, fir) A =f(®r7) ) (2b)

Two distinct cases result in mismembers in s (thus the union of two disjoint
sets): in 2a a mismember of ris selected by f, so the mismember remains (again, no
mismember of r can be a member of 5). In 2b an inaccurate tuple r; € r is selected but
only due to its inaccuracy and should not have been, i.e, it is not a true member of s:
r1.Rx ¢ ®s.5k.

Example 5.2 (selection propagation -> mismembers): The following

selection over the Alumni table would result in two mismembers in s:
Jenifer Wales (by 2a) and Lisa Jordan (by 2b):

select * from Alumni where Donations > 450,000 <

incompleteness in the select result:

sei = {ry 1 Jrje vy flrn)} v (3a)

{x 1 3rie r3rye rey, 71 Rk =12.Ri, —f(r1) A i®ry), x = @ry } (3b)

Two conditions cause incompleteness in s: in 3a an incomplete from r would
have been selected had the tuple been present. In 3b an inaccuracy in r causes the

select condition to fail where it would have succeeded otherwise.

Example 5.3 (selection propagation -> incompletes): The following selection
over the Alumni table would result in two incompletes for s: John Junto (by
3a) and Lisa Jordan (by 3b):

select * from Alumni where Donations < 450,000 ¢
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This completes the definition of the select calculus. It is the simplest of the
four EPC operators we will consider. Its calculation of an output error triple
corresponds to our intuitive notions of what error propagation means in a selection.
Inaccuracies, incompleteness, and mismembership in r may be propagated to s,
depending on: (1) the particular tuples present in and missing from r, (2) their listed

and their true attribute values, and (3) the formula f.

To prove correctness of these calculus expressions (la, 2a, 2b, 3a, and 3c) we
use the commutativity method of Figure 5.1 in Section 5.1 above. Formally, the

select calculus EPCg operates as follows:
EPCos (f 1, 7e) = 8¢
where EPCg is the EPC for the selection operator.
Let 0'¢ be the standard selection operator extended with EPCg so that:
G’ (<1, re>) = <O 5 (), 5¢>
For EPCg to be error preserving (i.e., correct) implies that
O 7 (®r(r, 10)) = @ (O (r, 7)),

i.e., that the diagram of Figure 5.1 commutes for selection. The following two

Theorems 5.1 and 5.2 together state that EPCq is error preserving.

Theorem 5.1 (selection keys): (G ¢ (@, (r, 1¢)))-Ri= (@ (O'p(<r, 1e>))).Rk

Proof: see AppendixB. ¢

We must now show that the attribute values for any given object (among
those defined by Theorem 5.1) is the same regardless of the path taken. Let ®sp; and

@®spy be the two @s tables - as derived by path 1 and path 2 respectively of Figure 5.1.
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We have already shown that ®sp;.5x = ®sp2.5k. By Theorem 4.1, if we can show that
the attribute values assigned to ®sp; and @sp; are equal, then the proof of error
preservation is complete.

Theorem 5.2 (selection attributes): Given any pair of tuples s € ®sp1and 57 €

@sp derived by EPCg (ie., paired in that s7.5¢ = 52.5¢), then 51.A = s2.A for any
A e R.

Proof: see Appendix B. ¢

Theorem 5.1 states that the same set of key values results in @sp1 and @sp).
Theorem 5.2 states that, given a key value in ®s, the same set of attribute values
results. Given that a table is functionally determined by its set of key values and
their corresponding attributes, then we can conclude that EPCg is error-preserving.
This completes the definition of EPCg and its proof of correctness. Before
continuing with the next operator, the cartesian product in Section 5.5, we consider

a more general aspect of our model below.

5.4 "Meaning propagation” in a relational database - a framework

In this sub-section we highlight a framework which is hidden (e.g., only
implicit) in this thesis. Applied in this thesis as an intermediate step to the error
calculus, we consider this framework a secondary result in itself. We call it a
"meaning propagation calculus” for the relational data model. It is a foundation for
the error propagation calculus and perhaps for other applications of relational data
model as well.

In order to define a closed propagation of meaning - because we define error
relative to meaning - we first require a closed propagation of meaning constructs.
The meaning of all output relations, derivable by query, must be specified as a basis

for error computation. In particular, it must be computable: what is the output class
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(which objects belong) and which columns comprise the key (what are the output

functional dependencies).

The relational data model, however, has an ambiguous semantics in that the
relationship between "table-row-column" and “class-object-attribute” are
unspecified. Litwin discussed the assertion of the same facts with different data
structures [39]. We assert the key of a table to be the object identifier, with all other
columns as attributes. The concept of a key always remains the same: that minimal
set of columns in a table which functionally determines all columns in that table.
Every table is defined as a class with a single correct and actual set of objects
represented. Our model defines how classes, keys, and attributes are created,
transformed, and destroyed during query processing.

This is done using functional dependencies as part of a scheme definition.
When these are propagated, objects (keys) are defined and error can be
unambiguously defined for all derived relations. Clearly, a selection operation does
not change functional dependencies. But input key columns may become output
attribute columns in an equi-join, and vice versa in projection. (Propagation of
functional dependencies are described here as lemmas when it is unobvious.) This
framework is used to model error, and may be useful in other settings for
knowledge-based operations over relational data and operators. It links the syntactic
specification of the relational model with their semantic correlates. We continue

now with presentation of the remaining EPC operations.

5.5 The Cartesian Product (x) Calculus

The cartesian product s = g x r results in a relation s consisting of all pairs of

tuples across g and r. We adopt the usual interpretation of x:
s={x13q1e€qdrer,xQ=9g;,xR=r1}

102




5,842,202
227 228

In the result a composite object (e.g., composite key or relationship) is
represented by Qr U Ri. For example, Student x Course (Example 5.4 below) yields a
set of Student-Course composite objects!. The commutative diagram for x is shown

below in Figure 5.2.

<qg,ge><r,re> Cartesian product » <5, s€>
l I & EPC I

e @ @
R N

trueq tuer Stand;rri lije::rttes«an > trues

Figure 5.2: Commutative diagram for cartesian product

Let the relations input to x be 4 and 7 on schema ( and R having keys Qy and
Ri and attributes Q, = Q - Q and R; = R - Rg respectively. Let s be the output
relation on 5,50 § = Q UR and has key Sg. S =Qk v R by Lemma 5.1 below.

Lemma 5.1 (cartesian product key behavior): For the standard x operator,
functional dependencies in the two respective input relations are retained as
partial key dependencies [58] in the result.

Proof: the trivial proof is omitted. ¢

mismembership in the cartesian product result:

Sem={x | 51 € 5,51.Qk € Gem -Qk Vv 51.Rk € Tom Rk, .Sk = 51.5¢ } (42)

The 4a calculus states that a composite Student-Course object of s is a

mismember in s iff either component object (Student or Course) was a mismember

1 only some of which are "true” - depending on the relationship eventually applied, e.g., student-takes-class

103




5,842,202
229 230

in their respective (g or r) source relation. (We will give the example for x error

propagation after each of the three calculus expressions in 4a - 6c¢ is presented.)

incompleteness in the cartesian product result:

Sei ={x | 3q1 € qei, Ir1 € rei, x.Q =q1, x.R =17} v (5a)
{x13g1€ gei, Trre (e reg), xQ =91, x.R=Srp } U (5b)
{x | 3r1€ re, 3g1€ (Gc\J Gea), *-R=71,2.Q=®q; } (50)

For a composite object to be missing from s, one (or both) of its component
objects must have been missing between g and/or r. 5a covers the case where both
are missing, and 5b and 5c¢ cover the case for missing from g and r only respectively,
and the correction operator is applied because tuples in s,; must be accurate by

definition.

inaccuracies in the cartesian product result:

Sea=1x1391€ Gea, 3r1 € teq, x.Q=¢1,x.R =171} U (6a)

I x | ds; € s, —3s3 € Sem, 391 € Gea, =371 € Tea, 51.5k = 2.5k, 51.Qk =| (6b)

91-Quk 51.Re = 11.Rp, x.Q = q1, xR = r1.Rg, x.Rg= <'->.Rq Ju

{x | 3s; € 3, =352 € Sem, =IG1 € Gea, 371 € Teq, 51.5k = 52-5k, $1-Qk =| (6¢)

91.Qk 51.Rk=11.Ri, xR = r1, x.Qk = 91.Qk, ¥.-Qz = <->.Q }

<’-'>.X is a "filler" tuple on a scheme X. It "fills in" uninstantiated values in
Seq in the 6b and 6¢ expressions. For example, if X = {Name, Phone, Gender},
then <'-'>.X = <, ', “'>.
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A tuple in the result of a cartesian product is inaccurate when its key value is
not a mismember and at least one of the two tuples that it derives from were
inaccurate in their respective source relations g and 7. 6a covers both of the tuples
being inaccurate, 6b covers the g tuple being inaccurate and the r tuple accurate, and

6¢ covers the reverse.

We have completed presentation of EPCy. The following example illustrates

these semantics and aspects of EPCy.

Example 5.4: Consider the following two relations and their error triples as
EPCx inputs. The input relation Course describes which Department offers
each Course. The input relation Department describes which School each
Department is in. Functional dependencies are indicated below the column
names. All relations have their error triples below them. Course has an
inaccuracy: CS101 is offered by the CS Dept not the English Dept (see Ceq
below). Department has a mismember: Prof. Jones is not a Dept (see Dep
below). Department also has incompleteness: it is missing the Psych Dept
(see Dg; below).

Course (C) Department (D)
Course Dept Dept School
Course — Dept Dept - School
5101 English Dept English Dept Humanities
C5201 CS Dept CS Dept Science
Prof. Jones Science
Cem Dem

| Prof. Jones ]

Cs101 | CSDept |

J Psych Dept ] Humanities
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The result of the standard x operation is shown below and is called CD.
<Course, D.Dept> is a composite key in CD (as it is the minimal set of
columns which functionally determines all others and this the definition of
a key). For all operations we consider, the output key turns out to be
uniquely defined.

Course x Department (CD)
Course C.Dept D.Dept School
Course — C.Dept D.Dept — School
5101 English Dept English Dept Humanities
Cs101 English Dept CS Dept Science
CS101 English Dept Prof. Jones Science
5201 CS Dept English Dept Humanities
CS201 CS Dept CS Dept Science
5201 CS Dept Prof. Jones Science

We consider below the derivation of the output error triple: <CDem, CD,p,
CD,;> as defined by EPCs.

CD¢m: A composite CD object (i.e., a Course-Dept pair) is a mismember if, in either input
relation Dept or School, the component object in C or D is a mismember. CDem below indicates
that both tuples in CD with Prof. Jones as a D.Dept are CD mismembers since Prof. Jones is a

mismember in Department.

CDem
CS101 Prof. Jones
CS201 Prof. Jones

CDgy A tuple on CD is inaccurate if it is not a mismember, and either the Course tuple and/or
the Department tuple, from its respective input relations, is inaccurate. CDg, below indicates

that the CS Dept and not the English Dept is the correct attribute value for object C5101.

CDegy
CS101 CS Dept English Dept -
CS5101 CS Dept CS Dept -

CD,;: The Psych department is missing from input relation D.Dept. So for both member
Courses in C (i.e., CS101 and C5102) there should have been a tuple in CD having the Psych
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department as D.Dept. All attribute values in incompleteness error tuples are present and

accurate.
CDyf
CS101 CS Dept Psych Dept Humanities
Cs201 CS Dept Psych Dept Humanities
©

Formally, EPCy is error preserving as follows. Lets=gxr. Let EPCy be the

calculus to compute s, from g, and 7, for X, so that
EPCy (<q, ge>, <1, 1e>) =5,

EPCy takes in two of <relation, error triple> - one for g and one for r - and
returns an error triple s,. Let X' be the standard X operation extended with EPCy so

that:
X' (<q, ge>, <1, 1e>) = <g X 1, 50>
Then for EPCx to be error preserving implies that
X(®r (g, ge), @ (r, 7)) = 1 (X' (<9, go>, <1, 7¢>))
i.e., that Figure 5.2 commutes.

The following two theorems 5.3 and 5.4 together will show that EPCy is error

preserving.

Theorem 5.3 (cartesian product keys):
(X (&, (q, ‘ie): D (7, 7¢))).S% = B (X' (<q, Ge>, <r, r¢>)).Sk

Proof: see Appendix B. ¢

Theorem 5.4 (cartesian product attributes): For any sj € ®sp1 and s2 € @sp2
derived by EPCx, such thats;.5 = s3.5k, then s7.A =s3.A forany A € S.
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Proof: see Appendix B. ¢

Theorem 5.3 states that the same set of key values results in ®sp; and @sp).
Theorem 5.4 states that, given a key value, the same set of attribute values result.

Then we conclude that EPCy is error preserving.

5.6 The Equi-join () Calculus

A join is simply a selection over a cartesian product. Thus the join EPC may
appear at first to be already defined - as the composition of EPCy and EPC,. But the
selection operation, as we defined it, did not involve changes in functional
dependencies. A column which was a key (attribute) in the selection input was a
key (attribute) in the selection output. The same was true for the cartesian product.
There is one form of equi-join, however, which results in a transitive dependency,
requiring a separate EPC.

Transitive dependencies occur in an equi-join whenever an attribute in one
relation is equated with a key in a second, and the key in the second has one or more
attributes. For notation purposes we call this special case of equi-join a n-join. In
this section we define EPCy, the calculus for n-join.

The following equi-join (from Example 5.5 below) is an example: O¢ pept =
p.pept (Course x Department). We assume that such transitive dependencies are
created intentionally by the query originator - to instantiate the indirect attribute (as
discussed in the cartesian product example) School of a Course. The following
example illustrates these semantics and shows why the EPCy and EPCg would not

operate properly for this case.

Example 5.5: Consider the following equi-join, using the Course and
Department tables of Example 5.4. The data which results is shown below in
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Course2. The equi-select, on the (intermediate) cartesian product in the join,
results in the transitive dependency Course — Dept — School.

O¢.Dept = D.Dept (Course x Department)

Course2 Dept School
cs101 English Dept Humanities
Cs201 CS Dept Science

Course2: the n-join of Course and Department

There are two alternative interpretations for the output key: (1) Define
inaccuracy in School relative to Dept, and leave Dept as part of the key in the
result, as it was in Department, or (2) Define inaccuracy in School relative to
Course.

Alternative 2 is the one we adopt. It maintains a minimal key, and it
provides strictly additional information than alternative 1. The functional
dependencies we care about are shown by Example below in Course2. The
inaccuracy error tablel is in Course2e, below Course2.

Course2: GC.Dept = D.Dept (Course X Department)

Course Dept School
Course — Dept Course — School

CS101 English Dept Humanities

CS5201 CS Dept Science

Course2: the 1-join of Course and Department

Course2e,
Course C.Dept School
CS5101 CS Dept Science

Course2,,: inaccuracy error table for Course2 as computed by EPCn

las the EPCy calculus would compute it
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We always define error with respect to the root of the dependency tree (i.e.,
the key in a 3NF relation). Whereas before the join, accuracy of a School was
defined relative to Dept, it is now relative to Course instead. Although
Humanities is accurate relative to the English department in the relation
Department, it is inaccurate relative to Course CS101 in Course2, and is thus
defined to be inaccurate in Course2.

By comparison, the inaccuracy error tuple resulting from EPCyx and EPCq
would be:

Course2q,
Course C.Dept School
CS101 CS Dept -

Course2,,: inaccuracy error table for Course2 as computed by EPC, and EPC,

We adopt an inner join interpretation in that an object 4.Qy is removed if its
join attribute value is not found in r.Rg, i.e., the inner equi-join operation we

assume is the usual one:

s={x13gq1e q,3r1er,q1.Qu=rRi,xQ=g1,x.R=r1}
where (g7 is the join attribute.

Other important forms of natural join include equi-join on a common key,
equi-join on common attributes, or joins using comparators other than '=". These
do not create transitive dependencies, however, and are therefore covered under
composition of EPCgs and EPCy.

Let s =n (g, ), for input relations q and r on schema Q and R with keys Qk and
Ry and attributes Q, and R;. We will not concern ourselves with attributes in Q
other than the join attribute, because error propagation in these is trivial and would

unnecessarily complicate the calculus. We assume therefore a canonical Q in which
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Qs = Qa1 Let Qu1 and Ri be the columns over which the equi-constraint Q7 = Rg

will be applied to the cartesian product result g x r. Thus, s = G041 =rRp (G % 1)
Figure 5.3 below shows key and attribute relationships as they relate among

columns in pre-query and post-query relations.

Nt |
Qk | Qal |Rk Ra I

ol L
S R

Figure 5.3: Relating pre- and post-query columns to meaning for 1-join

The solid arrows show the query operations and the dotted arrows show the
"movement" of columns among keys and attributes. For example, Sk = Qk (and 5.5;
contains values drawn from 4.Qg). Qa1 and Ry are equated in the join and thus
collapse into a single column S;1. Sy2...5 correspond to Ry In Example 5.5 above, Qx
= 5k = Course, Qp1 = Rk = S41 = Dept, and R; = Sg2 = School . Prior to the join,
9.Qk — q.Qa1 and r.Rx — r.R;.  After applying the equi-constraint, Sy — Sal —
Sa2..n. As discussed in Example 5.5 will define the accuracy of values in s.R,
relative to objects in Qy after the join where it was defined relative to objects in Rg
before it.

We now define some terminology to simplify subsequent discussion of error
propagation in a n-join. A match is said to occur between two tuples g1 € gand r; €
r when the equivalence condition of the join is satisfied q7.Qa7 = 1.Rx. For example,
tuples <C5101, English> € g and <English, Humanities> e » match, but <CS101, CS>
and <English, Humanities> do not. A tuple q is also said to match a relation r if
there is any tuple r; € 7 such that g7 matches r;. A tuple qi is said to match a tuple (a
relation) in truth when g7 matches a tuple r; (a relation r) in truth, i.e.,, when

®4q1.Qa1 = r1.Ri (891.Qa1 € @r.Ry) respectively. If it were not the case that ©47.Qu1 €
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®7.Rg, then q.Qr would be by definition a mismember in s.5¢ if present. The

following example applies these terms.

Example 5.6: <EC101, CS> € g matches the relation r if r contains <CS,
Humanities>. Let Economics be the true Department for course EC101. Then
<EC101, CS> matches r in truth as long as the true department for EC101,
Economics, were in @r.Rg. If this was not true, then there would be no
match in truth, and EC101 would be a mismember if it appeared ins. ¢

We now define EPCy. The calculus itself is copied exactly from the
corresponding partition table in Appendix B. There we describe in more detail how
the calculus is derived. The table there defines a partition on r (and is used there as
part of the proof for error preservation in EPCy). Next to the expression identifiers
(e.g., 7a, 7b, 7¢ below is an item number (i3, i7, i8) indicating the corresponding

partition element.

inaccuracies in the n-join result:

sea={x | 397 € qm, 91.Qa1 = ©41.Qa1, Ir1 € rm, 41, Qa1 =r1.Rk,
r1.Ry # ®r1.Ry, 3r2 € 1eq, ¥1.Rk = r2.Rg, x.5k = 91.Qk, x.Rg =
r2.Rg, x.Qp1 = -} U

(7a)/i3

{x 1391 € 9m, 392 € Gea, 91-Qk = 92.Qk, 91-Qu1 # D91.041, 311 € (7b)/i7
7,41.Qqa1 = 11.R, Ar2 € @r, ®91.Q4q1 = r2.R, r1.Rg = 12.Ry,

x.5k = 91.Qk %.Qa1 = 92.Qa1, xRz = <->.Ry | ]

{x 1391 € qm 392 € Gen, 1.0k = 92.Qk 91-Q01 2 ®91.Q01, 1€ | (70)/i8
r,91.Qa1 = 71.Rg, Arz € @r, ®41.Qa1 = 12.Rg, 11.Ra 2 12.Ry,
x.5k=q1.Qk xRy =12.Rp *}

* on attr's differing on r1 and r7 and '-' otherwise
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Under calculus expression 7a, a member tuple g1 € 4, which is accurate on
Qa1, matches a member tuple r1 € r which is inaccurate on R, relative to Rg.
Attributes in R, that are inaccurate relative to Ry are, for this case, also inaccurate

relative to Qk, because other aspects of the join were correct.

Example 5.7 (expression 7a): The n-join of <CS101, CS Dept> and <CS Dept,
Humanities> results in an inaccuracy as per expression 7a. <CS101, CS Dept>
matches in truth, but the school of Humanities is inaccurate relative to both
CS Dept and CS101. ©

Under calculus expression 7b, a tuple g7 € ¢, is inaccurate on Q3. It matches a
tuple r; € ¥ which is a member of r, and which may or may not have R, values
which are inaccurate relative to R - it is irrelevantl. In either case, its R, values are
accurate relative to Si. g7 must match r in truth, else this case would be a

mismember. The next example demonstrates this.

Example 5.8 (expression 7b): Assuming no class-level errors, consider the
query

1 ({<C5101, English Dept>}, {<English Dept, Science>}
Both facts are untrue, but together they indicate correctly that C5101 is offered

by the School of Science. The resulting tuple is still inaccurate because the
Dept of CS101 is not the English Dept. ¢

Under calculus expression 7c, a tuple g7 € g is inaccurate on Qg7 relative to Q.
There exists an r7 e 7 in which r1.R; may or may not contain inaccuracies relative to
Rk. r1.R, is inaccurate relative to 47.Qk. Inaccuracies in 47 lead to the s inaccuracy.
Example (expression 7c¢): Assume CS101 € ®4.Qf. The following query results in an

s inaccuracy under 7c:

lthe spurious join may have mapped g to another tuple in r with correct R, values relative to g;.Qx

1
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N ({<CS101, English Dept>}, {<English Dept, Engineering>})

We see from these examples that spurious or "random" pairings of attributes
and keys can occur when join linkages are in error. The calculus must account fully

for such phenomena for EPCy, to be error preserving.

mismembership in the n-join result:

Sem ={x | 391 € Gm, 91-Qa1 = @41.Q0a1, 91-Qa1 € 7.Rk, 91.Qa1 € ®r.Rp, x5k =q1.Qk | (8a)/i4

}

{x 1 391 € qm, 91.Qa1 #* ©91-Qa1, 91.Qa1 € -Rg, 891.Qq1 € Sr.Ry, xSk = (8b)/i9
91-Qk }

{x 1391 € gem, 97.Qq1 € 7R 2.5k = 91-Qk }

(8c)/i11

Three distinct cases result in mismembers in s Under 8a, an accurate Qa1
value matches a mismember of r - and therefore the match is spurious, i.e., q1 does
not match r in truth (i.e., whether or not ®47.Q,7 € ®r.R). Example: 1 ({<CS101,
CS Dept>}, {<CS Dept, Science>}) yields CS101 as an s mismember if CS Dept were an
r mismember. Under 8b, an inaccurate 41.Q,1 matches with r but there is no match
in truth. Example: 1 {{<CS101, English Dept>}, {<English Dept, Humanities>})
yields CS101 as an s mismember if CS Dept (the true CS101 Dept value) is not in
@r.Rg (and regardless of whether the English Dept is a member of r). Under 8¢, a
mismember of q matches r. Clearly, a mismember of g is a mismember of s under
any circumstances for n-join since, by the definition of an equi-join, ®s.5¢x < ©4.Q%-
Example: Assume that course number CS995 is a mismember of 4. Then m
(1<CS995, CS Dept>}, {<CS Dept, Science>}) yields C5995 as an s mismember -
regardless of whether CS Dept is accurate for C5995 and regardless of whether CS

Dept is a member of 7.
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incompleteness in the n-join result:

sei={x 1391 € gm, 91.Qat = ©91.Qa1, 91-Qa1 € r-Rg, Ir1 € 1¢;, 41.Q01 = r1.Rg, (9a)/i5

x5, =g1.Qk xRy =7r1.Rg} U

{x 1V 391 € 9ms 91-Qa1 #* Dq1.Q41, 91.Qa1 & 7Ry, Ir; € Br, B91.Qq01 = r1.Ry, (9b)/i10
x.Q=®q1, xRy =r1.Ry} U

{x1397€ gej, 3r1 € ®r.Rg, 91.Q21 =r1.Rk, x.Q = q1, x.R; =r1.R; }
(9¢)/112

Three distinct cases result in s incompletes. Under 9a, an accurate 41.Qg1
attribute value fails to find a match in r because of an r incompleteness. Under 9b,
an inaccurate §1.Qgz1 attribute fails to find a match in r, but it should have if it were
accurate (i.e., g7 matches r in truth). Under 9¢, an incompleteness in g causes an
incompleteness in s, but only if the incomplete tuple matches ®r. The propagation
concepts which were illustrated in the examples for selection mismembership are

similar to those relevant for selection incompleteness.

We have defined EPCy. Appendix B is more detailed in its description of
calculus derivation, relating each calculus expression and sub-expression to the
columns and rows of the tuple partition presented there. We state the EPCy
theorems next.

With g and r as n-join inputs, s = g (4,7) where o is the parameter specifying

the join equi-constraint. EPCy operates as follows:
EPCh (®, 9, ge, 7, 70) = Se

Let 1 be the standard n-join with parameter o, and let ', be the standard n-join

extended with EPCy, so that
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N'w(<q, ge>, <t, re>) = <N (g,7), 5>

Then, for the n-join calculus to be error preserving implies that

T]cn (®I‘ (‘7/ ‘16): @l‘(r/ ”e)) = ('Br (nm (q/ T’), se)

i.e., that the diagram of Figure 5.1 commutes for n-join and EPCy. The following

two theorems together imply that EPCy, is error preserving.

Theorem 5.5 (-join keys):
Mo (®r (4, Ge), D1(r, 7)))-5k=(Sr Mo (4, 1), 5¢))-Sk

Proof: see Appendix B. ¢

Theorem 5.6 (n-join attributes): For any s; € ®sp1 and s3 € ®sp; derived by
EPCy, such thats;.5¢ = 5.5¢ then s1.A =s7.A forany A € S.

Proof: see Appendix B. ¢

5.7 The Projection (T) Calculus

In a projection, a subset of the columns in a relation is removed and duplicate
rows are then eliminated [19]. In order to consider error propagation under our
model, this specification requires an interpretation in classes, objects, attributes, and
their transformations from query input to output. As stated earlier, initial calculus
inputs are assumed to be 3NF. Therefore, projection inputs are also 3NF. This is
because, under standard query optimization heuristics, joins are done after
projections [43, 58]. This reduces the complexity of the projection calculus, while
sacrificing little or no generality.

Let S be the projection list so s = Tlg(r). We will consider two cases. In the
first (and more trivial) case, the entire key of R is in the projection list 5. In the

second case, one or more of R's key columns is not included in the projection list.

116



5,842,202
255 256

Example 5.9 (projection cases 1 and 2): Consider the relation scheme of Table
5.1 below. Student-Course is a composite primary key. The two attributes
indicate the student's Grade received in the course, and the student's Rating
of (i.e., satisfaction level with) the course.

Student-Course

Student Course Grade Rating
Student-course— Student-course—
Grade Rating

Table 5.1: Student-Course relation

Case 1 (Rg < S): Example: s = T srudent, Course, Grade (7). Clearly, removing only
attributes in a projection does not cause any "collapse" of keys. The same
class and set of objects are represented in the output as in the input. The key
in S is the same as the key in R, i.e., Student-Course. Attribute values in
s.Grade retain their accuracy status from r.Grade.

Case 2: (S c Rg): Example: s =T coyrse, Rating (7). Rating is not functionally
determined by Course. Thus, since all attributes in § must be determined by
the key of S, Rating becomes part of the composite key in S. Course alone can
not be a key in S since it does not determine Rating. In general, S = Sy for
case 2 projection (this will be proven as Lemma 5.2).

<

5.7.1 Projection case 1: Ry c S

In case 1, the entire key of R is in the projection list, or Ry = S. Clearly, when
this is true, S5y = R¢. The key columns, cardinality, and attribute-object relationships
do no change from 7 to s, so the error triple for s is simply the projection of the error

triple for r as shown.

117



5,842,202
257 258

error triple for the case 1 projection result:

Sei = Ts(ei) (10a)
Sem = Ts(Tem) (10b)
Sea = TMs(Yeq) -1 x| Irre r,3r2€ req, r1Re=12.R, 1280 = <->85, x=71.5} | (10¢)

10a and 10b indicate that incompleteness and mismembership propagate
unchanged - removing attribute columns from a relation will not change these. 10c
indicates that inaccuracies in r; € r propagate to become inaccuracies in s, but only
as long as r1 has inaccuracies on S (i.e., has inaccuracies not only on columns that
are removed by the projection). A simple example of when an inaccuracy does not

propagate through a case 1 projection is as follows.

Example 5.10 (non-propagation of inaccuracy in project case 1): LetR =
{Name, Salary, Age}. An inaccuracy in an Age value would not be
propagated if S = {Name, Salary}. ¢

Let 1EPCg be the projection calculus for projection case 1. Formally, {EPCg

operates as follows.
1EPCr (s, <r, 1e>) = s
Let 1TE' be the standard projection operation extended with 1EPCg so that:
1T (<r, 10>) = <TUs(r), 50>
Then for 1EPCg to be error preserving implies that
Tls (@1 {1, 1e)) = & (1T's(<r, 762))
i.e., that 1\EPCyp is correct, or that the diagram of Figure 5.1 commutes for the

1EPCyx calculus.
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Theorem 5.7 (project case 1 keys):
(Tls (@x (7, 72)))-Sk = (@ (1T's(<7, 76>))).Sk

Proof: see Appendix B. ¢

Theorem 5.8 (project case 1 attributes): For {EPCyg, any s7 € ®sp1 and 53 €
®spp such that s7.5x = 5.5k, then s1.A = 52.A for any A € S,

Proof: see Appendix B. ¢
5.7.2 Projection case 2: Ry & S

In case 2, S contains only a proper subset of Ry, i.e., Ry z S. In this case, all of
the input attributes in 5 N R, will become elements of the output key Sg. We state

this and prove it formally in Lemma 5.2 below.

Lemma 5.2 (project case 2 key behavior): For a query s = Tls(r), if Rg ¢ S then
5=5¢

Proof: The definition of a key is that it is a minimal set of columns which
determines the entire relation. In an input scheme R having key column(s)
Rk and attribute column(s) Ry, by the definition of 3NF, attributes in R, are
functionally determined by no proper subset of Rx. Therefore, no column in
Rg can be determined by S n Ry if Rk ¢ S. In order that Sx determine S N R,
(the definition of a key), then every element of S N R; must be an element of
Sk, and therefore S = 5. ¢

Table 5.2 below shows the partition of S into two components, Sg1 and Sg2
where Sg1 =S¢ n Rgand Sg2 = 5 N R, Across the top of the table is the partition on
R and S, with the darkened rectangles indicating whether the associated columns in
R and S are key or attribute. Below that are three comments on each partition: (1) a

description of the partition meaning, (2) how error is computed for it, and (3) an
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example for the sample query T course, Rating (*) Over R = {Student, Course, Grade,

Rating} from Example 5.9.

R: Rk Ry (Rk—= Rp)
S: Sk1 Sk2
Description: key column in key in Rnot | attribute in R become | attribute in
both R and § in projection | key in S Rnotin
projection
Error class-level error NA inaccuracy info is NA
computation: info is propagated converted to class
level error info
Example: Course Student Rating Grade

Table 5.2: Relationship among columns in case 2 projection

We maintain the Sg1 vs. Skp distinction because the input error information
on the two is different. We have mis-classification information on Sk; (i.e., on keys
in R) and inaccuracy information on Sg; (i.e., on attributes in R). Calculus
expressions over the two will therefore be different. Because S = S, there is no
accuracy information to consider in S, i.e., S; = {}, and therefore no s.; calculation is
needed. We begin with mismembership.

The two calculus expressions below indicate that s., tuples come from two
disjoint parts of r - from mismembers in r (8al) and from inaccuracies in r (8a2).
Expression 8al uses information on mismembership in r.Ry to identify

mismembers in s. 8a2 uses information about inaccuracies in r.R, to do the same.
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mismembership in the case 2 projection result:

{s7 1 3s1es, Vriers1.5=r15, (8a)

((drp € tem, 1. Rk =12.Rg, r1.5 2 (re.S U rilSU{@r.S | Brpe reg 1) (8a7)

(Ir3 € roq, r1.Rp = 73.Rg, 3.5k # <'-'>.5k, 11.5 ¢ (re.5 U 1.5 U (Dr,.S | T
€ 7ea ) }

"(8a2)

In a case 2 projection, there will generally be a collapse of tuples, i.e., Isl < Irl.
Thus, for a single tuple s; € s, there may be several "parent” tuples in r - i.e., tuples
in r having the same value on S. We say that there is a correspondence between
this set of tuples in r and the tuple s;. Formally, if rs; ¢ r corresponds to s7 € s then
rs1={rrerir.S=s.5}

Calculus expression 8a has two sub-expressions, together stating that a tuple 57
€ s is a mismember iff all of its corresponding tuples in r are either mismember
(8a1) or inaccurate (8az) and their value on 5 does not belong in s, i.e., it is not in

@r.S (as usual ®r.S = (r.S U . SU{@r.S | 3r, e reg 1))

Example 5.11 (expression 8al illustration): Consider Table 5.3 below. It
shows the true and stored relations for both r and s as well as the error tables
(as calculated by 8a) for each. The scheme of R is AB as a composite key and
the scheme of S is B. The relations o5 (Seq), Yem (Sem), and g (se;) indicate
the inaccurate, mismember, and incomplete tuples of r (s) respectively.
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R A B S B
truer:| al bl trues:| bl
al b3 b3
r:| al b1 sif bl
al b2 b2
a2 b2 b3
' b1l
a2 b3

Table 5.3 for expression 8a: r mismember results in s mismember

Two main mechanisms to note in 8al are as follows. First, note that the
presence of bl in the <' ', bl> mismember tuple of rey does not make bl a
mismember of s, because not all tuples in v with the value bl on B are
mismember (or inaccurate), i.e., <al, b1> is not. In contrast, all tuples with
the value b2 on B are mismembers in r and thus b2 is a mismember of s.
Second, note that although all occurrences of b3 are mismembers in r (like
b2), b3 is not a mismember in s because it was part of the incomplete tuple in
rei <al, b3> and thus belonged in r in the first place.

In 8a2, r inaccuracies causes s mismembers. For any tuple r1 € r where r7.5k1
€ r04.5k1 (and therefore whose r7.5¢; value alone would not cause a mismember in
s), if the inaccuracies in the r7.52 columns cause s7 to denote an object that is found
in no tuple r3 in ®r.5, then s; will be a mismember of s. As in 8a2, this form of error
propagation is only sensitive to inaccuracies in R.S¢2 columns and not to

inaccuracies in columns of R, that are projected out, i.e., i.e., (Rg - Sk2)-
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Example 5.12 (expression 8a2 illustration): Consider Table 5.4 below. Note
that there are inaccuracies and incompletes in r, but there are mismembers
in's- as per expression 8a2. Several mismembership propagation
mechanisms can be seen here. First, the handling of the null value in <a3,
b2, " "> in r is identical to the handling of the ¢5 inaccuracy in <al, b1, ¢5> in r.
Both are inaccurate attribute values which cause mismembers in S (<b2, * ‘>
and <bl, ¢5>). Second, note that, although <a2, b2, ¢4> is inaccurate on C, it
does not cause a mismember because <b2, c4> is a correct value in the tuple
missing from r, <a4, b2, c4>. ¢

R A B C S B C
A-C
truer{ al bl cl trues:| bl cl
a2 b2 c2 b2 c2
a3 b2 c3 b2 3
a4 b2 c4 b2 c4
r:| al bl c5 s:| bl c5
a2 b2 c4 b2 c4
a3 b2 " b2 "
teai | al bl cl Sea: |
a2 b2 <2
a3 b2 c3 Sem: | bl c5
b2 B
Tem' I l
Seit| bl cl
reir| a4 b2 c4 b2 c2
b2 c3

Table 5.4 for expression 8b: r inaccuracy results in s mismember

We have completed the calculus for case 2 projection mismembers. We now
consider the calculus to derive s.;. Analogous to expressions 8al and 8a2 for
mismembership, sg; is the union of two sets as shown below. First, an object

incomplete from r may cause an object to the be incomplete from s (9a). Second,
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inaccuracies in 7.5z may cause objects not to be present in s which should have

been (9b).

incompleteness in the case 2 projection result:

Sei={x t3rre ry,r1.S5e r.S,x=r.5} v
(9a)

{x 1 3ryer,Irye reg r1.Rek=r2.Rg, ®r1.S e r.5, x = Dr1.5 } (b

In 9a, an » incomplete causes an s incomplete. Wherever there exists a tuple
1 € t¢; whose value on 5 is not present elsewhere in 7, then an incomplete tuple

results for s.

Example 5.13: (9a illustration) In Table 5.5 below <a2, b2> and <a3, b2> are
missing from r and there exists no tuple in r with r.B = b2, so a <b2>
incompleteness results in s. For the tuple <a4, b4> missing from r, b4 is not
an incomplete in s because a tuple does exist in ¥ with b4 as the B value (even
though, in this case, b4 is part of an » mismember).
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R A B S B
truer:| al bl trues:{ bl
a2 b2 b2
a3 b2 b4
a4 b4
r] al bl s:| bl
a5 b4 b4

Table 5.5 for expression 9a: r incomplete results in s incomplete ¢

In 9b, an r inaccuracy causes an s incomplete. A tuple r; € r which is

inaccurate on r.Sk2 results in an incomplete 5.5k object if ®r7.S does not appear
elsewhere in r.

Example 5.14: (9b illustraticn) In Table 5.6 below, the inaccuracy in <al, b1,
c2> results in <bl, c1> as an incomplete in the result because no <bl, c1>
tuple exists elsewhere in 7.

R A B C s B C
A-C
true r: al b1 cl trues:| bl ¢l
a2 b1l c2 bl <2
7 al b1l c2 s:] bl <2
a2 bl c2

Table 5.6 for expression 9b: r inaccuracy results in s incomplete
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The following two theorems state that the EPC for projection case 2 2EPCy is

error preserving.

Theorem 5.9 (project case 2 keys): TUs (@ (7, e)) = ®; TVs (<7, 1e>))

Proof: see Appendix B. ¢

We have shown EPCgto be error preserving for the two projection cases.

This completes the presentation of the EPC for basic relational operators.

5.8 The Aggregation Calculus

An aggregate function such as COUNT, SUM, or MAX, takes a set of tuples as
an argument and produces a single simple value (usually a number) as a result {33].

Example: (again using the Alumni table from Example 1.3.1)

select (SUM) Donations
from Alumni
where Degree = MS
group by State
This query first partitions the input tuples on the group by columns and then
it outputs, for each partition separately, the aggregate over the appropriate column.
For this example, there will be a separate partition and sum computed for each State
appearing in Alumni. State becomes the key.
Due to the deterministic nature of our model, the error propagation calculus
for aggregations is a direct calculation (and thus will not be proven). Given a
relation s with error triple s, and a numeric attribute column A then the true sum

over column A is:
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Zx + Zy + >z

x€ s A YE Sea A ZE Se;.A

where cells containing nulls count as zeros, as in most SQL implementations.
COUNT is analogous. The true COUNT of tuples in a relation (e.g., one of the

partitions) s is:

Iscl + tsegl + Isgil = Isl = Isgy!

MAX and MIN aggregations would be direct as well, ie., MAX(s.A) = MAX
(MAX(s0.4), MAX(5¢1.4), MAX(54.4)).

5.9 Summary of the model

We have developed and proven correctness of the logical error propagation

calculus for six relational database operators:

OPERATOR DESCRIPTION
selection retrieve records filtering on attribute value.
cartesian product all pairs of records across two tables.
projection project on a subset of columns, collapse duplicates.
join concatenate tuples across tables - link based on common key or
attribute values.
count count of tuples in a table.
sum of values in a numeric column.

For each <relational operator, error type> pair, a separate calculus expression was
defined, i.e., one for each of inaccuracy, incompleteness and mismembership and for

each of the operations above.
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We have described an original approach to propagating error using a discrete
space mathematical representation. The error state of an output relation is
computed by the error propagation calculus as a function of input error. The
calculus was defined for the relational operators: selection, cartesian product, join,
projection, and aggregations such as COUNT, SUM, and MAX. The calculus
embodies a framework describing how meaning and error propagate jointly in
queries. A commutativity-based proof method was used to show that operators are

correct. We illustrated aspects of the representation and calculus by example.

Interesting aspects of error propagation are made more understandable by this
analysis. For example, it can be shown that for a n-join, the size of the database
domains (and value distributions) will make it more or less likely for errors to
“cancel each other out" in the transitive dependency across the join. The calculus is
strictly external to the underlying data model it pertains to. This theory is intended
to qualify and eventually certify data in live (e.g., legacy) databases. Database
administrators will have a means for recording and analyzing discrepancies in, and
corrections to, data. Original data can be maintained, optionally incorporating
adjustments to data at query time. Our approach provides a more incremental and
multi-agent perspective to data collection and analysis.

The calculus and its outputs are important to both users and to DBA's
because, while DBA's may have knowledge about input error, users are concerned
with output error. Because the calculus expressions "explain the reasoning” behind
error propagation, DBA's can better understand how particular causes of error are

impacting users.
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Chapter 6
Two Probability Models of Error and its Propagation

An important and limiting characteristic of the logical model is that it
assumes deterministic knowledge of error: if error is understood, then the true state
of the world, is known. Inaccuracy in a number would be denoted by a single
number (e.g., the true value, numeric difference, or percentage deviation) as in
numerical analysis [4].

In practice, achieving such perfect state of knowledge is often difficult. More
typically, we have only a general understanding about error patterns and
mechanisms, involving uncertainty about causes or evidence of error. Quantitative
measures of error can then only be estimated by actuarial method, subjective
judgment, etc. A DBA may have a sense of how, when filling out a questionnaire,
people misrepresent their personal demographics (e.g., their smoking habits).
Uncertainty exists as to the true logical measure of error - we do not know who in
particular is lying.

Where the logical model represents and propagates error as a single error state,
the operands of the probability model are a conditional probability distribution over
events within the logical error state space. Incompleteness might be represented as a
distribution over the number of missing tuples, as well as a distribution over the true
values of these missing tuples.

In this chapter we develop two probability models of error. The first is the
induced probability model of error. This is the probabilistic representation and
calculus which result from lifting the logical model (Chapters 4 and 5) into the
probability domain. The motivation for the second model, called the functional
probability model of error is in two shortcomings of the induced model which make

it impractical for certain applications. One shortcoming relates to computational
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efficiency. The other relates to lack of "expressiveness" (e.g., human readability) in
the error representation. We discuss these later before introducing the functional

model.

Where the induced probability model operand is a probability measure over
the entire error state space, the functional calculus operates on a partitioned set of
event spaces. Certain event spaces are disjoint or independent. For example, the
space of incomplete alumni will be treated as independent of the space of mismember

tuples. These spaces are not distinguished in the induced model.

This chapter results in several key assertions:

(1) Within the logical model alone, and given Proposition 6.1 below, we
have a full definition of the induced probability model - including a
probabilistic error representation and error propagation calculus.

(2) The induced probability model accepts any and all possible distributions
of error as inputs. For example, there is no inherent requirement that
any probability distribution be uniform, normal, or independent.

(3) The induced probability representation is complete, in the sense that any
probability distribution on the set of possible error states uniquely defines
a probability distribution on the set of possible states of the world.

(4) The induced probability model is a strict generalization of the logical
model. Both probability models are able to incorporate logical statements
about error for events in the event space (i.e., probability = 1.0 is a valid
probability for any error statement).

(5) The probability distributions output by the induced probability model are
correct in that the probability distribution distribution on the output s in
the commutative diagram of Figure 5.1 is the same regardless of which
path is taken.

(6) The functional model is a way of shaping the induced model towards
practical application.

130



5,842,202
283 284

In the next chapter, we provide an integrated example, showing how several
errors are represented as conditional probabilities, and how they propagate through

selection, projection, count, and sum.

6.1 Induced Probability Model: Lifting of the Logical Model

The induced probability model includes a probabilistic error representation and
propagation calculus. These are defined by the lifting of the sets and mappings of the
logical model into the probability domain. The basic idea behind the lifting is as
follows. While the logical error state space and mappings are defined at the level of
individual error states (i.e., the logical error representation asserts a single error state
as having probability = 1), the probability model allows for uncertainty about the error
state. The relationship between the logical and induced probabilistic representations

is illustrated below in Figure 6.1.
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4 . Y
Logical Error Measure 4 Probabilistic Error )
Measure
logical error
state space P(1) = .3
\ P(2) =.5
P(3)=.2
(P=1.0)
—
inaccuracy Lifting inaccuracy
Ri===
incompleteness l E incompleteness
=== 4
mismembers \ E mismembers
=4 Sl ==——
—— —
. three possible error states
\error triple {one error state) ) L and their probabilities )

Figure 6.1: Lifting the logical model to the induced model

Probabilistically, an error measure in the logical model consists of a point mass
of probability on a single error state, i.e., on a single logical account of discrepancy
between data and truth (left hand side of figure 6.1 above). In the probability model,
an error measure is a probability distribution over a set of (i.e., one or more) logical
error states. In two regards, the logical error model serves as a basis for the two
probabilistic error models. First, the error types of the logical representation define
the sample and event spaces for probability assignment. Second, the input-output
“error dependency structure” of the logical error propagation calculus indicates which
aspects of error propagation the probabilistic calculus must model to maintain a
closed mathematical system.

The functional model, unlike the induced probability model, can represent and

propagate conditional probability distributions of error. The relationship among the
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Logical, Induced, and Functional models of error representation and propagation are

shown below.

Functional Probability
Model (Chapters 6, 7, and 9)

/ Induced Probability Model (Chapters 6 and 9)\
/ Logical Model (Chapters 4, 5, and 9) \

Figure 6.2: Logic and Probability models: layers built on those below

The induced model builds from the logical model (by lifting it into the probabilistic
domain). The functional model relies on the semantics and correctness criteria

defined by the induced model, but computes with functions.

6.1.1 Induced Probability Space Formalism

A sample space is a finest grain, mutually exclusive, and collectively
exhaustive set of events of interest [28]. The sample space ultimately of interest to a
database user is the set W of possible states of the world!l. The set of possible states of
W is bound by context [13] - a set of predicates, domains, and statements. Call the
probability distribution over the set of states of the world Pw (W). The experiment
[28] in our probability model is the determination of an error state given a data set.
A probability distribution of error will therefore define a probability distribution on

W (shown formally below in Theorem 6.1). In this regard, given data and

IThe concept of a 'state of the world' is defined by elements in the database schema, e.g., names of the
table define classes and names of columns define attributes of objects.
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probabilistic knowledge of its error, we have probabilistic knowledge about the
world itself (akin to premise 1 Chapter 3).

Assume that we are given a database d € D which asserts a single state of the
world wi as true, i.e.,, which asserts that Pw(w1) = 1.1 As data quality analysts, we
should always question the validity of this claim, suspecting that there may be
undetected error in the data. The sample space over which the induced probability
representation is defined is as usual the error state space E =D x W) . We design
distributions of error over E (rather than over W) because the DBA, in explicating

error knowledge, inputs knowledge not about the world but about error in the data.

6.1.2 Lifting Formalism

The following simple proposition is sufficient to define the lifting of the
logical model into the probability domain:
Proposition 6.1 (mapping from point space to Probability space} A map f

from a set A onto a set B defines a map from the set of probability
distributions on A into the set of probability distributions on B.

'4 N\

\_ A B y,

Figure 6.3: Proposition 6.1 graphic

Proof: Letb be any point in, or subset of, B. Let A7 be the subset of A which
is the pre-image in A of b under f. The probability of the event b is equal to

1This requires that there be no nulls or syntax errors in the data set as these correspond to no particular
interpretation of W. In its basic form, our model requires all values (to "apply” and) to be filled in.
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the probability of Aj. Since the probability of all b € B are fully defined based
on f and the probability distribution over A, then f induces a mapping from
the set P4 into the set Pg , where P4 is the set of possible distributions on A

and Ppg is the set of probability distributions on B.
<

Proposition 6.1 concerns two spaces (A and B) and a mapping between them
(- The logical model consists also of spaces and mappings. Proposition 6.1, as
applied to the sets and mappings of the logical model, will lead to the probability
representation and calculus of the induced probability model. The spaces of the

logical model are: D, W, and E. The mappings of the logical model are:

* the correction mapping from <D, E> to W,
* the difference mapping from <D, W> to E, and

* the mapping(s) which are the EPC - from pre- to post-query relations.

The induced probability representation results from lifting the correction and
difference mappings with Proposition 6.1. The induced probability calculus is
results from lifting the logical error propagation calculus by the proposition. These

are discussed below.

6.1.3 Induced Probability Model Representation

In Proposition 6.1, let <D, E> play the role of A, let W play the role of B, and
let the logical model's relation correction mapping (Section 4.4) play the role of f.
This defines a mapping from the set of all probability distributions on <D, E> into
the set of all probability distributions on W. This mapping is the induced model's
probabilistic error correction operator. Its input operand is a probability distribution

on <D, E>, its output is a probability distribution on W. (In practice we will be given
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ad e D as the table being characterized for error.) The induced error representation

and error calculus are implemented by the simulation described in Chapter 9.

Now we consider the same formulation for the difference operation. Again,
as per Proposition 6.1, let <D, W> play the role of A, let E play the role of B, and let
the logical difference (Section 4.4) play the role of f. The induced mapping is the
induced model's probabilistic relation difference operator. This defines a
probabilistic difference between a probability distribution over the set of states of the
world and over the set of states of data. This defines a probability distribution on E -

the error term of the probability model.

We present below the probabilistic analog to the logical Theorem 4.1. It states
that, given a table d, and given a probability distribution over E, then a unique
probability distribution on W is specified. Therefore, a table and ant associated error
distribution provide a unique and unambiguous probability distribution on the true
state of the world.

Theorem 6.1 (induced probabilistic representation completeness) A table d,
and any probability distribution on E together define a probability
distribution on W .

Proof: this is a special case of Proposition 6.1, with the correction mapping as
f, <D, E> as A, and W as B. See its proof. ¢

6.1.4 Induced Probability Model Calculus

The function of the probabilistic error propagation calculus is to propagate
probability distributions of error through arbitrary user queries against the database.
By proposition 6.1 and the logical error propagation calculus, we have such a set of
mappings - from the set of possible input probability distributions of error into the

set of output probability distributions of error.
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In Proposition 6.1, let A correspond to E; and B correspond to Ep, where £,
and Ly are the error state spaces for the pre-query and post-query tables respectively.
Let f refer to a given EPC calculus mapping. By Proposition 6.1, this constitutes the
corresponding EPC mapping in the induced probability model. The notion of
correctness in a probabilistic calculus operator derives from concept of correctness in
the logical calculus. And because we have proven correctness of the logical

operations, then the correctness of the induced probability model is implied.

Definition 6.1 (induced probability model calculus correctness): A
probabilistic calculus is correct if, in the commutative diagram of Figure 5.1,
the probability distribution on W (World) in the context of the post-query
scheme (lower right hand corner of the commutative diagram) is the same
regardless of whether path 1 or 2 is taken.

Theorem 6.2 (induced probability calculus correctness): The induced
probability calculus is correct.

Proof: Using the formalism of Proposition 6.1, let A be the set of pre-query
error triples (the upper left hand corner of Figure 5.1), and let B be the set of
corrected post-query relations (lower right hand corner). We will consider
whether path 1 and path 2 lead to the same output probability distribution.
We know by Theorems 5.1 - 5.9 (logical model correctness) that the mappings
of path 1 and path 2 are identical. Therefore, by Proposition 6.1, the induced
probability calculus computes the same probability for each point in (output)
W. Specifically Pw(w; ) equals the probability of the pre-image in A of w,
and these are equivalent, by the logical model correctness theorems, whether
considering path 1 or path 2.

The induced probability model is all we need to propagate distributions of
error. It succeeds therefore as a probabilistic representation and calculus. Two of its
shortcomings are discussed below, which may limit the applicability of the induced

probability calculus. We will then consider development of the functional

probability model as an alternative.
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6.1.5 Limits of Induced / Need for Functional Model

There are two key problems with the induced model as a model of
probabilistic error representation and propagation. First, it defines a model of
computation which is inefficient, e.g., slow and large. Second, it does not provide a
convenient form for expression of error by DBA's - for making statements about
error. We discuss these two in more detail below.

First, the induced probability model of error really equates to "running the
logical model” over and over - once for each point in the error state space.
Unfortunately, the error space may be very large - thousands, perhaps millions, of
iterations of the logical model - one for each point in the input error state space -
would be required to fully determine the output error distribution corresponding to
an input error distribution.

The second shortcoming of the induced model is that it does not suggest any
particular "language of error’ which is useful and intuitive to humans. The model
is a point space and a probability individually enumerated for each point in the
space. This representation does not help us to reason about any "causal” links in the

data/error - such as "aging of data causes incompleteness " - the conditional form for
probabilities of error is not specified. In practice, a DBA would not say: “The
probability of error state 1 is x, the probability of error state 2 is y, ...” 300 million
times. Rather the DBA will want to make probabilistic (i.e., conditional) statements
about error vis-a-vis evidence of error. The DBA may rather tell us: “people tend to
under-report their incomes when the true income is really high and over-report
their incomes when their true income is really low”. These may then be massaged
into conditional distributions, either by subjective judgment or statistical measure.

Although the same information is contained in the induced representation - it is

less organized for human interaction with it.
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6.2 Functional Probability Model of Error

The functional probability model should help us to overcome the two above-
mentioned limitations of the induced probability model. The functional probability
model will be started but not completed in this thesis. We instead provide a general
strategy, framework, and example functional model operators. The next chapter
works on these ideas by example. Their implementation is described for select,

count, and sum in the simulation, Section 9.2.

6.2.1 Functional Probability Representation

Practically speaking, we believe that a probabilistic representation of error

should be able to provide the following kinds of information:

* the probability that a given (e.g., random) tuple is mismember,

 the probability that a given tuple is inaccurate and that its true value is x
(a tuple variable),

* the probability that a given or random class member is incomplete, and

« the probability that a class member has value x given that it is incomplete.

Such information - when structured in the proper mathematical framework -
will allow us to understand and propagate a variety of biases in the data. Our
probabilistic error representation framework covers these and these lead naturally to
a calculus for relational queries including aggregate queries such as count and sum.

Consider the following example in the Alumni domain as an introduction to

a more intuitive and useful conditional probability construction of error. Recall the

Alumni schema repeated below

Alumni

Alum-name I Region ] Employment Category Income

Table 6.1 : Example table with errors - Alumni relation
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If the DBA believes for whatever reason that people under-report or over-report
their income as a function of region (Europe, Texas, etc.) and employment category
(CEO, manager, etc.), then we would write an error distribution which is of the

form:
P ( Income-error = x | Region =y » Employment-cat = z) =p (Statement 6.1)

This probabilistic expression formalizes the English sentence: “error in income
depends on the person's employment category and region”. We can think of
Region and Employment-category loosely as "causes" of error. This statement
reflects knowledge about causes and amounts of error obtained by whatever means

we may come to believe this.

Conditional statements about error may concern any and all error types.
Statement 6.1 above concerns income inaccuracy. Mismembers might be
represented as follows: (1) "the probability that a randomly chosen tuple in the table
is a mismember is .1", and (2) "the distribution of values in a tuple given it is a
mismember is Px(x)" where x € X is a tuple variable on the table's scheme. Notice
that these are of the form: P (mismember) and P( X =x | mismember). In any
probability model, given the marginal distribution P(z) and the conditional
distribution P( b | a ), we can deduce the full joint probability distribution p (4~ b)
[28]. Our goal in modeling error via conditional probability statements will be to
maintain a full joint probability distribution on the error state space. When this can
not be attained in practice, then there are limits in the facets of the output error
distributions that can be known. Incompleteness of error distributions is an area for

further research.

The functional probability representation, unlike the induced representation,

can use such conditional descriptions of error. We may condition error upon

140



5,842,202
303 304

evidence of error contained in the table - examples and details of which will be
discussed in Chapter 8 on error measurement and error knowledge acquisition.
Roughly, evidence of error is any information which leads us to believe that error

may exist in a particular subset of the data, including:

* evidence of (likelihood of) change in the world while data remain static,
e.g., young people tend to move more often than older people, so we
condition inaccuracy in region based on Age.

* evidence of (likelihood of) cheating on a tax return, e.g., self-employed
tradesmen may cheat more easily than government employees,

¢ evidence of (likelihood of)vdata entry error (in a given tuple) based on

unusual data syntax.

One key difference between the induced and functional models is that the
functional model can describe and reason with more aggregated error events. An
event space is a mutually exclusive and collectively exhaustive covering of the
sample space, but need not necessarily be finest-grain [28]. The sample space was the
error state space of chapter 4. Each functional calculus expression will compute an
output event probability from input event probabilities. To do this we must be clear
about the event spaces we are dealing with for each error type.

Figure 6.4 below shows event spaces of interest. These will tell indicate

alternative ways of structuring functional statements about error.
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( class level attribute Tevel )
@ mismembers ————— values (data)

Data S rombers = Vvalues (accuracy)
£ intable

World |-
8| incomplete values (true)

N J

Figure 6.4: event spaces for the functional probability model

As per Figure 6.4, we note that data and world are distinct - data may
potentially be in any state, regardless of the true state of the world. Data consist of
tuples with their inaccurate (and possibly null) attribute values. The World consists
of a class of objects with their true (but not necessarily recorded) attribute values.
Tuples may be either member or mismember. Objects in the world may be either
denoted in the table or not. When the data contain one or more true members,
then there is an overlap between the set of key values in the table and the set of
names of objects in the world. The two-headed arrow indicates this 1-1
correspondence. The sets of key values of missing objects and of tuples present in
the data are disjoint. Therefore, inaccurate, incomplete, and mismember are
defined as three disjoint spaces. Because aggregations operate over attributes of
objects within a class, we must have an event space for attribute level errors
(inaccuracy) as well. The single-headed arrows indicate that, in addition to
consideration for class level errors (left hand side of graphic), attribute values must

be modeled as a portion of the event space.

Let t be a random tuple in a relation r. Let o be a random object in the world
which is in fact in r's class. Let x and y be tuple variables on t's scheme. Then the

following statements describe alternative ways of structuring knowledge about data
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error for each error type. As per our standard definitions, let member (t) be the
event that the tuple t is in fact a member of the table's class. Let mismember (f) be
the event that the tuple t is in fact not a member of the table's class. Let incomplete
{0) be the event that the object o is in fact a member of the table's class, but is not

listed in the table.

error type item functional representation
expression

inaccuracy 1 P (@&t =y | member(t) * t =x)

1 P ( member(t) M t=x)

or

2 P (t=y | member(t) A ®t = x)

2' P (member(t) » @t = x)
incompleteness 3 P (incomplete(o) | 0 =x)

3 Po=x)

or

4 P (0o = x | incomplete(o))

4 P(incomplete(o))
mismembership 5 P (mismember(t) | t=x)

5 P(t = x)

or

6 P (t = x | mismember(t))

6' P (mismember(t))

Table 6.3: conditional expressions of event space probabilities

For encoding knowledge about the error type inaccuracy, we may either like to
structure the information based on the two expressions of item 1 and 1' or on 2 and
2" above - and so forth for incompleteness and mismembership.

The two alternatives within each error type are alternative ways of

maintaining a full joint probability distribution on the error state space. Notice
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again that within each item (number) above, the two expressions take the form:
P(a!b) and P(b) yielding P (a A b).

Such a formulations allows us to maintain a full joint probability distribution
on the error state space. This structure depends on several underlying assumptions,
described below.

Consider incompleteness, say, of an alumnus from the Alumni database.
And consider expressions 3 and 3' above. Item 3' asks: "what percentage of the
overall Alumni population would you estimate is missing from the database?".
Item 3 asks: "does incompleteness depend on other attributes?”. For example, are
people living outside the U.S. more likely to be incomplete than those living in the
U.5.? This is a way of asking in general: are the demographics of incomplete
individuals any different from the demographics of individuals who are listed? If
they are the same, then for certain queries (e.g., an average) we might consider the
available tuples as perfect surrogates for those not. A structured "error walk

through" is begun in Chapter 8 on Error Knowledge Acquisition.

6.2.2 Assumptions Behind the Functional Representation

Two simplifying assumptions are implicitly being adopted for the probability
model, based on the notion of a representation we describe. First, the three spaces
over which inaccurates, mismembers, and incompletes are defined - are
probabilistically independent. Incompleteness in a table should tell us nothing
{conditionally) about the table's degree of inaccuracy. For example, the DBA could
never make a statement of the following form: "people are more likely to provide
inaccurate phone numbers if there are people missing from the database" or "if an
incompleteness occurs, then it is more likely that a mismembership would occur”.

We do not view these as common characterizations of error. This assumption does
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not represent a fundamental restriction of the model, but it is an assumption of the
model as described here. This model is a first, to which other extensions may be
added.

A second assumption is that errors across tuples and across tables are
independent. For example, the DBA could never make the statement: "Joe tends to
under- or over-report his income depending on whether or not Pete under- or over-
reports his" or "inaccuracy in Table 1 tends to be low whenever Table 2 has low
inaccuracy”. Such assumptions result from a more fundamental underlying
assumption that each act of data collection (e.g., instantiation of a database tuple or
an attempt to find and document an individual) is independent of others.
Data/tuples are collected independently. The values and errors which we generate
in one instance of data/tuple collection will not affect the values and errors
generated in another.

This does not mean, however, that all data are collected by the same method.
In the sense of metadata modeling more generally [57], we may like to attach to each
tuple a concept called "data collection method", which indicates which tuples were
generated by one data collection method (time, person, sensor, etc.) and which by
another.

In general, we consider our model extensible however, so these assumptions

may be dropped as part of future work.

6.2.3 Functional Probability Representation Examples
Four conditional error representation examples below illustrate in more
detail the use of conditional probability expressions.

Example 6.1 (conditional inaccuracy representation) The Income_table
below represents taxpayers with an identifier (SSN), declared income (I), and
employment category (EC).
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Income_table

SSN Income (I) | Employment Category (EC)
142-06-4480 46,514 self-employed
113-22-4231 21,245 retired

775-95-4573 29,223 corporate

Let € be the inaccuracy in an income figure (i.e., the reported value minus
true value). We consider three cases {below). In (i), € is unconditional:
income under-reporting is independent of other attributes. In (ii) €is
conditioned on I - under-reporting varies with income. In (iii) € is
conditioned on [ and EC - the self-employed under-report more so than do
retirees or corporate employees.

(1) € independent of I & EC: P(€ =¢)
(ii) € dependson I P (€ =¢ | ®I=i)
(iii) € depends on I and EC: P (€ =¢ | ®I=i A DEC=ec)

This example shows conditional distributions representing inaccuracy. The
expressions correspond to item 2 in Table 6.3. Example 6.2 below illustrates the use
of conditional error distributions for representing mismembership.

Example 6.2 (conditional mismembership representation) Consider a
Student data set (table). Assume the table not been updated in one year.
Even then, some of the tuples may have been older than others. Then the
probability of a tuple being a mismember (e.g., the student in reality having
graduated after the data refresh) will be conditional upon the Year the
student entered the school and on the current Degree (PhD, MS, BS) being

pursued: P (mismember(t) | Degree((t) = x), corresponding to item 5 in Table
6.3. ¢

In the next two examples, we illustrate the use of conditionals for
representing incompleteness. But we will add another level of detail. The two
examples concern incompleteness in the same table, but the structure of the
conditionals and marginals is different in the two. The two options correspond to

items 3/3' (example 6.3) and 4/4 (example 6.4) in Table 6.3. These two alternatives
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may be thought of as resulting from different ways of "measuring” incompleteness -
one might correspond to a random sampling technique, while another may
correspond to theorizing about error mechanisms - how/why/when error gets

introduced.

Example 6.3 (form 1 conditional incompleteness representation) In the U.S.
census, there is concern about accuracy in counts of the number of people
living within a particular congressional district. This is because funding
allocations from federal to local districts levels is based on population counts.
Undercount of minority populations has been a particular concern
historically [7, 32]. Because federal programs target differentially by
individual demographics, it is important to know not only that an
individual is missing (e.g., how many are missing in a given district), but
other aspects of their race, age, income, etc. must also be estimated for the
purpose of error modeling.

One methodology used by survey organizations is to randomly sample and
record missing population members after the initial survey, sometimes
called post-enumeration [7, 10, 26, 69]. In the case of the census, this includes
visiting homes (i.e., addresses in town roles) to which survey forms were
sent, but from which no response was received. Much greater resources are
put into the post-enumeration households than the initial set of households.
In post-enumeration, the probabilities for incompleteness may be structured
as follows. Let 0 be a random member of the population. Let x be a tuple
variable on the relevant database schema. Based on post-enumeration, we
may generate the following two probability distributions:

(1) The Marginal Distribution P ( Incomplete (0) ) : Given post-enumeration
results, what is the probability that a true member of the population is
missing from the original data?

(2) The Conditional Distribution P (0 = x | Incomplete (o) ) : Given that a
person o (a true member of the population) is missing, what is the likelihood
that this person is : {male, female}, |{black, white, asian, hispanic}, {legal
resident, illegal alien}, etc. So we may ask for the "probability that o = x given
that o is incomplete”.
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Given P( Incomplete (0) ) and given P(0 = x | Incomplete (0) ), we have the
full joint probability distribution P ( Incomplete (0) and 0 = x ) on the true

population vis-a-vis the incompleteness error type.
(4

The example below shows the alternative formulations for the
incompleteness probability measure using items 4 and 4'.
Example 6.4 (form 2 conditional incompleteness representation) If we did
not have resources to do a post-enumeration survey, then we may have
relied on probabilistic judgment by census experts - based on their experience
with past data, intuition about people, etc. The focus of expert reasoning
about incompleteness may be focused on the likelihood that a given
population member is incomplete given his or her demographic profile. For
example, the expert may believe that the likelihood of a legally employed
female being included in the census is .9 while the illegally employed may

tend to refute all efforts to log their existence in computer databases. The
probability structure for such case is as follows:

(3) The Marginal Distribution P (0 =x).
(4) The Conditional Distribution P ( Incomplete (0) | 0 =x)

Comparing expressions (3) and (4) to (1) and (2) we see that the full joint

probability distribution over the incomepletes is defined by both.
(4

In the last four examples we saw how probability distributions of error may be
defined over each of the three error types (class incompleteness, class
mismembership, and attribute value inaccuracy). We saw in the last two examples
(6.3 and 6.4) that the model of error may be structured differently depending on how
we arrive at knowledge about error. As long as the information allows us to
maintain a full joint probability distribution, then our probability model is fully
satisfied. When only portions of this information is available, then we are limited

in what we can say about output error across all queries.

148



5,842,202
319 320

When more than one error measure exists, then they may be combined into a
single measure only to the extent that they are not mutually inconsistent. As an
example of combining error measures - corrections for California Alumni tuples
may be easily concatenated with the corresponding information for Ohio Alumni.
As an example of when error measures can not be combined - one measure
asserting that a table contains only mismembers is incomatible with another saying

that the table contains inaccuracies.

6.2.4 Functional Probability Calculus

The induced probability error propagation calculus iterates over points in the
logical space. It is not able to reason at the more abstract level of functions and
conditional probability distributions. For example, imagine that a statistical
methodology has determined that the error term on income for Alumni is some
(discretized) normal distribution ( call it P (income-error) ). If a selection predicate
asks for all individuals with income greater than some amount - how will this
input normal distribution of error become a distribution on inaccuracy,
incompleteness, and mismembership in the output. It turns out, as we will see in
the next chapter, that a sum of binomial random variables perfectly models the
number of incompletes and mismembers in the output. Such a functional view of
error representation and propagation is not within the scope of the induced
probability calculus.

Consider further as evidence of the limitations of the induced model the
results of the projection : Select Name, Employment-category, Income from

Alummi. It eliminates Region, a conditioning column in Statement 6.1 on Table 6.1.
Alumni’

Alum-name Employment Category Income

Table 6.2 : Projection loses discriminating conditional information
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Then the direct result of Statement 6.1, i.e., the implication of Statement 6.1 in the

context of Alumni' Table 6.2 would be :

P ( Income-error = x | Employment-category = z) (Statement 6.2)

as derived from the earlier Statement 6.1 (repeated here for convenience):
P ( Income-error = x | Region = y » Employment-cat = z) =p (Statement 6.1)

Propagating knowledge from Statement 6.1 to Statement 6.2 is a
straightforward application of probability theory. Because we lose Region as
discriminating information, the marginal must be computed within each
Employment-category. As per Statement 6.2, "the amount of income-error depends
only on the Region a person lives in" - the influence of Region has been folded in to
the correlation between Region and Employment-category, and thus accounted for.
The induced probability does not know how to compute over conditional functions

in this way.

The functional probability calculus will take in conditional and marginal
probability distributions of error on the input relation. These ideas are developed in
an integrated example in the following Chapter 7 and in a simulation model in
Chapter 9. Below is the beginnings of a functional calculus modeling propagation of
conditional probability statements of error in the selection and projection

operations.

6.2.4.1 Probabilistic Select Calculus

As with all functional model operators, the functional calculus operation for

selection is defined over events and the input-output error dependency structure of
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the corresponding logical calculus operation. The form of the calculus will depend
on the form of the input probability statements (e.g., which of the alternative
expression forms from Table 6.3 will the input expressions be in).

Let tables r and s be input to and output from a selection respectively. The
scheme of both is R, with r¢ and s¢ as error triples. se must be computed by the
calculus. Let K < R be the key of R. As an example of the probabilistic events we
may consider, let s; be a random tuple drawn from the output table s. Lets;.K €
sem-K be the event that s7.K is a mismember of s. Then P(s1.K € s.p,.K) is the
probability of this event. A conditional distribution such as P (s;.K € 54y K | 57 = x)
allows us to do assign a higher likelihood or degree of error to some subsets of the
data(world) than to others (where x is a tuple variable on R). We start with select

mismembership.

mismembership in the select result:

P(s1.K € som.K | s1=x) =P(s1.K € #¢1.K | 51= x} (2a)

+ P(s1.K € rg0.K A flsy) A =f(®s1) | s1=x) (2b)

As per the logical calculus expressions 2a and 2b in Section 5.3, the error
propagation calculus expressions 2a and 2b above state that two exclusive events
among input tuples can result in an s mismember. 2a covers the event that s;.K was
a mismember in 7, in which case (by definition of a selection) it is also a mismember
in s. Assume now that the input table and errors are those of Example 1.3.1.
Example of 2a: Select * from Alumni where State = "CT" yields Jon Wales as a
mismember of s as he was a mismember of r. 2b describes the other way a tuple may
be a mismember in s - when an inaccuracy in r causes a tuple to be wrongly selected
into 5. Example of 2b: Select * from Alumni where Donations > 450,000 yields Lisa

Jordan as a mismember in s. Her actual donation was 400,000 while it was listed as
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500,000 in the database. Although her database tuple satisfies f, her corrected tuple
does not.

The probability of an output mismembership is a function of the probabilities
of the these two types of input error events. The probability that a random output
tuple s7 € s is a mismember (given s1 = x) is the probability that, for the tuple s1 € 7,
and given f(s1), then what is the conditional probability - in r - that 57 is either a
mismember of r or s7 is inaccurate resulting in false selection by f. And, because of
the conditionals, a probabilistic "filtering" of error is going on. The selectivity of f
over conditioning variables may lead to different proportions of tuples in each error
category.

The select calculus expression for inaccuracy is covered next. Whereas
mismembership concerns objects and classes, inaccuracy concerns an attribute value
vis-a-vis an object. As in mismembership, we adopt a conditional interpretation of

inaccuracy. y below is another tuple variable on R.

inaccuracy in the select result:

(s1.K € 50K A @®s1=y | 57=x) = P(s1.K € rez. KA ®sy =y, A®sy) | sy=x) | (1la)

This equation describes the single event in the input event space that results
in an inaccuracy in the output. This is the case where an inaccurate tuple s7 of r
satisfies f, and the satisfaction is not spurious, i.e., it would have occurred even if
the inaccuracy were corrected. This corresponds to item la in the logical error
calculus. f(®s1) ensures that s1.K € s.,,.K. Select inaccuracy example of 1a: Select *
from Alumni where donation > 300,000 results in Lisa Jordan as an inaccurate tuple

in 5. She is not a mismember of s as her donations are in fact greater than 300,000.
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To conclude the functional selection calculus we consider incompleteness.
Let 0 be a random tuple from ®s. Let f be the corresponding inaccurate tuplel in »
such that t+.K = 0.K. The reasoning behind calculus expression 3a-b below is
analogous to that of the mismembership expression 3a-b in the logical error

calculus. Ps and P, represent probabilities on s and r respectively.

incompleteness in the select result:

P(oKe se;Kjo=x)=Plo.Ke re;iK A flo) | 0=x) (3a)
+ P(o.K e rega. KA flo) A=f(t)] 0=1x) (3b)
Ps(o =x) =Pr{o =x | flo)) {3c)

We have defined a probabilistic calculus for propagation of a conditional
error structure through selection. Our ample space and conditioning structure for
each error type was described. The left hand side (LHS) of expression 2a
corresponded to item 5 in Table 6.3, the LHS of 1a corresponds to item 1, the LHS of
3a corresponds to item 3, and The LHS of 3¢ corresponds to item 3'. Alternative
forms for input probability distributions (e.g., items 4/4' or 6/6') would require

different calculus expressions than those we have presented.
6.2.4.2 Probabilistic Project Calculus

Refer to example 1.3.3. There, Major was an attribute column in context of
Alumni, but "became” an object in the Major table due to the projection. A
propagation calculus must account for such semantic transformations and convert
across error measures from one interpretation of data to another. Let r and s be

input and output respectively for a projection: s =g (r). Probabilistic project

1 ifits existed, i.e., if object 0 was not incomplete
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propagation depends on the relationship between the projection list S and the key K
of the input scheme R. If § includes the entire key of R, then the key of S and R are
the same, and the incompleteness and mismembership of s and r are the same. If
the key is removed, then a new key arises (as in Major above) and error must be
computed accordingly.

Another factor in the projection is the relationship between S and the set of
columns that are conditioning in the error representation. If conditioning columns
are removed, then a new marginal distribution of error must be computed for on
remaining columns in order to maintain error information. Example 3.4 below
describes the calculus for projection incompleteness when the conditioning

columns are kept and the key is removed.

Example 6.6 (project incomplete - conditioning columns kept, key removed)
The query and resulting table of Example 6.5 illustrate this case. Let Rg be the
key of R. Because S is disjoint from Ry, there is a key change so that Sx = 5.1
Define o0 as in 3a-c above. We will compute incompleteness as

P(o.K € spi | 0. K=1x). P(0.KE spi | 0.K=x)=P(x € s55) =P(x € @r.5Sax
¢ r.5).

P(xe ®SArxe r.8)=(a) Ofor xe r.S, and (b)forxe r.S: P(x € 4.5
vie (@Bt ®te 1K) =1-Plxg rei.s A x2 (Bt | te ry.K}). ¢

This error propagation calculus expression indicates that object 0.5 will be
incomplete from s if either incompleteness or inaccuracy in r masked the fact that a
member of r in fact had S value 0.5x. We give a fuller treatment and example of

this in Section 7.3.3.

1 We assume no transitive dependencies in R as projection input is 3NF under standard optimization
heuristics [58].
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6.2.4.3 Probabilistic Aggregation : Count

A count operation reflects how many tuples are in a given table. In our error
model, the true count is a derived random variable. Let x be the number of tuples
actually present in a table. Let y be the number of incomplete objects, and let z be the
number of mismember tuples. Then by simple observation the true count is equal

to
X+y-2z.

The data tells us x. So as long as the probabilistic error term gives a distribution on
the number of incompletes (y) and mismembers (z), then the true count is fully

(probabilistically) defined. Example: If the alumni DBA tells me:
300 people are incorrectly listed as deceased

then the query select name from alumni where Deceased = 'no’ would result in a

table of exactly 300 missing. The DBA might have said instead:
the likelihood of any individual reporting him or herself as dead is 1 in 1,000

Then, given that there are nearly 70,000 alive and 30,000 dead tuples, a simple
binomial model of lying about death can determine the distribution of numbers of
incompletes in the result. Such a binomial model will be more fully developed in

the next Chapter in an integrated error example.
6.2.4.4 Probabilistic Aggregation: Sum

The true sum is again a derived random variable, though it is a bit more
complex than for count. Let T be a table having a numeric attribute column A1 and

having n tuples. Let the aggregation be over Aj. Let
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be the sum over Aj, counting blanks as zeros.

First we consider adjustment to Za; regarding incompletes. Let Py (y) be the
probability that the number of incomplete objects is y. Then, to adjust Zag for
incompleteness in T, we add z, where z is the random sum of a random variable.
The random sum is over the random number (I T,;!) of incomplete objects. The
random variable is the value t;.A7 for a missing tuple f;. A similar discussion
applies to mismembers, but the random sum of random variables is subtracted. Let
m be that mismember adjustment,

Then by simple observation the true sum random variable is equal to
Zay +z-m.

This is done by example in Section 7.3.2. The count and sum calculi we have
described here compute the same output distributions as the induced model would.
The semantics are clearer from this discussion, however, because we explicitly
acknowledge the conditional structure of error and the formulation of error as
random sums of random variables, allowing for (increasingly) closed-form
solutions. Propagating such sums functionally (e.g., without the inefficiencies of
simulations or use of the induced model) will depend on the particular underlying
distributions involved. We will model income inaccuracy as a normal distribution

in the example of Chapter 7 and the simulation of Chapter 9.
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6.2.5 Functional Calculus Conclusion

The functional error propagation calculus is a set of operators which take in a
probability distribution over one event space, and output another probability
distributions over another event space. Our detailed modeling of event spaces leads
us to a closed form calculus. A functional error propagation calculus will usually be
faster than its induced counterpart, so implementation of a functional calculus
should avoid computation at the level of the induced point-space model - though
this option is always available when closed form solutions are not available, for
example when input distributions are not normal, random, or uniform. We have

described the beginnings of such a calculus.

6.3 Probability Models - Conclusion

We have defined two probability models of error - the induced model and the
functional models. The induced model results from the lifting of the logical model
into the probability domain via Proposition 6.1. The functional model manipulates
conditional probability distributions explicitly and leads, where possible, to closed
form analytic formulas as a probability calculus.

Many uncertainty models embody assumptions about the "shape" of
uncertainty (e.g., uniformity, independence, and normality [8, 18, 68]). These may or
may not be valid in a given setting. The current model makes no assumptions
about distributions, but only specifies what probabilities are relevant. Propagation of
confidence and other intervals is a related area of research, i.e., when full
distributions are not known, but interval estimates are available. An integrated
example in Chapter 7 and a simulation in Chapter 9 will apply and further develop

these operations.
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Chapter 7
Alumni Database: an Integrated Probability Model Example

In this chapter we develop error distributions and analyze by example the
propagation of probabilistic error measures through queries - further developing the
functional error propagation calculus. The example will involve Alumni data and
the database operations select, project, count, and sum. The input error types will
be: inaccuracy, nulls, and incompleteness. OQutput (induced) error types are:
inaccuracy, incompleteness, and mismembership. Though our analysis involves
specific error types, distributions, and queries - it should illustrate for the more
general case how we apply the logical model in a functional model framework.
Aspects of this example are modeled in a simulation, described in Chapter 9.

We first present ten statements about sources of error in the Alumni
database, as told to us by an Alumni database administrator (DBA). We then take
three of these (for simplicity), explicate them as exact probability distributions of
error, and propagate these through a set of queries, the most complicated of which is

the aggregation:

select sum (Income)
from Alumni
group by Region
or "give me the total amount of income earned by alumni in each region of the

world".

The goal of the chapter is to illustrate:

(a) that statements made by an untrained (in error modeling) database
administrator can be reasonably obtained and transformed into precise
error distributions, and
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(b) that these distributions can be propagated by a calculus, in an application of
the logical error representation and error propagation calculus we
developed in Chapters 4 and 5.

7.1 Alumni database: summary of errors

We have drawn insights about the occurrence of error from various

application and research domains, including:

U.S. agencies such as the IRS, Census, and Energy Information agencies,
* a university alumni database system,

* a university property administration database system,

* several commercial financial data sources, and

» research in econometrics, marketing, and general surveying.

We studied the Alumni database in greatest detail and will use it here. Its
users include the Fundraising Office - responsible for generating and maintaining
alumni funding, as well as for coordinating Alumni activities. More generally,
departments from around the University both use and contribute to this data set -
contributing to its idiosyncrasies. Previously in an ADABAS Mainframe database,
the data will soon (mid-1996) be going on line in a Sybase UNIX Client-Server
database configuration. Suddenly, Fundraising personnel will be able to submit ad
hoc queries against Alumni data - analyzing gift-giving habits in new ways as the

data is newly unlocked. An analyst might then think to herself:

"I wonder how total Alumni income in a Region corresponds to Alumni

donations in that Region. (e.g., I bet we bring in a more gifts, as a percentage of

income, in Regions with a local Alumni chapter) This leads to a query of the
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form: "What is the total amount, within each Region, of alumni income?"

(Query #3 below)

She should (but may not) further think to herself:

"I wonder if the data can support this query. I haven't run this query before.

How will error in this data set impact the result? In short, What is the quality

of the answer? Can I trust it?"

To learn about the alumni database we interviewed the alumni database
administrator. The DBA's knowledge comes from years of experience entering and
re-entering data and from a general understanding of how the data is collected and
processed. We also spoke with several users of the data, to understand the kinds of
queries run and how the data is used.

The interviewing effort we undertook to "measure” error is less expensive
(and presumably less accurate) than measurement efforts such as the IRS's $550
million audit [1], Many variations of error measurement are possible. Error
measurement will be discussed in Chapter 8. Here we "concoct” a set of error
probabilities ourselves - based on statements made by the DBA and on our own
intuitions about the world.

We conceptualized the alumni database and its associated data collection as a

process occurring over time, illustrated below in Figure 7.1.
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Figure 7.1: Alumni database - process and causes of error

We classify for this database three main "causes" of error: aging of data, mis-

representation of truth, and processing delay/error .

* aging of data involves alumni changing their state (i.e., changing attribute

values) while the database remains static,

* mis-representation of truth (e.g., alumni lying about their death as one

example) - results from people intentionally "gaming" the system, and

* processing error concerns mistakes or delay in the data collection process

(e.g., mis-keying of data).

Error probabilities due to these causes, will be cast in terms of the three error
types inaccuracy, incompleteness, and mismembership. First we summarize ten
explanations for error in the Alumni database environment, as described to us by

the DBA. A subset of these will be later cast as formal probability distributions.
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(1) People relocating (inaccuracy) : people tend to move every few years, with younger
people moving more frequently than elderly. (And elderly sometimes have two homes -
so that the field "home address" does not always mean “current-mailing-address").

(2) Recent graduates (incomplete) : when graduation occurs, data is shipped from the
university Student database to the Alumni organization for import into alumni. This
process takes 5 to 8 weeks. During this time, recently graduated students are missing from
Alumni.

(3) Income values missing (null} : only one out of four alumni provide an income figure.

(4) Duplicate entries (mismembers) : due to uncertainty about names (instances of
individuals) being the same, sometimes second records are added for the same alumnus
(this would be modeled as a mismember).

(5) Class-of change (inaccuracy) : Sometimes a student graduates late relative to their
peers while in school (e.g., by a year due to extenuating circumstances). In order to be on
the right mailing list for class-of 19xx social engagements, he or she may “switch to a
previous Class-of". The solution in some cases was to change the value of the Class-of
field. While correct in one context of application of the data, this is clearly incorrect in
another.

(6) Income reporting (inaccuracy) : (among those who do report their income) wealthier
alumni sometimes tend to under-report their income so as not to feel so obligated to
contribute. A smaller amount of over-reporting occurs among lower income individuals - to
appear wealthier. Higher variance in income exists for people who are self-employed

(7). Spurious deceased (inaccuracy) : people feign their own death (by mail) to stop
getting mailings from the university alumni organization.

(8) Email addresses bad (inaccuracy) : as of the last mass e-mailing, eighty emails were
bounced back as having invalid addresses. These are inaccurate.

(9} Mis-keyed ID's (inaccuracy) : When data entry is done by ID (e.g., pulling up a record
by ID), if the ID is mis-typed, then random information can be put into someone else's
record.

(10) "Switching" Class-of and Degree ({(machine detectable) inaccuracy ) : database users
decided (many years ago) to be clever with the data. Because alumni tend to gravitate
towards their undergraduate institution, database users wanted to distinguish alumni
who got their bachelors from this school vs. who got it from another school. The Degree
variable only showed the "most recently attained university degree". To make it clear
which Alumni got their undergraduate degree at this particular university, they would
“switch” the year and degree variables, as illustrated in Table 7.2 below. The swapping
of attributes indicates that Marc Pomper also has BS from the school, while Leah
Baigell does not. Although this "violation of the schema” happens to be machine
detectable - it is formally an inaccuracy in the data.

Table 7.1: Errors described by the Alumni DBA
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Name Degree IClass-of
Leah Baigell |MS 1984
Marc Pomper 1983 MS

Table 7.2: Two sample records from Alumni table

These ten items reflect the DBA's knowledge about error - resulting from
years of experience with alumni data. Descriptions of error (even if informal or
somewhat inaccurate) may be of great value to a new or potential data user
unfamiliar with the data and therefore unable to assess its usability for a given
application. Even for an experienced user, when submitting a new query, we often
know little about how input error impacts error on outputs. Below we transform
three of these informal statements about error into formal probability distributions

of error.

7.2 Probability representations of Alumni error types

The ten descriptions of error above used a 'fuzzy” language for describing
amounts and tendencies of error. Phrases were admitted such as "is more likely to”
and "some degree of". Only in a restricted sense can such vague statements about
error be propagated by our probability model. This is a subject of future research. In

this section we construct formal probability descriptions of three errors:

¢ inaccuracy in the Region attribute (item 1 from Table 7.1),
* incompleteness in input Alumni (item 2 from Table 7.1, and

* nulls in income values (item 3 from Table 7.1).

We will apply these selectively in each of three queries in the following

Section 7.3. We assume all tuples in the database to be one year old.

163



5,842,202
349 350

Remark: We will make various assumptions and guesses about probability
distributions of how often alumni move, where they move to, and how much they
earn. These are of course subject to question. Our objective is not to demonstrate
the correctness of any error measurement method. We work in the spirit that any
information about error is better than no information about error. Even heuristics
and subjective approximations should be valuable as "hints" about the true error
state. More rigorous error measurements are not excluded from complementing or

substituting for the analysis we provide.

7.2.1 Error Item #1: Region inaccuracy

This error source corresponds to Item 1 in Table 7.1, concerning the fact that
people often move without notifying Alumni administration - the data does not
(instantaneously) reflect change in the world. We will assume that information on
Region is accurate as of the time reported by an alumnus. The only acknowledged
source of Region inaccuracy will be aging of data, i.e., people changing region

without corresponding database update.

There are 99 Regions in the Alumni database, with each region corresponding
to a geographic segment of the world. Examples of some of the region values from

the database are given below.

Region-code Region name
1 MAINE
14 NY-SCHENECTADY
15 NY-SYRACUSE
16 NY-ROCHESTER
17 NY-BUFFALO
20 NY-NEW YORK CITY
21 NY-LONG ISLAND
22 NY-WESTCSTER-FAIRFLD
23 NEW JERSEY
24 PA-PHILADELPHIA
25 PA-EASTERN
26 DELAWARE
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28 DISTRICT OF COLUMBIA
31 CAROLINAS
33 ALABAMA
34 FL-JAXSONVL-ORLANDO
35 FL-ST PETERSBURG
36 FL-MIAMI
86 CENTRAL AMERICA
87 WEST INDIES
90 SOUTH AMERICA
93 EUROPE
94 AFRICA
96 ASIA

Table 7.3: Sample Region codes from the 99 existing in the Alumni database

Notice that Regions may range from entire continents (e.g., "Africa") to a
single U.S. City (e.g., "St. Petersberg, FL"). We assume that the regions define a
mutually exclusive and collectively exhaustive division of the Earth's regions. We
will define a probability distribution of true-Region (i.e., current Region) as a
function of listed-Region (i.e., the Region in the data). We will require the answer
(probabilistically) to two questions: (1) How often do Alumni change Regions? and

(2) Where do they move to? These are discussed next.

How often do people change Regions? We partition the alumni population

on the Class-of and Region attributes, because we believe that the probability of
someone changing Regions in a given year is a function of that person's age and the
person’s current Region. Older people move less, and people in the U.S. move
more (e.g., because of the finer granularity of Regions in the U.S.) Assume that
people in their 20's, 30's and 40's move most. Assume that age of an alumnus at
their year of graduation (e.g., Class-of} is 241, making Class-of 1962 the cutoff between
vounger and older alumni. Assume the following Region change frequencies, e.g.,

as determined by historical move patterns.

IWhich could itself be a probability distribution, but we do not model it as such for simplicity.
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Region us non-US

Year (surrogate for age)

<-- probability that an
> 1962 (age < 50) .06 .02 alumnus in this category will
move regions in a given year

<= 1962 (age >= 50) .02 .01

Table 7.4: Region change frequency

This table indicates, for example, that the probability that a random U.S. Alumni
who is less than 50 years old would change Regions in a given year is .06. (A related
statistical study: the U.S. Census bureau recently stated that, ending March, 1994,
people changed addresses at a rate of approximately 17 % on average - down 3 %

from twenty years earlier.)

Where do people move to? Assuming that alumni tend to move towards the
most populated areas, we model the probability of a given location as being the one
moved to based on its percentage of the total population size for all regions
combined. So, for example, if Europe had 20% of university alumni, then the
probability of an alumnus moving to Europe is .2 1, given that the alumnus has
moved Regions.

In summary, the frequency of move is a function of listed-Region (i.e., U.S.
vs. non U.5.), and the distribution of Region moved to is a function of the size of
the moved-to region as a percentage of total alumni-population. These are

diagrammed below.

1ie., an alumnus can "move" regions back to his or her own region.
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Alum.

previous ™——vw, Probability of Cross-Region

Region . .
move in one year's time

Alum. Age

Age and region conditionally determine move frequency

Region Probability of someone
population  —— moving to this

as ‘%; of particular Region

tota

Region population conditionally determines frequency of moves going there

Input tuples are therefore partitioned! on these conditioning attributes (e.g.
as per Table 7.4 above). Each partition element corresponds to a single configuration
of values? in the conditioning variables. The importance of this fact is that, within
each partition element, the same probability distribution of true Region exists for
each tuple. The formulation for total number of incomplete or mismember alumni
in a result can then be cast as a sum of random variables.

Let pm be the probability distribution of true-Region (i.e., today's true Region)
for tuples in a partition element. Let #-alum, be a the number of alumni in a

region x. Then, for example,

pm (Ilinois) = #alumpineis ; #alumys)

1

a mutually exclusive and collectively exhaustive set covering

2as aggregated to the level of resolution in the conditioning attributes, e.g., age is one of 100 or so
values, while we look only at over 50 and under 50 - 2 partition values.
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Let r; be a region number i (for regions i = 1, ..., 99). Let o be the alumnus (in the
world and identified by the name in t;, where t7 is a tuple in the database. Let R, C,

and TA stand for Region, Class-of, and Tuple-age respectively.
Then the general expression for Region inaccuracy is:
P(o.R=r; | t1.R, t1.Y, t;.TA)

which reads: "the probability that alumnus o now lives in region r; is a function of:
(1) o's listed-region (the value ¢;.R), (2) o's Class-of (the value t7.C), and (3) the time
since o last updated his database record. Each configuration of C and TA has a
different probability of having moved across regions, and the value of R will
determine the probability distribution of the move-to Region.

This completes the characterization of Region inaccuracy (and timeliness

indirectly). Next we consider incompleteness of Alumni in the input table.

7.2.2 Error Item #2: Alumni Incompleteness on Input

Here we model error as a probability distribution of the number of input
incompletes and their Region and Class-of values. During the 5-8 week time
window described there the Alumni database is incomplete. The most recent years'
graduates (i.e., 1996 graduates) have not yet been transferred into the Alumni
database from the Student database. For the same reason that the U.S.

The cause of input incompletes was the delay in updating Alumni data - Ttem
2 in Table 7.1. For the same reason that census organization visits households
which did not return a Census form [32], we must say something about counts and
attributes of missing alumni. And to know the total income of a region we must of
course know which Regions incomplete alumni live in. Three issues of importance

therefore, regarding these missing alumni, are:
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* how many of these incomplete alumni are there?
¢ what regions do they live in?

e what are their Employment-category?

How much do incomplete Alumni make? Where do they live? We assume

that these incomplete alumni have the same probability distribution on Age,
Region, and Employment-category as did last year's graduates. In other words, we
assume that the most recent graduates move after graduation in a pattern identical
to the previous years' graduates. So if 2% of the graduating population became
Engineers in Illinois last year, then we assume the same for this year. Let pr (x,y)
be the probability that Region = x and Employment-category = y for these incomplete
alumni.

We will condition an alumnus’ Income distribution on his or her Class-of
and Employment-category (CEO, secretary, etc.) attributes. We assume that older
people make more money and that, other things being equal, an executive makes

more than an analyst. The probabilistic dependency is illustrated below.

Alum. Age ) .

. Determines probability
Alum. distribution of income
Employment _—" (normal parameters here)
Category

Figure: Determinants of Income distribution for an alumnus

These are given more detail below in Section 7.2.3.

We must also know how many of these missing Alumni there are. It was
readily available by a phone call to the registrars office that 2,839 students graduated
this past year. But not all of these are first time graduates - some are getting second

degrees from the university. The Registrars Office estimated that 94% were first
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time University graduates. So the number of incompletes is exactly 2,839 * ,94.
Given 130,000 alumni records, we then have the conditional and the marginal for

incompleteness:

P ( Random alumni incomplete) = 2,839 * .94 / 130,000

P (Region = x » Employment-category = y | Incomplete ) = pre (x,y)

This completes the characterization of Alumni incompleteness. Next we consider

null values on the Income attribute.

7.2.3 Error Item #3: Income null values

This error corresponds to error item 3 in Table 7.1. More than three quarters
of the alumni Income values are null (missing values). Most university alumni
choose not to divulge this information or have never returned questionnaires. For
us, the situation is even worse. For reasons of privacy, we could not get any income
data. All listed-Income values in our copy of the Alumni data are null. Asa
solution to this total lack of income data, we will work with probability distributions
of income, having not a single listed income value. This will illustrate the
propagation of probabilistically imputed random variables [32] as surrogates for
missing data. Income nulls will then contribute (probabilistically) to undercount in
the total income of a region.

The conditioning attributes of Income are Class-of and Employment-category.
Again, we are assuming that the older the alumnus and the higher the alumnus'
rank, the greater the income. We model an alumnus' Income within a category as
Normal (u, 62), where the mean and standard deviation are a function of alumnus

age and employment code:
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u= (Agel +20)* Employment-code * $1,000 and 6 = W2 (Equation 7.1)

Sample employment categories from the Alumni database are listed below in Table

7.5. An Employment-code is an aggregation of these to either;

¢ Administrative (value = 1)

* Analyst/Engineer (value = 2),
¢ Managerial (value = 3), or

¢ Executive (value = 4).

The mapping from Employment-category to Employment-code is assumed.

Examples are listed in Table 7.5 below.

Position name Employment-category Employment-code
Architect 00121 2
Chairman 00301 4
Chief Exec Officer 00302 4
President 00303 4
Vice President 00304 4
Dir/Head of Dept 00305 3
General Manager 00306 4
Manager 00307 3
Comptroller 00309 3
Treasurer 00310 2
Accountant 00311 2
Bookkeeper 00312 1
Analyst 00314 2
Secretary 00315 1

Table 7.5: Alumni employment categories

We have defined a probability distribution for each of the three error items 1

’

2, and 3 in Table 7.1. We could add various other modeling assumptions, but these

lage = 1996 - 1962 - 24
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would unnecessarily complicate the example. Rather, the important point is that

the various heuristics we have developed for error define a probability distribution

over world (W), given the data (D). These are propagated next in Section 7.3.

7.3 Propagation of "functional" error

In this section we discuss three queries, involving four relational operations
over three forms of input error - calculating three output error types: inaccuracy,
incompleteness, and mismembership. The three input errors are inaccuracy, nulls,

and incompleteness. The first two queries will build up to the more complex Query

#3:

QUERY #3: select sum (Income)
from Alumni
group by Region

Its objective is to answer: how much do living alumni earn in each region? Our
objective will be to quantify error in the total income statistic derived from the raw

data. The graphic of this query is Figure 7.2 below.

4 Query 3 )
Alumni (d1)
Name | Region | Class-of Employ.-cat. | Income
select by
region
New York Alumni ]
2 a 1
p-{ Toky? Alumni . % Region-total
Cairo Alumni |/ Region |Income
I T | sum
London Alumni | over New York | ###
—I ; T ] Alumni Tokyo | st
Vienna Alumni within Cairo HiH
E Name | Income | Employ.-cat. Region London | ###
Vienna HHL
. J

Figure 7.2: Graphic of Query #3, sum income by region
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This query uses selection, projection, count, and sum in the following sense:

selection | Partition of Alumni by Region, Employment category, & Class-of

count (Counts of Alumni within a Region (e.g., to account for
incompletes)

sum Adding income across Alumni within Region.

projection | Region the attribute becomes a key (object) in the result

We begin by analyzing error propagation in Query #1 - a first step towards

Query #3.

QUERY #1: select count (Name)
from Alumni
where Region = 'Illinois’

This gives the number of alumni in Illinois and is illustrated in figure 7.3 above.

T
Query 1 N
( Alumni (d1)
Name | Region | Class-of Employ.-cat. | Income
select /
where
Region =
oo [ lilinois Alumni(dz) count.
inois N Alumni N lllinois-count
ame ehi
W}th|n st
llinois
\— J

Figure 7.3: Graphic of Query #1, determining Alumni count in Illinois
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With the modification of "count (Name)" to "sum (Income)” Query #1

becomes Query #2:

QUERY #2: select sum (Income)
from Alumni

where Region = 'lllinois’
4 N\
Query 2 T
Alumnj (d1)
Name | Region | Class-of Employ.-cat. | Income
select /
Region =
"Ninois’
\ INinois Alumni (d2) sum
Name -cat. of || income of lilinois-income
Empioy.-cat. | Class-o Hinois - v
Alumni
- J

Figure 7.4: Graphic of Query #2: Sum income in Illinois

Extending Query #2 with "group-by Region” (and removal of "Region = Illinois"),
this becomes Query #3 given previously. We begin with Query #1.

7.3.1 Query #1: Select/count, input error item 1

select count (Name)
from Alumni
where Region = ’[llinois’

Input error: Region inaccuracy, Item 1 Table 7.1

Output error: Count inaccuracy
intermediate (d2) incompleteness
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This query tells us the number of alumni living in Illinois. As discussed in
Section 5.8 on the logical calculus, a count query may be implemented as first a
selection for tuples satisfying the selection predicate (e.g., "where Region = Tllinois'
") - and the count result is the total number of such tuples (Figure 7.5). The only
assumed error for Query #1 will be error item 1 in Table 7.1 - Region inaccuracy due
to database aging. The flow of error in this query, with its single input error, is
shown below in Figure 7.5. This diagram corresponds to the graphic of Query #1

itself in Figure 7.3 above.

4 Query #1: error flow )
Schema:
Alum-name,
Region,
Class-of Schema:
Alum-name Schema:
(tuple age) Illinois-count-
di1 dz total-alumni
data — intermediate query output:
input where = table in inoi
linois ) count | llinois-total-count
error processing | ajumni I
Region inaccurate ~=— Alumni incomplete — Count inaccurate
A Alumni mismember ~ )

N\

Figure 7.5: Query #1 Error flow, Region inaccurate -> Illinois-count inaccurate

We will compute probabilities and analyze error propagation only along
darkened arrows. For dashed arrows, there is error propagation, but we will not
analyze these aspects here. (Refer to the logical calculus for an understanding of the
structure of the arrows - i.e., which input etrrors cause which output errors.)

Region inaccuracy leads to Alumni incompleteness and mismembership in
the intermediate table d,, where d; is the output of Select Name from di where

Region = ‘Illinois’. 1f we select on an inaccurate attribute, incompleteness and
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mismembership occurs. Inaccuracy does not exist in d» as its schema has only a key
and no attribute columns (a count only requires a key column). Each tuple
incomplete from d; contributes +1 to undercount, and each mismember in dy
contributes +1 to overcount. We will develop the probability calculus for
incompleteness and conclude that mismembership is analogous.

We know from the logical calculus that an incomplete tuple in the output of
a selection results from one of two possible input events (Section 5.2 Expressions 3a
and 3b). First is when an incomplete from input Table d; would have satisfied the
predicate (i.e., the query's where-clause) had his or her corresponding tuple been
present. Second, an inaccurate Region in table d; may wrongly list an alumnus as

not living in Illinois when in fact he does. We say: “"the number of output

incompletes equals the number of input incompletes which would have been
selected had they been present, plus the number of inaccurates which would have
been selected had they been corrected”. We assume only the inaccuracy condition
for this query.

To the number which is output from applying Query #1 to the corrupted
Alumni database, we must add the number of incompletes and subtract the number
of mismembers in dy. Let |d2,;1 and 1d2,,;| be random variables corresponding
respectively to the count of incompletes and the count of mismembers. The

expression:
1421 + 1d24;1 - 1d24p, |

then represents the true (i.e., error-adjusted) resulting output count for Query #1.
We now compute the probability distributions for (d2,1. 1d2,;! equals for

this case the number of tuples in d; which are not selected into dy but would have

been had they been accurate. The reasoning by which an incomplete results in dy is

in Figure 7.6 below. This is a decision-tree format and shows the sequence of
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those that result in the lower right hand corner of the diagram.

table d1

.

input
data

table d2
Query #1": select tuples
which satisfy predicate input count number of tuples
(Region = 'llincis") data -

)

query #1 output:
(possibly errored) count

of alumni in lllinois

standard data processing

(-

select tuples not

table
satisfying predicate Q
—_———— = |intermediate
table

tuples inaccurate on

predicate variables

(region variable is
incorrect)

tuples accurate on
predicate variables
(i.e., region value is correct)

o

—

set R
possibly tuples do not
incompletes: satisfy predicate P
maybe should even if inaccuracy predicate
have satisfied is corrected !

. —_— » | failures
predicate

tuples satisfy
predicate if
corrected

incompleteness calculus

true predicate
failures, inaccuracy
leads to no output
incompleteness

set dg

incomplete from d2 (caused
by input tuple inaccurately
indicating that an alumnus

does not live in iilinois) )

Figure 7.6: Derivation of incomplete /undercount in Query #1 output

Let € be the random variable representing [d2,;1. e represents the probability

distribution of the number of incompletes. It is defined based on: (a) Query #1, (b)

the probabilistic description of input Region inaccuracy, and (c) the given data set dj.

We will conclude in this section in that ¢ is a sum of independent binomial random

variables.

Let Q be the set of tuples rejected by Query #1, i.e., Table Q in Figure 7.6 above.

These are the tuples output from the following query applied to the input data d:

Q = Select Name from Alumni where Region not-equal 'Illinois’
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Then the likelihood that a given alumnus in Table Q is actually incomplete from d;
is the same as the probability that the tuple would have been selected into d5 had it
been corrected. Let {7 be a random tuple in Q. Let incomplete(f7) be the event that t;
is incomplete from d2. Let f be the selection predicate ("= Illinois" in this case). Let
f(@11) be the event that the corrected t; satisfies the selection predicate. —f{t7) N fiBty)
— incomplete(t7) as per the logical calculus.

If there are  tuples in a partition element 7 (Table 7.4), and each tuple has a
probability distribution py; for true-Region, then the likelihood is given that any
tuple {7 has true Region value ®t;.Region = 'Illinois'. Call this probability ;. Then
the total number of incompletes coming from partition element i (i.e., one element
from the partition in Table 7.4) is binomial (n;, ®;). The same argument holds for
the other three partitions but with different #; and w,. € is then, for this case, the
sum of four binomials - each binomial being associated with a different element of

the partition. In general, where Q has [ partition elements (! = 4 in Table 7.4) :

€= Y Binomial (n;,®;) (Eguation 7.2)
i=1,..,1

The following SQL query would generate all n;:

select count (Name)
from Alumni
where Region not-equal Illinois’
group by Region, Class-of
To compute the w; for partition element 7, this is the sum of the values which
pri takes over the space of all predicate attribute value combinations which satisfy
the predicate. In this example it is simply the value of p,; at Illinois. If the predicate

had been 'Where Region = Illinois or Iowa’, then this value would be the value of
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pri at Illinois plus the value of pri at lowa. In general, n; and ; depend on the
predicate applied in the query. Our analysis is for the restriction where Region =
linois’.

In this example we have considered how aging of a database table affects
Region inaccuracy, which in turn impacts output counts due to incompleteness in
the intermediate table d2. We developed a probability distribution of true-region as
a function of three variables: Region, Class-of, and tuple age. We assumed a single

input error - inaccuracy in Region due to tuple aging.
MISMEMBERSHIP

We summarize here how the calculation of mismembership in this query
relates to calculation of incompleteness just discussed. A mismember in the output
of a selection - also according to the logical calculus - results again from one of two
input events. First is when a mismember tuple satisfies the predicate. Second, an
inaccurate Region may wrongly list an alumnus as living in Illinois when in fact
s/he does not (Section 5.2 Expressions 2a and 2b). We say: "the number of output
mismembers equals the number of input mismembers which get selected plus the
number of inaccurates which were selected but would not have been had they been
corrected”.

The calculus for mismembership will be analogous to the calculation of
incompleteness. It also involves the sum of binomials, but the differences in the

calculation for mismembership are as follows:

* the set of tuples which may possibly be mismembers (i.e., the population
over which the binomial will be defined) is the subset of tuples in d1

which satisfy the predicate, i.e., table d2 in Figure 7.6, (and in contrast to
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incompleteness where the set of tuples which might be incomplete were

those which failed the predicate).

* the Region value in tuples satisfying the predicate will always be Illinois
(i.e., U.S.-based) - so there is no contribution to mismembership by tuples
in the two quadrants of partition Table 7.4 having non-US regions. (This
occurs whenever the selection predicate eliminates one or more
partition elements. There will be therefore only two sets of binomials
(rather than four) necessary to enter into the computation, and not four

as in the calculation for incompleteness above.

* the region of summation for deriving o; will be "where Region equal to
Illinois”, as opposed to being over where Region not equal to Illinois for

the incompleteness computation.

Before continuing with other queries, we conclude discussion of Query #1 -
reflecting on what we have learned. The number of overcounts and undercounts
from Query #1 turns out to be a sum of ! binomials, where ! equals the number of
combinations of conditioning variables on predicate attributes. The parameters for
the binomials are determined based on the numbers of tuples in the input table

which satisfy the predicate, and based on their inaccuracy distribution.

7.3.2 Query #2: Select /sum, error items 1, 2, and 3

select sum (income)
Sfrom  Alumni
where region = ‘[llinois’

Input errors: Region inaccuracy, Item 1 Table 7.1
Alumni incompletes, Item 2
Income nulls, Item 3

Qutput error: Intermediate (d2) incompleteness
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Intermediate (d2) nulls distribution
Output sum inaccuracy

Whereas Query #1 counted the number of alumni in Illinois, Query #2 will
sum their income values. In addition, we introduce two more errors on the input:
Alumni incompletes and Null Income values (items 2 and 3 in Table 7.1). So now
there are three input errors. The error flow is illustrated below in Figure 7.7. We

continue with the naming scheme: having d; as an input table and d» as the

intermediate.
4 Query #2: error flow N
Schema :
Alum-name,
Region, Schema:
Class-of, Alum-name,
Inconme, Class-of,
Employment- Income,
Schema:
category Employment - chem
sum-total
(tuple age) category
di dz
data -_>h intermediate — | query output:
input ;II\II € = | table/class in sum illinois-total
OIS | error processing | illinois -income
I | income |

Income null ——® Income null 7 Income-inaccurate
Alumni Alumni incomplete -
incomplete “w Alumni mismember *
Region
inaccuracy

J

Figure 7.7: Query #2 Error flow. Nulls, incompletes, inaccuracies affect sum

[n this case, the intermediate table d» has a concept of inaccuracy (i.e., as compared

with d7 in Query #1) because the Income attribute still exists to be summed over.
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Notice that, again, only Region inaccuracy leads to incompletes and mismembers,
because the selection predicate only involves Region. Income nulls in d7 leads only
to Income nulls in d; and has no effect on class-level error. All of these three dj
errors lead to inaccuracy in the total alumni income in the output sum.

As discussed in Section 5.8, the logical error propagation calculus for
summation does a selection for tuples satisfying the predicate, sums over the
appropriate numeric attribute (Income in this case), and then adjusts for
incompletes, mismembers, and inaccuracies. In a probabilistic calculus we compute
each of these as random variables impacting the summation result. The total
income of incomplete (mismember) tuples must be known - probabilistically
speaking - so that these can be added (subtracted) from the output sum. Tuples
incomplete from the query output will lead to too small a sum, and mismember
tuples in the output will normally cause too large a sum. In this case, listed-Income

values are all null and nulls count as zeros in a sum.!

Let d; be the table output from inputting the input table d; into the query:

select Name, Income, Class-of, Employment-category
From Alumni
Where Region = 'llinois’

INACCURACY IN TOTAL INCOME FOR A REGION

As this query is based on Query #1, we will use the results of our Query #1
analysis as input to our analysis of Query #2. We saw in Query #1 that the number

of mismembers and incompletes in d; was a sum of binomials. The two attributes

lcommercial databases sum nulls as a zero
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which conditionally affected Region error (i.e., which predicted the true region
value) in Query #1 were Region and Class-of.

We focus here on income error due to d; incompleteness as this
demonstrates the mathematics appropriate to members and mismembers as well.
Let ¢ be a random variable representing the total income of alumni who are
incomplete from d;. In other words, ¢ is the total amount of income made by
people who are falsely not listed in dy as being from Illinois. Then the true-Income
total for lllinois alumni must include ¢. We can describe the probability distribution
of true-Income for each incomplete alumnus and sum these. Given a distribution
of the number of incompletes, and given the income amounts of those incompletes,
this defines a distribution of the total income of incomplete alumni.

Based on our partition of incomplete alumni on conditioning variables, the
total amount of missing income within a partition will be a binomial sum of
independent normals. Within each partition is a binomial number of incompletes.
Then ¢ is a sum of binomial sums of normal random variables - a specific case of

random sums of random variables [24]. In particular, for [ partitions,

Q= > Y Normal (u;, 62) (Equation 7.3)
i=1,..1 j=1,..,B;

pi and o; were defined in Equation 7.1 in Section 7.2.3. B; is the Binomial (0, pi)
random variable.

Whereas in Query #1, we modeled age as a binary variable (i.e., under vs.
over 50 years old as an indicator of move frequency), we will now use age at a
greater degree of granularity - to the decade level for conditioning the income
attribute. Assume ages 24 through 104 in the database (converting eight different

age groups). There are four employment codes. There are two region categories vis-
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of size 8 * 4 * 2 = 64. These are shown below in Table 7.6.

390

conditioning variables is

1 2 3 4 5 6
Partition | Employ- [ Region Dec.ade Underlying Income Number of Terms in Sum
element | category ending | propability Distribution
1 Admin Us 1996 Normal f1{Admin, 1996) | Binom f>(US, 1996)
2 A/E US 1996 Normal f1(A/E, 1996) Binom f>(US, 1996)
3 Mgr Us 1996 Normal f1(Mgr, 1996) Binom f>(US, 1996)
4 Exec us 1996 Normal f1(Exec, 1996) Binom £,(US, 1996)
5 Admin non-US | 1996 Normal f7(Admin, 1996) | Binom f2(non-US, 1996)
6 A/E non-US | 1996 Normal f1{A/E, 1996) Binom f>{non-US, 1996)
7 Megr non-US | 1996 Normal f1(Mgr, 1996) Binom f>(non-US, 1996)
] Exec non-US | 1996 Normal f1(Exec, 1996) Binom f3(non-US, 1996)
Admin Us 1926 | Normal f;(Admin, 1926) | Binom f2(US, 1926)
58 A/E Us 1926 Normal f1(A/E, 1926) Binom £>(US, 1926)
59 Mgr us 1926 Normal f1(Mgr, 1926) Binom f7(US, 1926)
60 Exec US 1926 Normal f1(Exec, 1926) Binom f2(US, 1926)
61 Admin non-US | 1926 Normal fj(Admin, 1926) | Binom f>(ron-US, 1926)
62 A/E non-US | 1926 Normal f1(A/E, 1926) Binom f7(non-US, 1926)
63 Mgr non-US | 1926 Normal f1(Mgr, 1926) Binom fy(non-US, 1926)
64 Exec non-US | 1926 Normal f1(Exec, 1926) Binom f>(non-US, 1926)

Table 7.6: a partition by conditioning variables for sum inaccuracy

This table defines a partition on alumni, analogous to Table 7.4 for Query #1, but
this partition is finer grained in Class-of and it includes Employment-code.
Columns 2, 3, and 4 show the conditioning variables which determine the normal
and binomial distribution parameters in columns 5 and 6. Column 5 shows that the
normal parameters p and ¢ are a function of columns 1 and 3. f; determines p and
¢ according to Equation 7.1.

Similarly, column 6 shows that the binomial

parameters » and p are a function of columns 2 and 3 as per Section 7.2.1.
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The total income of alumni incomplete from d; is therefore a sum of 64
binomial sums! of normal random variables2. Each row i of Table 7.6 corresponds
(vis-a-vis @) to a binomial (number of incomplete alumni - these alumni having
independent identically distributed (i.i.d.) normal as an income distribution.

In this example we demonstrated the ability of the model to propagate
imputed variables, and to calculate probabilistically the total income over alumni
whose income distribution parameters are conditioned on partitioning criteria for
tuples in the data. Such information is not a direct result of the induced probability
model because the induced model has no notion of summing along various
dimensions or of using additive properties of random variables. We have therefore

developed the beginnings of the functional model, including considerations for:

* partitioning along conditional variables,
* a binomial number of terms summed within each partition, and

* (e.g., normal) random variables as the terms being summed.

Computational Complexity We see from this formulation that the total-

income of incompletes in d», due to Region inaccuracies in d7, can be constructed as
a sum of random sums of known probability distributions. Whereas the induced
model had an order complexity which was linear in the product of all domain sizes
(e.g., exponential), this model appears more effective as a basis for computation.
Depending on the queries, the underlying probability distributions assumed, and the
specitic confidence intervals of interest - the computational complexity may be very

low or independent of database size in the functional model.

This could be reduced actually to the number of unique combinations of i, 6, # and P

2We used normal in this example for income distributions. We could have assumed various other
distributions such as chi-squared as well, only the additive properties of random variables would be
more difficult.
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Introducing Alumni Incompletes to Query #2

We now extend Query #2 analysis to include input Alumni incompleteness
(error item 2) on d3. We know from the logical calculus that the only possible
causes for incompleteness in a selection output are input inaccuracy and input
incompleteness.  This source of error was not included in the calculation of €.

The number of incompletes vis-a-vis a given Region - and due to dj
incompletes - is the number of those incompletes which have that Region (i.e.,
which satisfy the selection predicate). We provided the joint distribution of new
graduates' Regions and Employment categories in Section 7.2.3. We add this to € to

get the total number of incompletes ¢:

b =2839* .94 * P, (Illinois)

c=b+¢

¢ 1s the total number of incompletes resulting from these two upstream error types.
The two different sources of d; incompleteness are now Region inaccuracy and
Alumni incompleteness. Different probability distributions of income will exist
within each group.

Now that we know &, we need to model the probability distribution of the
income of the alumni in b. Given the two distributions: (1) P(Income | Region ~
Employment-code) and (2) P(Region A Employment-code), then we have the full

joint distribution on all three of these variables.

7.3.3 Query #3: Group-by/sum-projection

In queries #1 and #2 we propagated input inaccuracy, nulls, and

incompleteness to determine their effect on output undercount and sum inaccuracy.
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In this third and final query we extend the analysis of Query #2 with a group-by

statement. Query #3 will be then:

select sum (Income)
from Alumni
group by Region

Input errors: Region inaccuracy, Item 1 Table 7.1
Alumni incompletes, Item 2
Income nulls, Item 3

Output error: Region mismembers
Total income inaccuracy

A diagram for this query was given in Figure 7.2. The error flows are illustrated
below in Figure 7.8. Again, we will analyze the solid arrows only. Because we have
already analyzed incompleteness and inaccuracy in the output, we need consider

only Region mismembership.

( u #3: error flow N
o ema :
Alum-name,
Region, B
Class-of, %&M-
Income, Cl:rsns?:?e ! S ma :
Emplcoyment-category Region ! Region
(tuple age) neg ' Region-Total-Income
Income
d1 d2
data | ———— [intermediate ~——————» | query output:
input | group-by tables/classes in | sum income sum income
I Region error processing | in each Region | group by Region
Income null  ——————— Income null 7 Region-Total-Income inaccurate
Alumni incomplete ——— Alumni incomplete «=< - «3% - 3 Region incomplete
PR ) 4
. L Ll .
Region inaccurate <- 77~ Alumni mismember -~ —~<="_» Region mismember
A Region inaccurate

Figure 7.8: Query #3 Error flow, 3 errors yield output inaccuracy
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The importance of the group-by statement is that we generate as an output class the
set of Regions. So we must consider class-level errors (i.e., mismembership and
incompleteness) in Region. We will assume that the user does not want Regions
which have zero alumni. We now show the computation for mismembership in
the set of Regions output by Query #3.

The calculation of this mismembership is part of the error propagation
through a non-key-including projection - it transforms the concept of Region from
being an attribute in the input to being a key / object in the output (see logical model
Section 5.7.2 for more detail). A Region in the output of Query #3 would be
mismember if, for example, the only alumni living in that Region had moved out,
and no alumnus had moved in. The probability of the event that a given region x is
a mismember in the output is the probability of the intersection of three
overlapping events on the input:

(1) for all tuples in d; with Region value = x, either the Region is inaccurate

or (these are exclusive) the tuple is a mismember in d2,

(2) no inaccurate Region value which is not equal to x in d; would equal x if

corrected, and

(3) no incomplete alumnus lives in Region x.

Call these probabilities p1, p2, and p3. By Assumption 7.1 above - involving
independence of error across tuples - these are independent events and can be
multiplied to find the probability of their intersection. The final probability that

Region x is mismember therefore will be:

pP1*p2*p3

pl calculation
Let R stand for the Region attribute in the table schema. Let C stand for the

Class-of attribute in the table schema. Let d2,,, be the table containing mismembers
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ind;. Lett; be a random tuple from d> such that #.R = x, Then, if there are 1 such

tuples:

pr= I [P®tRzx ;¢ 2em | LR =x AN t.C) + P (4 € A2em | (R =x A 1.0)
]

1=1,...n
The distribution in the first term of this sum is known based on the probabilistic
description of Alumni moves across Regions and over time. The distribution of the
second term is known based on the conditional likelihood of mismembership given

a tuple's value in d defined in Section 7.2.1.

p2 calculation
This is a product over all tuples in d; which are not mismember and whose x
value is not region. It must be the case that none of these alumni are truly in

Region x. Lett; be a tuple in d such that #;.R # x. Then, if there are n such tuples:

pa2=1-11 P(®HR=x"t;e d2,y, | R #=x A
t.C)
i=1,.,n
p3 calculation
This is a product over tuples which are incomplete from d; - to determine the
likelihood that one or more of these has Region = x. It must be the case that none of
these Alumni are truly in Region x. We saw in the calculation for Query #1 how to
compute the number of incompletes in d; and derived a random variable for that

number. Let Pf(j) be the probability that exactly j tuples are incomplete.

p3= X [ P)* TT P(teR=x1 trKe d2, K)]
i=1, . k=1,..,i
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This is a weighted sum over the set of possible number of incompletes that
may occur. We are able to compute all of these probabilities because we have a full
joint probability distribution on true-Region given listed-Region (and Class-of), and
because we know the probability distribution of Regions and over number of

incomplete tuples.

7.4 Functional error propagation calculus conclusion

We have given several examples of probabilistic error propagation, and
considered how closed form analytic solutions may be used to define calculus
expressions. Such a probabilistic calculus tells us something very fundamental:

How do specific error distributions on input trace through a query to become
which specific error distributions on output?, and

Which probability distributions for which input errors are necessary to
compute which error bounds in outputs of which queries?

The answers to these questions are unobvious without the kinds of analysis
presented here. An important result is the formulation of error as a sum of random
sums of random variables - as a way of both conceptualizing error propagation and
of implementing the error computation. These formulae have been confirmed

through simulation as described in Section 9.2.
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Chapter 8
Error Measurement and Error Knowledge Acquisition

We would like ultimately to structure some methodology for attaining
knowledge about error in databases. The 500 million dollars proposed by the IRS 1]
for an audit of U.S. taxpayers reminds us that, at some expense, it is possible even
for complex and large scale data collection, to generate detailed statistical estimates.

In this chapter we describe and begin to generalize the process by which we
learned about error in Alumni data during our field studies of data error. This is an
abridgment of two years of occasional discussions and interviews with an Alumni
DBA, totaling around 10-20 hours of discussion. Some of our own extended
interpretation of error has been added to this as described in Chapter 7. We revisit,
for comparison, the error logging technique of Socio-economic Data Co (Section
1.2.1). We then propose a framework as to what is data error evidence and
measurement in the more general sense, classifying error assessment methods into
three general categories.

Error measurement through expensive statistical studies will often be
impractical. As an alternative, inexpensive statements about error as per the DBA!
become relatively more important. A process of error knowledge acquisition would
elicit from the DBA possibly subjective statements about error. Subjective estimates
are a well known source of input probabilities. Via a structured walk-through,
individual classes, objects, attributes and attribute values can be analyzed for
patterns of error. The interview below is a paraphrasing, along these lines, of the
interaction between the author of this thesis and an alumni administrator with

many years of experience on the Alumni database.

le.g., the DBA as a surrogate for a set of agents around the data who know the data.
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Discrepancies between data sources concerns deterministic error measure and
will populate the logical model. Non-deterministic error measures fit the
probability model. We focus on probability measures of error here, as logical error

measurement is more obvious and is subsumed by the probability model.

8.1 Errorin the University Alumni DB: an Interview

We discussed the Alumni table, as housed in a Natural database on an IBM
mainframe computer. We focused on the following fields: email address, mailing
address, family income, year of graduation, Student ID, alumnus_deceased (Y/N),
and region. These will help us do various demographic analyses of alumni and
their gift-giving potential - key parameters for application success among some users

of alumni data.

There were several causes and kinds of error involved. Refer to table 7.1 for a
summary of the errors considered. In some cases, assigning probabilities to error
came easily, e.g., based on a quick intuition or on previous data quality clean-up
efforts. In other cases we had to brainstorm a bit - using parameters such as the
number of data defects found over time and associated extrapolations. We discussed
causes of error such as falsification by survey respondents, survey non-responses,
data entry errors, (un)timeliness of information, meaning heterogeneities, and
missing values.

The exercise should hopefully suggest that the acquisition of error knowledge
from readily available individuals, and its transformation into a probabilistic form
are both feasible and useful objectives. This is not intended as a complete study of

methodology for characterization of error, but only as an example of the approach.

Henry: So John (the DBA), let's discuss error in the alumni database
table you gave to me a year ago. We'll think about the master table:
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Name, Year(19xx), Income($), Deceased (Y/N)), and cover individual
causes and types of error one at a time. The sequence of questions about
error I ask will in part be determined by how you answer. For example,
if you were to tell me there are zero incomplete alumni for this
database, then obviously we don't need to discuss characteristics of such

non-existent alumni.

John is learning the concepts of inaccuracy, incompleteness, and
mismembership as we go. I assume initially that the database is "innocent until
proven guilty” - i.e, that there are no errors unless I have been told so by the DBA
(database administrator) that there are. So the a priori error distribution is a point
mass ( P(eg) = 1) where ey € E is the error state having no error tuples in either the
mismembership, inaccuracy, or incompleteness error tables!. Throughout the
interviewing process, we would like to maintain a full joint probability distribution
on the error state space - as our model is not designed for second order uncertainties.
This is necessary if we are to propagate error in closed fashion through arbitrary user
queries. If not all information about error is available (i.e., if there are some errors
which are known to exist, but whose probability distributions are not completely

known), then some subset of queries will not be amenable for error propagation.

Henry: Let's start by thinking about the set of alumni represented in the
table. Would alumni ever be incomplete (missing) ?

John: Almost never. We generate our set of alumni based on students
who have graduated and they must be recorded as having graduated to
complete a degree.

(I, as the "error knowledge engineer", believe now that there is little or no

incompleteness in this table. Probabilistically, this asserts that - even if errors are

! This must be adjusted for data which violate integrity constraints such as non-null Class-of and age >=
0, I may not need the DBA to tell me that these are errors and instead would ask the DBA to
"explain” these.
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subsequently revealed - a zero probability will be associated with all error states

having one or more incompleteness error tuples.)

Henry: Oh - but we have to remember that we are modeling error in a
one year old snapshot of the alumni data.

John: Oh yeah, then there would be missing (incomplete) alumni as
some students will have graduated, without this being reflected in a
year old data set.

Henry: Do you know how many graduated last year?

John: We awarded 2,839 degrees last year!, with some being double
majors and some being second degrees at MIT, so would already be in
the database. Historically, around 6% of those people are getting a
second degree at MIT. Let's estimate the number of incomplete at 2,839
* .94,

(I now know that some alumni are incomplete, but I do not yet have a full
probability distribution on E - e.g., I can't answer all facts about error propagation -

until I know something about these missing alumni.)

Henry: What can we say about the attribute values of those missing
alumni?  For example, would last year's alumni be a good
representative in terms of population attributes?: Would it be
reasonable to guess that this year's graduating class is similar (e.g., in
terms of the Income & Deceased variables) to last year's class at this
time?

John: I would say so - student demographics and salary patterns don't
tend to change much from year to year. Obviously a small percentage of
students may have passed away in the year, but this should be negligibie
among recent graduates.

Henry: Perhaps if there are any adjustments you want to make we can
do that later. For example, if we know that this population, upon

lInformation came from the Registrar's Office.
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entering the school, came more from foreign countries than in the
previous year's students, then we could attempt an adjustment.

(50 now we can use the empirical distribution of attribute values among last
vear's graduates as parameters for the missing alumni, again maintaining a
probability distribution on E. Now we move to the next error type,

mismembership).

Henry: Are there any mismembers in the data?

John: Very few. Generally, population of the Alumni database with
records is done pretty carefully ... and aging of alumni data would not
introduce mismembers - once an alumnus always an alumnus. As I
think about it, however, there may be some occurrence of duplicate
records when an intended update can not find the source record - then
an extra record for the same person gets created.

(So I confirm as "low" the probability for all error states having one or more
mismember tuples in the mismembership error table - we did not attempt to reduce
this to a probability - perhaps we could have come up with a reasonable estimate
had we spent some time on it. (The representation and propagation of fuzzy

quantifiers is an interesting area for further research )).

Henry: Let's talk about accuracy. What about the Income variable?
John: 3/4 of the family-income values are null (e.g., not filled in by the
alumnus in the master questionnaire, or when the questionnaire was
never responded to at all). Among those that are filled in, I suspect
there are some which are biased high to mask a low income, and also
biased low to mask a high income.

(Again, we do not attempt to reduce these to probabilities - they do not affect

our error propagation example of Chapter 7.)
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Henry: What about the missing income values? How might we classify
different income levels - can any information in the tuple be used to

infer an income amount?

John: Certainly people who have higher ranking titles and are older
(e.g., but not yet retired) would have higher incomes.

Henry: What about the Deceased variable? I remember you saying that
some people report themselves a s dead so they won't get more mail?

John: Right, we guessed that around 300 such records were in the
database. This was based on having detected 5 or so a year over my 20
years here - adjusting upward for the number I may not have seen.

Henry: So we have an inaccuracy in 300 "Deceased” Records.

(I now can say that the probability that a tuple should say 'Deceased = N’
given that is says Deceased = Y' is 300 / 40,000 - there are approximately 40,000

deceased tuples. But I shouid check first if I can assume independence...)

Henry: Do you think that this Deceased inaccuracy would correlate to
income?

John: Not really. Higher and lower income people seem equally likely
to me to report themselves as dead.

This type of conversation illustrates the main point here: between the
interviewer and the interviewee, a short, inexpensive, and reasonably intuitive
discussion can be had leading to formal probability distributions - and it is not
unreasonable to maintain a full probability measure on E while doing so.

We acknowledge the difficulty of course in obtaining true probability
distributions, but this is a general concern for all probability models.. Somewhere
between the 500 million dollars spent by the IRS and the very few dollars spent in
developing this thesis lies some happy medium for each organization, database, and

application. (Of course, ultimately, all probabilities are merely inter-subjective -
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there is no general need to declare any one as correct - we merely admit their co-
existence and work from there.)

These statements and distributions may be seen as hints to the user to be
taken "with a grain of salt" - a way for the DBA to communicate with data users. On
one hand, a typical DBA may not be qualified to formally assess error in a database (a
statistician who knew this error model would of course be better). On the other

hand, a knowledge acquisition tool would be useful to elicit error knowledge from

‘any available expert”, e.g., the DBA. A sketch of such a system is given below.

8.2 Error Knowledge Acquisition

We have described a learning process during which an alumni DBA helped us
to generate probability distributions of error through a semi-structured interviewing
process. This suggests that a framework for error knowledge acquisition may be
developed which applies to the general database setting, and for which a computer
program may provide an interactive dialog with the user around issues of data
quality.

We envision a system which, given a model of data meaning (classes, table
names, field names, data types, relationships, etc.), can perform a structured
question and answer dialog by interactively prompting the user for specific
information - eventually collecting all information available. The system will guide
the user through questions about various semantic and quality aspects of the data.
As shown below in Figure 8.1, the knowledge acquisition process may be informed
through an "error browsing" tool, providing interactive visualization of data and of
integrity constraint violation - to incite the expert's thinking about error, and to
help the expert decide on various tuple and object populations for random sampling
when subjective probabilities are unavailable or uncertain. The illustration below

shows the error knowledge acquisition tool, as informed by both the raw data and
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any data/error scanning tools which may help the DBA to model error in a robust

way.

C )
raw Error Knowledge Acquisition
data - structured question & answer

(hints on sampiing)
-> subjective response
Error browser ¥

- data definition

- data summarization error m‘?‘f‘su"‘?s . )

- data visualization (probability distributions)
- error detection

- error reporting

- J

Figure 8.1: Error Browsing and Error Knowledge Acquisition

The system, as envisioned, will "walk through" each of the error types vis-a-
vis the semantics of the particular application, much as was illustrated above in the
Henry/John interview. The system should explain why it is asking for certain
information, to suggest possible causes for different forms of error, to provide hints
about estimating various probabilities, and to suggest what the impacts will be (on
the calculus) if certain information about error is not provided. The person
providing input to the system must be familiar with faults in the data or data

collection process.

A series of sub-topics may help structure the interaction to both help the DBA

recall error and model the error:

* Timeliness (aging of data)

* Null values

* Population coverage (completeness / mismembership)

* Response errors & inaccuracies (falsification, measurement uncertainty)
¢ Mixed definitions, representations, & object types
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* Reliability of different data collection methods

* Reliability of different data sources

¢ Changes over time in data definition or data collection

¢ Rounding error

¢ Program bugs, data entry error (e.g., systematic vs idiosyncratic error)
* Detection: inter database instance and value comparisons,

* Use of integrity constraints as aids to error modeling

The output will be probability distributions in the form of the probabilistic
representation. The conditioning variables of the conditional distributions

constitute "evidence"” of error.

8.3 Socio-economic Data Co. and Data Screening Co.

An interview with an Alumni DBA relies on a single individual to characterize
error. In Section 1.2.1 we discussed the fact that Socio-economic Data Co. used a log file
to record customer complaints and customer assertions about data error. This
constitutes a more distributed or "multi-agent" means of gaining information about
data error. Customers of Socio-economic Data Co. are in a sense “field testers” of data,
identifying logical fallacies in the data and sometimes providing corrections so as to
repair the data. A text database logs Company-customer interactions. This is used as a
means of tracking a customer call (miscellaneous notes about the data's investigation
and repair are maintained in the log). A secondary database is also maintained which
tracks causes of data error, e.g., what percentage of data error was caused by "bad tape
loads”. This is important for data quality control.

There are several issues to note regarding this text-based log file strategy. First,
descriptions of error are not electronically associated with the data. As a result, error
information can not be easily accessed. If the electronic association were made, then a

user of data might be notified automatically when data values of interest have been
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disputed. Under the current model, specialized knowledge and access is required in
order to make use of error information in the log file.

Second, the log file approach does not allow two different interpretations of data
to be simultaneously maintained. It is impossible, for example, to associate two
different values with the same concept. We are unable to say that IBM has both
306,132 AND 301,213 employees, depending on the desired interpretation. It may be
useful in some instances to allow customers to "get it their way", e.g., the capability to
have slightly customized data sets, as adjusted for individual preferences in definition
or belief. Currently, data administrators at this company must concede one
interpretation of truth or another.

Many log file entries assert that an error exits without offering a correction. A
customer’s claim that "the Belgium Index must be wrong" does not tell us what the
corresponding true value is. Wrong data may not be easily corrected. In this case, the
best we can hope for is some uncertainty representation of the error term or of the true
value. Examples, indicators, and general knowledge about logical error provides a
hint as to the probabilistic error measure. A log file approach of course defines no
such uncertainty interpretation of error.

This notion of detecting errors, but not being able to correct them, is a general
characteristic of integrity constraint checkers. Data Screening Co. sells a tool to detect
logical fallacies in data such as violations of key uniqueness, presence of null and
impossible values, violations of inclusion dependencies, etc. Such tools are useful as a
first step in detecting presence of error. (Socio-economic Data Co. applies similar
tools.) But knowledge of integrity constraint violation is inferior to knowledge of data
corrections - the information objective in our model.

The advantage, however, of integrity constraints is that they may be applied
automatically, requiring no external data sources (e.g., "sensors outside the computer")

to perform cross-verification of data. And when "degree of integrity constraint
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violation" (e.g., percentage of tuples having null values) is indicative of the
effectiveness of data quality controls, then such a measure is an important metric in

itself - even when data corrections are not available.

8.4 Error Evidence and Measurement: a Framework

Error measurement is a procedure we go through to assess error levels in a data
set. Error measures are probability distributions over error constructs - at both the
individual level (e.g., single data value) and collection level (e.g., entire database) of
data aggregation. With the references below as examples from the literature - we
construct a three part framework to classify different forms of evidence about error and

therefore different mechanisms for error measurement.

* Agmon proposes constraint checkers as a measurement tool [3].

* Bunge defines assessment of truth as the application of a truth testing procedure
[14].

* Motro imagined a hypothetical perfect reference data set, against which to
compare data in question [47]

* Ballou identifies timeliness as contributing to degradation of data [6]. Wang

identifies source reliability as an important factor in data quality assessment [64].

Based on these examples we identify three distinct error measurement types:
internal, external, and process. These are akin also to the coherence, correspondence,
and model-theoretic concepts of truth identified in {14]. Each embodies a different
approach to truth assessment and testing. Internal measures involve the testing of a
single data source using integrity constraints as checkers. Data should be internally
consistent. External measures involve comparing data against the real world (i.e,,
against some external and independent reference data source). External measurement

requires an agreed upon reference source or truth testing procedure. Process measures
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are based on inference about the degree of error - based on the data's collection
method. These three measurement types are depicted in Figure 8.2 below, and are

described next. As shown, the net result of error measurement is error metadata.

—
Metadata : Production History Metadata : Production History w
B [t |~
- Measurement
Ve adata Error
® @ measures

Internal: degree of
integrity constraint
violation (semantlc
and

-

Figure 8.2: Three measurement types: internal, external, and process

External : compare Process: infer
data against the world [|error based on data
or independently collection method

obtained data (time, source, etc.)

Arrow #1 Internal:

Semantic integrity constraints delimit valid data values and relationships
based on known laws about the world. Though typically used for error prevention
and detection, 'degree of constraint violation' constitutes an inexpensively
attainable error measure, e.g., 'percentage of attribute values out of range or
percentage of records logically invalid'. Constraint-based measures provide a lower
bound on the actual error level because data can be logically feasible yet still
incorrect. The same technique applies to syntactic formatting constraints which are
associated with data types.

Next we will divide external measures into two subtypes, splitting arrow #2

conceptually into 2a and 2b.
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Arrow 2a External - inter-database

Data can be validated by comparing against other data. This approach applies
whenever data are inter-related by known algorithms and the external data is
“reasonably independent” or known to be factual. (Otherwise we might consider this
an internal consistency measure of a distributed database.) Inter-database relationships
across which comparison/verification can be performed might include redundancy
(same information stored in two places), arithmetic (x+y=z), or logical (foreign keys).
By comparing data with other databases, we can identify suspicious data or determine
exact error levels relative to the second database as a reference. More sophisticated
models may estimate using a stochastic model of the joint probability of error in the

first and second databases.

Arrow 2b External - real world

This approach is similar in spirit to inter-database validation, but applies when
the data can be verified empirically. Such verification might involve reweighing an
object or making a phone call to verify a price. Sampling will be required for large
databases where verification is labor intensive. Sampling may be required in "both
directions” -to test mis-classification and inaccuracy we sample data and test against
the world (or other data). To test completeness, we sample entities in the world and
see if they are listed in the database. The distinction between 2a and 2b is somewhat
vacuous of course because each truth testing procedure against the real world may be

used to populate a reference data source, making arrow 2a like 2b.

Arrow 3 Process measures

A datum's production history includes how it was born (e.g., collected as raw

data) and describes various aspects of its processing and derivation history [44].
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Process-based measures involve assessing error based on the data collection method -
how, when, by whom, with what, etc. - data was generated and processed. Below are
three examples of user-specified process-based measures - regarding data age, source,

and collection method respectively (three key ingredients of a data production history):

+ (aging/timeliness) A 5 hour old stock quote has a wider range of possible
values than one 2 seconds old.

» (source) Data from the Wall Street Journal is more accurate than from The
Enquirer tabloid.

+ (collection method) Data generated in a job interview may be more accurate

than from a marketing survey.

8.5 Chapter Conclusion

Although we have offered various prescriptions for error measure,
measurement is ultimately an issue of methodology and is inherently domain
dependent [17] - measuring error in a stock price will be different from measuring
error in a statistic on soil erosion. For the general case, the probabilistic EPC requires
a probability measure on E. So the question of measurement boils down to whether
or not an acceptable or reasonably correct error distribution can be obtained. It is
well understood that a true probability distribution can not be obtained in a finite
number of experiments. As in [8] and others, our model considers the estimated
probability distribution to be the true distribution of error.

For the general case, we may require a full joint probability distribution on
the error state space E. A first intuition is that getting such a probability distribution
requires a large set of joint probabilities. But because error is simply a differential
from the state of the world - a description of error may consist of just a few simple

statements about cause and correlation in error. Above we paraphrased interviews
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with the database administrator (DBA) at the Alumni organization. At each step in

the interview process, we describe how a probability distribution on E is maintained.

An important aspect of our model is that we do not make assumptions such
as normality, uniformity, or independence in probabilities. To the extent that we
can explicate (e.g., measure) complex joint probabilities, then this model can
represent and propagate them (a consequence of the theorems and subject to the few
assumptions we have made). We can say, however, that probability measures may
be obtained both by actual measurement, e.g., via statistical estimation or theoretical
modeling, or be specified via (simplifying) assumptions about measures (e.g.,
normality, uniformity, independence, etc.). Such measures and assumptions may
be based in theory, intuition, historical patterns, what-if hypotheses, etc.

One might ask: Why do we model error rather than reason directly with
evidence about the state of the world? We could just create a new, e.g., probabilistic,
database given the new analyses performed. While this is a dual approach to ours,
we model error because it is our objective to characterize goodness of databases,
concerning cause and effect of error - and not to model uncertainty in the world
itself. Given that the data already purports to tell us the true state of the world -
modeling deficiencies in data collection may be easier than modeling the world
itself.

And fortunately, we need not assert which Py, - or error term - is the "true"”
one. Ultimately, separate error distributions may be offered by different error
analysts, depending on the interpretation of error pursued, or depending on which
error measurement techniques for error a given person trusts. Although we have
cast this error knowledge acquisition process as eliciting subjective probabilities,
there is also nothing preventing the use of formal statistical methods from being the

source of these probabilities.
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Chapter 9
Logical Model Implementation / Probability Model Simulation

In this chapter we summarize a software implementation of the logical
model and describe a simulation of the probability model. The simulation
compares plots output by the induced probability model with those of the functional

model started in Chapter 7. The goals of the implementation and simulation are:

* to show that our formalism can be translated into a usable computing
system - increasing overall credibility,

* to confirm formal properties of the model by implementing algorithms
and proof methods in software - which are applied to all queries and data

sets run through the calculus, and

* to compare empirical results (i.e., the simulation output) with analytical

in comparing the logical and probability models.

The select, count, and sum functions have been implemented and tested
using two application data sets. The logical model implementation operates over a
500 tuple commercial Financial database. The financial data fed to the logical model
is corrupted with a single set of (fictional) data/errors - manually applied to
demonstrate each of the three error types as input and their propagation through
various queries. The probability model simulation operates on a 9,544 record
Alumni database, the one discussed in Chapter 7. For the Alumni data, we
construct error probabilistically - as a function of data staleness (e.g., untimeliness)
defining a stochastic model of input inaccuracy a function of data set age and other

conditioning variables. Output error will be of all three types in both models.
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9.1 Logical Model Implementation and Example

The logical calculus was implemented for the selection, sum, and count
operations. The software environment involves the following
technologies/vendors: UNIX (SUN 4.3) / HTML / CGI / C / Lexx / Yacc / Perl /
Oracle / Oracle's SQL Plus / Oraperl / Spreadsheet. It was built on the machine
called "context.mit.edu”. The implemented software is an exact analog of the

following elements of the mathematical model:

¢ the logical representation and calculus,
¢ the logical proof method,
 the induced probability model, and

* the functional probability model.

The logical representation and calclus are implemented using relational
database tables and SQL respectively. The probability models are implemented
using 'C' language data structures and Microsoft Excel. The diagram of Figure 9.1
below illustrates the flow of information through the software of the logical model
implementation - including the commutative proof method. After describing the

model in general, we show an example of its execution.
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k(Processing is drawn in boxes, outputs/inputs are not)

Figure 9.1: Logical implementation - EPC execution, and verification

This diagram is a restatement of the commutative proof method diagram of
Figure 5.1. Path 1 includes Steps C and D, while Path 2 includes Steps A, B, E E G,
and H. The path leading to A is the standard execution of the user query against the
errored input data, resulting in the errored data set output. This is entirely in SQL
(and implemented here using SQL Plus and Unix Shell). This path represents
traditional data processing (over errored data), i.e., this is independent of our error
model and, as such, it is drawn above the horizontal line in the Data Processing
portion of the figure. Everything beneath the line represents error processing.

At B and E, a parser / compiler (written in LEX/YACC) determines the form
and parameters of the query, and compiles the appropriate EPC (sub-)expression in
the SQL, i.e., expressions 1a - 3b of Section 5.3 and the calculus expressions of Section

5.9. At F, this SQL query is submitted against the input data and error triple,
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resulting in G, the output error triple. These are the EPC-computed corrections to
the output table A. This is the final output of the logical calculus.

To test the correctness of our logical calculus and software implementation,
we implemented the commutative proof method in software. This involved C and
D to complete Path 1 of the commutative proof diagram and H to complete Path 2.
C and D apply the user query to a corrected version of input data, resulting in the
Path 1 version of correct output. H corrects the standard output data (A) as per the

output error triples (G), defining the Path 2 version of correct output. These are

compared by the software and if not identical, a fatal program abort is done. (Such
an abort did not occur in tens of thousands of randomly generated simulation runs.)
In summary then, this logical model software implementation accomplishes several

tasks:

(1) performs the user query against the errored input data

(2) compiles the user query into three induced SQL expressions - one for
computation of each output error type. A relational table is created for
each element of the output error triple.

(3) applies the three SQL/EPC expressions to the input error triple and
input data to populate the three output error tables.

(4) error checking: corrects the input table and applies the user query to
the corrected input; corrects the output data as per the output error
triples; verifies that these two outputs are equivalent.

The user interface is in HTML/PERL using a CGI script. The user types a
valid SQL query into a text area on a web browser screen. Hitting a SEND button on
that screen invokes the calculus and proof method processing "under the covers".

The calculus is separate from, and induced by, user processing - in accordance with

209



5,842,202
441 442

our objective of non-intrusiveness. The underlying database system does not have

to change to make our model applicable.

EXAMPLE APPLICATION: FINANCIAL DATA

Here we describe the use of the implemented logical model on a commercial
financial data set. Errors were peppered into this data by applying our own manual
corruptions. These were not present in the data as received from the source.

Rather, they are for illustration. The data and error inputs are listed below.

Connected to:

ORACLE7 Server Release 7.0.15.4.0 - Production
With the procedural and distributed options
PL/SQL Release 2.0.17.1.0 - Production

SQL> select * from disc where comp_name like 'A%';

CCOMP_NAME NUM_EMPLOYEES TOTAL_ASSETS NET_SALES
A O SMITH CORP 10800 823099 1193870
A SCHULMAN INC 1582 407865 685112
ABBOTT LABORATORIES 49659 7688569 8407843
ACX TECHNOLOGIES INC 4200 653999 641852
ADOLPH COORS CO 6200 1350944 1946592
ADVANCED MICRO DEVICES INC 12060 1929231 1648280
AG PROCESSING INC 2128 465796 1218614
AGWAY INC 7900 1204764 1710577
AIR PRODUCTS & CHEMICALS INC 14075 4761500 3327700
ALBERTO CULVER CO 8600 593046 1147980

Table 9.1: Sample data from the California Data Co. table

Below is a listing of the inaccuracies, incompleteness, and mismembers we
manually introduced as errors in the data set. The corrupted, i.e., inaccurate, data
values are listed in bold immediately below the accurate values in Disc_ea. The

errors were previously introduced via SQL: update statements (to introduce
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inaccuracies), delete statements (to introduce incompletes), and insert statements (to

introduce mismembers).

SQL> select * from disc_ea;

COMP_NAME NUM_EMPLOYEES TOTAL_ASSETS NET_SALES

INTERNATIONAL BUSINESS MACHINES CORP 302196 81113000 62716000
101000000

FORD MOTCR CO 322213 198938000 108521000
98938000

GENERAL ELECTRIC CO 222000 251506000 59827000
251506731

SENERAL MOTORS CORP 710800 188200900 133621900

71100

Inaccuracies in input relation

SQL> select * from disc_ei;

COMP__NAME NUM_EMPLOYEES TOTAL_ASSETS NET_SALES
NORTHERN TELECOM LTD 60293 9485000 8148000
AMERICAN EXPRESS CO 64493 101132000 14173000

Incompletes from input relation

SQL> select * from disc_em;

COMP_NAME NUM_EMPLOYEES TOTAL_ASSETS NET_SALES
DAIMLER BENZ CORP 9.0926E+10 9.7737E+10
SEARS ROEBUCK and CO 359000 30807800 50837500
CITICORP 81500 216574000 32196000

Mismembers in input relation

Below is the output from the SQL Plus program (Oracle's) as it operates on

the above input. The parser-compiler output creates an associated script, resulting
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in an SQL Plus script, whose execution is shown as the SQL Plus program below.

The user query for the example is:
select comp_name, fotal_assets from disc where total_assets > "100000000°

The user wishes to see which companies have assets greater than 100 billion and
what is their asset amount. The listing below shows the output of the script as
executed in the SQL Plus environment. The user query is shown on Line 11. Lexx
and Yacc parse and transform input queries into error propagation calculus
expressions in lines 16, 38, and 59 in the output listing respectively. The compiler

results in separate SQL expressions for inaccuracy, incompleteness, and

mismembership.

Connected to:

ORACLE7 Server Release 7.0.15.4.0 - Production
3. SQL> >
4. SQL> EPC - processing standard select-from-where query:
5. SQL> >
6. SQL> dropping 3 cutput error tables: inacc, incompl, mismem ...
7. Table dropped.
8. Table dropped.
9. Table dropped.
10. SQL> The user guery was:
11. gselect total_assets, comp_name from disc where

total_assets > 100,000,000;

12. SQL> table = [disc])
13. SQL> key_attr = [comp_name]
14. SQL> attr_list = [total_assets, comp_name]
15. SQL> where_clause = [ total_assets > '100000000"' ]
16. SQL> INACCURACY
17. SQL> compiling inaccuracy EPC.
18. SQL> result:
19. SQL> > CREATE table error_table_inacc as
20. SQL> > SELECT total_assets, comp_name
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21. SQL> > FROM disc_ea

22. SQL> > WHERE

23. SQL> > { total_assets > '100000000*' )
24. SQL> > AND

25. SQL> > (comp_name IN

26. SQL> > ( SELECT comp_name

27. SQL> > FROM disc

28. SQL> > WHERE ( total_assets > *100000000' )
29. SQL> > )

30. SQL> > )

31. SQL> > AND

32. SQL> > (total_assets, comp_name) NOT IN

33. SQL> > { SELECT total_assets, comp_name
34. SQL> > FROM disc)

35. SQL> >

36. SQL> executing EPC to compute output inaccuracy
37. Table created.

38. SQL> INCOMPLETENESS

39. SQL> compiling incompletemness EPC

40. SQL> result:

41. SQL> > CREATE table error_table_incompl as

42. SQL> > SELECT total_assets, comp_name

43. SQL> > FROM disc_ei

44 . SQL> > WHERE { total_assets > '100000000' )
45. SQL> > UNION

46. SQL> > SELECT total_assets,; comp_name

47. SQL> > FROM disc_ea

48. SQL> > WHERE

49 . SQL> > { total_assets > '100000000' )
50. SQL> > AND

51. SQL> > comp_name NOT IN

52. SQL> > {SELECT comp_name

53. SQL> > FROM disc

54, SQL> > WHERE ( total_assets > '100000000' )
55. SQL> > )

56. SQL> >

57. SQL> executing EPC to compute output incompleteness
58. Table created.

59. SQL> MISMEMBERSHIP

60. SQL> compiling mismembership EEPC

61. SQL> result:
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62. SQL> > CREATE table error_table_mismem as
[ SQL> > SELECT total_assets, comp_name
€4, SQL> > FROM disc_em
€5, SQL> » WHERE { total_assets > '100000000" )
66. SQL> > UNION
67. SQL> > SELECT total_assets, comp_name
68. SQL> » FROM disc
69. SQL> > WHERE
7C. SQL> > ( total_assets > '100000000" )
71. sQL> >  AND
72. SQL> > comp_name IN
73. SQL> > {SELECT comp_name
74 SQL> > FROM disc_ea
75. SQL> > WHERE NOT {( total_assets > '100000000' )
76, SQL> > )
77. SQL> >
78 SQL> END OF EPC QUTPUT
79. SQL> executing EPC to compute output mismembers
80. Table created.

Sample of SQL compiler execution - the logical calculus implementation

These three derived SQL queries relate to the logical error propagation
calculus formalism of Chapter 5 - line 19 for the inaccuracy EPC, line 41 for the
incompleteness EPC, and line 62 for the mismembership EPC. When executed
against the input data and error triple, the output error triple is computed:

<output_ea, output_ei, output_em>. The contents of these three tables is given

below.
81. SQL> ‘***%*swnwkuxkxkx QOUTPUT INACCURACIES ******
82. 8QL> select * from output_ea ;
83. TOTAI,_ASSETS COMP_NAME
B4. mmmmmmmm e oo e e —— oo oo — o
85. 251506000 GENERAL ELECTRIC CO
86. SQL> **k*xkkkakkwkkks* QUTPUT INCOMPLETES ok kok ek
B87. sQL> select * from output_ei ;
88. TOTAL_ASSETS COMP_NAME
89, = —em e mmem—m S —— e m e mmmm— e ————mm— o — oo
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90. 101132000 AMERICAN EXPRESS CO

al1. 198938000 FORD MOTOR CO

92. SQL> ***wxk*xkkkxxkxx QUTPUT MISMEMBERS ******
93 . SQL> select * £from output_em ;

94. TOTAL_ASSETS COMP_NAME

95, e e e e oo
96. 101000000 INTERNATIONAL BUSINESS MACHINES CORP

97. 216574000 CITICORP

98. 9.0926E+10 DAIMLER BENZ CORP

99. SQL> Disconnected from ORACLE7 Server Release 7.0.15.4.0 -
Production

Output error triple: <output_ea, output_ei, output_em>

We now discuss the intuition behind error propagation - individually for
each input error tuple in the example, leading to this output error triple. There are
three types of input error tuples, and each may result in a particular output error
type. The first tuple (of the four) in disc_ea is for IBM (see also below). Recall that
the user query was to retrieve total assets only for the set of companies having total
assets greater than 100,000,000. The tuple in the database lists the assets as greater
than 100,000,000 (i.e., 101000000) while in fact this is untrue (true value is §1113000).
Therefore the tuple will be selected, but it should not have been, i.e., in truth IBM is
not among the companies with assets greater than one hundred billion dollars. An
input inaccuracy caused an output mismembership in this case. The table below

summarizes the input output error relationship for the input tuples, beginning

with IBM.
disc_ea
INTERNATIONAL BUSINESS MACHINES CORP 3021%6 81113000
101000000

IBM Summary: Input inaccuracy leads to output mismembership. The
input tuple over-reports IBM's total assets, causing it to be selected

when it should not have been.
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disc_ea
FORD MOTOR CO 322213 198938000 108521000
S8938000

FORD Summary: Input inaccuracy leads to output incompleteness.
The input tuple under-reports Ford's total assets causing it not to be
selected when it should have been.

disc_ea
GENERAL ELECTRIC CO 222000 251506000 59827000
251506731

GE Summary: Input inaccuracy leads to output inaccuracy. The input
tuple over-reports GE's total assets, but the over-reporting does not
cause total assets to "cross over” the constraint boundary, ie., it is over
100,000,000 either way. No class level error occurs and the inaccuracy is

retained.

disc_ea
GENERAL MOTORS CORP 710800 188200900 123621900
71100

GM Summary: Input inaccuracy leads to no output error. The input
tuple over-reports GM's number of employees, but this attribute is not
in the selection list so no output inaccuracy results. Total assets is
accurate and is above 100,000,000.

disc_el
NORTHERN TELECOM LTD 60293 9485000 8148000

NT Summary: Input incompleteness leads to no output error. The
tuple is missing on the input, but because NT's total assets are below
100,000,000, the incompleteness is not propagated and no error results.

disc_ei
AMERICAN EXPRESS CO 64493 101132000 14173000

AE Summary: Input incompleteness leads to output incompleteness.
The tuple is missing on the input, and because AE's total assets are
above 100,000,000, the incompleteness is propagated. AE should have
been in the output as well.

disc_em
DAIMLER BENZ CORP 9.0926E+10 9.7737E+10
CITICORP 81500 216574000 32196000
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DB, CITICORP Summary: Input mismembers leads to output
mismembers. The DB and CITICORP tuples are both mismember on
the input, and because both tuples have total asset value greater than
100,000,000 - the tuples result as a mismembers in the output -
mismembers are propagated as mismembers.

disc_em
SEARS ROEBUCK and CO 359000 90807800 50837500

Sears Summary: Input mismember leads to no output error. The Sears
tuple is mismember on the input, and because the tuple has total assets
with value less than 100,000,000 - the tuple does not result in the output
- 50 the mismember is not propagated.

We have described the intuition behind error propagation in each of the
input error tuples. The reasoning is consistent with the three derived (i.e.,
compiled) SQL error propagation calculus expressions. The set of output errors (in
bold above) is consistent with the output error triple computed by applying the SQL
to the input data and error triple.

This concludes our description of the logical model implementation. In
addition to being the basis for the probability model, this model has application in
itself (Section 5.1). The efficient maintenance and comparison of multiple views
and reference sources over a single logical domain is important in many database
applications. This implementation is one example of how the logical model can be
translated into practice. It demonstrates that the logical select, sum, and count
calculi can be transformed and run efficiently in software. Three input error types
were propagated through the implementation, via this and other queries, to become
three output error types. The proof method checked the correctness of each
operation. Execution speeds on this data set and for these errors was sub-second for

each of the queries, for this data set with its 9,544 records.
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9.2 Probability Model Simulation and Example

In Chapter 7 we provided analytic formulas as functional error propagation
calculus expressions (Equations 7.2 and 7.3). These are calculus expressions in the
sense that they define output error distributions as a function of input error
distributions. A random variable was defined for each of the following three

parametersl:

* number of incompletes in the set of Boston-area alumni (Equation 7.2),
e number of mismembers in the set of Boston-area alumni (Equation 7.2),

* inaccuracy in total income of Boston-area alumni (Equation 7.3).

The simulation described here generates output error distributions for these
random variables, given a set of input error distributions. These outputs are
generated by two independent methods - the induced probability model (iterations
over the logical model) and the functional probability model (analytic expressions as
a calculus). Chapter 6 described these models more fully. Similarity between
outputs of the induced probability model and outputs of the functional probability
model helps to confirm correctness of the latter. The former have already been
proven via the logical calculus correctness theorems, their implementation in
software, and the use of Proposition 6.1.

In computing the functional model outputs, we use the fact that means and
variances sum for sums of random variables. We showed the derivation of the
analytic solution and its parameters in Section 7.3. Given our assumption of

normality in input income inaccuracy, then our model of total income inaccuracy is

lwe switch the example Regions of interest from Illinois in chapter 7 to Boston for the simulation
described here.
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a fixed sum of binomial sums of normal random variables. This will be plotted
using a second simulation, as the size of the probability space is very large.

The induced probability model executes as multiple iterations over the logical
model] - as implemented in software and described in Section 9.1 above. We apply a
random input error function for each iteration of the simulation - setting true
Region and true Income as specified in the input error distributions of Sections 7.2.
We will be comparing induced model and functional model outputs by
instantiating and comparing cumulative density functions on the output data - one
plot comparison for each of the three error types.

In Figure 9.2 below, both means of deriving the output error distribution are
llustrated. We are given three inputs to both models, the input data, the error
measure, and the query. The induced model executes by the path involving arrows
56,78, 9, 10, and 11. The functional model executes by the path involving arrows
1,2,3, and 4. They are both a means of computing the cumulative density function
of the true total income of Boston-area alumni. The two models should be
equivalent if our functional model is correct. We should believe the induced model

already given its basis in the logical model.
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Figure 9.2:

The input to both models is the following:

* a 9,954 record errored table,

Induced vs Functional Model - simulation/comparison

+ the inaccuracy distribution on Region and Income,

e the user query (find Total-income of Boston-area alumni).

9.2.1 Induced Model - iterations of the logical model

We describe here the functioning of the induced model. The computational

environment was UNIX/C to generate random numbers and Excel to plot the
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outputs (outputs passed from UNIX to Excel via a flat file export/import). The
darkened box in Figure 9.2 above represents a single execution of the logical model.
Running this box "n" times - using a randomly generated error term - constitutes
the induced model. The induced path executes in UNIX using the logical
implementation. The output of this is fed into EXCEL for making a cumulative
histograms. We used only 100 iterations in this simulation because of memory
limitations in the excel computations. Curves were smooth so this number seemed
reasonable.

Within each iteration of the logical model, the following events occur. First,
a random error state is generated based on the error distribution. This involves
assigning a true Region to each alumnus and a true income to each Boston area
alumnus. The output is one instance of the logical error representation,
constituting corrections to the corrupted input data. Using the logical model
software implementation, the input error triple is propagated to an output error
triple based on the user query. This output is the logical output error measure
resulting from Arrow 9 in Figure 9.2 above. This output error triple is stochastic
and a cumulative density function of its outputs (i.e., total number of incompletes
and mismembers as well as total Boston income) over 100 iterations constitutes the
induced model's output distribution, for each of the three error types and as plotted

below.

9.2.2 Functional model - analytic expressions

The functional model has been implemented in Excel as per the analytic
calculations of Section 7.3.1 and 7.3.2 in Chapter 7. The analytic expressions for the
number of incompletes and mismembers from Query #1 is Equation 7.2, and for

inaccuracy in total income Equation 7.3.

221



5,842,202
465 466

Plotting Equation 7.2: # mismembers and incompletes

To compare incompleteness and mismembership plots between the induced
and functional models. We create an output plot from Equation 7.2 - for the data set
we are using - . We use the heuristic assumption that the cdf for a sum of binomials
can be approximated by a normal cdf, due to the large numbers of tuples and
relatively small probability or incompleteness among alumni and mismembership
among tuples.

The right hand side of Equation 7.2 is a sum of I binomial random variables.
The parameters n; and ©; of each binomial are known (as per the text description
below Equation 7.2 in chapter 7). The graphs comparing the induced and functional
model for incompleteness and mismsmbership are below. We then consider the

corresponding plot for inaccuracy in total output.
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Figure 9.3: Induced vs Functional plots: # of mismember

The plot labeled SIMULATION is from the induced probability model
simulation. The plot labeled NORMAL is a plot of the cumulative, treating the sum
of binomials as a normal with mean and variance as summed over the individual

binomials. Below is the corresponding plot for incompleteness.
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Select / count iIncompletes: Boston-area Alumni/ae
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Figure 9.4: Induced vs Functional plots: # of incompletes

A visual comparison of these plots shows that they are nearly identical,
confirming the appropriateness of the analytic expressions developed. This
completes discussion of the simulation for incompleteness and mismembership.

We conclude by considering the plots for inaccuracy.
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Plotting Equation 7.3: Income Incompleteness

Because the sums in Equation 7.3 are over an extremely large space, its use for
computation of a probability distribution would be of non-trivial complexity.
Although it is closed form, the space for summations is large when the size and
number of the partition spaces is large. A common approach to generate plots of
complex analytic functions is the use of simulations. We used a second simulation
(where the first was for the induced model) to generate a plot from this analytic
expression. We then compare the simulation output for this analytic expression to
the simulation output from the induced model as a means of verifying model
equivalence.

Equation 7.3 is copied below. ¢ is a random variable for total income of
Boston-area alumni. ¢ was derived as a sum of I binomial sums of normal random
variables - the definition of total income inaccuracy. For [ partitions on

conditioning variables, the index i below defines B;, j1;, and 2.

¢ = z % Normal (u;, 5:2)
i=1,..,1 i=1,.. B
where l; and o; were defined in Equation 7.1, Section 7.2.3.

We wish to plot the cdf for ¢ so that we can compare with the induced model
plot. B; is a Binomial (®;, p;) random variable. The distribution for ¢ is well
defined for a given vector of | binomials f = <Bjy, ..., Bj>. Each of the [ partition
elements, indexed by i, contributes to ¢ a fixed sum of B; independent identically

distributed [28] normals each with mean B; * j1; and variance B; * G;2.

But the vector of binomials P is itself a random variable. So the cdf for ¢ is:

cdf (@) =cdf (@|P)*P(P) Eguation 9.1
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We notice that this is simply the formula for the expected value of the cdf — a
conditional cdf over all values of B. (We are treating cdf (@) itself as a random
variable.) Given that the space of possibilities for § is large, we will use a Monte
Carlo method [28] to generate the functional cdf plot for comparison to the induced
model output. Another way of writing this cdf is as the mean value of a normal cdf

with mean

and variance

The pseudocode for the algorithm used to generating the functional model cdf is as

follows:

for (income = 1 to infinity)

{

for (iteration_number = 1 to 100)

{
generate random binomial vector § = <By, ..., Bj>

calculate value of Norm_cdf with pg og? at (income value)

}

plot (income) = Mean calculated value over the 100 cdf values
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Under UNIX, we generated 100 vectors of binomial random variables! to
serve as the B's. Plotting across income values, shown below. Both the induced

model and the functional model plot is shown.

Missing Income - Boston Area Alumni/ae

90.00

80.00 +

Induced
Probability
Model

——
—-

Functional
Probability
Model

20.00 4

10.00 o

0.00

210000000 212000000
Income ($)

Figure 9.5: Induced vs Functional plots: total income

The simulation we have described in this chapter constitutes the

implementation of the two probability models. The induced probability model

10Only 100 was used because the Excel spreadsheet used for averaging and plotting became memory-
scarce with more records. Curves were still smooth.
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executes as multiple iterations over the logical model - running in C and Unix shell.
The logical probability model executes as analytic expressions in C and in a
spreadsheet. The logical implementation included the commutative proof method.
The induced model is built from the logical model, and the output of the functional
calculus was shown by simulation to be the same as the induced model output.
Therefore, we have a proof method tying all three together and for proving
correctness of the functional model. Experiements on two sample data sets
(financial and alumni) showed these ideas in an example application.

While we have not covered all of the of query operator-error type
interactions, (e.g., there are other error types and error distributions possible). Our
application is a concrete example, however, of adjustment to data based on
knowledge of imperfections in its collection. Our method can hopefully be

replicated for other operators.
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Chapter 10
Conclusion and Future Work

In this chapter we summarize and reflect on our effort, offering ideas for

further research and development.

10.1 Summary of thesis

In this thesis we have begun to tackle a critical and challenging aspect of data
quality management: error measurement and propagation. We formulated an
original model of the structure of error and modeled its propagation in databases
proving various desirable properties. A methodology was developed and applied to
measure error on live data. These ideas were demonstrated in a software
implementation and simulation.

We began with a basic conceptual model, drawing insights from philosophy.
The mathematics involved set theory, logic, probability, and relational database
theory. Error is defined as a difference between two relations, based on a
mathematically defined point space. The set of error types - incompleteness,
mismembership, and inaccuracy (and nulls) - is closed under the calculus. If we
characterize error vis-a-vis these three error types - then we are able to fully
characterize all discrepanices between perfect data and bad. (We will qualify this
statement below in discussions of future work, however.)

Three models were defined: the logical model, the induced probability
model, and the functional probability model. An error state in the logical model is a
point in the error state space. An error state in either probability model is a
probability distribution over that state space. The error propagation calculus is a set
of operators which correctly compute output error as a function of input error.

The logical model defines the spaces, mappings, and semantics of error and

error propagation - including the concepts of data, error, and world. The logical
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model's mappings are correction, difference, and the error propagation calculus
operations themselves. The logical model has been proven correct both
mathematically (e.g., on paper in formal proofs) and via a software implementation
of the logical calculus.

As error is often not known deterministically, concepts of "cause” and
evidence of error are cast as conditional probability distributions. The probability
model allows us to do this via a probabilistic interpretation of the logical sets and
mappings. A probabilistic representation and calculus are defined for both the
logical model and the induced probability models. A single Proposition 6.1 defines
the induced probability model. The induced model results from the lifting of the
logical model into the probability domain. The functional probability model
involves closed form solutions to the induced model. It has been started but not

completed here.

A methodology - for learning about data error from humans - has been
applied to the Alumni database. Aspects of error uncovered by this process are cast
as formal probability distributions. We do not distinguish objective from subjective
measures. Implementations and simulations showed the translation of these ideas
into software and demonstrated their computational tractability. For several queries
and error types the software simulation compared the output of the functional
model with the corresponding induced model output, strengthening our belief in

the overall system.

A summary of key property-theorems in this thesis is below:

Theorem: Completeness of the Logical error representation An error
representation is complete if it satisfies two conditions. First - given a database
- it must define a difference mapping from all database-world <d, w> pairs to a
unique error state ¢, so that we may distinctly record our error measurements.
Second, it must define a correction mapping from <d, e> back to the original w,
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so that we may adjust for / correct errors. If completeness holds, then we will
never encounter a database whose discrepancy vis-a-vis truth we can not
uniquely describe.

Theorem: Completeness of the Probabilistic error representation A
probabilistic error representation is complete if, given a probability distribution
on E then a probability distribution is defined on <D, W>, again given d. This
is an analog of logical representation completeness. In other words, a
probabilistic description of error defines a probability distribution on the state of
the world. And such a distribution is perfect information - given our
uncertainty about error.

Theorem: Correctness of the Logical error propagation calculus An error
propagation calculus operator is correct if the same set of tuples results from
paths 1 and 2 in the commutative diagram of Figure 5.1. Satisfying this
property should lead to various desirable algebraic properties such as
commutativity and associativity. Nine theorems and proofs were used to show
EPC correctness in Appendix B.

Theorem: Correctness of the Probabilistic error propagation calculus: The
probabilistic EPC results from the lifting of the logical calculus into the
probability domain. Correctness of the induced probability model is defined by
correctness of the logical model.

With this model, we can now make specific and provable statements about

the structure of error and its propagation. Important questions may be answered

about any data set - base or derived - in regards to correctness of various aggregations

and partitions of that data. We began this for the income aggregation by region

query in the example of Chapter 7.

Three key application-level benefits which derive from all of this are as

follows.

1) DBA's and data owners can record their knowledge of error,
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2) users are provided with an indicator of output data reliability,

3) DBA's can better know which quality improvements will yield

the best return for users.

We have achieved each of these to a limited extent - at least relative to our
expectations of a practical and useful Data Quality system. While aspects of the work
may be implemented and applied today - further work remains to make some of
these benefits more viable. This thesis suggests many issues for further research.

We outline some of these next.

10.2 Future work

Benefit #1 above requires error measurement to be convenient and
meaningful. We describe further work towards this measurement objective in
Sections 10.2.1 and 10.2.2 below. Benefits #2 and #3 are realized when decisions
about the data can be automated for the user such as "use the data - don't use data?”
and for the DBA "which data quality controls should I use?”. We describe further
work towards error sensitivity analysis and data quality mediation in Section 10.2.3
below. General issues for model implementation and extension are considered in

Section 10.2.4.
10.2.1 Methodology and Measurement

Our error representation describes what kinds of error measures are required,

but not how to instantiate them. Our error calculus relates input error to output

error - but it does not derive input error in the first place. We have only begun (in

Chapters 6, 7, 8, and 9) to develop a model of data error measurement.

Although error measurement may be domain dependent (Chapter 8), there

should be generalized solutions to make the administration of the error
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measurement process structured and easier. We envision a knowledge acquisition
framework which will guide a data quality certifier (e.g., a data expert) through a
question and answer dialog, eliciting assumptions about existence of error. An
analogous system may ask data users about sensitivities to output (and therefore to
input) error. Further development of such systems is required.

Depending on the nature of the query/analysis, this effort may take place at
one of two times: prior to submission of any queries or as an "off line" extension of
any given query - for example on day one a user submits a particular query, and by
day two the DBA has qualified the answer on the user's behalf for that query.
Technological and social mechanisms in general must be developed to embed these
technologies in the existing information infrastructure. Data quality measurement
is not intended to replace, but to monitor, the existing information system.

As we do not distinguish between subjective and objective measures,
statistical or whatever other measures are also welcome. Maintaining and
combining multiple perspectives of error remains an area for further study. For
each domain of error measurement, a new reference frame arises in the tools used
for measurement [15].

Automatically attainable measures are available when "the computer” can do
things without human intervention. Integrity constraint violations and inter-
database discrepancies are two examples of automatically attainable error measures.
While they may be incomplete (as error measures) they may inform various aspects
of error and error propagation. Various combinations of tools may support
measurement such as computer-based integrity filters, statistical sampling methods,
and intuitionistic inference about timeliness of data and source reliability. The
integration of manual and automatic measures into a common framework is an

area for further research.
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10.2.2 Fuzzy, Incomplete, Inaccurate Measures of Error

We have focused on the modeling and propagation of error in situations
where a full joint probability distribution of error (and therefore truth) is available.
Our examples and field study showed that maintaining such a distribution is not an
unreasonable proposition. Relaxing such conditions, however, is an interesting
area for research and an important one for practice. This relates to error
measurement method in that DBA's! may be unable or unwilling to state exact
probabilities, or unable to state correct probabilities. Several issues are relevant to

further development in this area. We discuss some of those here.

In many cases, we know there are errors, but we are not able to assign a
(probabilistic) correction. For example, a negative Age is easily detected as an error,
but the detection does not constitute a correction - i.e., a probability measure over
the set of possible ages. But even if only limited aspects of input error are known,
then certain aspects of output error can be determined, e.g., in regards to particular
error types and queries. The calculus indicates for us which aspects of error in the
output are dependent on which aspects of error in the input, and how subsets of
both can be related.

We distinguish between the "error language" of the end-user and that of our
probabilistic error representation. While we represent error as probabilities, users
may prefer "soft” statements such as "the number of missing records is high”.
Given the subjective nature of data quality judgment, DBA’s may talk about error as
LOW, MEDIUM, and HIGH. These are not in the Janguage of probability, however.
Linguistic reasoning systems such as fuzzy sets are a means for manipulating

quantities given only an "intuitive feel” for the numbers.

Lor their software analogs such as computer-based error detection and measurement methods
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Perhaps the most desirable rating from a user standpoint is a "data fitness for
use” rating. A "RED/unacceptable YELLOW/caution GREEN/ok" rating system is
perhaps all that is required for error-related decision making (e.g., "don't use” vs.
"investigate further” vs. "go ahead and use”). Unfortunately, what is high to you
may not be high to me, so such prescription for action necessitate a common
language and value system on error. Techniques for propagating confidence
intervals and interval arithmetic are also useful techniques when information is
limited. These may also save significantly on computational requirements.
Interval models will be particularly useful when the decision to use or not use data
occurs at a hard and known cross-over point. Our model tells us for interval
propagation: Which error bands on the input relate to which error bands on the
output?

In many cases the information provided about error will itself be wrong. We
can not guarantee perfect error measures any better than we can guarantee perfect
data. Second order uncertainties (i.e., uncertainty about which probability
distribution is true) are necessary for adapting our model to this situation. This
would involve a lifting of our current probability model into yet another probability
space, in which probabilities of error probabilities are made explicit. Then we can

talk about the "inaccuracy of the inaccuracy”.

10.2.3 End-user Utility and Data Quality Mediation

We have been vague about end user error (dis)utility. As every decision
theory model has a probability space and a utility space - we have focused
exclusively on the probability space. While we may know the level of error, this
does not mean that we know its eventual cost in some application setting.
Development in this area is fundamental to facilitating error-based retrieval and

filtering. We discuss some relevant issues below.

235



5,842,202
493 494

Error metrics correspond to an end-user value-function on error. Error
metrics might include absolute error, relative error, and percentage error for an
individual scalar, and expected error, root mean square error, Or percentage in error
for a set of scalars. While such metrics may be defined over our error
representation, we are not proposing any particular set of error measures as correct
or complete. Explication and exploitation of end user error sensitivities is an
important follow on to this work.

Mediators are software components that address heterogeneities among
federations of autonomous data and application systems [67]. Regarding error, data
sources (e.g., data sets) are heterogeneous both in terms of the error level and in terms
of the data collection method. Data receivers (e.g., application contexts) are
heterogeneous in terms of queries run and error sensitivities. Error mediation should
enable sharing of such information in both directions. The error mediator will
dynamically assess and manage the fit between source and receiver.

Given error measurements and receiver sensitivities, alarms may be triggered
when various irregularities or error threshold violations are detected. A mediator
may also attempt to repair aspects of data error where possible (e.g., to supplement an
incomplete database with a second source, correct syntax violations, make

assumptions about key equivalence, etc.).

10.2.4 Further issues

Our experiments with the logical and probability calculi have given us some
insights into execution speeds. The logical propagation calculus for selection,
implemented in Oracle SQL and running on a SUN SPARC10, is under one second
for our 9,544 tuple data set. We did not study projections or joins or other binary

operations which may be more time consuming. Time complexity will depend on
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the particulars of each query and mathematical formulation used. Simulation was
used to plot the behavior of the induced probability model against that of the
functional (analytic) solution. Real time simulation may be an effective way of
modeling error propagation where computational complexity is high.

Although our calculus can define output error distributions, it does not retain
the cause-effect relationship between the input table and the output. A symbolic
calculus may exist as an "explainer” of data error. It would relate input causes to
output error, and not simply compute output error as the current system does.

Although our error representation is complete (Theorems 4.1 and 6.1), it is
clear that this set of three error types may be extended, that other error types can be
imagined. Examples of errors which may be cast as their own error type include
outliers, integrity constraint violations, spelling errors. These can be defined as
derivative from the current model or as separate. Ideally they will maintain the
various completeness and correctness model vis-a-vis our existing representation
and propagation models.

Finally, we have neither completed the calculus for difference and union
operations, nor have we fully analyze several operations we did define, such as

projection and join. Error propagation in these operations is fundamental as well.

10.3 Thesis Conclusion

Historically, personal familiarity with data allowed users to account - as best
they could - for known patterns of error. Data users close to the data's point of
collection or (original) context of use have the best chance of understanding error in
the data and not "getting bit" by bad data. We believe that knowledge about data
error should become a shared resource - a value-added addendum to both shared

and local data. This approach may allow an understanding of error to be accrued
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over time, by individual analysts, and eventually with utility measures from each
individual user's perspective. The value of data sharing networks will be greatly
reduced without rating and certification capabilities. Value-added network services
for correcting or adjusting data seem desirable based on these ideas.

At VLDB 1993, one invited talk and two panels raised data quality as an
important research area {40, 50, 55]. Clearly error is fundamental to data quality.
Although database answers are often wrong, there has been little done from a
research standpoint to answer "by how much?" or "should I care?”. Though
documentation of data for semantic interoperability has focused on the meaning of
data, a database with bad data may be worse than no database at all!

This research is useful as a theory in that it leads to methods and tools for
data quality administration in which (1) administrators have a framework and
quantitative representation in which to record information about error, (2) users get
a better sense of data reliability and can evaluate the appropriateness of data for their
application, and (3) the benefit to users of data quality improvement efforts can be
known directly via the calculus, so that resources for data quality enhancement may
be effectively applied.

In summary then, this work consists of a theory for characterizing data error
and a notion of an information infrastructure which enables generation and sharing
of knowledge about data error. We view this work only as a first step. We believe,
however, that a point space formalism and uncertainty framework - with properties
similar to our model's - should be provided by any model of data error. It is perhaps

in this regard that our work can be called a foundation.
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Appendix Chapter A: Summary of notation

Symbol

(assumin R
and S as relation
names)

Definition

R a relational scheme including functional dependencies

¥ a relation on R

r1, 12, tuplesinr

Ye r's error triple

Tem the mismembership error table for r

Yei the incompleteness error table for r

Tea the inaccuracy error table for r

Tc the set of tuples in r which are neither mismember or inaccurate

Tm the set of tuples in r which are members, but may be inaccurate

@ tuple correction operator

@, relation correction operator

o relation difference operator

an uninstantiated value in an inaccuracy error tuple. It means that
the corresponding tuple in the relation is accurate for this column.

<->R a tuple consisting of " over scheme R, e.g., the tuple <'-'.-''-'> if IR{
=3

X a tuple variable used for construction of sets in the EPC

@Sp[, @sz

the true s relations as arrived at by path #1 (or #2) in the
commutative diagrams
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Appendix Chapter B: Correctness proofs for the 4 operators

In this final appendix chapter we provide the proofs for the theorems of logical error
propagation calculus correctness in Chapter 5. The proof strategy for all of these proofs
is identical and we summarize it here. We use a commutative proof method based on
Figure 5.1 in Chapter 5. For each query and corresponding EPC operation, assertion
and proof of error preservation is done in two theorems. The first theorem asserts that
the same set of keys results in ®s from path 1 and path 2. Then, using the set of key
values defined in the first theorem, a second theorem shows that, for a given a key
value in @s, the same attribute values result from path 1 and path 2. Given that a table
is determined by its keys and attribute values, then the tables by path 1 and 2 are
identical and Figure 5.1 commutes. Projection case 2 has only a key so no attribute

theorem is necessary for this operation. The operations covered are:

select (2 proofs),

cartesian product (2 proofs),
join (2 proofs),

projection case 1 (2 proofs), and

projection case 2 (1 proof).

We will distinguish the two legs within each path. For path 1 (path 2), call the first leg
1' (2') and the second leg 1" (2"), respectively. So, in Figure 5.1, @r is the result of leg 1',

s and se are the result of 2', ®spy is the result of leg 17, and @sp; is the result of leg 2.

Proof (Theorem 5.1 select keys): We wish to prove that the set of key values set of key
values in @s (Figure 5.1) is the same regardless which path is taken in the commutative

diagram. We will partition the universe of key values (i.e., in {r.Rx U rejRi}} to do this,
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as defined by the ten partition elements (items 1-10) in Table 4 below. Column A
contains the item number. Column B describes whether the key values are in r or re;.
Column C states which of the four tuple types to which a a given partition belongs
(among r¢, rea, fem, Or Tej). Column D describes the partition logically (and then in
English). Column E states whether the key values represented by each partition should
be included in the result (i.e., would have been in the case that r = @r. Column F states
whether the object does get included in the result based on the standard selection
operation over r. Finally, column G identifies the calculus expression in the paper that
defines this partition and the kind of error that results from it in s. Note for example in
itern 4 that an ‘n” in E and a 'y’ in F results in an s mismember, and in item 5 that a 'y in

Eand '’ in F result in an s incomplete.

A B C D E F G
key type | partition specification in O ¢|ins? ;:alc
valu orm
piessnce (@r) 7 -ula
inr

1 | present [rc {tRg | 3te ., f(1) y y |no
inr fully correct is (correctly) selected — no error error

2 {t.Rk I 3te re, =f(t)) n n | no

fully correct is (correctly) not selected — no error error

3 rea {ri.Rg | 3ry € r, 3r2€ rey, r1.Rk = r2.Ry, f(rq) A y y la —»

H(B(r1, re))t Sea
inaccurate is correctly selected — no error

4 {ro.Rx | 3rj € r, 3me res, r1.Rk = 12.Ry, f(r1) A n y |2b—

—f(®t(ry, re)) Sem
inaccurate is incorrectly selected — mismember

5 {ri.Rk | 3ry € r Ime Tea, 1-Rg = r2.Rg, —f(r1) A y n |3b-»

{(Dt(ry, re))} Sei
inaccurate is incorrectly not selected — incomplete

6 (r1.Rg | 3 € 1, Ine Iea, I1-Rk = 2Rk, —f(ry) A n n |no

~f(®¢(ry, re))} error
inaceurate is correctly not selected - no error

7 Irem {ri.Rk | Irie t 30€ rem, r1.Rk = ra2.Ry, f(r1)} n y |2a—>

mismember is selected — mismember Sem
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8 {r{-Rk ! 3rie r, € rem, r1.Rk = r2.Rg, —f(r1)} n n |no
mismember is not selected — no error error
9 | missing | rej {r{.Rk | rie rej, f(r1)) y n |3a-
fromr incomplete would have been selected — incomplet Sei
10 {r1.Rg | 3r1 € rej, —f(r1)} n n |[no
incomplete would not have been selected - no error error

Table A.1: Partition of {r.Rk U re;.Rk]} for select proof

That this is a partition of the key values in in {r{.Rx U reiRk} can be observed in the
alternating logical positives and negatives from one item to the next. For example, item
7 specifies the error status of the tuple first and then specifies that the tuple is selected
by f. Then item 8 - having the same error status as item 7 - specifies that the tuple is not
selected by f. This forms a partition on the mismembers of r, and so forth for the
incompletes, inaccurates, and fully correct tuples.

We now compare the objects resulting in true s based on the two different paths - with
and without the calculus. We work without the calculus (path 1) first. The calculus

path 2 should result in the same set of objects.

Path 1: without the select calculus
true s = O (true r) = O (B, 1e))
objects intrue s = Og(@(r, re)).Ri

= BLr, re) Rk - {t Rk | Tt e B(r, re), —f(1)}

Using @(r, re).Rk = r.Rk - rem Rk + rei-Ri:

= {r.Rk - rem Rk + rei. Rk} - {t.Rk | Tt € @1, 1e), —f(t)}

Call the sets in the set expression above |, m, n, and o, i.e, | = r.Rg, m =

Tem-Rik, n = reiRgk, and o = {t.Rx | Jt € ®(r), —f(t)}. (o is the set of

objects removed from @(r, ro).Rk by f.)
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={l-ml+n-o

Let items 1 through 10 stand for the sets of objects they correspond to in Table 5. so that

the following set equivalences hold.

]=r.Rk:{1u2u3u4u5u6u7u8}
m=rem Ry = {7 U 8}

n =re;i.Rk = {9 U 10}

o={2udu6ul10)
H—m}+n={1u2u3u4u5u6u9u10]

{1-m}+n—0:y[1u3u5u9}

So the objects in items 1, 3, 5, and 9 are seen to result in true s from path 1. Now we

investigate path 2 which uses the calculus.
Path 2: with the select calculus

We will show that the same set of objects ({1 U 3 U 5 9)) also results in true s from

path 2. The first step in path 2 is to derive (the possibly errored) s from r. Where

sRy= rRy-{tRg | 3ter, —f(t)}

The set of objects inris {1u...u 8}.

The set of objects not selected from (e {tRg | Jte r, (1)) is {2US5

vbuU 8} - corresponding to those tuples t in r where —f(t).

={luw ...u8}-{2u5u6u8}={1u3u4u7}

Note that the calculus propagates objects in 4 and 7 as s mismembers.
The calculus propagates objects in 5 and 9 as s incompletes. The

calculus propagates objects in 3 as s inaccurates
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The correction of s.Rk by s, will involve subtracting {4 U 7} (removing mismembers) and

adding {5 U 9} (inserting incompletes). Thus the objects resulting in ®¢(s, se).Rx under

path 2 are: {1 U3 w5 U9} which is the same as under the non-calculus path.

<

Proof (Theorem 5.2 select attributes): We will show this individually for each of the

keys in items 1,3,5, and 9 of Table A.1 above.

A

C

D

G

type

partition specification

cale
formula

{t1 Jte o, K(0)

fully correct is (correctly) selected — no error

no error

Let t be any tuple in r.. We will show that neither path 1 nor path 2 alter
attribute values for t (i.e., the key-attribute value relationships for those keys
remaining are unchanged), thus the attribute values are the same in @s by either
path. By definition, rc.K nre.K = {} and thus in leg 1', the correction of r by re to
derive ®r does not affect attribute values for any key elem-of rc.K. Legl'isa
standard selection operation and obviously does not alter attribute values. Leg
2" consists of the correction of s by se. We know that {se.K nre.K} = {} (column
G is a “no error” condition and thus no error tuples are propagated) so, as in leg
1', there are no attribute value changes. No changes in both paths implies that
the attribute values are the same in both path results.

g

[Fea

{r1 1 3ry€ 1, 3re 10a, 1. Rk = r2.Ry, £(r1) A {(@(r1, 1))}

inaccurate is correctly selected — inaccurate

la—

Let r1 be any tuple in r such that f(ry) A f(@i(r, r,). So by definition r1.K elem-of
rea.K. Let r2 be r1's corresponding tuple in rea. Let r3 be rl's corrected tuple in
®r after leg 1'. (13 is the correction of rl by 12.) Leg 1" is a selection so it does
not modify r3 in deriving ®sp1. Now we consider path 2. By calculus
expression 1a (above), in leg 2, for any such tuple rl in r, the corresponding r2
in rea will become an s2 elem-of sea such that r2 = s2. Letsl be rl’s copy into in
s by leg 2. Then leg 2" involves correction of s1 by s2. Sincerl = s1, and 2 = 52,
then the attributes are the same for both paths.

a1 3ry € 1,30, € req, 11. Ry = 1. Ry, =f(ry) A f(®(ry, 16)), u = @yry, e)}
inaccurate is incorrectly not selected — incomplete

3b->
Sei
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Let r1 be any tuple in r such that —f(r1) A {(®¢(ry, re)). First we consider path 1.
Let r2 be r1's corresponding tuple in rea. Let 13 in ®r be rl's correction by r2.
Leg 1" is a selection so it does not modify 13 in deriving ®sp1. Now we consider
path 2. By calculus expression 3b (above), in leg 2', any tuple r2 elem-of rea
satisfying the above predicate becomes an s2 elem-of sea such that r2 =52, Let
s1 be the corresponding tuple in s by leg 2’ so that r1 = s1. Then leg 2" involves
correction of s1 by s2. Since rl = s1, and r2 = s2, then the attributes are the same

for both paths.
9 frei lr1 1 3r1€ rej, £(r1)) 3a—
incomplete would have been selected — incomplete Sei

Let rl be any tuple in rei such that f(r1). Letr2berl's corresponding tuple in ®r.
Let 13 € @r result from insertion of r1 (e, r3 = rl). The selection of leg 1" does
not remove r3 since f(rl), thus r3 elem-of ®spl. The calculus expression 3a
propagates sl elem-of sei, from rl. Then sl elem-of @s by s1 means insertion of
s1in @sp2. Sincesl = r3, then the attributes are the same for r1.k for both paths.

This completes the proof. ¢

Proof (Theorem 5.3 cartesian product keys) We wish to show that @ s.K is the same
regardless which path is taken in the x commutative diagram (Figure 5.1). The style of
proof is similar to the proof for Theorem 5.1 concerning selection.

Table A.2 below shows as items 1-16 a partition of the universe of composite key values,
e, of {r.Rk U rej Ry} X {q-Rk V gei Rk}). Column A contains the item number. Columns
B and D describe whether the (partial) key valueisinqand r respectively. Columns C
and E describe whether the key value is in true g and true r respectively. That this is a
partition can be observed in the alternating positives and negatives from one item to the
next in columns B through E, as described for the proof of Theorem 5.1. Columns F and
G decribe whether the value results in s and true s respectively (these two columns are
determined by the logical formula B~ D, and C A E respectively). Column H describes
which class error occurs in the result (among mismembership and incompleteness), if
any. For example, row 2 in columns F and G indicate values which are in s but not in
true s resulting in an s mismember. Column I describes the calculus equation which

accounts for this error in s.
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A B C D E F G H 1

item |inq |in true|inr |[intruer|ins in error calculus

# q true s | in s.K formula

1 y y y y y y none no class error
2 y y y n y n mismember | 4a — sem

3 y y n Y n y incomplete | 5¢ — sei

4 y y n n n n none no class error
5 y n y y y n mismember | 4a — sem

6 y n y n y n mismember | 4a — sem

7 y n n y n n none no class error
8 y n n n n n none no class error
9 n y y y n y incomplete [ 5b — sei

10 n y y n n n none no class error
11 n y n y n y incomplete | 5a = sei

12 n y n n n n none no class error
13 n n y y n n none no class error
14 n n y n n n none no class error
15 n n n y n n none no class error
16 n n n n n n none no class error

Table A.2: Partition of {r.Rk U rei.Rk} for x proof

We now compare the key values resulting from the two different paths - with and
without the calculus. We do it without the calculus (path 1) first. Then, the calculus

(path 2) should resuit in the same set of values.

Path 1: without the x calculus

The following equations hold by definition.

@s.5k = ®q.Qu x Br.Qx
®9.Qk = q - Qem-Qk + qei-Qk
@r.Rx =1 - rem Rk + rei.Rk

Where - and + represent set difference and union.
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Let an item (1 through 16) in Table A.2 above stand for the set of key values on schema
Q and R which it represents. For example, item 3 represents all composite key values
drawn from q¢ U gea on Q and rejon R. We will use the following simple observation
in the proof: for any three sets A, B,C: if B C, then AXxBc A xC.

Application of the correction operation to q.K (i.e., to 1, ..., U 8) results in @®q.Kasluy,
~o 409y, ., U 12 by removing mismembers and adding incompletes. (Items 5-8
are mismembers, and items 9-12 are incompletes). By the same reasoning, r=1U2 U5
< 6wIU 10w 13 L l4is corrected to @qas1U3US U7 U9 U 11 w13 U 15. The set of
key values in ®s.K by path 1 is the intersection of these two listings of ®q and @r. This
setis: 10 3w 9 U1l Sothe objects in items 1, 3, 5, and 9 are seen to result in true s
from path 1. Now we investigate path 2 which uses the calculus and should deliver the

same set.

Path 2: with the x calculus

We will show that the same set of objects (1 U 3 w9 U 11) also results in @s by path 2.
The first step in path 2 is to derive the possibly errored s from q and r. This is the set 1
2w 53w 6 as shown in column F. The calculus formulas result in the errors for s as
listed in columns H and I. These will remove 2 U 5 U 6, and insert 3 U 9 U 11 from s.
Thus, the objects resulting in ®s under path 2 are: 1w 3 U 9 U 11 which is the same as
under the non-calculus path 1. ¢

Proof (Theorem 5.4 cartesian product attributes): We have already identified the key
values in @s derived by paths 1 and 2 of Figure 5.1 as corresponding to items 1, 3,9, and
11 in Table A.2 above. The partitioning criteria for that table included only class level
errors (as only the set of key values was of interest). In Table A.3 below, the tuples in
Ds are further partitioned based on occurence of attribute corrections in Jea and rea.
The item labels (ie, 1,3,9,11) from Table A.2 are used here as well, with 14, 1p, etc.

further partitioning the tuples in ®s. Again, the proof method is based on the
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commutative structure of Figure 5.1. We will take advantage of the symmetry of both
the standard x and the EPCx operations, so that properties shown to be true for the 6a

calculus will hold by symmetry for 6b as well.

A B C D E F G H I
item inq in true q inr intruer|ins |intrues|errorinsK [ calc. formula
#
1 y y y y y y none see subcases
below
la accurate accurate no error

Let g1 elem-of q and r1 elem-of r be any pair of 1a tuples so that, by definition of the partition,
both are accurate. By definition, for this case, there are no tuples in ge or re having values ql.Kor
rl.K respectively. Consider path 1. There are no corrections in leg 1' to either q1 or r1. In the x of
leg 1", we know that no attribute changes are made. Thus, in @spl, the tuple s1 with key value
<q1 K, r1.K> has tuple values s1.Q = ql and s1.R = r1. Consider path 2. In leg 2, the standard x
computes s and the calculus computes se. The x of leg 2’ does not change attribute values in ql
and rl, so there exists a tuple s1 elem-of s with value s1.Q = ql and s1.R = rl. As seen in columns
H and I for this partition, no error tuple results in se having key value <ql.K, r1.K>, so that leg 2"
results in @sp2 having the tuple <ql, rl>, identical to @spl.

1p | inaccurate | | inaccurate | | ] | [6a — sea

Let q1 and rl be any pair of 1b tuples inaccurate in both q and r respectively. By definition of the
partition, there are tuples qel and rel in gea and rea having values q1.K and r1.K and containing
corrections to q1 and r1 respectively. Consider path 1. After leg 1', there are tuples q2 = ®(q1, gel)
and r2 = @(rl, rel) in ®q and @®r. In the x of leg 1", no attribute changes are made. Thus, there
exists an 51 € @spl such that s1.Q = ®(q1, gqel) and s1.R = &(rl, rel). Consider path 2. Inleg?2',
the standard x defines s and the calculus computes sea. Let s2 be the inaccurate tuple in s with
values s2.Q = q1 and s2.R = rl. As seen in column H and I, calculus formula 6a results in an error
tuple sel € sea with values sel.Q = qel and sel.R = rel. The correction to s2 yields the tuple s3 in
®sp2 such that s3.Q = ®(g2, gel) and s3.R = &(r2, rel). Since q1 = q2 and r1 = 12, then the tuples in
@spl and @sp2 having key value <q1.K, r1 K> are equal in attribute values as well.

1c | accurate | { inaccurate | ] | | | 6b — sea

Let gl and rl be any pair of 1c tuples in q and r respectively. By definition of the partition, q1 is
accurate and rl is not. Consider path 1. By definition, there is no tuple in ge having value q1.K,
and thus there is no correction in leg 1' to q1. Let rel be the error tuple in rea corresponding to
tuple rl elem-of r. Then there exists a tuple r2 in ®r by leg 1" such that 12 = &(rL,rel). The x of leg
1" involves no attribute changes to either ql1 or r2 respectively. Thus the tuple in @spl having key
value <ql.K, rL.K> has values <ql, r2>. In leg 2', the standard x computes s and the calculus
computes se. As indicated in columns H and I, calculus expression 6b places a tuple sel into sea
such that sel.Q = qelBy inspection, the calculus results in an error tuple in se for every rl.Rk.
Therefore, leg 2" applies no changes to s1 in path 2. Then the tuples in ®spl and @sp2 having key
value <gl.K, r1.K> are equal in attribute values as well

14 | inaccurate | | accurate | [ ] { | 6c — sea
This item holds by symmetry with 1c.
3 ] y [y [ n ly In Jv { incomplete {5c |
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Let ql and r1 be any pair of tuples so that g1 elem-of {qc U qea} and rel elem-of rei, as this item 3
defines. Consider path 1. After leg 1', there exists a q2 elem-of ®q and 12 elem-of ®r sch that qQ2=
D(ql, gel) and 12 = rel. After leg 1", there exists an s1 elem-of @spl such that s1.Q = q2and s1.R =
r2. Consider path 2. After leg 2', s contains no tuple having Rk value r1.Rk. By calculus formula
5¢, there will exist a tuple s1 elem-of sei such that sLR =rel and 51.Q = &(q1, qel). The correction
of Leg 2" inserts this tuple into @®sp2. Therefore @spl and @sp2 have the same tuple on key value
<ql.Qk, r1.Rk>.

9 ] n [y [ y [y In Ty { incomplete | 5b
This item holds by symmetry with item 3.
11 ] n iy | n Iy [n Ty [incomplete | 5a

Let gel and rel be any pair of item 11 tuples in gei and rei respectively. Consider path 1. After leg
L', gel elem-of ®q and rel elem-of @r. Let sl be the tuple that is their concatenation in the @spl
result of leg 1" so that s1.Q = q1 and s1.R = r1. Consider path 2. After leg 2, s will contain no tuple
with Qk value q1.Qk and Rk value r1.Rk. By calculus formula 5a, se contains the tuple s2 such that
$2Q =ql and s2.R = rl. Leg 2" inserts s2 into ®sp2. Therefore the tuples resulting for key value
<qL.Qk, rl.Rk> in @sp! and $sp2 are equal.

Table A.3: Partition of {r.Rk U rei.Rk} for select proof

This completes the select proof. ¢

Proofs for EPCy,

To prove error preservation of EPCy, we will use two related partitions on n-join inputs,
and these are in Tables A.4 and A.5 below. They are both partitions on q-Qk U qei-Qy,
and both are based on a space of possible error combinations among tables q and r
entring into a n-join. It makes explicit how the specication for each partition element
relates to the calculus, because calculus sub-expressions are inside the column which
they define. Table A.4 defines the construction of EPCy. Table A.5 is based on slightly
different criteria, and relates to execution of path 1 in the commutative diagram.

We begin with Table A.4. The first column contains identifying item numbers for each
partition element. Certain of these will correspond to the EPCy, caleulus expressions 7a-
¢, 8a-¢, and 9a-c. Column A is a partition of the objects in q U gej based on their class-
level error status. Column B describes, for each element of the partition in column A,
whether or not the value on Qa1 is accurate relative to the Qx object. Column C states

whether a match is found in the data, e.g., whether q-Qa1 e r.Rg. Column D states
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whether a match should have occurred, i.e., whether the object belongs in s (given the
true Qa1 value, given the equivalence relation being defined on q.Qa1 and r.Ry, and
given @r.Ry), e.g., that ®q.Qa1 € ®s.Rx. Column E describes whether r.Ra is accurate
with resect to the r.Ry object in the corresponding r U rej tuple. Column F describes
whether r.Ra is accurate as a transitive attribute, i.e., with resect to q.Qk, the
"grandparent” (s.Qx) object in the transitive link. Column G states the resulting s error
for each partition element and inludes the calculus outputs.

For example, if a tuple finds a match (yes in column C) and should not have (no in
column D) as in item 4, then it is a mismember of s as indicated in column G. Item 1
models the case where both input tuples are error free on g and r. All other items relate
to at least one error type in one of the inputs, and not all of these result in an output
error. Error occurs only where column G does not read "none". For any given row in
the table, cells may be marked as irrelevant or not defined for that case. An "n-def"
means that the concept is not defined on this element of the partition. An “irrel” means

that the concept is irrelevant to the outcome error tuples.

A B C D E F G
Qk class{ q.Qal attr] match in{ match in truth direct attr{ xitive final s error
error status data error error
1 | member acc yes yes acc acc none
2 | member acc yes yes inacc acc none
3 { member acc yes yes inacc inacc inacc
3qle qm q1.Qal q3r1e rm, (cCovered by column|{ 1 ra A x.5k = q1.Qk,
®q1Qal | 104 4 © &rlRa, x.Ra=r2.Ra
r1.Rk
3r2 € rea,
r2.Rk o
r1.Rk
4 | member acc yes no irrel n-def mismem
3qleqm |91:Qal 341041 €] q1.Qal ¢ Sr.Rk x5k = q1.Qk
@®ql.Qal r.Rk x.Ra = irrel
5 | member acc no yes n-def n-def incomp
Jdqt € gm q1.Qal o ql.Qal | 3rl € rei, x.Sk = q1.Qk,
®ql1.Qal r.Rk x.Ra=rl.Ra
ql.Qal =rl.Rk
6 | member irrel no no irrel irrel none
member inacc yes yes irrel acc none
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Gqle qm |3q2e gea, [3Irier, |3r2e o, rl}l;,?za: ;((Sgka; :lleréa]
q1q-2c.2(§k, i q]ﬂQﬁ& 7 ®al.Qal = 2Rk, x.Ra = <-'>Ra
ql.Qal A
®ql.Qal
8 | member inacc yes yes irrel inacc inacc
Iqle qm {3q2e qea, |3Irler, Ir2 e Br, rl.Ra + x‘fgk: ql-zQIl{(I;
. xX.Qal =rZ. "
K 1’51"29(3(1(, 1 qlr?lgll T #atQal =r2.Rk e x.Ra=r2.Ra*
ql.Qal E * where r1 # r2
$q1.Qal else= "~
9 | member inacc yes no irrel irrel mismem
Jgle qm | ql.Qal A ql.Qal e|®ql.Qale @rRk x.5k = q1.0Qk
®q1.Qal r.Rk x.Ra = irrel
10 | member inacc no yes n-def n-def incomp
3ql € qm ql.Qal 4ql.Qal e{3Irle @r, x.Q=®ql,
®ql.Qal r.Rk @q1.Qal = rl.Rk x.Ra =rl.Ra
11 | mismem n-def yes irrei n-def n-def mismem
3gl € gem ql1.Qal e x.Sk = q1.Qk
r.Rk
12 [ incomp n-def n-def yes n-def n-def incomp
3ql € gei Irl e Sr.Rk, xQ=ql,
ql.Qal = r1.Rk x.Ra=rl.Ra

Table A.4: Partition on q.Qk U Qei.Qk for construction of EPC,

We now describe Table A.5. The first column contains identifying item numbers.
Certain of these will result in ®s by path 1. Column A is a partition of the objects in q W
Jei based on their class-level error status.

Column B describes, for each element of the partition in column A, whether or not the
value on Qa1 is accurate relative to the Qg object.

Column C states whether a match is found in the data, e.g., whether q.Qa,1 € r.rk.
Column D states whether the match (lack of a match) corresponded to a mismember (an
incomplete) in r (re;) respectively.

Column E states whether a match should have occurred, i.e., whether the object belongs
in s (given the true Q,; value, given the equivalence relation being defined on q.Qa; and
R, and given ®r.Ry), e.g., that ®q.Qa1 € ®s.Ry.

Column F describes whether the match is with a mismember or an incomplete in r U rg;.
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Column G states whether, the element ultimately results in @sp1 and is based on the

following analysis.

A B C D E F G
1 mem inacc qAl| r match r mismem @r match rinc yes
2 not r inc yes
3 no ©r match r mismem no
4 no r mismem | no
5 not r mismem | ©@r match rinc yes
6 not rinc yes
7 no @r match r mismem no
8 no r mismem | no
9 no r match | rinc ®r match rinc yes
10 rnoinc yes
1 no @r match r mismem no
12 no r mismem | no
13 rnot inc @r match rinc yes
14 £ no inc yes
15 no @r match r mismem no
16 no r mismem | no
17 accQal | rmatch @r match yes
18 no ®&r match no
19 no r match ®r match yes
20 no ®r match no
21 mismem no
22 inc @r match rinc yes
23 not r inc yes
24 no ®r match no

Table A.5: a partition on q.Qk v Qei.Qk based on execution of Path 1 in the commutative diagram

Proof (Theorem 5.5 n—join keys): We wish to show that @ 5.5 is the same regardless
of which path is taken in the commutative diagram of Figure 5.1 (with n-join substituted

for cartesian product). We need to show formally that ®@spl,5x = ®sp2Sk. The
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partitions in Tables A.4 and A.5 represent partitions on the inputs (and outputs) of
paths 2 and 1 respectively. We will show the equivalence ®spl.Sx = ®sp2.5y by
showing that ®sp1.Sx = ®sp2.Sy and that ®sp2.S5k = ®spl.Sk. In general, two sets
which are a subset of one another, are also equal.

We note from Table A.5 that tuples corresponding to items 1, 2, 5, 6, 9, 10, 13, 14, 18, 19,
22, and 23 result in @spl. As seen in Table A .4 for path 2, keys under items 1, 2, 3,5,7,
8,10, and 12 result in @sp2. The two tables below show the subset relationships
between items (i.e., keys) specified in paths 1 and 2. For example, the first row shows
that item 1 in Table A.5 representing path 1 is subsumed by (i.e., is a subset of) item 7 in

Table A.4 representing Table 2.

Item from Table Itemn from Table

A5 (Path 1) A4 (path 2) which
subsumes it
1 7
2 7
5 7
6 7
9 10
10 10
13 10
14 10
17 2
19 5
22 12
23 12

Item from Table Item from Table

A.4 (Path 2) A.5 (path 1) which
subsumes it

1 17
2 17
3 17
5 19
7 1

8 1

10 13
12 22
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Proof (Theorem 5.6 n—join attributes): Let @sp1 and @sp2 be the two ®s tables - as
derived by path 1 and path 2 respectively in Figure 5.1. We have already shown that
®sp1K = @sppk. If we can show that the attribute values in ®sp1 and @spo are equal,
then it is proven that EPCy, is error preserving.

We again distinguish the two legs within each path. For path 1 (path 2), call the first leg
1'(2’) and the second leg 1 (2”), respectively. So, in Figure 5.1, @q and @r are the result
of leg 1', s and s, are the result of 2, ®sp1 s the result of leg 17, and @sp2 is the result of
leg 27.

We need only to analyze partition elements from table A.4 for which the value on Qx
results in @s. We will use the following terminology. Let the image (®) of a tuple q1 «
q on a table r having tuple r; where q1.Qa1 = r1.Rk be a tuple sy on S such that 51.Q = q1
and s1.R = r1. So the image of the tuple q1 = <John, Doctor> on a table r = {<Carpenter,
Tradesperson>, <Doctor, Professional>} is the joined tuple that matches on Doctor, i.e.,
<John, Doctor, Professional>. We write ® (q1, 1) = s1. In general, 5.5y subset-of q.Qx,
i.e., no keys can be added in deriving s from q and r. Therefore, given a tuple s1 €
@s.5qk, there exists a tuple q1 € (qm U qgj) such that q1.Qk = $1.5k.

The objects identified as resulting in @s correspond to items 1, 2, 3, 5, 7, 8, 10, and 12.
For each item, we will show that the attribute values on ®sp1.Ra are the same as those
on @sps.Ra. As in the previous proof, we ignore atributes on Q as their propagation
behavior is trivial and would unnecessarily complicate the calculus. This is the
canonical case in which Q.Qa contains only Q.Qz1. In all cases, path 1 yields ®sy =
D(®qq, Dr). The task will be then to show that the same value results in @sy. In all
cases, by path 2, ®s1 = ®(®(qq, 1), Se)-

Item 1: Since, for item 1, se has no error tuple for Sy = q1.Qx (see column G), then
®(@(q1, 1), se) = P(qq, 1). Since q1 and ry are accurate for this case, D(qy, 1) = P(Bq1,
@r).
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Item 2: Since, for item 2, s, has no error tuple such that Sy = q1.Qy, then B(D(qa, 1), se)
= ®(qy, ). Also in this case, ®(q1, r) = D(qq, ®r) by the fact of the acc in column F.
Since g1 is accurate for this case, then q1 = ®q1 so P(qy, @r) = D(@q, @r).

Item 3: In item 3, sy has an error tuple such that Sy = q1.Qk. It contains accuracy
corrections in ri.Ra relative to r1.Rg - and since q1 is accurate, the same corrections
apply relative to the object in q1.Qy, so that S(D(qi, 1), se) = D (q1, ®r). Since q1 is
accurate for this case, then q1 = ®q; so (g, ®r) = D(Dq1, @r).

Item 5: Since qq is accurate for this case, then q1 = @q1 s0 &(D(qy, 1), se) = B(P(@qy, 1),
se). Foranitem 5 tuple in q, there exists an rq € re; and Sei has an error tuple s such that
$2.5k = q1.Qk and sp.Ra = r1.Ra. ri.Ra by definition contains accurate attributes for the
object r1.Ry, and in this case, because q1-Qa1 is accurate, these are also the attributes for
q1.Qa1 on Ra. Thus, &(@(@qy, 1), se) = P(Bqy, @r). ©

Item 7: Since, for item 7, the inaccuracy tuple placed in se, affects only Qa3 and D(q1, 1)
is accurate by definition on Ra, then &(®D(qy, r), se) = &(D@(qy, @r), se). As only q1.Qa1 is
corrected by seqa.Qa1, then ®(D(qy, ®r), se) = O(@qq, @r). ¢

Item 8: In item 8, the inaccuracy tuple placed in se, affects both Qa1 and Ra. D(qy, 1) is
inaccurate by definition on both Q,1 and Ra, but is corrected for both by the tuple in sea.
So @(P(q1, 1), se) = A(D@qy, 1), se) = D@q1, Sr), se). As only q1.Qa1 is corrected by
Sea-Qa1, then ®(D(q1, @r), s) = D(@qq, @r). ©

Item 10: In item 10, an inaccuracy in q1.Qa1 causes failure to match, resulting in an
incomplete. ®(qy, r) is inaccurate by definition on Qa1 and fails to match as a result so
that an error tuple is placed in se;. This tuple is defined on kay value q1.Qa1 with
attribute values from ®q; and @®ry, so by definition ®(D(q1, 1), se) = Ra, but is corrected
for both by the tuple in sea. So ®(P(qy, 1), se) = A(D(@qy, 1), se) = D®qy, ®r), se). As
only q1.Qa1 is corrected by se¢,.Qa1, then by definition &(®(qy, ®r), se) = O(@q, @r). ©
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Item 12: In item 12, an incompleteness in q (q1 € Qei - column 12) causes failure to
match, resulting in an element of se; containing values from q1 and =r. So by definition
®(D(q1, 1), se) = Ra, but is corrected for both by the tuple in sea. So &(MD(qy, 1), se) =
(D(@®qy, 1), se) = P(Bq1, @), se). As only q1.Qa1 is corrected by sea.Qa1, then again by
definition ®(P(qy, @r), se) = D(Bqy, 1), ©

Proof (Theorem 5.7 project case 1 keys): As in the selection proof, we define a
partition on the universe of key values in r.Rg U re;.Rk. Let the partition consist

of elements: 1¢.Ry, rea Ry, rei-Rk, and rem.Ry, and call these four sets A, B, C, and
D.

Consider path 1. After leg 1' ®r.Rx = r.Rk + reiRk - Tem.Rk = re.R + rea Rk +
rei.-Rk =A + B + C. By the definition of a projection over a key, the key values

remain so that @sp1.5y = @r.R by path 1. Consider path 2. The result 2 of leg 2'

has 5.5k = r.Rk = A + B + D. In the result, s¢;.Sk = roj.Rk and and sem.Sk = rem.Ri
by calculus formulas 7a and 7c respectively. So in leg 2", sei.Sk is added and

sem.Sk is taken away, so that @sp2.S5x =(A + B+ D)+ C-D=A + B+ Cas in path

1. ¢

Proof (Theorem 5.8 project case 1 attributes): In the proof of Theorem 5.7, we
identified the key values in @s as those in (re.Ry U rea. Rk U rei.Rk). We consider

each of these three partition elements separately.
re.Ri
Consider path 1. Let rl be any tuple in rc. By definition, there is no tuple in re.k having key
value r1.Rk so after leg 1', ®r contains the tuple 12 = rl. The projection of leg 1" keeps a subset S
of the attributes in R, yielding in ®sp1 a tuple r3 = r2.5 = r1.S. Consider path 2. In leg 2', the
standard projection defines s and the calculus computes se. Let s1 be the tuple in s with value
sl =1l.S. As seen from the 7a-c calculus, no tuple results in se having key value rl.Rk, so the
table correction to s yields the tuple s2 in @sp2 such that s2 = r1.5. Thus both ®spl and ®sp2
have, for key value, the key value r1.Rk.
I'ea.Rk
Consider path 1. Let r2 be any tuple in rea. By definition, there is a corrseponding tuple rlint
such that r1.Rk = r2.Rk. After leg 1', ®r contains a tuple r2 = ®(r1, rel). The projection of leg 1"
keeps a subset S of the attribtues in R, yielding a tuple = r2.5 in ®spl. Consider path 2. In leg
2', let s1 be the tuple in s with value s1 = r1.5. As seen from the 7b calculus, there will exist a
tuple s2 = r2.5 in sea (whenever there are inaccruacies in the attributes of S), so the table
correction of s yields a tuple s2 in ®sp2 such that s2 = ®(s1, sel). Since sel.S =rel.Sand rl.Rk=
s1.5k, then in @spl and ®sp2, the key value r1.Rk has the same tuple value ®(sl, sel) = ®(rl,
rel).S.
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Tei-Rg

Consider path 1. Let rl be any tuple in rei. By definition, r1 is the correct tuple for the key
value r1.Rk. After leg 1', ®r contains the tuple 12 = r1. The projection of leg 1" keeps a subset S
of the attribtues in R, yielding a tuple = r2.5 in @sp1. Consider path 2. In leg 2, there will be no
tuple in s having key value rel.Rk since it was missing from r. As seen from the 7a calculus,
there will exist a tuple s1 = r1.S in sei. So the table correction of s in leg 2" yields a tuple = s1 in

®sp2. Therefore, for key value r1.Rk, the attribute values in both @spl and ®@sp2 have values =
rl.S.

Table A.6: for proof of attribute equivalence on Projection case 1

Proof (Theorem 5.9 project case 2 keys):

This proof strategy is identical to that for Theorem 5.7. The partition table is below.

s1.5 € |s1.S e (rlS,|sl.S e (rlS, | ins in error infin by
re.S Irle r,Ir2e|3rl e 1, 33¢ ®s [s - calc|path1?
rea, r1.Rk = rem, rl.Rk = formula
12.Rk} r3.Rk} ident. it
3 4 5 6 9 10 11
3t, 4t,|if 3t
or 5t)orét
-> t -> t
rc rea rem inrei | @r,,.
S in
r.5
1T T T T t t - y
2 U t t |- y
3 9] T t t - y
4 U t t |- y
5 U T T t t - y
6 U t t |- y
7 U T t t - y
8 U t t - y
9 |U T T T t t - y
10 U t T |- y
11 U |mism. |n
12 8] T t t |- y
13 U t T |- y
14 U |mism. [n
15 U T T t t - y
16 U t T - y
17 U |[mism. |n
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Table A.7: Proof of key equivalence in Projection case 2
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What is claimed is:
1. Asystem for performing data processing on a structured
data set, comprising

a query mechanism for providing logical operations for
selectively processing said structured data set to gen-
erate a query result signal,

a memory device having storage for an error model, said
error model comprising error model data representative
of error in said structured data set and probability data
representative of a probability distribution of said error
in said structured data set, and

a propagation monitor for detecting propagation of said
error from said structured data set to said query result
signal and for generating in response thereto an error
measure signal representative of error in said query
result signal.

2. A system according to claim 1 wherein said propagation

monitor includes

a query interface, coupled to said query mechanism, for

monitoring said logical operations, and

a memory interface, coupled to said memory device, for

accessing said error model data and wherein said
propagation monitor processes said error model data as
a function of said logical operations to generate said
error measure signal.

3. A system according to claim 1 further comprising

an instruction parser responsive to said logical operations,

for generating a set of query instructions for processing
said error model and said structured data set to generate
said error measure signal.

4. A system according to claim 1 further comprising

a table generator for providing said error measure signal

as a table having storage for error tuples each being
representative of an error in associated tuples of said
query result signal.

5. A system according to claim 1 wherein said structured
data set includes classification data and attribute data, and
wherein said system further comprises

means for generating said error measure as a set of tables

that store classification errors and attribute errors of
said query result signal.

6. A system according to claim 1 wherein said propagation
monitor comprises

an attribute monitor for detecting propagation of an

attribute inaccuracy from said error model to said query
result signal.

7. Asystem according to claim 1 wherein said propagation
monitor comprises

a class mismember monitor for monitoring propagation of

a class mismember error to said query result signal.

8. Asystem according to claim 1 wherein said propagation
monitor comprises

a class incompletion monitor, for monitoring propagation

of a class incompleteness error to said query result
signal.

9. Asystem according to claim 1 wherein said error model
comprises storage for possibility data representative of a
non-zero probability of error in said structured data set.

10. A system according to claim 1 further comprising

an iteration processor for iteratively processing said error

model, as a function of said probability data, to gen-
erate a plurality of error measure signals representative
of a probability distribution of error in said query result
signal.

11. A system according to claim 1 further comprising:
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a functional processor for selecting, responsive to said
probability data, a closed-form statistical function for
processing said probability data.

12. A system according to claim 1 farther comprising:

a data characteristic processor for generating portions of
said probability data as a function of a predetermined
characteristic of a data element in said structured data
set.

13. A system according to claim 5 further comprising:

means for modifying portions of said error model data as
a function of an interpretation map.

14. A method for measuring error in a query result signal

generated from a structured data set, comprising the steps of

providing an error model representative of error in said

structured data set and probability data representative

of a probability distribution for said error in said
structured data set,

identifying an instruction signal representative of logical
operations for processing said structured data set to
generate said query result signal, and

processing said structured data set and error model as a
function of said instruction signal to generate an error
measure representative of error in said query result
signal.

15. A method according to claim 14 wherein said step of

providing said error model includes the steps of

providing a reference data set having reference data for
comparison, and

comparing said reference data set with said structured
data set to determine differences therebetween.

16. A method according to claim 14 wherein said step of

providing said error model includes the step of

organizing said error model as a data table having class
level and attribute level characteristics and having a
plurality of tuples each corresponding to a set of tuples
within said structured data set.

17. A method according to claim 16 wherein said step of

providing said error model includes the further step of
providing a plurality of said data tables to store class-level
and attribute level error data.

18. A method according to claim 14 wherein said step of

providing said error model includes the further step of
providing tuple level error measures.

19. A method according to claim 16 wherein said step of

providing probability data comprises the further steps of
identifying a portion of said data table having a selected
characteristic, and

providing conditional probability data for said identified
portion.

20. A method according to claim 14 including the further

steps of

processing said probability data to generate a plurality of
error state tables, each being representative of a set of
possible errors in said structured data set, and

processing said error state tables to generate a plurality of
error measures, each being representative of possible
errors within said query result signal.

21. A method according to claim 14 including the further

step of

processing said probability data as a function of said
instruction signal to generate an error measure repre-
sentative of a probability distribution for error in said
query result signal.

22. A system according to claim 1 wherein said error

model is defined as a mathematical difference between a
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given state of said structured data set and a true world state
of said structured data set.

23. A system according to claim 1, wherein said error
model is defined as a correction mapping from a given state
of said structured data set to a true world state of said
structured data set.

24. A system according to claim 1 wherein

said logical operations select at least one input table from
said structured data set, said at least one input table
comprising input columns and input rows, said input
columns comprising at least one input key column
identifying input functional dependencies among said
input columns, and

said query result signal comprises at least one output table
comprising an output structure comprising output
columns, output rows, and output functional
dependencies, said output structure being determined
by said logical operations and by said input functional
dependencies.

25. A system according to claim 24, wherein

said output columns comprise at least one output key
column for identifying said output functional depen-
dencies among said output columns, wherein said out-
put key column is different from said at least one input
key column.

26. A system according to claim 25 wherein

said at least one input table comprises an input row
number representing the number of said input rows in
said at least one input table,

said at least one output table comprises an output row
number representing the number of said output rows in
said at least one output table, and
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said output structure determines said output row number,
wherein said output row number is less than said input
row number responsive to removal of a portion of said
input key column.
27. A method according to claim 14 further comprising
the steps of
selecting at least one input table from said structured data
set, said at least one input table comprising input
columns and input rows,
identifying input functional dependencies among said
input columns using at least one input key column, and
determining an output structure for at least one output
table comprising output columns, output rows, and
output functional dependencies, using said logical
operations and said input functional dependencies.
28. A method according to claim 27 further comprising
the step of
identifying output functional dependencies among said
output columns using at least one output key column,
wherein said output key column is different from said
input key column.
29. A method according to claim 27 further comprising
the steps of
determining in input row number representing the number
of said input rows in said at least one input table, and
determining by said output structure an output row num-
ber representing the number of said output rows in said
at least one output table, wherein said output row
number is less than said input row number responsive
to removal of a portion of said input key column.
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