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SYSTEMS AND METHODS FOR DATA 
QUALITY MANAGEMENT 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH 

This invention was made with government Support under 
contract Number F30602-93-C-0160 awarded by the Air 
Force. The government has certain rights in the invention. 

FIELD OF THE INVENTION 

The invention relates to Systems and methods for pro 
cessing Structured data Sets, and more particularly, to SyS 
tems and methods that determine a measure of the error that 
exists within the results that are returned by operations on 
Structured data Sets. 

BACKGROUND OF THE INVENTION 

Today, database Systems take data and information and 
organize the data and information into logical groupS and 
categories that present the data as a logically Structured table 
of information. Query mechanisms allow a user to examine 
and analyze these tables and to extract information both 
implicitly and explicitly Stored therein. One common 
example of a query mechanism is a Search engine that 
employs the Structured query language that allows a data 
base user to develop complex logical processing operations 
that Sort through and process the data within the Structured 
data Set and provide a Search result that eXtracts information 
explicitly and implicitly held within the Structured data Set. 

Although these query Systems work well to manipulate 
logically the Structured data Set and thereby produce Search 
results, the accuracy of these Search results is often ques 
tionable. Inaccuracies in Search results arise from data errors 
existing within the Structured data Sets. These errors come 
from a multitude of Sources including aging of the database, 
transcription errors, as well as from inaccurate data values 
being collected as valid input to the Structured data Set. All 
these errors within the Structured data Set result in an 
unknown Source of error that undermines the integrity of any 
query result generated from that Structured data Set. 

Accordingly, it is an object of the invention to provide 
Systems and methods for providing a measure of the error 
within query results generated from the processing of a 
Structured data Set. 

It is a further object of the invention to provide systems 
and methods for testing the integrity of a structured data Set 
and for enumerating how input errors affect output errors. 

It is still a further object of the invention to provide 
database administrators with Systems that allow for measur 
ing the utility of a database of information and for perform 
ing Sensitivity analysis to relate input errors to output errors 
when no measure of input error is available. 

Other objects of the invention will, in part, be obvious, 
and, in part, be disclosed within the following description of 
the invention. 

SUMMARY OF THE INVENTION 

The invention provides systems and methods that model 
and measure the propagation of error in information SyS 
tems. The System provides a means to measure the error in 
a database, and to model the propagation of that error 
through queries applied to that database. In particular, the 
invention provides data management Systems that provide 
an error measure that represents the accuracy, or inaccuracy, 
of a query result achieved from processing a structured data 
Set. 
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2 
In one embodiment, the invention provides Systems that 

have a model of the error which exists within a structured 
data Set. The Structured data Set may be encoded as database 
tables, with the error model also encoded as a database table 
wherein each entry of the error model corresponds to 
respective entries within the Structured data Set. The error 
model can include three Separate tables. A first table 
describes each inaccurate or missing attribute value within 
the Structured data Set. A Second table describes incomplete 
neSS in the class represented by the Structured data Set, and 
a third table identifies each member of the structured data set 
that is misclassified within that structured data set. These 
three tables provide an integrated class level and attribute 
level model of the error that exists within each table of the 
Structured data Set. 
The System includes an interface that couples to a query 

mechanism employed for processing the Structured data Set. 
The System monitors the query instructions being employed 
to process the Structured data Set. AS each logical operation 
of the query instruction can cause a portion of the errors 
within the Structured data Set to propagate through to the 
query result, the interface includes a processor that generates 
for the logical operations of the query instructions, a Second 
Set of logical operations which process the error model and 
the structured data set to determine how errors within the 
Structured data Set will propagate through to the output of the 
database query. Thus the error measure on the query input is 
transformed to an error measure on the query output. Those 
errors which propagate through will be processed by the 
invention to create an error measure that is representative of 
the error in the query results. The terms error model and 
error measure will be used interchangeably. 
More particularly, in one aspect the invention can be 

understood as a System for performing data processing on 
the Structured data Set, which includes a query mechanism 
for providing logical instructions for Selectively processing 
the Structured data Set to generate a query result signal, a 
memory device that has Storage for error model data which 
is representative of error that exists within the Structured 
data Set as query input, and a propagation monitor that 
detects and models the propagation of the error from the 
Structured data Set as query input into the query result Signal 
and further for generating in response thereto an error 
measure Signal which is representative of error in query 
result Signal. 
The propagation monitor can, in one embodiment, include 

a query interface that couples to the query mechanism for 
monitoring the logical instructions, and can further include 
a memory interface that couples to the memory device for 
accessing the error model data. In this embodiment the 
propagation monitor processes the input error model data as 
a function of the query instruction signals in order to 
generate the query result error measure Signal. In one 
particular embodiment, the System includes an instruction 
parser which is responsive to the instruction signals for 
generating a set of query instructions for processing the error 
model data and the Structured data Set to generate the error 
measure Signal. 
The Systems of the invention can include table generators 

that provide the error measure Signal in a table format having 
Storage for error tuples wherein each error tuple is repre 
Sentative of an error in an associated tuple or table of the 
query result. Commonly, Structured data Sets are organized 
with a classification and attribute level Structure. Systems 
according to the invention for operating on Structured data 
Sets that include classification and attribute organization can 
further include a processor for generating the error measure 
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as a set of tables that Store classification level errors and 
attribute level errors of the query result Signal. In these 
Systems, the query mechanism is operating on a structured 
data Set which allows organization into classes and 
attributes. Accordingly, the query results which are gener 
ated from processing Such a structured Set of data are 
typically also organized as a structured data Set that includes 
class and attribute level organization. In one embodiment of 
the invention, the Systems include an element for generating 
the error measure as a set of tables which have entries which 
correspond to the tables which form the query result Signal, 
or which form a portion of the query result signals. In this 
way the errors information is also organized according to 
class and attribute level errors. 

In one embodiment, the System can also include a com 
ponent for modifying portions of the error data as a function 
of an interpretation map. 

Systems according to the invention identify or employ a 
Set of error States that define the universe of errors and error 
combinations which can occur within a structured data Set. 
In one embodiment, Systems according to the invention 
measure three error types to define the error that exists 
within a structured data Set. The System employs this Set of 
error types to define the error within the Structured data Set 
that is being processed, and within the Structured data Set 
that is generated as the query results. Systems according to 
the invention monitor the propagation of each of these 
errors. Accordingly, the Systems can include an attribute 
monitor for detecting the propagation of an attribute 
inaccuracy, or propagation of a missing attribute, from the 
input dataset to the query result Signal. Similarly, Systems 
according to the invention can include a class mismember 
monitor for monitoring the propagation of a class mismem 
ber error from the input data Set to the query result Signal. 
Similarly, a System according to the invention can include a 
class incompleteneSS monitor that monitors the propagation 
of a class incompleteness error from the input data Set to the 
query result Signal. 

In one embodiment, the invention includes a memory 
device that Stores error model data representative of a 
probability distribution of error within the structured data 
Set. Alternatively, or in combination therewith, the memory 
device can Store error model data that is representative of 
possibility or interval data, in that it provides for the 
representation of a non-Zero probability of error within the 
Structured data Set. 

In these embodiments, the Systems can include an itera 
tion processor for iteratively processing the logical error 
model data as a function of the probability data to generate 
a plurality of error measure Signals representative of a 
probability distribution of error within the query result 
Signal. 

In alternative embodiments, Systems according to the 
invention can include functional processors for Selecting, in 
response to the probability data, a closed form Statistical 
function for processing the probability data. 

Systems of the invention can further include a data 
characteristic processor for generating portions of the prob 
ability data as a function of a predetermined characteristic of 
an element of the Structured data Set. 

In another aspect, the invention can be understood as 
methods for measuring error in a query result generated 
from a structured data Set. These methods comprise the Steps 
of providing an error model which is representative of error 
within the Structured data Set, identifying an instruction 
Signal representative of an operation for processing the 
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4 
Structured data Set to generate the query result Signal, and 
processing the Structured data Set and the error model as a 
function of the instruction Signal to generate an error mea 
Sure representative of error within the query result. 

In this aspect, the Step of providing an error model can 
include the Steps of providing a reference data Set, and 
comparing the reference data Set with the Structured data Set 
to determine differences therebetween. The methods can 
also include the Step of organizing the error model as a data 
table having class level and attribute level characteristics 
and having a plurality of error tuples each corresponding to 
a tuple or table within the structured data set or within the 
query result dataset. Accordingly, the invention can provide 
an error model that provides tuple level error measures, as 
well as column level, row level, and class level error 
measures. The data within the error model can be provided 
as deterministic, i.e. numerical error data, as well as proba 
bilistic or possibilistic data. 

In further embodiments, processes according to the inven 
tion can include the Steps of identifying a portion of the data 
table as corresponding to a Selected characteristic, e.g., those 
portions of the data that are associated with female alumni. 
In this embodiment, the System can provide conditional 
probability data for this identified portion, wherein certain 
probability data is known to be different for certain portions 
of the input data. 
The invention will now be described with reference to 

certain illustrated embodiments, which are provided to illus 
trate and describe the invention set forth herein, and which 
are not to be understood as limiting the invention to the 
depicted embodiments. 

BRIEF DESCRIPTION OF THE ILLUSTRATED 
EMBODIMENTS 

FIG. 1 illustrates one embodiment of a System according 
to the invention for providing a measure of error within the 
result of a data Set query; 

FIG. 2 illustrates one Structured data Set for processing by 
the system depicted in FIG. 1; 

FIG. 3 illustrates a description of errors within the struc 
tured data set depicted in FIG. 2; 

FIG. 4 illustrates the error conceptualization leading to 
the formulation depicted in FIG. 3; 

FIG. 5 illustrates in functional block diagram form an 
embodiment of the invention for processing probabilistic 
error models; 

FIG. 6 illustrates a further alternative embodiment of the 
invention; and 

FIG. 7 is a diagrammatic view of the relationship between 
data, true value for data, and error. 

DETAILED DESCRIPTION OF THE 
INVENTION 

FIG. 1 illustrates one embodiment of a System according 
to the invention for providing a deterministic measure of 
error within the query results generated by processing of a 
structured data set. FIG. 1 illustrates a system 10 that 
includes a data processor 12, a query mechanism 14, a query 
result table 16, a database memory device 18, and an error 
measurement System 20 that includes an error propagation 
monitor 22, a memory device 24 for Storing error model 
data, and a set of error measure tables 28a–28c. 
The illustrated embodiment of FIG. 1 is a database system 

that employs a query mechanism 14, Such as the Software 
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query language mechanism (SQL), to perform logical opera 
tions on the Structured data Set Stored within the database 
memory device 18. This example of employing the error 
measurement System 20 according to the invention for 
measuring the error that can occur within query results 
generated by processing a database 18 is provided for 
illustrative purposes, and the invention itself is not to be 
limited to Such database Systems, but for employment as an 
error measurement System for any System Suitable for pro 
cessing a structured data Set. 
AS figuratively illustrated in FIG. 1, the depicted error 

measurement System 20 is a device that sits on top of and is 
Separate from the database System that is providing the 
query results. To this end, the error measurement System 20 
interfaces at two points with the database System, at a first 
point to interface to the query mechanism, and at a Second 
point to interface with the database memory device 18 that 
Stores the Structured data Set. Accordingly, the error mea 
surement system 20 depicted in FIG. 1 has the advantage of 
being employable with a conventional database query SyS 
tem and avoids modifications to the database or the data in 
database memory device 18. 

In FIG. 1, the database query system to which the error 
measurement System 20 interfaces is depicted by the ele 
ments 12, 14, 16, and 18. To that end, the data processor 12 
depicted in FIG. 1 can be a conventional data processing 
System Suitable for operating a query mechanism, Such as 
the query mechanism 14. The query mechanism 14 can be 
any query mechanism Suitable for performing logical opera 
tions on the Structured data Set Stored in the memory device 
18. 

For example, the query mechanism 14 can be a Software 
database query mechanism, Such as an SQL compliant 
database processor and Search engine, Such as the Oracle 
SQL query System. The query mechanism generates, typi 
cally in response to user inputs, a set of logical operations 
that process the Structured dataset. The logical operations 
can be Sorting operations, counting, joining or any other 
Such operation. The output of the processing operation is the 
query result. Typically, it is this query result that the database 
user takes as the answer to the query entered into the System 
and employed by the query mechanism 14 to generate the Set 
of logical operations. The illustrated database memory 18 
that Stores the database information as a structured data Set 
can be any memory device including a hard-disk, tapedrive, 
or remote database, Suitable for Storing computer readable 
information in a format that facilitates processing by the 
query mechanism 14. The query result and its appended 
error measure can Serve again as input to the database query 
mechanism and the error propagation monitor. 

FIG. 2 illustrates an example of a structured data Set that 
can be stored within the memory device 18 for processing by 
the query mechanism 14. This example refers to the hypo 
thetical alumni(ae) or a university. The structured data set 30 
illustrated in FIG. 2 is comprised of Six Separate records, 
each being one tuple of the structured data set 30. The 
structured data set 30 depicted in FIG. 2 is an organized 
aggregation of different data types, including text and 
numerical data. The text and numerical data is organized into 
the Six records depicted. Each tuple of the depicted Struc 
tured data set 30 has seven fields, including a record number 
field, an alumni name field, a home State field, a degree field, 
a major field, a year of graduation field, and a five-year 
donation field. The structured data set 30, and the data and 
logical organization of that table, represent the total infor 
mation known to a database administrator or database user, 
regarding the actual real-world State of the alumni objects. 
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6 
Accordingly, any error in this world representation can affect 
the accuracy of query results generated from processing the 
structured data set 30. 

Data error is defined relative to the true state of the world. 
A logical error measure is defined on a Structured data Set as 
a difference between the true data and the Structured data, as 
depicted in FIG. 7, where the World (W) denotes data that 
correctly represents the true world State. Data (D) is an 
approximation of that true world. Error (E) documents the 
difference or discrepancies between D and W. The difference 
operator 0 maps from <D, We to E. The correction operator 
€D maps from <D, E> to W. 
To measure error within the structured data set 30, sys 

tems according to the invention define Statements that recite 
the errors that can occur within the database data. For 
example, the System can organize error into three categories, 
that as a set are understood to provide a complete represen 
tation of error within a structured data Set. One Such error 
definition is depicted in FIG. 4. The depicted error definition 
integrates class and attribute Statement level errors. This 
error definition provides a more precise, general, and quan 
titative formulation of error than frequently used error 
related terminology including accuracy, completeness, 
integrity, and consistency, which are often vague and poorly 
defined. 

The integrated definition which includes class Statement 
and attribute Statement error measures allows error to apply 
differently to a data Set than to a data value, and allows 
Systems according to the invention to operationalize error 
differently to categorical and numerical data. AS the term 
class is used herein, it will be understood to encompass a 
category in which a particular object either is or is not a 
member. An object is a thing or concept that may be denoted 
by an identifier, for example, a text String, or a number. An 
object can be either classified, e.g. wealthy, or big number, 
or can be assigned an attribute value Such as a specific 
number, or text String. The same Symbol may be an attribute 
in one table and an object in another, while referring to the 
Same concept. Attribute and class concepts are convertible 
during query processing. 

Accordingly, attribute level errors referred to as inaccu 
racies within the structured data set 30 can, as a result of the 
query operation, result in classification level errors within 
query results. Systems according to the invention track the 
propagation of error from the input table, Structured data Set 
30, to the query results, even if a conversion of error type 
occurs within the error propagation path. 
As further depicted in FIG. 4, attribute statement level 

errors are understood as inaccuracies within the recorded 
data wherein the attribute value is wrong relative to the 
denoted object, either because it is incorrect or missing. 
Class Statement level errors include incompleteness errors 
and misclassification errors. An incompleteness error occurs 
when a member of a class which should properly be 
recorded within that class, fails to be accurately recorded as 
a member of the class. Misclassification occurs when a 
defined class incorrectly records an object as a member of 
that class, when the actual characteristics of the real-world 
object fail to qualify the object for membership in the 
defined class. 

With reference again to FIG. 2, examples of errors within 
the structured data set 30 can be described. The table 
depicted in FIG. 2 lists active alumni of a college who have 
made large donations and live in the United States. FIG. 3 
depicts the errors believed to exist in the table of FIG. 2. 
Firstly, record 2 contains an inaccurate attribute value. In 
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particular, Lisa Jordan's donation amount is actually S400, 
000.00. Included in this category is the null attribute value 
(record numbers 1 and 3): these are values which exist but 
are unknown to the database. For example, the true value for 
Mae-Ray's year of graduation is 1991. The true value for 
Tom Jones major is CS. 

Class incompleteneSS occurs within the Structured data Set 
30 as exemplified by the tuple for the alumnus John Junto as 
incomplete, i.e. missing (perhaps the corrupt record number 
6 was to correspond to the Junto data). He is an actual 
alumnus who Satisfies the class definition, but is not listed. 
This is an error within the input Structured data Set. 

Class mismembership is exemplified in record numbers 4 
and 6. For example, John Wales is a mismember-he is no 
longer active. Record number 6 is a mismember, as it 
represents a spurious object-null or corrupt keys are mod 
eled as mismembers. 

In one embodiment, Systems according to the invention 
can create the error model Stored in memory device 24 by 
generating three tables, that describe the errors of the 
structured data set 30 depicted in FIG. 2. These tables are 
depicted in FIG.3 as tables 32, 34, and 36. Table 32 denoted 
r models the alumni mismembers errors that occur within 
the structured data set 30. Table 34 denoted r models the 
alumni inaccuracies that occur within the Structured data Set 
30. Table 36 denotes r models the alumni incompletion 
errors within the structured data set 30. These three tables 
together, termed an error triple, can be understood to provide 
a complete representation of the errors within one table of 
the structured data set 30, wherein this error triple is 
understood to define the structured data set 30's failure to 
record the accurate State of the major U.S. active alumni. 
Accordingly, the error triple is data that models the differ 
ences in the data recorded within the structured data set 30 
and the actual data which represents the real-world State of 
major U.S. active alumni. 

The above description illustrates one System according to 
the invention for providing an error measure on the input 
data on which a query will operate. Systems according to the 
invention include an error propagation processor that 
employ this error measure on the input data, data Set 30, to 
determine an error measure 28 for a query result 16, wherein 
the errors in the query result 16 arise from the propagation 
of the input errors from the input data 30 to the query result 
16. 
To that end, as depicted in FIG. 1, Systems according to 

the invention include an error propagation monitor 22. The 
error propagation monitor can be a Software module that has 
an interface to the query mechanism 14 to monitor the query 
instructions entered by a database user for processing the 
structured data set stored within the database memory 14 or 
On a remote Server. 

The interface can be a Software interface that acts as a 
background process running on the data processing System 
that Supports the query mechanism 14 or on a remote Server. 
The Software interface can generate a file of the instructions 
and pass the file to the error propagation processor 22. 
Alternatively, the interface can be a hardware interface, Such 
as a data cable, that directs queries to both the database 
memory 18 and the error propagation processor 22. It will be 
apparent that any interface Suitable for monitoring the 
instructions can be practiced with the invention. The instruc 
tions can be a set of logical operands, Such as AND, OR, 
NOTEQUALS, GREATER THAN, LESS THAN, or other 
Such logical operations, or additionally, a Set of more 
abstract instructions, such as SELECT, JOIN, OR PROJECT 
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8 
which incorporate within this more abstract instruction a Set 
of primitive logical operations Such as those enumerated 
above. The instructions can also include operations Such as 
COUNT and SUM, that direct the query mechanism 14 to 
aggregate data, either to provide the aggregated data as 
output to the user, or to create new intermediate data for 
further processing by the instruction signals. 

In one embodiment, the error propagation processor 
includes a parser and a compiler that parses out the instruc 
tion signals generated by the query mechanism 14 to gen 
erate a set of error propagation instructions that can process 
the structured data sets of the error model 24 and the data set 
Stored in database memory 18. The error propagation 
instructions query these structured data Sets to analyze the 
propagation of error from the input data to the output data 
and to generate an error measure representative of error 
within the query results provided by query mechanism 14. 
Accordingly, the parser can generate from the query opera 
tions a Set of error propagation operations that process the 
error model 24 and the Structured data Set of database 
memory 18 to develop an error measure 28a, 28b, 28c that 
again can be represented as an error triple that identifies 
error in the query result as three tables that measure 
inaccuracy, class incompleteneSS and class mismembership 
within the query results. 

The following example describes a System for processing 
a database using an SQL compliant query mechanism. The 
parser/compiler of the error propagation processor can be 
written in LEX/YACC, and operates as a software module 
running on a conventional data processor, Such as the data 
processor 12 depicted in FIG. 1. The error propagation 
processor can be a layer of Software that sits above the query 
mechanism 14 to monitor the query mechanism and to 
generate a set of error propagation query instructions. In one 
embodiment of the invention, the query mechanism 14 and 
the error propagation processor 22 operate in parallel, with 
the query mechanism 14 operating on the database 18 in one 
Step to determine the query results, and with the error 
propagation processor 22 operating in a Second independent 
Step to determine an error measure for that query result. This 
allows the system 20 to employ the architecture of the query 
System, including the interface with memory 18 and the data 
processor 12. 
The error propagation processor 22 depicted in FIG. 1 

determines the form and parameters of the query generated 
by query mechanism 14 and compiles the appropriate error 
propagation calculus Sub-expressions as a Set of SQL 
expressions that can query the error model data in memory 
24 and the structured data sets stored in memory device 18. 
After Submitting this SQL query against the error model data 
24 and the structured data set stored in memory device 18, 
an output error triple, such as that shown in FIG.3 is 
produced. These can represent the computed corrections to 
the query result tables 16 generated by query mechanism 14 
that will correct the errors in query result table 16. 

In one practice, a database user operates the data proces 
Sor 12 by manipulating an interface that is written in 
HTML/PERL using a CGI script. The database user types a 
valid SQL query into the text area on a web browser Screen. 
Hitting a Send button on that Screen invokes the error 
propagation processor 22 which operates Separate from, and 
induced by, the query mechanism processing 14 to provide 
a nonintrusive System for measuring error. Accordingly, the 
underlying database System does not have to change to 
accommodate the system 20 depicted in FIG. 1. 

In this example, a database of Structured commercial 
financial data shown in Table 1, was intentionally corrupted 
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with known errors to facilitate the provision of an error 
model 24 and a database of flawed information. The errors 
introduced into the financial database are illustrated in 
Tables 2, 3, and 4. Table 2 shows a table of inaccuracies 
within that input database, Table 3 shows the table of 5 
incomplete classes and Table 4 shows the mismembers 
existing within the input database. 

This provides actual error data, in that the errors are 
known and the error corrections necessary can be Stated 

10 
deterministically. Accordingly, the logical error model can 
be built as an error triple that definitely states the error 
within a table of the Structured data Set. In practice Such as 
an error model can be created by comparing data in one 
database against a reference database of the same informa 
tion. The reference database can be a more expensive 
database or a collection of data that has been more carefully 
gathered and updated. 

TABLE 1. 

Sample data from the California Data Co. table 
Connected to: 

ORACLE7 Server Release 7.0.15.4.0-Production 
With the procedural and distributed options 
PL/SQL Release 2.0.17.1.0-Production 

SQL Select from disc where Comp name like A%: 

COMP NAME NUM EMPLOYEES TOTAL ASSETS NET SALES 

AO SMITH CORP 10800 823.099 119387O 
A SCHULMAN INC 1582 4O7865 685112 
ABBOTTLABORATORIES 49659 7688.569 84O7843 
ACXTECHNOLOGIES INC 42OO 653999 64-1852 
ADOLPH COORS CO 62OO 1350944 1946592 
ADVANCED MICRO DEVICES INC 12O60 1929231 164828O 
AG PROCESSING INC 2128 465.796 1218614 
AGWAY INC 7900 1204764 1710577 
AIR PRODUCTS & CHEMICALS INC 14O75 47615OO 33277OO 
ALBERTO CULVER CO. 86OO 593O46 1147990 

TABLE 2 

Inaccuracies in input relation 
SQLs select from disc ea: 

COMP NAME NUM EMPLOYEES TOTAL ASSETS NET SALES 

INTERNATIONAL BUSINESS MACHINES CORP 302196 81113OOO 62716OOO 
101OOOOOO 

FORD MOTOR CO 322213 1989.38OOO 108521OOO 
98.938OOO 

GENERAL ELECTRIC CO 222OOO 251506OOO 59827OOO 
251506731 

GENERAL MOTORS CORP 7108OO 1882O0900 133621900 
711OO 

TABLE 3 

Incompletes from input relation 
SQLs select from disc ei: 

COMP NAME NUM EMPLOYEES TOTAL ASSETS NET SALES 

NORTHERN TELECOM LTD 6O293 948SOOO 81.48OOO 
AMERICAN EXPRESS CO 64493 1O1132OOO 14173OOO 

TABLE 4 

Mismembers in input relation 
SQLs select from disc em: 

COMP NAME NUM EMPLOYEES TOTAL ASSETS NET SALES 

DAMLER BENZ CORP 9.0926E - 10 9.7737E 10 
SEARS ROEBUCK and CO 3590OO 908O78OO 5083,7500 
CITICORP 815OO 216574OOO 32196.OOO 



5,842,202 
11 

Table 5 shows the output from an SQL Plus program (of 
the type sold by the Oracle Company, Redwood Shores, 
Calif.) as it operates on the financial database. The parser 
compiler of the error propagation processor 22 creates an 
asSociated Script resulting in an SQL Plus Script, whose 
execution is shown as the SQL Plus program of Table 5. 

TABLE 5 

Sample of SQL compiler execution-the logical calculus implementation 

1. Connected to: 
2. ORACLE7 Server Release 7.0.15.4.0-Production 
3. SOL>> 
4. SQL> EPC-processing standard select-from-where query: 
5. SOLes 
6. SQL> dropping 3 output error tables: inacc, incompl, mismem. . . . 
7. Table dropped. 
8. Table dropped. 
9. Table dropped. 

10. SQL> The user query was: 
11. select total assets, comp name from disc where 

total assets > 100,000,000; 
12. SQLs table = disc 
13. SQL> key attr = comp name 
14. SQL> attr list = total assets, comp name 
15. SQLs where clause = total assets > 100000000 
16. SOL INACCURACY 
17. SQL> compiling inaccuracy EPC. 
18. SQL result: 
19. SQL CREATE table error table inacc as 
20. SQL>> SELECT total assets, comp name 
21. SOL FROM disc ea 
22. SOLes WHERE 
23. SQL>> (total assets > 100000000) 
24. SQL AND 
25. SQL>> (comp name IN 
26. SQL>> (SELECT comp name 
27. SOLes FROM disc 
28. SQL>> WHERE ( total assets > 100000000) 
29. SQL>> ) 
30. SQL>> ) 
31. SOLes AND 
32. SQL>> (total assets, comp name) NOT IN 
33. SQL>> (SELECT total assets, comp name 
34. SQL>> FROM disc) 
35. SQLss 
36. SQL>> executing EPC to compute output inaccuracy 
37. Table created. 
38. SOL INCOMPLETENESS 
39. SQL> compiling incompleteness EPC 
40. SQL result: 
41. SQL>> CREATE table error table incomp as 
42. SQL>> SELECT total assets comp name 
43. SOLes FROM disc ei 
44. SQL>> WHERE ( total assets >100000000” ) 
45. SQLss UNION 
46. SQL>> SELECT total assets, comp name 
47. SOLes FROM disc ea 
48. SOLes WHERE 
49. SQL>> (total assets > 100000000) 
50. SQL AND 
51. SQL>> comp name NOT IN 
52. SQL>> (SELECT comp name 
53. SOLes FROM disc 
54. SQL>> WHERE ( total assets >100000000) 
55. SQL>> ) 
56. SQLss 
57. SQL> executing EPC to compute output incompleteness 
58. Table created. 
59. SOLe MISMEMBERSHIP 
60. SQL> compiling mismembership EPC 
61. SQL result: 
62. SQL CREATE table error table mismem as 
63. SQL>> SELECT total assets, comp name 
64. SQL FROM disc em. 
65. SQL>> WHERE ( total assets > 100000000” ) 
66. SOL UNION 
67. SQL>> SELECT total assets comp name 
68. SOLes FROM disc 
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TABLE 5-continued 

Sample of SQL compiler execution-the logical calculus implementation 

69. 
70. 
71. 
72. 
73. 
74. 
75. 
76. 
77. 
78. 
79. 
8O. 

SOL-> WHERE 
SQLs> (total assets > 100000000) 
SQL AND 
SQLs> comp name IN 
SQLs> (SELECT comp name 
SQL FROM disc ea 
SQL-> WHERENOT (total assets > 100000000) 
SQLs> ) 
SOL>> 
SOL END OF EPC OUTPUT 
SQLs executing EPC to compute output mismembers 
Table created. 

In this example, the user query is: 
Select total assets comp name, from disc where total 

assetS“10OOOOOOO. 
By this query, the database user wishes to see which 

companies have greater than one hundred billion dollars and 
what is their asset amount. The listing of Table 5 shows the 
output of the script as executed in the SQL Plus environ 
ment. The user query is shown on line 11. The LEX and 
YACC parse and transform input queries into error propa 
gation expressions in lines 16, 38, and 58 of the listing of 
Table 5 respectively. The compiler generates a separate SQL 
expression Set for inaccuracy, incompleteness, and mismem 
bership errors. 

Lines 19-35 provide an example of the error propagation 
instructions generated by the error propagation processor 22. 
The parser generates from the SQL command Select, a Subset 
of instructions that identifies the Set of tuples that are 
inaccurate within the query results generated by the query 
mechanism 14. The Selection operation is a logical formula 
on the data of database memory 18 that will select from that 
data a Subset of the data which meets the criterion of the 
Selection operation. Inaccuracies result in the Selection 
operation due to the existence of an inaccurate tuple in the 
input data structure that will be selected during the SQL 
Selection operation entered by the user. This relationship can 
be represented by the following formula: 

Wherein the expression rer means there exists a tuple in 
r in R. “r.R=r.R.' matches r in R with a tuple r- in R 
on the key columns R. So, r is inaccurate and r2 contains 
attribute value corrections to r. “f(r)” indicates that r was 
selected by f. “f(r)"indicates that r should have been 
Selected, i.e. if the attribute values in the input data r had 
been corrected before applying f, the tuple would still have 
been Selected. This is understood to ensure that the inaccu 
racy in r did not result in an S mismember due to false 
selection of r. This formula is represented by the SQL query 
instructions set forth in lines 19-35 of Table 5. 

Selection incompleteneSS errors arise from two condi 
tions. An incomplete from the input data would have been 
Selected had the tuple been present, and inaccuracy in the 
input data caused the Select condition to fail where it would 
have succeeded otherwise. These criteria are set forth by the 
expressions 3a and 3b below. 

Selection mismemberships in the query results can arise 
from two causes, a mismember of the input data is Selected 
by a Selection operation So that the mismember remains, and 
where an inaccurate tuple is Selected by the Selection opera 
tion only due to its inaccuracy and should not have been 
Selected. This logical formula is Set forth in expressions 2a 
and 2b. Other query operations are described besides 
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SELECT in Appendix A attached hereto, and still others will 
be apparent to those of ordinary skill in the art. Accordingly, 
it will be understood the invention set forth herein which 
measures error propagation is not to be limited to any 
particular Set of operations, nor to any particular Set of error 
definitions. 
The parser of the error propagation of monitor 22 

generates, as Set forth in lines 41 through 56, a set of query 
instructions for processing the error model 24 and the data 
Sets Stored in database memory 18 to generate an error 
measure of the incompleteness within the query results. 
Similarly, the parser at lines 62 through 78 of Table 5 
generate a set of query instructions for determining mis 
memberships within the query results. These three derived 
SQL queries relate to the error propagation formalisms Set 
forth in formulas 1 through 3. When executed against the 
error model 24 and the data in database 18, the error 
propagation processor 22 generates an error measure repre 
sented in FIG. 1 as three output tables 28a, 28b, and 28c. 
Each of these tables corresponds to one portion of an error 
triple, i.e. inaccuracy, mismembership, or incompleteness. 
The contents of these three tables are set forth in Table 6 
below. A short review of Table 6 indicates that the error 
measurement System 20 according to the invention has 
identified those errors that exist within the query result 16 
depicted in FIG. 1. The system is mathematically closed in 
that the output of one error propagation calculus expression 
can Serve as input to another. 

TABLE 6 

Qutput error triple: soutput ea. Output ei, Output eme 

81. 
82. 
83. 
84. 
85. 
86. 
87. 
88. 
89. 
90. 
91. 
92. 
93. 
94. 
95. 
96. 
97. 
98. 
99. 

SQL * * * * * * * * * * * * * * OUTPUT INACCURACIES * * * * * * 
SQLs select * from output ea; 
TOTAL ASSETS COMP NAME 

251506OOO GENERAL ELECTRIC CO 
SQL 8 + 8 + 8 + 8 + 8 + 8 + 8 + 8 + 8 OUTPUT INCOMPLETES B 88 888 
SQLs select * from output ei; 
TOTAL ASSETS COMP NAME 

1O1132OOO AMERICAN EXPRESSCO 
1989.38OOO FORD MOTOR CO 

SQLs select * from output em: 
TOTAL ASSETS COMP NAME 

101OOOOOOINTERNATIONAL BUSINESS MACHINES CORP 
216574OOO CITICORP 
9.0926E - 10 DAMLER BENZ CORP 
SQL Disconnected from ORACLE7 Server Release 7.0.15.4.0- 
Production 

The above description describes a method for measuring 
error within query results and provides a deterministic 
evaluation of the error within those query results. To this 
end, the System depicted in FIG. 1 employs an error model 
24 that contains, as described in the above example, values 
which indicate the actual errors existing in the input data 
Stored in the database memory 18. Accordingly, this logical 
error model represents error as deterministic corrections to 
individual facts. Such a deterministic error model 24 allows 
a database administrator to document or Verify the integrity 
and value of the structured data set stored within the 
database memory 18. For example, the database adminis 
trator can generate a deterministic error model 24 by Select 
ing a portion of the data Stored within the database memory 
18 and manually researching the data therein to identify any 
inaccuracies, incompleteness, or mismemberships. 

For example, a database administrator can be in charge of 
a database that stores records on 35,000 alumni. The data 
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14 
base administrator can Select a representative 500 records 
from that database. The database administrator can review 
and analyze these records to create an error model 24 that is 
representative of a portion of the data records Stored in the 
database memory 18. The database administrator can then 
conduct query Searches of those 500 records to get error 
measures that indicate the accuracy of the query result being 
generated from the database. The error measures generated 
by the error measurement System of the invention provides 
the database administrator with the integrity of the Search 
results being produced on Searches of the full database. If 
error measurements indicate that the Search results are of 
little value, the database administrator can draw the infer 
ence that the database needs to be overhauled. 

Alternatively, if the error measures indicated that query 
results being produced from the database 18 are generally 
accurate, the database administrator can choose to avoid the 
expensive process of updating the database. Similarly, a 
database administrator that is choosing between a number of 
available databases that contain similar information can 
Select the highest quality database, perhaps the most 
expensive, and determine differences between that high 
quality database and other less expensive ones. These dif 
ferences can be employed to generate a deterministic error 
model 24. If error measures produced upon processing leSS 
expensive databases indicates an acceptable level of error 
within the query results, then the database administrator can 
Select to purchase the leSS expensive database. Alternatively, 
if the error measure results indicate that the leSS expensive 
database produces query results highly inaccurate and of 
little value, the database administrator can justify the 
expense of purchasing the more expensive database. 

It is understood, that the System allows a database admin 
istrator to get a measure of how error in an input database 
propagates to query results. The propagation of error is not 
necessarily intuitive. Accordingly, an error model that indi 
cates a high level of inaccuracy in a certain attribute may 
nonetheless fail to translate into any type of Significant error 
for the queries generally performed by the database admin 
istrator. Consequently, the invention provides database 
administrators with Systems and method for comparing, 
maintaining, and Selecting databases. 

In an alternative embodiment of the invention, the System 
employs an error model 24 that represents error within the 
structured data set by probabilistic data. In a probabilistic 
Sense, knowing error fully implies having a probability 
distribution on the error Sample Space So that each error State 
can be individually quantified for likelihood. A probabilistic 
error representation consisting of expressions Such as those 
described below in Table 7, can be one way of defining these 
probability distributions. FIG. 5 depicts one embodiment of 
the invention for use with probabilistic error models. This 
error and error propagation model define a simulation 
mechanism for iterating over the logical error States. 

FIG. 5 depicts the induced probabilistic error measure 
ment System 40 that includes a logical error propagation 
monitor 42, an induced probabilistic error model 44, a 
discrete logical error model memory 46, a discrete logical 
error measure memory 48 having Storage for error measure 
triples 48a, 48b, and 48c, an aggregation controller 50, and 
an induced probabilistic output error measure memory 52. 

In the system 40 depicted in FIG. 5, the probabilistic error 
data stored in the probabilistic error model 44 is employed 
to generate an error measure that defines error within query 
results as a probability distribution. In this embodiment, the 
System 40 generates probabilistic error measures by itera 
tively testing each possible error State of the database 
memory 18 to generate a plurality of error measures, each 
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being representative of one possible output error State for the 
query results. Thus the system 40 can also be termed the 
induced probability error measurement and propagation 
System, as this model results from probabilistic iterations 
over the logical model. 
As further depicted in FIG. 5, the system 40 includes an 

aggregation controller 50 that aggregates the probabilities of 
the individual logical output error measurements to generate 
an output error measure that represents the probability 
distribution of error within the query result separately for 
each type of error and for various Subsets of the query result. 
To this end, the error propagation monitor 42 contains an 
iteration processor that employs the probabilistic data Stored 
in the probabilistic error model 44 to generate randomly one 
discrete logical error measure which is Stored in error model 
memory 46. This discrete logical error measure represents 
one possible logical error model for the data of database 
memory 18. The system 40 processes this single discrete 
logical error measure as described above with reference to 
the system 20 of FIG. 1, to generate an error measure 
representative of an output error that would occur for this 
one discrete logical error measure Stored in error model 
memory 46. This output measure is then stored within the 
error measure memory 48. The iteration processor of error 
propagation monitor 42 then randomly generates, using the 
probability error model 44, another discrete logical error 
measure which can be stored in error model memory 46. 
Again, the error propagation monitor 42 generates an output 
error measure Signal for this possible error measure and 
Stores the output measure within the error measure memory 
48. This iterative process continues until sufficient iterations 
have been performed to generate a Sufficient number of 
logical output error measures to define the probability dis 
tribution of the error within the query result signal. 

In particular, as further illustrated in FIG. 5, each iteration 
of the logical model produces an error triple that can be 
stored within the error measure memory 48. Each error 
measure Stored within error measure memory 48 represents 
one point of the error Space of the logical measure of error 
for the query results signal 16. In the depicted embodiment, 
the error measure memory 48 couples to the aggregation 
controller 50. The aggregation controller 50 can, optionally, 
Sum together the multiple logical executions provided by the 
iterative processor of the propagation monitor 42. In 
particular, the aggregation controller generates an aggregate 
Statistic Over the multiple logical executions performed by 
the error propagation monitor 42. For example, the iterative 
processor can perform one hundred iterations of the Simu 
lation. Random logical error measures are generated accord 
ing to probabilistic error Statements Such as those in Table 7 
and in formulas 1, 2, and 3 below. The output of each 
iteration is a logical output error measure. This output error 
measure is a probability density function of its outputs over 
one hundred iterations and constitutes the induced models 
output distribution for each of the error types. This output 
distribution can be graphically plotted to depict the prob 
ability distribution of the error within the query result signal 
16. The probabilistic output error measure memory 52 can 
Store the aggregated output error data for Subsequentive use 
by the database administrator. 

It will be apparent that other query operations and error 
propagation calculus expressions can be employed with the 
invention without departing from the Scope thereof. 

In a further alternative embodiment of the invention, the 
Systems can employ error model data that is represented as 
probabilistic expressions. For example a Statistical method 
ology can determine that an error term on income for Alumni 
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is some (discretized) normal distribution (call it P(income 
error)). These probabilistic error Statements can be pro 
cessed by Statistical operations to directly determine the 
error probability distribution of the query result signal 16. 
Continuing with the example, if a Selection predicate asks 
for the number of individuals with income greater than Some 
amount, this input normal distribution of error become a 
distribution on inaccuracy, incompleteness, and mismem 
bership by operation of a functional processor that employs 
a Sum of binomial random variables to model the number of 
incompletes and mismembers in the output. Such a func 
tional view of error representation and propagation directly 
determines the probabilistic output error without requiring 
the iterative processes previously described with reference 
to FIG. 5. The Statistical processing operations employed by 
the functional processor for combining probability State 
ments of error are well known in the art of probability and 
Statistics. 
One such system is the functional probabilistic error 

measurement system 60 depicted in FIG. 6. The depicted 
System 60 includes a functional error propagation monitor 
62, a functional probabilistic error model memory 64 having 
probability data Stored therein, a Statistical function library 
68, and functional probabilistic error measure memory 
devices 70a, 70b, and 70c. 

Accordingly, in this embodiment, the error model data 
Stored in memory device 64 can be Stated as closed form 
Statements of probability distributions. For example, an error 
Statement that alumni under-report or over-report their 
income as a function of region (Europe, Texas, etc.) and 
employment category (CEO, manager, etc.), can take the 
form: 

P(Income-error=x Region=y Employment-category=2)(Statement 1) 

Further, mismembers may be represented as: (1) “the 
probability that a randomly chosen tuple in the table is a 
mismember is 0.1", and (2) “the distribution of values in a 
tuple given it is a mismember is P(x)' where XeX is a tuple 
variable on the table's Scheme. These can be stated in the 
form: P (mismember) and P(X=ximismember). Other proba 
bilistic statements of error will be apparent to those of 
ordinary skill in the art, and the use thereof does not depart 
from the Scope of the invention. 

Table 7 illustrates probability statements in an error model 
data set. In Table 7, t is a random tuple in a relation r, €Dt is 
the correction to t necessary to correct any error therein, o 
is a random object in the World which is in fact in rS class, 
X and y are tuple variables on r S Scheme. Then the following 
Statements describe alternative ways of Structuring knowl 
edge about data error for each error type. Member (t) is the 
event that the tuple t is in fact a member of the table's class. 
Mismember (t) is the event that the tuple t is in fact not a 
member of the table's class. Incomplete (o) is the event that 
the object o is in fact a member of the table's class, but is 
not listed in the table. 

error type item functional representation expression 

inaccuracy 1. P (Pt = y member(t) t = x) 
1" P (member(t) t = x) 
O 

2 P (t = y member(t) (Bt = x) 
2 P (member(t) (Dt = x) 

incompleteness 3 P (incomplete(o)lo = x) 

O 
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error type item functional representation expression 

4 P (o = x incomplete(o)) 
4' P(incomplete(o)) 

mismembership 5 P (mismember(t) t = x) 
5 P (t = x) 
O 

6 P (t = x mismember(t)) 
6" P (mismember(t)) 

For encoding knowledge about the error type inaccuracy, 
an error data model can Structure the information based on 
either of the two expressions of item 1 and 1' or on 2 and 2 
above as these are alternative Statements. This can be 
Similarly done for incompleteneSS and mismembership. 
Accordingly, memory 64 can Store an error triple data model 
having three tables of errors each providing tuple level 
representation of error recited as Statements of probability. 
This system 60 can also be termed the functional probabi 
listic error measurement and propagation System. This is 
because it operates directly on probability functions. 

The functional probability representation can also provide 
error models that include conditional descriptions of error. 
To this end, the probability statement of error expressed for 
a tuple in the error model can provide a first Statement of 
error probability that applies under a first condition, and a 
Second Statement of probability of error that applies under a 
Second condition. For example, the probability Statement of 
error for the accuracy of an address field in the input data Set 
may be conditional upon the age of the associated alumni 
member, given that younger people have a tendency to move 
more frequently that older people. Accordingly, the param 
eters of a probability Statement, e.g., the mean of a binomial 
distribution, may be different conditioned upon the age of 
the alumni. Error can may also be conditioned upon evi 
dence of other error contained in the table. The evidence of 
error can be any information which leads to a belief that 
error may exist in a particular Subset of the data which is 
different than the error that exists for the other portions of 
the data. One Such form of evidence includes a recording of 
the processing history of data, including its Source, age, and 
collection method. 
AS with the embodiments described above, the error 

propagation monitor 62 determines errors in the input data 
Set that will propagate through to the query results 70 given 
the input errors and the operations employed in the query. 

For example, mismembers can propagate for a Select 
operation. For example, variable r represents a table that is 
input to a database query, and variable S represents a table 
that is output from that query. The scheme of both is R, with 
r and S are the respective error triples. S can be computed 
by the calculus. Let KCR be the key of R. As an example of 
the probabilistic events, let S be a random tuple drawn from 
the output table S. Let S. KeSK be the event that S.K is 
a mismember of s. Then P(S.K6S.K) is the probability of 
this event. AS discussed above, a conditional distribution 
Such as P(S.KeSKS =x) allows assignment of a higher 
likelihood or degree of error to Some Subsets of the data 
(world) than to others (where X is a tuple variable on R). 
mismembership in the Select result 

P(S, Kes. Kls, = x) = P(S, Ker Kls, = x) (2a) 

+ P(s, Ker K W f(s) A f(CDS)s = x) (2b) 

Expressions 2a and 2b above State that two exclusive events 
among input tuples can result in an S mismember. 2a covers 
the event that S.K was a mismember in r, in which case (by 
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18 
definition of a selection) it is also a mismember in S. 2b 
describes the other way a tuple may be a mismember in 
S-when an inaccuracy in r causes a tuple to be wrongly 
Selected into S. 
The probability of an output mismembership is a function 

of the probabilities of the these two types of input error 
events. The probability that a random output tuple SeS is a 
mismember (given S=x) is the probability that, for the tuple 
Ser, and given f(S), then what is the conditional 
probability-in r-that S is either a mismember of r or S is 
inaccurate resulting in false selection by f. And, because of 
the conditionals, a probabilistic "filtering of error occurs. 
The selectivity off over conditioning variables may lead to 
different proportions of tuples in each error category. 

Inaccuracy error concerns an attribute value vis-a-vis an 
object. AS in mismembership, a conditional interpretation of 
inaccuracy can be adopted. y below is another tuple variable 
on R. 
inaccuracy in the Select result 

P(S, KeS, K W (DS, =ys, = x) = (1a) 

This equation describes the Single event in the input event 
Space that results in an inaccuracy in the output. This is the 
case where an inaccurate tuple S of r satisfies f, and the 
Satisfaction is not spurious, i.e., it would have occurred even 
if the inaccuracy were corrected. 

For incompleteneSS, let o be a random tuple missing from 
€DS where €DS represents the true output. Let t be the 
corresponding inaccurate tuple in r Such that t.K=O.K. Two 
conditions can cause incompleteness: an incomplete from r 
would have been Selected had the tuple been present and an 
inaccuracy in r causes the Select condition to fail where it 
would have succeeded otherwise. P and P. represent prob 
abilities on S and r respectively. 
incompleteness in the Select result 

P(O - Kes KO = x) = P(O - Ker K A f(o)lo = x) (3a) 

+ P(O - Ker K W f(o) A f(t)o = x) (3.b) 

P(O = x) = P(O = x)f(o)) (3.c) 

An error calculus can be provided to detect errors that 
arise from attribute level errors crossing over into class-level 
errors. For example, Major was an attribute column in 
context of Alumni, but will generate an object in the Major 
table due to a projection operation. A propagation calculus 
can account for Such Semantic transformations and convert 
acroSS error measures from one interpretation of data to 
another. Let r and S be input and output respectively for a 
projection: S=II (r). Probabilistic project propagation 
depends on the relationship between the projection list Sand 
the key K of the inputscheme R. If S includes the entire key 
of R, then the key of S and R are the same, and the 
incompleteneSS and mismembership of S and rare the Same. 
If the key is removed, then a new key arises (as in Major 
above) and error is to be computed accordingly. 
Another factor in the projection can be the relationship 

between S and the Set of columns that are conditioning in the 
error representation. If conditioning columns are removed, 
then a new marginal distribution of error is to be computed 
for the remaining columns in order to maintain (the now 
reduced) error information. For example, the formula below 
describes the calculus for projection incompleteneSS when 
the conditioning columns are kept and the key is removed. 

Let R be the key of R. Because S is disjoint from R, 
there is a key change So that S=S. Define o as in 3a-c above. 
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The functional processor can compute incompleteneSS as: 

P(O - Keso k = x) = P(xes) = P(xe€Dr S W x t r S). 

P(xeer S W x i r S.) = (a) 0 for xer S, 

and (b) for x i r , S: P(xer S W xe{CDteDter K) = 

1 - P(x di r S A xe{CDtter K). 

This error propagation calculus expression indicates that 
object O.S. will be incomplete from S if either incomplete 
neSS or inaccuracy in r masked the fact that a member of r 
in fact had S value o.S. 
A probabilistic aggragation calculus can also be deter 

mined. A count operation reflects how many tuples are in a 
given table. In the above described error model, the true 
count can be derived random variable. Let X be the number 
of tuples actually present in a table. Let y be the number of 
incomplete objects, and let Z be the number of mismember 
tuples. Then by Simple observation the true count is equal to 

The data defines X. So as long as the probabilistic error term 
gives a distribution on the number of incompletes (y) and 
mismembers (Z), then the true count is fully (i.e., 
probabilistically) defined. For example, if the alumni DBA 
StateS: 

300 people are incorrectly listed as deceased 
then the query Select name from alumni where Deceased= 
no would result in a table of exactly 300 missing. The DBA 
might have stated instead: the likelihood of any individual 
reporting him or herself as dead is 1 in 1,000 Then, given 
70,000 alive and 30,000 dead tuples, a simple binomial 
model of lying about death can determine the distribution of 
numbers of incompletes in the result. 
A probabilistic calculus for a Sum operation can also be 

determined. Let T be a table having a numeric attribute 
columna, and having in tuples. Let the aggregation be over 
C. Let 

XC1 

i=1,. . . , in 

be the Sum over C., counting blanks as ZeroS. First make 
adjustment to S.C. to address the incompletes. Let P(y) be 
the probability that the number of incomplete objects is y. 
Then, to adjust S.C. for incompleteness in T, the functional 
processor can add Z, where Z is the random Sum of a random 
variable. The random sum is over the random number (IT) 
of incomplete objects. The random variable is the value t. 
a for a missing tuple t. A similar operation corrects for 
mismembers, but the random Sum of random variables is 
Subtracted. Let m be that mismember adjustment, 
Then the true Sum random variable can be expressed as: 

Thus, the probability distribution for the statistic “total 
income of Boston area alumni” can be computed, from 
which various derivative metrics can be computed, Such as 
confidence intervals on this statistic. 

The count and Sum calculi described above for the func 
tional processor, compute the same output distributions as 
the embodiment depicted in FIG. 5. The semantics are a 
clearer from this discussion, however, because they 
acknowledge the conditional Structure of error and the 
formulation of error as random Sums of random variables, 
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20 
allowing for (increasingly) closed-form Solutions. Propagat 
ing Such Sums functionally (e.g., without the Simulations of 
the induced model of FIG. 5) will depend on the particular 
underlying distributions involved. Accordingly, the func 
tional model manipulates conditional probability distribu 
tions explicitly and leads, where possible, to increasingly 
closed form analytic formulas for probability distribution 
propagation. Many uncertainty models embody assumptions 
about the “shape” of uncertainty (e.g., uniformity, 
independence, and normality). These may or may not be 
valid in a given Setting. The current model makes no 
assumptions about distributions, but specifies what prob 
abilities are relevant. 

It will be apparent that other aggregate query expressions, 
Such as average, and union, can be employed with the 
invention without departing from the Scope thereof. 

In operation the propagation monitor 62 monitors the 
instructions generated by query mechanism 14 and parsers 
the queries, as described above, to generate a set of propa 
gation queries to determine how errors from the probabilistic 
error model 64 propagate to the output error measure in 
memory device 70. As described above, the operations of the 
logical instructions for processing the database 18 determine 
how error propagates to the query results. For example, for 
a Select operation, errors that exist within the Structured data 
Set generally, if Selected, propagate right through to the 
output error measure stored in 70. However, when the query 
requests data to be aggregated, either for counting, 
Summing, or averaging, the propagation monitor 62 deter 
mines the type of probability Statement, e.g., normal 
distribution, associated with the appropriate attributes in the 
error model 64 and accesses the Statistical function library 
68 to Select a Statistical function, i.e. a binomial Sum of 
normal random variables, for generating the probability 
Statements to achieve the proper probability Statement for 
the error measure. In this way, the propagation monitor 62 
acts as a functional processor for directly determining prob 
ability Statements of error within the error measure Signal 
stored in the memory devices 70a, 70b, and 70c. 

In the alternative embodiment depicted in FIG. 6, the 
error model can also store possibility data. Possibility data 
is understood to be probabilistic data which is less certain 
than probability data, in that it merely indicates that error 
can exist within the data measurement. However, possibility 
data typically provides no measure as to the likelihood of 
that error. However, in Some embodiments, it is useful for 
database administrator to determine whether or not the 
possibility of error propagates through into his query results. 
The above description illustrates the Systems and methods 

according to the invention that are Suitable for determining 
an error measure Signal representative of the error that 
occurs within a query result generated from processing a 
Structured data Set. The error models shown herein can be 
provided to the Systems of the invention or can be generated 
for use with Such Systems. AS described above, the error 
models can be generated by comparing a reference data Set 
to an existing data Set to determine an error measure, which 
in one embodiment can be represented as the corrections 
which are necessary to make to the Structured data Set to 
bring the Structured data Set into correspondence with the 
reference data Set. 

Additionally, the error models can include probability 
data which can be gathered either through known Statistical 
processes for measuring error within a set of data, or by leSS 
deterministic, and empirical methods, wherein a database 
administrator who has Substantial knowledge of what the 
accuracy of data within the database is interviewed to 
determine rough estimates or Subjective Statement about 
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error within the data. Other techniques, including database 
integrity constraints, can be employed by the invention for 
measuring the error within database and for generating the 
error models Suitable for use with the invention described 
herein. 
The systems and methods of the invention can be 

employed for determining or Stimulating the integrity of an 
existing database as well as for allowing a database admin 
istrator to compare multiple databases for purposes of Select 
ing between the multiple databases. Additionally, Systems of 
the invention can be employed for determining measures of 
error produced by application of an interpretation map to the 
query results of a database System. In this application, an 
interpretation map can be applied to the query results 
provided by a database System for purposes of translating 
the query results received from a first context to a Second 

15 

22 
context. For example, an interpretation map can be provided 
to translate query results achieved from processing a data 
base having pre-tax financial information into query results 
represented in post-tax dollars. AS the interpretation from 
pre-tax to post-tax dollars can be inexact, and create errors 
within the query results, Systems of the invention can be 
employed for modeling the generated error and for deter 
mining the error that gets propagated through to the post-tax 
query results. Other applications that employ these Systems 
and methods of the invention described herein will be 
apparent to those of ordinary skill in the art of database 
Systems and Statistical analyses. 

It will thus be seen that the invention provides systems 
and methods for measuring error within a structured data Set 
and for measuring and modeling the propagation of that 
error through the Structured data Set to a query result. 
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ABSTRACT 

Bad data leads to bad decisions. Non-trivial error levels have been observed, 
however, in a variety of applications including inventory, financial, military 
personnel, and criminal justice. The growth of data sharing networks (e.g., the web) 
and increased computer processing of data (e.g., data mining) suggest the importance 
of data quality management. Error reduction, although desirable, is not always 
necessary or feasible. This thesis concerns the modeling, measurement, and 
propagation of error in information systems. What can we say when two data 
Sources disagree, or when not sure to trust a given source? How do particular forms 
and degrees of input error impact a given analysis? 

A closed set of three error types is defined: attribute value inaccuracy (and 
null values), object mismembership in a class, and class incompleteness. An error 
measure is a probability distribution over event spaces defined by these error types. 
Given a measure of error in query inputs, the error calculus computes and explains 
error in the context of individual query outputs. 

As a theoretical foundation, this work suggests managing data error in 
practice by instituting measurement of persistent data and extending database 
output to include an error term - akin to the confidence interval of a statistical 
estimate. The formal mathematical model is complemented by field experiments in 
error knowledge acquisition (i.e., error measurement), by error representation and 
calculus implementation in Software, and by simulation on university Alumni 
data. 

Thesis Supervisor: Professor Stuart E. Madnick (Chair) 
Title: John Norris Maguire Professor of Information Technology and 

Leaders for Manufacturing Professor of Management Science 
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Chapter 1 
Introduction and Overview 

"The government amasses statistics, they add them, raise them to the nth power, and 
prepare wonderful diagrams. But you must never forget that every one of those figures 
comes in the first instance from the village watchman, who just puts down what he damn 
pleases, " J. Stamp, 1938 as quoted in (23) 

Bad data leads to bad decisions. Non-trivial error levels have been observed, 

however, in a variety of applications including accounts receivable, inventory, 
financial, military personnel, and criminal justice 30, 36, 46). Increases in data 
warehousing, data distribution, data mining, and on-line data analysis suggests that 
error should be properly managed. Two situations in particular call for error 
assessment. The first concerns new users of data who least understand its 

imperfections, for they are subject to confusion and poor decision making due to 
error. The second concerns query environments (e.g., ad-hoc or complex analytics) 
where error in persistent data may be known, but where error propagation is 
complex - so that error in individual query outputs would not be known. 

U.S. government agencies such as the Census Bureau, Internal Revenue 
Service, and Energy Information Agency use econometric methods for modeling 
under-count and other biases in survey results 1, 7, 31, 37. As shown in Table 1.1 
below, statisticians have developed formal and accepted models of error and its 
propagation, while no quantitative error model is defined for the database area. 
Contrasting their data and operations helps to explain why error is dissimilar for the 
two disciplines. 
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Statistics quantitative regression variance models, confidence intervals 
aggregate s non-deterministic = rich models of error and its propagation 

Database object relationships logical, set-based "accuracy, completeness" 
ice-level = deterministic = no accepted model of error or its propagatio etai 

Table 1.1: Views of error across the statistics and database disciplines 

A key difference between database and statistics view of error relates to the 
different data types and operations. A statistician may ask how measurement error 
in a set of attribute values affected a regression result, while this thesis concerns 
how error affects database query result. Regressions and database queries have a 
different semantics. A statistical regression results in a scalar value, whose error 
(uncertainty) is modeled via a variance term or confidence interval. Error in a 
scalar value can be represented by a probability distribution over the real numbers. 
In contrast, the probabilistic error representation of our error model will be a 
probability distribution over a difference between two database tables - one being 
true and the other being the given and possibly errored data set. A regression is a 
single operator whose error propagation behavior has been analyzed I11). A 
propagation model for error propagation through database queries has not been well 
developed. 

Two primary components to error management strategies are error reduction 
and error measurement. Error reduction involves improving data - either through 
clean-up of existing data, or through tighter controls on the data collection process 
so that future data will be cleaner. Error measurement, the focus here, involves 

assessment and documentation of error so that users can be aware of error in data 

they use - and so that administrators can better understand the impact of error. 
Unfortunately, error reduction is often unfeasible or unnecessary. First, it 

presumes the control or resources necessary to improve the data. While not 
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unlikely for locally administered data, it is inconsistent with norms for data sharing 
networks (e.g., the internet) where data are independently managed, of varying 
quality, and often unfamiliar. In general, not all data-generating organizations 

require, or have access to better or error-free data. Second, not all application 
contexts require error-free data. Error reduction is not cost-free and an optimal state 
in data processing will involve some degree of error. 

We focus in this thesis on error measurement and propagation. Three 
primitive types of error will be accounted for: inaccuracy of an attribute value, 
incompleteness of a class, and mismembership in a class, as per the illustration in 
Chapter 4, Figure 4.1. 

1.1 Applicability of This Effort 

We define in this thesis a model and methodology by which knowledge about 
data error may become an available and shared resource - as a value-added 
addendum to data. Such functionality is increasingly important with the growth of 
data sharing networks in which the context of data collection is increasingly 
decoupled from data's context of use. Data sources have varying degrees and kinds 
of error, and data receivers have varying sensitivities to error - across time, over 
queries, and over individual decision contexts (60. 

This objective is relevant where either: 

queries are new or complex, so that the impact of input on output 

error is unclear - thus the error propagation calculus, or where 

there exist users who are less aware than others (e.g., administrators) 
about error present in the data, thus the error representation - 

enabling communication of knowledge about data error. 

10 
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Two factors help to explain why error measurement is a particularly 
important issue in data sharing environments. First, for "local data" (e.g., 
previously applied or locally generated), users already have personal familiarity 
with kinds and levels of error. When data are collected and used within a single 
organization, there is often a common purpose around the data - error levels will be 
acceptable for the intended application. Local users are also more likely to be 
familiar with error that does exist so their behaviors (e.g., decision making) will 
incorporate this - i.e., error will be accounted for. Data are tailored to particular 
application objectives. 

This is useful also within a single application context, when data are 
eventually used for non-traditional purposes (e.g., as input to a new or complex 
query). It may be unobvious even to a local expert how a particular form of error 
propagates through a complex suite of queries with its aggregations and partitions. 
It is when applying new perspectives and through a naive view of the data that 
problems will arise. 

Figure 1.1 below summarizes how the error representation and error 
propagation components of the research relate. 

error 

propagation 
needed 

both needed 

error measurement & 
documentation needed 

o user unfamiliar with 
data and its error 

Figure 1.1 : Applicability of the representation and propagation models 

11 
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On the vertical axis is level of complexity in the query. On the horizontal axis 
is the level of user familiarity with the persistent data and its error. In the lower left 
quadrant, the query is simple, e.g., the null query select from table, and the user is 
familiar with error in the data. There is no need for error measurement or 

propagation here. In the upper left, the user is familiar with error in the data, but 
the query is sufficiently new or complex to make it unclear how input error is affects 
output error. While there may be no need for (additional) error measurement here, 
error propagation would be useful. In the lower right, the query is simple, but the 
user is unfamiliar with error in the first place. There is need only for documenting 
error here (e.g., via measurement), but error propagation is not an issue given the 
query simplicity. In the upper right, both measurement and propagation are 
needed. 

1.2 Examples: Error in Practice 

In the following seven sub-sections we provide examples and experiences 

which illustrate how error arises in practice and how several organizational deal 
with it. These should provide valuable intuitions about how we may want to 
conceptualize, formalize, and measure data error. Each of the scenarios is based on 
the data sets, database systems, and data vendors we have looked at during field 
work. 

1.2.1 Example 1: error logging at Socio-economic Data Co. 

In our research, we have worked with one of the world's largest Socio 
economic historical data providers. Over one hundred employees in this 
organization manage the production and quality of data collected from Several 
hundred upstream sources. Screening incoming data for errors is a standard, 

12 
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though somewhat ad hoc, part of their procedures. Still, of several thousand text 

entries in a data quality log, most are due to error in data, such as "Taiwan GDP is 

wrong". The company sees management of data error as critical to continued 
SCCSS. 

What can be done if an error is suspected? Sometimes a customer suggests a 
replacement datum based on a second data source or on other external "evidence" 
which may enable a datum's substitution. Where data are confirmed as incorrect, 
new data may be substituted. The problem is that such a substitution requires a 
judgment that the substitute data is somehow "better than" the original. Such 
judgments are often beyond the purview of a given data administrator, who may 
not be a domain expert and may need time to further investigate, or who may wish 
ultimately to keep and query over both data - the original data and the customer's 
suggested correction. In this regard, error corresponds to discrepancies among 
SOrCeS. 

In this organization, textual entries in a customer service log are used to 
document experience with suspicious or incorrect data. These text entries, however, 
are informal (e.g., not mathematically processable) and are not quantitative (e.g., do 
not suggest a possible correction term). A representation of data error which is 
linked to the data dictionary and which propagates through query operations would 
be useful in this organization, so that the importance of error could be better known. 
This would allow an understanding - e.g., a quantitative mathematical model - of 
error to be accrued over time, by individual analysts, and without modifying source 
data. 

Using our logical error representation - when an analyst encounters an error, 
he or she may record its occurrence without changing the original source data. 
Administrators and analysts could formally record information about error (e.g., 
updates or alternative interpretations of error and data) in an external "differential 

13 
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file" as per our error representation. Documentation of known errors may indicate 
patterns of error, and thus where other errors are likely to be. 

This approach enables maintenance of multiple conflicting accounts of (or 
versions of data about) the same domain. In a network of data providers and value 
added mediation services, different analysts could maintain their own data as 
qualifications of, or alternatives to, existing sources. Related Services such as error 
correction, inter-database comparison, and data auditing are also suggested. 

1.2.2 Example 2: error as discrepancies across sources 

Worldscope and Disclosure are two sources of overlapping (e.g., partially 
redundant) corporate financial data. As a means of increasing (or decreasing) trust 
in individual data, a Worldscope user might like to analyze discrepancies between 
the two sources - comparing multiple sources is a way of "triangulating in on" the 

truth, i.e., a way of building (or reducing) confidence in database answers. A 
differential file indicating discrepancies between two competing Sources can be 
automatically populated (by a difference operator in Chapter 4 on the logical model) 
and maintained to document which errors exist in Worldscope, assuming 
Disclosure as a reference. The error propagation calculus would then compute error 
in the output - determining whether the input discrepancy makes a difference (e.g., 
results in how many errors) in the context of a given query output. 

1.2.3 Example 3: Error as updates 

Consider another application of such a differential file. Often, Source 
databases are replicated in subscriber databases. For example, a real time database of 
manufacturing production runs may be uploaded monthly to refresh a decision 

14 
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Support environment. This approach to propagating updates is inefficient 
whenever the uploaded database is large relative to the number of interim changes. 
And the time of upload may conflict with users of the data who are involved in 
transactions with the data, e.g., an analysis lasting several days such that the data 
should not change. 

Upon receipt of a set of updates (e.g., discrepancies between old data and new), 
data warehouse administrators need not perform the updates immediately. Perhaps 
only after performing an off-line integrity analysis, and after existing long 
transactions are completed, would updates be incorporated. In the interim, 
warehouse users may optionally query the two data sources as if the updates had 
been applied to the persistent data. In some cases, administrators may sometimes 
wish not to change persistent data at all, effectively maintaining separate "versions" 
of data, e.g., the originally published data and the interim adjustments. Legal and 
accounting reasons may suggest not tampering with source data, and instead 
maintaining a record of differentials over time. In other cases, database media may 
be read-only (e.g., CD ROM), or users may not be authorized to change stored data. 

1.2.4 Example 4: Error as multiple meanings 

We must remind ourselves not to over-simplify the concept of data error. 
Even for a single data set, users may have different interpretations of error. For 
example, we recently purchased a CD ROM containing corporate financial 
information on a particular class of companies. We found "missing data". Net 
Sales figures were not listed for 25 out of 86 life insurance companies (and had been 
translated to the number zero by a commercial data load program). The data vendor 
explained on the phone that, for privately owned life insurance companies, this 

15 
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item may in fact be unavailable. Given that this is the case, we might retract our 
assertion that these data are "missing", and instead factor in this unavailability as 
part of the data's definition. 

An insurance industry analyst may have more specific and immediate 
objectives however. Such lack of data may necessarily be interpreted as an error, as 

the output from the following simple query would be incorrect: Select sum Net-sales 
from Table where Industry = Life Insurance. Every company has a Net Sales figure, 
regardless of its availability to a particular data vendor. We see from this example 
that data error is relative to data meaning - a relationship we will formalize in 
Chapter 3. 

Another example of this issue is as follows. We have worked with the 
administrators of the Alumni database in a large university. Sometimes, alumni call 
up the Alumni administrator and ask to have their "Year" changed so that mailings 
for alumni events will include the alumnus in a year other than the official year of 
(undergraduate) graduation. Unusual circumstances sometimes delay a student's 
graduation, but for Social purposes the student wants to be associated with one class 
year though the graduation year is not that year. Neither is a better interpretation - it 
depends ultimately on the concept desired (the meaning) and thus the application of 
the data. 

1.2.5 Example 5: Probabilistic error: untimeliness and lies 

We often understand error not as corrections to particular facts (i.e., logically), 
but only as probabilities or sometimes only fuzzy intuitions. In practice, instance 
level facts about error can often only be estimated with uncertainty. For example, 

She was not sure off-hand whether or not that was the case for the particular companies I was 
inquiring about. 

16 
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we may be able to state probabilistically how often an individual changes address, 
but we can not state with certainty who has moved or where they have moved as a 
data set ages. 

A DBA for the Alumni database we have worked with believes that several 

hundred records in his data incorrectly list the alumnus as Deceased. He suspects 
that this is due both to mis-keying of ID's in data entry, and to falsification by 
alumni (to prevent solicitations!). In this case, error can only be modeled as 
probabilities of error for various subsets of the population. 

1.2.6 Example 6: Probabilistic error and the IRS audit 

In July of 1995, the U.S. Internal Revenue Service (IRS) announced plans for a 
compliance audit, at a cost of $550 Million. The goal is not to catch individual tax 
cheats, but to understand how well individuals fill out their tax forms in general. 
Upon completion of this activity, there will exist both the original tax data in one 
hand and knowledge about its error in the other. 

The IRS will have generated both corrections to individual tax returns 
(relating to the logical model), as well as statistical estimates of error in the large 
(relating to the probability model). The technology proposed herein will allow 
these two different sources and types of information to be integrated for propagation 
or adjustment of error at query time. 

1.2.7 Example 7: Error knowledge and the data warehouse 

We have worked with the person responsible for the design of a school-wide 
Data Warehouse for a major university. He states that the communication of 
organizational knowledge about data error is important - possibly critical - to his 

17 



5,842,202 
57 58 

project. Data in his warehouse come from "anonymous" sources, so potential users 
know little about data reliability. He fears that users will run analyses without 
understanding data error. Then, as errors are discovered, the warehouse project 
overall may lose credibility in a possibly well publicized blunder. 

These seven examples have shown how data error may be assessed and why 
knowledge about error might be maintained by an organization, over time, and to 
be propagated through queries. The value of data sharing networks will be greatly 
reduced without a means of rating and certifying data, or of otherwise 
communicating about error from those who know (e.g., data owners and 
administrators) to those who do not. The more general issue of maintaining 
multiple logical interpretations over a given schema is addressed. A key questions 

arises: What representations are appropriate for data error? End-users and data 
experts should like to know: which queries over which data deliver an answer that 
is sufficient for my application. This thesis will allow an understanding of error to 
be maintained by an organization - the associated knowledge to be stored and 
processed in software. 

1.3 Examples of the Representation and Propagation Model 

Now we consider some simple examples of our error representation and 
propagation calculus. The example domain we focused on throughout this thesis 
has been the Alumni database of a university, maintaining demographic 
information on graduates of the school. 

Example 1.3.1 (error in tabular data): Table 1.2 below illustrates the multi 
faceted nature of data error. The table represents a particular class (i.e., type 
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or Category) of university alumni who live in the United States. It lists their 
Name, Home State, Degree, Major, Year of Graduation, and their five-year 
donation total. This is a Sample view (e.g., not real names or amounts) of a 
100,000-record university administration database we have worked with in 
our research. 

Alumni (Major U.S. active alumni) 

team or in state grad donation 

1 Mae Ray R. Bs Law 800,000 

3 Tom Jones ME Ms 1988 420,233 
4 Jon Wales CT Bs Engg 1953 600,000 

6 VT Ms Business 243,000 
Table 1.2 : Example table with errors - Alumni relation 

Our error representation will encompass three types of error, described for 
this table example below: 

inaccurate attribute value: (record #2): Lisa Jordan's donation amount is 
400,000 not 500,000. Included in this category is the null attribute value 
(records #1&3): These are values which are unknown to the database 
(includes syntax error). Mae Ray's Year-of-grad is 1991. Tom Jones' major 
was CS. 

class incompleteness: A tuple for the alumnus John Junto is incomplete, i.e., 
missing. (Perhaps the "corrupted" record #6 was his.) He is an alumnus 
that Satisfies this table's class definition, but is not listed here. 

class mismembership: (record #4&6): Jon Wales is a mismember - he is no 
longer active. Record #6 is a mismember as it represents a spurious object - 
null or corrupted keys are modeled as mismembers. 

19 
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These forms of error are likely to be found in any database where data 
collection and processing can not be tightly controlled, or where error is not a major 
concern. Although there are four forms of error listed above, we will maintain only 
three error types. This is because inaccurate and null attribute values are treated 
identically by the mathematics. They are therefore collapsed into the single concept 
of inaccuracy. These will be formalized in Section 4 and comprise the operands of 
the error propagation calculus. While these three error types appear fundamental, 
we do not consider them final - future work may extend or refine this set. We 
consider the model extensible. 

As an intuition into error propagation, consider the following two examples. 

Example 1.3.2 (selection error propagation): The following query on Table 
1.2 results in the Alumni-donation table below it. 

select Alum-name, 5-year-donation from Alumni 
where Degree = 'MS' 

Alumni-donation 

Alum- 5-year 
donation 

Lisa Jordan 500,000 
Tom Jones 420,233 

243,000 

Three errors from the input are propagated to the output. First is the 
inaccurate figure 500,000. Second is the blank-key mismember. Third is the 
incomplete (missing) alumnus John Junto whose degree is also 'MS'. 
Though Tom Jones was selected, the null value for Tom Jones' Major goes 
away because Major was not in the projection list. 

Had a different select condition been where 5-year-donation > 450,000, then 
Jon Wales would have been a result mismember (due to his mismembership 
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in the Source relation). Lisa Jordan, an inaccurate input tuple would become 
a mismember, because in fact her donations were less than 450,000. 

Both the predicate and the selection list play a role in defining the meaning of 
error propagation. 

Example 1.3.3 (projection error propagation): The projection Select Major 
From Alumni (Table 1) results in the table below. 

Select Major From Alumni 

(incomplete: Psych) Major 
Law 

CS 

Eng 

(mismember: Business) 

This is the set of majors among active US alumni - the class of alumni 
represented by the input relation. Notice that there are no attributes (only 
keys) in Major. In Major, there is no concept of accuracy to speak of, only 
mismembership and incompleteness. This is because there are no attribute 
values. Business, which occurred as an attribute value of a mismember in 
Alumni, is a mismember in Major since it was not the correct Major for any 
active U.S. alumnus. Psychology, the major of incomplete alumnus John 
Junto, is incomplete. (It would not have been if it were the listed value, 
even incorrectly So, for any other tuple in Alumni). o. 

The operators we will consider are selection, cartesian product, join, 
projection, and count and sum aggregations. This covers the space of conjunctive 
queries, a powerful Subset of the relational query model and SQL (2). 
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1.4 Goals, Benefits, Desiderata 

1.4.1 Goals 

The ultimate objective of this research is for database applications and data 
sharing networks to embody an error measurement and quality certification 
strategy. This requires an information systems infrastructure for documenting data 
error. The characterization of error we derive should be practical in that it is 
measurable across applications, yet rich enough to describe error for various user 
error sensitivities applied to the data. To this end, this thesis develops theory, 
technology, and methodology for representation, measurement, and propagation of 
error in structured data. 

1.4.2 Benefits 

The model contained herein entails three distinct application benefits: 

o it allows data administrators (DBA's) to explicate, record, and 
disseminate their knowledge of data error - this is important to 
managing both product and process quality, 

o it provides users (e.g., dynamically and automatically) with indicators 
of output data reliability - users can assess the appropriateness of 
individual data for each decision context, and 

o it informs data administrators as to which quality improvements will 
yield the best return for users - resources for data quality 
improvement (5) can then be more effectively applied. 

and for users - which input data (errors) are important relative to their particular application sensitivities. 
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Our approach has direct application to the common practice of data 
management due to its quantitative nature, lack of assumptions about error 
distributions, and applied focus. Our model appears implementable with little or no 
intrusion required on existing (e.g., legacy) applications and database systems. 
Existing data and query algorithms are in fact the starting point. Among other 
possibilities, this work suggests that error assessment may be institutionalized for 
persistent data, allowing error to be computed and documented by the calculus for 
each data set subsequently retrieved from the database, analogous to the confidence 
interval of a statistical estimate. Measuring error upstream and propagating errors 
down has good scale economies in that it amortizes the cost of error measurement 
over the various users and possibly ad hoc queries run. 

Research contributions are discussed in Section 2.4 - where we distinguish 
ours from previous research. 

1.4.3 Desiderata: Success Criteria 

We see three main aspects to success of this thesis: 

o Does the model teach us something new and fundamental regarding 
information systems and data management. 

• Is there a practical application where these technologies can be put to use 
to tell data administrators, analysts, and users something of practical 
value. 

e Does this work serve to integrate and clarify concepts found in various 
literatures: database (e.g., integrity constraints, semantics of nulls, 
probabilistic databases, uncertainty in databases), decision sciences (e.g., 
decision making under uncertainty), and economics (e.g., value of 
information). 
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The model should be as assumption-free as possible with regard to the levels, 
combinations, and forms of error describable by the model. The technology should 
apply in a wide variety of application domains. The system should facilitate expert 
as well as novice descriptions of error. The technology should ideally integrate with 
existing data repositories and data handling methods. 

1.5 Measurement and Cause of Error 

Measurement is an issue of methodology and methodology is ultimately 
domain-specific (17. This thesis is not intended to develop a theory of error 
measurement. But because our model depends on probability distributions of error 
as input - a natural question is: Where doe one get such distributions? 

Probability distributions of error may correspond to - e.g., result from - beliefs, 
statistics, theory, etc. concerning both direct and indirect evidence of error such as 

"degree of integrity constraint violation", "timeliness", "consistency", "source 
credibility", or "collection method reliability". Random sampling and truth-testing 
of data can incorporate well known statistical techniques for estimating probability 
distributions. In some cases, obtaining knowledge about error is not a difficult 
process, but merely a matter of "writing down" what is already known. A key then 
is to develop a language for error which does not over-commit the uncertain expert 
to quantities, yet which allows for such quantities when they are available. 

Error may result from various failure mechanisms in data collection 
including distortions in modeling and measuring the world, bugs in data 

processing, mixed data types, unmaintained data, etc. Statisticians (7) and market 
researchers (25, 26) have techniques for estimating error in surveys. These include 
administrative record matching (comparing data to reference sources of related 
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information) and post-enumeration Surveys (more rigorous follow-up surveys on a 
portion of the population). 

We will never ask whether or not an estimate of error is correct. This is a 

matter of method and consensus and is largely external to our model. As long as a 
data user knows the source and method by which a given error estimate was 
derived, she can make her own decision as to whether it is credible. The current 

method is focused on representing and communicating knowledge about error - and 
not on deriving error measures in the first place. We do discuss the beginnings of 
error measurement methodology in Chapter 8, however. 

What is Error? Error, according to our model, is not simply a matter of 
"making mistakes" in data processing. As illustrated by the examples and 
discussion earlier in this chapter, we recognize error in any of the following, among 
others: 

updates to old data, 
o fixes to known untruths in data, 
o heterogeneous definitions, 

discrepancies among two "redundant" data sources, and 
differences between opinions, forecasting, or simulation models. 

The salient aspect in each of these is that there are two or more possible yet 
conflicting accounts, i.e., logical interpretations (assertions as to the state) (9) of the 
"same" world (e.g., database schema) and in the same context 13). Given logical 
interpretations r and d of the world, where r is a reference source for a data set d, a 
complete description of error in d constitutes the full set of corrections to d as 
implied by r. We are modeling error in this sense as a "difference" between two 
known data sets. This is analogous to treating scalar error as a difference between 
two numbers (4). The description of any errors may be stated deterministically (in 
our logical model) if it is known to that extent, or probabilistically (in our probability 
model) if not. 
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1.6 Overview of Technique 

A formal error representation will encode statements about data error. These 
may be corrections to individual data items (the logical error representation) or 
probability distributions about error in aggregate (the probability error 
representation). An instance of an error representation is an error measure. Given 
an error measure on a query's input(s), an error propagation calculus (EPC) 

Computes an error measure for the query's output. Calculus execution is induced by 
query operations. No change to underlying data or systems is required or assumed. 

This research defines a set of Data Quality functions, shown below in Figure 1.2, in 
the data warehouse setting as an example. 

operational & error 
legacy systems filters 

error 
fifters 

filters 

error DATA OUALITYRATING SERVICE Q 
-error representation 
-error propagation calculus 
-error knowledge acquisition 
-error detection & measurement 

Figure 1.2: A data quality subsystem in an on line analysis setting 

Data is migrated from upstream systems and put into the data warehouse. Error 
measurement results in error measures populating the error representation. This 
error measure is then propagated through the error propagation calculus for each 
query submitted against the database. 
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In practice, previously obtained measures on persistent data would be used to 

calculate an error measure for each data set retrieved from the database by query. A 
DBA or other agents would be responsible for producing input error measures prior 
to query Submission (or in response to query execution where error measures are 
Sufficiently automatic). The system would take as input an error measure on the 
persistent data. The technology has application to all data, whether in a stand-alone 

decision Support database, a data warehouse, or shared in a multi-database network. 

The concept of error propagation is illustrated below. 

data source data receiver 

query execution EEE - e 

input error - Y EPC —y error 
1 - class incompleteness 
2 - object/class mis-membership 
3- attribute value inaccuracy 

Figure 1.3: Error types and Error Propagation calculus (EPC) 

The three error types we will consider are listed: attribute value inaccuracy (or 
nulls), incompleteness of a class, and mismembership in a class. 

1.7 Summary of Properties and Theorems 

The theorems in this thesis focus on proving various mathematical 
properties of the model. The properties considered are: completeness of a 
representation, correctness of a calculus expression, closure of the set of error types, 
and minimality of the set of error types. Completeness and correctness are proven 

"Atomic" data which are stored and maintained over time. 

27 

  



5,842,202 
77 78 

formally in proofs of theorems, while closure and minimality are argued as 
consequences of the others. As described above, a set of three error types is 
considered: attribute value inaccuracy (and nulls), class incompleteness, and class 
mismembership. This set being closed under query and calculus operations. 

"Closed' means that a table, derived by query from a table with these errors, 
will itself have only this class of errors. The same types of errors (and meanings) 
will apply both to query inputs and outputs. 

'Complete' means that all combinations and permutations of error types and 
distributions of error can be uniquely encoded in the error representation. An error 
state-space constitutes the finest grain, mutually exclusive, and collectively 
exhaustive set of possible error states of a database table. A mapping is defined from 
the set of all possible tables having error to the set of their error-free counterparts. 

"Minimal' means that, if any of these error types were removed, then uncer 
the query operations considered, the system could not be complete and correct if 
only a (proper) subset of the error types were included in the model. The other error 
types would be induced by query operations even if one could fully characterize 
error in raw data. 

'Correctness' asserts that error propagation calculus operators are correct - 
using a commutativity-based criteria developed in Chapter 5 (Figure 5.1). 

Proofs of calculus correctness and a summary of notation are in Appendices. A 
and B. 

1.8 Thesis organization 

The core of this thesis is in two models of error. Both include an error 

representation and an error propagation calculus. The Logical Error Model defines a 
semantics, while the Probabilistic Error Model provides a quantitative 
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interpretation. The logical model represents and propagates error as corrections to 

individual facts, and is deterministic, e.g., a correction to a number is a number (a 
difference, a percentage deviation, etc.). The probability model, on the other hand, 
represents and propagates error as probabilistic error distributions, i.e., a correction 
to a number is a probability distribution of numbers. The probabilistic model 

subsumes the logical model, as logical statements about error are merely 
probabilistic statements with probability equal to one. The probability model 
consists of two variants: 

• the induced probability model, resulting from the lifting of the logical 
model into the probability domain, and 

• the functional probability model whose representation and calculus 

consists of closed form analytic formulae for error distributions and 
their propagation. 

After reviewing the literature in Chapter 2, we discuss some foundational 
issues in Chapter 3. Chapter 4 concerns the logical error representation, and 
correction and difference operators (and their properties) are discussed. Chapter 5 
contains the logical error propagation calculus for each of the operators we will 
consider. Examples are used to illustrate error propagation mechanisms. In Chapter 
6 we present the probability model of error (35. This chapter includes an integrated 
example of probabilistic error propagation, based on the results of the application 
example and error knowledge acquisition exercise of Chapters 7 and 8. In Chapter 9 
we describe a software implementation of the logical error model and a simulation 
of the probability model. In Chapter 10, we conclude and consider future research 
directions. The overall thesis effort is broken out below - by topic, percentage of 

effort, and relevant chapters. 
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Topic Approximate Chapters 

percentage of effort 

Foundations / Philosophy 

Logical model 40% 3, 4, 5, 9, 
Appendix B 

(proofs) 

Field work / implementation 

- error knowledge acquisition 

- logical model implementation 
/ probability model simulation 
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Chapter 2 
Literature Review; Distinguishing Features of Our Model 

Management of error in data is not a new research concept, e.g., consider 
research on integrity constraints, querying incomplete data, and probabilistic database. 
Error is also analyzed within particular application domains such as biases in 
accounting reports (30) and under-count in census data (7). These approaches are 
focused not on error in general, however, but on particular forms of error detection 
and inferencing about error or uncertainty in particular model parameters. Madnick, 
Siegel, and Wang have identified attribute modeling of data and data quality 
management as important aspects of data management (40, 41, 42, 54, 56,60, 64) These 

works concern both tagging of data with context characteristics (i.e., with indicators of 
the process history of the data) and the modeling of end-user semantic and data 
quality requirements. We summarize Wang's work further below. 

In this chapter we review works which admit and query over multiple 
possible logical interpretations (9) of a table. This means that, over a given set of 
predicates, multiple sets of statements may possibly be true. This is a common 
feature of database works involving terminology such as "uncertainty, ambiguity, 
fuzzy, probabilistic, and possibilistic". We focus our review on the database 
literature concerning incomplete and uncertain information. It can be divided into 
possibilistic (e.g., multiple logical models) and probabilistic approaches (e.g., fuzzy 
likelihoods and probabilities), which are covered in the following two sub-sections 
respectively. The common thread throughout all of this research is that a given 
database can represent multiple feasible true states of the world - due to null values, 
inaccurate values, or other uncertainties. The common objective in all research we 
review is the development of uncertainty models and intelligent query algorithms 
given uncertainty. 
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Databases are historically designed for storing and processing deterministic 

data, i.e., facts about a "completely knowable" world Such as a company with its 
departments, employees, and salaries. Truth and meaning are both unambiguous 
in this model of data processing. Accordingly, the model of computation 
underlying databases has been to assume that data contain only true facts and all 
true facts about the world, and that these truths are properly encoded into the 
database (i.e., having correct syntax as well as Semantics). 

A database with nulls may be interpreted as denoting multiple possible 
models of reality. If a query processing algorithm handles nulls properly, it will 
derive "all true facts and only true facts" - i.e., it will propagate multiple possible 
models in its query execution. Nulls are but one source of uncertainty. Inaccurate 
attribute values and missing records are other sources of uncertainty. 

Consider the following database table, 

where G denotes a null value (e.g., "value applicable but at present unknown"). 

In a traditional database, the query "select Name where Profession = 
Engineer" will return only Engineer(John) as true, even though Engineer(Janice) 

may also be true. A semantics is assumed by the query processing algorithm which 
is that a statement which is not known to be true is false. Syntactically therefore, G 
z c for all constants c. This is of course untrue as the "real" value for a given (a 
must be equal to some c. Analogously, in join operations, it is assumed that G 7: G, 
which is also untrue in general. Call this concept of a database a deterministic 
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database. It is deterministic in the sense that one and only one model of the world 
is assumed to be representable by a relation so that nulls are in effect ignored. 

This is the concept of query processing that is implemented in all commercial 
databases today, and is provably incorrect (29). More correctly, a Null value should 
be admitted as "one of multiple" possible values. Under this interpretation, query 
processing in the presence of nulls requires analysis of a disjunction of possible 
worlds, one of which may in fact be true. If a query processing algorithm handles 
nulls properly, it will derive "all true facts and only true facts" - i.e., it will propagate 
multiple possible models in its query execution. Nulls are but one source of 
uncertainty. 

Uncertainty has two common representations - possibilistic and probabilistic. 
Possibilistic representations involve (logical) disjunction over possible states of the 
world. In the example above it is known that Janice is POSSIBLY an engineer, but 
no concept was suggested as to the PROBABILITY of this fact, Various evidence may 
suggest it more or less likely that she is an engineer. This would be represented as a 
quantitative probability, and not merely as a possibility. 

The terms 'accuracy' and 'completeness' frequently are referenced as aspects 
of data quality. Indeed, they would seem to encompass all possible types of error: 
data can be either present and incorrect (i.e., it may be "inaccurate"), or "the data" 
may not be present at all (i.e., it may be "incomplete"). While perhaps 
comprehensive, this interpretation of error is abstract, for example it does not 
distinguish between class-object and object-attribute forms of error as we will in our 
error representation. Furthermore, 'accuracy' has different connotations for 
categorical versus quantitative data. And 'incomplete" might be a characteristic of a 
database, table, column, record, or cell. A more detailed and integrated model of 
error seems desirable. 
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In a large number of works on data quality, researchers view a database as a 
collection (stream) of data records in which error is either present or is absent in any 
given record (3, 6, 46, 47, 49, 66). In these works, error is defined as a binary measure, 
which applies at the record level of analysis. The error measure for a table, i.e. a 
collection of records, could then only be a percentage of tuples in error. Below is a 
list of example points which highlight shortcomings in this approach. These 

illustrate the sometimes unintuitive modeling of error in the literature. 

The two tables below contain example data, based on a university alumni 
database application. Table 2.1 contains a listing of Alumni who do fundraising for 
a school, including their Name, State of residence, and Year of graduation. Table 2.2 
contains Name and State in common with Table 2.1, and lists also the Population of 

Name state Population 

Table 2.1: Example data: university alumni Table 2.2: Non-normalized table. 

the state. 

Fundraising-alumni 

o (1) Misleading measures Suppose that Table 2.1 had two incorrect State 
values (column 2) and zero incorrect Years (column 3). With the record as the unit 

of error analysis, this table would be 33% correct since two out of three records have 
an error. Applications interested only in Year, however, would find these error 
measures misleading because all Year values are correct. 

o (2) Meaning ambiguity. A different notion of error may be defined for 
attribute-values (e.g., Population) than for object-identifiers (e.g., Name). We will, 
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for example, define "accuracy" of an attribute value and "completeness" of a set of 
objects. Error characterization should relate to specific aspects of meaning. The 
State column above serves as both - an attribute value of another object and an 
object itself having its own attribute. So a description of error even in a single 
database "column" may have several facets. 

(3) Ambiguous incompletes It is not always clear what "incomplete" data 
is. The relationship between incompleteness and missing attribute values is not 
explicit. Incompleteness is ignored entirely in some cases because missing records 
do not "exist" to be incomplete. 

(4) No degrees of error There is no degree of error at the value-level. A 
numeric value (Population) should have degree of error rather than simply 
presence or absence of error. 

• (5) Ambiguous Inconsistency Some researchers describe data 

'inconsistency' as a form of error, without raising the issue of which (if not both) of 
two inconsistent data are actually in error. 

o (6) No syntax error Untrue statements are not differentiated from 
syntactically invalid data - another important form of data error. 

• (7). Not of a practical measurement orientation For much of the error 
related research, the result is primarily a theoretical view of a particular form of 
error. A general proposal for error definition and measurement has not been found 
in our literature review. 

While appropriate for the (sometimes purely mathematical) analyses 
developed, these various notions of data error are seen to be inadequate and 
semantically ambiguous. 
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2.1 Logical and Possibilistic Approaches to Incomplete Data 

Various extended algebras and semantic analyses of null values in relational 
data models have been proposed. The goal is that queries over incomplete data will 
have meaningful truth-functional behavior (e.g., they will behave sensibly in the 
presence of nulls). An extended algebra is one which operates over an extended 
relational data structure, i.e., one which encodes meta-knowledge about the truth 
status of various facts in the database. An important construct in the origin of this 
line of research is the maybe tuple. These are tuples whose truth status is not 
known definitively (e.g., it should or should not be present in the relation). For 
example, that "Janice is an Engineer" in the table above would be a maybe tuple 
above since that statement is only a possibility. By summarizing these and related 
works, we can better understand and differentiate our own. 

2.1.1 Codd-nulls: 3-valued logic and maybe tuples 

Codd identified and anticipated null values as a research area in his early 
work (19). He discusses ideas for extending relational algebras for querying over 
relations having nulls in 20. Codd defined the null substitution principle - a value 
is a null, denoted as @, if 1) each occurrence of G can be replaced by a constant to 
yield a true expression, and if 2) each occurrence of G can be replaced by a different 
constant to yield a false expression. For his undifferentiated null, no constant 
within the domain is more likely than any other. 

A three-valued logic and truth table (True, False, Unknown) are adopted for 
extracting data from relations containing nulls. Codd proposed both true and maybe 
versions of relational operators based on this logic. For example, where nulls occur 
in the join attribute, a maybe theta-join operator will generate those tuples which 

can not be excluded from an output relation - i.e., those that are not known to be 
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false. While maybe tuples are generated from relational expressions over nulls, 
there is no proposal of how to subsequently query over tuples in a "maybe result". 
(Codd himself describes this work as preliminary.) Various criticisms have been 
levied against this work on semantic grounds. For example, nulls are treated as 
maybe for comparison purposes, but identical for purposes of duplicate elimination 
12). We will relate our work to those on querying over nulls after several such 
works have been discussed. 

2.1.2 Biskup - a model theoretic algebra over nulls 

Biskup (12) provides a foundation for logical and set theoretic treatment of 
extended algebras over null values. Again, nulls are substituted with values from 
the domain. Each tuple, regardless of whether it contains nulls, has a two-valued 
STATUS flag, indicating its truth status as either definite (i.e., definitely true) or 
maybe. Given a relation with nulls and maybe tuples, multiple possible models 
(e.g., states of the world) are identified as possibly true. 

Biskup defines internal tuples and internal relations as possibly containing 
null values, while model tuples and model relations do not. An internal relation R 
is said to represent a model relation S iff (1) there exists a relation M such that Rd c. 
M C R where Rd is the set of definite tuples in R and (2) for every tuple in M there 
exists a set of substitutions such that the set of the tuple completions (tuples with 
constants substituted in for nulls) of M equals S. This formalization defines a 
completeness and minimality condition by which an internal relation represents a 
model relation. 

The information content of an internal relation R is the set of all model 
relations which R represents, e.g., the set of all possible worlds. Biskup defines a 
redundant tuple as one which does not change the information content of an 
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internal relation. Biskup proposes relational algebra extensions analogous to 
Codd's, but uses representation, information content, and redundancy for proving 
completeness and correctness properties of the system, and is able to provide a 
closed and more comprehensive query system which Codd had not attempted. 

2.1.3 Imielinski & Lipski- meaningful query over nulls 

Imielinski & Lipski (29) define a mathematical model analogous to Biskup's 
in its possible-models approach to nulls. Rather than focus on defining an extended 

algebra, however, Imielinski defines precise conditions which any extension of the 
relational algebra over nulls should satisfy to be meaningful. Correctness 

conditions are identified that must be satisfied for various relational operations. 
These are a form of soundness and completeness, i.e., so that no incorrect 
conclusions can be drawn and that all valid conclusions are in fact derivable. 

(Conclusions of course are not limited to the traditional ground literals but include 
disjunctions.) 

A table with nulls as described by Codd 20 is called a Codd-multitable. 
Imielinski evaluates the behavior of standard relational query evaluation 
algorithms over Codd multitables. It is shown that project-select queries over Codd 
multitables evaluate correctly. However, project-select-union expressions and 

project-join expressions in general do not. It is shown that, while performing 
relational operations over nulls in general introduces corruption of information, a 
subset of query operations may be available in which this corruption does not affect 
the information content of query answers. 
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2.1.4 Imielinski 

Imielinski's offers V tables as a refinement of the existing null values models. 
In a V-table, it may be encoded that two different occurrences of a null are known to 
be equal. For example, it may not be known who is the teacher for the course on 
Monday and who for Wednesday, but it may be known that it is the same teacher. A 
Surprising result of this analysis is that arbitrary conjunctive queries can be 
performed over such a representation scheme correctly. Oddly, project-select 
queries, which were correct for Codd multitables are not for V-tables. 

2.1.5 Reiter-logical approach to query over nulls 

Reiter removes himself from the immediate syntax and structure of the 
relational data model, and studies nulls in a purely logical and proof theoretic 
framework (53). In a predicate logic formalism he specifies an extended algorithm 
for query evaluation which is sound and sometimes complete (i.e., complete in 
certain cases). It covers the relational algebra excluding difference. Reiter suggests 
that the main point of this paper may not be the query evaluation algorithm itself, 
but the use of a formal logical and proof theoretic approach to developing it. This 
model relies heavily on his proof theoretic formulation of the relational 
database52. 

2.1.6 How our model relates to research on null values 

The model of error we will develop concerns a difference between a given 
relation and a true relation. We are modeling error as a set of discrepancies. 
Although, under the semantics of this null value research, a tuple (or table) is 
clearly discrepant from its corresponding true form - which tuple (table) is true is 
not part of the model. The Semantics assumed is that the corresponding true value 
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of a null may be any value from the attribute's domain. So if a person's age is 
missing, then we may assume the person to be any age between say 0 and 120, 
assigning (in this particular line of research) no more likelihood / probability to one 
value than any other. 

Given the occurrence of a null - this stream of research does not seek to assert 

any (subsets of the set of possible) logical models as more or less likely than any 
other. Thus, it fails as a basis for measuring error because when we measure error 
we begin to restrict the set of possible / probable models. Our model defines error 
with respect to both a true table and the given table. In addition, our model of error 
will go beyond attribute level concepts of error. Missing or mismember tuples will 
be incorporated and not only missing or inaccurate attribute values. 

2.1.7 Motro - qualifying (subsets of) query answers 

Motrol 47 defines new kinds of constraints called completeness and validity 
constraints. These specify those subsets of a database that are known to be complete 
and valid (e.g., resulting from hypothetical perfect supervision by a human). For 
example, the completeness constraint "all flights from Chicago to London" would 
guarantee that all such flights are represented in the database. The validity 
constraint "all non-stop flights" would indicate that tuples concerning non-stop 
flights are fully correct, i.e., that such tuples, when present, are also correct. A view 
on the database is shown to be complete and/or valid if it is also a view of these 
integrity constraints. For example, the view "non stop flights from Chicago to 
London" is guaranteed to be both complete and valid. The database is thus 
qualifying its answers by the scope of its knowledge as defined by the integrity 

We explain Motro's model in more detail as it is similar in spirit to ours. 
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constraints over source relations. A model for propagating these integrity 
constraints via meta-relations is offered. 

For each query answer, the system determines (1) whether the answer is valid 
(the answer is ensured to be correct), or only partially valid (specified portions are 
ensured to be correct); and (2) whether the answer is complete (the information is 
ensured to include all corresponding real world occurrences) or only partially 
complete (specified portions are ensured to include all corresponding real world 
occurrences). The database is thus qualifying its answers by the scope of its 
knowledge, as defined by the integrity constraints over the source relations. 

The concepts of validity and completeness in this model are coarse-grained, 
however and are not intended to support a quantitative measurement system. First, 
the premise that subsets of the database will be known to be fully complete and 
others fully valid is not realistic. This is not the way error comes to be in 
organizational databases. Second, and related to the first, his model implies a binary 
measure of integrity - either data are perfect or they are not. Practical error measures 
will require a quantitative scheme for characterizing degrees of error and not simply 
presence or lack of error. Lastly, completeness and validity are defined at the level 
of the tuple so there is no way of describing that one attribute in a tuple may be 
accurate while another is wrong. 

2.1.8 Grant - interval-based approach to query over nulls 

Grant (27 uses the notion of partial values to represent information that is 
partially known (for example, it may be known that a person's age is between 30 and 
40). He proposes an extended algebra which data values are not atomic (e.g., 
nondecomposable) elements, but are subsets of the attribute domain. He restricts 

consideration to numeric intervals as represented by end points. In 80 Grant 
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extends consideration to incomplete character strings. As in Codd, Grant extends 
relational algebra to have both true and maybe operations. Tables are modeled as 
sets of sets representing intervals. Because key domains are not distinguished, nulls 
are implicitly allowed in key domains as well. 

2.1.9 DeMichiel - query over mismatched domains 

DeMichael (22) develops an extended algebra for querying over databases 
having domain mismatch (i.e., domain heterogeneities). One database may describe 
a restaurant as having CHINESE food, while another indicates the specific region in 
China (CANTONESE, MANDARIN, SZECHWAN, HUNAN). The problems that 
arise in querying across such databases are similar to those involving null values. 
The approach taken by DeMichiel is also similar. 

A partial value, stored as a virtual attribute, is a set of values of which exactly 
one must be correct. The partial value for CHINESE would be (CANTONESE, 
MANDARIN, SZECHWAN, HUNAN - a "virtual" domain defined for the 

purposes of operations across relations. Partial values are not allowed to occur in 
key columns. 

Source relations have only TRUE tuples, possibly containing partial values. 
Operations over such tuples yield both TRUE and MAYBE tuples. Operations over 
MAYBE tuples in turn can again YIELD both TRUE and MAYBE tuples. Using 
expressions similar to tuple relational calculus, the standard relational operations of 
union, projection, selection, and natural join are developed. The best query answers 
would have no partial values and no maybe qualifiers. Whereas Biskup maintains 
partial values at the domain level, partial values are maintained at the "cell" level 
in this model. DeMichael's operators are asserted to be faithful to the corresponding 
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Standard operators, where faithful is a possible models correctness criteria defined 
in Maier 43). 

2.1.10 Summary of logical/ possibilistic approaches 

The work we have considered thus far use predicate logic, three-valued logics, 
and possible models approaches to modeling null values. We are interested in the 
models above primarily for the following two reasons. First, they are concerned 
with the truth-functional behavior of query evaluation algorithms in the presence 
of imperfect data. Second, they each extend the relational model. We relate 
ourselves to these below. 

2.2 Probabilistic Approaches to Incomplete and Inaccurate Data 

Our primary criticism of MAYBE tuples and disjunctive models of 
uncertainty, is that they offer only a three valued or disjunctive truth model. For 
example, the statement "the value of t may be x" contains less information than the 
statement "the value of t is x with probability 3". Probability offers a more practical 
basis for quantitative measurement of error and uncertainty. Next we discuss key 
works adopting a probabilistic approach to database uncertainty. The main 
distinction of these works from ours is that these works assume that "raw data" are 

probabilistic. In other words these systems allow users to input and query over 
probability statements, but they do not offer a means for characterizing error in a 
deterministic database, i.e., one where a correct data set defines a single state of the 
world as true (and probabilistic concepts do not exist in that world). 

With some exceptions, for example the projection fails under elimination of the key. 
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2.2.1 Cavallo 

Cavallo & Pittarelli (18) propose a model for representing probabilistic data in 
a database. A traditional relation is a mapping from tuples to {0, 1}, i.e., it is a 
characteristic function representing absolute truth or falsity of a tuple. A 
corresponding probabilistic database maps tuples into (0,1) - each tuple has a 
probability 0 < p < 1 associated with it. An example relation would thus be the one 
below. 

Projection and join operations are defined by the authors. The projection on 
AB and BC yields 

The marginal probability distribution of the resulting attributes is computed 
as part of the projection result. A similarly intuitive join operation is defined. 

2.2.2 Barbara 

Barbara, et. al. 8) describe a model of probabilistic data in which attribute 
values correspond to discrete probability distributions. For example, students 
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applying to a PhD program may be assigned a likelihood of selecting a major area 
among {Artificial Intelligence, Systems, Databases} as in the table below. 

The * represents "unallocated" or missing probabilities, i.e., uncertainty about 

the probability distribution itself. If .2 of the probability is unassigned, then it is 
assumed to be distributed over all ranges in the domain, including those ranges 
already specified. The model encompasses several key concepts found in existing 

work on null values. In particular, an undifferentiated null can be thought of as a 
uniform probability distribution over the domain. 

Probabilistic analogs to the relational operators of select, project, and join are 

defined, and their correctness is studied. Keys are deterministic in this model, 
however, meaning that "each tuple represents a known real entity". Non-key 

attributes are the only ones that may be stochastic. As a result, class-level error is 
not incorporated into the model. 

In summary, the possibilistic literature considers extensions for query over 
nulls and disjunctions, the probabilistic literature considers query over probabilistic 
interpretations of data. 

2.2.3 Wang, et.al. 

Wang has developed a significant body of work relating to both technical and 
managerial aspects of data quality management (62). In his work on Source tagging 
64), he describes an algorithmic technique for indicating which database relations 
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served as both initial and intermediate sources of information in a database query. 
This analysis is extended with attribute-level tagging 61) and data quality 
requirements modeling (60 of values in the database. His work includes a 
philosophical analysis of data quality definition (63). All of these are important 
motivation for our work, Suggesting the importance of tagging data with its 

attributes and measuring data quality. None of these works, however, constructs a 
mathematical model of data error constituting an error measurement scheme. 

Reddy and Wang (51) do build such a model. We summarize and compare 
ours here. The authors develop a data quality algebra for estimating the accuracy of 

a derived database relation. Their model is analogous to ours in that a probability 
model of error in data is propagated through queries. While the spirit is similar, the 
implementation is quite different, as we summarize below. 

Accuracy is defined as a characteristic of a relation. The accuracy of a relation 
a single scalar number - indicating the probability that a random tuple in the 
database table is inaccurate. Inaccurate means either that one or more attributes is 

wrong or that the tuple is mismember. Error is not individuated across columns, 
however - e.g., one could not indicate that the Gender column tends to be accurate 
while the Income column tends to be inaccurate. Error is also not assessed as to 

degree - the concept of wrong would be binary - even for numbers. Error is assumed 
to be uniformly distributed both across tuples within the relation and across 
attributes within tuple. Although a model of error is offered, there is no model of 
truth to be derived from it. Knowing that a tuple is in error in this model does not 
begin to indicate its true value. Finally, incompleteness of data is not considered, so 
an empty relation is defined as fully accurate - e.g., as having perfect quality. With 
this relatively unrefined model of error - downstream accuracy is computed by the 
algebra. No proof method for the calculations is offered - only boundary conditions 
are analyzed. 
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Our model is similar in developing a formalism for error and propagating it. 

We depart from this effort in several key regards: 

error can be individually specified for columns, tuples, and groups of tuples. 

minimal assumptions about error distributions. 

error within an attribute value is a probability distribution on a scale (as 
opposed to the binary zero-one "wrongness" concept). 

embodiment of an explicit model of truth - a quality measure constitutes a 
probabilistic adjustment to ("debias") the data. 

formal properties of both the logical and probabilistic models are analyzed 
and proven, including closure, minimality, and completeness of the 
representation and correctness of both logical and probabilistic calculus 
expressions. 

development and application of a complementary methodology for error 
measurement. 

experimentation with implementation of software and stochastic simulation. 

2.3 Models of data error / truth 

In none of the models discussed thus far is there an explicit model of error as 
a correction to derive truth. Assuming that error means some kind of a difference 
or discrepancy between a true relation and a false (errant) relation, none of the 
works identifies or models such a difference. Both uncertainty and nulls exist in 

these models with no basis for describing "more or less" error - which is of course 
necessary for a quantitative error measurement scheme - our eventual goal. The 
remainder of this literature review considers works having such a model of error. 
This reflects a fundamental difference in objectives - theirs to find truth, and ours to 
measure data error. 
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2.3.1 Wong: object retrieval as statistical hypothesis testing 

Wong (68) considers the problem of retrieving from a database some set of 

objects when the retrieval (selection) criteria are over possibly inaccurate attribute 
values. He models this problem as one of statistical inference and establishes upper 
and lower bounds on the set of retrieved objects. This is an extension of Lipski's 
possibilistic interpretation (38) into the statistical domain. Using prior information 
about population parameters and data distortion patterns, he formulates retrieval as 
a hypothesis testing problem. Wong does not consider other query operations, and 

he does not model the propagation of error distributions in general, but focuses on 
reducing two particular forms of uncertainty. His focus is not on a more general 

semantic analysis of error, its measurement, and its propagation. 

2.3.2. Statistics / numerical analysis Excerpts 

Our work and statistics/numerical analysis share a concern with error and its 
propagation through mathematical operations. We briefly contrast our work with 
this work, and then summarize what these literatures may tell us about modeling 
error in databases. 

There are two key differences between these efforts and ours. First, statistical 
data has a different semantics than database data (e.g., a focus on operators which 
derive numeric counts and population means is one manifestation of this). 
Databases store large collections of independent facts to be used for whatever 
analysis or record keeping. Statistics and numerical analysis have a particular 
model of error which does not explicitly acknowledge this. More fundamental than 
this, however - statistical and database operations are different - for example, 
regressions and correlations are not the same as database selections and joins. 
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Statistical models of error propagation do not consider predicates and domains as 
they are transformed through logical and set theoretic operations. 

Biemer and Stokes (11) summarize the literature on the modeling of 
measurement error in questionnaires/surveys and its effects on statistical estimates. 
Two basic approaches are described. 

In the first approach (the sampling perspective), error is described as resulting 
from two distinct stages of sampling. A survey response to one questionnaire item 
for an individual p (a representative of a population P) is called a response value 

and is modeled as y = u + a) where u to the true value and o is the random error 
variable. The error value of a datum (e.g., its correction term) is a random variable 
from a hypothetical distribution of possible error values. Thus, error in total results 
from two stages of random sampling: the sampling of the individual from a 
population and the sampling of the error value given that individual. 

This model is consistent with the modeling of measurement error in 
econometrics as discussed in 31). Over or under-counts of various segments of the 
population are well understood to cause bias in aggregate statistics (7). This "two 
level sampling" model of error is consistent with my two-level semantic error 
structure: the class-level and attribute-levels. 

The second approach describes the variance-covariance structure of the 
population as a whole. The goal is to understand the relationship among multiple 
responses and errors among a set of individuals, as a means of explaining inter 
correlations and for detection of outliers. 

Biemer distinguishes between Platonic and non-Platonic measurements or 
scores. A platonic score is one for which the concept of a true value is plausible such 
as physical measurements and personal demographics. Psychological states or 
attitudes are examples of scores that have no well-defined true value. 
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The literature on numerical analysis considers error in scalars and their 
impact on various computational and mathematical operators, e.g.,4). Sources of 

error are external, but may include limitations in modeling a physical reality, 
rounding error, and observation error. Error is modeled simply as the difference 
between true and approximate values. Atkinson discusses error propagation 
through Summations, multiplications, floating point arithmetic in a computer, and 
through Systems of linear equations and matrix manipulations. 

2.4 Distinguishing our work 

The works we have discussed provide important insights into the modeling 
of uncertainty and error in databases. We have focused on database research using 
disjunctive logic or probability for representation of uncertainty and error in data. 

We also summarized how econometric and numerical analysis models relate. The 
model developed in this thesis is distinguished in several important respects, 
summarized in the following three sub-sections. 

2.4.1 Attribute and Class level errors 

This is the first and only database error model to incorporate both attribute 
level error (inaccuracy) and class level error (incompleteness and mismembership) 

into a provably closed, complete, and correct mathematical framework for error 
propagation through database queries. Such a bi-level model is consistent with the 
modeling of error in questionnaires and surveys 11). 

We treat a tuple not as a flat relationship among concepts (e.g., Person, 

Company, Salary) as in 22, 47 and others, but as denoting objects (Person) within 
classes (the set of employed people) and their attributes (Company, Salary). Without 
making this distinction and modeling both constructs simultaneously, basic aspects 
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of error (and meaning) propagation can not be adhered to, particularly in modeling 
as aggregations. Our bi-level model (class-attribute) is consistent with the modeling 
of error in questionnaires and surveys (11. 

2.4.2 Uncertainty vs. Error 

An important feature of our model is the concept of an optimal (e.g., true) 

database table, with error defined as various forms of deviation from it. Uncertainty 
data models consider non-determinism but not error. Error and uncertainty can be 
seen as orthogonal in this regard. Let us distinguish among: 

(1) "the complete truth" about error in data (which may be known 
deterministically and correctly only in certain cases), 

(2) uncertainty about error in data (e.g., error estimates), and 

(3) use of a database to represent uncertainty (e.g., possibilities or 

probability distributions over the set of possible states of the world). 

AS for this thesis, we are squarely concerned with 1 (the logical model) and 2 
(the probability model). The database uncertainty literature tends to work in 3, with 
mention of 2. 1 and 2 are required for measures of error. 3 alone defines no 
measure of data error. 

Whereas uncertainty models acknowledge non-determinism, they do not 
model error and therefore can not assign quantitative measures of error, i.e., as a 
"degree" of discrepancy between true and false worlds. Our focus is on logical and 
quantitative modeling of error, and not on extending the database to represent non 
determinism. Error and uncertainty are orthogonal in this sense. We may have 
probabilities but no error, e.g., P(coin toss = HEAD) = 5 is a "true" statement. Or we 
may have error but no probabilities if we know error with certainty (e.g., Joe earns 
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$40K not $30K as listed in the database). Uncertainty about error is typical, however, 
and this is the focus of our probabilistic error model. To the best of our knowledge, 
neither such model - the logical error model or the probabilistic error model - is 
closely approximated in any previous work. 

2.43 A lossless propagation model 

Within our model is a closed semantic framework specifying the 
"transformations" of data meaning and data truth through queries. Our model 
weaves the meaning of data and the "meaning of error" into a lossless and closed 
propagation calculus. Computation of error in outputs is concomitant to the 
transformation of meaning in this model, interleaving the two into a single 
formalism. 

In particular, the calculus maintains a full account of meaning (classes, 

objects, attributes), error (class- and attribute-level), and their transformation and 
interaction for each query operation. For example, error is computed specifically for 
composite object identifiers (e.g., in the cartesian product output), and class level 
errors in keys (e.g., in a non-key-including projection) - error conversion tracks 
meaning conversion. Without this, basic aspects of error (and meaning) 
propagation, such as closure and correctness, can not be adhered to. 

A useful aspect of our calculus is that it is strictly external to the data model it 
pertains to - our model "sits on top of" modern databases. It makes no assumptions 
or requirements about change to underlying data structures or database Systems. 
Existing data and query algorithms are in fact the starting point. We are not seeking 
to extend the semantics of the underlying data structure or query algorithms as in 8, 
18), or to make query processing algorithms more robust to the existence of error as 
in 68). Whatever stupidities may result from a naive SQL operation on a corrupted 
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data set - that remains constant - and we propagate error relative to this. This theory 
is intended to qualify data in real database systems and applications, making this an 
important aspect of the approach. Our approach therefore has foreseeable 
application to the common practice of data management. 

2.4.4 Methodology 

It is not our objective to define and validate a methodology for error 
measurement. Part of showing the viability of this model, however, involved error 
measurement in the field - through interviews with data administrators and 
various other pieces of information giving us clues as to error distributions. We 
have developed a conceptual framework for forms of error measurement in 
database environments. We have thus tied our formal mathematical constructs to 

the real world of data processing and surveys through a case example of error 
measurement (relevant chapters: 1, 6, 7, 8, and 9). 

In summary then, previous research provides an excellent point of departure 

for our work. A numerical analysis definition of error as a scalar, combined with 
database research on uncertainty, defined for us a model of error in database data. 
Our model appears to integrate constructs and functionality described in previous 
models. 

53 



5,842,202 
129 130 

Chapter 3 
Data Quality / Data Error: Foundations for Modeling 

Concepts such as "integrity", "uncertainty", and "quality" have been used in a 
range of database and related research on information management. Other terms 
include: indefinite, maybe, disjunctive, partial, probabilistic, fuzzy, and possibilistic 
information. Some of these were discussed in Chapter 2. As a means of avoiding 
ambiguity, in this chapter we explicate our basic assumptions about data error and in 
So doing develop a process model of data quality. This involves data collection, 
encoding, and interpretation. This process model of quality provides basic insights - 
about process vs. product conceptualizations of error - which lead to the formal model 
of error representation and propagation described in Chapters 4 and 5. This chapter 
concerns philosophical foundations relating the concepts of data error, data meaning, 
and data collection (e.g., data Source). (Additional modeling assumptions are discussed 
in Chapter 4 Section 4.1.2.) 

3.1 Philosophical Foundations 

Our work is informed by readings of Mario Bunge's Treatise, an integrated 
mathematical philosophy spanning seven volumes including 13, 14, 15, 16, 17 and 
spanning semantics, ontology, and epistemology. These have been a source of insight 
leading to some the assumptions and philosophical underpinnings of our model. The 
three relevant philosophical sub-disciplines are summarized below. Insights for our 
purpose of data error modeling are discussed below that. 

e semantics: concerning symbols vis-a-vis their referents in a formal model of 
meaning and truth (relating syntactic structures - symbols, predicates, sentences, 
etc. - to a semantic system of meaning and truth) 
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ontology: concerning the structure and basic nature of the world and our 
perception of it (e.g., defining notions of class, class hierarchies, things, attributes, 
aggregations, reference frame, etc.) 

epistemology: concerning measurement of the world, i.e., concerning 
methodology and the determination in practice of which statements in the world 
are true or false. (We will not adopt any of Bunge's concepts of approximate 
truth, although these may be useful in future work.) These concepts may also be 
folded into a model of error sensitivity and decision making around data 
acceptance. 

Semantics provides a framework for conceptualizing the relationship 
between meaning and truth. (We will fix the user's context before defining data 
error, making data error relative). Ontology defines things (entities), their 
properties and attributes, their relationships, and their aggregation/classification 
(statements about which data may make in error). Epistemology involves 
assessment and representation of truth, falsity, and uncertainty (we must explicate 
our assumptions both about the initial measurement of the world which leads to 
data and the ex post measurement of error vis-a-vis the state of the world). 

Key insights we adopt from Bungel are as follows, with the implications for 
our model described after each. 

• "Truth depends on meaning, but not conversely: one and the same statement may 
be applied now one truth value, now another, without any change in meaning" 
14). This statement suggests that we should fix a notion of meaning or context, 
before we attempt to characterize error. Differences in (desired and actual) 
meaning result in error. 

not necessarily originating with Bunge, but summarized by Bunge 
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• "The truth of a statement can only be determined relative to a truth testing 
procedure". (14) This suggests that error measurement is something we can only 
think about given a truth testing procedure, design of which is not within our 
research scope. 

• "We assign truth conditions to propositions rather than to their linguistic 
expression" (13). This suggests that we should separate the concept of data error as 
a syntactic issue (unreadable data) from data error as a semantic issue (untrue 
statements the data signify). 

• "The meaning of a sentence is in a sense identical with the way we determine its 
truth and falsehood" (13). This operationist philosophical stancel will help us to 
relate the meaning of a statement to the method or process by which that 
statement was arrived at. This has particular implications when data comes from 
multiple Sources. Each source constitutes a separate means (e.g., reference frame) 
for deriving the data. Taking this line of thinking to its logical conclusion - no two 
Sources can ever provide information of the same meaning. The implications for 

definition of meaning and truth will be considered in Section 3.4 below. 

3.2 An Abstract Error Model 

We conceptualize data error in a way which is analogous to the following 
intuitive concept of error in numerical analysis (4): 

error value = true value - approximate value 

where the error value and the addition (e.g., correction) operation provide a 
mapping between the approximate value and the true value. Where numerical 

which Bunge describes but does not adopt altogether. 
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analysis defines error as a scalar, we will define error as relating to a database table 
rather than to a number. We define a table's error relative to a true state of the 

world (vis-a-vis that table's column names and domains). This is shown in Figure 
3.1 below, 

-- true DB (Dt) 

CD 
'-- 2. - approximate error representation 

(given) DB (Da) (De) 

Figure 3.1: Data error: Dt = Da e De 

Let true data (D) be that unique, error-free, and possibly unknown data instance that 
correctly represents the true state of the world. The data in the database (Da) is an 
approximation of that true world. Data error (De) documents the "difference" or 
discrepancies between Da and Dt. Analogous to numerical analysis, we define an 
error representation De and a correction operator 69 that will map from <Da, De > to 
D. Figure 3.2 below illustrates these concepts in greater detail and includes the 
concept of a relation difference 0, so that De = Dt 0 Da and Dt = Da GD De. 
Heretofore, we will use the word World (W) rather than the word Truth (D) as in 

Figure 3.1. 
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elation correction 

e = w 6 d 
relation difference 

Figure 3.2: Data-World-Error triangle: difference and correction operations 

The abstract specification of error described above is consistent with the 
numerical analysis notion of error: an error term is a difference between the (true) 
world and data, and the error term constitutes a correction mapping from the data 
back to the real world. The abstract model of error will be given a more concrete 
form (i.e., consisting of inaccuracy, incompleteness, and mismembership) in the 

next Chapter on the logical error model. We do not include it here as, 
fundamentally, someone may suggest yet another set of error types which also fit 
into this more abstract specification. For example, Motro's completeness and 
validity (47) might be cast under this model as well. In the remains of this chapter, 
we present the process model of data which leads to an explication of ideas relating 
data error and data quality. 

3.3 Syntax Error (ill-formed data) vs. Semantic Error (untruths) 
Consistent with Bunge, we treat data as symbols which are interpreted to 

derive statements. We distinguish data from statements in that only data have 
syntax, while only statements concern a semantic concept of truth. Syntax concerns 
the physical form of the symbols that are data. Semantics concerns the statements 
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implied by the data given an interpretation map from data to statements. Two 
corresponding forms of error are illustrated below. 

- a - - - - syntax error 

maps (unable to map) 

semantic error 
/ (untrue statements) 

Figure 3.3 Semantic error: true and untrue statements 

A syntax specification defines what are correct representations for data 
symbols given an interpretation map. Data having syntax error can not be read, for 

example, July IV, G#$)". Such data are therefore not mappable to a statement and 
have no relevance to the semantic concept of truth. We are concerned with syntax 
at the data cell level, i.e., strings, sub-strings, and letters within a cell. Forms of 
syntax error include invalid string length, missing delimiters, and invalid 
characters. There may of course be multiple valid syntax for a given data type. 

Consistent with Bunge's semantics, we assert that truth in data is relative to 
data meaning (e.g., the database schema). Consider testing semantic error, i.e., truth 
in a symbol, say "JUL-69". Such testing would require one to know about the data 
meaning, i.e., the syntax by which this string is converted to a construct: (1) does the 
symbol represent a thing or an attribute value, (2) if it is an attribute value - for what 
attribute, and what thing is being referred to, (3) what units and scale are used, and 
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(4) how are we to parse the syntax. Only given meaning of data can one assess its 
truth. 

Because syntax may be trivially detected or be convertible across systems - 
consistency within any syntax scheme may be more important than conformity to 
any particular one. Our model will focus on Semantic error, considering the effect of 
syntax error only as it impacts truth and falsity of statements. 

3.4 Data Collection Method and Data Sources 

In some cases, the "same data" can be generated independently by two 

different collection methods, e.g., two ways to measure "lifetime-contribution' of an 
alumnus. The two resulting values may not agree. Then, two data values having 
the same apparent meaning ("lifetime-contribution" of X), would be both correct 
and conflicting - a seeming paradox. To avoid this, we recognize that assumptions 

about how we collect (e.g., generate, replicate, measure, calculate, judge) a datum are 
actually embedded in the concept of that datum. This follows from the 
philosophical stance called operationism discussed earlier in Section 3.1. 

On this basis, we adopt the operationist stance and extend the concept of the 
attribute's meaning from 'lifetime-contribution' to "lifetime-contribution as 
obtained by collection method Y". To the meaning of a datum we append its 
collection method. This represents an extension from the traditional schematic 
view of data meaning (e.g., entity-attribute-relationship) to include the procedure 
used to obtain the data in the first place. As a result, these "conflicting yet correct" 
statements will not actually conflict. We define data collection to include raw 
empirical observation, as well as subsequent propagation and processing by human 

lIt is also consistent with the nominalist stance in which intrinsic properties of things can not be known, 
e.g., the true speed of a comet, but only construed via perceptual or scientific means. 
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or computer. The various collection methods constituting a datum's derivation are 
important as indicators or evidence of its goodness or trustworthiness. 

Sometimes a single data collection method is not self-consistent, i.e., results 
vary each time the method is applied. This is true of census methodologies for 
population count. Given constant population, two executions of the same census 
methodology will likely result in two unequal population values. Are either or 
both of the data therefore incorrect? Under one philosophical interpretation, such 
data are inaccurate since they are only estimates (14). However, most people would 
not want to characterize all population data as being in error on this basis. 
Generally, a population figure is considered accurate if either: (1) it is consistent 
with a published data collection result (e.g., the 1990 U.S. Census Bureau report) or 
(2) it results from data collection performed in conformance with a specification for 
that collection method. 

As an example of these concepts, we have been working with a commercial 
data service that provides socio-economic data. As depicted in Figure 3.4 below, a 
government source (A) performs a census method, the result of which is passed to 
the data service (B) who, in turn, sells the data to the end consumer (C). A data 

supply chain is formed by the data flow from A to B to C. Each link in the data 
supply chain is a instance of data collection. A's collection method is a census 
methodology. B's collection method consists of copying and distributing data 
collected from A, etc. 

Though concerned about error levels, B does not scrutinize (e.g., verify) 
government data because there are no means for doing so. Data are taken largely "at 
face value" - B seeing itself as a pass-through service and claiming its output to be 
error-free as long as it is consistent with inputs provided by A (i.e., as long as B 
performs its collection method correctly, independent of whether the data reflects 
the true population count). C, however, may not be satisfied with the output of A as 
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the final reference point for truth, changing the interpretation of truth in B output. 
C may wish to look further up the supply chain - to question A's data and see if it 
does, in fact, reflect the true population. 

Data processin Raw data collection 

if Ne-Ye? CerSuS 

government Commercial data 
data source data vendor receiver 

(A) (B) (C) 

Figure 3.4: Data collection and data processing 

We define a derived datum's collection method as the concaternation of the 

data collection methods along its supply chain. This provides an explicit frame of 
reference from which to assert the occurrence of an error. As data propagates 
through a data supply chain, "error guarantees" may be nullified, passed through, or 
introduced by data handling agents. A data service may wish to guarantee clean 
copies of the data - cleaning up, verifying, and guaranteeing data - or "take it as it is" 
may be its policy. 

In answering "what is an error?", we have firstly concluded that data error 
depends on data meaning. We distinguished syntax from Semantics for error 
modeling purposes. Second, we have extended the concept of meaning to include 
the collection method. Links in the data supply chain are instances of data 
collection, together constituting the data production history of a datum. 

62 

  



5,842,202 
147 148 

3.5 A Process View of Data Quality 

We posit that the term data quality, though used in a variety of research and 
practitioner contexts, has been inadequately conceptualized and defined. In this 
extended section, we develop a process oriented view of data production and data 
quality. It leads us to several interesting insights about data quality, including the 
relationship of data quality to issues of interpretability, i.e., concerning the fit of a 
user's interpretation map (decoding of symbol to constructs) (13) with the "true" data 

meaning, as well as to issues of timeliness of data and time as a reference frame 
concept. Both of these - interpretability and timeliness - will be subsumed by error 
as indicators of error in subsequent chapters, and as in 61). An old data value from 
an untrustworthy source may in fact be correct. 

In the past, researchers have tended to take a product-oriented view of data 
quality. Though important, this view is insufficient for three reasons. First, data 
quality defects in general, are difficult to detect by simple inspection of the data 

product. Second, definitions of data quality dimensions and defects, while useful 
intuitively, tend to be ambiguous and interdependent. Third, in line with a 
cornerstone of TQM philosophy, emphasis should be placed on process 
management to improve product quality. 

The objective of this section is to characterize the concept of data quality from 
a process perspective. A formal process model of an information system (IS) is 
developed which offers precise process constructs for characterizing data quality. 
With these constructs, we rigorously define the key dimensions of data quality. The 
analysis also provides a framework for examining the causes of data quality 
problems. Finally, facilitated by the exactness of the model, an analysis is presented 
of the interdependencies among the various data quality dimensions. 
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This section develops a theoretically grounded process model of an 
information system and conceptualization of data quality. More specifically, the 
objectives are: (1) to develop a set of formal process constructs which constitute a 

model of an IS as a data delivery vehicle, (2) the identification and analysis of 
orthogonal components of process non-conformance, and (3) the use of these 
constructs as a means of defining "dimensions" of data quality. 

3.5.1. An Ideal Information System 

Wand and Weber postulated generally that "information systems are built to 
provide information that otherwise would have required the effort of observing or 
predicting some reality with which we are concerned. From this point of view, an 
information system is a representation of some perceived reality. It is a human 
created representation of a real world system as perceived by someone." (59). 

We adopt this postulate by stating the following premise. 

Premise 1: An IS is a means of providing a mapping from aspects of the 
world into a symbolic representation of those aspects via some human 
perception. 

We posit that data product defects are due to data production process defects. As 
per the quality literature in general, we operationalize quality as conformance to user 
requirements. We thus operationalize data quality as conformance of the data 
production process to user requirements. In this respect, data quality is a binary 
condition (48). We do not aim here to characterize levels of data quality. Either the 
process conforms (has quality) or does not conform (does not have quality) with 
respect to user requirements. This leads to the next premise: 

Premise 2: Data quality is conformance of the data production process to a 
single user requirement. 
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Figure 3.5 below illustrates our model. We see from the figure that a data 
originator observes the world on behalf of a data user. This observation (perception) is 
the measurement of the world of interest (Arrow A), and results in a perceived reality 
as construed by the originator. Next, this perception is encoded (data entry) into the IS 
via Some data input device (Arrow B). We assume 

Premise 3: The originator records states of the world as opposed to changes 
in States. 

For example, the originator would record inventory levels as opposed to 
changes in inventory. This encoding results in the symbolic representation of the 

originator's perception as data. Lastly, the user decodes (interprets) the symbols 
(Arrow C). 

ived perceived 
perceive reality 
reality -- A 

input & 
storage 
device 

Figure 3.5: A Process model of an information system 

We proceed to formalize our notion of an ideal IS by first stating Some 
ontological principles. The world is made up of things. The characteristics of things of 
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the world are construed via attributes which are defined and ascribed to the things by 
the observer. We measure the attributes of things with respect to reference frames. A 
reference frame may include elements such as the time of measurement and the 

condition of the observer, e.g., the observer's velocity when measuring the speed of 
another object. The reference frame, in general, would provide information about any 
variable factors believed to affect the outcome value of the measurement. 

We are interested in a set of r things in the world (xi i = 1,...,r). For each thing 
xi we are interested in a set of q attributes {ak k=1,2,...,g. For each attribute there may 
be one or more reference frames from which to measure it. The reference frames 

chosen up to time t1 is a set {mj I j=1,2,...,n}. 

Each triple 

coijk=<xi, mj, aka 

is an aspect of the world that is of interest and has an associated value vijk. This 
value is obtained via some form of measurement. Knowledge of vijk and its 
associated triple <xi, mj, aka constitutes a unit component of the data originator's 

perceived reality. A more formal discussion of the concept of perceived reality is 
given in Section 3.1. 

For a thing xi and reference frame mi let 

Aij={<xi, mj, aka k=1,2...q} 

and 

Hi-U Aij 
i = 

where Hi is the history of the thing xi over all the reference frames of interest. 
Then 
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is the set of triples that are of interest as of time t1. Then R is the set of aspects of the 
world of interest with reference frames up to time t1 

The knowledge of R, as perceived by the data originator, is then encoded into a 

symbolic form. This may be a relational table for example. In this case, each cell 
corresponds to a triple (Dijk and each data element within the cell represents a value 

vijk. Each cell and its data element constitutes an atomic well-formed formula (wff). 
These wffs are then interpreted by the end-user via a decoding function (Arrow C). 
The encoding function, decoding function and wffs form part of a symbolic language 
which will be formally presented in the next section. 

The data production process can therefore be represented by the binary relation g 
from the set R to the set D, where D is the set of atomic wffs delivered as output to a 
data consumer as of time t2, where t2 > t1. Recall that we are interested in reference 

frames up to t1. 

Specifically, g expresses the actual production process - how aspects of the world 
are mapped to wff. The temporal aspects of the production process are inherent in the 
Specification of R and D, as they are defined for specific times t1 and t2. 

Definition: Data quality is defined as the conformance of g to user 
requirements. 

We refer to gas gp when g conforms to user requirements. Each triple in R 
must be uniquely represented as data in D. This leads to the proposition: 

Proposition: For quality data, gp must be a bijective function (one-to-one and 
onto) that maps aspects of things to the appropriate wff's for the user's 
Symbolic language. 

Formally, 
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gp: R-) D 

The precise form of gp must be determined by user requirements because 
various symbolic representations (e.g. relational or hierarchical) may satisfy the above 
requirement. 

In the last section we represented the production of data as the relation g, a high 
level abstraction. In this section we delve into greater engineering detail - specifying 
the production process in terms of its specific steps. 

Our treatment of an IS is similar in methodology and spirit to Wand and Weber 
in the sense that it is an IS modeling formalism based on Bunge. However, where 
Wand and Weber focus on the design and analysis of systems, we focus on data 
production itself, including measurement, encoding, and decoding of data between the 

data originator and the data user. 

In the following sub-sections we decompose the production process g. 

3.5.2 Measurement and Perceived Reality 

Each triple coijke R is assigned a value vijke V the data originator via a 
function: 

y: R - V 

This is analogous to the state function proposed by Bunge (15). However, 
Bunge's state function iterates over a domain which is a set of reference frames for an 
attribute of a particular thing. The function X on the other hand, iterates over R, 
which is preferable for the current presentation. 

The data originator's knowledge of coijk consists not only of the value Vijk but 

also the associated attribute ak of the thing xi as perceived via a reference frame mj. 
More appropriately, we define the measurement function (Arrow A in Figure 3.5) as: 
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F: R - S 

where S is a set of atomic statements which represents the originator's 
knowledge of R. For example, we may be interested in the attribute "temperature" in 
the city of "Rome" which is the particular thing of interest. The temperature in Rome 
is to be measured by an alcohol thermometer daily. Thus, the date becomes the 
reference frame and the mode of measurement, the thermometer, is represented by 
the function F. Let the value of the temperature on a particular day the 28°F. Then 

F (Rome, t, temperature) = s 

where s is the atomic statement "The temperature in Rome on day t as 
measured by an alcohol thermometer is 28°F". 

We note also that different measurement procedures are appropriate for 
different attributes. The particular form of the measurement represented by F depends 
on the particular attribute in the argument of F. In the temperature example, F 
represents measurement via a thermometer. If "weight" were the attribute of interest, 
then a F would represent a weighing machine. 

At this point, the difference between an attribute and a reference frame needs to 
be highlighted. What is included as part of attribute and what is included in a 
reference frame? This distinction depends on what is fixed and what is variable across 
instances of measurement. If, for example, we are interested the "temperature at 
8:00am on Valentine's Day 1993" at various locations within Italy. Then the attribute 
is "temperature at 8:00am on Valentine's Day 1993" with M corresponding to the set of 
various locations. 

If on the other hand, we may be interested in the "temperature in Rome" at 
various times, then "temperature in Rome" corresponds to the attribute while M 
corresponds to the set of various times. In the first case, the date and time are fixed for 
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the domain of interest (and therefore incorporated as part of the attribute definition) 
while locations vary (and therefore incorporated as reference frames). In the second, 
the location is fixed while the times of measurement vary. Note that S is the set of 
Statements that forms the originator's knowledge or perceived reality. 

We provide below a more detailed example to be used for the remainder of this 
Section. 

Example: 

We use a frozen-foods company's inventory system as the domain of interest. 
The things of interest will be n cold-storage warehouses xi, 1s i < n, owned by this 
company. A given warehouse will have 3 attributes of interest: "Warehouse id", 

"number of frozen dinners at beginning of day" as measured by procedure p1 and 
"temperature at beginning of day" as measured by procedure p2 which we call ID (a1), 
QTY (a2) and TEMP (a3) respectively. QTY is equal to the number of dinners physically 
on the shelves. The reference frame is the date t on which the measurements are 

taken. The values v1 (3-digit string), v2 (in units of one) and v3 (in F) correspond to 
ID, QTY and TEMP respectively for day t. The corresponding statements are given by 

F(xi, a1, t) = S1 

F(xi, a2, t) = S2 

F(xi, a3, t) = S3 

where 

S1= "the ID of warehouse i is v1 at the beginning of the day t" 

S2= "the QTY of frozen dinners in warehouse i at the beginning of day tas 
measured by procedure p1 is v2" and 

s3 = "TEMP in warehouse i at the beginning of day tas measured by 
procedure p2 is v3" 
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In summary, thus far we have defined things with their attributes and reference 
frames which are instantiated via measurement into atomic statements. In the next 

section we develop a formalism for the encoding of statements into data, and the 
interpretation of the data by the user. 

3.5.3 Symbolic Language 

The knowledge of the data originator is encoded as wffs of a symbolic language 
defined by Bunge (13). We introduce the encoding function E which is a component of 
a symbolic language. E represents the mapping used by the originator to map 
statements in S to corresponding wiffs in D. 

E:S-D 

The decoding function E-1 (Arrow C in Figure 3.5) is used by the user to 
interpret wff back to the statements they signify. 

We note that an atomic wff not only contains data that represents the value 
vijk, but also additional information about the reference frame and attribute 

definitions, as well as how they were attained. In modern databases, this extra 
information (e.g., besides the data elements and their column names) is referred to as 
metadata (45). Metadata may include both information regarding the intrinsic 
meaning of the data (21, 57), as well as indicators of the quality of the data value as an 
electronic artifact (60, 64). Often, when the term "data quality" is used, it is not clear 
whether it refers to the quality of data elements alone, or whether it refers to the 
contents and quality of this additional information as well. Each of these may have 
some type of quality associated with them. Thus the possible need for qualification of 
metadata as well. This recursiveness is a universal problem in metadata modeling 57, 
60). We assume only one level of metadata. 
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We can now more completely characterize gas a composite function. It consists 

of the measurement function F and the encoding function E. This is reflected in 
Figure 3.6 below. 

Figure 3.6: Formalized data production process 

3.5.4 Temporal behavior 

The data production process consists of three relevant events with respect to 
time. First, a measurement is done at time td. The data may then be entered into the 
IS at time te > ta. At time tf> te, the data is displayed to the user. These three time 
points allow us to characterize various temporal aspects of data. For example, tf-td 
constitutes the age of observed data., whereas te - td represents the timeliness of the 
instantiated data at the time of its instantiation. 

We assume that the time of measurement is the time at which the object is in the measured state. For 
a counter-example, consider the observation of a star with a telescope. The star may no longer exist 
due to the travel delay of the light. Thus measurement of its past states may be occuring in the 
present. 
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3.5.5 Specification of Data 

We now define the concept of a data requirement specification in terms of our 

model constructs. A specification declares the data production and decoding process 
desired by the user. It is a reference against which perfect data quality can be defined. 

Definition: A SPECIFICATION for data consists of the following: 

(1) the set of things of interest, 

(2) the set of attributes of interest for things of interest, 

(3) the set of reference frames to capture variable aspects of measurement affecting 
the outcome value, 

(4) the measurement procedure, 

(5) the language L to be used (see Section 3.2), 

(6) maximum allowable instantiation delays in delivering data to the display 
(Dlimax). 

(1), (2) and (3) define R. 

In the following section we use the IS model to analyze and define several 
fundamental dimensions of data quality. 

3.5.6 Data Production -> Data Quality 

We have shown that data quality depends on the quality of the data production 
process embodied in g, the mapping from R to D. We decomposed g into its various 
process components. In this section we look at how the data production process fails 
in terms of non-conformance to user requirements. We define the specific 
components of non-conformance by which data quality is lost. 

In Table 3.1 below, each item describes a component of non-conformance of the 
process constructs. 
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Process Construct Description of non-conformance 

Thing Inability or failure to capture data about the correct 
set of things of interest. 

Attribute One attribute may be confused with another. For 
example a person's age may be confused with their 
birth date. 

Reference Frame Measurement of temperature may be done at the 
wrong time. 

Measurement may be carried out incorrectly. 

Temporal behavior 

Data may be entered in the wrong format, such as 
right justified instead of left justified, or simply a 
typographical error. 

The user may be unable to map wff's to the 
appropriate mental constructs. For example, the 
user may not understand a particular coding 
scheme. 

The delay in instantiating the data (DI) exceeds the 
maximum allowable by the user. 

Table 3.1: Process constructs and non-conformance 

These process constructs and their (non)conformance form the basis for our 
characterization of data quality dimensions and defects in the next section. 

To illustrate the use of the concepts developed thus far in section 3.5, we now 
offer some possible definitions of (e.g., dimensions of) data quality - using our process 
constructs. These error definitions are not identical to those in Chapter 4, but rather 
illustrate the application of philosophical constructs to data quality definition. Data 
quality is defined in terms of imperfections in the data production process, relative to a 
specification for its desired behavior. If the data collection specification is adhered to 
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by the actual production process, then the user correctly perceives the true state of the 
world of interest and data will be of perfect quality. 

We will use the 'a' subscript for actual data production, and "p" for that which 
conforms to user requirements. For example, if ga is the actual mapping function (i.e., 

as performed by the actual data production process) then gp ('p' for 'perfect) would be 
the ideal mapping function - the one that conforms with user requirements and the 
data production specification. Let P be a production specification that conforms to user 
requirements and A be the specification of the actual production process. 

• Accuracy 

Common use of the term data accuracy refers implicitly to data elements only, 
e.g. (46). As the concept of data, for our purposes, includes both the instantiated data 
element and its metadata. Accuracy is a point concept which requires each wff to 
properly correspond to the triple () it signifies (e.g., if there are two dinners, 'two' is 
observed and the symbol '2' is entered). It characterizes the relation from a single 
aspect of the world to a single wiff. 

gp(a) = ga(co) for all () e R. 

In terms of the process constructs, a wff is accurate if, and only if 

Ep(Fp(xi, mi, ak)) = Ea(Fa(xi, mj, ak)) 

i.e. the aggregate result of measurement and encoding is according to P. Note that this 
condition accounts for the case where measurement errors and encoding errors offset 
each other. 
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Completeness 

Completeness can be defined as a set-based concept that requires that all co e Rp 
are measured and mapped onto the co-domain: 

Co-domain (gp) = co-domain (ga). 

In terms of process constructs, a data set Da is complete if, and only if 

Rp = Ra, and 

Ep(Fp(a)))=Ea(Fa(c))) for all () e Rp 

This means that all the aspects of the world of interest are measured and 
encoded accurately. 

For example, Rp is violated if P specifies all company warehouses as things of 
interest and A specifies only warehouses in California or if P specifies the attributes 
QTY and TEMP and A specifies only QTY - these are incompleteness problems - one in 
things (extensions) and one in attributes (e.g., Schema completeness). 

Timeliness 

Timeliness concerns the time delay between measurement and the 
instantiation or reading of wffs. It should perhaps be at or below some maximum 
specified. 

te-td a DImax for each () e Ra 

(te and td were defined in Section 3.5.4 and DImax in specification item 6 in Section 

3.5.5.) 
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• Interpretability 

In general, interpretability requires that the user map wiff back to the statements 
they signify as per P. This requires that the user be able to interpret the data element as 
well as various aspects of metadata. For example, the data element itself must be 
interpreted so that the symbol '3' means the number three. The definition of the 
attribute must also be known or interpreted, (e.g., QTY means the number of frozen 
dinners). 

Thus, for data to be interpretable with respect to the user: 
for die Da, di is a wff, and 

Ep1 (di) = Eal (di) for die Da 

To be specific, we distinguish Dp from Da. Da is the actual data set, for which some 

elements may not be well formed. This necessitates the first of the two requirements. 

The key to interpretability is, given a wff, whether accurate or not, it can be 
properly interpreted by a user of the language. 

We posit that such dimensions are the stuff of data quality, and allow us to 
think about (in a formal way) characterizing what data of perfect quality would be. We 
have defined quality relative to a known user specification. 

3.6 Chapter Conclusion 

A model of data and information system has been presented in which data 
process quality was treated as a surrogate or indicator of data product quality. Error is 
defined as a form of difference between the state of the world implied by the database 
and the true state of the world. The model contains an explicit and orthogonal set of 
process constructs. Using the model we are able to formally discuss concepts of data 
quality definitions: accuracy, completeness, timeliness, and interpretability. 
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We have seen that data quality is not a simple concept. The notion that there 
exists Some minimal and orthogonal set of data quality dimensions is brought into 
question. A well-defined model of the world and an information system are required 
for detailed analysis. Efforts in the past which appeal to intuitive definitions of data, 
measurement, and the information system may be limited in their applicability to 
Solving problems related to the development of information systems that deliver 
quality data. 

More rigorous definitions of data, Schema information, user understanding of 
data, generation of data, and time are necessary to define rigorously the components of 
data quality. Even the relatively simple source-receiver model of an IS developed here 
requires a thorough analysis as to its implications for data quality. It is clear from this 
effort that operationalizing data quality requires a strong model of the process by 

which the data is created and Solid definitions for components and stages of data 

creation. Data quality characteristics can be traced to characteristics of the information 
system delivery vehicle that creates it. The constructs are domain and data model 
independent. 

Our definition of data error will derive from the concepts of data quality 

discussed here. Because our goal is to measure data quality (e.g., data error), then we 
need some objective and ideally singular concept of error which will incorporate many 
of the concepts of process losses we have discussed. We will reduce all aspects of data 
imperfection to one of error. Notions of timeliness and interpretability will be 
incorporated into a single concept of error. Issues of timeliness and interpretability 
will be normalized relative to the user's assumed or desired reference frame - when 

data are old or misinterpreted - an error results. We begin description of the logical 
error representation next in Chapter 4. 
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Chapter 4 
Logical Error Representation 

"Given one clock you always know what time it is. Given two, 
you are always in doubt" - Higgins Law 

Terms such as accuracy, completeness, integrity, and consistency are often 
used in informal or ambiguous ways. They apply differently to a data set than to a 
single datum and must be operationalized differently for categorical and numeric 
data. A more precise formulation of error is required - one which can be propagated 
and with desired properties such as those discussed in Chapter 1 Section 1.7. 

In the previous chapter we outlined an abstract model of error. We discussed 
the concepts of 'world, data, error, difference, and correction' - but we did not define 
them in any mathematical detail - we merely hypothesized their existence. In this 
chapter we define our error representation. Part of the logical error representation 
includes the two associated operators described abstractly in Figure 3.2 of Chapter 3: 
the correction operator € and the difference operator 0. 

4.1. Some preliminary assumptions 

We assume that error (e.g., truth) is defined relative to a single context. By 
context we mean a set of assumptions about what aspects of the world are 
interesting and how/when they are to be measured (e.g., by whom at what time and 
with what instruments). This includes the domains and predicates of a logical 
world-view as well as the reference frame described in Chapter 3. Based on this 
assumption, one and only one data instance is error-free relative to the triple: <a 
given state of the world, a users (preferred) frame of reference, a syntax for encoding 
constructs in data symbols>. We assume that the database is capable of representing 
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all relevant States of the world (i.e., we adopt the appropriate scheme assumption of 
12) Such that domains are adequate). 

We first require a concept of the world from which data deviatel. The world 
is initially a flat collection of undifferentiated property-bearing objects. Humans 
construe properties as attributes 15). A class is a category in which a particular object 
either is or is not a member. An object is any thing or concept2 that may be denoted 
by a constant, e.g., Frank Ames or the number 820000. An object can be either 
classified, e.g., Wealthy (Frank Ames), Big-number (820000), or it can be assigned an 
attribute value, e.g., Donation (Frank Ames, 820000), Digits-in-number (820000, 6). 
Therefore, the same symbol may be an attribute in one table and an object in 
another, while referring to the same concept. In our model, attribute and class 
concepts are totally convertible during query processing. 

In summary, the state of the world concerns objects, their attribute values, 
and their binary membership status in a set of classes. In this thesis, queries are 
interpreted as transforming and deriving various combinations of objects, attributes, 
and classes in a logical framework. We will use the mathematics of functional 
dependencies as a formalism for defining keys in pre- and post-query relations (58). 
As in 65) and others, a functional dependency indicates a single-valued object 
attribute relationship, with the key (object) determining the attribute. An "attribute 
of an attribute" (e.g., Codd's indirect attribute (20) is also considered an attribute, as 
in 20, 65). So, for example, "Mother-of-Father" implies "Paternal-Grandmother". 

Some of these ideas are repeated from Chapters 1 and 3 with which they are intertwined. 
2We have no reason to distinguish between physical objects (the person Frank) and conceptual objects 

(the number 820000). The definition of an object is a philosophical issue, so we take an operational 
approach here. As Frank and 820000 illustrate - in various contexts, either may be considered as an 
attribute or as an object (e.g., including: Frank is an attribute of Joe in Father-of (Joe, Frank)). 

3e.g., a relationship among objects in which one object is primary. 
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