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NETWORK MONITORING AND 
MANAGEMENT SYSTEM 

This is a continuation of application Ser. No. 08/522,433 
filed on Aug. 31, 1995 and now abandoned. 

TECHNICAL FIELD 

The present invention relates generally to the field of 
computer interconnection and networking, and more par 
ticularly to an improved method for monitoring, identifying 
the configuration of and managing extremely large computer 
networks. 

BACKGROUND ART 

The interconnection of computers into large operational 
groups, simulating Semi-independent but concerted action of 
human groups, is becoming increasingly prevalent, and 
increasingly important. With the introduction of powerful 
Small computers, it has become recognized that decentral 
ized computing is more efficient and cost effective than older 
centralized (mainframe) computing methods. Furthermore, a 
growing number of uses for computers appears to be the 
trend for the present and the future, with many of these uses 
requiring or involving communication and interaction 
between computers, both in localized areas and in remote 
locations. The method which is generally recognized today 
as being most efficient is to interconnect various indepen 
dent computing units and peripherals (of any of a huge 
number of types and functions) into operational groupings 
known as "networks. Networks come in wide varieties, as 
well, being defined by the bus type (e.g. Ethernet, Token 
Ring, etc.) or by the extent of the configuration e.g. local 
area, enterprise, metropolitan and global networks). All of 
these require management and optimization to best Serve the 
needs of the user. 

Only a short while ago even the most complex existing 
computer networks were Small enough to be fairly easily 
managed. A typical Local Area Network (“LAN”) was 
Situated in a single building or office and contained a 
relatively Small number of WorkStations, with a Single Server 
controlling everything. A perSon, known as a “network 
manager”, would be fully familiar with all of the compo 
nents and programming and would be able to recognize 
Situations and problems very efficiently, based on this famil 
iarity. However, even though LANS remain common, 
today's computer networks are often So expansive and 
varied that a network manager has difficulty even keeping 
track of all of the devices connected to the network, let alone 
determining an optimal configuration for Such a network. 
Increasingly, networks are connected to other networks to 
form expansive and complex computer interconnection 
Schemes, Sometimes having even a worldwide Scope. In 
Such complex networks, changes, due to failed or added 
equipment, new users, or changing applications as a few 
examples, may be made at the far reaches of the computer 
network on, essentially, a daily basis. 
AS one skilled in network management will realize, a 

primary task is to keep track of the actual configuration of 
the network and, following that, to reconfigure or otherwise 
optimize or “tune” the network, as necessary, So as to 
minimize problems and maximize the utilization of 
resources. Having recognized a need for tools to assist 
network managers in the task of monitoring large networks, 
inventors have developed Several tools for the purpose. 
A Simple Network Management Protocol (“SNMP") 

Standard has been developed, and continues to be refined, for 

5 

15 

25 

35 

40 

45 

50 

55 

60 

65 

2 
defining types of data necessary for network management. A 
part of the SNMP is a Management Information Base 
(“MIB”), which includes information relating to the number 
of processors running on a network, number of collision 
packets detected, and the like. A Remote Network Monitor 
ing Information Base (“RMON”) is a standard protocol for 
use in network management and related activities. U.S. Pat. 
No. 5,315,580 issued to Phaal teaches a network monitoring 
device and System for monitoring the activity on a network, 
Such as might be used to collect data according to the 
RMON standard. The Phaal system includes means for 
Selecting a theoretically representative number of message 
packets and a processing means for collecting data related to 
Such message packets. 
An Open Systems Interconnection (“OSI") model 

describes a way to encapsulate data in packets in an effort 
toward standardizing data packet forms. The OSI standard 
divides packet information into Seven general layers (see 
Table 1, below). The layers generally refer to the Sequence 
of data information within each packet. The OSI reference 
model is utilized to generally indicate the type of informa 
tion contained in data packets Sent over network Systems, 
but is not universally utilized, nor is the use consistent for all 
types of networks. To the inventor's knowledge, however, 
the OSI model has not been implemented in its entirety. 
Indeed, data portions which fall within the higher levels of 
the OSI standard are located and/or formatted quite differ 
ently 

TABLE 1. 

OSI Reference Model 

Layer Number Content 

1. Physical 
2 Data Link 
3 Network 
4 Transport 
5 Session 
6 Presentation 
7 Application 

according to device and network protocol. The OSI model 
does, however, provide a reference that is generally accu 
rate. 

The RMON protocol deals, generally, with information 
contained in the second OSI layer types. Other layers, as will 
be discussed later, include information reflecting other char 
acteristics of the data packet. 
While the prior art systems are relatively effective at 

informing a network manager about the configuration of a 
network, there is a great paucity of information concerning 
the efficiency of the network and even less information 
which might help the manager in improving Such efficiency. 
Moreover, the inability to integrate information, which 
might otherwise be helpful, from different device types has 
presented an even more formidable barrier to the manager's 
taskS. 
To the inventor's knowledge, prior to the present 

invention, no means has existed in the art for remotely 
obtaining information from a widely dispersed network 
having therein a variety of device types and Sub-network 
configurations, which information will be Sufficient to 
inform a manager not only about the configuration of the 
network, but also about the operation, efficiency, and prob 
lem areas within the network. All prior methods and means 
by which network managers could obtain information about 
the network could obtain only Superficial data about the 
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network configuration and/or could not function to fall effect 
where various equipment types (Such as both Apple" 
computers and IBMTM compatible computers) and/or vari 
ous sub-network types (such as NovellTM and AppleTalkTM) 
are interconnected. Much room exists for more efficient, 
more inclusive and more user-friendly Systems for monitor 
ing and managing complex network arrayS. 

DISCLOSURE OF INVENTION 

Accordingly, it is an object of the present invention to 
provide a means and method for easily determining the 
configuration of an expansive network. 

It is another object of the present invention to provide a 
means and method for ascertaining a network configuration 
and functionality which does not interfere with or slow the 
operation of the network. 

It is still another object of the present invention to provide 
a means and method for remotely determining the functional 
and performance aspects of a computer network. 

It is another object of the invention to provide a moni 
toring and management System which compiles network 
parameter information in a convenient format for analysis. 

It is a further object of the invention to provide network 
configuration and operational parameter information in a 
dynamic fashion, while retaining historical information, as 
well. 

It is yet another object of the present invention to provide 
a means and method for determining information about a 
network which can see through routers and Similar devices, 
thereby providing accurate information even concerning 
network array branches and Segments which are not directly 
probed or Sampled. 

It is still another object of the present invention to provide 
a means and method for assisting in network management 
which is relatively inexpensive in proportion to the size of 
the network. 

It is a further object of the present invention to provide a 
means and method for obtaining network data which is not 
prone to inaccurate information. 

Briefly, the preferred embodiment of the present invention 
is a network monitoring and management System and 
method having a Sampling assembly including a plurality of 
probe units distributed throughout a network, with the probe 
units being situated on different branches of the overall 
network array Such that "geographically distinct informa 
tion is gathered. The probe units Sample data packets and 
process the packet information into discrete predefined 
"probe objects', which correlate to the packet information. 
The probe unit accomplishes this by collecting packets into 
a buffer for a specified period of time (a “time slice”) and 
then extracting the information from the collected packets to 
create the probe objects, each of which contains at least data 
related to Source, destination, and time for response. 
Although the collected packets may be in different formats 
and have different types of information therein, the probe 
objects are of a Standardized format. 

Periodically, or upon the request of the network manager, 
the probe objects are transmitted to an analysis assembly 
within the System. The analysis assembly primarily includes 
a “data base builder” computer, provided with software to 
process, categorize and Store the probe objects and/or the 
Summarized content thereof The database builder, using the 
probe objects in a unique manner “builds' the network 
configuration and operational parameters and provides infor 
mation relating thereto to the network manager. 
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4 
An advantage of the present invention is that it can act in 

a “passive” mode, without Sending out frequent query mes 
Sages which only add traffic onto a network. 

Another advantage of the present invention is that it 
provides much information about System performance and 
problem areas which was either not obtainable by prior 
methods or else which was not obtainable remotely. 
A further advantage of the present invention is that it 

provides detailed information of a sort that would be essen 
tially impossible to discern even if all of the relevant raw 
data were otherwise readily available. 

Still another advantage of the inventive system is that it 
organizes the configuration and operational parameter infor 
mation into a usable format to aid a network manager in 
managing and tuning the network array. 

Yet another advantage of the present invention is that it is 
generally automatic, gathering the raw data and determining 
from Such data the required information without Substantial 
operator intervention. 

These and other objects and advantages of the present 
invention will become clear to those skilled in the art in view 
of the description of the best presently known mode of 
carrying out the invention and the industrial applicability of 
the preferred embodiment as described herein and as illus 
trated in the Several figures of the drawing. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a diagrammatic representation of a typical 
computer network having integrated therein an example of 
the inventive network monitoring and management System; 

FIG. 2 is a flow diagram of a probe capture and build 
method according to the present invention; 

FIG. 3 is detailed diagram of the build probe objects 
method of FIG. 2, including a diagrammatical view of a 
typical probe object which is built by the method; 

FIG. 4 is a detailed diagram of a data base builder 
method according to the present invention; and 

FIG. 5 is a conceptual representation of a database man 
agement operation in which the information gathered and 
organized by the inventive System may be utilized by the 
network manger. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

The best presently known mode for carrying out the 
invention is a computer hardware/Software combination 
functioning within a larger computer network. The predomi 
nant expected usage of the inventive network management 
means and method is in the managing of large computer 
networks where a network manager might not have any way 
of knowing of changing network conditions and configura 
tions were it not for Some Sort of remote monitoring System. 
A preferred, typical embodiment of the inventive network 

monitoring and management System is depicted in diagram 
matic form in FIG. 1, and is designated globally by the 
general reference character 10. The monitoring and man 
agement System 10 is shown as being integrated into a 
computer network 12. Although it appears to be complex, in 
light of the network Systems of even a few years ago, the 
relatively typical network 12 shown in FIG. 1 is a somewhat 
Simple one compared to those in which the inventive net 
work monitoring System 10 is actually intended to be used. 
The computer network 12 is shown to be an overall array 
which includes a number of discretely identifiable branch 



5,878,420 
S 

arrays, referred to for simplicity as LANS 14, although it is 
recognized that each of the branches may not fit the classic 
definition of a Local Area Network, Since each does not 
include a Server component. For Simplicity of nomenclature, 
and due to the fact that most of the properties of these 
branches comport with those associated with Local Area 
Networks, in this discussion, they are considered to be 
LANs, each of which may be considered to be separately 
identifiable. The nature of the LANs 14 may differ widely, 
but a typical example might be a local area network in a 
Single location which forms a part of a global, geographi 
cally dispersed overall network 12. 

The typical computer network 12 will include a variety of 
conventional network components 16, which are intercon 
nected in a complex data path 18, which may be logically 
broken down into discrete Segments 20 intermediate logi 
cally adjacent network components 16. Information, control 
Signals and other forms of digital data are delivered to and 
through the network components 16 in the form of discrete 
data packets 22 which travel along the Segments 20 of the 
data path 18. The data packetS 22, which, as one skilled in 
the art will recognize, are quantities of data adhering to a 
Specific format Such as are commonly used in the transmis 
sion of data through the network 12. The fact that all of the 
data packets 22 may not be in the same format, and the 
implications of this fact, will be discussed in greater detail 
hereinafter. 

Each node of interest to the network and the network 
manager is provided with a network address 23 which is 
unique to that particular location in the computer network 
array 12. The network address 23 for each location is 
ordinarily Set up during configuration of the array 12 and 
reflects a particular point along the LANs 14. Ordinarily, 
each network component 16 will have a Single network 
address which is used by the System in order to locate that 
particular component 16. 

Typical network components 16 include user Stations 24, 
which may be in the form of WorkStations, desktop personal 
computers, laptops or any other Station at which a user may 
interface with the network 12. In addition to the user stations 
24, the network components 16 will typically include trans 
mission units 26, bridges 28, routers 30 and servers 32. Each 
of the network components 16 will ordinarily include at least 
one network board 34, or the equivalent thereof, each of 
which will have assigned thereto at least one board address 
36. The board address 36 is the typical information which is 
utilized within the network to identify and locate (logically) 
the particular network component 16. In most network 
Schemes, bridges 28 are transparent to operation and are not 
directly accessed by the network 12. AS Such, these com 
ponents do not need, and are not ordinarily assigned, either 
a network address 23 or a board address 36. On the other 
hand, it is not uncommon for a Single network component 
(particularly a router 30 or a server 32) to have a single 
network address 23 while having two (or more) associated 
board addresses 36. In most network configurations, the 
components situated at junctions between (or among) mul 
tiple LANs 14 will have unique board addresses 36 for each 
branch LAN 14. 

One skilled in the art will recognize that the configuration 
of the network 12 of FIG. 1 describes only one of many ways 
in which Such a network might be arranged, and the network 
12 is intended to be illustrative only. 

According to the best presently known embodiment 10 of 
the present invention, the computer monitoring and man 
agement System 10 is provided with a Sampling assembly for 
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6 
gathering and Summarizing network information, and an 
analysis assembly for taking the information gathered by the 
Sampling assembly and organizing and delivering it to the 
network administrator in a usable form. 
The illustrated embodiment of the sampling assembly 

includes a plurality (four, in the simplified example of FIG. 
1) of probe computers 42. Both the sampling and analysis 
assembly are implemented as described herein using the 
conventional components of probe computerS 42. The probe 
computers 42 are generally allocated one per LAN 14, 
although Some LANS may not be So equipped. This is shown 
in FIG. 1 in a first type of branch LAN 14a which has a 
probe computer 42 Situated in association there with, while a 
second type of branch LAN 14b is not so equipped. The 
probe computer 42, which might be a user Station 24 as well, 
if sufficiently fast and powerful to multitask the duties, is 
ordinarily passive with respect to the operation of the 
network 12. The typical probe computer 42 includes 
memory Storage 44 in which information may be Stored for 
Subsequent retrieval. This memory Storage 44 is Sometimes 
referred to as a “buffer” and can be in any media form, 
although the usual form will be a conventional hard disk 
drive of the computer unit. Each probe computer 42 is 
logically connected to the network 12 by a probe connection 
46 by which it intercepts a data packet 22 traveling along the 
data path 18 and the associated segment 20 and “copies” it 
as a captured packet 22 to the probe computer 42 without 
interrupting the flow of the original data packet 22 to its 
intended destination. This is accomplished by a capture 
routine 48 in the associated software of the probe computer 
42. The captured packet 22' is then processed by a probe 
builder routine 50 (see FIG. 2) into a corresponding probe 
object 52 containing information correlating to the content 
of the captured packet 22". 

FIG. 2 is a block Schematic diagram of the operation of 
the sampling assembly 38 as it would be typically in the 
form of a Sampling method 54 implemented in Software and 
including at least the capture routine 48 and the probe 
builder routine 50. In the best presently known embodiment 
10 of the present invention, the sampling method 54 is 
implemented by the probe computers 42 (FIG. 1) although, 
where it would not interfere with other functions, it is not 
impossible that the sampling method 54 could be imple 
mented by one of the user stations 24 or other computer (not 
shown) connected to the branch 16. 

In the best presently known embodiment 10 of the present 
invention, the Sampling method 54 performs a capture 
packet 56 function for a defined interval of two seconds. 
This time might be varied in Some applications, although it 
is important that the time be long enough to capture at least 
a significant portion of inquiries, along with any responses 
thereto because, as will be discussed in more detail 
hereinafter, response times from the Server 32, and the like, 
are an important aspect of the present invention. It should be 
noted that, although the actual time interval of the capture 
packets 56 function might be varied, it is important that it be 
time based, as will be appreciated in light of the discussion, 
hereinafter, of the analysis of the data obtained thereby. In 
the capture packet 56 function, the captured packetS 22' are 
captured into a buffer (in the best presently known embodi 
ment of the invention 10, the memory 44 of the individual 
probe computer 42 acts as the buffer). In the preferred 
embodiment 10 of the method, the capture packets 56 
function is a “promiscuous” packet capture which writes the 
captured packets 22" (each truncated to 192 bytes) into a 
“round-robin' type of buffer. This results in a plurality 
(assuming an active network) of captured packets in the 
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buffer at any given time. The duration of the Sampling 
interval is reduced in those circumstances in which a buffer 
is not available in which to Store the captured packetS 22'. 

After the capture packets function 56, a build probe 
objects function 58, and then a store probe objects function 
60 are performed. The build probe objects function 58 and 
the Store probe objects function 60 can take as long as 
Several Seconds and are not time dependent-the length of 
time required being a function of the amount of data to be 
processed and the processing Speed of the probe computer 
42. Following the store probe objects function 60, a down 
load request 62 decision function branches the Sampling 
method 54 Such that all responses begin the Sampling 
method 54 anew with the capture packets 56 function, while 
a yes (“Y”) response branches to a send probe objects 
function 64, after which the sampling method 54 begins 
anew with the capture packets 56 function. The “Yes” 
response will be triggered when a download trigger Signal 
66 is sent to the probe computer 42 from the analysis 
assembly or, depending on programming, upon the comple 
tion of a timed cycle for downloading the probe objects 52. 

FIG. 3 is a more detailed representation of the build probe 
objects 58 function of FIG. 2, showing the manner in which 
the Selected information in a single captured packet 22' is 
transformed into a corresponding probe object 52. This 
illustrates how the information in various layers of the 
typical captured packet 22' are converted by various Sub 
steps of the build probe objects Subroutine 58 to form 
various Subcomponents of the typical corresponding probe 
object 52, which is then forwarded to the analysis assembly 
40. 

As discussed above in the description of the Prior Art (see 
Table A), the OSI model for data packets 22 on a network 
provides several layers of information. The build probe 
objects subroutine 58 operates on these layers to extract 
information which is valuable to include in the probe object 
52 and which relates to the operation and structure of the 
network 12. Under the preferred embodiment, only four of 
the seven layers of the OSI model are of significant interest, 
so the build probe objects subroutine 58 only operates on 
these layers (with minor exceptions). Specifically, the physi 
cal layer (1) is on an electrical level and is of little value in 
analysis while the highest two application levels (6 and 7) 
are So eSoteric and inconsistent in usage in various circum 
stances that the nature of information to be gleaned there 
from would be Suspect, at best, although certain aspects 
thereof might be of interest and are considered by the 
Subroutine as being a part of the fifth level. Accordingly, 
only the second through fifth (with some extension) levels 
on the model are processed by the inventive method. 

Within the captured packet 22' the position of level 2 is 
identified as a MAC (Medium Access Control) layer 68, 
level 3 is identified as a routing layer 70, level 4 is identified 
as a transport layer 72 and level 5 (the lowest application 
specific level with some possible input from levels 6 and 7) 
is called out herein as a Session layer 74. 

The corresponding components of the probe object 52 are 
identified, respectively as a board address object 76 corre 
sponding to the MAC layer 68, a network address object 78 
corresponding to the routing layer 70, a connection object 80 
and a conversation object 82 corresponding to the transport 
layer 72, and a Session object 84 corresponding to the 
session layer 74. 

Within the overall build probe objects routine 50, a MAC 
decode routine 86 operates on the MAC layer 68 to create 
the board address object 76. The MAC decode routine 86 
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8 
interprets data on the OSI level 2, which is in standardized 
protocol format, as discussed previously herein in relation to 
RMON. The information in OSI level two, the most relevant 
portions of which are the Source and ultimate destination 
addresses for the packet 22, not only provides the informa 
tion needed to contribute to the board address object 76, but 
also contains information to inform as to which protocol 
format applies to the data which follows within the packet 
22. In particular, the board address object 76 is accessed 
through a hash table based on the level 2 layer information 
and will be suitable for identifying the “name” of the source 
or destination component 16 and the type (i.e. whether a 
router 30 or a server 32). 

Following the MAC decode routine 86 in the build probe 
objects 58 function is a routing decode routine 88, which 
creates a network address object 50. The routing decode 
routine 88 uses source and destination address data which 
would be classified by OSI as being in level 3 to ascertain 
a network address 23' (for either or both of the source and 
the destination) to contribute to the network address object 
78. Depending on the depth of information included in the 
level 3 portion of the captured packet 22, the hash table 
extraction yields a network address object 78 which has a 
name and a type of the “station(s)" involved and which may 
also be linked to a specific board address 36' if there is 
evidence in the data to the effect that the network address 23 
and the board address 36' belong to the same station. 

Following the routing decode routine 88 in the build 
probe objects 58 function is a transport decode routine 90, 
which manipulates the data in the transport layer 72 (level 4) 
to create both the connection object 80 and the conversation 
object 82. These two objects, which are closely related, deal 
with information on the “endpoints” relevant to the particu 
lar packet 22". That is, rather than dealing with the nearest 
intermediate board address 36 in the data path 18, these 
objects include information on the ultimate Source and 
destination of the captured packet 22. 

In order to create the connection object 80, the transport 
decode routine 90 utilizes a hash table based on a pair of 
matched endpoint addresses appearing in the Same captured 
packet 22". These can either be a pair of network addresses 
23 or a pair of board addresses 36". The connection object 80 
is an identified and separately "named” (numbered) object 
representing a link between two defined endpoints. For 
example, a particular captured packet 22 may involve a print 
spool request from Joan’s PC (24) to a printer control server 
(32), designating an item for printing on an associated dot 
matrix printer. A connection object 80 would then be created 
and identified (“named”) which would indicate a “connec 
tion” between Joan’s PC and the printer server. A later 
captured packet 22' could include a further print request 
traveling along the same path 18 as before from Joan’s PC 
to the printer Server, with either the same designated printer, 
or, Say, a laser printer. In this case a separately named 
connection object 80, with essentially identical content, 
other than the name, would be created to memorialize a 
Second “connection' between the same two endpoints. Sort 
ing and counting of these objects is performed at the level of 
the database builder aspects of the analysis assembly, So 
each of these Separate objects is simply Stored in the buffer 
44 until called for. 

The conversation object 82 is linked and associated with 
one or more connection objects 80. The conversation object 
82 is a dynamic object which will vary in content depending 
on changes in the connection objects and particularly on 
changes in the data path 18. The conversation object 82 will 
include the addressees of each of the endpoints which define 
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the object, the bucket designation for each activity, a byte 
count for each activity and the addresses of the boards which 
are on the pathway 18 contiguously on either Side of the 
particular probe computer 42. The conversation object 
becomes a “permanent” which is dynamically modified to 
reflect changes in the intermediate board addresses and the 
bucket designations. Overall, the conversation object 82 
asSociated with a particular pair of endpoints will be a 
composite analog of the activity, over time, between those 
endpoints, while each connection object 80 is associated 
with a single packet 22. 
As part of the transport decode routine 90, each time a 

connection becomes accessed a new connection object 80 is 
created and the build probe object routine 58 will automati 
cally compute server response time. The overall routine 50 
will also periodically (or upon occurrence of defined 
conditions) move the Server response time parameter data to 
the network object address 78. 

Following the transport decode routine 90, a session 
decode routine 92 operates on the data in the Session layer 
(OSI level 5, with some potential data gleaned from levels 
6 and 7) to create the session object 84. The session decode 
routine 92, in the preferred embodiment 10, is reserved for 
creation of a class of objects which may be predefined for a 
particular purpose, or user defined after delivery. Since the 
Session layer 74 includes primarily application specific 
information, the user may wish to Select particular informa 
tion from this category (e.g. "print” commands or “down 
load’ requests above a defined minimum size) in order to 
track the network usage. This Sort of information may be 
useful for a variety of purposes, including optimization. This 
is by no means an exhaustive list of the types of information 
which might be contained in the probe object 52. Indeed, it 
is anticipated that more information will be added in the 
future. 

The various routines which make up the overall probe 
object builder routine 58 are significantly protocol depen 
dent and the precise operation may vary depending on the 
particular protocol utilized in the packet 22. However, one 
skilled in the art will recognize that it will be a relatively 
Simple matter to branch control to a protocol dependent 
Subroutine based upon the identification of the appropriate 
protocol in the MAC layer decode routine 86, as discussed 
previously herein. There are sufficiently few commonly used 
protocols that it will not be difficult to write the appropriate 
branch Subroutine for each. 

Returning to the flow chart of FIG. 2, following the build 
probe objects routine 56, the store probe objects routine 60 
then stores the accumulated probe object 52 (FIG. 3) to the 
memory storage 44 of the probe computer 42 (into the 
“buffer”). Then if the download request 66 decision function 
is positive (that is, if a request has been received from the 
analysis assembly or a download trigger 66 of Some other 
form has been provided), the accumulated probe objects 52 
are Sent as a group to the analysis assembly, where they are 
then processed in accordance with an analysis routine 94, as 
illustrated in the flow chart diagram of FIG. 4. The probe 
object builder routine 56 will continually operate to accu 
mulate probe objects 52 in the buffer for future downloads, 
unless interrupted by the user or a special circumstance 
command from the System. It is envisioned in the preferred 
embodiment 10 that there will also be a “purge buffer” 
function which will operate periodically (e.g. every 24 
hours) to clear the buffer of stored probe objects 52 which 
are too old or “stale” to be of continuing interest to the 
system 10. Upon downloading, the stored probe objects 52 
are accumulated and arranged in a probe file 93 which Sorts 
and groups the objects for further processing by the analysis 
assembly. 
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FIG. 4 is a flow diagram of the analysis routine 94, the 

most prominent portion thereof being a data base builder 
routine 96. AS previously discussed herein, upon the request 
of a user (or, alternatively, automatically at a predetermined 
time of the day or the like) the probe computers 42 will each 
transmit all of the respective accumulated probe objects 52 
to the analysis assembly, the most significant hardware 
portion thereof being defined as a database builder computer 
98. Thereafter the database builder computer 98 will initiate 
the database builder routine 96. In the best presently known 
embodiment 10 of the present invention, the data base 
builder routine 96 will operated on the downloaded probe 
objects 52, individually and collectively to create a database 
99 which may be accessed and manipulated to reflect, in a 
uSable form, information about the overall Structure and 
operation of the network 12. The purpose of the data base 
builder routine 96 is to merge the data from a large plurality 
of operations of the Sampling assembly into a unique net 
work representation. 
The primary object of the database (db) builder routine 96 

is to create a plurality of database (db) objects 100 which are 
analogous to key data about the network 12. During the 
process of the database builder routine 96 the db objects 100 
are in various forms, including a raw object 102, a variety of 
intermediate objects 104 and a “final' stored db object 106. 
The stored database objects 106 continue to remain mal 
leable even after the completion of the routine, Since the 
network 12 is Subject to changes in configuration and 
operation and it is desirable to periodically (or effectively 
constantly) update the objects in the overall database (see 
FIG. 5 and the associated discussion) in order to keep the 
information current. 

As illustrated in a flow diagram in FIG. 4, the db builder 
routine 96 initiates with a grab probe object step 108 which 
accesses the stored probe objects 52 which have been 
downloaded from the probe computers 42 and Selects a 
particular probe object 52 upon which to operate. After 
downloading, the probe objects 52 have been stored in the 
database computer 98 in the probe file 93 in a fashion which 
facilitates logical and rapid acceSS and Selection, So the grab 
probe object Step 108 may access the queue and immediately 
Select an appropriate and relevant one. The probe object 52, 
once grabbed, is then converted into a raw db object 102 by 
a create raw object Step 110, which has arranged data 
relating to the various Stations on the network 12 with 
respect to relationships between boards 34 and board 
addresses 36, network addresses 23, routers 30 and servers 
32. 
The raw object 102 is then subjected to an identify router 

anomalies Step 112 which deals with Specific known anoma 
lies in protocol and transmission characteristics which might 
adversely effect analysis and lead to false characterization of 
objects. In the event that no anomalies are detected, then the 
raw object will not be modified and the resulting interme 
diate db object 104 will be identical to the raw db object 102. 
However, if anomalies are detected, additional alternative 
process Steps are initiated which modify the data to correct 
the anomalies. Two of these steps which are included in the 
preferred embodiment of the db builder routine 96 are a split 
pseudo-router step 114 and a fix NovellTM server/router step 
116. 
The Split pseudo router Step 114 is necessary because 

some routers fail to send RIP (Router Information Protocol) 
packets. As a result, this type of router 30 can be detected 
based on too many associated network addresses 23. The 
identify router anomalies step 112 will detect that multiple 
network addresses 23 appear to be associated with a single 
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Station and the Split pseudo router Step 114 will then tag this 
station as being a router 30. 

With networks this situation is compounded because 
servers will often also have extraneous addresses. NovellTM 
Servers advertise router capabilities in addition to Server 
capabilities. The router capabilities may be real (as when a 
server 32 is operating as a router 30 as well) or may be fake 
(as when the Signal is simply a factor of the protocol, and not 
a representation of actual capability). A telltale indication of 
this type of anomaly is that the “hop count” is off by one unit 
from expectation. In order to provide homogeneous data for 
further Steps, therefore, the identify router anomalies Step 
112 will detect this sort of anomaly and the fix NovellTM=0 
server/router step 116 will normalize the hop count data and 
rectify the content of the intermediate db object 104 Such 
that it conforms to other protocols. 

Next, the db builder routine 96 initiates a create remote 
arrayS/Segments Step 118. This operation is utilized to pos 
tulate the existence of LANs 14 upon which no probe 
computer 42 is located. This process involves virtual attach 
ment of the remote branch 14" to a known branch 14 which 
does include a probe computer 42, based upon network 
address 23 analysis. Remote stations (network components 
116) are then “built” or “installed” on the created branch 14 
by an install remote Stations Step 120, based on known data 
of remote network addresses 23' relating to the particular 
router 30' used for access and an active conversation (from 
the conversation object 82 data). Remote stations not 
involved in the particular conversation in the probe object 
52' will be assigned locations by this step. This step will also 
“locate' inactive Stations, although this will only occur 
when Such inactive Stations were previously created, as a 
result of being active in previous conversation objects 82. 

The next process Step is in the nature of a resolve bridged 
Stations conflict Step 122. This occurs when Stations 
(identical board addresses 36) are detected on different 
branches of the network 16. When this occurs, it may be 
assumed that the branches 14 are connected by a bridge 28, 
which (as discussed above) is transparent to the packets 22, 
Since bridges 28 are not assigned network addresses 23 and 
will not have individual board addresses 36. A heuristic 
analysis is utilized to “guess” the identity of the branch 14 
upon which the Station is actually located, and a location is 
assigned as a result of this guess. 

Since routers 30 will have different addresses (both net 
work and board) for each branch 14 to which they are 
connected, a true picture of the overall network must include 
Some method of resolving these multiple address locations 
into a single Station. For this purpose, a consolidate routers: 
Phase 1 step 124 and a consolidate routers: Phase 2 step 126 
are included in the db builder routine 96. The phase 1 step 
124 invokes reasoning based on the Standard router query 
under the SNMP (Simple Network Management Protocol). 
This involves address analysis in which a single location 
appears to "own' and advertise overlapping addresses on 
different branches. When this occurs, it is a relatively safe 
assumption that the Station is a Single component 16 and that 
it is a router 30. The phase 2 step 126 includes hop count 
analysis to postulate router identity. In this case, for 
example, if a station (appearing from other data to be a 
router 30 address) has an address on one branch LAN 14 
and another station (appearing from other data to be a router 
30) has an address on a different branch LAN 14, and either 
(preferably both) show a RIP table entry to the other with a 
hop count of 1, then it is assumed that these are one and the 
Same Station. Further, if a hop count of 1 is found between 
a particular identified router 30' and a segment 20 on a 
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branch LAN 14, this situation is identified and a connection 
is assumed between that router 30' and the associated 
Segment 20. In this manner, as a result of the consolidate 
router steps: Phase 1124 and Phase 2126, the routers on the 
network 12 are consolidated into Single Stations and the 
array diagram is simplified. 

Sometimes, router connections to LANS 14 and Segments 
20 and other connections necessary to the conversation are 
Still unresolved at this Stage. In order to rectify this, an add 
missing link step 130 is performed to force a link (assume 
a connection) to complete the pathway 18. This occurs when 
no complete pathway appears to Support known conversa 
tions. 

In order to provide additional information which is of 
value to the manager, the process then performs an attach 
response time Step 134 which attaches response time infor 
mation from the probe object 52 to the server address portion 
of the db object 104. This attachment is a temporary, with the 
data later being associated with the Station, instead of the 
address. 

Finally, after all of the conversions, assumptions and 
building steps, the db builder routine 96 performs a build 
conversation path Step 136, which insures that paths are 
completed to cover all conversations. The Steps, in total, 
should assure that all conversations found on the network 16 
have a pathway defined. After this final Step, the Stored 
database object 106 is complete (although subject to 
updating) and is ready for Storage in the analysis database 99 
for use by the manager in mapping and analyzing the 
network 16. 

FIG. 5 shows a conceptual diagram of the database 99, 
with Some examples of operations which may be performed 
on it by a database management System 138 in order to 
permit the network manager to understand and optimize the 
network 16. This illustration shows some of the operations 
which might be performed on the database 99, including an 
organized plurality of stored db objects 106, to provide 
useful information. 

One of the operations, intended to keep the data current, 
is an update database routine 140. The update db routine 140 
may be triggered manually, be Subject to a time trigger, or 
may be a continual process, at the choice of the programmer 
and user. This process utilizes the Sampling assembly and 
the analysis assembly to provide fresh probe objects 52 for 
modifying existing db objects 106 and creating new db 
objects 106 when there are changes in the topology or 
content of the network 12. Basically, the update database 
routine 140 involves repetition of the build db routine 96 and 
replacing older versions of db objects 106 with current 
versions. 

Another common operation will be the use of the com 
piled information in the database 99 to provide a visual 
representation of network topology. This is accomplished by 
a map network array proceSS 142 which maps the entire 
structure of the network 12. A fill network map 144 may be 
created thereby which can then be shown on a Screen, Saved 
to a file, or printed to hard copy by a display output process 
146. The network map 144 may be of great value in 
understanding and timing the network 12. 

Another item of useful information relates to the particu 
lar pathways over which conversations between two or more 
Selected network components or Stations 16 occur during 
operation. This information may be gleaned from the data 
base 99 by a map conversation process 148. This function 
may be utilized to Select desired Stations and to utilize the 
database 99 to create a conversation path map 150 which 
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shows the actual path(s) between those stations which have 
been observed by the system 10. Ordinarily, this conversa 
tion path map 150 will include the LANs 14 and network 
components 16 along the pathway in order to analyze for 
possible tuning to improve performance or to troubleShoot 
problems. The output from the conversation map proceSS 
148 may also be directed to the display output process 146. 
One further type of output which might be desired is a 

compilation of performance data (speed of operation, 
response times of Selected components, and the like). This 
can also be extracted from the database 99 by a compile 
performance Specifications process 152, the output from 
which can also be displayed or Stored by the display output 
process 146. 

Programmers of reasonable skill in the art, provided with 
the above diagrams and explanations, will be able to create 
various modules to perform the Steps involved and to 
reproduce the operation of the preferred system 10. The 
inventor has utilized C as a programming language for the 
Software components, but the operation is not language 
dependent and others may prefer different platforms. The 
inventor has also utilized IBM and compatible PC units as 
hardware processing units, but this is also easily Subject to 
modification. 
A presently preferred embodiment of the Software com 

ponents of the Sampling assembly and the analysis assembly 
is commercially produced by Coronet Systems of Los Altos, 
Calif. An operational version of such software is submitted 
herewith, as recorded on a nonerasable CD-ROM. The 
content of Such is incorporated herein by reference. 
However, it is recognized that the particular code is, to a 
degree, a matter of personal preference, and many variations 
might be utilized with similar efficacy. 

Various modifications may be made to the invention 
without altering its value or Scope. For example, the order of 
Some of the Steps may be altered, the nature of the precise 
information included in the probe object may be modifies to 
fit desired output requirement, and the mechanisms for the 
probes and Storage of data may differ. New technological 
breakthroughs are expected to provide additional options for 
usage, while retaining the essential utility of the invention. 

All of the above are only some of the examples of 
available embodiments of the present invention. Those 
skilled in the art will readily observe that numerous other 
modifications and alterations may be made without depart 
ing from the Spirit and Scope of the invention. Accordingly, 
the above disclosure is not intended as limiting and the 
appended claims are to be interpreted as encompassing the 
entire Scope of the invention. 

INDUSTRIAL APPLICABILITY 

AS may be seen from the above discussion, the inventive 
system 10 is very flexible and can be easily adapted for use 
under a wide variety of conditions and network Structures to 
provide an equally wide variety of usable outputs. It is not 
especially hardware dependent, although it is necessary to 
utilize probe computer units 42 which are capable of running 
the associated Software to perform the Sampling procedures 
and a database computer 98 (or multiples thereof) which can 
run the analysis routines at a reasonable Speed Such that the 
output generated thereby is usable in making rapid adjust 
ments to the network. 
A typical utilization of the inventive network monitoring 

and management System 10 would be its incorporation into 
an extensive existing network 12 where problems are being 
encountered in performance. A network manager may wish 
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to install a System 10 in order to get a hold on the manner 
in which the network 12 is arrayed and how it is performing, 
in order to rework configurations, repair or replace logjam 
components, avert bottlenecks, and otherwise manage and 
tune the network 12. 

In order to accomplish this, the manager will estimate the 
number of LANs 14 in the network 12 and select the number 
of desired Sampling assemblies accordingly. It is recom 
mended that the ratio of branches 14 including Sampling 
assemblies to the total number of LANs should be about 1 
to 4 or 5 So that a typical network having approximately ten 
LANs 14 would be best served by incorporation of two to 
three probe computers 42 along Separate LAN branches. It 
is recognized that an otherwise underutilized user Station 24 
may be programmed with the probe routine 46 and function 
as a probe computer 42, but it is recommended for Serious 
operation that dedicated probe computers 42 be utilized. A 
single database computer 98 will be sufficient for most 
purposes, although the user may wish to include multiple 
units for a particularly large network 12 or in Situations 
where multiple, remotely situated, managers are involved in 
the analysis. 

Once attached to the network 12, the units will function 
according to the programming and should be completely 
transparent to operation of all other features of the network 
12. Except for the physical presence of the units, the 
existence and incorporation of the network monitoring and 
management System 10 will not be noticeable to the general 
user, only to the network manager. In initial operation, the 
system 10 will require a period of time to sample sufficient 
data in order to build a working database 99. In a typical 
network, including about ten LAN branches and Forty 
Stations, it is expected that an interval of approximately five 
minutes will be Sufficient in order to establish a database 99 
which has Sufficient data integrity to be valuable in tuning 
the network 12, although very useful information is avail 
able almost immediately after beginning operation. 
Once the database 99 is established the database manage 

ment system 138 of FIG. 5 may be utilized to map and 
analyze performance and configurations in order to modify 
and optimize the network 12. Since, unless disabled, the 
Sampling assembly will be continually providing new probe 
objects 52 and the analysis assembly will continually 
enhance and update the database 99, the database manage 
ment 138 will continually provide fresh and current infor 
mation on the precise state of the network 12. This facilitates 
efficient management and optimization. 

In light of all of the above, it may be seen that the network 
monitoring and management System 10 of the present inven 
tion is adaptable for use on a wide variety of networks to 
provide dependable and fast information in useful output 
formats. The network manager will be able to use the System 
10 to make the manager's job more efficient and pleasurable 
and to obtain customized output. For all of these reasons, 
and others which become apparent upon installation and 
usage, it is expected that the present invention will have 
industrial applicability and commercial utility which are 
both widespread in acceptance and long in duration. 
What is claimed is: 
1. A network monitoring and management System for a 

computer network array, the array including computing 
elements, Switching elements, and data transfer elements, 
each of which elements has at least one associated network 
address, and interconnecting components, said elements and 
components being connected into discretely identifiable 
groupings, each grouping which may be considered to be a 
Local Area Network (LAN), the System comprising: 
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independent probe units logically connected at locations 
within at least Some of Said LANS, each Said probe unit 
being adapted to capture continuous packets of data 
having a plurality of layers of information, including 
application-specific information, and being transferred 
for a period of time over Said interconnecting compo 
nents within Said associated LAN, to build at least one 
predefined probe object which includes data from a 
Session layer of Said captured data packets, and to 
forward the probe object; and 

a database unit for receiving the forwarded probe objects 
and for compiling multiple ones of the probe objects 
into a database. 

2. The network monitoring and management System of 
claim 1, wherein each Said probe unit is a device having 
computing capacity and being programmed to include a 
capture method for capturing desired portions of discrete 
packets to provide captured packets, and a probe builder 
method for building at least one of the probe objects 
corresponding to Selected content of each captured packet. 

3. The network monitoring and management System of 
claim 2, wherein each said probe unit further includes buffer 
means for Storing multiple ones of the probe objects prior to 
forwarding to Said database unit. 

4. The network monitoring and management System of 
claim 1, wherein each said packet is generally compliant 
with the Open Systems Interconnect model. 

5. The network monitoring and management System of 
claim 1, wherein each said probe unit is provided with buffer 
memory in order to Store copies and intermediate versions of 
packets prior to building the defined probe objects, and 
further for Storing the probe objects prior to forwarding to 
Said database unit. 

6. The network monitoring and management System of 
clam 1, wherein at least Some of Said probe units are 
personal computers. 

7. Apparatus for extracting, Sifting and compiling infor 
mation relating to a complex computer network array from 
continuous packets having a plurality of layers of data and 
traveling along Segments within the computer network array 
for a period of time, Said apparatus comprising: 

probe means logically associated with at least one 
Segment, wherein Said probe means includes: 
a computing apparatus with Software adapted to operate 

therewith to extract, Sift, and compile the network 
array information; and 

a buffer means for receiving and Storing the informa 
tion compiled by Said Software, Said Software includ 
ing: 
a capture routine to nondestructively capture at least 

Session layer information from the continuous 
packets and to create therefrom a captured packet 
having at least Session layer data; and 

a probe builder routine, including at least a decode 
function associated with the Session layer infor 
mation of Said captured packet, Said decode func 
tion creating one or more objects corresponding to 
Said Session layer, Said one or more objects used to 
create a discrete probe object corresponding to at 
least the Session layer information of Said captured 
packet. 

8. The apparatus of claim 7, wherein Said capture routine 
includes capacity for creating the captured packet as a copy 
of Selected portions of one of Said continuous packets 
passing along Said Segment while insignificantly interrupt 
ing the flow of Said packet within the network. 

9. The apparatus of claim 7, wherein said probe builder 
routine includes other decode functions associated with the 
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plurality of layers other than the Session layer of Said 
captured packet, each other decode function being associ 
ated with one of the plurality of layers other than the session 
layer and creating one or more objects corresponding to the 
one of the plurality of layers other than the Session layer, the 
aggregate of the objects created by all of the decode func 
tions for Said captured packet together comprising Said 
discrete probe object associated with Said captured packet. 

10. The apparatus of claim 9, wherein said captured 
packets are generally compliant with the Open Systems 
Interconnect model and the other decode functions include: 

a medium acceSS control decode function for creating a 
board address object from information extracted from a 
medium acceSS control layer of Said captured packet; 

a routing decode function for creating a network address 
object from information extracted from a routing layer 
of Said captured packet; and 

a transport decode function for creating a connection 
object and a conversation object from information 
extracted from a transport layer of Said captured packet. 

11. The apparatus of claim 7, wherein Said probe means 
includes a personal computer having a memory Storage 
asSociated there with, the memory Storage being capable as 
functioning as Said buffer apparatus. 

12. The apparatus of claim 7, wherein said probe builder 
routine is adapted to, from information contained in any 
typical Open Systems Interconnect model compatible 
packet, compile a corresponding one of the discrete probe 
objects containing information relating to the board and 
network addresses of the termini of Such packet and a 
connection path therebetween. 

13. A network analysis method for use with a large 
network array including a plurality of discrete local area 
network (LAN) portions, information passing over the net 
work array in the form of packets having a plurality of layers 
of data, at least Some of the LAN portions including com 
puting units adaptable as probe units and the network array 
including at least one computing unit adaptable as a database 
unit, Said network analysis method comprising: 

a Sampling method performed by each of the probe units, 
with each probe unit being connected to a Segment of 
the associated LAN, Said Sampling method including: 
a capture packets routine for creating a plurality of 

captured packets corresponding to a plurality of 
continuous data packets passing along the Segment 
asSociated with the probe unit for a period of time, at 
least one of Said captured packets corresponding to 
Session layer data of one of Said continuous data 
packets, and 

a probe builder routine for operating upon each cap 
tured packet to create a corresponding probe object 
including application-specific information relating to 
the network array; and 

a database method associated with Said database unit, Said 
database unit being adapted to receive Said probe 
objects from Said probe units, Said database method 
including: 
a grab probe object routine for Selecting a one of Said 

probe objects and creating a raw object associated 
therewith; 

a plurality of object modification routines Sequentially 
operating upon the current object, being the raw 
object in the case of the first Such object modification 
routines and an intermediate object created by the 
previous one of Such object modification routines, to 
ultimately create and Store a stored database object 
asSociated with the one of Said probe objects, and 
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one or more network analysis routines for operating 
upon an accumulated plurality of Said Stored data 
base objects to correlate and output information 
relating to the network array. 

14. The network analysis method of claim 13, wherein 
Said database method includes associated memory for Stor 
ing a plurality of Said probe objects in an ordered array, for 
access by Said network analysis routines. 

15. The network analysis method of claim 13, wherein the 
network information output by Said network analysis rou 
tines includes a network map. 

16. The network analysis method of claim 13, wherein the 
network information output by Said network analysis rou 
tines includes a conversation path for any Selected conver 
sation between two network components situated within the 
network. 
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17. The network analysis method of claim 13, wherein 

Said database method further includes an update routine for 
updating the accumulated plurality of Stored probe objects 
by adding additional probe objects and replacing older probe 
objects with corresponding new probe objects. 

18. The network analysis method of claim 13, wherein 
one of Said object modification routines is in the form of a 
process for adding missing linkS in a conversation path 
corresponding to a Selected probe object, based on previ 
ously analyzed ones of Said probe objects. 

19. The network analysis method of claim 13, where said 
database method includes means for identifying and com 
pensating for router anomalies within the network. 


