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PAIRED CARRIER AND PIVOT STEGANOGRAPHIC OBJECTS FOR

STATEFUL DATA LAYERING

FIELD OF THE INVENTION

The present invention relates to the use of steganography to hide data within multimedia

objects, and more particularly relates to layering data using paired carrier and pivot

steganographic streams.

BACKGROUND OF THE INVENTION

Steganography is the art and science of writing hidden messages in such a way that no one,

apart from the sender and intended recipient, suspects the existence of the message, a form

of security through obscurity. Steganography includes the concealment of information

within computer files. In digital steganography, electronic communications may include

steganographic coding inside of a transport layer, such as a document file, image file,

program or protocol. Media files are ideal for steganographic transmission because of their

large size. As a simple example, a sender might start with an innocuous image file and

adjust the color of every 100th pixel to correspond to a letter in the alphabet, a change so

subtle that someone not specifically looking for it is unlikely to notice it.

PCT Patent Application WO 2009/101600 Al discloses a method of protecting a primary

content with special (access) keys inserted inside an encrypted right content. The decryption

key to unlock this Encrypted Right is embedded inside alternate contents such that the

alternate contents need to be consumed in order to obtain the final access keys to unlock the

primary contents. The information that is embedded is done using steganography techniques.

US Patent 6,978,371 discloses a method of hiding data in a multimedia stream for cross

authentication, wherein a first authentication data associated with a first data channel of the

multimedia stream is hidden in a second data channel and a second authentication data is

hidden in the second data channel. Further, the second data channel may also be hidden in

the first data channel.



US Patent 6,456,726 discloses a method of multi-layer data hiding in multimedia signals

wherein a primary data is hidden as a ruling layer into media units and a secondary data is

hidden as a governing layer on top of the ruling layer of primary data. In order to decode the

primary data, the secondary data is initially decoded to extract embedded data and thereafter

the primary data is decoded based on the extracted embedded data.

"A Multilayered Architecture for Hiding Executable Files in 3D Images", P. Mohan Kumar

et al, Vol. 3 No. 4 (Apr. 2010) pp: 402-407, Indian Journal of Science and Technology,

ISSN: 0974- 6846 discloses a multilayered embedding scheme for hiding data in 3D images,

wherein a secret key is used to determine the embedding order and for extracting the hidden

data in accordance with the embedding order.

DISCLOSURE OF THE INVENTION

Disclosed is an approach, in accordance with a preferred embodiment, to enable multi-modal

and independent device correlated steganography. The approach contemplates the use of

two objects (or streams) for hiding data, a carrier object for containing the actual data to be

hidden and a pivot object for containing a key. The key determines how the carrier object

conceals/reveals the hidden data.

A first aspect of the present invention provides a system for hiding data in a carrier object,

comprising: a pivot object generator that generates a pivot object having a key hidden

therein, wherein the key is hidden in the pivot object based on an inputted salt; and a carrier

object generator that generates a carrier object having a data element hidden therein using a

steganographic hiding system, wherein the steganographic hiding system requires utilization

of the key to extract the data element from the carrier object.

A second aspect of the invention provides a method of processing data in a carrier object,

comprising: providing a carrier object and a pivot object at an encoding system; inputting a

data element to be hidden in the carrier object and a salt at the encoding system; generating a

modified pivot object that includes a key hidden therein, wherein the key is hidden based on

the salt; and utilizing a steganographic hiding system to generate a modified carrier object



having the data element hidden therein, wherein the steganographic hiding system requires

utilization of the key to extract the data element from the modified carrier object.

A third aspect of the invention provides a computer readable storage medium having a

program product stored thereon for storing hidden data in a carrier object, comprising:

program code for processing a carrier object and a pivot object; program code for inputting

a data element to be hidden in the carrier object and a salt; program code for generating a

modified pivot object that includes a key hidden therein, wherein the key is hidden based on

the salt; and program code for generating a modified carrier object having the data element

hidden therein utilizing a steganographic process, wherein the steganographic process

requires utilization of the key to extract the data element from the modified carrier object.

A fourth aspect of the invention provides a computer readable storage medium having a

program product stored thereon for extracting hidden data in a carrier object, comprising:

program code for processing a carrier object and a pivot object; program code for inputting a

salt; program code for extracting a key from the pivot object, wherein the key is hidden

based on the salt; and program code for extracting a data element from the carrier object

utilizing a steganographic process, wherein the steganographic process requires the key to

extract the data element.

The first aspect and the second aspect described above are inter-related products, the first

aspect being used for writing a hidden message and the second aspect for reading the hidden

message written using the first aspect. Similarly, the third aspect and the fourth aspect

described above are inter-related products, the third aspect being used for writing a hidden

message and the fourth aspect for reading the hidden message written using the first aspect.

The above method, systems and computer programs pair preferably correlate a carrier stream

with a pivot stegnographic stream, wherein the pivot stream is unlocked using a password

and applied to the steganographic stream to display the hidden media.



BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the present invention will now be described, by way of example only, and

with reference to the following drawings:

Figure 1 depicts an encoding system for hiding data in a carrier image in accordance

with an embodiment of the present invention.

Figure 2 depicts a decoding system for extracting data from a carrier image in

accordance with an embodiment of the present invention.

Figure 3 depicts an encoding/decoding system that hides data in a carrier object from

a plurality of users in accordance with an embodiment of the present invention.

Figure 4 depicts a flow chart for extracting a key in accordance with an embodiment

of the present invention.

Figure 5 depicts a flow chart for interleaving of the calculation of the pivot object

and carrier object in accordance with an embodiment of the present invention.

The drawings are merely schematic representations, not intended to portray specific

parameters of the invention. The drawings are intended to depict only typical embodiments

of the invention, and therefore should not be considered as limiting the scope of the

invention. In the drawings, like reference numbering represents like elements.

DETAILED DESCRIPTION OF THE INVENTION

Figure 1 depicts, in accordance with an embodiment of the present invention, an encoding

system 10 for using steganography to hide a data element 18 inputted from a user 11 in a

carrier object 22. The approach contemplates the use of a second object, the pivot object 20,

to store a key 24 that dictates how the carrier object 22 conceals/reveals the data element 18.

Key 24 is concealed in the pivot object 20, thus providing multiple layers of security. Pivot

object 20 and carrier object 22 may comprise any type of electronic objects, such as

multimedia objects including images, video, audio, mixed media, etc. In addition, it is

understood that the term "object" may include any type of entity or structure, e.g., a file, a

stream of data, a signal, etc. Thus, for example, the carrier object 22 and pivot object 20



may comprise electronic images residing on a storage device or being streamed across a

network.

Encoding system 10 generally includes a pivot object generator 1 and a carrier object

generator 14. Pivot object generator 12 generates a pivot object 20 that has been modified to

include a key 24 hidden therein. For example, pivot object 20 may comprises an image

selected from a pivot object database 26, or comprise an image or other object provided by

user 11 . In another embodiment, pivot object 20 may comprise an audio or video file.

In the depicted embodiment, pivot object generator 12 includes a random shift generator 32

that generates a random key 24 and includes a data hiding system 34 for hiding the key 24 in

the pivot object 20. A salt 16 inputted by user 11 dictates how the key 24 is hidden in the

pivot object 20. Salt 16 may for example comprise any "knowledge" inputted by the user,

e.g., a pet's name, a favorite color, a city of birth, last four digits of a social security number,

etc. For example, key 24 may comprise a 128-bit randomly generated code that is stored in a

set of 128 pixels in a pivot object 20 (e.g., an image). In the case of an image, salt 16 may

be utilized to provide an index into the image to dictate an order or starting point at which

the pixels store the data. In the case of a digital audio file, key 24 could be stored in every

nth bit, and salt 16 might determine a starting point.

Carrier object generator 14 generates the carrier object 22 modified to contain the data

element 18 hidden therein. Data element 18 may comprise any type of electronic data the

user 11 (or some other process or entity) wishes to hide, e.g., a password, a phrase or

sentence, a file, an object, an image, an audio recording, etc. Carrier object 22 may

comprise an object selected from a carrier object database 28, an object provided by the user

11, or an object obtained from any other source. For example, the user 11 may supply an

image saved on his or her smart phone to act as the carrier object 22.

Carrier object generator 14 may include a multimedia file padding system 36 that determines

a file padding strategy for effectively incorporating data element 18 into a given carrier

object 22. Multimedia file padding system 36 also provides error checking to ensure that the

data element 18 can be effectively stored in the carrier object 22. For example, if user 11



sought to store a large amount of secret data into a relatively small carrier object 22,

multimedia file padding system 36 could flag the operation as impermissible, and instead

recommend a larger carrier object 22 that can accommodate a given file padding strategy.

Once the file padding strategy is deemed acceptable, steganographic hiding system 38

utilizes key 24 (generated by pivot object generator 12) to hide the data element 18 in the

carrier object 22. Data element 18 may be stored in carrier object 18 using any now known

or later developed steganographic process.

Figure 2 depicts, in accordance with an embodiment of the present invention, a decoding

system 40 for retrieving data element 18 from a carrier object 22. Decoding system 40

includes a key extraction system 42 and a data element extraction system 44. In operation,

decoding system 40 is presented with salt 16 from the user 11, as well as a copy of the pivot

object 20 and the carrier object 22. Key extraction system 42 utilizes the same logic scheme

to extract key 24 from the pivot object 20 as used by the pivot object generator 12 (Figure 1)

to hide the key 24.

Once the key 24 is obtained, data extraction system 44 utilizes the key 24 to extract the data

element 18 from the carrier object 22 utilizing steganographic retrieval system 46.

Steganographic retrieval system 46 utilizes the same steganographic technique to extract the

data element 18 as used by the carrier object generator 14 (Figure 1) to hide the data element

18.

Figure 3 depicts an embodiment in which an encoding/decoding system 50 is utilized to hide

and retrieve private data A, B, N from a plurality of users 52, 54, 56 to and from a single

common carrier object 58. In this case, encoding/decoding system 50 operates in the same

fashion as encoding system 10 and decoding system 40 of Figures 1 and 2, except that only a

single common carrier object 58 is utilized to store private data for multiple users. In the

encoding phase, the user provides (1) a pivot object (without a key), (2) salt, and (3) private

data, to the encoding/decoding system 50. The private data is hidden in the common carrier

object 58 as described above with reference to Figure 1 and a pivot object modified with a

unique key is returned to the user. In the decoding phase, the user provides the modified



pivot object (i.e., with an embedded key) and salt to the encoding/decoding system 50 in

order to retrieve the user's private data from the common carrier object 58.

Thus for example, common carrier object 58 may comprise an image on a web page or social

networking site. A first user could store a private message in the common carrier object 58,

and then email a second image (containing the modified pivot object) and salt to a second

user. The second user could then access the private message.

In an analogous embodiment, common carrier object 58 may simply store multiple "layers"

of hidden data for a single user that require different keys to extract the full dataset. Thus a

single user may require multiple keys to extract different portions of a hidden message.

In a similar manner, multiple users could share the same pivot object. In such an

embodiment, keys for each of the users would be stored and retrieved to and from a single

pivot object.

Figure 4 depicts, in accordance with an embodiment of the present invention, a flow chart

for extracting a numerical key from a pivot image in which the key is encoded in pixel data

within predefined shapes within the pivot image. At SI, the pivot image and salt are

submitted. At S2, the pivot image is queried to detect a set of predefined shapes, e.g.,

circular patterns. At S3, the centers of the shapes are determined using any known

technique. At steps S4, S5 and S6, a value is extracted from each of the set of detected

shapes in order to form the key. In this embodiment, a predicted color of a center pixel is

first determined based on neighboring pixels at S4. At S5, the predicted and actual center

pixel colors are compared and at S6 a value, e.g., a difference is extracted for each shape.

Each of the extracted values can then be combined (e.g., concatenated) to form the key,

which is returned at S7. Note that the order that the extracted values are obtained and placed

into the key can be determined based on the inputted salt. For example, assume the key is

an eight digit number (e.g., 12345678) and there are eight balloons in the pivot image that

appear next to each other left-to-right. An integer value 0-9 can thus be extracted from each

balloon to form the key. The inputted salt may act as an index to dictate what balloon to

start with.



Figure 5 depicts in accordance with an embodiment of the present invention, a flow chart

showing an interleaved process of acquiring both a base image in which to hide a data

element as well as user generated salt. In this embodiment, a user submits an unmodified

carrier (i.e., base) image (that will later contain the hidden data) and salt at SI 1 . At SI ,

steganographic features of the unmodified carrier image are generated and a hide distribution

is calculated at S13. Steganographic features include the instruction set that describes how

the data to be hidden is camouflaged within the carrier image, e.g., bit shifting. Hide

distribution comprises models that have been developed to optimize the space within the

carrier image to place the hidden message. An increase of sparseness would help to visually

hide the data. Next, at SI4, for each steganographic feature, the feature is applied to salt and

the unmodified carrier image. By applying each feature within a steganographic feature

vector, the hidden data is placed into the base image that will result in a carrier image. The

salting aspect provides a random number generator that, e.g., changes the bit level of hiding.

This helps to make guessing a pattern of hiding data very difficult. At SI 5, the image

representation and steganographic features form the key —the salt and key is combined into

a pivot stream. At SI6, the modified carrier image is returned and at S17 the pivot stream is

returned.

Additional embodiments that utilize the techniques described herein may for instance

include the concept of a 3D password. In such an embodiment, a user creates a carrier object

with a password, image or any other electronic data. A pivot object is implemented with a

set of blocks wherein each block forms a logical unit into which a key can be hidden. Each

block may for example be correlated with an image, and the blocks are indexed by a salt that

provides a location within the pivot object to locate/find the key. Next, the pivot object is

hidden inside a music file or any multimedia file. In addition, a series of images are hidden

within layers of an overarching multimedia file known as the steganographic (i.e., carrier)

object. The steganographic and pivot objects are stored on a computational device.

As the user accesses a website or computational device, the user enters a password to unlock

the pivot object. Next, the pivot object is applied to the steganographic object to display the

hidden media. The user is then assured that they are not on a side scripted website. In many

web applications, particularly banking sites, the user is presented with a pass image. The



pass image provides another level of security such that a server provided image acts as a

public key that identifies the website. Going a step further, when a key is applied to the

server provided image, a hidden picture or the original data is recovered.

Another illustrative embodiment may comprise a broadcast synchronized substrate mood

indicator. In such an embodiment, a music media has encoded information that changes the

size, shape and color of digital or organic substrates, such as an LCD, LED, plasma or

holographic display. The music stream contains the pivot object that contains hidden states,

which might for example include mappings between emotional feelings and colors. The

hidden states are synced to digital images scattered around an area, e.g., images on walls

within an arena in a physical or virtual space. As each digital image perceives a hidden

state, the content of the digital image changes color and size. As a result, the broadcasted

hidden state unlocks hidden data within the carrier object of a digital image. As the music

plays, each digital image changes. The cumulative sound from both the source (i.e. drum

player) and audience (i.e. cheering crowd) produces a unique watermark and unique

entertainment experience for each deployed venue.

For example, assume a participant is playing the electric guitar within an auditorium. As he

or she plays, the tempo (frequency/amplitude) changes which also invokes responses from

the crowd. A directional microphone captures the source of sound from the guitar while

peripheral microphones are acquiring the crowd's noise. The combination of sound sources

creates a sound watermark that unlocks a pivot stream. The pivot stream is applied to the

carrier stream that changes the color of the original image.

As will be appreciated by one skilled in the art, aspects of the present invention may be

embodied as a system, method or computer program product. Accordingly, aspects of the

present invention may take the form of an entirely hardware embodiment, an entirely

software embodiment (including firmware, resident software, micro-code, etc.) or an

embodiment combining software and hardware aspects that may all generally be referred to

herein as a "circuit," "module" or "system." Furthermore, aspects of the present invention

may take the form of a computer program product embodied in one or more computer

readable medium(s) having computer readable program code embodied thereon.



Accordingly, the encoding system 10 and/or decoding system 40 may be implemented as

general purpose computer systems having, e.g., a processor, memory, I/O, a bus, etc., or as

specific purpose computer systems, e.g., an ASIC device.

Any combination of one or more computer readable medium(s) may be utilized. The

computer readable medium may be a computer readable signal medium or a computer

readable storage medium. A computer readable storage medium may be, for example, but

not limited to, an electronic, magnetic, optical, electromagnetic, infrared, or semiconductor

system, apparatus, or device, or any suitable combination of the foregoing. More specific

examples (a non-exhaustive list) of the computer readable storage medium would include the

following: an electrical connection having one or more wires, a portable computer diskette, a

hard disk, a random access memory (RAM), a read-only memory (ROM), an erasable

programmable read-only memory (EPROM or Flash memory), an optical fiber, a portable

compact disc read-only memory (CD-ROM), an optical storage device, a magnetic storage

device, or any suitable combination of the foregoing. In the context of this document, a

computer readable storage medium may be any tangible medium that can contain, or store a

program for use by or in connection with an instruction execution system, apparatus, or

device.

A computer readable signal medium may include a propagated data signal with computer

readable program code embodied therein, for example, in baseband or as part of a carrier

wave. Such a propagated signal may take any of a variety of forms, including, but not

limited to, electro-magnetic, optical, or any suitable combination thereof. A computer

readable signal medium may be any computer readable medium that is not a computer

readable storage medium and that can communicate, propagate, or transport a program for

use by or in connection with an instruction execution system, apparatus, or device.

Program code embodied on a computer readable medium may be transmitted using any

appropriate medium, including but not limited to wireless, wireline, optical fiber cable, RF,

etc., or any suitable combination of the foregoing.



Computer program code for carrying out operations for aspects of the present invention may

be written in any combination of one or more programming languages, including an object

oriented programming language such as Java, Smalltalk, C++ or the like and conventional

procedural programming languages, such as the "C" programming language or similar

programming languages. The program code may execute entirely on the user's computer,

partly on the user's computer, as a stand-alone software package, partly on the user's

computer and partly on a remote computer or entirely on the remote computer or server. In

the latter scenario, the remote computer may be connected to the user's computer through

any type of network, including a local area network (LAN) or a wide area network (WAN),

or the connection may be made to an external computer (for example, through the Internet

using an Internet Service Provider).

Aspects of the present invention are described below with reference to flowchart illustrations

and/or block diagrams of methods, apparatus (systems) and computer program products

according to embodiments of the invention. It will be understood that each block of the

flowchart illustrations and/or block diagrams, and combinations of blocks in the flowchart

illustrations and/or block diagrams, can be implemented by computer program instructions.

These computer program instructions may be provided to a processor of a general purpose

computer, special purpose computer, or other programmable data processing apparatus to

produce a machine, such that the instructions, which execute via the processor of the

computer or other programmable data processing apparatus, create means for implementing

the functions/acts specified in the flowchart and/or block diagram block or blocks.

These computer program instructions may also be stored in a computer readable medium

that can direct a computer, other programmable data processing apparatus, or other devices

to function in a particular manner, such that the instructions stored in the computer readable

medium produce an article of manufacture including Instructions which implement the

function/act specified in the flowchart and/or block diagram block or blocks.

The computer program instructions may also be loaded onto a computer, other

programmable data processing apparatus, or other devices to cause a series of operational

steps to be performed on the computer, other programmable apparatus or other devices to



produce a computer implemented process such that the instructions which execute on the

computer or other programmable apparatus provide processes for implementing the

functions/acts specified in the flowchart and/or block diagram block or blocks.

The flowcharts and block diagrams in the Figures illustrate the architecture, functionality,

and operation of possible implementations of systems, methods and computer program

products according to various embodiments of the present invention. In this regard, each

block in the flowcharts or block diagrams may represent a module, segment, or portion of

code, which comprises one or more executable instructions for implementing the specified

logical function(s). It should also be noted that, in some alternative implementations, the

functions noted in the block may occur out of the order noted in the figures. For example,

two blocks shown in succession may, in fact, be executed substantially concurrently, or the

blocks may sometimes be executed in the reverse order, depending upon the functionality

involved. It will also be noted that each block of the block diagrams and/or flowchart

illustration, and combinations of blocks in the block diagrams and/or flowchart illustration,

can be implemented by special purpose hardware-based systems that perform the specified

functions or acts, or combinations of special purpose hardware and computer instructions.

The terminology used herein is for the purpose of describing particular embodiments only

and is not intended to be limiting of the invention. As used herein, the singular forms "a",

"an" and "the" are intended to include the plural forms as well, unless the context clearly

indicates otherwise. It will be further understood that the terms "comprises" and/or

"comprising," when used in this specification, specify the presence of stated features,

integers, steps, operations, elements, and/or components, but do not preclude the presence or

addition of one or more other features, integers, steps, operations, elements, components,

and/or groups thereof.



CLAIMS

1 . A system (10) for hiding data in a carrier object (58), comprising:

a pivot object generator (12) that generates a pivot object (20) having a key (24)

hidden therein, wherein the key is hidden in the pivot object based on an inputted salt (16);

and

a carrier object generator (14) that generates a carrier object (22) having a data

element (18) hidden therein using a steganographic hiding system, wherein the

steganographic hiding system requires utilization of the key to extract the data element from

the carrier object.

2 . The system (10) of claim 1, wherein the pivot object (20) and the carrier object (22)

each comprise a multimedia object selected from a group consisting of: an image, an audio

recording, a video, and a mixed media object.

3 . The system (10) of claim 1 or 2, wherein the inputted salt (16) comprises a

knowledge element provided by a user ( 11, 52, 54, 56) that is hiding the data element (18) in

the carrier object (22).

4 . The system (10) of claim 1, 2 or 3, wherein the pivot object generator (12) includes a

random shift generator (32) and a data hiding system (34).

5 . The system (10) of claim 1, 2, 3 or 4, wherein the carrier object generator (14)

includes a multimedia file padding system (36) that ensures that the data element (18) can be

effectively hidden in the carrier object (22).

6 . The system (10) of any preceding claim, wherein the data element (18) comprises a

password.

7 . A method of processing data in a carrier object (22), comprising:

providing a carrier object (22) and a pivot object (20) at an encoding system (10);



inputting a data element (18) to be hidden in the carrier object and a salt (16) at the

encoding system;

generating a modified pivot object that includes a key (24) hidden therein, wherein

the key is hidden based on the salt; and

utilizing a steganographic hiding system (38) to generate a modified carrier object

having the data element hidden therein, wherein the steganographic hiding system requires

utilization of the key to extract the data element from the modified carrier object.

8 . The method of claim 7, further comprising:

inputting the salt (16) into a decoding system (40);

extracting the key (24) from the modified pivot object (20) using the salt; and

extracting the data element (18) from the modified carrier object (22) using the key.

9 . The method of claim 7 or 8, wherein the pivot object (20) and the carrier object (22)

each comprise a multimedia object selected from a group consisting of: an image, an audio

recording, a video and a mixed media object.

10. The method of claim 7, 8 or 9, wherein the salt (16) comprises a knowledge element

provided by a user that is hiding the data element (18) in the carrier object (22).

11 . The method of claim 7, 8, 9 or 10, wherein generating the pivot object (20) includes

utilizing a random shift generator (32) and a data hiding system (34) to generate and hide the

key (24).

12. The method of any of claims 7 to 11, wherein generating the carrier object (22)

includes utilizing a multimedia file padding system (36) to ensure that the data element (18)

can be effectively hidden in the carrier object.

13. The method of any of claims 7 to 12, wherein the data element (18) comprises a

password.



14. A computer readable storage medium having a program product stored thereon for

storing hidden data in a carrier object (22), comprising:

program code for processing a carrier object (22) and a pivot object (20);

program code for inputting a data element (18) to be hidden in the carrier object and

for inputting a salt (16);

program code for generating a modified pivot object that includes a key (24) hidden

therein, wherein the key is hidden based on the salt; and

program code for generating a modified carrier object having the data element hidden

therein utilizing a steganographic process, wherein the steganographic process requires

utilization of the key to extract the data element from the modified carrier object.

15. The computer readable storage medium of claim 14, wherein the pivot object (20)

and the carrier object (22) each comprise a multimedia object selected from a group

consisting of: an image, an audio recording, a video and a mixed media object.

16. The computer readable storage medium of claim 14 or 15, wherein the salt (16)

comprises a knowledge element provided by a user ( 11, 52, 54, 56) that is hiding the data

element (18) in the carrier object (22).

17. The computer readable storage medium of claim 14, 15 or 16, wherein the program

code for generating the pivot object (20) includes utilizing a random shift generator (32) and

a data hiding system (34) to generate and hide the key (18).

18. The computer readable storage medium of claim 14, 15, 16 or 17, wherein the

program code for generating the carrier object (22) includes utilizing a multimedia file

padding system (36) to ensure that the data element (18) can be effectively hidden in the

carrier object.

19. The computer readable storage medium of any of claims 14 to 18, wherein the data

element (18) comprises a password.



20. A computer readable storage medium having a program product stored thereon for

extracting hidden data in a carrier object, comprising:

program code for processing a carrier object (22) and a pivot object (20);

program code for inputting a salt (16);

program code for extracting a key (24) from the pivot object, wherein the key is

hidden based on the salt; and

program code for extracting a data element (18) from the carrier object utilizing a

steganographic process, wherein the steganographic process requires the key to extract the

data element.

2 1. A computer program comprising program code means adapted to perform the method

of any of claims 7 to 13.













A . CLASSIFICATION O F SUBJECT MATTER

INV. G06T1/00
ADD.

According to International Patent Classification (IPC) o r to both national classification and IPC

B . FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

G06T G06F H04L

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal , WPI Data, COMPENDEX, INSPEC, IBM-TDB

C . DOCUMENTS CONSIDERED TO B E RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

US 2007/300071 Al (KESAL MUSTAFA [US] ET 1-21
AL) 27 December 2007 (2007-12-27)
paragraphs [0032] , [0038] , [0049] -
[0050] , [0062] , [0119] - [0120] , [0172]
- [0180]

W0 2009/101600 Al (MANGIAVACCHI JAC0P0 1-21
[IT] ) 20 August 2009 (2009-08-20)
ci ted i n the appl i cati on
page 11 , l i nes 5-14
page 13 , l i nes 14-23
page 16, l i ne 14 - page 18, l i ne 2

-/-

Further documents are listed in the continuation of Box C . See patent family annex.

* Special categories of cited documents :
"T" later document published after the international filing date

o r priority date and not in conflict with the application but
"A" document defining the general state of the art which is not cited to understand the principle o r theory underlying the

considered to be of particular relevance invention
"E" earlier document but published on or after the international "X" document of particular relevance; the claimed invention

filing date cannot be considered novel o r cannot be considered to
"L" documentwhich may throw doubts on priority claim(s) o r involve an inventive step when the document is taken alone

which is cited to establish the publication date of another "Y" document of particular relevance; the claimed invention
citation o r other special reason (as specified) cannot be considered to involve an inventive step when the

"O" document referring to an oral disclosure, use, exhibition o r document is combined with one or more other such docu¬
other means ments, such combination being obvious to a person skilled

"P" document published prior to the international filing date but in the art.

later than the priority date claimed "&" document member of the same patent family

Date of the actual completion of the international search Date of mailing of the international search report

24 Apri l 2012 02/05/2012

Name and mailing address of the ISA/ Authorized officer

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,
Fax: (+31-70) 340-3016 Zamuner, Umberto



C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

US 6 456 726 Bl (YU HONG HEATHER [US] ET 1,2,5,
AL) 24 September 2002 (2002-09-24) 7-9,12,
cited in the application 14,15,

18,20,21
column 2 , lines 10-45
column 3 , lines 24-51
column 4 , lines 6-12

US 2009/141931 Al (YADID-PECHT ORLY [IL] 1-21
ET AL) 4 June 2009 (2009-06-04)
paragraphs [0006] , [0055]



Patent document Publication Patent family Publication
cited in search report date member(s) date

US 2007300071 Al 27-12 -2007 NONE

o 2009101600 Al 2 -08 -2009 EP 2091254 Al 19-08-2009
O 2009101600 Al 20-08-2009

us 6456726 Bl 24 -09 -2002 CN 1399765 A 26-02-2003
DE 60012992 Dl 16-09-2004
DE 60012992 T2 08-09-2005
EP 1256086 Al 13-11-2002
P 2004500677 A 08-01-2004

US 6456726 Bl 24-09-2002
WO 0131565 Al 03-05-2001

us 2009141931 Al 04 -06 -2009 US 2009141931 Al 04-06-2009
WO 2010023550 Al 04-03-2010


	abstract
	description
	claims
	drawings
	wo-search-report

