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(57) ABSTRACT 

A privilege management system enabling effective privilege 
management, Such as confirmation processing of service 
receiving privileges and so forth, is realized. A group 
attribute certificate which has, as stored information, group 
identification information corresponding to a group which is 
a set of certain devices or certain users, and also has affixed 
an electronic signature of an issuer, is issued to a service 
reception entity, and verification is performed by means of 
signature verification for of the group attribute certificate 
presented from the user device regarding whether or not 
there has been tampering, screening is performed regarding 
whether or not this is a service-permitted group based on 
group identification information stored in the group attribute 
certificate by using a group information database, and deter 
mination is made regarding whether or not service can be 
provided, based on the screening. Centralized privilege 
confirmation corresponding to various user sets or device 
sets can be made, so management of individual privilege 
information can be omitted, thereby enabling effective privi 
lege management. 
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DATA PROCESSING SYSTEM, DATA PROCESSING 
DEVICE, DATA PROCESSING METHOD, AND 

COMPUTER PROGRAM 

TECHNICAL FIELD 

0001. The present invention relates to a data processing 
system, a data processing device, a method thereof, and a 
computer program. More particularly, the present invention 
relates to a data processing system, a data processing device, 
a method thereof, and a computer program, whereby service 
receiving privilege management for users requiring confir 
mation in contents usage for example, or service usage 
processing or the like, is executed in an effective and secure 
manner, and data processing is executed based on access 
privilege confirmation of users or devices. 

BACKGROUND ART 

0002. As of recent, there is a great deal of service 
providing processing accompanying communication 
between terminals, such as distribution of various types of 
Software data Such as music data, image data, game pro 
grams, and so forth (hereafter referred to as Content) via 
communication networks such as the Internet or distribut 
able storage media Such as DVDs, CDs, memory cards, and 
the like, and payment accompanying data transmission/ 
reception between terminals. For example, users having 
various types of user devices, such as PCs, portable com 
munication terminals, portable devices, memory cards, or 
the like, making connection with service providing devices 
of service providers in the home or out of the home to 
exchange data between devices or to receive contents or 
service, is becoming an increasing everyday occurrence. 
0003 Specific examples of the various service usages 
include accessing a contents distribution service provider 
using a PC or portable terminal or the like to download 
various types of contents such as music, moving pictures, 
game programs, and so forth, shopping or transferring funds 
using a memory card or the like having a built-in IC chip 
storing personal information, bank account information, 
shopping limit monetary amount information, or the like, 
and using in the stead of tickets at train stations or for busses 
or the like. 

0004 While distribution of contents and services and the 
like via Such communication networks or media is becoming 
more commonplace, on the other hand, there is the problem 
of unauthorized use of contents or services, i.e., use of 
services by users not having proper privileges, and devel 
opment of a system whereby contents or services or the like 
are provided only to users having proper usage privileges in 
a Sure manner, thereby eliminating unauthorized use of 
services, is awaited. 
0005 For example, with many software contents, such as 
music data, image data, game programs, etc., the creator or 
vendor generally holds the rights to distribution thereof, and 
with distribution of Such contents, a system taking security 
into consideration is employed, whereby usage of the Soft 
ware is permitted under certain usage restrictions, i.e., only 
to authorized users, such that duplication or the like without 
permission is not performed. 
0006. One means by which usage restriction of devices or 
users receiving services is realized is encryption processing. 
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For example, there is an arrangement wherein, at the time of 
providing content or service information for example to a 
device or user, the content or service information is 
encrypted and provided, with a decryption key capable of 
being used on by an authorized device or user being dis 
tributed thereto, thereby enabling usage of the content or 
service. The encrypted data can be returned to decrypted 
data (plaintext) by decryption processing using the decryp 
tion key. 
0007 While there are various data encryption/decryption 
methods and arrangements using an encryption key and 
decryption key, one example is a method called the shared 
key encryption method. With the shared key encryption 
method, the encryption key used for the data encryption 
processing, and the decryption key used for the data decryp 
tion processing, are shared, and authorized users are pro 
vided with a shared key to use for the encryption processing 
and decryption processing, thereby eliminating data access 
by unauthorized users which do not have the key. A repre 
sentative method of this method is DES (Data Encryption 
Standard). 
0008 Also, a method wherein processing with an encryp 
tion key used for encryption and processing with a decryp 
tion key used for decryption, is the so-called public key 
encryption method. The public key encryption method is a 
method using a public key, which unspecified users can use, 
wherein an encrypted document for a specified individual is 
Subjected to encryption processing using a public key which 
the specific individual has generated. The document 
encrypted by the public key can only be decrypted by a 
secret key corresponding to the public key used for the 
encryption processing. Only the individual which has gen 
erated the public key has the secret key, so only the indi 
vidual which has the secret key can decrypt the document 
encrypted with the public key. A representative example of 
the pubic key encryption method is elliptic curve encryption, 
or RSA (Rivest-Shamir-Adleman) encryption. Using such 
encryption methods enable a system wherein encrypted 
content scan be decrypted only by the authorized user. 
0009. With a content or service usage management 
arrangement such as described above, there are known 
methods for determining whether or not an authorized user 
by performing authentication processing between the Ser 
vice provider which provides the contents or services and 
the user device such as a PC, portable terminal, memory 
card, etc., before providing encrypted data Such as content or 
service information or the like, or before providing a decryp 
tion key. In general authentication processing, the other 
party is confirmed, and a session key which is valid only for 
that communication is generated, and in the event that 
authentication is established, communication is carried out 
by encrypting the data of the content or the decryption key 
or the like, using the generated session key. 

DISCLOSURE OF INVENTION 

0010 While there is a technique for executing confirma 
tion of user privileges by executing authentication process 
ing between the service provider which provides services 
and the user on a one-on-one basis as with the system for 
confirming user privileges described above, development of 
a system wherein execution of presence/absence of service 
usage privileges of individual users or user terminals can be 
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performed in an effective and secure manner is desired, in 
light of increasing variation of services which can be 
executed at user terminals such as content providing Ser 
vices, other information usage services, payment services, 
and so forth. 

0011. The present invention has been made in light of the 
above problem, and accordingly it is an object of the present 
invention to provide a data processing system, a data pro 
cessing device, a method thereof, and a computer program, 
whereby, in a data processing system for executing data 
processing accompanied by data communication, accurate 
determination of whether or each device or user with which 
communication is being made has proper data processing 
execution privileges or service receiving privileges can be 
made thereby realizing data processing without mistake. 
0012 For example, it is an object thereof to provide a 
device and method for screening whether or not an access is 
from a user or communication device recognized at a 
communication processing device which is to be accessed, 
based on attribute certificates, and permitting access only 
from users or devices having access privileges, thereby 
eliminating access from other devices. 
0013 A first aspect of the present invention is a privilege 
management system for managing service reception privi 
leges of user devices; 
0014 wherein a user device which is a service reception 
entity holds a group attribute certificate which has, as stored 
information, group identification information corresponding 
to a group which is a set of certain devices or certain users, 
and also has affixed an electronic signature of an issuer, 
0.015 and wherein a service provider which is a service 
providing entity has a configuration for executing verifica 
tion, by means of signature verification, of the group 
attribute certificate presented from the user device regarding 
whether or not there has been tampering, performing screen 
ing regarding whether or not this is a service-permitted 
group based on group identification information stored in the 
group attribute certificate, and executing determination 
regarding whether or not service can be provided, based on 
the screening. 

0016 Further, with an arrangement of the privilege man 
agement system according to the present invention, the 
group attributes certificate is a certificate issued to a user 
device corresponding to a device or a user, under the 
conditions that mutual authentication is established between 
a group attributes certificate issuing entity and the user 
device, and that the device or user to which the certificate is 
to be issued is following an issuance policy permitted by the 
service provider. 
0017 Further, with an arrangement of the privilege man 
agement system according to the present invention, the 
issuing processing for a new group attributes certificate is of 
a configuration carried out under the condition that verifi 
cation is established at the group attributes certificate issuing 
entity regarding an already-issued group attributes certifi 
cate which the user device already holds. 
0018 Further, with an arrangement of the privilege man 
agement system according to the present invention, the 
service provider is of a configuration having a group infor 
mation database wherein the group identifier and permitted 
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service information for members belonging to the group are 
correlated, wherein the group information database is 
searched based on the group identification information 
stored in the group attributes certificate presented by the user 
device, and determining processing regarding whether or not 
service can be provided is executed. 
0019 Further, with an arrangement of the privilege man 
agement system according to the present invention, the 
service provider is of a configuration wherein screening 
regarding whether or not the object of service permission is 
executed for each of a plurality of sets of different group 
identification information obtained from a plurality of group 
attribute certificates based on a plurality of different group 
definitions presented by the user device, and determining 
processing regarding whether or not service can be provided 
is executed under the condition that all group identification 
sets are the object of service permission. 
0020) Further, with an arrangement of the privilege man 
agement system according to the present invention, the 
service provider is of a configuration wherein screening 
regarding whether or not the object of service permission is 
executed for first group identification information obtained 
from a first group attribute certificate based on group defi 
nitions from the user device wherein devices are group 
members, and screening regarding whether or not the object 
of service permission is executed for second group identi 
fication information obtained from a second group attribute 
certificate based on group definitions from the user device 
wherein devices are group users, and determining process 
ing regarding whether or not service can be provided is 
executed under the condition that all group identification 
sets are the object of service permission. 
0021 Further, with an arrangement of the privilege man 
agement system according to the present invention, the user 
device is of a configuration including an end entity as a 
device for executing communication with the service pro 
vider, and a user identification device as an individual 
identification device; wherein the group attribute certificate 
is issued individually to each of the end entity and user 
identification device, with issuing processing being carried 
out under the condition that mutual authentication has been 
established between the group attribute certificate issuing 
entity and the end entity or the user identification device. 
0022. Further, an arrangement of the privilege manage 
ment system according to the present invention is of a 
configuration wherein the group attribute certificate is an 
attribute certificate issued by an attribute authority, and a 
group identifier is stored in an attribute information filed 
within the attribute certificate. 

0023. Further, with an arrangement of the privilege man 
agement system according to the present invention, the 
group attribute certificate is of a configuration storing link 
information regarding a public key certificate corresponding 
to the group attribute certificate; wherein the service pro 
vider is of a configuration wherein verification of the public 
key certificate obtained by the link information is also 
executed at the time of performing verification of the group 
attribute certificate. 

0024. Further, a second aspect of the present invention is 
an information processing device for executing data pro 
cessing as service providing processing, comprising: 
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0.025 a data reception unit for receiving a group attribute 
certificate which has, as stored information, group identifi 
cation information corresponding to a group which is a set 
of certain devices or certain users, and also has affixed an 
electronic signature of an issuer as an attribute certificate to 
be applied to service usage privilege confirmation process 
ing from a service providing device; and 
0026 a group attribute certificate verification processing 
unit for executing verification, by means of signature veri 
fication, of the group attribute certificate regarding whether 
or not there has been tampering, performing screening 
regarding whether or not this is a service-permitted group 
based on group identification information stored in the group 
attribute certificate, and executing determination regarding 
whether or not service can be provided, based on the 
Screening. 
0027) Further, an arrangement of the information pro 
cessing device according to the present invention is of a 
configuration further comprising a group information data 
base wherein the group identifier and permitted service 
information for members belonging to the group are corre 
lated; wherein the group attribute certificate verification 
processing unit searches the group information database 
based on the group identification information stored in the 
group attributes certificate presented by the user device, and 
executes determining processing regarding whether or not 
service can be provided. 
0028. Further, with an arrangement of the information 
processing device according to the present invention, the 
group attribute certificate verification processing unit is of a 
configuration wherein screening regarding whether or not 
the object of service permission is executed for each of a 
plurality of sets of different group identification information 
obtained from a plurality of group attribute certificates based 
on a plurality of different group definitions presented by the 
user device, and determining processing regarding whether 
or not service can be provided is executed, based on the 
Screening. 

0029 Further, a third aspect of the present invention is a 
privilege management method for managing service recep 
tion privileges of user devices, comprising: 
0030 as an execution step at a user device which is a 
service reception entity, a step for transmitting to a service 
provider which is a service providing entity a group attribute 
certificate which has, as stored information, group identifi 
cation information corresponding to a group which is a set 
of certain devices or certain users, and also has affixed an 
electronic signature of an issuer, 
0031 and, as an execution step at the service provider, a 
step for performing verification, by means of signature 
verification, of the group attribute certificate presented from 
the user device regarding whether or not there has been 
tampering, performing screening regarding whether or not 
this is a service-permitted group based on group identifica 
tion information stored in the group attribute certificate, and 
executing determination regarding whether or not service 
can be provided, based on the screening. 
0032. Further, an arrangement of the privilege manage 
ment method according to the present invention further 
comprising a group attribute certificate issuing processing 
step for issuing the group attributes certificate to a user 
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device corresponding to a device or a user; wherein the 
group attribute certificate issuing processing step is a pro 
cessing step for issuing the group attribute certificate to a 
user device corresponding to a device or a user under the 
conditions that mutual authentication is established between 
a group attributes certificate issuing entity and the user 
device, and that the device or user to which the certificate is 
to be issued is following an issuance policy permitted by the 
service provider. 
0033. Further, with an arrangement of the privilege man 
agement method according to the present invention, the 
group attribute certificate issuing processing step includes a 
verification processing step regarding an already-issued 
group attributes certificate which the user device already 
holds, wherein issuing of a group attributes certificate is 
carried out under the condition that the verification is 
established. 

0034) Further, with an arrangement of the privilege man 
agement method according to the present invention, the 
service provider is of a configuration having a group infor 
mation database wherein the group identifier and permitted 
service information for members belonging to the group are 
correlated, wherein the group information database is 
searched based on the group identification information 
stored in the group attributes certificate presented by the user 
device, and determining processing regarding whether or not 
service can be provided is executed. 
0035 Further, with an arrangement of the privilege man 
agement method according to the present invention, the 
service provider is of a configuration wherein screening 
regarding whether or not the object of service permission is 
executed for each of a plurality of sets of different group 
identification information obtained from a plurality of group 
attribute certificates based on a plurality of different group 
definitions presented by the user device, and determining 
processing regarding whether or not service can be provided 
is executed under the condition that all group identification 
sets are the object of service permission. 
0036 Further, with an arrangement of the privilege man 
agement method according to the present invention, at the 
service provider, screening regarding whether or not the 
object of service permission is executed for first group 
identification information obtained from a first group 
attribute certificate based on group definitions from the user 
device wherein devices are group members, and Screening 
regarding whether or not the object of service permission is 
executed for second group identification information 
obtained from a second group attribute certificate based on 
group definitions from the user device wherein devices are 
group users, and determining processing regarding whether 
or not service can be provided is executed under the con 
dition that all group identification sets are the object of 
service permission. 
0037. Further, with an arrangement of the privilege man 
agement method according to the present invention, the 
group attribute certificate is of a configuration storing link 
information regarding a public key certificate corresponding 
to the group attribute certificate; and the service provider is 
of a configuration wherein verification of the public key 
certificate obtained by the link information is also executed 
at the time of performing verification of the group attribute 
certificate. 
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0038 Further, a fourth aspect of the present invention is 
an information processing method for an information pro 
cessing device for executing data processing as service 
providing processing, the method comprising: 

0.039 a certificate reception step for receiving from a 
service providing device, a group attribute certificate which 
has, as stored information, group identification information 
corresponding to a group which is a set of certain devices or 
certain users, and also has affixed an electronic signature of 
an issuer, as an attribute certificate to be applied to service 
usage privilege confirmation processing; and 

0040 a group attribute certificate verification processing 
step for executing verification, by means of signature veri 
fication of the group attribute certificate, regarding whether 
or not there has been tampering, performing screening 
regarding whether or not this is a service-permitted group 
based on group identification information stored in the group 
attribute certificate, and executing determination regarding 
whether or not service can be provided, based on the 
Screening. 

0041 Further, with an arrangement of the information 
processing method according to the present invention, the 
information processing device further comprises a group 
information database wherein the group identifier and per 
mitted service information for members belonging to the 
group are correlated; wherein the group attribute certificate 
verification processing step includes a step for searching the 
group information database based on the group identification 
information stored in the group attributes certificate pre 
sented by the user device, and executing determining pro 
cessing regarding whether or not service can be provided. 

0042. Further, with an arrangement of the information 
processing method according to the present invention, the 
group attribute certificate verification processing step 
includes a step for executing screening regarding whether or 
not the object of service permission is executed for each of 
a plurality of sets of different group identification informa 
tion obtained from a plurality of group attribute certificates 
based on a plurality of different group definitions presented 
by the user device, and executing determining processing 
regarding whether or not service can be provided under the 
condition that all group identification sets are the object of 
service permission. 

0043. Further, a fifth aspect of the present invention is a 
computer program for effecting execution of privilege man 
agement processing for managing service reception privi 
leges of user devices, the program comprising: 

0044) a certificate reception step for receiving from a 
service providing device, a group attribute certificate which 
has, as stored information, group identification information 
corresponding to a group which is a set of certain devices or 
certain users, and also has affixed an electronic signature of 
an issuer, as an attribute certificate to be applied to service 
usage privilege confirmation processing; and 

0045 a group attribute certificate verification processing 
step for executing verification, by means of signature veri 
fication of the group attribute certificate, regarding whether 
or not there has been tampering, performing screening 
regarding whether or not this is a service-permitted group 
based on group identification information stored in the group 
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attribute certificate, and executing determination regarding 
whether or not service can be provided, based on the 
Screening. 

0046. Further, a sixth aspect of the present invention is an 
access privilege management system for executing access 
restrictions between communication devices having com 
munication functions; 
0047 wherein an access requesting device stores, in 
storage means, a group attribute certificate which has, as 
stored information, group identification information corre 
sponding to a group which is a set of certain communication 
devices or certain users, and also has affixed an electronic 
signature of an issuer, 
0048 and wherein an access requested device, which is 
the object of an access request from the access requesting 
device, executes verification, by means of signature verifi 
cation, of the group attribute certificate presented from the 
access requesting device regarding whether or not there has 
been tampering, performing screening regarding whether or 
not the access requesting device is a device which belongs 
to an access-permitted group based on group identification 
information stored in the group attribute certificate, and 
executes determination regarding whether or not access can 
be permitted, based on the screening. 
0049 Further, with an arrangement of the access privi 
lege management system according to the present invention, 
the access requested device has a configuration for perform 
ing screening regarding whether or not the access requesting 
device is an end entity belonging to an access-permitted 
group, based on a group attribute certificate issued to the end 
entity which is an access executing device making up the 
access requesting device, and executing determination 
regarding whether or not access can be permitted, based on 
the screening. 
0050. Further, with an arrangement of the access privi 
lege management system according to the present invention, 
the access requested device has a configuration for perform 
ing screening regarding whether or not the access requesting 
device is a device owned by a user belonging to an access 
permitted group, based on a group attribute certificate issued 
to a user identification device which is an individual iden 
tification device making up the access requesting device, 
and executing determination regarding whether or not access 
can be permitted, based on the screening. 
0051. Further, an arrangement of the access privilege 
management system according to the present invention is of 
a configuration wherein the access requesting device and the 
access requested device have security chips with anti-tam 
pering configurations, with mutual authentication being 
executed between the mutual security chips, and wherein, 
under the condition that mutual authentication has been 
established, the access requested device executes signature 
verification of the group attribute certificate presented from 
the access requesting device, and Screening regarding 
whether or not the device belongs to an access-permitted 
group. 

0052 Further, an arrangement of the access privilege 
management system according to the present invention is of 
a configuration wherein the access requested device receives 
from a device an issuing request for a group attribute 
certificate certifying that the device is an access-permitted 
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group member; and, under the conditions that mutual 
authentication between devices has been established and that 
the group attribute certificate issue requesting device is 
following an issuance policy permitted by the access 
requested device, issues a group attribute certificate to a 
device corresponding to a device or a user, certifying that the 
device is an access-permitted group member. 
0053. Further, an arrangement of the access privilege 
management system according to the present invention is of 
a configuration wherein the access requested device receives 
from a device an issuing request for a group attribute 
certificate certifying that the device is an access-permitted 
group member; and, under the conditions that mutual 
authentication between devices has been established and that 
verification and Screening is established for an already 
issued group attribute certificate already held by the group 
attribute certificate issue requesting device, issues a group 
attribute certificate to a device corresponding to a device or 
a user, certifying that the device is an access-permitted group 
member. 

0054 Further, with an arrangement of the access privi 
lege management system according to the present invention, 
the group attribute certificate is of a configuration storing 
link information regarding a public key certificate corre 
sponding to the group attribute certificate; and the access 
requesting device is of a configuration wherein verification 
of the public key certificate obtained by the link information 
is also executed at the time of performing verification of the 
group attribute certificate. 
0055. Further, a seventh aspect of the present invention is 
a communication processing device for executing access 
restriction processing, comprising: 
0056 a reception unit for receiving, from an access 
requesting device, a group attribute certificate which has, as 
stored information, group identification information corre 
sponding to a group which is a set of certain communication 
devices or certain users, and also has affixed an electronic 
signature of an issuer, and 
0057 an access privilege determination processing unit 
for executing group attribute certificate verification process 
ing functions, for executing verification, by means of sig 
nature verification, of the group attribute certificate received 
from the access requesting device regarding whether or not 
there has been tampering, performing screening regarding 
whether or not the access requesting device is a device 
which belongs to an access-permitted group based on group 
identification information stored in the group attribute cer 
tificate, and executing determination regarding whether or 
not access can be permitted, based on the screening. 
0.058. Further, with an arrangement of the communica 
tion processing device according to the present invention, 
the access privilege determination processing unit has a 
configuration for performing screening regarding whether or 
not the access requesting device is an end entity belonging 
to an access-permitted group, based on a group attribute 
certificate issued to the end entity which is an access 
executing device at the access requesting device, and execut 
ing determination regarding whether or not access can be 
permitted, based on the screening. 
0059 Further, with an arrangement of the communica 
tion processing device according to the present invention, 
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the access privilege determination processing unit has a 
configuration for performing screening regarding whether or 
not the access requesting device is a device owned by a user 
belonging to an access-permitted group, based on a group 
attribute certificate issued to a user identification device 
which is an individual identification device making up the 
access requesting device, and executing determination 
regarding whether or not access can be permitted, based on 
the screening. 
0060) Further, an arrangement of the communication 
processing device according to the present invention com 
prises an encipherment processing unit for executing mutual 
authentication with the access requesting device; wherein 
the access privilege determination processing unit has a 
configuration for, under the condition that mutual authenti 
cation has been established, executing signature verification 
of the group attribute certificate presented from the access 
requesting device, and Screening regarding whether or not 
the device belongs to an access-permitted group. 
0061 Further, an arrangement of the communication 
processing device according to the present invention further 
comprises an attribute certificate generating unit for gener 
ating a group attribute certificate which has, as stored 
information, group identification information corresponding 
to a group which is a set of certain communication devices 
or certain users, and also has affixed an electronic signature 
of an issuer. 

0062 Further, with an arrangement of the communica 
tion processing device according to the present invention, 
the group attribute certificate is of a configuration storing 
link information regarding a public key certificate corre 
sponding to the group attribute certificate; and the access 
privilege determination processing unit is of a configuration 
wherein verification of the public key certificate obtained by 
the link information is also executed at the time of perform 
ing verification of the group attribute certificate. 
0063. Further, an eighth aspect of the present invention is 
an access privilege management method for executing 
access restrictions between communication devices having 
communication functions, the method comprising: 
0064 a step for an access requesting device to transmit to 
an access requested device, which is the object of an access 
request, a group attribute certificate which has, as stored 
information, group identification information corresponding 
to a group which is a set of certain communication devices 
or certain users, and also has affixed an electronic signature 
of an issuer, 
0065 a step for the access requested device to receive the 
group attribute certificate presented by the access requesting 
device; 
0066 a screening step for executing verification, by 
means of signature verification, of the group attribute cer 
tificate presented from the access requesting device regard 
ing whether or not there has been tampering, and performing 
screening regarding whether or not the access requesting 
device is a device which belongs to an access-permitted 
group based on group identification information stored in the 
group attribute certificate; 
0067 and a step for executing determination regarding 
whether or not access can be permitted, based on the 
screening results in the screening step. 
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0068. Further, with an arrangement of the access privi 
lege management method according to the present inven 
tion, the access requested device performs screening regard 
ing whether or not the access requesting device is an end 
entity belonging to an access-permitted group, based on a 
group attribute certificate issued to the endentity which is an 
access executing device at the access requesting device, and 
executing determination regarding whether or not access can 
be permitted, based on the screening. 
0069. Further, with an arrangement of the access privi 
lege management method according to the present inven 
tion, the access requested device performs screening regard 
ing whether or not the access requesting device is a device 
owned by a user belonging to an access-permitted group, 
based on a group attribute certificate issued to a user 
identification device which is an individual identification 
device at the access requesting device, and executing deter 
mination regarding whether or not access can be permitted, 
based on the screening. 
0070 Further, an arrangement of the access privilege 
management method according to the present invention 
further comprises a mutual authentication execution step 
between security chips with anti-tampering configurations 
of the access requesting device and the access requested 
device; wherein, under the condition that mutual authenti 
cation has been established, the access requested device 
executes signature verification of the group attribute certifi 
cate presented from the access requesting device, and 
screening regarding whether or not the device belongs to an 
access-permitted group. 
0071. Further, an arrangement of the access privilege 
management method according to the present invention 
further comprises a step for the access requested device to 
receive from a device an issuing request for a group attribute 
certificate certifying that the device is an access-permitted 
group member, and a step wherein, under the conditions that 
mutual authentication between devices has been established 
and that the group attribute certificate issue requesting 
device is following an issuance policy permitted by the 
access requested device, a group attribute certificate is 
issued to a device corresponding to a device or a user. 
0072 Further, an arrangement of the access privilege 
management method according to the present invention 
further comprises, as an execution step at the access 
requested device in response to an issuing request from a 
device for a group attribute certificate certifying that the 
device is an access-permitted group member, a step for 
executing processing for issuing a group attribute certificate 
to a device corresponding to a device or a user, certifying 
that the device is an access-permitted group member, under 
the conditions that mutual authentication between devices 
has been established and that verification and screening is 
established for an already-issued group attribute certificate 
already held by the group attribute certificate issue request 
ing device. 
0073. Further, with an arrangement of the access privi 
lege management method according to the present inven 
tion, wherein the group attribute certificate is of a configu 
ration storing link information regarding a public key 
certificate corresponding to the group attribute certificate; 
wherein the access requesting device is of a configuration 
wherein verification of the public key certificate obtained by 
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the link information is also executed at the time of perform 
ing verification of the group attribute certificate. 
0074 Further, a ninth aspect of the present invention is a 
communication managing method for a communication pro 
cessing device for executing access restriction processing, 
the method comprising: 
0075 a reception step for receiving, from an access 
requesting device, a group attribute certificate which has, as 
stored information, group identification information corre 
sponding to a group which is a set of certain communication 
devices or certain users, and also has affixed an electronic 
signature of an issuer, and 
0076 an access privilege determination processing step 
for executing verification, by means of signature verifica 
tion, of the group attribute certificate received from the 
access requesting device regarding whether or not there has 
been tampering, performing screening regarding whether or 
not the access requesting device is a device which belongs 
to an access-permitted group based on group identification 
information stored in the group attribute certificate; and 
0077 an access permissible/impermissible determination 
step for executing determination regarding whether or not 
access can be permitted, based on the access privilege 
determination processing results. 
0078. Further, with an arrangement of the communica 
tion managing method according to the present invention, 
the access privilege determination processing step includes 
a step performing screening regarding whether or not the 
access requesting device is an end entity belonging to an 
access-permitted group, based on a group attribute certifi 
cate issued to the end entity which is an access executing 
device at the access requesting device. 
0079. Further, with an arrangement of the communica 
tion managing method according to the present invention, 
the access privilege determination processing step includes 
a step for performing screening regarding whether or not the 
access requesting device is a device owned by a user 
belonging to an access-permitted group, based on a group 
attribute certificate issued to a user identification device 
which is an individual identification device making up the 
access requesting device. 
0080 Further, an arrangement of the communication 
managing method according to the present invention further 
comprises an authentication processing step for executing 
mutual authentication with the access requesting device; 
wherein, in the access privilege determination processing 
step, signature verification of the group attribute certificate 
presented from the access requesting device, and screening 
regarding whether or not the device belongs to an access 
permitted group, are executed, under the condition that 
mutual authentication has been established. 

0081 Further, with an arrangement of the communica 
tion managing method according to the present invention, 
the group attribute certificate is of a configuration storing 
link information regarding a public key certificate corre 
sponding to the group attribute certificate; and, in the access 
privilege determination processing step, Verification of the 
public key certificate obtained by the link information is also 
executed at the time of performing verification of the group 
attribute certificate. 
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0082 Further, a tenth aspect of the present invention is a 
computer program for effecting execution of a communica 
tion managing method for a communication processing 
device for executing access restriction processing, the pro 
gram comprising: 
0083) a reception step for receiving, from an access 
requesting device, a group attribute certificate which has, as 
stored information, group identification information corre 
sponding to a group which is a set of certain communication 
devices or certain users, and also has affixed an electronic 
signature of an issuer, and 
0084 an access privilege determination processing step 
for executing verification, by means of signature verifica 
tion, of the group attribute certificate received from the 
access requesting device regarding whether or not there has 
been tampering, performing screening regarding whether or 
not the access requesting device is a device which belongs 
to an access-permitted group based on group identification 
information stored in the group attribute certificate; and 
0085 an access permissible/impermissible determination 
step for executing determination regarding whether or not 
access can be permitted, based on the access privilege 
determination processing results. 
0.086 Further, an eleventh aspect of the present invention 

is a data processing system for executing data processing 
accompanied by data communication processing, between a 
plurality of devices capable of mutual communication, 
wherein, of the plurality of devices, a data processing 
requesting device, which requests data processing to the 
other device with which communication is being made, 
holds a group attribute certificate which has, as stored 
information, group identification information corresponding 
to a group which is a set of certain devices or certain users, 
and also has affixed an electronic signature of an issuer, and 
transmits the group attribute certificate to a data processing 
requested device at the time of data processing requesting 
processing: 
0087 and wherein the data processing requested device 
executes verification processing of the received group 
attribute certificate, determines whether or not the data 
processing requesting device has data processing requesting 
privileges based on the verification, and executes data pro 
cessing based on determination of privileges. 
0088. Further, with an arrangement of the data processing 
system according to the present invention, the group 
attribute certificate stored in the data processing requesting 
device has as the issuer thereof the data processing requested 
device, and has affixed the electronic signature of the data 
processing requested device; wherein the data processing 
requested device is of a configuration for executing elec 
tronic signature verification processing applying a public 
key of itself, as Verification processing of the received group 
attribute certificate. 

0089. Further, with an arrangement of the data processing 
system according to the present invention, all of the mutu 
ally communicable plurality of devices are devices which 
mutually request data processing of the other device with 
which communication is being made, with each of the 
devices having a configuration storing the group attribute 
certificate issued by the communication party device and 
transmitting the group attribute certificate stored in itself at 
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the time of data processing requesting of the other device 
with which communication is being made, and under the 
condition of verification being established at the receiving 
device, processing corresponding to the data processing 
request is mutually executed. 
0090. Further, with an arrangement of the data processing 
system according to the present invention, all of the mutu 
ally communicable plurality of devices have security chips 
with anti-tampering configurations, with mutual authentica 
tion being executed between the mutual security chips at the 
time of data processing requesting of the other device with 
which communication is being made, and wherein, under the 
condition that mutual authentication has been established, 
the transmission of group attribute certificates between the 
devices, and verification of the transmitted group attribute 
certificates, is executed. 
0091. Further, with an arrangement of the data processing 
system according to the present invention, the group 
attribute certificate stored in the data processing requesting 
device has as the issuer thereof the data processing requested 
device; and issuing processing is performed under the con 
dition that mutual authentication has been established 
between the data processing requesting device and the data 
processing requested device. 
0092. Further, with an arrangement of the data processing 
system according to the present invention, of the mutually 
communicable plurality of devices, at least one or more 
devices comprise, as a device configuration, an end entity 
for executing communication processing with other device 
and data processing, and a user identification device having 
individual identification functions capable of exchanging 
data with the end entity; and, in the event that the group 
attribute certificate is issued to members making up a certain 
user group, issuing processing is carried out under the 
condition that mutual authentication is established between 
the user identification device and a group attribute certificate 
issuing processing executing device. 
0093. Further, with an arrangement of the data processing 
system according to the present invention, of the mutually 
communicable plurality of devices, one is a maintenance 
executing device for executing maintenance processing for 
devices, and the other devices are service receiving device 
which receive the maintenance service from the mainte 
nance executing device; wherein the service receiving 
device stores a service attribute certificate which is a group 
attribute certificate issued by the maintenance executing 
device; the maintenance executing device stores a control 
attribute certificate which is a group attribute certificate 
issued by the service receiving device; the service attribute 
certificate is applied for verification at the maintenance 
executing device that the service receiving device belongs to 
a group of devices or users having maintenance service 
receiving privileges; and the control attribute certificate is 
applied for verification at the service receiving device that 
the maintenance executing device belongs to a group of 
devices or users having maintenance service executing privi 
leges. 

0094) Further, with an arrangement of the data processing 
system according to the present invention, a maintenance 
program executed at the service receiving device is trans 
mitted to or stored in the service receiving device as an 
enciphered maintenance program; and the service receiving 



US 2006/0106836 A1 

device is of a configuration for deciphering the enciphered 
maintenance program within a security chip having an 
anti-tampering configuration, and then executing on the 
service receiving device. 
0.095. Further, with an arrangement of the data processing 
system according to the present invention, maintenance 
processing executed at the service receiving device is 
executed based on commands transmitted from the mainte 
nance executing device to the service receiving device; and 
the service receiving device transmits a response to the 
maintenance executing device for the execution results of 
the commands, and the maintenance executing device 
executes transmission of new commands to the service 
receiving device based on the transmitted response. 
0096. Further, a twelfth aspect of the present invention is 
a data processing device for executing data processing based 
on data processing requests from a data processing request 
ing device, the data processing device comprising: 
0097 a data reception unit for receiving from the data 
processing requesting device a group attribute certificate 
which has, as stored information, group identification infor 
mation corresponding to a group which is a set of certain 
devices or certain users and also has affixed an electronic 
signature of an issuer, 
0.098 a privilege determining processing unit for execut 
ing verification processing of the received group attribute 
certificate, and determining whether or not the data process 
ing requesting device has data processing requesting privi 
leges based on the verification; and 
0099 a data processing unit for executing data processing 
based on determination of privileges. 
0100 Further, with an arrangement of the data processing 
device according to the present invention, the privilege 
determining processing unit is of a configuration for execut 
ing electronic signature verification processing applying a 
public key of itself, as verification processing of the received 
group attribute certificate. 
0101 Further, with an arrangement of the data processing 
device according to the present invention, the data process 
ing device has a security chip with an anti-tampering con 
figuration and comprising an enciphering processing unit; 
and the enciphering processing unit has a configuration 
wherein mutual authentication is executed with the data 
processing requesting device in response to a data process 
ing request from the data processing requesting device; 
wherein the privilege determining processing unit is of a 
configuration for executing verification of the group 
attribute certificate, under the condition that mutual authen 
tication has been established. 

0102 Further, with an arrangement of the data processing 
device according to the present invention, the data process 
ing device is of a configuration comprising an attribute 
certificate generating processing unit having functions for 
generating a group attribute certificate which has, as stored 
information, group identification information corresponding 
to a group which is a set of certain devices or certain users, 
and also has affixed an electronic signature. 
0103). Further, a thirteenth aspect of the present invention 

is a data processing method for executing data processing 
accompanied by data communication processing, between a 
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plurality of devices capable of mutual communication, 
wherein, of the plurality of devices, a data processing 
requesting device, which requests data processing to the 
other device with which communication is being made, 
executes a step for transmitting, to the other device with 
which communication is being made at the time of data 
processing requesting processing, a group attribute certifi 
cate which has, as stored information, group identification 
information corresponding to a group which is a set of 
certain devices or certain users, and also has affixed an 
electronic signature of an issuer, 

0.104 wherein the data processing requested device 
eXecutes: 

0105 a verification processing step for the received 
group attribute certificate; 

0106 a step for determining whether or not the data 
processing requesting device has data processing requesting 
privileges based on the verification; and 

0.107 a step for executing data processing based on 
determination of privileges. 

0.108 Further, with an arrangement of the data processing 
method according to the present invention, the group 
attribute certificate stored in the data processing requesting 
device has as the issuer thereof the data processing requested 
device, and has affixed the electronic signature of the data 
processing requested device; and, in the verification pro 
cessing step at the data processing requested device, elec 
tronic signature verification processing applying a public 
key of itself is executed, as verification processing of the 
received group attribute certificate. 

0.109 Further, with an arrangement of the data processing 
method according to the present invention, all of the mutu 
ally communicable plurality of devices are devices which 
mutually request data processing of the other device with 
which communication is being made, with each of the 
devices having a configuration storing the group attribute 
certificate issued by the communication party device and 
transmitting the group attribute certificate stored in itself at 
the time of data processing requesting of the other device 
with which communication is being made, and under the 
condition of verification being established at the receiving 
device, processing corresponding to the data processing 
request is mutually executed. 

0110. Further, with an arrangement of the data processing 
method according to the present invention, all of the mutu 
ally communicable plurality of devices have security chips 
with anti-tampering configurations, with mutual authentica 
tion being executed between the mutual security chips at the 
time of data processing requesting of the other device with 
which communication is being made, and wherein, under the 
condition that mutual authentication has been established, 
the transmission of group attribute certificates between the 
devices, and verification of the transmitted group attribute 
certificates, is executed. 

0111 Further, an arrangement of the data processing 
method according to the present invention further comprises 
an issuing processing step for the group attribute certificate 
stored in the data processing requesting device; the issuing 
processing step being executed under the condition that 
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mutual authentication has been established between the data 
processing requesting device and the data processing 
requested device. 
0112 Further, an arrangement of the data processing 
method according to the present invention further comprises 
an issuing processing step for the group attribute certificate 
stored in the data processing requesting device; wherein, in 
the event that the group attribute certificate is issued to 
members making up a certain user group, the issuing pro 
cessing step is executed under the condition that mutual 
authentication is established with a user identification device 
having individual identification functions making of the data 
processing requesting device. 

0113 Further, with an arrangement of the data processing 
method according to the present invention, of the mutually 
communicable plurality of devices, one is a maintenance 
executing device for executing maintenance processing for 
devices, and wherein the other devices are service receiving 
device which receive the maintenance service from the 
maintenance executing device, the method comprising: a 
step for the service receiving device to transmit to the 
maintenance executing device a service attribute certificate 
which is a group attribute certificate issued by the mainte 
nance executing device; a service attribute certificate veri 
fication step for the maintenance executing device to execute 
verification of the received service attribute certificate; a 
step for the maintenance executing device to transmit to the 
service receiving device a control attribute certificate which 
is a group attribute certificate issued by the service receiving 
device; a control attribute certificate verification step for the 
service receiving device to execute verification of the con 
trol attribute certificate; and a maintenance processing step 
for executing maintenance processing under the condition 
that both verification of the service attribute certificate 
verification and the control attribute certificate verification 
have been established. 

0114. Further, with an arrangement of the data processing 
method according to the present invention, a maintenance 
program executed at the service receiving device is trans 
mitted to or stored in the service receiving device as an 
enciphered maintenance program; and the service receiving 
device is of a configuration for deciphering the enciphered 
maintenance program within a security chip having an 
anti-tampering configuration, and then executing on the 
service receiving device. 
0115 Further, with an arrangement of the data processing 
method according to the present invention, maintenance 
processing executed at the service receiving device is 
executed based on commands transmitted from the mainte 
nance executing device to the service receiving device; and 
the service receiving device transmits a response to the 
maintenance executing device for the execution results of 
the commands, and the maintenance executing device 
executes transmission of new commands to the service 
receiving device based on the transmitted response. 

0116 Further, a fourteenth aspect of the present invention 
is a data processing method for executing data processing 
based on data processing requests from a data processing 
requesting device, the method comprising: 
0117 a data reception step for receiving from the data 
processing requesting device a group attribute certificate 
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which has, as stored information, group identification infor 
mation corresponding to a group which is a set of certain 
devices or certain users and also has affixed an electronic 
signature of an issuer, 
0118 a privilege determining processing step for execut 
ing verification processing of the received group attribute 
certificate, and determining whether or not the data process 
ing requesting device has data processing requesting privi 
leges based on the verification; and 
0119) a data processing step for executing data processing 
based on determination of privileges. 
0120) Further, with an arrangement of the data processing 
method according to the present invention, the privilege 
determining processing step includes a step for executing 
electronic signature verification processing applying a pub 
lic key of itself, as verification processing of the received 
group attribute certificate. 
0121 Further, an arrangement of the data processing 
method according to the present invention further comprises 
a step for executing mutual authentication with the data 
processing requesting device in response to a data process 
ing request from the data processing requesting device; and 
the privilege determining processing step executes verifica 
tion of the group attribute certificate, under the condition 
that mutual authentication has been established. 

0.122 Further, a fifteenth aspect of the present invention 
is a computer program for effecting execution of data 
processing based on data processing requests from a data 
processing requesting device, the program comprising: 
0123 a data reception step for receiving from the data 
processing requesting device a group attribute certificate 
which has, as stored information, group identification infor 
mation corresponding to a group which is a set of certain 
devices or certain users and also has affixed an electronic 
signature of an issuer, 
0.124 a privilege determining processing step for execut 
ing verification processing of the received group attribute 
certificate, and determining whether or not the data process 
ing requesting device has data processing requesting privi 
leges based on the verification; and 
0.125 a data processing step for executing data process 
ing based on determination of privileges. 
0.126. According to the configuration of the present 
invention, a group attribute certificate which has, as stored 
information, group identification information corresponding 
to a group which is a set of certain devices or certain users, 
and also has affixed an electronic signature of an issuer, is 
issued to a service reception entity, and verification is 
performed by means of signature verification for of the 
group attribute certificate presented from the user device 
regarding whether or not there has been tampering, screen 
ing is performed regarding whether or not this is a service 
permitted group based on group identification information 
stored in the group attribute certificate, and determination is 
made regarding whether or not service can be provided, 
based on the screening; accordingly, centralized privilege 
confirmation corresponding to various user sets or device 
sets can be made, so management of individual privilege 
information can be omitted, thereby enabling effective privi 
lege management. 
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0127. Further, according to the configuration of the 
present invention, determining processing regarding 
whether or not service can be provided is enabled applying 
a group information database wherein a group identifier and 
permitted service information for members belonging to the 
group are correlated, thereby enabling detailed differentia 
tion of setting privileges for each group. 

0128. Further, according to the configuration of the 
present invention, Screening regarding whether or not the 
object of service permission is executed for each of a 
plurality of sets of different group identification information 
obtained from a plurality of group attribute certificates based 
on a plurality of different group definitions presented by the 
user device, and determining processing regarding whether 
or not service can be provided can be executed under the 
condition that all group identification sets are the object of 
service permission, thereby enabling various arrangements 
of privilege settings, such as providing services based on 
multiple conditions such as a group set corresponding to 
devices and a group set for users, and so forth. 
0129. Further, according to the configuration of the 
present invention, based on group identification information 
stored in a group attribute certificate which has, as stored 
information, group identification information corresponding 
to a group which is a set of certain communication devices 
or certain users, and also has affixed an electronic signature 
of an issuer, Screening is performed regarding whether or not 
the access requesting device is a device which belongs to an 
access-permitted group, and determination regarding 
whether or not access can be permitted is made based on the 
screening, thereby permitting access only to an access 
requesting communication processing device group which 
are users or user devices which are a member of a group 
arbitrarily set by users having communication processing 
devices. 

0130. Further, according to the configuration of the 
present invention, Screening is performed regarding whether 
or not the access requesting device is a device owned by a 
user belonging to an access-permitted group, based on a 
group attribute certificate issued to a user identification 
device which is an individual identification device making 
up the access requesting device, and determination is made 
regarding whether or not access can be permitted, based on 
the screening, so even in the event that the communication 
processing device has been changed, access is permitted in 
the screening based on the group attribute certificate issued 
to the user identification device which is the individual 
identification device, and cases wherein access is forbidden 
due to changing the communication processing device can 
be prevented. 

0131 Further, according to the configuration of the 
present invention, a data processing requesting device, 
which requests data processing to the other device with 
which communication is being made, transmits to a data 
processing requested device a group attribute certificate 
which has, as stored information, group identification infor 
mation corresponding to a group which is a set of certain 
devices or certain users, and also has affixed an electronic 
signature of an issuer, Verification processing of the received 
group attribute certificate is performed at the data processing 
requested device, determination is made regarding whether 
or not the data processing requesting device has data pro 
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cessing requesting privileges based on the verification, and 
data processing is performed based on determination of 
privileges, so cases wherein processing is executed by a 
wrong device or user is prevented, and proper data process 
ing based on valid privileges is carried out. 
0.132. Further, according to the configuration of the 
present invention, with an arrangement wherein a plurality 
of data processing devices request data processing of the 
other device with which communication is being made, 
thereby collaboratively executing data processing, each of 
the devices transmits the group attribute certificate stored in 
itself at the time of data processing requesting of the other 
device with which communication is being made, and under 
the condition of verification being established at the receiv 
ing device, processing corresponding to the data processing 
request is mutually executed, thereby enabling proper col 
laborative data processing accompanying communication 
between the plurality of data processing devices. 
0.133 Further, according to the configuration of the 
present invention, a maintenance executing device and a 
maintenance service receiving device each store a control 
attribute certificate and a service attribute certificate, with 
the attribute certificates being exchanged at the time of 
executing maintenance service, and mutually verified and 
screened at each device, wherein maintenance processing is 
performed under the condition that verification has been 
established, so maintenance processing can be realized in a 
Sure manner within the set privilege ranges of each. 
0.134) Note that the computer program according to the 
present invention is program code which can be provided to 
computer systems capable of executing various types of 
computer code for example, in a computer-readable format 
by storage media or communication media, for example, 
storage media such as CDs, FDs, MOs, and the like, or 
communication media Such as a network or the like. Pro 
viding Such a program in a computer-readable format real 
izes processing corresponding to the program on the com 
puter system. 

0.135 Further objects, features, and advantages of the 
present invention will become apparent from detailed 
description based on the later-described embodiments of the 
present invention and the appended drawings. Note that the 
term "system” in the present specification means a logical 
group configuration of multiple devices, and is not restricted 
to the component devices being within a single housing. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.136 FIG. 1 is a diagram describing the public key 
infrastructure and privilege management infrastructure in a 
privilege management system. 
0.137 FIG. 2 is a diagram illustrating the format of a 
public key certificate. 
0.138 FIG. 3 is a diagram illustrating the format of a 
public key certificate. 
0.139 FIG. 4 is a diagram illustrating the format of a 
public key certificate. 
0140 FIG. 5 is a diagram illustrating the format of an 
attribute certificate as a privilege information certificate. 
0.141 FIG. 6 is a diagram illustrating a configuration 
example of an issuer, holder, verifier, and attribute informa 
tion, of a group attribute certificate (group AC). 


























































































































