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USER EQUIPMENT (UE), EVOLVED NODE-B (ENB) AND METHODS
FOR A PACKET CONVERGENCE AND LINK CONTROL (PCLC) LAYER

PRIORITY CLAIM

{0001 This application claims the benefit of prionty t¢ United States
10 Provisional Patent Application Serial No. 62/316,969, filed April 1, 2016, which

18 incorporated herein by reference 1 its entirety.

TECHNICAL FIELD

15 [0002] Embodiments pertain to wireless communications. Some
embodiments relate to wireless networks including 3GPP (Third Generation
Partnership Project) networks, 3GPP LTE (Long Term Evolution) networks,
3GPP LTE-A {(LTE Advanced) networks, and TEEE {(Institute of Electrical and
Electronics Engineers) 802 11 wireless local arga networks (WLANS}, Fifth

20 Generation {5G) networks, and Wireless Gigabit Alliance (Wi-(iG) networks,
although the scope of the embodiments is not fimited 1 this respect. Sone
embodiments relate to hand-off and/or hand-over between networks. Some
embodiments relate to various protocol layers, inchiding but not limited to
packet data converge protocol (PDCP), radis link control (RLC), mediam access

25 control (MAC) and/or others.

BACKGROUND

30 {0063] A mobile network may support communication with mobile
devices. In some cases, an increased data rate and/or demand for services may
provide various challenges. As an example, an increased number of mobile

devices may nged to be supported by a base station. As another example, an
1
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mereased system throaghput for the mobile devices may approach or exceed a
capactty of the base station. As ancther example, handover between networks
may be challenging. Accordingly, there 1s a general need for methods and

systems to improve resource efficiency and reduce signaling overhead in these

and other scenarios.

BRIEF DESCRIPTION OF THE DRAWINGS

{0004] FIG. 1 1s a functional diagram of a 3GPP network in accordance
with some embodiments;

{8005} FIG. 2 Hustrates a block diagram of an example machine in
accordance with some embodiments;

[B006] F1G. 3 1s a block diagram of an Evolved Node-B (eNB) in
accordance with some embodiments;

HEED FIG. 4 is a block diagram of a User Equipment (UE) in
accordance with some embodiments;

{8608} FIG. 5 llustrates an example of connectivity between a UE and
c¢NBs of different networks in accordance with some embodiments;

{0609} FIG. 6 illustrates the operation of a method of communication in
accordance with some embodiments;

[6018] FIG. 7 illustrates examples of protocol layers in accordance with

some embodiments;

[0011] FIG. 8 illustrates example operations in accordance with some
embodiments;
0612} FI1G. 9 illustrates an example packet convergence and Ik control

{PCLL) protocol data unit (PDUY m accordance with some embodiments;
[0013] F1G. 10 iHlustrates examples of messages that may be exchanged
m accordance with some embodiments;

[0014] FIG. 11 tllustrates additional examples of messages that may be
exchanged in accordance with some embodiments;

[86615] FIG. 12 illustrates additional exampies of messages that may be
exchanged in accordance with some embodiments;

2
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6016} FIG. 13 tllustrates the operation of another method of
communication in accordance with some embodiments; and
{6617} FIG. 14 lustrates the operation of another method of

conununication mn accordance with some embodiments.

DETAILED DESCRIPTION

[(3018] The following description and the drawings sufficiently illustrate

10 specific embodiments to enable those skilled in the art to practice them. Other
embodiments may incorporate structural, logical, electrical, process, and other
changes. Portions and features of some embodiments may be included in, or
substituted for, those of other embodiments. Embodiments sct forth in the claims
encompass all available equivalents of those claims.

15 [0e19] FIG. 1 1s a functional diagram of a 3GPP network in accordance
with some embodiments. It should be noted that embodiments are not limited to
the example 3GPP network shown i FIG. 1, as other cellular networks and/or
other networks may be used m some embodiments. As an example, a Fifth
Generation (5G} network may be used in some cases. As another example, a

20 wireless local area network {WLAN} may be used in some cases. Embodiments
are not limited to these example networks, however, as other networks may be
used n some embodiments. In addition, in some embodiments, one or more
networks, including these example networks and/or other networks, may be used
i combmation. As an example, the UE 102 may be configured to communicate

25 with two networks {such as a 3GPP LTE network and a 5G network), in some
embodiments. In addition, handovers between the two networks may be
performed, in some cages. It should be noted that the networks of these
cmbodiments and/or other embodiments may mnclude one or more of the
components shown in FIG. 1, and may include additional components and/or

30 alternative components in some cases.

[3020] The network shown in FEG. 1 may comprise a radio access
network (RAN) (e.g., as depicted, the E-UTRAN (evolved universal terrestrial

radio access network}} 100 and the core network 120 (e g., shown as an evolved
3
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packet core (EPC)) coupled together through an ST interface 113, i should be
noted that the S1 interface 115 may be a link between an eNB 104 and the MME
122 or S-GW 124, In addition, although multiple ¢NBs 104 are dlustrated i the
example of FIG. 1, a separate S1 interface 115 may be used for cach eNB 104 to
5  provide a link between the eNB 104 and the MME 122 and/or $-GW 124, in

some embodiments. For convenience and brevity sake, only a portion of the
core network 120, as well as the RAN 100, 15 shown.
0021} The core network 120 includes a mobility management entity
{(MME} 122, a serving gateway (serving GW) 124, and packet data network

10 gateway (PDN GW) 126, The RAN 100 includes Evolved Node-B's (¢NBs) 104
{(which may operate as base stations) for commumicating with User Equipment
(UE) 102. The eNBs 104 may mclude macro eNBs and low power (LP) eNBs
also known as micro-, pico-, femto- or small-cell eNBs.
[8022] In some embodiments, the UE 102 may receive downlink

15 medium access control (MAC) protocol data units (PDUs) from the eNB 104
The MAC PDUs may be transmitted by the eNB 104 and received by the UE
102 10 accordance with a 3G PP protocal and/or other protocol. These
embodiments will be described 1 more detail below.
{0023} The MME 122 is similar in function to the control plane of legacy

20 Serving GPRS Support Nodes (SG5N). The MME 122 manages mobility
aspects in access such as gateway selection and tracking arca list management.
The serving GW 124 terminates the interface toward the RAN 100, and routes
data packets between the RAN 100 and the core network 120. In addition, it may
be a local mobility anchor point for inter-eNB handovers and also may provide

25 an anchor for inter-3GPP mobility. Other responsibilities may mchude lawful
mtercept, charging, and some policy enforcement. The serving GW 124 and the
MME 122 may be implemented 1o one physical node or separate physical nodes.
The PDN GW 126 terminates an SGi mterface toward the packet data network
{(PDN). The PDN GW 126 routes data packets between the EPC 120 and the

30 external PDN, and may be a key node for policy enforcement and charging data
collection. It may also provide an anchor point for mobility with non-LTE

accesses. The external PDIN can be any kind of IP network, as well as an 1P
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Mudtimedia Subsystem (IMS)} domain. The PDN GW 126 and the serving GW
124 mav be impiemented in one physical node or separated physical nodes.
[06624] The eNBs 104 {(macro and micro) terminate the air interface
protocol and may be the first point of contact for a UE 102, In some
embodiments, an eNB 104 may fulfill various logical functions for the RAN 100
mchiding but not limited to RN {radio network controlier functions) such as
radio bearer management, uplink and downhink dyvnamic radio resource
management and data packet schedaling, and mobility management. In
accordance with embodiments, UEs 102 may be configured to communicate
Orthogonal Frequency Dhvision Multiplexing (OFDM) communication signals
with an eNB 104 over a multicarrier communication channel m accordance with
an Orthogonal Frequency Division Maltiple Access (OFDMA) communication
technique. The OFDM signals may comprise a plurality of orthogonal
subcarriers.

[6025] The S| nterface 115 15 the mierface that separates the RAN 100
and the EPC 120 It is split into two parts: the $1-U, which carries traffic data
between the eNBs 104 and the serving GW 124, and the S1-MME, whichisa
signaling interface between the eNBs 104 and the MME 122, The X2 interface 1s
the wnterface between eNBs 104, The X2 interface compnises two parts, the X2-C
and X2-U. The X2-C is the control plane interface between the eNBs 104, while
the X2-U 1s the user plane interface between the ¢NBs 104,

026} With cellular networks, LP cells are tvpically used to extend
coverage to indoor areas where outdoor signals do not reach well, or to add
network capacity 1n areas with very dense phone usage, such as train stations. As
used herein, the term low power (LP) ¢NB reters to any suitable relatively low
power eNB for implementing a narrower cell (narrower than a macro cell) such
as a femtocell, a picocell, or a micro cell. Femtocell eNBs are typically provided
bv a mobile network operator to its residential or enterprise customers. A
femtocell 1s typically the size of a residential gateway or smaller and generally
connects 1o the user's broadband hine. Once plugged in, the femtocell connects to
the mobile operator's mobile network and provides extra coverage in a range of
typically 30 to 50 meters for residential fomtocells. Thus, a LP eNB might be a

femtocell eNB since it is coupled through the PDN GW 126, Similarly, a
5



WO 2017/171919 PCT/US2016/052188

picocell 13 a wireless comprunication system typically covering a small area,
such as in-building (offices, shopping malls, traio stations, ¢ic.}, or more recently
m-aircraft. A picocell eNB can generally connect through the X2 link to another
eNB such as a macro eNB through its base station controtler (BSC)

5 funcuonality. Thus, EP eNB may be implemented with a picocell eNB simee it 1s
coupled to a macro eNB via an X2 interface. Picocell eNBs or other LP eNBs
may incorporate some or all functionality of a macro eNB. In some cases, this
may be referred to as an access point base station or enterprise femtocell.

{0027} In some embodiments, a downlink resource grid may be used for

10 downlink transnussions from an eNB 104 to a UE 102, while uplink
transmission from the UE 102 to the eNB 104 may utilize similar technigues.
The grid may be a ime-frequency grid, called a resource grid or timg-frequency
resource grid, which is the physical resource in the downlink in each slot. Such a
time-frequency plane representation is a commeon practice for GFDM systems,

15 which makes it mtuitive for radio resource allocation. Hach column and each row
of the resource grid correspond to one OFDM symbol and one OFDM
subcarrier, respectivelv. The duration of the resource gnd n the time domain
corresponds to one slot in a radio frame. The smallest time-frequency unitin a
resovrce grid 1s denoted as a resource element (RE}. Each resource grid

20 comprises a number of resource blocks (RBs), which describe the mappiog of
certain physical channels to resource clements. Fach resource block comprises a
collection of resource elements in the frequency domam and may represent the
smallest quanta of resources that currently can be allocated. There are several
different physical dowanlink channels that are conveyed using such resource

25 blocks. With particular relevance to this disclosure, two of these physical
downlink channels are the physical downlink shared channel and the physical
down link control channel.
[0028] The physical downlink shared channel (PDSCH) carries user data
and higher-fayer signaling to a UE 102 (FIG. 1). The physical downlink control

30 channel (PDCCH) carries information about the transport format and resource
allocations related to the PBSCH channel. among sther things. It also informs
the UE 102 about the transport format, resource allocation, and hybrid automatic

repeat request (HARQ) information related to the uplink shared channel.
6
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Typically, downhink scheduling (e g, assigning control and shared channel
resource blocks to UEs 102 within a cell) may be performed at the eNB 104
based on channel guality information fed back from the UEs 102 to the eNB 104,

and then the downlink resource assignment mformation may be sent to a UE 102

()]

on the control channel (PDCCH) used for (assigned to) the UE 102,
{0629} The PDCCH uses CCEs {conirol channel elements) to convey the
control information. Before being mapped to resource elements, the PDCCH
complex-valued symbols are first organized into quadnuplets, which are then
permuted using a sub-block inter-leaver for rate matching. Each PBCCH is
10 transmitied using one or more of these control channel elements (CCEs}, where
cach CCE corresponds to nine sets of four physical resource elements known as
resovrce clement groups (REGs}. Four QPSK symbols are mapped to each REG.
The PRCCH can be transmirtted using ong or more CCEs, depending on the size
of DT and the channel condition. There may be four or more different PDCCH
15 formats defined in LTE with different numbers of CCEs (e.g., aggregation level,
L=1,2. 4, or8).
{6036] As used herein, the term "circuiiry” may refer to, be part of, or
mehude an Application Specitic Integrated Circuit (ASIC), an electronic circut,
a processor {shared, dedicated, or group), and/or memory (shared, dedicated, or
20 group) that execute one or more software or firmware programs, a combinational
logic circuit, and/or other suitable hardware components that provide
the described functionality. In some embodiments, the circuitry may be
implemented in, or functions associated with the circuitry may be implemented
bv, one or more software or firmware modules. In some cmbodiments, circuitry
25 may mclude logic, at least partially operable in hardware. Hmbodiments
described herein may be implemented into a system osing any suitably
configured hardware and/or software.
{0031} F1G. Z illustrates a block diagram of an example machine in
accordance with some embodiments. The machie 200 1s an example machine
30 upon which any one or more of the techmiques and/or methodologies discussed
herein may be performed. In alternative embodiments, the machine 200 may
operate as a standalone device or may be connected {¢.g., networked) to other

machines. In anctworked deployment, the machine 200 may operate in the
7
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capacity of a server machine, a client machine, or both in server-client network
environments. In an example, the machine 200 may act as a peer machine in
peer-to-peer {P2F) {or other distributed) network environment. The machine 200
may be a UE 102, eNB 104, access point (AP), station (8TA), mobile device,
base station, personal computer (PC), a tablet PC, a set-top box {(§STB), a
personal digital assistant (PDA), a mobile telephone, a smart phone, a web
appliance, a network router, swiich or bridge, or anv machine capable of
gxecoting instructions {sequential or otherwise) that specify actions to be taken
by that machine. Further, while only a single machine is llustrated, the term
“machine” shall also be taken to include any collection of machines that
mdividually or jointly execute a set {(or multiple sets) of instructions to perform
any one or more of the methodologies discussed herein, such as cloud
computing, software as a service (5aa8), other computer cluster configurations.
{0032} Examples as described herein, may include, or may operate on,
logic or a number of components, modules, or mechanisms. Modules are
tangible entities (e.g., hardware) capable of performing specified operations and
may be configured or arranged in a certain manner. In an example, circuits may
be arranged (¢.g., internally or with respect to external entities such as other
circuits} m a specified manner as a modale. In an example, the whole or part of
one or more computer systems {(¢.g., a standalone, client or server computer
system} or onc or more hardware processors may be configured by firmware or
software (e.g., mnstructions, an application portion, or an application) as a module
that operates to perform specified operations. In an example, the software may
reside on a machine readable medivm. In an example, the software, when
executed by the underlying hardware of the module, causes the hardware to
perform the specified operations.

{0633} Accordingly, the term “module™ is understood to encompass a
tangible entity, be that an cotity that is physically constracted, specifically
configured {¢.g., hardwired), or temporanly {¢.g., transitonily) configured {c.g.,
programmed} to operate in a specified manner or to perform part or all of any
operation described herein. Considering examples in which modules are
temporarily configured, each of the modules need not be nstantiated at any one

moment in ime. For example, where the modules comprise a general-purpose
8
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hardware processor configured using software, the general-parpose hardware
processor may be configured as respective different modules at different times.
Software may accordingly configure a hardware processor, for example, to
constitute a particular module at one instance of time and to constitute a different
5 module at a different instance of time.
{0634} The machine (e.g., computer system} 200 may include a hardware
processor 202 {¢.g., a central processing unit (CPU), a graphics processing unit
(GPU), a hardware processor core, or any combination thereof), a main memory
204 and a static memory 206, some or all of which may communicate with cach
10 other via an interlink {e.g., busy 208. The machine 200 mayv further include a
display umit 210, an alphanumernic input device 212 {e.g., a kevboard}, and a user
mterface (UD) navigation device 214 (e g.

=

amouse). In an example, the display
pait 210, wnpot device 212 and Ul navigation device 214 may be a touch screen
display. The machine 200 mayv additionally inclade a storage device {c.g., drive

I35 unit) 216, a signal generation device 218 {e.g., a speaker), a network interface
device 220, and one or more sensors 221, sach as a global positioning system
{GPS) sensor, compass, accelerometer, or other sensor. The machme 200 may
melude an output controller 228, such as a serial {e.g., universal serial bus
(LJSB), parallel, or other wired or wireless (¢.g., infrared (IR), near ficgld

20 communication (NF(C), etc.} connection to conymunicate or control one or morg
peripheral devices {¢.g., a printer, card reader, etc.).
[B035] The storage device 216 may mclade a machine readable medium
222 on which s stored one or more sets of data structures or instructions 224
{e.g.. software) embodying or utilized by any one or more of the techniques or

25 functions described herein. The instructions 224 may also reside, completely or
at least partially, within the main memory 204, within static memory 206, or
within the hardware processor 202 during execution thercof by the machine
200, In an cxample, one or any combination of the hardware processor 202, the
main memory 204, the static memory 206, or the storage device 216 may

30 constitute machine readable media. In some embodiments, the machine readable
mediom may be or may include a non-transitory computer-readable storage
medium. In some embodiments, the machine readable medium may be or may

mclude a computer-readable storage medium.
G
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6036} While the machine readable medium 222 1s llustrated as a single
mediam, the term "maching readable medinm™ may mclude a single medivm or
multiplc media (¢.g., a centralized or distributed database, and/or associated
caches and servers) configured to store the one or more mnstructions 224, The
term “machine readable medivm™ may inchide any medium that is capable of
storing, encoding, or carrying instructions for execution by the machine 200 and
that cause the machine 200 to perform any one or more of the technigues of the
present disclosure, or that is capable of stoning, encoding or carrying data
structures used by or associated with such instractions. MNon-limiting machine
readable medium examples may include solid-state memories, and optical and
magnetic media. Specitic examples of machine readable media may include:
non-volatile memory, such as semiconductor memory devices {e.g., Electrically
Programmabie Read-Only Memory (EPROM), Elecirically Erasable
Programmable Read-Only Memory (EEPROM)) and tlash memory devices;
magnetic disks, such as mtemal hard disks and removable disks; magneto-optical
disks; Random Access Memory (RAM); and CD-ROM and BYVD-ROM

disks. In some examples, machine readable media may include non-transitory
machine readable media. In some examples, machine readable media may
mclude machine readable media that is not a transitory propagating signal,
[6G37] The insteuctions 224 may further be transotted or received over
a communications network 226 using a transmission medium via the network
mterface device 220 utilizing any one of a number of transfer protocols {c.g.,
frame relay, internet protocol (1P}, transmission control protocol (TCP), user
datagram protocoel (UDP), hypertext transfer protocol (HTTP), etc.). Example
communication networks may include a local arca network (LAN), a wide arca
network (WAN), a packet data network {¢.g., the Internet), mobile telephone
networks {e.g., cochiular networks), Plain Old Telephone (POTS) networks, and
wireless data networks {¢.g.. Institute of Electrical and Electronics Engineers
(IEEE) 802.11 family of standards known as Wi-Fi®, IEEE 80216 fanuly of
standards known as WiMax®3}, IEEE 802.15 4 family of standards, a Long Term
Evolution (LTE) family of standards, a Universal Mobile Telecommunications
System (UMTS) family of standards, peer-to-peer (P2P) networks, among

others. In an example, the network interface device 220 may include one or
10
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more physical jacks (e.g., Ethemet, coaxial, or phone jacks) or one or more
anrtennas to connect to the communications network 226. In an example, the
network interface device 220 may include a plurality of antennas to wirelessly
communicate using at feast one of single~-input multiple-output (SIMO),

5 multiple-input multiple-output (MIMO), or mudtiple-input single-cutput {(MISO)
techniques. In some examples, the network interface device 220 may wirelessly
cornmunicate using Multiple User MIMO techniques. The term “transmission
medium” shall be taken to include any mtangible mednam that is capable of
storing, encoding or carryving instructions for execution by the machine 200, and

10 mcludes digital or analog communications signals or other intangible medium to
facilitate communication of such software.
{6838} FI1G. 3 1g a block diagram of an Evolved Node-B (eNB) n
accordance with some embodiments. It should be noted that in some
crabodiments, the cNB 300 may be a stationary non-mobile device. The cNB

15 300 may be suitable for use as an eNB 104 as depicted in FIG. 1, n some
embodiments. 1t should be noted that the eNB 300 may be alegacy ¢NB 104, 3
3GPP LTE eNB (such as 104), a fourth generation (4G) eNB, a 5G ¢NB and/or
other type of eNB or base station.
{86639} The eNB 300 may melude physical layer circuitry 302 and a

20 transceiver 303, one or both of which may enable transmission and reception of
signals to and from the UE 102, other ¢NBs, other UEs or other devices using
one or more antennas 301, As an example, the physical layer circuitry 302 may
perform vartons encoding and decoding functions that may inchude formation of
bascband signals for transmission and decoding of received signals. As another

25 example, the transceiver 305 may perform various transmission and reception
functions such as conversion of signals between a baschand range and a Radio
Frequency (RF) range. Accordingly, the physical layer circuitry 302 and the
transceiver 305 may be separate components or may be part of a combined
component. In addition, some of the described functionality related to

30 tansmission and reception of signals may be performed by a combination that
may include one, any or all of the physical laver circuitry 302, the transceiver
305, and other components or layers. The eNBE 300 may also mclude mediom

access control layer (MAC) circuitry 304 for controlling access 1o the wireless
B!
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medium. The eNB 300 may also include processing circuitry 306 and memory
308 arranged to perform the operations described herein. t should be noted that
m some embodiments, the processing circuitry 306 may be and/or may include a
baseband processor. Such a baseband processor may process received bascband
5 signals (such as from the transceiver 305) and/or may generate baseband signals
for transmission {such as by the transceiver 303}, Such processing may be
rclated to functions such as signal modulation/demodulation, encoding/decoding,
radio frequency shifting, modulation/demodulation, Fast-Fourier Transform
(FF'T), precoding, consiellation mappimg/de-mapping functionality and/or other
10 functions. It should also be noted that in some embodiments, processing
circuitry 306 and/or a baseband processor of the processing circuitry 306 may
perform one or more operations of methods described herein, such as operations
performed by an eNB.
[0040] The eNB 300 may also include one or more interfaces 310, which
15 may enable communication with other components, including other eNBs 104
(F1(z. 1), components in the EPC 120 (FIG. 1) or other network components. In
addition, the interfaces 310 may cnable communication with other components
that may not be shown in FIG. 1, including components external o the network.
As an example, the interfaces 310 may enable communication between the eNB
20 300 and an access point (AP) and/or other component of a WLAN, The
mterfaces 310 may be wired or wircless or a combination thereof. ft should be
noted that in some embodiments, an ¢NB or other base station may include some
or all of the components shown m either FIG. 2 or FIG. 3 or both.
{0041} FIG. 4 is a block diagram of a User Equipment (UE) 1n
25 accordance with some embodiments. The UE 400 may be suitable foruse asa
UE 102 as depicted m FIG. 1. In some embodiments, the UE 400 may include
application circuitry 402, baseband circuitry 404, Radic Frequency (RF}
circuitry 406, front-end module (FEM) circutiry 408 and one or more antennas
410, coupled together at least as shown. In some embodiments, other circuitry
30 or arrangements may include one or more elements and/or components of the
application circuitry 402, the bascband circuitry 404, the RF circuitry 406 and/or
the FEM circuitry 408, and may also include other clements and/or components

in some cases. As an example, “processing circuitry” may inclade one or more
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elements and/or components, some or all of which may be included in the
application circuitry 402 and/or the bascband circuitry 404, It shouid also be
noted that in some embodiments, such processing circuitry and/or the bascband
circuitry and/or the application circuitry 402 may perform one or more
operations of methods described herein, such as operations performed by a UE.
As another example, a “transceiver” or “transceiver circuitry” may melude one
or more ¢lements and/or components, some or all of which may be mcluded in
the RF circuitry 406 and/or the FEM circuitry 408, These examples are not
limiting, however, as the processing circuitry, the transceiver and/or the
transceiver circuitry may also include other clements and/or components in some
cases. [t should be noted that in some embodiments, a UE or other mobile
device may mclude some or all of the components shown in etther FIG. 2 or
FIG. 4 or both.

[0042] The application circuitry 402 may include one or more
application processors. For example, the application circuitry 402 may mclude
circuitry such as, but not limited to, one or more single-core or multi-corg
processors. The processor(s) may include any combination of gencral-purpose
processors and dedicated processors (¢.g.. graphics processors,

application processors, ete.}. The processors may be coupled with and/or may
mchide memorv/storage and may be configured to execute instructions stored in
the memory/storage to enable various applications and/or operating systems to
run on the svstem,

06043} The baseband circuitry 404 may mclude circuitry such as, but not
himited to, one or more single-core or multi-core processors. The baseband
circuitry 404 may include one or more baseband processors and/or control logic
to process baschand signals recetved from a receive signal path of the RF
circuitry 406 and to generate baseband signals for a transmit signal path of the
RF circuitry 406. Bascband processing circuitry 404 may interface with the
application civcuitry 402 for generation and processing of the baseband signals
and for controlling operations of the RF cirawitry 406. For example, in some
embodiments, the baseband circuitry 404 may include a second generation (2G)
baseband processor 404a, third generation (3G) baseband processor 404b, fourth

generation (443} baseband processor 404¢, and/or other basgband processor(s)
i3
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4044d for other existing generations, generations in development or to be
developed 1o the future {¢.g, fifth generation (5G), 6, etc.). The baseband
circuitry 404 {c.g., one or more of baschand processors 404a-d) may handle
various radio control functions that enable communication with one or more

5 radio networks via the RF circuitry 406. The radio control functions may
mehude, but are not limited to, signal modulation/demodulation,
encoding/decoding, radio frequency shifting, ctc. in some embodiments,
modulation/demodulation circuitry of the baseband cirawtry 404 may include
Fast-Fourier Transform (FFT), precoding, and/or constellation

10 mapping/demapping functionality. In some embodiments, encoding/decoding
cireuttry of the baseband circuitry 404 may include convolution, tail-biting
convohution, turbo, and/or Low Density Parity Check (LDPC) encoder/decoder
functionality. Embodiments of modulation/demodulation and encoder/decoder
functionality are not limited to these examples and may mclude other suitable

15 functionality in other embodiments.

06044} In some embodiments, the baseband circuitry 404 may include
clements of a protocol stack such as, for example, clements of an evolved
universal terrestrial radio access network (EUTRAN) protocol including, for
example, physical (PHY), media access control (MAC), radio link control

20 {RLC), packet data convergence protocol {PDCP), and/or radio rescurce condrol
{RRC) clements. A central processing unit {CPU) 404¢ of the bascband circuitry
404 may be configured to run elements of the protocol stack for signaling of the
PHY, MAC, RLC, PDCP and/or RRC lavers. In some embodiments, the
basehand circuitry may include one or more andio digital signal processor(s}

25 (DSP) 404f. The audio DSP(s) 404f may be imnclude elements for
compression/decompression and echo cancellation and may mchide other
suitable processing elements in other embodiments. Components of the
bascband circuitry may be suitably combined in a single chip, a single chipset, or
disposed on a same circuit board 1n some embodiments. In some embodiments,

30 some or all of the constituent components of the bassband circuitry 404 and the
application circuitry 402 may be implemented together such as, for example, on

asystem on a chip (5G().
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[0045] In some embodiments, the baseband circuitry 404 may provide
for communication compatible with one or more radio technologies. For
example, in some embodiments, the baseband circuitry 404 may support
communication with an evolved universal terrestrial radio access network
{(EUTRAN) and/or other wireless metropolitan area networks (WMAN),
a wireless local area network (WLAN}, a wireless personal area network
{WPAN}. Embodiments in which the bascband circuitry 404 1s configured to
support radio comnumications of more than one wireless protocol may be
referred to as mudti-mode baseband circuitry.
{0046} RF cireuitry 406 may enable communication with wireless
networks using modulated electromagnetic radiation through a non-solid
medium. In various embodiments, the RE circuttry 406 may include switches,
filtere, amphifiers, etc. to facilitate the communication with the wireless network.
RF circuitry 406 may nclude a receive signal path which may include circuitry
to down-convert RF signals received from the FEM circwitry 408 and provide
baseband signals to the baseband circuitry 404, RF circutry 406 may also
mchude a transoit signal path which may include circuitry to up-convert
baseband signals provided by the bascband circuitry 404 and provide RF output
signals to the FEM circuitry 408 for transmission.
{0047} In some embodiments, the RF circoitry 406 may include a receive
signal path and a transmit signal path. The receive signal path of the RF circuitry
406 mav mclude maxer circuitry 406a, amplifier circuttry 406b and filter
circuitry 406¢. The transmit signal path of the RF circuitry 406 may include
filter circuitry 406¢ and mixer circuitry 406a. RF circuitry 406 may also include
synthesizer circuitry 406d for synthesizing a frequency for use by the mixer
circuitry 406a of the receive signal path and the transmit signal path. In some
embodiments, the mixer circuitry 406a of the receive signal path may be
configured to down-convert RF signals received from the FEM circuitry 408
based on the synthesized frequency provided by synthesizer circuitry 406d. The
amplifier circuitry 406b may be configured to amplify the down-converted
signals and the filter circuitry 406¢ may be a low-pass filier {LPF} or band-pass
filter (BPF) configured to remove unwanted signals from the down-converted
signals to generate output baseband signals. Gutput baseband signals may be

5
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provided to the baseband circuitry 404 for further processing. In some
embodiments, the ocutput baseband signals may be zero-frequency baseband
signals, although this is not a requircuent. In some embodiments, mixer circuitry
406a of the receive signal path may comprise passive mixers, although the scope
5 ofthe embodiments 1s not imited in this respect. In some embodiments, the
mixer circuitry 4063 of the transmit signal path may be contigured to up-convert
nput baseband signals based on the synthesized frequency provided by the
synthesizer circuitry 406d to generate RE output signals for the FEM circuitry
408, The baschand signals may be provided by the baseband circuitry 404 and
10 may be filiered by filter cireuttry 406¢. The filter circuitry 406¢ may mclude a
low-pass filier (LPF), although the scope of the embodiments is not himited n
this respect.
{0048} In some embodiments, the mixer circuitry 406a of the receive
signal path and the mixer cireniiry 406a of the transmit signal path may include
I35 two or more mixers and may be arranged for gquadrature downconversion and/or
upeonversion respectively. In some embodiments, the mixer circuitry 4063 of the
reccive signal path and the mixer circuitry 406a of the transmit signal path may
melude two or more mixers and may be arranged for image rejection {¢.g.,
Hartley image rejection}. In some embodiments, the mixer cirouiiry 406a of the
20 recerve signal path and the mixer circuitry 406a may be arranged for direct
downconversion and/or direct upconversion, respectively. In some embodinments,
the mixer circuitry 406a of the receive signal path and the mixer circuitry 406a
of the transmit signal path may be configured for super-heterodyne operation.
[(3049] In some embodiments, the output baseband signals and the nput
25 baseband signals may be analog baseband signals, although the scope of the
embodiments is not limited in this respect. In some alternate embodiments, the
cutput baseband signals and the input baseband signals may be digital baseband
signals. In these alternate embodiments, the RF circuitry 406 may include
analog-to-digital converter (ADC) and digital-to-analog converter (DAC)
30 circuitry and the bascband circutry 404 may include a digital baseband interface
to communicate with the RF circuitry 406, In some dual-mode embodiments, a
separate radio IC circuitry may be provided for processing signals for each

spectrum, although the scope of the embodiments 1s not limited 1o this respect.
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HEERS ] In some embodiments, the synthesizer circuitry 406d may be a
fractional-N syathesizer or a fractional N/N-+1 synthesizer, although the scope of
the embodiments is not limited in this respect as other types of frequency
synthesizers mayv be suitable. For example, synthesizer circuitry 406d may be a
5 delta-sigma synthesizer, a frequency multiplier, or a synthesizer comprising a
phase-locked loop with a frequency divider. The syuthesizer circuitry 406d may
be configured to synthesize an output frequency for use by the nixer circuitry
4062 of the RF circwitry 406 based on a frequency input and a divider control
mput. fo some embodiments, the synthesizer circuitry 406d may be a fractional
10 N/N+1 synthesizer. In some embodiments, frequency input may be provided by
a voltage controlled oscillator {(VCQO), although that 15 not a requirement. Divider
control input may be provided by cither the baseband circuitry 404 or the
applications processor 402 depending on the desired output frequency. In some
embodiments, a divider control input {¢.g., N} may be determined from a look-
15 up table based on a channel indicated by the applications processor 402,
HEEI Y Synthesizer circuitry 406d of the RF circuitry 406 may include a
divider, a delay-locked loop (IDL.1), a multiplexer and a phase accumulator. In
some embodiments, the divider may be a dual modulus divider (PMD) and the
phase accumulator may be a digital phase accumulator (BPA). In some
20 embodiments, the DMD may be configured to divide the input signal by ¢ither N
or N+1 {e.g., based on a carry out) to provide a fractional division ratio. In some
example embodiments, the DLL may inciude a set of cascaded, tunable, delay
clements, a phase detector, a charge pump and a D-type flip-flop. In these
embodiments, the delay elements may be configured to break a VCO period up
25 into Nd equal packets of phase, where Nd 13 the number of delay clements in the
delay line. In this way, the DLL provides negative feedback to help ensure that

the total delay through the delay line is one VO cycle.

[0052] In some embodiments, synthesizer circuitry 406d may be
configured to generate a carrier frequency as the ouiput frequency, while n other

30 embodiments, the cutput frequency may be a multiple of the carrier frequency
{e.g.. twice the carrier frequency, four times the carrier frequency) and used in
conjunction with guadrature generator and divider circuitry to generate multiple

signals at the carrier frequency with multiple different phases with respect to
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gach other. In some embodiments, the cutput freguency may be a LO frequency
{fuo). In some embodiments, the RF circuitry 406 may include an IQ/polar
converter.

{0653} FEM circuitry 408 may nclude a receive signal path which mayv
mehude circuitry configured to operate on RF signals received from one or more
antennas 410, amplify the received signals and provide the amplified versions of
the received signals to the RF circuttry 406 for further processing. FEM circuitry
408 mayv also include a transmit signal path which may wnclude circuitry
configured to amplify signals for transmission provided by the RF circuitry 406
for transnuission by one or more of the one or more antennas 410,

16654] In some embodiments, the FEM circuitry 408 may include a
TX/RX switch to switch between transmit mode and receive mode operation.
The FEM circoitry may include a receive signal path and a transmit signal path.
The receive signal path of the FEM circoitry may include a low-noise amplifier
(LNA) to amplify received RF signals and provide the amplified received RF
signals as an output {¢.g., to the RF circuitry 406}, The transnut signal path of
the FEM circuitry 408 may include a power amplifier (PA) to amplify mput RF
signals {e.g., provided by RF circuitry 406}, and one or more filters to generate
RF signals for subsequent transmission {¢.g., by one or more of the one or more
antennas 410. In some embodiments, the UE 400 may include additional
clements such as, for example, memory/storage, display, camera, sensor, and/or
mput/output (I/0) interface.

HEERY The antennas 230, 301, 410 may comprise one or more
directional or omuidirectional antennas, inchuding, for example, dipole antennas,
monopole antennas, patch antennas, loop antennas, nucrostrip antennas or other
types of anternas suitable for transmission of RF signals. In some multiple-inpot
multiple-cutput {(MIMO) embodiments, the antennas 230, 301, 410 may be
cffoctively separated to take advantage of spatial diversity and the different
channel characteristics that may result,

HEERSY] In some embodiments, the UE 400 and/or the ¢NB 300 may be a
mobile device and may be a portable wireless communication device, such as a
personal digital assistant (PDA}, a laptop or portable computer with wireless

communication capability, a web tablet, a wireless telephone, a smartphone, a
18
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wireless headset, a pager, an mstant messaging device, a digital camera, an

access point, a television, a wearable device such as a medical device (e.g., 2
heart rate monitor, a blood pressure monitor, cic.), or other device that may
recerve and/or transmut information wirelessly. fn some embodiments, the UE

5 400 or eNB 300 may be configured to operate in accordance with 3GPP
standards, although the scope of the embodiments is not limited in this respect.
Mobile devices or other devices in some embodiments may be configured to
operate according to other protocols or standards, including IEEE 802 11 or
other IEEE standards. In some embodiments, the UE 400, eNB 300 or other

10 device may include one or more of a kevboard, a display, a non-volatile memory
port, multiple antennas, a graphics processor, an application processor, speakers,
and other mobile device elements. The display may be an LCD screen including
a touch screen.

[0057] Although the UE 400 and the eNB 300 are cach illustrated as

15 having several separate functional clements, one or more of the functional
elements may be combined and may be implemented by combinations of
software-configured clements, such as processing clements including digital
signal processors (I38Ps), and/or other hardware elements. For example, some
clements may comprise one or more microproccssors, DSPs, field-

20 programmable gate arravs (FPGAS), application specific integrated circuits
{ASICs), radio-frequency integrated cirenits {RFICs) and combinations of
various hardware and logic circuitry for performing at least the functions
described herein. In some embodiments, the functional elements may refer to
ONe OF MOTe Processes operating on one or more processing clements.

25 {0038] Embodiments may be implemented in one or a combination of
hardware, firmware and software. Embodiments may also be implemented as
mstructions stored on a computer-readable storage device, which may be read
and executed by at least one processor to perform the operations described
herein. A computer-readable storage device may include any non-transiiory

30 mechanism for storing tnformation in a form readable by amaching {e.g., a
computer). For example, a computer-readable storage device may include read-
only memory (ROM), random-~access memory (RAM), magnetic disk storage

media, optical storage media, flash-memory devices, and other storage devices
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and media. Some embodiments may include one or more processors and may be
configured with instructions stored on a computer-readable storage device.
{0059 It should be noted that in some embodiments, an apparatus fora
UE may include various components of the UE 400 and/or the machine 200 as
5  shownin FiGs. 2 and 4. Accordingly, techniques and operations described

herein that refer to the UK 400 {or 102} may be applicable to an apparatus fora
UE, in some crubodiments. In addition, an apparatus for an eNB may mchide
various components of the eNB 300 and/or the machime 200 as shown in Fi(zs. 3
and 4. Accordingly, technigues and operations described herein that refer to the

10 eNB 300 (or 104) may be applicable 1o an apparatus for an eNB, in some
embodiments.
{0066} In accordance with some embodiments, the UE 102 may receive,
from a Fifth Generation {(5G} eNB 104, a first group of medium access control
{MACQC) protocol data units (PDUs) that include packet convergence and link

15 control (PCLC) PDUs. In accordance with PCLC sequence numbers {(5Ns), the
UE 102 may reorder the PCLC PDUs and may decipher the PCLC PDUs. The
UE 102 may receive, from a legacy eNB 104, a second group of MAC PDUs
that include packet data convergence protocol (PDCP) PDUs encapsulated
radio link control (RLC) PBUs. The UE 102 may reorder the RLC PDUs based

20 on RLC SNs and may decipher the RLC PDUs based on PDCP SNs that are
exclusive to the RLC SNs. These embodiments are described in more detail
below.
0061} It should be noted that the terminology of PCLC (Package
Convergence and Link Control) layer may be used herein to explain various

25 aspects, concepts and/or technigues of embodiments in which a merged layer is
used, but such references are not imiting. Other names or terms may also be
used to denote the merged layer without limitation. In some embodiments, the
PCLC layer may be considered a merged laver based at least partly on the RLC
layer of a legacy protocol and the PDCP layer of the legacy protocol, although

30 the scope of embodiments is not limited in this respect.
[03062] FIG. 5 illustrates an example of connectivity between a UE and
eNBs of different networks 1 accordance with some embodiments. It should be

noted that embodiments are not limited by the example scenario 500 m terms of
20
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number, type or arrangement of components, mterfaces or networks. It should
be noted that embodiments are not limited to usage of the 3GPP L'TE network
510 and/or the 3G network 520, as other tvpes of networks may be used, in some
cases. Accordingly, references may be made herein to the 3GPP LTE network
510 and/or 5G network 520, such as in descriptions of some operations,
techniques and/or methods. However, it is understood that some or all
operations, techniques and/or methods described herein may be applicable to
embodiments that may mchude one or more other types of networks, in some
£Ases.
10063} In some embodiments, a legacy network may be a 3GPP LTE
network (such as 310) and a legacy eNB may be a 3GPP ¢NB (such as 515},
although the scope of embodiments is not limited in this respect. Accordmgly,
some operations, methods and/or techniques may be described herein in terms of
a legacy network, legacy eNB, legacy protocol and/or other legacy clements. It
is understood that such references are not limiting, as those operations, methods
and/or techniques may be applicable to embodiments that include other types of
networks, eNBs, and protocols (such as 3GPP and/or other).
{0064} In some embodiments, the legacy network 510 and/or 3GPP LTE
network 510 may nclade one or more components from FIG. 1 and/or FIG. 5.
Accordingly, references herein to usage of a legacy network, 3GPP network
and/or 3GPP LTE network may include usage of the 3GPP network shown in
FIG. 1, the fegacy network 510/ 3GPP LTE network 510 shown n FIG. 5, other
3GPP networks and/or a combination thereof, in some cases. In some
embodiments, the UE 102 may be arranged to communicate with the 3G network
520, to communicate with one or more components from the legacy network S10
/ 3GPP LTE network 510 {(in FIG. 5) and/or to communicate with one or more
components from the 3GPP network shown in FIG. 1.
{0065] In some cmbodiments, the UE 102 may be arranged to operate in
accordance with one or more protocols. The UE 102 may be configured to
communicate with mulitiple networks and/or multiple components in accordance
with one or more such protocols, in some cases. Refernng to FIG. 3, the UE 102
may communicate with the legacy eNB 515 of the legacvy network 510 over the
wireless ink 512, The UE 102 may commaunicate with the 3G eNB 325 of the
21
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5G network 520 over the wireless link 522, In some embodiments, the UE 102
may communicate with the 5G eNB 525 in accordance with a 5G protocol and
may communicate with the legacy eNB 515 in accordance with a legacy protocol
{such as a 3GPP LTE protocol and/or othery. The 5G ¢NB 525 and the legacy
eNB 515 may communicate with cach other over an interface 530, which may be
a wired interface in some cases. The interface 5330 may be or may include an
Xw interface in some embodiments. However, the scope of embodiments is not
Iimited m this respect, as other interfaces {(which may or may not be part of a
standard} may be used for communication between the legacy eNB 515 and the
5G eNB 525, In some embodiments, the legacy eNB 515 and the 5G ¢NB 525
may communicate using wircless techniques or a combination of wired and
wireless technigues.
{0066} In some cmbodiments, the UE 102, 5G eNB 5235 and/or legacy
¢NB 515 may be arranged to comumunicate 1 accordance with an inter radio
access technology (inter-RAT) arrangement {(and/or other arrangement} in which
the legacy eNB 515 serves as a primary eNB and the SG eNB 525 serves as a
secondary eNB {ScNB).
06671 FIG. 6 llustrates the operation of a method of communication in
accordance with some embodiments. It is important to note that embodiments of
the method 600 may include additional or even fewer operations or processes in
corparison to what 1s Ulustrated in FIG. 6. o addition, embodiments of the
method 600 are not necessarily himited to the chronological order that is shown
n FIG. 6. In describing the method 600, reference may be made to FIGs. 1-5
and 7-14, although it is understood that the method 600 may be practiced with
any other suitable systems, mterfaces and components.
{0068} In addition, while the method 600 and other methods described
herein may refer to legacy eNBs 515, 3GPP LTE eNBs 515, 5G eNBs 525,
cNBs 104 and/or UHs 102 operating in accordance with 3GPP standards, 5G
standards and/or other standards, embodiments of those methods are not hmited
to just those devices. In some embodiments, the methods may be practiced by
other devices, such as a Wi-Fi access point {AP) or user station {(§TA). In some
embodiments, the UE 102 and/or other device may be arranged to operate in
accordance with multiple protocols, such as a 3GPP protocol and a 5G protocol.
22
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In addition, the method 600 and other methods described herein may be
practiced by wireless devices configured to operate in other suitable types of
wireless communication svstems, including systems configured to operate

according to various IEEE standards such as IEEE 802.11. The method 600 may

()]

also refer to an apparatus for a UE 102, legacy ¢NB 515, 3GPP LTE ¢NB 515,

5G eNB 325 and/or eNB 104 and/or other device described above.

[0069] It should be noted that the method 600 and other methods

described herein may be practiced by a wireless device that may be arranged to

operate in accordance with one or more standards, such as 3GPP LTE standards,

10 1EEE 802.11 WLAN standards, 5G standards and/or other standards, in some
embodiments. Accordingly, although reference may be made to a UE 102 in the
description of the method 600, it is understood that any suitable wirgless device,
such as a STA 102 and/or other device, may be used m some embodiments. In
some embodiments, a UE 102 mayv be configured to communicate with a legacy

15 network 510 {such as the 3GPP LTE network 510) and a 5G network 320,
Accordingly, references may be made herein to the legacy network 310, 3GPP
LTE network 510 and/or the 5G network 520 as part of descriptions of the
methods 600, 1300, 1400 and/or other descriptions herein, but such references
are not limiting, as other networks may be ssed in some embodiments.

20 {0070 It should also be noted that embodiments are not Limited by
references herein (such as in descnptions of the methods 600, 1300, 1400 and/or
other descriptions herein) to transmission, reception and/or exchanging of
elements such as frames, messages, reguests, indicators, signals or other
clements. In some embodiments, such an clement may be gencrated, encoded or

25 otherwise processed by processing circuitry (such as by a baseband processor
mehided in the processing cireuitry) for transmission. The transmission may be
performed by a transceiver or other component, in some cases. In some
crabodiments, such an element may be decoded, detected or otherwise processed
bv the processing circuitry (such as by the baseband processory. The element

30 mav be received by a transceiver or other component, in some cases. In some

embodiments, the processing circuitry and the transceiver may be included in a

same apparatus. The scope of embodiments is not limited in this respect,
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however, as the transceiver may be separate from the apparatus that comprises
the processing circuitry, in some embodiments.
0071} At operation 603, the UE 102 may receive a first group of MAC
PDUs from a 3G ¢NB 525, In some embodiments, the MAC PDUs may be
5 received from the 5G eNB 525 while the UE 102 1s served by the SG eNB 325

and/or the 50 network 520, As an example, the UE 102 may be arranged to
cormnmunicate with the 3G eNB 525 and a legacy eNB 513 mn accordance with
arrangements such as an inter-radio access technology {mter-RAT) arrangement
mn which the legacy ¢NB 515 mayv operate as a primary eNB and/or controlling

10 entity. Accordingly, the legacy cNB 515 may perform operations such as
establishment of communication between the UE 102 and the legacy eNB 515
and communication between the UE 102 and the 5G eNB 325, monitoring and/or
control of the commumication between the UE 102 and the 3G eNB 525,
mitiation and/or execution of handovers of the UE 102 between the 5G eNB 525

15 and legacy eNB 515 (in either direction), other control operations and/or other
operations.
16072} FIG. 7 illustrates examples of protocol layers in accordance with
some embodiments. An example architecture of protocol lavers that may be
ased for a 3GPP LTE network (and/or legacy network} is shown as 710, An

20 example architecture of protocol layers that may be used for a 5G network is
shown ag 720. K should be noted that embodiments are not limited by the
examples 710, 720 i terms of arrangement, ordering, tvpe, size, number and/or
other aspects of the lavers, parameters and/or other elements shown in FIG. 7. &
should also be noted that one or more operations, methods and/or techniques

25 described herein may be based on the architectures 710 and/or 720, although the
scope of embodiments 1s not limited in this respect.
{0673} In some embodiments, a 3GPP LTE user plane may include
PDCP, RLC, and MAC lavers. In some cases, there may be overlapping of one
or more functionalitics between the PDCP layer and the RLC layer. As an

30 example, both lavers may allocate sequence nambers and may support status
reporting. As another example, the RLC acknowledged mode (AM) and the
RLC unacknowledged mode (UM} may support reordenng and in-sequence

delivery, while the PDCP may provide mn-sequence delivery at re-establishment
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of lower-layers and duplicate discard. As another example, the PDCP laver may
support timer based discard, and as a result, the RLC layer may also suppoit the
SDU discard. In general, when more layers are mvolved in protocol processing,
more cost, complexity, and processing may be expected. Such processing issues
5 may be more significant for very high data rates, such as those achievable by 5G
systems. In addition, inter-fayer interaction may be an issue. For example, an
SDU discard function may require interaction between PDCP and RLC layers. In
addition, when the protocol SDUs/PDUs are passed between layers, buffer
management may be an issue. As another example, as part of a design of
10 sequence number spaces for PDCP and RLC, cantion must be taken that the SN
space of each layer is sufficient for the other laver. Otherwise, a bottleneck in
one layer may cause inefficiencies in the protocol and/or system.
{0674} In some gystems, including but not limited to 3G systems,
significantly increased peak data rates may be supported in comparison to other
15 systems {such as 3GPP LTE and/or others), which may be challenging in some
cases. In some embodiments, protocol processing at the transmitier and/or
receiver may be simplified. For instance, buffering operations and/or processing
operations may be reduced. In some embodiments, a lower overhead may be
realized by usage of a reduced nmumber of SNs (such as by combing SNs of two
20 lavers into a single SN} In some embodiments, ciphening operations may be
maore ctticient and/or effective when performed on a concatenation of multiple
small packets. In some embodiments, redundant functionalities between
multiple lavers may be combined to provide an increase in efficiency.
[0075] In some embodiments, a PCLC layer may provide one or more
25 functionalitics from a 3GPP LTE Package Data Converge Protocol (PDCP) laver
and one or more functionalities from a 3GPP LTE Radio Link Control (RLC)
faver. Accordingly, the PCLC laver may be a merged layer, in some cases. As
an example, the PCLC laver may provide functionalities from a PDCP entity
and/or an RLC acknowledgement mode (AM) entity. In some cases, redundant
30 functionalities may be removed, including but not hmited to sequence
numbering and/or status reporting. Accordingly, an efficiency of operation may
be realized in some cases. It should be noted that the PCLC laver 1s not limited

to functionalities of the PDCP layver and RLC layers, as the PCLC laver may
25
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mclude one or more fimctionalities that are not necessanily ncluded in the PDCP
layer or RLC layer, in some embodiments.

{0076} The example architecture 710 will be descnbed below. In some
embodiments, the MAC layer 716, RLC layer 714, and the PDCP layer 712 may
be mplemented by the 3GPP LTE network. In the receive direction (upward in
the diagrams of Fi(z. 7}, a MAC PDU may be received, such as over the air, and
mayv be processed mto a MAC SDU by processing/operations of the MAC layer
716.

{0077) Continuing the description of the example architecture 710, the
MAC 58U may be passed/input to the RLC layer 714 as an RLC PDU. In some
embodiments, a particular REC PDU may be the same as a particular MAC SDU
{such as a direct passing between MAC 716 and RLC 714}, although the scope
of embodiments is not limited i this respect. In some cases, the particular REC
PDU may be based on the particular MAC SDU. The RLC PDU may be
processed wnto an RLC SDU by processing/operations ot the RLC layer 714,
Such processing/operations of the RLC layer 714 may be based on RLC §Ng, in
SORNIC Casces.

{8678} Continuing the description of the example architecture 710, the
RLC 5DU may be passed/nput to the PDCP layer 712 as a PDCP PDU. In
some embodiments, a particular PDCP PDU may be the same as a particalar
RLC SDU (such as a direct passing between RLC 714 and PDCP 712), although
the scope of embodiments is not limited n this respect. In some cases, the
particudar PDCP PDU may be based on the particular RLC SDU. The PDCP
PDU may be processed into a PDCP SDU by processing/operations of the PDCP
laver 712.

{66791 Such processing/operations of the PDCP layer 712 may be based
on PP SNs, in some cases. Ag a non-limiting example, the PDCP SNs may
be exclusive to the RLC SNs. As another non-limiting example, the PDCP SNs
and the RLC SNs may be assigned separately from the PDCP layer 712 and RLC
fayer 714, respectively. As another non-limiting example, the PD{CP SNs and
the REL SNs mayv be assigned independently by the PDCP layer 712 and RLC

layver 714, respectively.
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6080} Continuing the description of the example architecture 710, the
PDCP SDUs may be passed/input to upper layvers, such as an application layer.
For instance, the PDCP SDUs may be passed to an upper layer as internet
protocol (IF) packets, in some cases.
5 {0081} The example architecture 720 will be described below. In some

embodiments, the MAC layer 726 and the PCLC layver 722 may be mmplemented
bv the 5G network. In the receive direction (upward in the diagrams of FIG. 7),
a MAC PDU may be received, such as over the air, and may be processed into a
MAC SBU by processing/operations of the MAC laver 726. The MAC SDU

10 may be passed/input to the PCLC layer 722 as a PCLC PDU. fn some
embodiments, a particular PCLC PDU may be the same as a particular MAC
SPU {such as a direct passing between MAC 726 and PCLC 722), although the
scope of embodiments is not limited 1o this respect. In some cases, the particular
PCLC PDU may be based on the particular MAC SDU. The PCLC PDU may be

I35 processed o a PCLC SDU by processing/operations of the PCLC layver 722,
In some embodiments, the processing/operations of the PCLC laver 722 may be
based on PCLC SNs. As a non-limiting example, a PCLC PDU/SDU may be
assigned a PCLC SN by the PCLC laver 722, The PCLC SDUs may be
passed/input to upper lavers, such as an apphication layer. For instance, the

20 PCLC SDUs may be passed to an upper laver as internet protocol (IP) packets, in
SOME CASeSs.
{6082} In some embodiments, the PCLC laver 722 may perform one or
more operations that may be similar to operations performed by the PDICP laver
712 and may perform onc or more operations that may be similar to operations

25 pertormed by the RLC laver 714, Accordingly, the PCLC faver 722 may be
considered a combined layer, merged laver and/or joint layer in comparison to
the two layers, PDCP 712 and RLC 714, used in the example architecture 710 of
the 3GPP LTE network. In addition, the PCLC layer 722 may use a single
PCLC SN for a PCLC 5DU/PDU m contrast to the usage of the two SNs (the

30 PDCP SN of the PDCP layer 712 and the RLC SN of the RLC layer 714) in the
example architectare 710 of the 3GPP LTE network 710.
{0083} Returning to the method 600, in some embodiments, the MAC

PDUs of the first group (received at operation 605) may be formatted, by the 3G
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eNB 325, in accordance with a 30 format such as in the example architecture
724 shown in FIG.7 or other. At operation 610, the UE 102 may reorder PCLC
PDUs of the first group of MAC PDUs that include PCLC PDUs. The
reordering may be based on PCLC SNs, in some embodiments.

{6084} At operation 615, the UE 102 may determine whether any
reception fatlures of PCLC PDUs have occurred. The UE 102 may request
retransnussion of nussing PCLC PDUs at operation 620, such as by transmission
of one or more messages to the 3G eNB 525, It should be noted that operation
620 mav be performed when it is determined, such as at operation 615, that at
least one PCLC PDU 15 nussing and/or that a reception failure for at least one
PCLC PDU has occurred.

{0085} It should also be noted that operations 615 and 620 may be
performed when the UE 102 operates in accordance with an acknowledged mode
{AM) of operation. The UE 102 may refrain from performing operations 615
and 620 when operating in accordance with an unacknowledged mode (UM} of
operation, i some cases. However, the reordering operation 610 may still be
performed as part of the UM operation, in some embodiments.

{6086} At operation 623, the UE 102 may decipher PCLC PDUs. In
some embodiments, the PCLC PDUs may be deciphered in accordance with
decipher keys that are based at least partly on the PCLC SNs. In addition, the
PCLC decipher keys may be further based at least partly on a hyper-frame
number (HFN) of the 3G ¢NB 525 for the first group of MAC PDUs, 1 some
embodiments. The decipher operation may be performed on the reordered
PCLC PDUs, in some embodiments, although the scope of embodiments is not
hinuted m this respect. In addition, one or more PCLC SDUs may be based on
the deciphered, reordercd PCLC PDUs, in some embodiments.

{BG87] At operation 630, the UE 102 may decompress ong or more
mnternet protocol (IP) headers. In some embodiments, the deciphered, reordered
PCLC PDUs may include PCLC header portions and PCLC pavicad portions. In
some cases, the PCLC payvload portions of ong or more of the deciphered,
reordered PCLC PDUs may include compressed internet protocol (BP) headers.
The 1P headers may have been compressed by the 3G ¢NB 525, The UE 102

may decompress the compressed 1P headers. In some embodiments, the
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decompression may be performed based at feast partly on the PCLC SNg of the
one or more deciphered, reordered PCLC PDUs that include compressed 1P
headers in the PCLC payload portion. The decompressed headers may be
meluded in PCLC SDUs that are input to the upper lavers, 1n some
5 cmbodiments.

{0088} At operation 633, the UE 102 may reassemble one or more PCLL
PDUs determined to have been concatenated or segmented. The UE 102 may
determine this based on mdicator(s) included in the PCLC PDUs. It should be
noted that in some embodiments, the reagsemble operation may include splitting,

10 bythe UE 102, of a received PCLC PDU that was concatenated at the eNB 104,
m some cases. Accordingly, the reassemble operation may be considered an
opposite operation or reciprocal operation to the concatenation operation, in
some cases. H should be noted that in some embodiments, the reassemble
operation may include reassembly, by the UE 102, of one or more received

15 PCLC PDUs that were segmented at the eNB 104, in some cases. Accordingly,
the reassemble operation may be considered an opposite operation or reciprocal
operation to a segmentation operation, in some cases. In some cases, a PCLC
PDU may be formed, at the 5G eNB 525 based on a concatenation of a first
group of outhoand PCLC §DUs and further based on one or more segments of

20 cach of a second group of one or more PCLC SBUs. That is, a combination of
concatenation and scgmentation may be used in the formation of one or more of
the PCLC PDUs. The reassermbly at the UE 102 may be performed in
accordance with the combined concatenation/segmentation in sach cases. It
should also be noted that similar technigues of combining

25 concatenation/segmentation operations in the formation of one or more RLC
PDUs may also be used by the legacy eNB 515, in some cases. Accordingly, a
reassembly at the UE 102 of legacy RLC PDUs (such as at operation 665) may
be performed in accordance with the combined concatenation/segmentation, 1n
such cases.

30 [D089) It should be noted that, as previously desenbed, embodiments are
not limited to the chronological ordering of operations shown in FIG 6. Asan
example, operations of concatenation/segmentation on the transmit side (50

eNB 525 in this case) may be performed before or after operations such as
29



WO 2017/171919 PCT/US2016/052188

10

20

30

ciphering. For instance, multiple PCLC SDUs may be concatenated before
ciphering, in which case the deciphering may be performed (by the UE 102 on
the receive side) before the reassembly. Embodiments are not limited by this
example, however, as operations may be performed m a different order, in some
embodiments.

{0090) FIG. % illustrates exaraple operations in accordance with some
cmbodiments. The operations may be performed as part of a PCLC laver, in
some embodiments. It should be noted that embodiments are not himited by the
example 800 in terms of arrangement, ordering, type, size, number and/or other
aspects of the layers, operations, parameters and/or other elements shown in
FI1G. 8. The operations 810-830 may be PCLC transmission operations, while
the operations 843-860 may be receive operations.

LG In some embodiments, one or morg of the following transmission
operations may be performed by a PCLC laver of a transmitting entity. The
transmitting entity may be the UE 102 m some cases, such as i uplink operation.
The transmitting entity may be the SG eNB 525 or other base station in other
cases, such as in downlink operation. As an example operation of the
transmitting entity, association of a PCLC SN comresponding to a PCLC PDU
may be performed. As another example operation of the transmitting entity,
header compression for a Data Radio Bearer {DRB)Y may be performed, f
configured. As other example operations of the transmitting entity,
segmentation and/or concatenation of PCLC 5DUs may be performed. The
PCLC SDUs may be internet protocol (IP} packets, in some cases, although the
scope of embodiments is not limited i this respect. The segmentation and/or
concatenation may be similar to operations performed by the RLC laver of 3GPP
LTE operation, in some cases. Accordingly, the segmentation and/or
concatenation may be based on available resources, which might be indicated
from MAC or PHY layers, in some cases.

60921 As another example operation of the transmitting entity, ntegrity
protection for a Signaling Radio Bearer (SRB} may be performed. As another
example operation of the transmitting entity, ciphering may be performed. In
some embodiments, the ciphering may be performed using a count parameter

that may be based on a Hyper Frame Number (HFN} and/or PCLC SN. It should
30
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be noted that the HFN may be used in a similar manner to usage of the HFN as
part of PBCP layer operation of 3GPP LTE operation. For instance, when the
PCLC SN wraps around {exceeds the maximum value possible in a modular
arrangement), the HFN may increase by one and the PCLC SN may wrap around
5 back to the value of 0. In some cases, the ciphering may be performed jointly
for some or all pavioads of a PDU (assuming SRB and DRB are bandled by
different PCLC entities).
6093} Ag another example operation of the transmitting entity, a PCLC
header may be added. As another example operation of the transmitting entity, a

10 windowing operation and/or retransmission operation may be performed. Such
operations may be performed m a simular manner as operations of the RLC laver
of 3GPP LTE operation, in some embodiments, although the scope of
embodiments is not limited in this respect. As an example, a maximum window
size may be half of an SN space, and the transmitting entity may not allow more

I5  than haif of the SN space to be in flight (such as in transit between the
transmitting entity and a receiving entity} at a particular time. The
retransmission may be bascd on feedback from the receiving entity, in some
embodiments.

{00694} It should be noted that embodiments are not limited by these

20 example operations of the PCLC laver of the transnutting entity. In some
cmbodiments, additional operations, simifar operations and/or alicmate
operations may be performed by the PCLC laver of the transmiiting entity. In
some embodiments, the PCLC layer of the transmitting entity may not
necessarily perform all of the operations described above.

25 [6095] In some embodiments, a PCLC layer of a receiving entity may
perform one or more of the following operations and/or other operations. The
recetving entity may be the UE 102 in some cases, such as i downlink operation.
The receiving entity may be the 5G ¢NB 525 or other base station in other cases,
such as m uplink operation. As an example operation of the receiving entity,

30 reorderimg may be performed. The reordering may be performed in a simifar
manner as operations of the RLC layer of 3GPP LTE operation, in some

embodiments, although the scope of embodiments is not limited in this respect.

3
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As another example operation of the receiving entity, deciphering and/or

mtegrity check operations may be performed.

{0096} As another example operation of the receiving entity, header

decompression may be performed, if configured. As another example operation
5 of the receiving entity, recetver foedback may be performed. It should also be

noted that the receiver feedback operation may be performed in a similar manner

as operations of the RLC laver of 3GPP LTE operation, in some embodiments,

although the scope of embodiments is not limited m this respect.

{3097] It should be noted that embodiments are not linuted by these

10 example operations of the PCLC layer of the receiving entity. In some
embodiments, additional operations, similar operations and/or altcrnate
operations may be performed by the PCLC layer of the receiving entity. In some
embodiments, the PCLC laver of the receiving entity may not necessarily
perform all of the operations described above.

15 [0098] FIG. 9 illustrates an example packet convergence and Iink control
(PCLC} protocol data unit {(PDU) 10 accordance with some embodiments, It
should be noted that cmbodiments are not limited by the example PDU 900 1o
terms of arrangement, ordering, type, size, name, number and/or other aspects of
the parameters shown in FIG. 9. For instance, all parameters and/or mformation

20 shown m FIG. 9 may not necessarily be included in some embodiments. In
some embodiments, a PCLC PDU may inchide one or more parameters that may
be similar to and/or related to those shown in the example PDU 900, In some
embodiments, a PCLC PDU may mchude additional parameters not shown in
FI1G. 9. In addition, the organization of the parameiers and/or information shown

25 inthe example PDU 900 18 not himiting.

{6699} In some embodiments, the format of the PCLC PDU 900 may be
based at least partly on an LTE RLC AMD PBU format that may be included in
a 3GPP L'TE standard and/or other standard, although the scope of embodiments
is not imited in this respect.

30 [G0186] The D/C field 901 may indicate whether the PCLC PDU 90015 a
control PDU or a data PDU. For example, a control PDU may be indicated by a
value of 0 and a data PDU may be indicated by a value of |, The RF ficld 902
may indicate whether the PCLC PDU 900 is 2 PDU or a PDU segment. It
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should be noted that a format of a PCLC PDU segment may be at least partly
based on a format of an LTE RLC AMD PBU Segment, although the scope of
embodiments 1s not linuted 1o this respect. The P field 903 may indicate
whether or not the transmitting side of a PCLC entity requests a STATUS report
from its peer PCLC entity. The Framing Info (F]) field 904 may indicaie
whether a PCLL SBU i segmented at the beginning and/or at the end of the
Data field 940. For mstance, the F1 ficld 904 may indicate whether a first bvie
of the Data ficld 940 cormresponds to a first byte of a PCLC §DU and/or whether
a last byte of the Data field 940 corresponds to a last byvte of the PCLC 5D
{66101} The E ficld 905 mav indicate whether the Data ficld 940 follows
or one or more a set of B ficld (such as 921) and LI ficld (such as 923}, The FPI
field 922 may be per packet marking, which may be used for Qo8 purposes. The
R figld 906 may include one or more reserved bits. The sequence number (SN}
910 may be an SN of the PCLC layer. Any suitable number of bits, byies, octets
and/or other unit may be used. The LI field 923 may indicate a length (such as
in bytes or other unit) of a corresponding Data field element 940 present in the
PCLC data PDU 900 delivercd/received by the PCLC entity. A first L1 ficld 923
present in the PCLC data PDU header (for mstance, the header may include 901~
930} may correspond to a first Data field element present in the Data ficld 940 of
the PCLC data PDU 900, In addition, if a second LI (such as 933) 1s present in
the PCLC data PDU beader, the second L1 933 may correspond to a second Data
ficld element present in the Data ficld 940 of the PCLC data PDU. The usage of
groups of fields like 920, 930 may be extended to any suitable number of Data
ficld elements present in the Data ficld 940. A valae of G for the L1 ficlds 923,
933 may be reserved.

[66162] It should be noted that the format of the PCLT PDU 900 is an
example format that may demonstrate some or all concepts, operations and/or
techniques described herein, but embodiments are not himited to the example
format shown. In some embodiments, a field length, such as a length of the SN
914, LE 923 and/or other fields, may be different from the lengths shown i FIG.
9 and/or may change based on various factors/reasons, including but not limited
to data rate, packet size, service tvpes and/or other. In some embodiments, some
fields shown in FIG. 9 may not necessaritly be present. This may depend on
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whether certain features are supported or not, 1 some cases. For example, the
RF field 902 may not necessarily be present if re-segmentation is not supported.
In some embodiments, for a signaling radio bearer (SRB), a MAC-1 field (for
mtegrity protection) may be included n the PDU 900 (such as at the end of the
PDU 900 or clsewhere}. For mstance, the MAC-I may mchude 32 bits in some
cases, although embodiments are not limited to this example number, and any
suitable nunmber of bits may be used.

[60103] In some embodiments, one SN may be used for cach PCLC
PDU and ciphering may be performed after segmentation/concatenation of
PCLC SDUs. In some embodiments, one 8N may be used for each PCLC 5DU,
and ciphering may be performed on the PCLC SDU directly. As an example,
segmentation/concatenation may be performed on ciphered PCLC SDUs, and an
additional SN may be used for each PCLC PDU. As another example, the PCLC
layer may refrain from segmentation/concatenation 1 the PCLC layer, in which
case there may be a one to one relationship between a PCLC SDU and a PCLC
PDU. In this example, concatenation/segmentation may be performed i the
MAC layer. Accordingly, the Fi ficld mn this example may be jncluded in a
MAC header.

{86104 Returning to the method 600, one or more of operations 640-675
may be performed by the UE 102 in some embodiments. It should be noted that
some embodiments of the method 600 may not necessarnily include all operations
shown in FIG. 6. In addition, operations 605-635 may be based on
commumnication with a 5G eNB 104 while operations 640-675 may be based on
communication with a legacy eNB 104, in some cases. As an cxample, a UE
102 configured 1o operate as a 3G UE 102 may perform one or more of
operations 605-635 and may not necessarily perform any of operations 640-673.
For instance, the 3G eNB 104 and 5G UE 102 may operate as part of a stand-
alone 5G network in this cxample. As another example, a UE 102 may be
configured to communicate with a eNB 104 of a legacy network and with a 5G
eNB 104 of a 5G network. The UE 102 in this case may perform one or more of
operations 605-675. For instance, the legacy network and the 3G network may
operate cooperatively to enable multi-network communication by the UE 102 n

this example. The legacy network and legacy eNB 104 may be configured to
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operate in accordance with 3GPP LTE standards in some embodiments, although
the scope of embodiments is not limited in this respect.
[66105] At operation 640, the UE 102 may transmit a message to the
legacy eNB 515 that indicates information such as a blockage between the UE
5 102 and the 3G eNB 525, an unavailability of the 5G eNB 525, a performance

measurement {such as a throughput, error rate, signal quality measurement
and/or other) of the link between the UE 102 and the 3G eNB 525 and/or other.
In some cases, the message may indicate that the UE requests a handover back to
the legacy eNB 315, In some cases, the legacy eNB 515 may deternnine that the

10 handover back to the legacy eNB 515 is to be performed based at least partly on
the message trom the UE 102,
[86106] It should be noted that various handovers may occur. The
handovers may be mitiated, managed and/or controlled by the legacy eNB 515
and/or legacy network 510, in some cases, although embodiments arc not limited

I35  assuch. Asan example, a handover from the legacy eNB 515 (and/or legacy
network 51 to the 5G eNB 525 (and/or the 5G network 520) may be
performed. Such a handover may be performed at any suitable time. For
mstance, the handover between the legacy ¢NB 515 1o the 3G eNB 523 mav be
performed after the legacy ¢NB 515 establishes communication with the UE

20 102, Ag another example, a handover from the 5G ¢NB 525 (and/or the 5G
network 520} to the legacy ¢NB 515 (and/or legacy network 510) mayv be
performed. Such a handover may be performed at any suitable time. As another
gxample, a fall back from the 5G eNB 523 (and/or the 5G network 520} to the
legacy eNB 515 {and/or legacy network 310} may be performed, such as

25 described regarding operation 640,
{80107} Accordingly, the UE 102 may receive a first group of MAC
PBUs from the 5G eNB 525 at operation 505 and may perform one or morg
operations, such as 610-640 and/or others, while in communication with the 3G
eNB 325, The UE 102 may receive a second group of MAC PBUs from the

30 legacy eNB 515 at operation 645 and may perform one or more operations, sach
as 650-675 and/or others, while in communication with the legacy eNB 515, It

is understood that embodiments are not limited by the chronological ordenng of
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operations shown in FIG. 6. The order in which the operations of FIG. 6 arc
performed may depend on various handover seenarios, in some embodiments.
{00108] As an example, the second group of MAC PDUs may be received
from the legacy eNB 315 after a handover of the UE 102 from the 3G ¢NB 525
to the legacy eNB 515, As ancther example, the first group of MAC PDUs may
be received after a handover of the UE 102 from the legacy network 510 to the
5G network 520, and the second group of MAC PDUs may be received after a
fall back of the UE 102 to the legacy eNB 310, As another example, the first
group of MAC PDUs may be recetved afier a handover of the UE 102 from the
legacy eNB 515 to the 5G eNB 5285,

[06199] Returning to the method 600, at operation 630, the UE 102 may
reorder radio link control (RLC) PDUs based on RLC SNs. In some
embodiments, the second group of MAC PDUs may nclude packet data
convergence protocol (PDCP) PDUs encapsulated 1 RLC PDUs. At operation
655, the UE 102 may determine whether any reception fatlures of RLC PDUs
have occurred. The UE 102 may requoest retransmuissions of missing RLC PDUs
at operation 560. At operation 663, the UE 102 may reassemble one or more
RLC PDUs. In some embodiments, the reassemble operation may include
sphitting of a received RLC PBU that was concatenated at the eNB 104, in some
cases. In some embodiments, the reagsemble operation may include reassembly
of one or more received REC PDUs that were scgmented at the eNB 104, 1o
some cases. In some cases, the RLC SNs may be used for operations 635-663.
[60119] At operation 670, the UE 102 may decipher PDCP PDUs that are
based on the REC PDUs. In some embodiments, the UE 102 may decipher the
PBCP PDUs in accordance with decipher keys that are based at least partly on
PDCP SNs that are exclusive to the REC SNs. At operation 675, the UE 102
may decompress an 1P header included in a payload portion of 3 PDCP PDU.
The decompression may be performed based on the PDCP SNs, i some
embodiments.

jo111] In some embodiments, for the first group of MAC PDUs, the UE
102 mav forward the PCLC SDUs to an application laver of the UE 102 as
mternet protocol (IP) packets. For the second group of MAC PDUs, the UE 102
may forward the PDCP SDUs to the application layer of the UE 102 as [P
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packets. It should be noted that embodiments are not himited to IP packets or to
the application laver, as the UE 102 may forward the PCLC 5DUs and/or PDCP
SDUs to the application laver and/or other layer in any suitable format (such as
any type of PDU).

5 {80112] In some embodiments, a handover between 5G eNBs 525 may be
performed. During the handover, the PCLC laver may not reset a PCLC SN
{which may be similar to PDCP operation in 3GPP LTE protocols/standards
in some cases). A reordering operation may continue as in the case when
handover is not performed, in some cases. For data forwarding between

10 eNBs, for PCLC PDUs that are not successfully delivered to the UE 102, a
source eNB 525 should provide the PCLC PDUs to the target eNB 525,
However PCLC PBUs may not be ciphered in this case. In some
cmbodiments, the target eNB 525 may use a same sct of consecutive 5Ns
for retransmission. Otherwise, there may be one or more missing SNs or

I35 one or more SNs may be reused, which may cause duplication discard,
packet loss and/or other effects. It should be noted that in this case,
mtegrity protection may be realized and/or guaranteed between the source
eNB 525 and the target ¢NB 525, For mstance, an X2 interface and/or other
interface may be used. In some embodiments, to avoid potential different

20 understanding of the PCLC status, the target eNB 525 may retransmit the
PCLC PDUs (apphicd with new security kevs) to the UE 102, In some
cases, a same concatenation/segmentation may be used. The UE 102 may
send a PCLC status report to the target eNB 525 to optimize retransmission,
i some cases. This may be optionally configared by the network, in some

25 cases.

{66113} In some embodiments, handover from the L'TE network 510
to the 3G network 520 {such as from the LTE ¢NB 515 to the 3G eNB 525}
may be performed. For mstance, a design goal may be to support lossless
transmission when one radio bearer is switched between two different

30 protocol architectures. In some embodiments, a aser plane architecture
option 1A (SCG) bearer may be used, in which independent protocol stacks
are used for the L'TE network 310 and the 5G network 320. These

embodiments are not limiting, however.

~
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60114 FiGs. 10-12 illustrate examples of messages that may be
exchanged in accordance with some embodiments. It should be noted that
embodiments are not mited by the name, type, ordering or arrangement of
messages shown in FIGs. 10-12 as other suitable messages may be used. In
5 addition, embodiments are not hmited to the chronological order shown in the

examples of FIGs. 10-12. Some embodiments may not necessarily inciude all
operations shown. Some embodiments may include additional operations not
shown, Some embodiments may include alternate operations or operations that
are similar to those shown in any of FiGs. 10-12.

160 {66115] Referring to FIG. 10, an example of a bandover from the LTE
network 510 to the 3G network 5320 is shown. In some cases, the method
1000 may be viewed as an SCG Addition in which the 30 network 520
and/or 3G ¢NB 525 are added. In some cases, network side behavior about
SN status/data forwarding may be unchanged. 1t should be noted that the

15 following discussion of the method 1000 is focused on downlink operation,
but it 18 understood that similar handling may be performed for uplink
operation, i SOMe €ases.
180116} At operation 1001, the network may nitiate an RRC
Counnection Reconfiguration procedure for SCG Addition. The UE 102 may

20 maintain a PDCP entity and may also establish a PCLC entity. At operation
1002, SN status/data forwarding between eNBs 515, 525 may be performed.
At operation 1003, the UE 102 may send a PDCP status report to the 5G
eNB 325, The 5G eNB 525 may process it accordingly. At operation 1004,
communication between the UE 102 and the 3G ¢NB 525 may be performed

25 j66117] Any suitable techmque may be used by the UE 102 w0
differentiate whether a MAC PDU should be handled in the LTE PDCP
and/or RLC lavers. or in the PCLC laver of the 5G network. It should be
noted that the 5G eNB 525 may know which SDUs arc new SDUs based on
the PDCP status report, in some cases. Multiple options are possible. In

30 some embodiments, a bit in the MAC layver may indicate which layer is to
process the packet. As an example, one bit may be encoded as part of a
MAC header to serve this purpose. PDCP retransmissions may be

processed by the LTE PDCP layer and/or LTE RLC layer. SBUs of the 5G
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network {exchanged between the UE 102 and the 5G eNB 525) may be
processed by the PCLE layer. In some embodiments, PDCP retransmissions
may be encapsulated as PCLC SDUs. The 5G ¢NB 325 may mdicate when
such encapsulate 1s stopped, in some cases. At operation 1003, atter all out-
of-order PDCP packets (from the LTE network 510) are successfully
eceived or discarded based on a reordering timer, the PDCP/RLC entity
may be released. The UE 102 may then process PCLC packets after the
handover to the 5G network 520.

106118} Referring to FIG. 11, an example of a handover from the 5G
network 520 to the L'TE network 510 is shown. In some cases, the method
1100 may be viewed as an SCG Addition 1 which the UE 102 may stop
using resources of the 3G network 520 and/or 5G eNB 525, It should be
noted that the following discussion of the method 1100 is focused on
downlink operation, but it is understood that similar handling may be
performed for uplink operation, in some cases.

006119 Atoperation 1101, the network may initiate an RRC
Connection Reconfiguration procedure for SCG Remaoval, The UE 102 may
still maintain the PCLC entity, and also may establish PDCP and/or RLC
entitics. The LTE ¢NB 515 or the 3G eNB 525 may indicate to the UE 102
the set of PDCP SN for retransmission. At operation 1102, SN status/data
forwarding between eNBs 515, 525 may be performed. The 5G ¢NB 525
may encapsulate PCLC PDUs as PDCP SDUs and may forward them to the
LTE ¢NB 515, Segmentation may be performed to conform to a PDCP
SDU size {such as 8188 bytes or other suitable vahie. The PDCP SN may
be assigned starting from 0 consecutively, in some cases. Ciphering may be
performed by the ETE network 510 or by the 5G network 520,

[06126] At operation 1103, communication between the UE 102 and
the LTE eNB 515 may be performed. After RLC/PDCP operation, the UE
102 may perform PCLC layer operation for PDCP SNs indicated in
operation 1101, The UE 102 may do reassembly based on the PCLC
header, in some cases. At operation 1104, after all out-of-order PCLC
packets are successfully received or discarded based on the reordering

timer, the PCLC entity may be released.
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o121 In the method 1100, the PCLC PDUs may be encapsulated as
PDCP SDUs, in some embodiments. As an example alternative, the UE 102
may send a PCLC status report to the 3G ¢NB 325, then the 5G eNB 525
may assume that the UE 102 will discard the received PCLC SDUs starting
from the first missing PCLC SDU. The 3G ¢NB 325 may start to forward
PCLC SDUs as PDCP SDUs to the LTE eNB 5135, starting from the first
PCLC SDUs not successfully received by the UE 102, Accordingly, the UE
102 may only receive PBCP 5DU/PDU from LTE eNB 515 in such cases.
106122] Referring to FIG. 12, an example of a fallback from the 3G
network 520 to the L'TE network 510 is shown. In some cases, the method
1200 may be similar to bearer switching in option 1A (3CG bearer). In
some embodiments, handling of data forwarding and retransmission may be
similar to that of method 1100 in which handover from the 5G network 520
to the L'TE network 310 s performed, although the scope of embodiments 1s
not limited n this respect. It should be noted that the following discussion
of the method 1200 is focused on downlink operation, but it is understood
that stmilar handling may be performed for uplink operation, in some cases.
1860123} At operation 1201, the UE 102 may report to the network
about a blockage problem. In some cases, the blockage problem may {at
feast partly) cause the fallback procedure to be mitiated, although the scope
of embodiments is not himited in this respect. In some cases, one or more
other events and/or conditions may (at least partly) cause the fallback
procedure to be inttiated. At operation 1202, the LTE eNB 515 may send a
Secondary eNB {(SeNB) Release Request message to ask the 5G eNB 525 t¢
release the SCG part. At operation 1203, the network may mitiate an RRC
Connection Reconfiguration procedure for SCG Removal, The UE 1062 may
still maintain the PCLC entity, in some cases, and may also establish a
PDCP/RLC entity.
[6124] At operation 1204, the UE 102 may send a message, such as
an RRC Connection Reconfiguration Complete message that may confirm
the procedare of operation 1203. At operation 12035, SN status transfer and
data forwarding between eNBs 515, 525 may be performed. The 3G ¢NB
525 and/or 5G network 520 may encapsulate PCLC PDUs as PDCP SDUs
40
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and may forward them to the LTE ¢NB 315, The LTE eNB 515 may
indicaic fo the UE 102 the set of PDLP SNs for retransmission. At
operation 1206, communication between the UE 102 and the LTE eNB 515
may be performed. After RLC/PBCP operation, the UE 102 may perform

5 PCLC layer operation for PDCP SNsg indicated by the LTE eNB 515, The
UE 102 may do re-asscrably based on the PCLC header, in some cases.
After all out-of-order PCLC packets are successfully received or discarded
based on the reordering timer, the PCLC entity may be released. At
operation 1207, one or more SDUs may be exchanged, without

10 encapsulation, between the UE 102 and the L'TH eNB 515,

[86125] In some embodiments, re-segmentation may be performed in
LTE when the resources available for RLO retransmission 1s less than that
of an tmitial transmigsion. For instance, segment sizes and/or other
parameters may need to be readjusted in some cases due to a difference

I35  between resources available when the mnitial transmission was performed
and resources avatlable when the re-transmission is to be performed. For
the merged layer (PCLC), security may be performed per PCLC PDU
{associated with cach PCLC PDU SN}, in some cases. The same COUNT
may not be used for different PDU segments, in some cases, which may be

20 due to a security rule and/or other factors. In some embodiments, an
additional field may be included in the PCLC header and may be used as an
additional input to a ciphering algorithm. The additional ficld may be
different for the original PDU and for retransmission segments, in some
£ases.

25 (66126} FIG. 13 ilustrates the operation of another method of
communication in accordance with some embodiments. FIG. 14 illastrates the
operation of another method of communication i accordance with some
cmbodiments. As mentioned previously regarding the method 600,
embodiments of the methods 1300 and/or 1400 may meclude additional or even

30 fewer operations or processes in comparison to what is illastrated 1 FiGs. 13
and/or 14, In some embodiments, ong or more operations described herein may
be included in methods 1300 and/or 1400, mncluding operations that are not

necessarily shown in FlGs. 13 and/or 14, Embodiments of the methods 1300
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and/or 1400 are not necessarily limited to the chronological order that 1s shown
m FiGs. 13 and/or 4. In describing the methods 1300 and/or 1400, reference
may be made to any of FIGs. 1-12, although it 1s understood that the methods
1300 and/or 1400 may be practiced with any other suitable systems, interfaces

5 and components. In addition, embodiments of the methods 1300 and/or 1400
may be applicabic to UEs 102, ¢eNBs 104, STAs, APs and/or other wircless or
maobile devices. The methods 1300 and/or 1400 may be applicable to an
apparatus for a UE 102, eNB 104, legacy eNB 515, 5G eNB 525, STA, AP
and/or other wircless or mobile device, in some embodiments.

16 jo6127] In some embodiments, the method 1300 may be practiced by a
5G eNB 325 or other base station. In some embodiments, the method 1400 may
be practiced by a legacy eNB 515 or other base station. In some embodiments,
the method 600 may be practiced by a UE 102 or other mobile device. It should
be noted that one or more operations of one of the methods 600, 1300 and/or

I5 1400 may be reciprocal to, similar to and/or related to one or more operations
mcladed in the other method. As an example, an operation of the method 1300
may include transmission of a packet by the 5G eNB 525, and an operation of
the method 600 may include reception of the same packet or similar packet by
the UE 102, As another example, an operation of the method 1400 may melude

20 transmussion of a packet by the legacy eNB 515, and an operation of the method
600 may include reception of the same packet or similar packet by the UE 102.
As another example, an operation of the method 1400 may include transmission
of a message by the legacy eNB 513, and an operation of the method 1300 may
mchude reception of the same message or similar message by the UE 102,

25 [066128] In addition, previous discussion of various fechnigues and
concepts may be applicable to the methods 1300 and/or 1400 1n some cases,
mehuding but not himited to PCLC layer, PCLC operations, PCLC SNs, PCLC
PDBUs and SDUs, RLC laver, RLC operations, RLC SNs, RLC PDUs and SDUs,
PDCP layer, PDCP operations, PDCP SNs, PDCP PDUs and SDUs, reordenng,

30 retransmissions, ciphering, deciphering, header compression, header
decompression, other transmit operations, other receive operations and/or others

may be applicable in some cases.
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331291 At operation 1305 of the method 1300, the 5G eNB 525 may
receive one or more PCLE SDUs from an application layver of the 5G eNB. The
PCLC SDUs may be received at the 3G eNB 523 for transmission to the UE 102,
m some embodiments. The PCLC 5DUs may be or may include TP packets, in
some embodiments, although the scope of embodiments s not houted in this
fespect.

{80130] At operation 1310, the 3G eNB 525 may compress one or more
headers incladed in payload portions of the PCLLC SDUs. As an example, a
pavioad portion of a PCLC SDU may mchude an IP packet with an IP header.
The 3G eNB 325 may compress the [P header, and may do so in accordance with
a PCLC SN ofthe PCLC SDU, in some embodiments. Techmiques such as
robust header compression (ROHC) and/or others may be used, in some cases.
{68131} At operation 1315, the 3G ¢NB 525 may concatenate or sggment
one or more PCLC SDUs. The 5G ¢NB 525 may cipher one or more PCLC
SDUs at operation 1320, Jt should be noted that the cipher operation may be
performed by the 5G ¢NB 525 on PCLC SDUs, segments of PCLC 5DUs and/or
concatenations of PCLC $DUs. The cipher operation may be performed in
accordance with PCLC SNs, in some embodiments. For instance, cipher kevs
may be based at least partly on the PCLC SNs. The cipher kevs may be further
based at least partly on a hyper frame number (HFN}) of the 3G eNB 523, in
SOME Cases.

{68132 At operation 1325, the 3G eNB 525 may assign one or more
PCLC SNs. It should be noted that the 3G eNB 525 (and/or PCLC layer) may
assign PCLC SNs to PCLL 5BUs, segments of PCLC SDUs and/or
concatenations of PCLC $DUs, in some embodiments. The assignment of the
PCLC SNs may be performed before, during or afier anv operation, such as the
operations shown in FIG. 13,

{00133 The 5G cNB 525 mayv generate one or more PCLC PDUs based
on one or more PCLC SDUs at operation 1330, As a non-limuting example, a
PCLP PDU may be based on one or more PCLC S§DUs that may have been
concatenated, scgmented, ciphered and/or otherwise processed. The PCLC

PDUs may also include PCLC SNs assigned by the PCLC layer.
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33134 At operation 1335, the 5G eNB 325 may transmif one or more
MAC PDUs to the UE 102, In some embodiments, the MAC PDUs may be
based on one or more PCLC PDUs. Although erabodiments are not limited as
such, the MAC PDUs transmitted by the 5G eNB 523 at operation 1335 may be
the same as or similar to the first group of MAC PDUs received at the UE 102 at
operation 605 of the method 600,

{801 35] At operation 1340, the 3G eNB 525 may receive, from the legacy
eNB 5135, a handover message that indicates that a handover of the UE 102 from
the 5G eNB 325 io the legacy ¢NB 515 15 to occur. In some embodiments, the
handover message may be or may include a sccondary ¢NB (ScNB) release
request message, which may be included i a 3GPP standard and/or other
standard.

{00136} At operation 1345, the 3G eNB 523 mav send, to the legacy UE
and over mterface circuiiry, one or more packets of which at least a portion is to
be transmitted to the UE 102 by the legacy ¢eNB 515, As an example, a packet
sent from the 5G eNB 525 mav be a queued PCLC SBU for usage as a PDCP
SDU by the legacy eNB 515 As another exarople, a packet sent from the 3G
eNB 525 may be for usage as a PDCP SDU and may be based on an
encapsulation of a queued PCLC PDU that was intended to be transmitted to the
UE 102 by the 5G ¢NB 525

[B0137] Referring to FIG. 14, the method 1400 mayv be performed by a
legacy eNB 513, Although references may be made to communication with a
5 eNB 525, it 1s understood that the legacy eNB 515 may communicate with
ancther type of eNB 104 (such as a secondary eNB 104 and/or other} in some
embodiments. As an example, the legacy eNB 515 may communicate with the
UE 102 and with the 5G eNB 525 m accordance with an inter radio access
technology (inter-RAT) arrangement {and/or other arrangement) in which the
legacy eNB 515 serves as a primary eNB and the 5G eNB 525 serves as a
secondary eNB (SeNB).

00138} At operation 1405, the legacy ¢NB 515 may receive, from a UE
102, a message that indicates information such as a blockage between the UE
102 and a 3G eNB 325, an unavailability of the 5G eNB 325, a performance

measurement {such as a throughput, error rate, signal quality measurement
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and/or other) of the link between the UE 102 and the 5G eNB 525 and/or other.
In some cases, the message may indicate that the UE requests a handover back to
the legacy ¢NB 515, At operation 1410, the legacy eNB 515 may transmit a
message (such as an 5¢NB release request message and/or other message) to the
5 eNB 525 that indicates that a handover of the UE 102 to the legacy eNB 515
is to occur.

{60139 At operation 1415, the legacy ¢NB 513 may receive, from the 5G
eNB 325, one or more packets of which at least a portion 1s to be transmutted to
the UE 102 by the legacy eNB 515. The packets may be similar to or the same
as the packets sent by the 5G eNB 325 at operation 1345, in some embodiments.
Accordingly, the packets from the 3G eNB 525 may be (or may be processed
mto} PDCP SDUs, n some cases. At operation 1420, the PDCP layer of the
legacy eNB 515 may receive one or more PDCP SDUSs, such as from an
application laver of the legacy eNB 515 and/or other source. For instance,
PDCP SDUs may be based on higher laver PDUs/SDUs received at the legacy
eNB 515 from another component, such as IP packets and/or other packets. In
some cmbodiments, PRCP SDUs processed by the legacy eNB 515, such as in
operations 1425-1430 and/or others, may be received from the 5G eNB 525,
from an upper layer and/or a combination thereof.

HEGEL At operation 1425, the legacy eNB 515 may compress one or
maore headers included in pavicad portions ot the PDCP SDUs. As an example,
a pavload portion of a PDCP SDU may include an IP packet with an [P header.
The 5G eNB 325 may compress the IP header, and may do 5o in accordance with
a PDCP SN of the PDCP SDU, 1n some embodiments. Techmiques such as
robust header compression (ROHC) and/or others may be used, in some cases.
{66141} At operation 1430, the legacy eNB 515 mav cipher one or more
PDCP 5DUs. The cipher operation may be performed in accordance with PDCP
SiNs, in some embodiments. For instance, cipher kevs may be based at least
partly on the PDCP SNs. The cipher keys may be further based at least partly on
a hyper frame mumber (HFN) of the legacy eNB 515, in some cases.

100142] At operation 1435, the legacy ¢NB 515 may concatenate or
segment one or more RLC SDUs. The RLC SDUs may be based on the PDCP
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SDUs, in some embodiments. The concatenation and/or segmentation may be
performed in accordance with RLC §Ns, in some embodiments.
[00143] At operation 1440, the legacy eNB 515 may transmit onc or more
MAC PDUs to the UE 102, In some embodiments, the MAC PDUs mayv be
5 based on one or more RLC PDUs. Although embodiments are not limited as

such, the MAC PDUs transmitted by the legacy eNB 515 at operation 1440 may
be the same as or similar to the second group of MAC PDUs recetved at the UE
102 at operation 645 of the method 600.
{30144 It should be noted that embodiments may be deseribed herein in

10 terms of downlink communication, but embodiments are not limited to downlink
communication. In some embodiments, some or all concepts, technigues,
operations and/or methods described herein for the downlink commumication
may be applicabic to uplink comamunication. In some embodiments, transmit
operations such as concatenation, segmentation, ciphering, P header

15 compression and/or others described herein may be performed by an eNB 515,
525 as part of downlink comnumication with the UE 102, In an uplink
communication, the UE 102 may perform onc or more of those operations and/or
similar operations, in some cases. In some embodiments, receive operations
such as reassembly, deciphering, IP header decompression and/or others

20 described herein may be performed by the UE 102 as part of the downlink
cormmunication. In an uplink communication, the legacy eNB 515, 5G eNB 525
and/or other ¢eNB 104 may perform one or more of those operations and/or
similar operations, in SOME CAses,
[30145] In Example 1, an apparates of a User Equipment (UE) may

25 compnse memory. The apparatus may further comprise processing circuitry.
The processing circuitry may be configured to, for a first group of medium
access control (MAC) protocol data units (PDUs) that include packet
convergence and hink control (PCLC) PDUs: reorder the PCLC PDUs based on
PCLC sequence numbers (SNs); and decipher, in accordance with decipher kevs

30 that are based at least partly on the PCLC SN, the reordered PCLC PDUs to
generate one or more PCLC service data units (SDUs). The processing circuitey
may be further contigured to, for a sccond group of MAC PDUs that include

packet data convergence protocol (PDCP) PDUs encapsulated in radio link
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control (RLC) PBUs: reorder the RLC PDUs based on RLC SNs; and decipher,
i accordance with decipher keys that are based at least partly on PDCP SNs that
are exclusive to the RLC SNs, the reordered RLC PDUs to generate one or more
PDCP SDUs.

5 {00146] In Example 2, the subject matter of Example 1, wherein the first
group of MAC PDUs may be received from a Fifth Generation (5G) Evolved
Node-B (eNB) while the UE is served by the 5G ¢NB. The second group of
MAC PPUs may be received from a legacy eNB while the UE 15 served by the
legacy eNB. The UE may be arranged to communicate with the 5G eNB and the

10 legacy eNB in accordance with an inter radio access technology (inter-RAT)
arrangement in which the legacy eNB serves as a primary eNB.

[66147] In Example 3, the subject matter of one or anv combination of
Examples 1-2, wheretn the RLC SNs may be part of an RLC layer of a legacy
protocol of the legacy eNB. The PDCP SNs may be part of a PDCP layer of the

15 legacy protocol. The PCLC SNa may be part of a PCLC layer of a 3G protocol
of the 3G eNB.

{60148 In Example 4, the subject matter of one or anv combination of
Examples 1-3, wherein the sccond group of MAC PDUs may be received after a
handover of the UE from the 5G ¢NB to the legacy eNB.

20 [00149] In Example 3, the subject matter of one or any combination of
Examples 1-4, wherein the first group of MAC PDUs may be reccived aftera
handover of the UE from a legacy network to a 3G network. The legacy ¢NB
may operate in the legacy network and the 5G eNB operates in the 5G network.
The processing circuitry may be further configured to determine, based at least

25 partly on an unavaability of the 50 network, that the UE 1s to fall back from the
5G network to the legacy network, The second group of MAC PDUs may be
received after a fall back of the UE 1o the legacy eNB.

{00150 In Example 6, the subject matter of one or any combination of
Examples 1-3, wherein the first group of MAC PDUs may be received aftera

30 handover of the UE from the legacy eNB to the 3G ¢NB.

{60151 In Example 7, the subject matter of one or any combination of
Examples 1-6, wherein the UE may be arranged to operate in accordance with a

5G protocol to receive the first group of MAC PDUs from the 5G eNB. The UE
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may be further arranged to operate in accordance with a Third Generation
Partnership Project (B3GPP} Long Term Evolution {L'TE) protocol to receive the
second group of MAC PDUs from the legacy ¢NB.
[06152] In Example 8, the subject matter of one or any combination of
Examples 1-7, whercin the processing circuitry may be further configared to
determine, based at least partly on the PCLC SNs, whether any reception failures
of PCLC PDUs from the 5G eNB have occurred. The processing circuitry may
be further configured to encode, for transmission to the 5G eNB, a
retransimission request that indicates the PCLC SNs of the PCLC PDUs for
which the reception failures have occurred.
{06153 In Example 9, the subject matter of one or any combination of
Examples 1-8, wherein the PCLT decipher keys may be further based at feast
partly on a hyper-frame mumber (HFN} of the 5G eNB for the first group of
MAC PDUs.
0154 In Example 10, the subject matier of one or any combination of
Examples 1-9, wherein the deciphered, reordered PCLC PP Us may inclade
PCLC header portions and PCLC pavioad portions. The processing circuitry
may be further configured to, for the deciphered, reordered PCLC PDUs for
which the PCLC payload portions include compressed mteret protocol (1P)
headers, decompress the IP headers. The header decompression may be based at
least partly on the PCLC SNs of the deciphered, reordered PCLC PDUs.
01 55] In Example 11, the subject matier of one or any combination of
Examples 1-10, wherein the processing circuttry may be further configured to
determune, based at least partly on concatenation / segmentation indicators of the
PCLC PDUs, whether the PCLC PDUs have been concatenated or segmented.
The processing circuitry may be further configured to reassemble one or more
PCLC PDUs determined to have been concatenated or segmented.
{00156 In Exaraple 12, the subject matter of one or any combination of
Examples 1-11, wherein the processing circwntry may be further configured to,
for the first group of MAC PBUs, forward the PCLC SDUs to an application
laver of the UE as mtemet protocol (P} packets. The processing circuitry may
be further configured to, for the second group of MAC PDUs, forward the PDCP
SPUs to the application layver of the UE as IP packets.
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00157} In Example 13, the subject matter of one or any combination of
Examaples 1-12, wherein the apparatus may further inciude a transceiver to
receive the first and second groups of MAC PDUs.
[66158] In Example 14, the subject matter of one or any combination of
5 Examples 1-13, wherein the processing circuitry may include a baseband
processor to reorder the PCLE PDUs, to decipher the reordered PCLC PDUs o
reorder the RLC PDUs, and to decipher the reordered RLC PDUs.
[60159] In Example 15, a computer-readable storage mediom may store
mstructions for execution by one or more processors to perform operations for
10 communication by a User Equipment (UE}. The operations may configure the
one or more processors to reorder a group of packet convergence and link
control (PCLC) protocol data units (PDUs} based at least partly on PCLC
sequence numbers (SNs) of the PCLLC PDUs. The operations may further
configure the one or more processors 1o decipher the reordered PCLC PDUs in
15 accordance with decipher keys that are based at least partly on the PCLC SN,
The operations may further configure the one or more processors to generate,
based on the reordered, deciphered PCLC PDUs, one or more PCLC service data
units (SDUs) for usage by an application layer of the UE. The PCLC PDUs may
be based on medium access control (MAC) PDUs recetved from a Fifth
20 Generation {(3G) Evolved Node-B (eNB).
{00160] In Example 16, the subject matier of Example 15, wherein the
operations are to further configure the one or more processors to, when at least
one of the deciphered PCLC PDUs 1s based on a concatenation, at the 3G eNB,
of outbound PCLC SBUs, reassemble the deciphered PCLL PDU as part of the
25 generation of the PCLC SDUs for usage by the application laver of the UE,
[86161] In Example 17, the subject matter of one or any contbination of
Examples 15-16, wherein the operations are to further configure the one or more
processors to, when a group of deciphered PCLC PDUs is based on a
segmentation, at the 5G eNB, of an outbound PCLC SDU, reassemble the group
30 ofdeciphered PCLC PDUs as part of the generation of the PCLC SBUs for
usage by the application laver of the UE.
[86162] In Example 18, the subject matter of one or any combination of

Examples 15-17, wherein the operations to further configure the one or more
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processors to, when at least one of the deciphered PCLC PDUs is based on a
concatenation, at the 5G eNB, of a first group of cutbound PCLL SDUs and
further based on one or more segments of a second PCLC S53U: reassemble the
deciphered PCLC PDU as part of the generation of the PCLC SDUs for usage by
5 the application layer of the UE.

{06163 In Examaple 19, the subject matter of one or any combination of
Examples 15~-18, wherein the operations are to further configure the one or more
processors to, when the UE receives MAC PDUs from a legacy eNB: reorder
radio link control (RLCY PBUs that are based on the MAC PBUs from the

10 legacy eNB, the RLC PDUs reordered based on RLC SNs of the RLC PDUs;
decipher packet data convergence protocol (PDCP) PDUs that are based on the
reordered RLC PDUs, the PDCP PDUs deciphered based on PDCP SNs of the
PBLCP PDUs that are exclusive to the RLC SNs; and generate, based on the
deciphered PDCP PDUs, one or more PDCPE SDUs for usage by the application

15 layer of'the UE.
00164} In Example 20, the subject matter of one or any combination of
Exaroples 15-19, wherein the PCLC SDUs and the PDCP SDUs may be based
on internet protocol (IP) packets.
{80165} In Example 21, an apparatus of a Fifth Generation (3G} Evolved

20 Node-B (eNB) may comprise memory. The apparatus may further comprise
processing circuitry. The processing circuitry mayv be further configured to
concatenate a group of packet convergence and link control (PCLC) service data
units {§DUs). The processing circuitry may be further configured to assign a
PCLC sequence number (SN} (o the concatenation. The processing ¢ircuitry

25 may be further configured to cipher the concatenation in accordance with a
PCLC cipher key that is based at least partly on the assigned PCLC SN, The
processing circuitry may be further configured to encode, for transmission tc a
User Equipment {UE), a medium access control (MAC) PDU that s based on the
ciphered concatenation and 1s further based on the assigned PCLC SN,

30 {00166] In Example 22, the subject matter of Example 21, wherein the
processing circuitry may be further configured to determine, based on a
handover message received from a legacy eNB, that a handover of the UE from

the 3G ¢NB to the legacy eNB is to occur. The processing circuitry may be
30
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further configured to encode, for communication to the legacy eNB over
mterface circuitry, a packet data convergence protocol (PDCP) service data unit
{(SDU} based on an encapsulation of a quened PCLC PDU that is to be
transmitted to the UE.

5 {80167] In Example 23, the subject matter of one or any combination of
Examples 21-22, wherein the processing circuitry may be further configured to
determine, based on a handover message received from a legacy ¢NB, thata
handover of the UE from the 5G eNB to the legacy ¢NB 1s to occur. The
processing circuitry may be further configured to encode, for communication to

10 the legacy eNB over interface cireunitry, a queued PCLC service data unit (SDU)
for usage as a packet data convergence protocol (PDCP) SDU by the legacy
cNB.

{06168] In Example 24, an apparatus of a legacy Evolved Neode-B (eNB)
may comprise memory. The apparatus may further comprise processing

15 circuitry. The processmg circuitry may be configured to encode, for
transmission {0 a secondary eNB (SeNB}, an SeNB release request message that
mdicates that a handover of a User Equipment (UE) from the SeNB to the legacy
eNB is to occur. The processing circuiiry may be configured to determine a
packet data convergence protocol (PDCP) service data unit (SDU) based on an

20 SeNB packet recetved from the SeNB over the interface circuitry. The
processing circuitry may be configured to determine a PDCP PDU based at least
partly on the PDCP SDU and a PDCP sequence number (SN) for the PDCP
SBU. The processing circuitry may be configured to encode, for transmission to
the UE. a medium access control PDU that is based on the PDCP PDU.

25 [06169] In Example 25, the subject matter of Example 24, wherein the
processing circuitry may be firther configured to determine that the handover is
to occur based at least partly on a performance indicator, received from the UE,
that indicates a blockage between the UE and the SeNB.

{6176 In Example 26, an apparatus of a User Equipment (UE} may

30 comprise means for reordering a group of packet convergence and link control
{(PCLC) protocol data units (PDUs) based at least partly on PCLC sequence
numbers (SNg) of the PCLC PDUs. The apparatus may further comprise means

for deciphering the reordered PCLC PDUs in accordance with decipher kevs that
51
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are based at least partly on the PCLC §Ns. The apparatus may further comprise
means for generating, based on the reordered, deciphered PCLLC PDUs, one or
more PCLC service data vntts (SDUs) for usage by an application laver of the
UE. The PCLC PDUs may be based on medium access control (MAC) PDUs
recerved from a Fifth Generation (3G) Evolved Node-B (eNB).

{86171 In Example 27, the subject matter of Example 26, wherein the
apparatus may further comprise means for reassembling, when at least one of the
deciphered PCLC PDUs 13 based on a concatenation, at the 5G ¢NB, of
cutbound PCLL SDUs, the deciphered PCLL PDUY as part of the generation of
the PCLC SDUs for usage by the application layer of the UE.

[066172] In Example 28, the subject matter of one or any combination of
Examples 26-27, wheremn the apparatas may further comprise means for
reassembling, when a group of deciphered PCLC PDUs is based on a
segmentation, at the 5G eNB, of an outbound PCLC $DU, the group of
deciphered PCLC PDUs as part of the generation of the PCLC SDUs for usage
by the application layer of the UE.

{66173 In Example 29, the subject matter of one or any combination of
Examples 26-28, wherein the apparatas may further comprise means for
reassembling, when at least one of the deciphered PCLC PDUs is based on a
concatenation, at the 5G eNB, of a first group of cuthound PCLC §DUs and
further based on one or more segments of a second PCLC SDU, the deciphered
PCLC PDU as part of the generation of the PCLC SDUs for usage by the
application layer of the UE.

[00174] In Example 30, the subject matter of one or any combination of
Examples 26-29, wherein the apparatas may further compnise means for, when
the UE recetves MAC PDUs from a legacy ¢NB: reordering radic link control
{RLC) PDUs that are based on the MAC PDUs from the legacy eNB, the RLC
PDUs reordered based on RLC SNs of the RLC PDUs; deciphering packet data
convergence protocol (PDCP) PDUs that are based on the reordered RLC PDUs,
the PDCP PDUs deciphered based on PDCP SNs of the PDCP PDUs that are
exclusive to the RLLC SNy; and generating, based on the deciphered PDCP

PBUs, one or more PDCP SDUs for usage by the application layer of the UE.

(3
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60175] In Example 31, the subject matter of one or any combination of
Examaples 26-30, wherein the PCLC §DUs and the PDCP SDUs may be based
on internet protocol (1P} packets.

180176} The Abstract is provided to comply with 37 C.F R, Section
1.72(b} requiring an abstract that will allow the reader to ascertain the natore and
gist of the technical disclosure. i is submitted with the understanding that it will
not be used to lumit or interpret the scope or meaning of the claims. The
following claims are hereby meomporated into the detailed description, with each

claim standing on s own as a separate embodiment.
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CLAIMS
What is claimed is:
5 1. An apparatas of a User Equipment (UE), the apparatus comprising:

memory; and processing circuitry, configured to:
for a first group of medium access control (MAC) protoco! data units
(PD¥Us) that include packet convergence and hink control {(PCLC) PDUs:
reorder the PCLC PDBUs based on PCLL sequence numbers
10 (SNs); and
decipher, in accordance with decipher keys that are based at least
partly on the PCLC SNs, the reordered PCLC PDUs to gencrate one or more
PCLC service data units (SDUs); and
for a second group of MAC PD3Us that include packet data convergence
15 protocol (PDCP) PDUs encapsulated n radio link control (RLC) PDUs:
reorder the RLC PDUs based on RLC SNg;
decipher, in accordance with decipher keys that are based at least
partly on PDCP SNs that are exclusive to the RLC SN, the reordered RLC
PDUs to generate one or more PDCP SDUs.
AL
2. The apparatus according to claim 1, wherein:
the first group of MAC PDUs is received from a Fifth Generation (5G)
Evolved Node-B (eNB) while the UE is served by the 3G eNB,
the second group of MAC PDUs is received from a legacy eNB while the
25 UE s served by the legacy eNB, and
the UE 1s arranged to communicate with the 5G eNB and the legacy eNB
in accordance with an mter radio access techuology (inter-RAT) arrangement in

which the legacv ¢NB serves as a primary eNB.

30 3. The apparatus according to claim 2, wherein:

the RLL SNg are part of an RLC laver of a legacy protocol of the legacy

the PBCP SNs are part of a PDCP layer of the legacy protocol, and
54
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the PCLC SNs are part of a PCL laver of a 3G protocol of the 5G eNB.

4. The apparatus according to claim 2, wherein the second group of MAC
PDUs 1s received after a handover of the UE from the 5G eNB to the legacy
eNB.

5. The apparatus according to claim 2, wherein:

the first group of MAC PDUs is received after a handover of the UE
from a legacy network to a 5G network,

the legacy ¢NB operates in the legacy network and the 3G ¢NB operates
m the 5G network,

the processing circuitry 1s further configared to determine, based at least
partly on an unavailability of the 3G network, that the UE s to fall back from the
5G network to the legacy network, and

the second group of MAC PDUs is received afer a fall back of the UE to
the legacy eNB.

6. The apparatus according to claim 2, wherein the first group of MAC
PDUs is received after a handover of the UE from the legacy eNB to the 5G
chNB.

7. The apparatus according to claim 2, wherein:

the UE is arranged to operate mn accordance with a 3G protocol to receive
the first group of MAC PDUs from the 5G eNB, and

the UE 1s further arranged to operate mn accordance with a Third
Generation Partnership Project (3GPP) Long Term Evolution (LTE) protocol to

receive the second group of MAC PDUs from the legacy eNB.

8. The apparatus according to any of claims 2-7, the processing circuiiry
further configured to:
determine, based at [cast partly on the PCLL SNs, whether any reception

fathures of PCLC PDUs from the 3G ¢NB have occurred; and

LA
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encode, for transmission (o the SG ¢NB, a retransmission request that
mdicates the PCLC SNs of the PCLC PDUs for which the reception failures

have occurred.

9. The apparatus according to claim 2, wherein the PCLC decipher keys
are further based at least partly on a hyper-frame number (HFN) of the 5G eNB
for the first group of MAC PDUs.

10. The apparatus according to claim 1, whercin:

the deciphered, reordered PCLC PDUs include PCLC bheader portions
and PCLC payload portions,

the processing circuitry is further configured to, for the deciphered,
reordered PCLC PDUs for which the PCLC paylcad portions include
compressed intornet protocol (1P) headers, decompress the P headers,

the header decompression is based at least partly on the PCLC SNs of the
deciphered, reordered PCLC PDUs.

11, The apparatus according to claim i, the processing circuitry further
configured to:

determing, based at least partly on concatenation/segmentation indicators
of the PCLC PDUs, whether the PCLC PI¥Us bhave been concatenated or
segmented; and

reassemble one or morg PCLC PDUs determined to have been

concatenated or segmented.

12. The apparatus according to any of claims 10-11, the processing
circuitry further configured to:

for the first group of MAC PDUs, forward the PCLC SDUs to an
application layer of the UE as mtemet protocol (IP) packets; and

for the second group of MAC PDUs, forward the PDCP SDUs to the
application laver of the UE as IP packets.
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13. The apparatus according to claim 1, wherein the apparatus further

mcludes a transceiver to receive the first and second groups of MAC PDUs.

14, The apparatus according to claim 1 or claim 13, wheren the
processing circuitry includes a baschand processor to reorder the PCLC PDUs,
to decipher the reordered PCLC PDUs, to reorder the RLC PDUs, and to
decipher the reordered RLC PDUs.

I5. A computer-readable storage medium that stores instructions for
gxecution by onc or more processors to perform operations for coramunication
by a User Equipment (UE), the operations to configure the one or more
PIOCESSOrS to:

reorder a group of packet convergence and link control (PCLC) protocol
data untis (PDUs) based at least partly on PCLC sequence numbers (SNs) of the
PCLC PDUSs;

decipher the reordered PCLC PDUs 1n accordance with decipher kevs
that arc based at least partly on the PCLC SNs; and

generate, based on the reordered, deciphered PCLC PDUs, one or more
PCLC service data units (8DUs) for usage by an application layer of the UE,

wherein the PCLL PDUs are based on medium access control

{MAC) PDUs received from a Fifth Generation (3G) Evolved Node-B (eNB).

16. The computer-readable storage medium according to claim 15, the
operations to further configure the one or more processors to, when at least one
of the deciphered PCLC PDUs 1s based on a concatenation, at the 5G eNB, of
outbound PCLC 5DUs:

reassemble the deciphered PCLC PDU as past of the generation of the
PCLC $DUs for usage by the application laver of the UE.

17. The computer-readable storage medium according to claim 15, the
operations to further configure the one or more processors to, when a group of
deciphered PCLC PDUs is based on a segmentation, at the 5G ¢NB, of an
outbound PCLC 5DV

L]
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reassemble the group of deciphered PCLC PDUs as part of the generation

of the PCLC SDUs for usage by the application layer of the UE.

18, The computer-readable storage medium according to claim 13, the
operations {o further configure the one or more processors to, when at least one
of the deciphered PCLC PDUs is based on a concatenation, at the 3G eNB, of a
first group of outbound PCLC SDUs and further based on one or more segments
of a second PCLC 5DU:

reassemble the deciphered PCLC PDU as part of the generation of the

PCLC SDUs for usage by the application layer of the UE.

19. The computer-readable storage mednim according to claim 15, the
operations to further configure the one or more processors to:
when the UE reccives MAC PDUs from a legacy eNB:
reorder radio hink control (RLC) PDUs that are based on the
MAC PDUs from the legacy eNB, the RLC PDUs reordered based on RLC SNs
of the RLC PDUs;
decipher packet data convergence protocol (PDCP) PDUs that are
based on the reordered RLC PBUs, the PDCP PDUs deciphered based on PDCP
SNs of the PDCP PDUs that are exclusive to the RLC SNs; and
generate, based on the deciphered PDCP PDUs, one or more

PDCP SDUs for usage by the application laver of the UE.

20. The computer-readable storage medium according to claim 19,
wherein the PCLC SDUs and the PDCP SDUs are based on mternet protocol
{IP} packets.

21. An apparatus of a Fifth Generation (5G) Evolved Node-B (eNB), the
apparatus comprising: memory; and processing circutiry, configured to:

concatenate a group of packet convergence and hink control (PCLC)
service data units (SDUs);

assign a PCLC sequence number (SN} to the concatenation;
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cipher the concatenation i accordance with a PCLC cipher key that is
based at least partly on the assigned PCLC SN, and

encode, for transnussion to a User Egquipment (UE), a medium access
control (MAC) PDU that 1s based on the ciphered concatenation and 1s further
based on the assigned PCLC SN,

22. The apparatus according to claim 21, the processing circutiry further
configured fo:

determine, based on a handover message received from a legacy eNB,
that a handover of the UE from the 5G ¢NB to the legacy eNB 15 to occur; and

encode, for communication o the legacy eNB over inferface circuitry, a
packet data convergence protocol (PDCP) service data unit (SDU) based on an

encapsulation of a queued PCLC PDU that is to be transmitted to the UE.

23, The apparatus according to claim 21, the processing circuitry further
configured fo:

determine, based on a handover message received from a legacy oNB,
that a handover of the UE from the 5G eNB to the legacy eNB is to occur; and

encode, for communication o the legacy eNB over interface circuitry, a
gueued PCLC service data unit {(SDU) for usage as a packet data convergence

protocol (PDCP) SDU by the legacy eNB.

24. An apparatus of a legacy Evolved Node-B (eNB), the apparatus
comprising: memory; and processing circuitry, configured o

encode, for transmission to a secondary eNB (SeNB), an SeNB release
request message that indicates that a handover of a User Equipment (UE) from
the SeNB to the legacy cNB is to occur;

determine a packet data convergence protocol (PDCP) service data unit
{(5DU) based on an SeNB packet received from the SeNB over the interface
cireaitry;

determune a PDCP PDU based at least partly on the PRBCP SDU and a
PBCP sequence number (SN) for the PDCP SDU; and

59
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encode, for transmission to the UE, a medium access control PDU that s

based on the PDCPE PDU.
235. The apparatus according to claim 24, the processing circuitry further
5 configured to determine that the handover is 1o occur based at least partly on a

performance indicator, received from the UE, that indicates a blockage between

the UE and the SeNB.

10
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