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ENERGY SUPPLY SYSTEM WITH A PROTECTED SOLAR MODULE

The invention relates to an energy supply system with a
protected solar module, particularly to an energy supply
system for preventing unauthorized use of a protected solar
module, to a solar module and to a method for operating said

energy supply system.
BACKGROUND OF THE INVENTION

Solar modules serve for receiving and converting solar
energy into electrical energy that can be provided to a
local or public power grid. An energy supply system for
collecting solar energy and providing electrical energy may

comprise only one or a plurality of solar modules.

Such solar modules comprise photovoltaic cells; magic
slivers of silicon that convert the solar energy falling on
them directly into electricity. Large scale applications of
photovoltaic cells for power generation, either on the
rooftops of houses or in large fields connected to the
utility grid are promising as well to provide clean, safe
and strategically sound alternatives to current methods of

electricity generation.

Many factors, such as increasing environmental pollution and
rising costs of fossil fuels, have contributed to the fact
that solar energy is rapidly gaining in significance.
Particularly the development of more powerful and more
efficient solar modules, which are equipped with
photovoltaic cells, is making the use of regenerative solar

energy possible in a broad scale of applications.

However, while the advantages of such energy supply systems

are convincing, it is important to note that the
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implementation of these energy supply systems, particularly
large scale energy supply systems that comprise numerous

solar modules, require considerable investments.

As described in [1], US 676507031 B1l, it often occurs that
the solar modules are stolen or made use of by unauthorized
third parties. Known means for preventing unauthorized use
or theft of the solar modules consist, as a rule, of a solid
housing in conjunction with a strong lock. These protection
means have the disadvantage, however, of being easily broken
open by force and, in addition need to be configured heavy
and solid for efficient protection. $Still further, solar
modules may be stolen at their manufacturer's premises or

when being delivered to the consumers.

Hence, in [1] a further solution is described that provides
protection against wunauthorized wuse or theft of a solar
module which reliably prevents unauthorized wuse. In an
energy supply system operating according to that solution,
the power output is interrupted, when a solar module-sited
disabling device fails to receive a second signal via the
power line within a first predefined time after having sent
a first signal to the consumer-sited enabling device wvia the
power line. Thus, if an unauthorized user having tapped into
or stolen the solar module connects a consumer to the solar
module, the solar module-sited disabling device sends the
first signal and disables power output when it fails to
receive the second signal within the first predefined time.
Hence, the solar module can only be used in the place where
it was installed and where the second signal can be provided
by the system and is worthless if installed in places where
the second signal is not provided by the consumer-sited
enabling device. As described further, the solar module-
sited disabling device and the consumer-sited enabling

device comprise a switching device for short-circuiting the
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wires of the power 1line to disable power transfer or to

generate the aforementioned signals respectively.

Hence, with the solution provided in [1], it is assured that
an energy supply system comprising a stolen solar module
does not operate at all, due to the short circuited power
line wires that also serve for exchanging messages between
the solar module-sited disabling device and the consumer-

sited enabling device.

Therefore, with the measures described in [1], stolen solar
modules are worthless 1if installed in a location where a
second specific signal 1s not ©provided. However, these
measures also lead to undesirable results in wvarious

instances.

If, for example, solar modules have erroneously Dbeen
exchanged within the manufacturer's premises, in the process
of distribution or installation, then the installer 1is
confronted with an energy supply system that does not
operate and that does not provide any information about the
cause o0f the shut-down of the energy supply system. In the
event that a multifunction occurs in one of the panels with
the result that the disabling device activates the crossbar
switch, then the energy supply system is shut down by the
described security measures, although there is no security
problem. Still further, matching of the messages or codes
that are exchanged between the solar module-sited disabling
device and the consumer-sited enabling device may fail due

to incorrect handling or assignment of codes.

As a consequence, several situations may arise, which are
not security related and in which the personnel in charge of
installation or maintenance is confronted with a blocked and
non-responsive system. In order to resolve the problem the

personnel in charge of installation or maintenance has
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practically only one option, namely to remove the solar
panels, one by one, from the power line, until the short-
circuit disappears. However this procedure involves

considerable time and efforts.

Further, an important disadvantage of the solution described
in [1] is the insecure handling of the codes. Codes must be
entered into the consumer-sited enabling device and thus be
made available to the service personnel with the risk that
information will be made accessible to third parties.
Further, handling and entering codes is cumbersome and may
lead to errors. Further, in the event that the solar modules
are transferred, the codes must be made available again. In
this event it must be taken care that the retrieved codes
correctly correspond to the solar modules, which most likely

will create difficulties.

Further important 1is that the solution described in [1]
requires a consumer-sited enabling device and is therefore
not applicable in configurations, in which a central control
unit is unavailable. For example in remote areas, in which
solar modules are used to provide energy to remote
telecommunications systems, measurement systems or
illumination systems, the requirement of a central control

unit may not be desirable.

In addition, in view of the information exchanged between
the solar module-sited ©portion and the consumer-sited
portion of this system, the risk —results that this
information could be detected and used by a third party to
activate and unlawfully reuse a stolen solar module. The
consumer-sited enabling device disclosed in [1] may comprise
a chip card reader including a corresponding control
processor, a numerical input keypad for enabling a metered
power output, a wireless detector to detect the enable code

by remote control or similar control systems. Since by means
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of the first and second signals a plurality of information
signals can be exchanged between the solar module-sited
portion and the consumer-sited portion it 1is thus possible

to meter e.g. the power transmitted.

Further, it is possible, e.g. by means of the aforementioned
chip card, to instantly implement debiting the chip card of
the user corresponding to the metered power consumed. Hence,

the chip card is dedicated to debiting purposes.

The present invention is therefore based on the object of
providing an improved energy supply system with a protected
solar module, as well as an improved method for operating
said energy supply system and an improved protected solar

module.

SUMMARY OF THE INVENTION

The above and other objects of the present invention are
achieved by an energy supply system, a protected solar
module and a method for operating said energy supply system

according to claim 1, claim 7, and claim 11 respectively.

The energy supply system comprises at least one protected
solar module with at least one photovoltaic cell and with a
local control unit connected to a switching module, which is
controllable in such a way that the transfer of electrical
energy from the photovoltaic cell via first and second wires
of a power line to a load is interruptable in the event that
a verification procedure that can be performed by the local

control unit has provided a negative result.

According to the present invention a chip-card with an
electronic module, i.e. a “chip”, is provided for each or
for a plurality of solar modules comprising a first access
code that corresponds to a second access code stored in a

first location of a memory unit, and that a card-reader is
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provided, with which the first access code is transferable
from the electronic module to a second location of the
memory unit contained in the local control wunit, which
further comprises a program module that allows performing
the verification procedure that involves comparing the first
access code, which has been transferred to the memory unit,
and the preset second access code, singularly or repeatedly.
Preferably the first access code is read from the chip card
and stored in a non-volatile memory of the local control
unit, so that the transfer and verification procedures need

only be executed once.

Hence the inventive solar modules can only be operated, if
the chip-card is available for the initialisation of the
system, i.e. for verification purposes. However, since the
chip-card is held by the owner of the solar modules, only
the holder of the chip-card can activate the solar modules.
The access code is stored within the chip-card so that third
parties, service personnel or even the owner of the solar
modules do not have access to this code. Hence, it is not
possible that the access code is openly transferred and may
accidentally be disclosed to people that may have dishonest
intentions. Moreover, the chip card can not be cloned unless
using a special hardware. Unauthorised removal of a solar
module 1is therefore not of benefit, if the related access
code, which 1is stored in the chip-card, is not available.
Hence, separately storing the chip-cards also protects the
solar modules, on which a warning may be marked, such as

“NOTE: INOPERABLE WITHOUT CHIP-CARD”.

The inventive solution can advantageously be applied in
systems that comprise a central control unit equipped with a
chip-card reader. In these embodiments the central control
unit retrieves the first access code from the chip-card and

transfers it to the solar module.
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Further, in a preferred embodiment, a mobile card reader 1is
provided that allows transferring the access code wirelessly
to the solar modules by means of radio signals or optical
signals. Hence, the electronic circuit of the solar modules
may be encapsulated within transparent glass, plastic or
special glue, which protects the circuitry against
mechanical impacts or water. Further, the electronic circuit
is preferably installed in such a way, that it can not be
accessed for example under a glass layer of the solar

module, unless destroying the solar module.

However, the chip-card allows protection of a solar module,
even in the event that no central unit is present. In this
case a card-reader 1is connectable to or integrated in the
solar module. The card-reader may for example be realised
with a combination of a receiver for the chip card that is
connected to the local control unit, which comprises
software for a card-reader. This embodiment is particularly
advantageous for stand alone installations, in which a solar

module is installed at a remote place.

In a further preferred embodiment a motion sensor, e.g. an
acceleration sensor, 1is connected to the local control unit,
which 1s designed to deactivate the functionality of the
solar module preferably by erasing the first access code,
which is stored in the memory unit of the local control
unit, preferably a non-volatile memory, whenever a movement
of the solar module is signalled by the motion sensor.
Hence, in the event that the solar module is moved, before
or after installation, the solar module will be deactivated,
preferably by automatically erasing the first access code in
the memory unit of the local control unit. The solar module
is therefore not only protected against unauthorised removal
up to the point, when is installed at the customer's
premises but also afterwards. In the event that the solar

module, which has been installed and ©properly been
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identified, 1is removed thereafter for any purpose, the
motion sensor will deliver a signal that will exceed a
preset threshold. Upon detection of this motion signal the
local control unit will automatically deactivate the solar
module, e.g. by erasing the memory content in the local
control unit that has been retrieved from the chip-card. In
order to detect the change of the memory content the
verification process is repeatedly, e.g. periodically,
performed by the local control unit and not only during the
initial installation procedure, when the first access code
is read from the chip-card. Hence, a solar module that has
been deactivated must be initialised again by means of the
related chip-card. In order to avoid erroneous erasures of
the access code a threshold is provided which must be
exceeded by the output signals of the motion sensors. Output
signals of the motion sensors, which are caused by an impact

of rain or hail, will not cause the deactivation.

Storing the first access code in non-volatile memory yields
the advantage that activation procedures are performed only
once during installation. Hence, during later operation, the
first access code will never be transferred to the solar
module and can therefore not be detected by third parties,
who then could remove, reinstall and activate the solar

modules at another place.

In a preferred embodiment the local control unit is designed
to deactivate the solar module, preferably by erasing the
first access code only, when a signal of the motion sensor
and/or a change of 1impedance has Dbeen detected, which
indicates the electrical disconnection of the solar module
from the system. This change of impedance can be detected in
several ways. In the event that the load is disconnected
from the solar module, then the output voltage of the solar
module may exceed a given threshold, which causes an output

signal of a logic <circuitry to be set. Hence a strong
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mechanical impact, which may be caused by an earthquake,
will not lead to the deactivation of the solar module.
However, instead of impedance measurement, the local control
unit may also sense a control signal that is transmitted by
the central control unit. In the event that the control
signal 1is not detected within a certain time period the

solar module will be deactivated.

A further important aspect of the invention 1is that the
correspondence of chip-cards to related solar modules can
easily Dbe established. Hence, the inventive solution
significantly facilitates the logistics of the solar
modules. The manufacturer can deliver the solar modules
together with the related chip-cards. However the chip-cards
can also be delivered on a separate channel. For
identification purposes the corresponding solar modules and
chip-cards are provided with identical marks or identical

serial numbers.

In another embodiment of the invention, in which the local
control unit of the at least one solar module is connected,
either wvia the power line or via a dedicated control line,
to a central control unit, the first connection wire of the
photovoltaic cell is connected to the first power line wire,
the second connection wire of the photovoltaic cell 1is
connected via the switching module to the second power line
wire. Hence, by controlling the switching module the
photovoltaic cell can be connected to and disconnected from
the power line, if the local <control wunit did not
successfully verify the adherence of the solar module to the
energy supply system. With these measures, short-circuits on
the power line wires are avoided, so that it i1is always
possible to establish communication channels over the power
line between the central control unit and the local control
units of the installed solar modules. Hence, although the

transfer of electrical energy from the installed solar
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modules may be disabled, the communication between the
central control unit and the local control units can still
be maintained. In the event of a failure of the inventive
energy supply system, particularly during installation
procedures, maintenance personnel can still access the
installed solar modules and retrieve all related data out of
the local control units. It may then be discovered that one
or more solar modules do not belong to the installed energy
supply system or that a malfunction occurred, although all
installed solar modules correctly relate to the energy
supply system. Hence, maintenance personnel can take the
appropriate steps to correct the failure. However, if
desired, the transfer of electrical energy can also be
inhibited by short circuiting the output lines of the solar

module.

In order to maintain the required communication the local
control wunits and the central control unit preferably
communicate over the power line. However, 1t 1is also
possible that a communication channel is established over a

dedicated communication line.

Further, by avoiding a short-circuit on the power line and
by avoiding a short-circuit between the connection wires of
the solar cells it is still possible to make advantageous
use of the electrical energy generated by the solar cells in
the event that one module does not work properly. On the one
hand the 1local control unit, which is, possibly via power
line wires, connected to the connection wires of the solar
cell, may further be provided with electrical energy and
thus can perform its functions, even after the verification

procedures have failed.

Still further, in the event that the wverification procedures
have failed, the electrical energy provided by the solar
cells may be provided to a signalling module, which

indicates the status of the solar module. For example, the
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signalling module may generate optical and/or acoustical
signals. Based on these signals, maintenance personnel can
easily locate a defective solar module or a solar module

that does not belong to the installed energy supply system.

Preferably, the electrical energy provided by the solar
cells 1s stored 1in an energy storage unit, which 1is
providing energy to the local control unit at times, when

the solar cells are unable to deliver energy.

In a preferred embodiment the central control unit and the
local control units comprise communication units, which are
designed to convert binary data into modulated signals and
vice versa. Instead of interrupting the power transfer, as
described in [1], modulated signals are exchanged between
the control units. By these measures interruptions of the
power transfer and related energy losses are avoided.
Further, these measures allow the use of a plurality of
solar modules with 1little communication efforts, e.g. by
using networking protocols. Preferably, each solar module
comprises a serial number, which serves for individually
addressing the solar module. With these measures, for all
installed solar modules status messages can advantageously
be collected during verification or after all verification
procedures have been completed. These measures may also be
of benefit for later maintenance work, when the status and

condition of the solar modules are of interest.

To further facilitate maintenance work, the location of the
individual solar modules, e.g. the related position on the
roof or on a wall, 1is stored in the central control unit.
Hence, in the event of a failure the related solar module

can easily be localised and replaced.

BRIEF DESCRIPTION OF THE DRAWINGS
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Some of the objects and advantages of the present invention
have been stated, others will appear when the following
description 1s considered together with the accompanying

drawings, in which:

Fig. 1 shows an inventive energy supply system with a

protected solar module 1;

Fig. 2 shows the solar module 1 of figure 1 in a preferred

embodiment; and

Fig. 3 shows a further preferred embodiment of a solar

module 1.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Figure 1 shows an inventive energy supply system with a
central control unit 2 and a protected solar module 1 that
comprises a solar cell 10, which converts solar energy into
electrical energy that can be transferred over a power line
3 to a load 4, such as an accumulator or a power converter,

which e.g. is connected to a local or public network.

The solar module 1 is symbolically shown as a roof tile that
is partially covered by another solar module 1’ or roof
tile. However, the solar module 1 can have any other form or
shape and can also be a wall member covering a wall of a
building. Further each solar module may comprise one or a
plurality of solar cells each disposed on an outer surface

of said tile or wall member.

The solar module 1 may optionally comprise a passageway
underlying at least the region of said tile or wall member
where the solar cells 10 are located. The body of the solar
module 1is preferably made of heat-conductive material such

as metal. Hence, a liquid such as water that is guided
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through the passageway may collect thermal energy. Hence,
the inventive energy supply system may not only deliver
electrical energy but also of thermal energy that can be
used for heating purposes or others. Further, removal of
thermal energy from the solar modules protects the solar
cells and the electronic circuitry, which then can operate
more efficiently at lower temperatures. An energy supply
system with solar modules comprising solar cells and a

passageway is described for example in [2], EP 0 335 261 BIl.

The solar cell 10 comprises two connection wires 101, 102.
The first connection wire 101 is connected to a first wire
31 of the power line 3. The second connection wire 102 is
connected to a switching module 112, which is connected to
the second wire 32 of the power line 3. The solar module 1
further comprises a local control unit 11 that is connected
to and is controlling the switching module 112 in such a way
that the transfer of electrical energy from the photovoltaic
cell 10 to the load 4 can be interrupted in the event that a
verification process, involving an exchange of data between
the central control unit 2 and the local control unit 11 has
proven that the solar module 1 does not belong to the energy

supply system.

In figure 1 the exchange of data is preferably performed
over the power line wires 31, 32, to which the local control
unit 11 is connected via wires 103 and 104 and the central
control unit 2 over wires 9. Since, in the event of a
failure of the verification procedures, the power line wires
31 and 32 are not cross-barred as in the system described in
[1], the communication can still be executed wvia the power
line 3. A communication channel 900 can alternatively be
established over a separate communication 1line 90 that
connects the local control unit 11 directly with the central

control unit 2.
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Further, the local control wunit 11 1is connected to the
connection wires 101 and 102 of the solar cell 10, which
provides electrical energy even 1in the event, that the
verification process has failed. Hence, the local control
unit 11 is always kept in operating condition and capable of
exchanging data over the power line 3 or at the separate

communication line 90 with the central control unit 2.

Particularly during installation procedures, when the source
of an occurring problem is unknown, it is advantageous that
the central control unit 2 can access all solar modules 1
individually and establish a complete status report for the
energy supply system and all its modules. For example, the
condition of the power line can be measured. Failures of the
verification ©processes can be analysed, in order to
determine whether the solar modules 1 do not belong to the
energy supply system or an error has occurred. The central
control unit 2 may download the serial numbers SN from the
solar modules 1, which preferably are globally unique. The
obtained serial numbers SN can then be sent to the
manufacturer’s data processing system 8 which compares the
reported serial numbers SN with the entries in a register or
database 81. This database 81 preferably contains the serial
numbers and related data of solar modules 1 that were sold
and reported stolen. Hence, within minutes not only the
status of the inventive energy supply system but the
complete status of all the solar modules can be identified.
The database 81 may also contain data, such as an access
code, relating to the solar modules 1 with which the
verification process can be completed. However, the access
code 1s preferably not made available in this way to
maintenance personnel. In addition or as an alternative, the
status of the solar modules 1 could also be reported to an

alarm system.
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Instead, most preferably, a chip-card 22 with an electronic
module 221 is provided for each or for a plurality of solar
modules 1. The “chip”, i.e. an electronic module 221
comprises a first access code that corresponds to a second
access code that is stored in the first location 114, of a
memory unit 114 contained in the local control unit 11 (see
figure 3). In order to activate the solar module 11 the
chip-card 22 must be inserted into a card-reader 21 that is
reading and transferring the first access code to the
central control unit 2 as shown in figure 1 or directly to a
second location 114, of the memory unit 114 contained in the
local control wunit 11 as shown in figure 3. The local
control unit 11 then performs the verification procedure as
explained above and is equipped with a program module that

is designed for that purpose (see figure 3, OP-code).

Hence, with this embodiment, the solar module can only be
operated, when the corresponding chip-card 22 is available.
Unauthorised removal of a solar module is therefore not of
benefit, if no access to the chip-card 22 is given. As shown
in figure 1 a corresponding warning sign 1is preferably
marked on the solar module 1, such as “NOTE: INOPERABLE
WITHOUT CHIP-CARD”. This information will discourage third
parties to get hold of protected solar modules 1.

Further, the solar modules 1 and the chip-cards 22 are
preferably provided with identical marks or serial numbers
(UNIT XY) that easily allow mutual allocation of the solar
modules 1. Thus, an important aspect of the present
invention is that the inventive solar modules 1 can easily
be transferred from to and between installation sites
without taking care of the access codes that will be
required for the wverification procedures. Since the solar
modules 1 are transferred together with the related chip-
cards 22 there 1is no need to identify and separately

transfer the related access codes. Still further, also
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during the first installation the personnel requires the
chip-card 22 only, without further administrative burden. In
preferred embodiments the manufacturer can also store
utilities and communication programs on the chip-card 22, so
that even a remote access to the energy supply system by the
manufacturer can easily be established. Further information
such as product information can be stored on the chip-card

22 as well.

A chip-card 22, 22’ can cover only one solar module 1, e.qg.
with the serial number XY, or a plurality of solar modules

1, e.g. with the serial numbers XA, XB, .., XZ.

The chip card reader 21 can be attached to the central
control system 2, to the local control system 11 in the
solar module 1 or can be a portable unit that i1is hand
carried by the personnel for installation and maintenance
purposes. The mobile card reader 21 contains an accumulator
or a battery and an input device 211, a display unit 2150
and at least one communication device such as an optical
transceiver. In this configuration the card reader 21 1is
enhanced to an independent <control panel, with which
activation and maintenance procedures can be performed.
Hence, maintenance personnel can approach the relevant solar
modules 1 and perform activation and maintenance procedures,
such as uploading the first access code to and downloading
status and maintenance information, like the maximum and the
average power supplied by the solar module, as well as
identification information such as the serial number from

the solar modules 1, whenever is required.

The embodiment with the card reader 21 being part of a
portable control panel as shown in figure 1, provides
further advantages. Maintenance personnel can introduce the
chip card 22, 22' into a card reader 21 and will find the
information, particularly status information of the related

solar modules 1 on the display 2150. Since the chip cards
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22, 22', .. are unambiguously assigned to the related solar
modules 1, service personnel can guickly and reliably
interrogate the solar modules 1 and perform the required
tests. On the display 2150, malfunctions, identification
numbers and the operating status, particularly the current

power output can be shown and registered as desired.

Figure 2 shows the solar module 1, particularly the local
control unit 11 of figure 1 in a preferred embodiment. It is
shown that the local control unit 11 comprises a processing
unit 115 connected to a memory unit 114, ©preferably
comprising a read-only memory, in which the programming
code, the preferably unique serial number SN XY, and the
access code A-CODE are stored. Further shown is unit 117,
which is used for converting digital and analogue signals
depending on the direction of transfer and a unit 118, which
is used for modulating and accordingly demodulating incoming
signals depending on the direction of transfer. As an ex-
sample, data provided by the processor 115 may be converted
into analogue signals, with which a carrier frequency that
is applied to the power line 3 is modulated. Any suitable
modulation method such as frequency modulation may be
applied. In the event that different carrier frequencies are
used by the solar modules 1, then the communication between
the central control unit 2 and several local control units
11 may take place in parallel. Alternatively, 1f the same
carrier frequency 1s used, any suitable multiple access
protocol may be applied. Further, the individual 1local
control units 11 may communicate with the central control

unit 2 within dedicated time slots.

Alternatively, the local control unit 11 may comprise a
single chip computer that may even include analogue
circuitry that performs the functions of the units 117 and

118.
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In figure 2 it is further shown that the local control unit
11 is connected over two control lines 112s, 113s with the
control inputs of the first and a second switching module
112, 113 respectively. As described above the first
switching module 112 serves for connecting the second
connection wire 102 of the solar cell 10 to the second power
line wire 102 in the event that the solar module 1 has
properly been identified. In the event that the verification
process has failed, the first switching module 112 remains
open, while the second switching module 113 is being closed
in order to connect the second connection wire 102 of the
solar cell 10 to a wireless signalling module 116, that for
example indicates the failure of the verification procedure
by emission of signals such as optical acoustical or radio

signals.

Further shown in figure 2 is a power supply module 119 that
is connected to the solar cell 10 and is providing a supply
voltage to the local control unit 11, during times when the
solar cell 10 is not providing electrical energy. The power
supply module 119 may be a capacitor or an accumulator, or

other.

As shown in figure 2 the activation code can be transferred
wirelessly or cable bound to the local control module 115.
For the wireless communication the local control module 115
comprises a transceiver 121, which is designed to exchange
data with the mobile card reader 21. Wireless communication
is preferably based on the exchange of optical signals, such
as infrared signals, which can pass through a transparent
protection layer that covers the circuitry provided in the

solar module 1.

Figure 3 shows a further important embodiment of an
inventive solar module 1, which comprises a card-reader 21

and a motion sensor © that are connected to a processing
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unit 115 that is provided in the central control unit 11.
The processing unit 115 stores the access code retrieved
from the chip-card 22 in a memory unit 114, in which a
preset access code, preferably a unique serial number and,
preferably, the code of an operation program are already
pre-stored, preferably in a non-volatile section of the
memory unit 114. Alternatively the program for operating the
solar module 1 could also be stored at least partially on
the chip-card 22. Hence, for the initialisation of the solar
module 1, the transfer of the access code and at least one

program module would be required.

Further shown in figure 3 is a power supply module 119 that
is connected to the solar cell 10 and is providing a supply
voltage to the local control unit 11. Hence, as soon as the
solar module 1 is installed, the local control unit 11 1is
powered with the required supply voltage. However, before
the switching module 112 is closed and electrical energy is
transferred over the power line wires 31, 32, the operating
system implemented by the processing unit 115 awaits the
entry of the access code contained on the chip-card 22.
After the chip-card 22 is inserted into the card-reader 21
the access code is retrieved and stored in the memory unit
114. Subsequently the retrieved access code is compared with
the pre-stored access code and the switching unit 112 1is
activated in the event that the codes match. This comparison
is repeatedly, e.g. periodically being executed in order to
check whether the stored values still match. In the event
that the solar module 1 is uninstalled and removed from the
installation site, then the motion sensor 6 forwards a
corresponding signal to the processing unit 115, which
compares the level of the received signal with a pre-stored
threshold and deactivates the solar module 1 in the event
that the threshold is exceeded. Consequently, the wvalues

stored in the memory unit 114 will not match when the next
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comparison or test cycle is executed so that the switching
unit 112 is reset and transfer of electrical energy through
the power line wire 32 is interrupted. Hence, when
reinstalling the solar module 1 the chip-card 22 must be
reinserted into the card-reader 21 in order to perform the
initialisation again. Therefore, if the solar module 1 has
been removed without authorisation, reinstallation will not
be possible, so that the solar module 1 will be of no wvalue
to the present holder. The solar module 1 can therefore be
installed and autonomously be operated with a high level of
protection even at remote places providing services to the

entitled owner only.

Further, a deactivation of the solar module may also be
performed, when a disconnection of the solar module 1 from
the system has been detected by the local control module 11.
Preferably the local control module 11 observes the
impedance changes that will occur when the solar module 1 is
disconnected. Further, it is possible to observe the receipt
of control signals that are sent from the central control
unit 2 and that will no longer be received as soon as the

solar module 1 is disconnected.

Most preferred, the solar module 1 is deactivated only, if
both conditions, the presence of a signal from the motion
sensor and the detection of a disconnection of the solar

module 1, are present.

In order to facilitate the procedures, a display unit 1150
may be provided that indicates the status of the solar
module 1 or further data such as the serial number or

product information.

Further, in order to reduce the average downtime of the
solar modules 1, electrical failures of the activation

circuitry are preferably detected and suppressed, so that
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they remain without influence on the system. E.g., in the
event that a processor provided on the solar module 1 fails,

then the solar module preferably remains activated.

In a further embodiment the solar modules 1 may comprise a
transmitter that 1s activated, whenever a situation has
occurred, which indicates theft of the solar module 1. The
transmitter, which may be part of the control module 11
(e.g. the wireless signalling unit 116), may be triggered by
the motion sensor 6. In this embodiment the stolen solar
module 1 may even remain operative but can easily be found,
by detecting the transmitter signal, while test driving in
an area, where solar modules have recently been installed.
However, the transmitter signal can trigger an external
alarm system, which can alert security personnel. Further
the signal emitted by the wireless signalling unit 116 may
also be received and processed by the portable card reader,
the centralised data processing system 8, 81 and/or an alarm

system.

What has been described above is merely illustrative of the
principles of the present invention. Other arrangements can
be implemented by those skilled in the art without departing
from the spirit and scope of protection of the present
invention. In particular, features of the disclosed
embodiments can be transferred between one another. E.g. the
arrangement of the switching module 112 disclosed in figure

2 can be used in the embodiment of figure 3 and vice versa.

The chip-card can of course be used for other purposed as
well. It is certainly advantageous integrate functions of a
credit card into the chip-card so that the owner of the
solar modules does not need an additional card and has

concentrated important values and assets on a single card.
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CLAIMS

Energy supply system comprising at least one protected
solar module (1) with at least one photovoltaic cell
(10) and a 1local control wunit (11) connected to a
switching module (112), which is controllable in such a
way that the transfer of electrical energy from the
photovoltaic cell (10) wvia first and second wires (31,
32) of a power line (3) to a load (4) is interruptable
in the event that a verification procedure that can be
performed by the local control unit (11) has provided a
negative result, characterised in that a chip-card (22)
with an electronic module (221) is provided for each or
for a plurality of solar modules (1) comprising a first
access code that corresponds to a second access code
stored in a memory unit (114, 114;), and that a card-
reader (21) 1is provided, with which the first access
code 1is transferable from the electronic module (221)
to the memory unit (114, 114,) contained in the local
control wunit (11), which comprises a program module
(OP-Code) that allows ©performing the wverification
procedure that involves comparing the first access
code, which has been transferred to the memory unit
(114, 114,), and the ©preset second access code,

singularly or repeatedly.

Energy supply system according to claim 1,

characterised in

a) that the card-reader (21) is connected to a
central control unit (2); or
b) that the card-reader (21) is detachably or firmly

connected to or integrated into the local control
unit (11) and is preferably part of the solar

module (1); or
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c) that the portable card-reader (21), that is
equipped with input and output devices (211, 2150)
and a transmitter or a transceiver (121), allows
wireless transfer of the access code by means of
radio signals or optical signals such as infrared
signals which preferably can pass through a
transparent protection layer that covers the

circuitry provided in the solar module 1.

3. Energy supply system according to c¢laim 1 or 2,
characterised in that a motion sensor (6) 1s connected
to the local control unit (11), which is designed to
deactivate the functionality of the solar module
preferably by erasing the first access code stored in
the memory unit (114, 114,) whenever a movement of the

solar module (1) is signalled by the motion sensor (6).

4. Energy supply system according to one of the claims 1
to 3, characterised in that a first connection wire
(101) of the photovoltaic cell (10) is connected to the
first power line wire (31), that the second connection
wire (102) of the photovoltaic cell (10) is connected
via the switching module (112) to the second power line
wire (32) and that the 1local control wunit (11) 1is
connected on the one hand to the first and second
connection wires (101, 102) of the photovoltaic cell
(10) and on the other hand wvia the first and second
power line wires (31, 32) or via a separate

communication line (9) to the central control unit (2).

5. Energy supply system according to one of the claims 1
to 4, characterised in that communication units (113,
213) are provided in the central control unit (2) and
in the local control unit (11) trough which modulated
signals are exchangeable over the power line wires (31,
32).
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Solar module (1) for an energy supply system according
to one of the claims 1 to 5 that comprises at least one
photovoltaic cell (10), a local control wunit (11)
connected to a first switching module (112), which is
controllable in such a way that the transfer of
electrical energy from the photovoltaic cell (10) via
first and second power line wires (31, 32) to a load
(4) 1is interruptable in the event that a verification
procedure that can be performed by the local control
unit (11) has provided a negative result, characterised
in that a chip-card (22) with an electronic module
(221) 1is provided comprising a first access code that
corresponds to a second access code stored in a memory
unit (114, 114,), and that a card-reader (21) 1is
provided for receiving the chip-card (22), with which
the first access code 1is transferable from the
electronic module (221) to the memory unit (114, 114,)
contained in the local control unit (11), which
comprises a program module (OP-Code) that allows
performing the verification procedure that involves
comparing the first access code, which has been
transferred to the memory unit (114, 114;), and the

preset second access code, singularly or repeatedly.

Solar module (1) according to claim 6, characterised in
that that the card-reader (21) is releaseably or firmly
connected to or integrated into the local control unit

(11) and is preferably part of the solar module (1).

Solar module (1) according to claim 6 or 7,
characterised in that a motion sensor (6) 1s connected
to the local control unit (11), which is designed to
deactivate the functionality of the solar module (1)
preferably by erasing the first access code stored in
the memory unit (114, 114,) whenever a movement of the

solar module (1) is signalled by the motion sensor (6).
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Solar module (1) according to c¢laim 6, 7 or 8,
characterised in that at least the memory unit (114,
114,) that stores the first access code is a non-

volatile memory.

Solar module (1) according to claim 7 or 8,
characterised in that the local control unit (11) is
designed to deactivate the functionality of the solar
module (1) preferably by erasing the first access code
stored in the memory unit (114, 114,) whenever a
movement of the solar module (1) 1is signalled by the
motion sensor (6) and/or a disconnection of the solar

module (1) from the system is detected.

Solar module (1) according to one of the claims 6 to
10, characterised in that a first connection wire (101)
of the photovoltaic cell (10) is connected to the first
power line wire (31), that the second connection wire
(102) of the photovoltaic cell (10) is connected via
the switching module (112) to the second power line
wire (32) and that the 1local control wunit (11) 1is
connected on the one hand to the first and second
connection wires (101, 102) of the photovoltaic cell
(10) and on the other hand wvia the first and second
power line wires (31, 32) or via a separate

communication line (9) to the central control unit (2).

Solar module (1) according to one of the claims 6 to
11, characterised in that the local control unit (11)
is connected directly or wvia an energy storage unit
(115) to the first and second connection wire (101,
102) of the photovoltaic <cell (10) and/or that a
communication unit (113) is provided in the central
control unit (11), through which modulated signals are
exchangeable over the power line (3) with the central

control unit (2).
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Solar module (1) according to one of the claims 6 to
12, characterised in that the local control unit (11)
can activate a wireless signalling unit (116) designed
to emit signals such as acoustical, optical or radio
signals, in the event that the verification procedure
has provided a negative result; preferably by
connecting the second connection wire (102) of the
photovoltaic cell (10) through a second switching
module (113) to wireless signalling unit (116).

Method for operating an energy supply system according
to claim 1 and a protected solar module (1) according
to claim 6 that comprises at least one photovoltaic
cell (10), a local control unit (11) connected to a
first switching module (112), which is controlled in
such a way that the transfer of electrical energy from
the photovoltaic cell (10) via first and second power
line wires (31, 32) to a load (4) is interrupted in the
event that a verification procedure that will be
performed by the local control unit (11) has provided a
negative result, characterised in that a chip-card (22)
with an electronic module (221) comprising a first
access code that corresponds to a second access code
stored in a memory unit (114, 114;) is entered into a
card-reader (21) which reads the first access code from
the electronic module (221) and transfers the first
access code to the memory unit (114, 114,) contained in
the 1local control wunit (11), which wuses a program
module (OP-Code) for performing the wverification
procedure that involves comparing the first access
code, which has been transferred to the memory unit
(114, 114,), and the ©preset second access code,

singularly or repeatedly.

Method according to claim 14, characterised in that a

motion sensor (6) 1is connected to the local control
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18.
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unit (11), which deactivates the solar module (1)
preferably by erasing the first access code stored in
the memory unit (114, 114,) whenever a movement of the

solar module (1) is signalled by the motion sensor (6).

Method according to claim 14 or 15, characterised in
that in the event of a verification failure the at
least one photovoltaic cell (10) is disconnected from
the power line wires (31, 32) but not from the local
control wunit (11) for which a communication channel
over the power line wires (31, 32) remains maintained
at least for periodically occurring time slots, so that
maintenance personnel has access via the <central
control wunit (2) to all installed solar modules (1)
even 1in the event that verification of one or more

solar modules (1) failed.

Method according to one of the claims 14-10,
characterised in that the at least one solar module (1)
comprises a serial number, which preferably serves for
addressing the solar module (1) and for which
preferably the location of the solar module (1) 1is
stored in the central control wunit (11) and that for
all installed solar modules (1) status messages are
collected during verification or after all verification

processes have been completed.

Method according to one of the c¢laims 14 to 17,
characterised in that the status and identification
data of the installed solar modules (1) is downloaded
to the portable card reader (22) and/or to a
centralised data processing system (8, 81) such as the
data processing system of the manufacturer or wherein
the status of the solar modules (1) is communicated,
preferably by the wireless signalling unit (116), to

the portable card reader (22) and/or to the centralised
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data processing system (8, 81) and/or an alarm system

(8).
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m Weitere Verofientlichungen sind der Fortsetzung von Fetd C 2u emnehmenm Siehe Anhang Patentfamilie

* Besondere Kategorien von angegebenen Verdffentlichungen ™ S&élege Ve;?ffenntialigtaung, die r!.'fxfch lxligr]r; imerrdnatiqnalen Anmeldedatum
*A" Veriflentichung, die den allgemeinen Stand der Technik definiert, ler dem Prioritatsdatum verdfientiicht worden st und mit der
aber e is esonders beceutsam anzuseten i Erindung ugrnundeligenten Przips oder det i ugrundaisgenden
“E* &Meres Dokumnent, das jedoch erst am oder nach dem intemationalen Theorie gngegeben lstg pe o 9
Anmeldedatum verdffentlicht worden ist *X* Veréffentlichung von besonderer Bedeutung; die beanspruchte Erfindung
*L* Verdffentlichung, die geeignet ist, einen Prioritatsanspruch zweifelhatt er— kann allein aufgrund dieser Verdffentiichung nicht als neu oder auf
scheinen zu lassen, oder durch die das Verbifentlichungsdatum einer erfinderischer Tatigkeit beruhend betrachtet werden
anderen im Recherchenbericht genannten Verdifentlichung belegt werden «y« yigrtentlichung von besonderer Bedeutung; die beanspruchte Erfindung
soll oder die aus einem anderen besonderen Grund angegeben ist (wie kann nicht als auf erfinderischer Tatigkeil beruhend beirachtet
o au5gefuh.rt) . . - werden, wenn die Veréffentlichung mit einer oder mehreren anderen
O" Verdffentlichung, die sich auf eine miindliche Offenbarung, . Veréffentlichungen dieser Kategorie in Verbindung gebracht wird und
eine Benutzung, eine Ausstellung oder andere MaBnahmen bezieht diese Verbindung fiir einen Fachmann naheliegend ist

'P* Verdfientlichung, die vor dem internationalen Anmeldedatum, aber nach

dem beanspruchten Prioritatsdatum veroffentiicht worden Ist *&" Verbdffentlichung, die Mitglied derselben Patentfamilie ist
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Internationales Aktenzeichen

15. Juni 1994 (1994-06-15)
Spalte 8, Zeile 30 - Zeile 39

PCT/EP2008/067263
C. (Fortsetzung) ALS WESENTLICH ANGESEHENE UNTERLAGEN
Kategorie* | Bezeichnung der Verbffentlichung, soweit eforderfich unter Angabe der in Betracht kommenden Teile Betr. Anspruch Nr.
A EP 0 601 613 A (SHINETSU CHEMICAL C0 [JP]) 2
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Internationales Aktanzeichen
INTERNATIONALER RECHERCHENBERICHT PCT/EP2008/067263
Feld Nr.1  Bemerkungen zu den Anspriichen, die sich als nicht recherchierbar erwiesen haben (Fortsetzung von Punkt 2 auf Blatt 1)

Geman Artikel 17(2)a) wurde aus folgenden Grinden fir bestimmte Anspriche kein internationaler Recherchenbericht erstellt:

1. D Anspriiche Nr.
weil sie sich auf Gegenstinde beziehen, zu deren Recharche diese Behdrde nicht verpfiichtet ist, ndmlich

2. I:' Anspriche Nr.
weil sie sich auf Teile der internationalen Anmeldung beziehen, die den vorgeschriebenen Anforderungen so wenig entspre—
chen, dass eine sinnvolle internationale Recherche nicht durchgefiihrt werden kann, ndmlich

3. l:l Anspriiche Nr.
weil es sich dabei um abh&ngige Anspriiche handelt, die nicht entsprechend Satz 2 und 3 der Regel 6.4 a) abgetasst sind.

Feld Nr. lIl Bemerkungen bei mangelnder Einheitlichkeit der Erfindung (Forisetzung von Punkt 3 auf Blatt 1) .

Diese Internationale Recherchenbehtrde hat festgestelit, dass diese internationale Anmeldung mehrere Erfindungen enthailt:

siehe Zusatzblatt

-

. Da der Anmelder alle erforderlichen zusatzlichen Recherchengebihren rechtzeitig entrichtet hat, erstreckt sich dieser
internationate Recherchenbericht auf alle recherchierbaren Anspriche.

o D Da flr alle recherchierbaren Anspriiche die Recherche ohne einen Arbeitsaufwand durchgefiihrt werden konnte, der
zusétzliche Recherchengebiihr gerechtfertigt hétte, hat die Behérde nicht zur Zahlung solcher Gebiihren aufgefordert.

3 Da der Anmelder nur einige der erforderlichen zusétzlichen Recherchengebiihren rechtzeitig entrichtet hat, erstreckt sich
dieser internationate Recherchenbericht nur auf die Anspriche, fir die Geblihren entrichtet worden sind, namlich auf die
Anspriiche Nr.

4. Der Anmelder hat die erforderlichen zusatzlichen Recherchengebihren nicht rechtzeitig entrichtet. Dieser internationale

Recherchenbericht beschrankt sich daher auf die in den Anspriichen zuerst erwdhnte Effindung; diese ist in folgenden
Ansprichen erfasst:

1-3, 6-10, 13, 14, 15, 17, 18

Bémerkungen hinsichtlich Der Anmelder hat die zusétzlichen Recherchengebiihren unter Widerspruch enfrichtet und die
eines Widerspruchs gegebenenfalls erforderliche Widerspruchsgebihr gezahit.

Dig zusé&tzlichen Recherchengebiihren wurden vom Anmelder unter Widerspruch gezahit,
jedoch wurde die entsprechende Widerspruchsgebihr nicht innerhalb der in der
Aufforderung angegebenen Frist entrichtet.

r_—l Die Zahlung der zusatzlichen Recherchengebiihren erfoigte ohne Widerspruch.

Formblatt PCT/ISA/210 (Fortsetzung von Blatt 1 (2)) (April 2005)




~ Intemationales Aktenzeichen PCT/EP2008 /067263

WEITERE ANGABEN _ PCTASA/ 210

Die 1nternatidna1e Recherchenbehtrde hat festgestellt, dass diese
internationale Anmeldung mehrere (Gruppen von) Erfindungen enthilt,
namlich: :

1. Anspriiche: 1-3,6-10,13,14,15,17,18

Inhibiting transfer of energy from a solar module on
detection of theft.

2. Anspriiche: 1,4,5,6,11,12,14,16

Connection of the power line wires permitting communication
at all times. ‘ i




INTERNATIONALER RECHERCHENBERICHT

Angaben zu Verdffentlichungen, die zur selben Patentfamilie gehéren

intemationales Aktenzeichen

PCT/EP2008/067263
Im Recherchenbericht Datum der Mitglied(er) der Datum der
angsfiihries Patentdokument Veréffentlichung Patentfamilie Versffentlichung
US 6650031 Bl 18-11-2003 AT 277447 T 15-10-2004
: DE 19844977 Al 13-04-2000
WO 0019580 Al 06-04-2000
EP 1126352 Al 22-08-2001
ES 2224748 13 01-03-2005
ID 29391 A 30-08-2001
JP 4130732 B2 06-08-2008
JP 2002527018 T 20-08-2002
PT 1125352 E 28-02-2005
US 2002063625 Al -30—05;2002 JP 2002142462 A 17-05-2002
US 2002162011 Al 31-10-2002 KEINE
EP 0601613 A 15-06-1994 US 5431741 A 11-07-1995
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