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METHOD AND DATA STRUCTURE FOR A
Low MEMORY OVERHEAD DATABASE
FIELD
[0001] An embodiment of the invention relates generally to database systems and,
more particularly, to a low overhead data structure providing efficient search and data

insertion capabilities.

BACKGROUND
[0002] In step with the rapid evolution of information technology, modern computer
systems are expected to store and exchange ever-increasing amounts of data and,
accordingly, the efficient management of data by these systems is of paramount
importance. The delay associated with searching a database and/or inserting data thereinto
are often times a significant source of latency associated with the transmission of data
within a computer network - e.g., the Internet — and a failure to efficiently manage a
database may produce a bottleneck in the flow of data across a network. For example,
network switches and routers maintain a database of IP (Internet Protocol) addresses, and
each IP address may have a corresponding action or rule that is to be applied to any data
packet sharing that IP address. By way of example, a rule may comprise a network
address translation, a routing decision (e.g., which port to direct a packet), a priority
determination, or a filtering function. When a switch or router receives a packet having an
IP address, the switch or router may search its IP address database to determine which
action is to be taken with respect to that packet.
[0003] A database may comprise a series of sequentially stored data entries — e.g., IP
addresses — of a given depth. The time necessary to search such a sequential database is

generally proportional to the database’s depth. For example, if there are 100 entries in a
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sequential database, a search of the database may require 100 clock cycles. Thus, a
sequential database is unsuitable for all but the smallest database applications, as there is a
high latency required for these sequential searches.

[0004] An alternative solution was to use a set-associative cache. The cache was
partitioned into a plurality of sections, each section capable of storing the same fixed
number of data entries, and the size of these sections could not be expanded. Thus,
storage space within a section could not be guaranteed and, if insertion of a data entry was
attempted at a full section, a “collision” of data entries would occur. Such a collision
usually resulted in the loss of data, as the newly inserted data entry could displace an
existing entry or the new data itself could be lost. Also, the use of a plurality of fixed-
sized sections resulted in a significant amount of unutilized memory. In sum, use of a set-
associative cache for a database is inefficient and susceptible to data loss. Managing these
data losses, as well as the failure to fully utilize available rﬁemory, increases the memory
overhead associated with a set-associative cache database.

[0005] Another solution was to use a content-addressable memory, or CAM. A CAM
provides a data structure wherein the entries are stored sequentially, but the CAM includes
logic circuitry that enables a parallel search of the sequentially stored data entries. Thus,
the use of a CAM overcomes the latency associated with traditional sequential databases
and, further, does not suffer from the collision and data loss problems exhibited by set-
associative caches. A CAM does, however, have some significant drawbacks.
Specifically, CAMs come at a high cost, both monetarily and in terms of the on-chip real
estate required for the above-described logic circuitry. Also, CAMs are unsuitable for
databases having a large number of entries.

[0006] As information technology, as well as computer networking technology,

continue to evolve, ever-increasing amounts of data will need to be managed. For
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example, the next generation of hardware-based network switches and routers will be
expected to handle an IP address database having greater than one million entries. Such
next-generation networking components, as well as other database systems, will require
efficient, low memory overhead database systems that maintain data integrity (e.g., no
data collisions) while handling a large number of data entries. Current hardware-based
solutions - e.g., sequential databases, set-associative caches, and content-addressable
memories, all as described above — will not meet the demands of these next-generation

systems.

BRIEF DESCRIPTION OF THE DRAWINGS
[0007] FIG. 1 shows a schematic diagram of an exemplary embodiment of a network
apparatus including one or more switching devices incorporating a data structure.
[0008] FIG. 2 shows a schematic diagram of one embodiment of the switching device
illustrated in FIG. 1.
[0009] FIG. 3 shows a schematic diagram of another embodiment of the switching
device illustrated in FIG. 1.
[0010]  FIG. 4 shows a schematic diagram of a further embodiment of the switching
device illustrated in FIG. 1.
[0011] FIG. 5 shows a schematic diagram of an embodiment of the data structure
resident in the switching device of FIG. 1.
[0012]  FIG. 6 is a block diagram illustrating a method of performing a look-up in the
data structure of FIG. 5.
[0013] FIG. 7 is a block diagram illustrating a method of inserting a data entry into the

data structure of FIG. 5.
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[0014] FIGS. 8A-8H show schematic diagrams illustrating exemplary embodiments of

the methods of FIGS. 6 and 7.

DETAILED DESCRIPTION
[0015] Described herein are embodiments of a loW overhead data structure providing
efficient data search and insertion capabilities while also exhibiting minimal data
collisions, the data structure for use in any database application. Embodiments of a device
incorporating such a data structure, as well as methods for performing data searches and
insertions, are also described. The embodiments of the data structure, device, and methods
disclosed herein are described in the context of a network switch or router that maintains a
database of IP addresses. However, it should be understood that the disclosed
embodiments are not so limited and, further, that these embodiments are generally
applicable to any database application requiring data search and insertion capabilities.
[0016] A networking apparatus 100 is shown in FIG. 1. The networking apparatus
100 includes a plurality of networks 120, each network 120 having one or more nodes 140
coupled therewith. A network 120 may comprise a local area network (LAN), a
metropolitan area network (MAN), a wide area network (WAN), or other network. A
node 140 comprises any addressable device attached to one of the networks 120, such as,
for example, a server or other computer system configured (e.g., as by having a network
card) to interface with a network 120. The networks 120 may be interconnected, and one
or more switching devices 200 (e.g., a packet switch or router) may facilitate data
transmission between networks. The collection of interconnected networks 120 and
switching devices 200 may comprise the Internet 5 or a portion thereof. It should be
understood that the network apparatus 100 may include other components — e.g., repeaters,

gateways, hubs, and bridges — which have been omitted for clarity.
4



10

15

20

25

WO 03/081476 PCT/US03/07779

[0017]  Each of the switching devices 200 comprises any suitable device and/or
circuitry capable of receiving data (e.g., a packet) and, based upon the contents (e.g., an IP
address, a port number, or other address) of that data, forwarding the received data to the
appropriate network 120 and/or node 140. Generally, such a switching device 200 will
maintain a table or database of IP addresses (or other identifying information, as noted
above) for use in making routing decisions, as well as for performing other functions. A
rule is typically associated with each IP address, and this rule may be included in the IP
address database. The rule associated with an IP address indicates what action —e.g., a
routing decision, a network address translation, a priority determination, and/or a filtering
function — is to be taken with respect to a packet having that IP address. The IP address
database of switching device 200 is implemented using a data structure, as will be
described below. For ease of understanding, the data structure will be described in the
context of an IP address database; however, it should be understood that disclosed data
structure is generally applicable to any type of database, as noted above.

[0018] Referring to FIG. 2, an embodiment of a switching device 200 is illustrated.
The switching device 200 includes a key generation unit 210 and a hashing unit 220
coupled therewith. The key generation unit 210 comprises any suitable device and/or
circuitry capable of accessing received data and generating a key based upon the received
data. For example, the switching device 200 may receive a packet from a network 120.
The key generation unit 210 may access that packet to read the source IP address, the
destination IP address, the source port number, the destination port number, and the
protocol. These pieces of data may then be concatenated end-to-end to form a key, such a
key — including the source and destination IP addresses, the source and destination ports,
and the protocol — often being referred to as a “S-tuple.” In general, however, a key

generated by key generation unit 210 may include any part of the data contained within a
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received packet. As will be explained below, the key is used to search the data structure
provided by switching device 200.

[0019] The key generation unit 210 provides the generated key —e.g., a 5-tuple — to
the hashing unit 220. The hashing unit 220 comprises any suitable device and/or circuitry
capable of receiving a key from key generation unit 210 and applying a hash function to
that key to create a hash value of a specified number of bits — i.e., an “n-bit” hash value.
The hashing unit 220 may utilize any suitable hash function. By way of example, an n-bit
hash value may be created by extracting the lower n-bits of the key. Generally, however,
the hash function may comprise any suitable combination and/or transformation of bits in
the key. The n-bit hash value is used to index into the switching device’s data structure,
which will be explained in more detail below.

[0020] Referring again to FIG. 2, the switching device 200 also includes a data
structure 500. The data structure 500 comprises an index table 530 and, in communication
therewith, a key database 560, whereas the index table 530 is stored in a first memory
230a and the key database 560 is stored in a second memory 230b. Coupled with the
memory 230b — and, hence, in communication with the key database 560 — is a plurality of
head pointer registers 590, including registers 590a, 590b, . . ., 590k. The data structure
500 — the operation of which will be explained in greater detail below — provides for the
efficient storage and look-up of IP address or other data entries.

[0021] As illustrated in FIG. 2, each of the index table 530 and key database 560 is
stored in a separate memory 230a, 230b, respectively. However, it should be understood
that the switching device 200 may implement any suitable memory architecture. For
example, referring to FIG. 3, the switching device 200 may include a single, integrated
memory 330 having resident thereon both the index table 530 and the key database 560.

By way of further example, as shown in FIG. 4, the switching device 200 may be coupled
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with an external memory 430b, the external memory 430b storing the key database 560.
Although not illustrated in the figures, the index table 530 may be stored in an external
memory or, in a further embodiment, both of the index table 530 and key database 560
may be located in external memory, whether located in separate external memory or
located in a single external memory. The memory 230a, 230b, 330, 430b used for storing
each of the index table 530 and key database 560 may comprise random access memory
(RAM) or any other suitable memory circuitry and/or devices.

[0022] The components — e.g., key generation unit 210, hashing unit 220, memory
230a, 230b ( or 330 or 430b), and head pointer registers 290a-k — of the switching device
200 may comprise separate components that are éoupled —e.g., as by wire, circuit board
traces, solder joints, and the like — to one another to form a switching device.
Alternatively, a switching device 200 may be formed as a single component. For example,
each of the key generation unit 210, hashing unit 220, memory 230a, 230b (or 330 or
430b), and head pointer registers 290a-k may be formed as part of a single integrated
circuit (IC) chip. Such an IC chip may, of course, utilize off-chip memory (see FIG. 4). It
should be understood that a switching device 200 may include other components in
addition to those shown and described in FIGS. 2 through 4, such components having been
omitted for ease of understanding. For example, a switching device 200 may include
additional memory circuitry and/or logic circuitry, as well as other signal lines and/or
buses.

[0023] Referring now to FIG. 5, the data structure 500 — including index table 530,
key database 560, head pointer registers 590a-k — is illustrated in greater detail. The index
table 530 includes a plurality of entries 540, the number of entries 540 being equal to 2"
(to include all possible combinations of the n-bit hash value). Each entry 540 may include

a section pointer 542 and a number of valid bits 544. The section pointer 542 of an entry
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540 is used to identify a section of the key database 560 that is currently allocated with
that entry 540, as will be explained in greater detail below.

[0024]  The valid bits 544 are used to indicate whether a section in the key database
560 has been allocated to that entry 540 and, further, to indicate the size of the allocated
section. The number of valid bits 544 is equal to the number of different sizes of sections
in the key database 560. As will be described below, the number of section sizes in key
database 560 is designated as the number k; therefore, there are k number of valid bits
544. If one or more of the valid bits 544 of an entry 540 is set high (e.g., a 1-bit), a section
in key database 560 has been allocated to that section and, further, the number of valid bits
544 set high provides an indication of the size of the section that has been allocated. It
should, of course, be understood that a valid bit (or bits) 544 set low (e.g., a 0-bit) may
also be used to indicate allocation of a section.

[0025] The key database 560 includes a plurality of sections 570 of varying size,
including, for example, one or more size 1 sections 570a (each storing one entry), one or
more size 2 sections 570b (each storing two entries), one or more size 3 sections 570c
(each storing three entries), and so on. The key database 560 may include any suitable
number of section sizes, including up to size k sections 570k (each storing k number of
entries). The various sections 570a-k may be stored anywhere in memory and may be
dynamically allocated to entries 540 of the index table 530, as the section pointer 542 in
each entry 540 of the index table 530 keeps track of the memory locations of any section
570 of key database 560 allocated thereto. Stated another way, the index table 530
continuously tracks memory locations of sections 570 in key database 560, which are not
at fixed memory locations.

[0026]  Each section 570 of key database 560 is capable of storing one or more entries

580 — e.g., each size 1 section 570a may store one entry, each size 2 section 570b may
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store two entries, each size 3 section 570c may store three entries, . . ., each size k section
570k may store k number of entries — wherein each entry 580 may include a key 582 and a
rule 584. The key 582 of an entry 580 is a key that has been generated by key generation
unit 210 and inserted into the key database 560. The rule 584 contains one or more
actions that are to be applied to any packet (or, more generally, to any data) that shares the
key 582 in key database 560. For example, a rule 584 may direct the switching device 200
to make a routing decision with respect to a packet, to perform a network address
translation with respect to a packet, to determine a priority of data contained in a packet,
and/or to determine whether a packet is to be filtered.

[0027] In a further embodiment, an entry 580 in a section 570 of key database 560
may also include a timestamp 588. The timestamp 588 of an entry 580 indicates the time
at which an entry was first inserted into the key database 560, thereby providing an
indication of the “aée” of the entry 580. Timestamps 588 may be used to filter out aging
entries 580 in key database 560 that are no longer viable (i.e., not recently accessed), as
well as to perform other functions.

[0028] The first “free” section (i.e., devoid of entries 580) of each size of section 570
is identified by a corresponding head pointer register 590. For example, the first free
section of the size 1 sections 570a is identified by the size 1 head pointer register 590a.
Similarly, the first free section of the size 2 sections 570b is identified by the size 2 head
pointer register 590b, and so on. A data entry 580 to be inserted into a section 570 of the
key database 560 — as well as any existing entries 580 that are associated with the same
entry 540 of the index table 530 and that are to be copied into the same section 570, as will
be explained below — is inserted into the first free section of the appropriate size section
570 in the key database 560. Thus, each of the head pointer registers 590a-k tracks the

first free section of its associated size, which may change dynamically during operation of
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the switching device 200, such that an optimum size free section 570 of key database 560
is identifiable and accessible at any point in time.

[0029] Initially —i.e., at system power-up, at system boot-up, and/or at system reset —
all sections 570 of the key database 560 are free. At this time, the other sections of a given
size are linked together with the first free section to form a linked list, as denoted for the
size 1 and size 2 sections by the arrows 501, 502, respectively. There is no memory
overhead associated with maintaining this linked list because a section’s link pointer —i.e.,
the pointer that identifies the next section 570 in the linked list of that size of section — is
only needed when that section 570 is free and, therefore, the link pointer can be stored in
the portion of a section where the first entry 580 will be placed. When a first free section
570 is allocated to receive an entry (or entries) 580, the address in the corresponding head
pointer register 590 is copied over to the appropriate section pointer 542 in the index table
530 and, likewise, the link pointer in the newly allocated section 570 is copied over to the
head pointer register 590, such that the section 570 identified by the link pointer is now
identified as the first free section of that size.

[0030] It should be understood that, initially (when all sections 570 are free), the
section 570 of each size that is labeled the first free section is arbitrary, as any free section
of a given size can receive data and, therefore, can be the first free section. Further, the
order in which a series of sections 570 of a given size are linked to the first free section of
that size is arbitrary, and the sections of a size may be linked in any suitable order. It
follows, therefore, that a section 570 of a given size may be located anywhere in memory
(e.g., memory 230b, 330, 430b), as noted above. The above-described memory
architecture allows for the dynamic allocation of sections 570 within the key database 560,

and the sections 570 of key database 560 are allocated on a need basis.
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[0031] Operation of the data structure 500 — as well as operation of the switching
device 200 — can be better understood by reference to the embodiment of a method 600 of
performing a data look-up illustrated in FIG. 6, by reference to the embodiment of a
method 700 of performing a data insertion illustrated in FIG. 7, and by reference to the
example of FIGS. 8A-H, which illustrates both data insertion and data look-up operations.
[0032] Referring now to FIG. 6, the block diagram illustrates an embodiment of a
method 600 for searching the data structure 500. As shown at block 605, a packet is
received at key generation unit 210 and a search key is generated, which is illustrated by
block 610. The search key may comprise a S-tuple or any other suitable part of the data
contained in the packet. The search key is then provided to the hashing unit 220 and,
referring to block 615, a hash function is applied to the search key to create an n-bit hash
value. Again, the n-bit hash value may comprise the lower n-bits of the search key or any
other suitable combination and/or transformation of the bits of the search key.

[0033] Referring to block 620, the entry 540 in the index table 530 corresponding to
the n-bit hash value is accessed. For example, if the n-bit hash value equals the number
43, the 43" entry of the index table 530 is the corresponding entry. The corresponding
entry 540 is accessed to determine the number of valid bits 544 that are set high (the
number of valid bits set high being denoted by the variable r). A high valid bit or bits 544
(e.g., a 1-bit) will indicate that a section 570 in key database 560 is currently allocated to
the indexed entry 540 (e.g., the 43™ entry) of the index table 530. Again, as noted above,
a low valid bit (e.g., a 0-bit) may also be used to indicate that an allocated section 570
exists. Referring to reference numeral 625, if no valid bit 544 is set high — thereby
indicating that no section 570 of key database 560 has been allocated to the indexed entry

540 of index table 530 — the look-up has failed, as shown at block 690.
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[0034] Referring again to reference numeral 625, if a valid bit or bits 544 is set high
(i.e., r > 0), the section pointer 542 in the corresponding entry 540 (e.g., the 43" entry) of
index table 530 is accessed, as shown at block 630. The section pointer 542 will identify a
section 570 in key database 560 that is currently allocated to the corresponding entry 540
of index table 530, and that allocated section 570 is accessed, as illustrated at block 635.
The allocated section 570 of key database 560 will include one or more entries 580. For
example, if the allocated section is a size 1 section 570a, that section will include one
entry 580. Similarly, if the allocated section is a size 2 section 570b, that section will
typically include two entries 580, and so on. Referring to block 640, each entry 580 in the
allocated section 570 is then compared with the search key.

[0035] Referring to reference numeral 645, if no entry 580 in the allocated section 570
includes a key 582 that matches the search key, the look-up has failed (see block 690).
Although the allocated section 570 includes one or more entries 580 — each of these entries
including a key 582 having an n-bit hash value equal to the n-bit hash value (e.g., 43) of
the search key — none of the keys 582 in the allocated section 570 matches the search key.
This result is possible because a number of distinctly different keys generated by key
generation unit 210 may exhibit the same n-bit hash value. Thus, identity of n-bit hash
values does not necessarily denote identity of keys. The n-bit hash value is essentially a
tool for indexing into the key database 560, and the storing in a section 570 of all keys 582
sharing the same n-bit hash value enables the data structure 500 to efficiently categorize,
store, and subsequently retrieve a key.

[0036] Referring again to block 645, if one of the entries 580 includes a key 582 that
matches the search key, the look-up succeeded. As illustrated at block 650, the rule 584
associated with the matching key 582 may then be accessed and, as shown at block 655,

that rule 584 may be applied to the received packet from which the search key was
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generated. Again, the rule may, for example, direct that a network address translation be
performed, that a routing decision be made, that a priority determination be made, and/or
that a filtering decision be made.

[0037] Illustrated in the block diagram of FIG. 7 is an embodiment of a method 700
for inserting data — e.g., an entry 580 including a key 582, a rule 584, and, optionally, a
timestamp 588 — into the data structure 500. The method 700 of inserting a data entry into
the data structure 500 is presented in the context of an assumption that a look-up operation
has failed, thereby necessitating a data insertion operation. However, it should be
understood that a data insertion operation may be performed independent of any look-up
operation that has (or has not) failed.

[0038] Referring to block 690 in FIG. 7, a look-up operation has failed. Accordingly,
a packet has been received, a search key (e.g., a 5-tuple) generated, an n-bit hash value
(e.g., the lower n bits of the key) created, and the corresponding entry 540 of index table
530 accessed to determine the number r of valid bits 544 set high (see FIG. 6, blocks 605,
610, 615, 620). Thus, there is one new entry (including a key, rule, and, optionally, at
timestamp) to insert into the key database 560. Again, the number r of valid bits 544 set
high, if any, indicates the size of the section 570 in key database 560 that has been
previously allocated to the corresponding entry 540 of index table 530. If no valid bits
544 are set high — i.e., r equals zero — no section 570 of key database 560 has previously
been allocated to the corresponding entry 540. Once again, a valid bit or bits 544 set low
(e.g., a 0-bit) may also be utilized to indicate allocation of a section 570 of key database
560.

[0039] As noted above, there is one entry — i.e., a key, a corresponding rule, and,
optionally, a timestamp — to insert into the key database 560. Thus, as illustrated at block

705, the first free section of a size equal to (r + 1) is identified in the key database 560. In
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other words, a section 570 having a size that is at least one size greater than any previously
allocated section 570 of key database 560 is found. The first free section of size (r + 1) is
identified by the size (r + 1) head pointer register 590. By way of example, if no valid bits
544 of the corresponding entry 540 were set high (i.e., r = 0), the first free section of size 1
would need to be identified. If, for example, two valid bits 544 were set high (i.e., r = 2),
the first free section of size 3 would need to be identified.

[0040] Once the first free section of a size equal to (r + 1), or greater, has been
identified, that section 570 of the key database 560 is allocated to the corresponding entry
540 of the index table 530, as shown at block 710. Referring to block 715, an entry 580 is
then inserted into the newly allocated section of the key database 560, the entry 580
including a key 582 and a corresponding rule 584. The entry 580 may further include a
timestamp 588.

[0041] As suggested above, a free section of a size one greater than the previously

.allocated section, if any, needs to be identified, such that one additional entry may be

inserted into the key database 560 and indexed by its n-bit hash value. However, ifa
section 570 of a size one greater than any previously allocated section is not available, a
larger size section 570 may be allocated. Thus, as used herein, the phrases “larger size”
and “greater size” each refer to a section that is, to any extent, larger than the size of a
previously allocated section. Also, if the previously allocated section is sufficiently large
to receive the new entry — i.e., when this section was allocated, an appropriate size section
was unavailable and a larger size was utilized — a new section may not need to be
allocated.

[0042]  If the number of valid bits 544 set high is zero (i.e., r = 0) — see reference
numeral 720 — the corresponding entry 540 of the index table 530 did not have a section

570 of the key database 560 previously allocated thereto. Stated another way, no key
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having an n-bit hash value corresponding to the corresponding entry 540 of the index table
530 has previously been inserted into the key database 560. Accordingly, there are no
entries to copy over to the newly allocated section of the key database 560.

[0043]  Referring again to reference numeral 720, if the number of valid bits 544 set
high is, however, non-zero (i.e., r > 0), thereby indicating the corresponding entry 540 of
index table 530 has a section 570 of key database 560 previously allocated thereto, that
allocated section 570 needs to be accessed. Accordingly, the section pointer 542 of the
corresponding entry 540 is read — see block 725 — and the section 570 of key database 560
identified by the section pointer 542 is accessed, as shown at block 730. This section 570
of the key database 560 was previously allocated to the corresponding entry 540 of the
index table 530, and this section 570 generally has a size equal to the number of valid bits
544 set high (i.e., equal to r). Each entry in this size r section is copied over to the newly
allocated section of size (r + 1), as illustrated at block 735.

[0044]  After (or in conjunction with) insertion of the new entry 580 (and, if necessary,
those entries 580 from any previously allocated section) into the newly allocated section
570 of the key database 560, the valid bits 544 in the corresponding entry 540 of index
table 530 — i.e., the entry 540 corresponding to the n-bit hash value derived from the
generated key, this key forming a part of the new entry 580 inserted into the newly
allocated section of the key database 560 — are updated, as illustrated at block 740. An
additional valid bit 544 will be set high, such that the total number of valid bits 544 set
high equals the size of the newly allocated section, this size being equal to (r + 1).

[0045]  Asillustrated at block 745, the section pointer 542 in the corresponding entry
540 of index table 530 needs to be updated. Accordingly, the address stored in the head |
pointer register 590 corresponding to the first free size (r + 1) section that has been

allocated —i.e., the address of the newly allocated section of size (r + 1) — is copied over to
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the section pointer 542 of the corresponding entry 540. Also, as shown at block 750, the
appropriate head pointer registers 590 need to be updated. The newly allocated section
included a link pointer identifying the next free identically sized section in the linked list
(of size r + 1 sections). To update the size (r + 1) head pointer register 590, this link
pointer is copied over to the size (r + 1) head pointer register. Further, if a previously
allocated section exists —i.e., a size r section that, after transferring its contents to the
newly allocated size (r + 1) section, is now free — the size r head pointer register 590 may
need to be updated if the previously allocated size r section is now the first free section of
size 1.

[0046] As set forth above, although the method 700 of data insertion was illustrated in
the context of following a failed look-up operation, entry of data into the key database 560
may be performed independent of any look-up operation that has (or has not) failed. Thus,
it should be noted that, if the method 700 of inserting a data entry into the data structure
500 does not take place subsequent to a failed look-up operation (as described in FIG. 6
and accompanying text), the method 700 shown and described with respect to FIG. 7 may
include some additional operations. Specifically, the method 700 may further include
generation of a search key based upon data contained in a received packet followed by
creation of an n-bit hash value based upon the generated key, as well as the accessing of
an entry in the index table corresponding to the n-bit hash value, such that the valid bits
contained in this entry may be read (see FIG. 6, blocks 605, 610, 615, 620).

[0047] As described with respect to FIGS. 5, 6 and 7, each entry 540 of the index table
530 includes a number k of valid bits 544 equal to the number of different sizes of sections
570 of key database 560. Because the number k of valid bits 544 equals the number of
section sizes in key database 560, these valid bits 544 may be used to indicate the size of

any section 570 in key database 560 that has been allocated to an entry 540 of index table
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530. Knowledge of the size of any previously allocated section of key database 560 is
utilized by the data structure 500 to determine the appropriate size of any newly allocated
section and, in some instances, to determine whether a new larger-sized section needs to
be allocated (again, if an over-sized section 570 of key database 560 was previously
allocated to an entry 540 of index table 530, that over-sized section 570 may be able to
receive one additional entry and allocation of a new section unnecessary).

[0048] It should be understood, however, that a previously allocated section’s size
may be indicated by any suitable device or method, and multiple valid bits 544 may not be
necessary. For example, each section 570 of key database 560 may include a number of
status bits to indicate that section’s size, these status bits being read when that section 570
is accessed via the section pointer 542 in the corresponding entry 540 of index table 530.
Alternatively, when a section 570 of key database 560 is accessed, the number of entries
580, if any, residing in that section may be counted, and the size of the accessed section
570 inferred from the total number of entries 580 stored therein. For either of the above
examples, each entry 540 of index table 530 may include only a single valid bit 544, this
single valid bit 544 simply indicating whether any section 570 of key database 560,
irrespective of size, has been allocated to that entry 540.

[0049] It should also be understood that, although described in the context of the
switching device 200, the embodiments of the data structure 500, the embodiments of the
method 600 for performing a data look-up, and the embodiments of the method 700 for
performing a data insertion may be implemented in either hardware or software. Further,
the embodiments of the data structure 500 and the embodiments of the methods 600, 700
for performing data look-up and data insertion, respectively, may be implemented in a

combination of hardware and software.
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[0050] The methods shown and described with respect to FIGS. 6 and 7 may be better
understood with reference to the specific example illustrated in FIGS. 8A through 8H.
The example depicted in FIGS. 8A-H is presented — for clarity and ease of understanding
— in the context of a data structure 800 having a minimum number of index table entries
and a minimum number of sizes of sections in the key database. However, it should be
understood that, in practice, the index table and key database may each be much larger.
For example, a 10-bit hash value may be generated by the hashing unit, resulting in an
index table having 1024 entries. Similarly, a key database having ten or more different
sizes of sections may be utilized.

[0051]  Referring to FIG. 8A, an index table 830 includes sixteen entries 840, each
entry 840 including a section pointer 842 and three valid bits 844. As there is sixteen
entries 840, a 4-bit hash value will be used to index into the index table 830. A key
database 860 includes three sizes of sections, including size 1 sections 870a, size 2
sections 870b, and size 3 sections 870c. Initially, as shown in FIG. 8A, all of the sections
870a-c of key database 860 are free. Note that the number of sizes of sections —i.e., three
— equals the number of valid bits 844 in the index table 830. The first free size 1 section
870a is identified by a size 1 head pointer register 890a. Similarly, the first free size 2
section 870b is identified by a size 2 head pointer register 890b, whereas the first free size
3 section 870c is identified by a size 3 head pointer register 890c. It should be understood
that the first free section of each size is arbitrarily selected and, further, that any section of
a size could, initially, be labeled the first free section. Also, all size 1 sections 870a are
linked together as a linked list (see arrows 801), all size 2 sections 870b are linked
together as a linked list (see arrows 802), and all size 3 sections 870c are linked together

as a linked list (see arrows 803).

18



10

15

20

WO 03/081476 PCT/US03/07779

[0052] A packet is received and a key (i.e., KEY)) generated based upon the data in
the received packet. A hashing function is then applied to the key to create a 4-bit hash
value, this four bit hash value numerically equal to seven. Accordingly, the 7™ entry 840
of the index table 830 is accessed and, because no valid bit 844 in the 7™ entry is set high,
the look-up failed. In other words, the key database 860 does not include any keys having
a 4-bit hash value numerically equal to seven and, it follows, does not include a key
matching KEY;. Therefore, a data insertion may be performed to insert KEY| into the key
database 860.

[0053] Referring now to FIG. 8B in conjunction with FIG. 8A, the first free size 1
section 870a — as identified by the size 1 head pointer register 890a — is allocated to the 7%
entry 840 of the index table 830. The address of the first free size 1 section (i.e.,
ADDRESS;)) contained in the size 1 head pointer register 890a is copied over to the
section pointer 842 in the 7™ entry 840 of the index table 830, such that this section pointer
now identifies the allocated section 870a. The generated key (i.e., KEY;) and a
corresponding rule (i.e., RULE;) — and, optionally, a timestamp (i.e., TMSTMP,) — are
inserted into the newly allocated section 870a of the key database 860, thereby creating an
entry 880 in the key database 860. Also, one of the valid bits 844 in the 7™ entry 840 of
the index table 830 is set high (e.g., a 1-bit) to indicate that this entry has a size 1 section
870a of key database 860 allocated thereto.

[0054] The size 1 head pointer register 890a is also updated to identify the first free
size 1 section 870a (note that, in FIG. 8B, the size 1 head pointer register 890a has
dropped down to the next available size 1 section). To update the size 1 head pointer
register 890a, the link pointer in the newly allocated size 1 section is copied over to the

size 1 head pointer register 890a. Further, the linked list for the size 1 sections 870a is
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updated, the first section of the linked list identified by the size 1 head pointer register
890a (see arrows 801).

[0055] Referring to FIG. 8C in conjunction with FIG. 8B, another data insertion
operation is illustrated. Another packet is received and a key (i.e., KEY>) is generated,
this key having a 4-bit hash value numerically equal to twelve. Assuming a look-up for
this key has failed — i.e., no valid bits set high or no matching entries — the first free size 1
section 870a is identified and allocated to the 12" entry 840 of the index table 830. The
address contained in the size 1 head pointer register 890a (i.e., ADDRESS) is copied over
to the section pointer 842 of the 12™ entry 840 of the index table 830, such that the size 1
section 870a identified by this address is allocated to the 12" entry 840. A data entry 880
is placed in the newly allocated section 870a, the data entry 880 including the generated
key (i.e., KEY)), a corresponding rule (i.e., RULE,), and, optionally, a timestamp (i.e.,
TMSTMP;). The size 1 head pointer register 890a is updated (by copying over the link
pointer from the newly allocated size 1 section 870a) to identify the next available size 1
section, and the valid bits 844 of the 12 entry 840 of index table 830 are updated —i.e.,
one of these valid bits is set high. Also, as shown by arrows 801, the linked list for the
size 1 sections 870a is updated.

[0056] A further look-up and subsequent data insertion operation is illustrated in FIG.
8D in conjunction with FIG. 8C. An additional packet is received and a key (i.e., KEY3)
generated based upon the data contained in that packet. A 4-bit hash value is then created
by applying the hash function to this key, the 4-bit hash value having a numerical value of
seven. The 7™ entry 840 of the index table 830 is accessed and the valid bits 844 read.
One of the 7" entry’s valid bits 844 is set high, indicating a size 1 section 870a of the key
database 860 is allocated thereto. The allocated section 870a — having an address of |

ADDRESS; — is identified by the section pointer 842 in the 7™ entry 840 of the index table
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830 (see FIG. 8C). Each entry in the section 870a corresponding to ADDRESS; is
compared against the generated key (i.e., KEY3); however, because KEY does not match
KEY3, the look-up will fail.

[0057] As the look-up for KEY3 has failed, a corresponding entry 830 — including
KEY3, a corresponding rule (i.e., RULE3), and, optionally, a timestamp (i.e., TMSTMP3) —
will be inserted into the key database 860. A section of the key database 860 must be
allocated to receive this new entry, as well as to receive all other entries including a key
having a 4-bit hash value numerically equal to seven. The first free size 2 section 870b is,
therefore, allocated to the 7™ entry 840 of the index table 830, and the address (i.e.,
ADDRESS;) contained in the size 2 head pointer register 890b is copied over to the
section pointer 842 of the 7" entry 840 in the index table 830. The new entry 880 (i.e.,
KEY;, RULE;, TMSTMPs) is inserted into this newly allocated section 870b, and the
entry 880 (i.e., KEY,, RULE,, TMSTMP,) contained in the previously allocated section
870a is copied over to the newly allocated section (see FIG. 8D). Because a size 2 section
870b is now allocated to the 7™ entry 840 of the index table 830, two valid bits 844 in this
entry 840 are set high. Also, the head pointer registers are updated. The size 2 head
pointer register 890b is updated to contain the address of the next available size 2 section
870b and, in this instance, the size 1 head pointer register 890a is updated to contain the
address (i.e., ADDRESS,) of the recently released size 1 section 870a. Further, the linked
list for the size 2 sections 870b is updated, wherein the first size 2 section 870b in the
linked list is identified by the size 2 head pointer register 890b (see arrows 802).

[0058] Referring now to FIG. 8E in conjunction with FIG. 8D, another packet is
received and a key (i.e., KEY,) generated, this key also having a 4-bit hash value
numerically equal to seven. Because KEY, does not match KEY or KEY3, a look-up at

the 7™ entry 840 of the index table 830 will fail; thus, a new entry — including KEYy, a
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corresponding rule (i.e., RULE,), and, optionally, a timestamp (TMSTMPy) — will be
inserted into the key database 860. A larger size section of the key database 860 needs to
be allocated to the 7™ entry 840 of the index table 830, the 7" entry 840 containing all
keys having an n-bit hash value numerically equal to seven, which will now number three.
Accordingly, the address (i.e., ADDRESS,) contained in the size 3 head pointer register
890c is copied over to the section pointer 842 in the 7™ entry 840 of the index table 830.
The new entry (i.e., KEY,4, RULEs, TMSTMPy) is inserted into the newly allocated size 3
section 870c, and the each entry 880 (i.e., KEY;, RULE;, TMSTMP,; and KEY3, RULE;,
TMSTMPs) in the previously allocated size 2 section 870b is copied over to the newly
allocated section, as illustrated in FIG. 8E. All three valid bits 844 in the 7" entry 840 of
the index table 830 are now set high. The size 3 head pointer register 890c is also updated
to contain the address of the next available size 3 section 870c and, in this instance, the
size 2 head pointer register 890b is updated to contain the address (i.e., ADDRESS3) of the
recently released size 2 section 870b. Further, the linked list for the size 3 sections 870c is
updated (see arrows 803).

[0059]  FIGS. 8F through 8H illustrate the state of data structure 800 after the insertion
of additional data entries 880 into the key database 860. In FIG. 8F, a fifth entry 880 (i.e.,
KEYs, RULEs, TMSTMP;) has been inserted into the key database 860. The 4-bit hash
value of the inserted key (i.e., KEYs) was numerically equal to twelve; thus, a larger size
section — i.e., a size 2 section 870b having an address (i.e., ADDRESS:s) copied over from
the size 2 head pointer register 890b and into the section pointer 842 of the 12™ entry 840
of the index table 830 — was allocated to the 12" entry 840 of the index table 830. The
valid bits 844 of the index table’s 12" entry 840 were updated, such that two valid bits are
set high. The head pointer registers, as well as the linked list for the size 2 sections 870b

(see arrows 802), were also updated in the same manner as described above.
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[0060] In FIG. 8G, two more entries 880 have been inserted into the key database 860.
One of the entries (i.e., KEYs, RULEs, TMSTMPs) includes a key (i.e., KEYs) having a 4-
bit hash value numerically equal to two. Accordingly, a size 1 section 870a is allocated to
the 2™ entry 840 of the index table 830, and the address (i.e., ADDRESS)) contained in
the size 1 head pointer register 890a is copied over to the section pointer 842 of the index
table’s 2™ entry 840, which now also has one valid bit 844 set high. The other of the new
entries (i.e., KEY7, RULE;, TMSTMP;) includes a key (i.e., KEY+) having a 4-bit hash
value numerically equal to fifteen. Thus, another size 1 section 870a of key database 860
is allocated to the 15 entry 840 of the index table 830, and the address (i.e., ADDRESS,)
contained in the size 1 head pointer register 890a — which was updated after allocating a
size 1 section 870a to the index table’s 2™ entry — is copied over to the section pointer 842
of the index table’s 15™ entry 840, this entry now also having one valid bit 844 set high.
[0061] In FIG. 8H, two additional entries have been placed in the key database 860.
One of the entries (i.e., KEYg, RULEg, TMSTMP;) includes a key (i.e., KEY3) having a 4-
bit hash value numerically equal to two (i.e., equivalent to the 4-bit hash of KEY¢). Thus,
a larger size section —i.e., a size 2 section 870b having an address (i.e., ADDRESSg)
copied over from the size 2 head pointer register 890b and into the section pointer 842 of
the index table’s 2™ entry 840 — was allocated to the 2™ entry 840 of the index table 830,
and two valid bits of this entry are now set high. The other entry (i.e., KEY9, RULE,,
TMSTMPy) includes a key (i.e., KEYy) having a 4-bit hash value numerically equal to
fifteen (i.e., equivalent to the 4-bit hash of KEY,). Accordingly, a larger size section —
i.e., a size 2 section 870b having an address (i.e., ADDRESS-) copied over from the size 2
head pointer register 890b (which was updated after allocating a size 2 section 870b to the
index table’s 2™ entry) and into the section pointer 842 of the index table’s 15™ entry 840

— was allocated to the 15™ entry 840 of the index table 830. Also, two valid bits 844 in the
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index table’s 15™ entry 840 are now set high. After insertion of the above-described new
entries 880, the head pointer registers 890a-c have been updated to identify the first free
section of their respective sizes. Further, in FIGS. 8F through 8H, the linked lists for all
sizes of sections 870a-c, respectively, have been maintained (see arrows 801, 802, 803).
[0062] A further example of a look-up operation will be described with respect to FIG.
8H. A packet is received and a key generated based upon the data contained in that
packet. The generated key is equal to KEY3 and has a corresponding 4-bit hash value
numerically equal to seven. Accordingly, the 7™ entry 840 of the index table 830 is
accessed and the valid bits 844 read. Three valid bits 844 are set high, indicating that a
size 3 section 870c is currently allocated to the index table’s 7™ entry 840. Based upon the
address (i.e., ADDRESS,) contained in the section pointer 842 of the 7™ entry 840, the
corresponding size 3 section 870c is accessed. Each entry 880 in the allocated size 3
section 870c is compared against the newly generated key (i.e., KEY3). An entry 880 of
this section includes KEY3; therefore, a match is found and the corresponding rule (i.e.,
RULE3) may be accessed and applied to the received packet.

[0063] It should be noted that although the recently received packet has a key
equivalent to KEY and a previously received packet — i.e., the packet originally causing
insertion of KEY into the key database 860 — also has a key equal to KEY3, these two
packets do not necessarily contain the same data. However, each of these packets is to be
subjected to the same rule (e.g., a decision to route the two packets to the same IP address
and/or port number). Also, the allocated size 3 section 870c contains three entries 880
and, therefore, three keys (i.e., KEY}, KEY3, KEY),) but, as previously noted, it should be
understood that these keys are not identical. Rather, each of these three keys contained in
the size 3 section 870c allocated to the index table’s 7™ entry 840 simply share the same 4-

bit hash value (numerically equal to seven). In other words, for the purpose of indexing
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into and searching the key database 860, these three keys (i.e., KEY), KEY3, KEYy) have
been placed in the same category (i.€., those keys having a 4-bit hash value of seven).
[0064] Embodiments of a data structure 500, 800 and embodiments of a device 200
incorporating the same — as well as methods 600, 700 for performing data search and
insertion — having been herein described, those of skill in the art will appreciate the
advantages thereof. Because a parallel search of a large number of data entries will not be
necessary — i.€., when a key is generated and an n-bit hash value formed, the data entries
of the key database that are compared with the generated key comprises only those entries
that are stored in the section of the key database that has been allocated to the index table
entry corresponding to the n-bit hash value of the generated key — the data structure 500,
800 does not require complex and expensive logic circuitry. Further, as the size of the
section allocated to an entry of the index table can dynamically change to meet any need
for additional storage capacity, data collisions are minimized or eliminated. Also, the data
structureVSOO, 800 is easily expandable — e.g., as by increasing the size of the index table
and/or by increasing the size of the key database (both the number of sizes of sections and
the number of sections within each size) — to meet the needs of next generation
components that may require a database providing a capacity for greater than one million
entries.

[0065] The foregoing detailed description and accompanying drawings are only
illustrative and not restrictive. They have been provided primarily for a clear and
comprehensive understanding of the disclosed embodiments and no unnecessary
limitations are to be understood therefrom. Numerous additions, deletions, and
modifications to the embodiments described herein, as well as alternative arrangements,
may be devised by those skilled in the art without departing from the spirit of these

embodiments and the scope of the appended claims.
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CLAIMS

What is claimed is:

1. An arrangement of data comprising:
5  afirst data structure including a number of sizes of sections to store data, the first data
structure including at least one section of each of the sizes; and
a second data structure including a plurality of entries, each of the plurality of entries
including a valid bit to indicate allocation of one of the sections of the first data
structure and a section pointer to identify a memory address of the allocated

10 section.

2. The data arrangement of claim 1, wherein a first free section of each of the

sizes of sections is identified by a register.

3. The data arrangement of claim 1, wherein each of the plurality of entries of
the second data structure includes a number of valid bits equal to the number of sizes of

15  sections in the first data structure.

4. The data arrangement of claim 1, wherein each of the plurality of entries of

the second data structure corresponds to a hash value of a specified number of bits.

5. The data arrangement of claim 1, wherein the first data structure is stored in
a memory and the second data structure is stored in another memory.

20
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6. The data arrangement of claim 1, wherein the first data structure and the

second data structure are stored in a single memory.

7. The data arrangement of claim 1, wherein each of the first data structure

and the second data structure is stored in a random access memory.

8. A data structure comprising:

a key database including a number of sizes of section, a first free section of each of the
sizes identified by a head pointer register, each of the sections to store at least one
data entry; and

an index table including a number of entries, each of the entries corresponding to an n-bit
hash value, said each entry including a number of valid bits to indicate allocation
of one of the sections of the key database and a section pointer to identify a

memory address of the allocated section.

9. The data structure of claim 8, wherein the number of valid bits equals the

number of sizes of sections in the key database.

10.  The data structure of claim 9, a number of the valid bits set high to indicate

a size of the allocated section.

11.  The data structure of claim 8, wherein the number of valid bits equals one.
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12. The data structure of claim 8, wherein the number of entries in the index

table is equal to 2",

13.  The data structure of claim 8, wherein the at least one data entry includes a

key and a rule.

14. The data structure of claim 13, wherein the at least one data entry further

includes a timestamp.

15.  The data structure of claim 8, wherein the key database is stored in a

memory and the index table is stored in another memory.

16.  The data structure of claim 8, wherein the key database and the index table

are stored in a single memory.

17.  The data structure of claim 8, wherein each of the key database and the

index table is stored in a random access memory.
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18. A device comprising:
first circuitry to store a first data structure, the first data structure including a number of
sizes of sections to store data, the first data structure including at least one section
of each of the sizes; and
5  second circuitry coupled with the first circuitry, the second circuitry to store a second data
structure including a plurality of entries, each of the plurality of entries including a
valid bit to indicate allocation of one of the sections of the first data structure and a

section pointer to identify an address of the allocated section.

19. The device of claim 18, wherein a first free section of each of the sizes of

10  sections is identified by a register.

20.  The device of claim 18, wherein each of the plurality of entries of the
second data structure includes a number of valid bits equal to the number of sizes of

sections in the first data structure.

21.  The device of claim 1, wherein each of the plurality of entries of the second

15  data structure corresponds to a hash value of a specified number of bits.

22.  The device of claim 18, wherein each of the first circuitry and the second

circuitry comprises a random access memory.
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23.  The device of claim 18, wherein the first circuitry and the second circuitry

comprise a single random access memory.

24. A device comprising:

a first memory to store a key database, the key database including a number of sizes of

5 section, a first free section of each of the sizes identified by a head pointer register,

each of the sections to store at least one data entry; and

a second memory coupled with the first memory, the second memory to store an index
table including a number of entries, each of the entries corresponding to an n-bit
hash value, said each entry including a number of valid bits to indicate allocation

10 of one of the sections of the key database and a section pointer to identify a

memory address of the allocated section.

25.  The device of claim 24, wherein the number of valid bits equals the number

of sizes of sections in the key database.

26. The device of claim 25, a number of the valid bits set high to indicate a size

15  of the allocated section.

27. The device of claim 24, wherein the number of valid bits equals one.
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28.  The device of claim 24, wherein the number of entries in the index table is

equal to 2".

29.  The device of claim 24, wherein the at least one data entry includes a key

and arule.

30. The device of claim 29, wherein the at least one data entry further includes

a timestamp.

31.  The device of claim 24, wherein the first memory and the second memory

comprise a single memory.

32.  The device of claim 24, wherein each of the first memory and the second

memory comprises a random access memory.
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33. A device comprising:

a key generation unit, the key generation unit to access data in a received packet and
generate a Key containing at least a portion of the data;

a hashing unit, the hashing unit to receive a key from the key generation unit and apply a

5 hashing function to the received key to create an n-bit hash value;

a first memory to store a key database, the key database including a number of sizes of
sections, each of the sections to store at least one data entry;

a number of head pointer registers, the number of head pointer registers equal to the
number of sizes, each of the number of head pointer registers to identify a first free

10 section of one of the sizes of sections; and

a second memory coupled with the first memory and the hashing unit, the second memory
to store an index table, the index table including a number of entries, each of the
entries corresponding to one n-bit hash value, said each entry including a number
of valid bits to indicate allocation of one of the sections of the key database and a

15 section pointer to identify a location in the first memory of the allocated section.

34.  The device of claim 33, wherein the number of valid bits in said each entry

of the index table equals the number of sizes of sections in the key database.
35.  The device of claim 34, a number of the valid bits set high to indicate a size

of the allocated section.

20
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36.  The device of claim 33, wherein the number of valid bits in said each entry

of the index table equals one.

37. The device of claim 33, wherein the number of entries in the index table is

equal to 2"

38. The device of claim 33, wherein the at least one data entry includes a key

and a rule.

39.  The device of claim 38, wherein the at least one data entry further includes

a timestamp.

40.  The device of claim 33, the first memory and the second memory

comprising a single integrated memory.

41.  The device of claim 40, wherein the single integrated memory comprises a

random access memory.

42.  The device of claim 40, wherein the single integrated memory comprises an

external memory.
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43.  The device of claim 40, wherein the key generation unit, the hashing unit,
the single integrated memory, and the head pointer registers form at least part of a single

integrated circuit device.

44.  The device of claim 33, each of the first memory and the second memory

comprising random access memory.

45.  The device of claim 33, wherein at least one of the first memory an the

second memory comprises an external memory.

46.  The device of claim 33, wherein the key generation unit, the hashing unit,
the first memory, the head pointer registers, and the second memory form at least part of a

single integrated circuit device.

47. A method comprising:

applying a hash function to a search key to create a hash value;

accessing an entry in an index table corresponding to the hash value, the corresponding
entry of the index table including a valid bit and a section pointer;

if the valid bit is set high, accessing a section of a key database identified by the section
pointer, the accessed section including a number of data entries; and

comparing the data entries contained in the accessed section with the search key.
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48.  The method of claim 47, further comprising:
if one of the data entries contains a key matching the search key, accessing the one data

entry.

49.  The method of claim 48, further comprising:
accessing a rule contained in the one data entry; and

applying the rule to a packet associated with the search key.

50.  The method of claim 47, wherein the corresponding entry includes a
number of valid bits equal to a number of sizes of sections of the key database, the act of
accessing a section of a key database further comprising accessing a section having a size

corresponding to the number of valid bits set high.

51. A method comprising:

providing a data structure having a number of sizes of sections, one of the sections storing
keys having a specified hash value; and

in response to receipt of a key having the specified hash value, allocating a new section of
the sections to store the keys having the specified hash value, the newly allocated

section having a size greater than a size of the one section.
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52.  The method of claim 51, further comprising storing a memory address of
the newly allocated section in a section pointer of one entry of a plurality of entries in an

index table, the one entry corresponding to the specified hash value.

53.  The method of claim 51, further comprising storing the received key in the

newly allocated section.

54,  The method of claim 53, wherein the stored received key comprises part of

a data entry, the data entry including a rule.

55.  The method of claim 51, further comprising copying the keys having the
specified hash value from the one section to the newly allocated section of the data

structure.

56. A method comprising:
storing a number of data entries in a first section of a key database, the first section
allocated to one of a plurality of entries of an index table, a size of the first section
corresponding to the number of data entries, each of the data entries including a key
having a hash value;
receiving a data entry including a key having the hash value; and
allocating a second section of the key database to the one entry of the index table, a size of

the second section greater than the size of the first section.
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57.  The method of claim 56, further comprising inserting the received data

entry into the second section.

58.  The method of claim 56, further comprising copying the number of data

entries from the first section over to the second section.

59.  The method of claim 56, further comprising updating a section pointer in

the one entry of the index table to include a memory address of the second section.

60. A method comprising:
providing a data structure having a number of sizes of sections;
storing a memory address of a first free section of each of the number of sizes in a
corresponding register of a number of registers;
allocating the first free section of one of the sizes to an entry of an index table; and
updating the corresponding register of the one size of section to include a memory address

of another free section of the one size of section.

61.  The method of claim 60, further comprising updating a section pointer in

the entry of the index table to include the memory address of the allocated first free

section of the one size of section.
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62.  The method of claim 61, further comprising inserting a data entry into the

allocated first free section of the one size of section.

63. A method comprising:
accessing an entry of an index table, the accessed entry corresponding to a hash value;
5 reading a valid bit in the corresponding entry of the index table; and

if the valid bit is set low,

finding a first free section of a smallest available size in a key data base
having a number of sizes of sections,
allocating the first free section of the smallest available size to the
10 corresponding entry of the index table, and

inserting a data entry into the allocated first free section of the smallest

available size.

64.  The method of claim 63, wherein the smallest available size corresponds to
a size capable of storing a single data entry.

15

15 65.  The method of claim 63, wherein the inserted data entry includes a key and

arule.

66.  The method of claim 65, wherein the inserted data entry further includes a

timestamp.
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67.  The method of claim 63, further comprising setting the valid bit high.

68.  The method of claim 63, further comprising updating a section pointer in
the corresponding entry of the index table to include a memory address of the allocated

first free section of the smallest available size.

5
5 69.  The method of claim 63, further comprising updating a head pointer
register corresponding to the smallest available size to include a memory address of
another free section of the smallest available size.
70.  The method of claim 63, further comprising:
if the valid bit is set high,

10 reading a section pointer in the corresponding entry of the index table to
determine a memory address of a section of the key database
previously allocated to the corresponding entry of the index table,

determining a size of the previously allocated section,
finding a first free section in the key database of a size greater than the size
15 of the previously allocated section,

allocating the first free section of the greater size to the corresponding entry
of the index table, and

inserting the data entry into the first free section of the greater size.
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71.  The method of claim 70, further comprising copying a data entry from the

previously allocated section over to the allocated first free section of the greater size.

72.  The method of claim 70, further comprising updating the section pointer to

include a memory address of the allocated first free section of the greater size.

73.  The method of claim 70, further comprising updating a head pointer
register corresponding to the greater size to include a memory address of another free

section of the greater size.

74.  The method of claim 70, further comprising determining the size of the
previously allocated section by determining a number of valid bits set high in the
corresponding entry of the index table, the number of high valid bits indicating the size of

the previously allocated section.
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75. A method comprising:
accessing an entry in an index table, the accessed entry corresponding to a hash value;
reading a plurality of valid bits from the corresponding entry of the index table;
determining a number of the plurality of valid bits set high;
finding in a key database a first free section of a size equal to one more than the number of
high valid bits, the key database having sections of a number of sizes;
allocating the first free section of a size one more than the number of high valid bits to the
corresponding entry of the index table; and

inserting a data entry into the allocated section of the key database.

76.  The method of claim 75, further comprising:

updating a section pointer in the corresponding entry of the index table to include a
memory address of the first free section of a size equal to one more than the
number of high valid bits; and

setting one bit high of the plurality of valid bits in the corresponding entry of the index

table.

77.  The method of claim 75, further comprising updating a head pointer
register corresponding to the size equal to one more than the number of high valid bits to
include a memory address of another free section of the size equal to one more than the

number of high valid bits.
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78.  The method of claim 75, wherein the inserted data entry includes a key and

arule.
79.  The method of claim 78, wherein the inserted data entry further includes a
timestamp.
5
5 80.  The method of claim 75, wherein the number of valid bits set high is at

least one, the method further comprising:
accessing the section pointer in the corresponding entry of the index table, the section
pointer including a memory address of a section in the key database of a size equal
to the number of high valid bits;
10  copying a data entry from the section of a size equal to the number of high valid bits over
to the allocated section of a size equal to one more than the number of high valid

bits.

81.  The method of claim 80, further comprising updating a head pointer

register corresponding to the size equal to the number of high valid bits to include the

15 memory address.
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82.  An article of manufacture comprising:
a medium having content that, when accessed by a device, causes the device to
provide a data structure having a number of sizes of sections, one of the sections
storing keys having a specified hash value; and
5 in response to receipt of a key having the specified hash value, allocate a new
section of the sections to store the keys having the specified hash value, the

newly allocated section having a size greater than a size of the one section.

83. The article of manufacture of claim 82, wherein the content, when
accessed, further causes the device to store a memory address of the newly allocated
10  section in a section pointer of one entry of a plurality of entries in an index table, the one

entry corresponding to the specified hash value.

84. The article of manufacture of claim 82, wherein the content, when

accessed, further causes the device to store the received key in the newly allocated section.

85.  The article of manufacture of claim 84, wherein the stored received key

15  comprises part of a data entry, the data entry including a rule.
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86.  The article of manufacture of claim 82, wherein the content, when
accessed, further causes the device to copy the keys having the specified hash value from

the one section to the newly allocated section of the data structure.
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