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GLOBAL TRAFFIC MANAGEMENT USING MODIFIED HOSTNAME
BACKGROUND

[0001] Internet services are often deployed in multiple geographically distributed
locations, so that they can be close and deliver fast and responsive services to clients. To
improve client performance, a particular data center may be dynamically determined for
each individual user. By serving users from the particular data center (e.g. a data center
close to a location of the client or a data center with low latency with respect to the client
or an ISP of the client), content such as web search results, Internet videos, online gaming
messages, and software updates may be delivered with low latency and high throughout
while reducing network congestion. However, the “best” data center for a client may
correlate poorly with geographic distance from the client. Instead, the “best” data center
may be determined by a combination of network latency, packet loss, and available
bandwidth. In addition, the identity of the “best” data center for a client may be dynamic
and may change with Internet routes, service providers, and physical network
connectivity.

SUMMARY
[0002] During an Internet session, a client may submit a domain name system (DNS)
query of a particular hostname to a local DNS resolver (LDNS), which may be operated
by the client’s Internet service provider (ISP). The LDNS may interact with an
authoritative name server to receive an answer to the client’s DNS query and may forward
the answer to the client. The LDNS may also cache the answer so that subsequent queries
of the same hostname can be answered promptly (i.e. without a subsequent authoritative
name server query. The LDNS caching may prevent unnecessary DNS queries against the
authoritative name server and may speed up the DNS resolution process.
[0003] Typically, when the authoritative name server (e.g., global traffic management
(GTM) server) receives a DNS query, the GTM server observes the origin (e.g., Internet
protocol (IP) address) of the LDNS, rather than the IP address of the client. Therefore, the
“best” data center determined by the GTM may be the “best” data center for the LDNS,
not the client. In other words, the GTM server may be forced to use the LDNS as an
approximation of the client.
[0004] Systems and methods of performing global traffic management using a modified
hostname are disclosed. The techniques disclosed herein may improve network

performance without modification to the LDNS and may scale as additional data centers
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are added. As described herein, the hostname of a desired service may be modified and
augmented with a GTM identifier (GTM ID) before performing DNS resolution. GTM
IDs may be client dependent but do not have to be unique for every client. The GTM ID
may include sufficient information such that a “best” data center for a client may be
selected solely on the basis of the GTM ID. For example, if all clients from a certain
prefix map to a single data center, then the same GTM ID (e.g., an encoded string of the
prefix) may be assigned to all of such clients. During DNS resolution, the GTM server
may use the GTM ID embedded in the modified hostname to select a particular data
center.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] The present disclosure may be better understood, and its numerous features and
advantages made apparent to those skilled in the art by referencing the accompanying
drawings.

[0006] FIG. 1 is a diagram to illustrate a particular embodiment of a system to perform
global traffic management using modified hostnames;

[0007] FIG. 2 is a flowchart to illustrate a particular embodiment of a method of operation
at the server of FIG. 1;

[0008] FIG. 3 is a flowchart to illustrate a particular embodiment of a method of operation
at the client of FIG. 1; and

[0009] FIG. 4 is a diagram to illustrate a particular embodiment of a computing
environment including a computing device to support systems, methods, and computer
program products described in FIGS. 1-3.

[0010] The use of the same reference symbols in different drawings indicates similar or
identical items.

DETAILED DESCRIPTION

[0011] In accordance with the techniques disclosed herein, a client may transmit an access
request associated with a service to a server (e.g., an authoritative name server of a global
traffic management (GTM) system). In response to the request, the server may send a
GTM identifier (GTM ID) to the client. For example, clients that are located in the same
geographic region or that share an Internet service provider (ISP) may be assigned the
same GTM ID. To access the service, the client may modify a hostname of the desired
service with the GTM 1D, thereby generating a modified hostname. For example, the
hostname www.service.com may be modified with the GTM ID “GTMID” to generate a

modified hostname “GTMID.www.service.com.” When the client submits the modified
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hostname to a domain name system (DNS) resolver, the DNS resolver passes the modified
hostname to the server, and the server may identify a data center of the service based on
the GTMID embedded in the modified hostname. For example, the identified data center
may be chosen because it is geographically close to the geographic region represented by
the GTM ID. Data identifying the chosen data center may be provided to the client, and
the client may access the service at the chosen data center.

[0012] In a particular embodiment, a system includes a web interface, a domain name
system interface, a processor, and a memory storing instructions executable by the
processor. The instructions are executable by the processor to receive a request from a
client via the web interface and to send a global traffic management identifier to the client
via the web interface in response to the request from the client. The global traffic
management identifier is determined based on a network address of the client. The
instructions are also executable by the processor to receive a second request via the
domain name system interface from a domain name system server, where the second
request includes a modified hostname that identifies a hostname of the service and the
global traffic management identifier. The instructions are further executable by the
processor to identify a data center associated with the service based on the modified
hostname of the service, where the identified data center is useable by the client to access
the service. Data identifying the data center is sent to the domain name system server and
forwarded to the client.

[0013] In another particular embodiment, a method includes receiving a request from a
client at a server. The method also includes sending a global traffic management identifier
in response to the request from the client. The global traffic management identifier is
determined based on an attribute of the client. The method further includes, in response to
the client requesting access to the service based on a modified hostname of the service,
identifying a data center associated with the service based on the modified hostname of the
service. The modified hostname includes the global traffic management identifier. The
identified data center is useable by the client to access the service.

[0014] In another particular embodiment, a computer-readable medium includes
instructions that, when executed by a computer, cause the computer to send a first request
from a client to a server, where the first request identifies a service. The instructions are
also executable by the computer to receive, from the server, a global traffic management
identifier that is determined based on the service and based on a network address of the

client. The instructions are further executable by the computer to generate a modified
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hostname of the service by modifying a hostname of the service with the global traffic
management identifier and to access the service based on the modified hostname of the
service.

[0015] Referring to FIG. 1, a particular illustrative embodiment of a system 100 that
provides global traffic management is disclosed. The system 100 includes a server 104, a
local domain name system (DNS) resolver 106, and a plurality of data centers 102 that
support a plurality of client computers. While only a single representative client computer
108 is shown in FIG. 1, it should be understood that a plurality of client computers may
access the data centers 102, the server 104, and the local DNS resolver 106. In a particular
embodiment, the server 104 communicates with the client computer 108 via a
programmable interface (e.g., a web interface) and communicates with the local DNS
resolver 106 via a DNS interface.

[0016] The client computer 108 includes a web browser and has access to the server 104,
the DNS resolver 106, and the data centers 102 via a computer network, such as the public
Internet. The client computer 108 initially sends a request for a service to be accessed.
The service may be an Internet search service, a cloud computing service, a web service,
or any combination thereof. For example, the client may request access to a representative
service (e.g. a web service at www.service.com). The client computer 108 sends a client
request 111 via the computer network to the server 104. In a particular embodiment, the
server 104 is an authoritative name server and includes global traffic management (GTM)
functionality. The client computer 108 sends the client request 111 to the server 104 and
in response, the server 104 sends a hostname modification script and a global traffic
management identifier (GTM ID) 112. In a particular embodiment, the GTM ID 112 is
determined based on an attribute of the client computer 108, such as a network address
(e.g., IP address), a location, or an ISP of the client computer 108. Alternately, or in
addition, the GTM ID 112 may be based on the service or an attribute of the service. The
client computer 108 receives the GTM ID 112 and the hostname modification script. An
example of a suitable hostname modification script is a java script that is received and that
is executable at the browser within the client computer 108. An example of a GTM ID is
an alphanumeric string that indicates, corresponds to, or that maps to a geography or ISP
of the client computer 108. To illustrate, when the client computer 108 is located in
Seattle, the client computer 108 may be sent the GTM ID 112 assigned to the northwestern
United States (e.g., “NWUS”).
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[0017] In a particular embodiment, the hostname modification script may be distributed
by the service instead of the server 104. To illustrate, the service www.service.com may
be a search engine. When the client computer 108 initially visits the search engine, the
client computer 108 may receive a website front page that includes the host modification
script. Since the initial visit is performed without a GTM 1D, the front page may be
received from a data center that is far away from the client computer 108 or that has a high
latency with respect to the client computer 108. Thus, a size of the front page may be kept
relatively small to reduce waiting time at the client computer 108. For example, the front
page of the search engine may merely include a background image and a search field.
Prior to or during subsequent (e.g., more data-intensive) accesses, such as search query
submission and search result retrieval, the client computer 108 may execute the hostname
modification script to identify and connect to a different data center that is closer to the
client computer 108 or that has a lower latency with respect to the client computer 108.
[0018] Generally, the GTM ID 112 does not include information indicating which of the
data centers 102 is “best” for the client computer 108. Rather, the GTM ID 112 identifies
which clients to aggregate together for the purposes of global traffic management. Thus,
the GTM ID 112 may have a longer validity period than a single DNS resolution response.
[0019] The hostname modification script is operable, when executed by the client
computer 108, to create a modified hostname associated with the service requested by the
client. For example, the hostname modification script may modify a uniform resource
locator (URL) associated with the service by adding the GTM ID 112 to the URL of the
hostname. For example, the modified hostname generated by the hostname modification
script for the service at “www.service.com” may be changed to the modified hostname
“GTMID.www.service.com” (e.g., “NWUS.www.service.com”). Alternatively, the
modified hostname may have a different format or may be a different name or use
different text as long as the GTM ID 112 is indicated by, included in, or otherwise
recoverable from the modified hostname.

[0020] When the client computer 108 subsequently requests access to the service, the
client computer 108 sends the modified hostname in the subsequent request 113 to the
local DNS resolver 106. The local DNS resolver 106, based on information associated
with the client computer 108 and in response to the subsequent request 113, sends a DNS
resolver request 114 to the server 104. In a particular example, the DNS resolver 106
sends a request to the server 104 in order to request an identifier of a particular data center

that is to be used to support the requested service (e.g., www.service.com) for the client
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computer 108. The server 104 responds to the DNS resolver request 114 and provides an
identifier of a particular data center via a response message 115. The identified data
center corresponds to a particular one of the plurality of available data centers 102. In a
particular embodiment, the data centers 102 are geographically distributed and each of the
data centers supports the service (e.g., www.service.com). The server 104 assigns a
particular data center of the plurality data centers 102 based on the GTM ID 112. For
example, the server 104 may extract the GTM ID 112 from the modified hostname in the
DNS resolver request 114 and may choose the particular data center based on the extracted
GTM ID 112.

[0021] The local DNS resolver 106, in response to receiving the response message 115
from the server 104, sends data identifying the particular identified data center via a
message 116 to the client computer 108. Upon receipt of the message 116 identifying the
particular identified data center, the client computer 108 then sends an access request to
the particular identified data center via an access request message 117. Upon sending the
access request message 117, the particular identified data center of the plurality data
centers 102 subsequently provides service to the client computer 108. Thus, the client
computer 108 may have its service request routed to a particular data center that is in close
proximity or that has other desirable characteristics for providing the service
(www.service.com), as determined by the server 104 based on the GTM ID 112 assigned
to the particular client computer 108. In addition, the server 104 may assign GTM IDs to
various client devices to support load balancing and appropriate geographic distribution of
data centers with respect to requesting client devices. For example, the server may
perform load balancing by issuing particular GTM IDs to particular groups of clients (e.g.,
clients located in a particular geographic region or serviced by a common ISP).

[0022] The server 104 receives the GTM ID based on the modified hostname that is
forwarded from the local DNS resolver 106. Thus, even though the server 104 does not
receive the Internet protocol address of the client computer 108 from the local DNS
resolver 106, the server 104 is able to identify an appropriate GTM ID that corresponds to
the location, IP address, or other attribute of the client computer 108. For example, the
GTM ID may be determined based on latitude and longitude of the client computer 108 or
an Internet service provider of the client computer 108.

[0023] In the embodiment illustrated in FIG. 1, the server 104 may determine multiple sets
of clients and assign GTM IDs to clients in each set. However, as the number of data

centers 102 increases, it may become difficult for the server 104 to manage GTM ID



10

15

20

25

30

WO 2012/145181 PCT/US2012/032636
7

assignments. In an alternate embodiment, the server 104 may request the GTM ID 112
from a second server (e.g., a GTM server) operated by an ISP that issues GTM IDs for a
plurality of Internet services. For example, the ISP may have additional information
regarding what clients can be aggregated together and it may be easier for an ISP to track
the performance between clients and the data centers 102. In such an embodiment, the
GTM ID 112 may include information regarding the client computer 108 and information
related to an authority (e.g., the ISP of the client computer 108), where the authority can
be queried to obtain GTM IDs. Alternatively, the server 104 may request the GTM ID
112 from a third-party global corporation that provides geo-location services.

[0024] Referring to FIG. 2, a particular illustrative embodiment of a method 200 of
assigning GTM IDs and of performing traffic management is illustrated. In an illustrative
embodiment, the method 200 may be performed at the system 100 of FIG. 1.

[0025] The method 200 includes receiving a request from a client at a server, at 202. For
example, in FIG. 1, the server 104 may receive the request 111 from the computer client
computer 108. The method 200 further includes identifying a global traffic management
identifier in response to the request. For example, the global traffic management identifier
may be determined by the server based on a requested service, an IP address of the client,
a latitude and longitude of the client, an ISP of the client, or any combination thereof, at
204. Alternately, the global traffic management identifier may be requested from a second
server, such as an ISP server, at 206.

[0026] The method 200 further includes sending the global traffic management identifier
to the client in response to the request, at 208. For example, in FIG. 1, the server 104 may
send the GTM ID 112 to the client computer 108. The method 200 includes receiving a
second request from a domain name system (DNS) server, where the second request
includes a modified hostname that is generated by modifying a hostname of the service to
identify the GTM ID, at 210. For example, the modified hostname may be represented as
“GTMID.www.service.com,” as shown in FIG. 1. In a particular embodiment, the
modified hostname is generated by a modification script executed at the client, as
described with respect to the client computer 108 FIG. 1.

[0027] The method 200 further includes extracting the GTM ID from the modified
hostname in the second request, at 212. In a particular embodiment, the GTM ID is
extracted by performing text processing of the modified hostname. For example, the
leftmost name “GTM ID” may be parsed from the modified hostname

“GTMID.www.service.com.” The method 200 includes identifying a data center of a
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plurality of data centers based on the GTM ID, at 214. Each of the plurality of data
centers supports the service, and each of the plurality data centers may be located at a
different geographic location. For example, in FIG. 1 the data centers 102 may be
geographically distributed either at various locations in a country or in multiple countries.
A particular data center may be assigned by a server, such as the server 104, based on the
particular GTM ID 112 associated with the client computer 108. Exemplary methods of
assigning clients to GTM IDs include assigning GTM IDs to clients based on internet
protocol address, geographical location, internet service provider, or other grouping that is
useful for traffic management and load balancing.

[0028] The method 200 also includes sending data identifying the identified data center to
the DNS server, where the identified data center is usable by the client to access the
service, at 216. For example, in FIG. 1, the client computer 108 may receive the message
116 that includes data identifying a particular data center of the data centers 102. Upon
receiving the message 116, the client computer 108 may send the request 117 to the
particular data center. Thus, an authoritative name server (e.g., the server 104 of FIG. 1)
may be used to initially assign GTM IDs and may subsequently use GTM IDs for
processing of service requests and routing of particular client service requests to
designated data centers for service support.

[0029] Referring to FIG. 3, a particular illustrative embodiment of a method of processing
a client access to a service that is supported by multiple data centers is shown and is
generally designated 300. In an illustrative embodiment, the method 300 may be
performed by a client of the system 100 of FIG. 1.

[0030] The method 300 includes sending a first request from a client to a server, where the
first request identifies a service, at 302. For example, in FIG. 1, the client computer 108
may send the request 111 to the server 104, where the request 111 identifies the service
“www.service.com.” The method 300 also includes receiving a global traffic management
identifier (GTM ID) from the server, at 304. The GTM ID may be determined based on
the service, based on a network address or other information associated with the client, or
any combination thereof, at 304. For example, in FIG. 1, the client computer 108 may
receive the GTM ID 112.

[0031] The method 300 further includes receiving a script from the server, at 306, and
executing the script to generate a modified hostname of the service, at 308. The script
modifies a hostname of the service with the GTM ID. For example, in FIG. 1, the client

computer 108 may receive the hostname modification script from the server 104 and may
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execute the hostname modification script. To illustrate, the hostname “www.service.com”
may be modified to generate the modified hostname “GTMID.www.service.com.”

[0032] The method 300 includes sending a second request to access the service to a
domain name system (DNS) server, at 310. For example, in FIG. 1, the client computer
108 may send the request 113 to the local DNS resolver 106. The method 300 also
includes receiving data identifying a data center from the DNS server, at 312. The data
center is identified based on the GTM ID associated with the modified hostname. For
example, in FIG. 1, the client computer 108 may receive the message 116, where the
message 116 includes data identifying a particular data center of the data centers 102.
[0033] The method 300 further includes accessing the service via the identified data
center, at 314. For example, in FIG. 1, the client computer 108 may access the service
from the particular data center. The method 300 further includes caching the GTM ID, at
316, and using the GTM ID during at least one subsequent access of the service, at 318.
For example, in FIG. 1, the client computer 108 may cache or otherwise store the GTM ID
112. Thereafter, the client computer 108 may continue to use the GTM ID for subsequent
accesses to the service “www.service.com.” In a particular embodiment, a cached GTM
ID may be used multiple times until an expiration time of the GTM ID. After expiration
of the GTM 1D, the client computer 108 may obtain a refresh of the GTM ID by
transmitting a subsequent request 111 to the server 104.

[0034] FIG. 4 depicts a block diagram of a computing environment 400 including a
computing device 410 operable to support embodiments of systems, methods, and
computer program products according to the present disclosure. In an illustrative
embodiment, the computing device 410 may include or implement the data centers 102 of
FIG. 1, the server 104 of FIG. 1, the local DNS resolver 106 of FIG. 1, the client computer
108 of FIG. 1, components thereof, or any combination thereof. For example, the
computing device 410 may implement an authoritative name server of a GTM system.
[0035] The computing device 410 includes at least one processor 420 and a system
memory 430. Depending on the configuration and type of computing device, the system
memory 430 may be volatile (such as random access memory or “RAM?”), non-volatile
(such as read-only memory or “ROM,” flash memory, and similar memory devices that
maintain stored data even when power is not provided), or some combination of the two.
The system memory 430 typically includes an operating system 432, one or more
application platforms 434, one or more applications 436, and program data 438. The

system memory 430 may also include global traffic management logic 437. For example,
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the global traffic management logic 437 may be within an authoritative home server and
may be executable by the processor 420 to identify GTM IDs, assign GTM IDs to one or
more clients, and identify data centers based on GTM IDs.

[0036] The computing device 410 may also have additional features or functionality. For
example, the computing device 410 may also include removable and/or non-removable
additional data storage devices, such as magnetic disks, optical disks, tape devices, and
standard-sized or flash memory cards. Such additional storage is illustrated in FIG. 4 by
removable storage 440 and non-removable storage 450. Computer storage media may
include volatile and/or non-volatile storage and removable and/or non-removable media
implemented in any technology for storage of information such as computer-readable
instructions, data structures, program components or other data. The system memory 430,
the removable storage 440 and the non-removable storage 450 are all examples of
computer storage media. The computer storage media includes, but is not limited to,
RAM, ROM, electrically erasable programmable read-only memory (EEPROM), flash
memory or other memory technology, compact disks (CD), digital versatile disks (DVD)
or other optical storage, magnetic cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other medium that can be used to store information and
that can be accessed by the computing device 410. Any such computer storage media may
be part of the computing device 410.

[0037] The computing device 410 may also have input device(s) 460, such as a keyboard,
mouse, pen, voice input device, touch input device, etc. Output device(s) 470, such as a
display, speakers, printer, etc. may also be included. The computing device 410 also
contains one or more communication connections that allow the computing device 410 to
communicate with other computing devices over a wired or a wireless network. The one
or more communications connections may also enable communications between various
virtual machines at the computing device 410. For example, the communications
connections may include a web interface 480 operable to communicate with the client
computer 108 and a DNS interface 482 operable to communicate with the local DNS
resolver 106.

[0038] It will be appreciated that not all of the components or devices illustrated in FIG. 4
or otherwise described in the previous paragraphs are necessary to support embodiments
as herein described. For example, the removable storage 440 may be optional.

[0039] The illustrations of the embodiments described herein are intended to provide a

general understanding of the structure of the various embodiments. The illustrations are
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not intended to serve as a complete description of all of the elements and features of
apparatus and systems that utilize the structures or methods described herein. Many other
embodiments may be apparent to those of skill in the art upon reviewing the disclosure.
Other embodiments may be utilized and derived from the disclosure, such that structural
and logical substitutions and changes may be made without departing from the scope of
the disclosure. Accordingly, the disclosure and the figures are to be regarded as
illustrative rather than restrictive.

[0040] Those of skill would further appreciate that the various illustrative logical blocks,
configurations, modules, and process steps or instructions described in connection with the
embodiments disclosed herein may be implemented as electronic hardware or computer
software. Various illustrative components, blocks, configurations, modules, or steps have
been described generally in terms of their functionality. Whether such functionality is
implemented as hardware or software depends upon the particular application and design
constraints imposed on the overall system. Skilled artisans may implement the described
functionality in varying ways for each particular application, but such implementation
decisions should not be interpreted as causing a departure from the scope of the present
disclosure.

[0041] The steps of a method described in connection with the embodiments disclosed
herein may be embodied directly in hardware, in a software module executed by a
processor, or in a combination of the two. A software module may reside in computer
readable media, such as random access memory (RAM), flash memory, read only memory
(ROM), registers, a hard disk, a removable disk, a CD-ROM, or any other form of storage
medium known in the art. An exemplary storage medium is coupled to a processor such
that the processor can read information from, and write information to, the storage
medium. In the alternative, the storage medium may be integral to the processor or the
processor and the storage medium may reside as discrete components in a computing
device or computer system.

[0042] Although specific embodiments have been illustrated and described herein, it
should be appreciated that any subsequent arrangement designed to achieve the same or
similar purpose may be substituted for the specific embodiments shown. This disclosure
is intended to cover any and all subsequent adaptations or variations of various
embodiments.

[0043] The Abstract of the Disclosure is provided with the understanding that it will not

be used to interpret or limit the scope or meaning of the claims. In addition, in the
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foregoing Detailed Description, various features may be grouped together or described in a
single embodiment for the purpose of streamlining the disclosure. This disclosure is not to
be interpreted as reflecting an intention that the claimed embodiments require more
features than are expressly recited in each claim. Rather, as the following claims reflect,
inventive subject matter may be directed to less than all of the features of any of the
disclosed embodiments.

[0044] The previous description of the embodiments is provided to enable a person skilled
in the art to make or use the embodiments. Various modifications to these embodiments
will be readily apparent to those skilled in the art, and the generic principles defined herein
may be applied to other embodiments without departing from the scope of the disclosure.
Thus, the present disclosure is not intended to be limited to the embodiments shown herein
but is to be accorded the widest scope possible consistent with the principles and novel

features as defined by the following claims.
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CLAIMS

1. A method comprising:

receiving a request from a client at a global traffic management server;

sending a global traffic management identifier in response to the request from the
client, wherein the global traffic management identifier is determined based on an address
of the client; and

in response to the client requesting access to a service based on a modified
hostname of the service, identifying a data center associated with the service based on the
modified hostname of the service, wherein the identified data center is useable by the
client to access the service and wherein the modified hostname includes the global traffic
management identifier.
2. The method of claim 1, further comprising;:

receiving a second request from a domain name system server, wherein the second
request includes the modified hostname; and

sending data identifying the data center to the domain name system server.
3. The method of claim 1, wherein the identified data center is one of a plurality of
available data centers that support the service and wherein the global traffic management
identifier is assigned to a plurality of clients.
4. The method of claim 3, wherein each of the plurality of data centers is associated
with a different geographic location.
5. The method of claim 1, further comprising requesting the global traffic
management identifier from a second global traffic management server.
6. The method of claim 1, wherein the global traffic management identifier is
determined based on a latitude and longitude of the client.
7. The method of claim 1, wherein the global traffic management identifier expires
after a predetermined time period has elapsed.
8. A computer-readable medium comprising instructions that, when executed by a
computer, cause the computer to:

send a first request from a client to a global traffic management server,

receive, from the global traffic management server, a global traffic management
identifier that is based on a network address of the client;

generate a modified hostname of a service by modifying a hostname of the service
with the global traffic management identifier; and

access the service based on the modified hostname of the service.
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9. A system, comprising:

a web interface;

a domain name system interface;

a processor; and

a memory storing instructions executable by the processor to:

receive a request from a client via the web interface;

send a global traffic management identifier to the client via the web interface in
response to the request from the client, wherein the global traffic management identifier is
determined based on a service identified by the request and based on a network address of
the client;

receive a second request via the domain name system interface from a domain
name system server, wherein the second request includes a modified hostname that
identifies a hostname of the service and the global traffic management identifier;

identify a data center associated with the service based on the modified hostname
of the service, wherein the identified data center is useable by the client to access the
service; and

send data identifying the data center to the domain name system server.
10.  The system of claim 9, wherein the processor and the memory are integrated into

an authoritative name server.



PCT/US2012/032636

WO 2012/145181

1/4

8
Em__o /

ghoéoo eleq \<

BuiAmuep| eleg
JOA|OSOY SaAI908Y 1UBI|D

SNQ |Beo07 \
(woo aoIAIes MMM IINLLD B mv

SWEU)SOY palipow Yyim
WOD 9JIAI9S MMM
$9SS920Y JUBI[D

\ 101 dl NLD
@; sjsenbay walD
1duog
6 uoneaIpo
~ aWeu}soH

al 1o 1o}
Jejuen eleq sisenbey  PUE Al WLO
S8AI808Y JUBI|D

Janjosay SNA _
T~ by

lajuan ejeq v> ‘.w‘
@mEEmE SN .

(1anlag sweN dAleIIoYINY
weawoebeuey olel | |eqo|o) “69)

Janieg
voL _/

001 k»

WOJ"92IAI9S" MMM

| "Old

(&)

Iauan eleqg
BIA LUOD 8OIAISS MMM
$9S8S900Y 1UBI|D

(peInquisip
Alleaiydesboab 6a)
slauad eleq

zoL _/



WO 2012/145181 PCT/US2012/032636

2/4

200
/

202
RECEIVE A REQUEST FROM A CLIENT AT A SERVER
|
204 ¢ ! 206
DETERMINE A GLOBAL TRAFFIC
MANAGEMENT IDENTIFIER AT THE REQUEST THE GLOBAL TRAFFIC
SERVER (E.G., BASED ON MANAGEMENT IDENTIFIER FROM A
REQUESTED SERVICE, IP SECOND SERVER (E.G., AN ISP
ADDRESS, LATITUDE/LONGITUDE, SERVER)
AND/OR ISP)
| |
v 208

SEND THE GLOBAL TRAFFIC MANAGEMENT IDENTIFIER TO THE CLIENT IN
RESPONSE TO THE REQUEST

l 210

RECEIVE A SECOND REQUEST FROM A DOMAIN NAME SERVER, WHERE THE
SECOND REQUEST INCLUDES A MODIFIED HOSTNAME GENERATED BY
MODIFYING A HOSTNAME OF THE SERVICE TO IDENTIFY THE GLOBAL
TRAFFIC IDENTIFIER

v 212

EXTRACT THE GLOBAL TRAFFIC MANAGEMENT IDENTIFIER FROM THE
MODIFIED HOSTNAME IN THE SECOND REQUEST

l 214

IDENTIFY A DATA CENTER OF A PLURALITY OF DATA CENTERS BASED ON
THE GTM ID, WHERE EACH OF THE PLURALITY OF DATA CENTERS
SUPPORTS THE SERVICE AND IS ASSOCIATED WITH A DIFFERENT

GEOGRAPHIC LOCATION

l 216

SEND DATA IDENTIFYING THE DATA CENTER TO THE DOMAIN NAME
SERVER, WHERE THE DATA CENTER IS USEABLE BY THE CLIENT TO
ACCESS THE SERVICE

FIG. 2
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300
/
302

SEND A FIRST REQUEST FROM A CLIENT TO A SERVER, WHERE THE FIRST
REQUEST IDENTIFIES A SERVICE

! 304

RECEIVE A GLOBAL TRAFFIC MANAGEMENT IDENTIFIER FROM THE SERVER,
WHERE THE GLOBAL TRAFFIC MANAGEMENT IDENTIFIER IS DETERMINED
BASED ON THE SERVICE AND/OR BASED ON AN ADDRESS OF THE CLIENT

l 306

RECEIVE A SCRIPT FROM THE SERVER

Il 308

EXECUTE THE SCRIPT TO GENERATE A MODIFIED HOSTNAME OF THE
SERVICE BY MODIFYING A HOSTNAME OF THE SERVICE WITH THE GLOBAL
TRAFFIC MANAGEMENT IDENTIFIER

Il 310

SEND A SECOND REQUEST TO ACCESS THE SERVICE TO A DOMAIN NAME
SERVER

l 312

RECEIVE DATA IDENTIFYING A DATA CENTER FROM THE DOMAIN NAME
SERVER, WHERE THE DATA CENTER IS IDENTIFIED BASED ON THE GLOBAL
TRAFFIC MANAGEMENT IDENTIFIER OF THE MODIFIED HOSTNAME

! 314

ACCESS THE SERVICE VIA THE IDENTIFIED DATA CENTER

Il 316

CACHE THE GLOBAL TRAFFIC MANAGEMENT IDENTIFIER

l 318

USE THE GLOBAL TRAFFIC MANAGEMENT IDENTIFIER DURING AT LEAST
ONE SUBSEQUENT ACCESS OF THE SERVICE

FIG. 3
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