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AA  Memory read-write module

BB Data read-write interface module

CC Unencrypted write data

DD Decrypted read data

EE Data encryption and decryption module
FF Encrypted write data

GG Undecrypted read data K1
HH Read key

Il Write key

JJ  Memory bank

KK Data memory

LL Secrete key memory

MM True random number

NN  True random number generator

(57) Abstract: Provided in the present invention is a storage data encryption and decryption method, comprising: step 1: providing a
true random number generator used for generating a plurality of secret keys; step 2: providing a data memory used for storing data and a
secret key memory used for storing the secret keys, and writing the secret keys into the secret key memory; and step 3: providing a data
read-write interface module used for reading and writing data, and providing a data encryption and decryption module used for reading
the secret keys and carrying out an encryption and decryption operation, wherein the data encryption and decryption module encrypts
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data written in from the data read-write interface module and then writes the data into the data memory, and the data encryption and
decryption module decrypts data read from the data memory and then reads the data into the data read-write interface module. Also
provided in the present invention is a storage data encryption and decryption device. The present invention may effectively enhance
the security of data.
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