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Dynamic setup of secure communication

Field of the invention

The present invention relates to an apparatus, a method, and
a computer program product related to secure communication.
More particularly, the present invention relates to an
apparatus, a method, and a computer program product related

to dynamic setup of secure communication.

Abbreviations

3GPP 3rd Generation Partnership Project
BTS Base Transceiver Station

CA Carrier Aggregation

CoMP Coordinated MultiPoint (transmission)
eCoMP enhanced CoMP

EDGE Enhanced Data rates for GSM Evolution
eNB eNodeB

EPC Evolved Packet Core

E-UTRAN Evolved UTRAN

GPRS Generic Packet Radio Service

GSM Global System for Mobile Communication
IE Information Element (ASN.1 term)

IETE Internet Engineering Task Force

IP Internet Protocol

IPsec IP Security

LTE Long Term Evolution

LTE-A LTE Advanced

MME Mobility Management Entity

Rel Release
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2
RTT Round Trip Time
S1AP S1 Application Protocol
TLA Transport Layer Address (e.g.: an IP address)
TLS Transport Layer Security (a security protocol by
the IETFE)
TS Technical Specification
UMTS Universal Mobile Telecommunications System
UTRAN UMTS Terrestrial Radio Access Network
WiFi Wireless Fidelity
WLAN Wireless Local Area Network
X2AP X2 Application Protocol

Background of the invention

This application may relate to backhaul networks for LTE (E-
UTRAN) deployments. For example, it may affect the inter-eNR
connections (i.e. direct connection between neighbour base
stations), the so-called X2 1links. Two different network
topologies/architectures are available, namely “X2 star” and
“X2 mesh”. While the first one represents a more simple
network architecture, basically by routing all inter-eNB
traffic up to a central location and distributing it back
from there (hub-and-spoke architecture), it is lacking
performance for these connections due to the longer path.
Contrary, X2 mesh implements direct connections between the
eNB, thus potentially offering reduced latency and higher
capacity - at the cost of a more complex

installation/configuration.

By adding IPsec for transport security to the scenario, the

deployment of “X2 mesh” becomes even more complex, as it
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requires dynamic management of IPsec tunnels between
neighbouring base stations, while with X2 star a single IPsec
tunnel from each eNB to a (central) security gateway 1is
sufficient. In the context of the present application, a
security gateway terminates the IPsec tunnel from a
communication device such as an eNB, and may relay the
communication to another IPsec tunnel to another
communication device which is terminated at the security
gateway, too. Thus, the security gateway enables secure
communication between two communication devices via two IPsec
tunnels which are terminated at the security gateway. The
communication between the two communication devices may be
via more than two IPsec tunnels if more than one security
gateway 1s involved. In this case, there 1is a respective
IPsec tunnel from the first communication device to the first
security gateway, from there to the second security gateway,
(from there to the third security gateway,..,) and from there

to the second communication device.

Fig. 1 shows an example network deployment with IPsec
tunnels. In Fig. 1, three eNBs 1001, 1002, and 1003 are
shown. By physical layer connections (shown by thin solid
lines), they are connected to a router 1011, such as a cell
site router. A local security gateway 1012 is connected to
the router 1011. The router 1011 is connected to the EPC 1040
(including MME) via a Dbackhaul network 1020 and the
corresponding edge router 1031. A central security gateway
1032 is connected on the physical layer to the edge router
1031.

The S1 connection between eNB 1001 and EPC 1040 is realized
by connecting the eNB to the central security gateway 1032 by

an IPsec tunnel la. The central security gateway 1032 may be
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connected to the EPC 1040 by another 1IPsec tunnel (not
shown). Alternatively, the central security gateway 1032 may
be connected to the EPC by an unsecured connection (not
shown), in particular, if the central security gateway and
the EPC are both in the protected domain of the operator.
I.e., the S1 connection between eNB 1001 and EPC 1040 is
realized by two connections which are both terminated by the
central security gateway 1032, which relays traffic from
IPsec tunnel la to the connection to the EPC. In a
conventional X2 star deployment (i.e. an X2 deployment in
star topology), IPsec tunnel la between eNB 1001 and central
security gateway 1032 is also used for X2 connections of eNB
1001. As an example, in Fig. 1, eNB 1004 (which is not
connected to router 1011), has an IPsec tunnel 1lb to the
central security gateway, which 1is used for both its S1
connection and its X2 connection. Thus, eNB 1001 may
communicate securely with eNB 1004 wvia IPsec tunnels la and
1b, and the communication is relayed between the tunnels la

and 1lb by the central security gateway 1032.

An example of a conventional X2 mesh deployment (i.e., an X2
deployment in mesh topology) is shown by X2 link between eNBs
1002 and 1003. The corresponding IPsec tunnel 2 runs directly
between the two eNB 1002 and 1003. Within the present
application, “directly” means that the IPsec tunnel is not
interrupted (i.e., not terminated between the “directly”
communicating entities); the physical layer connection may

run via other network elements such as router 1011, as shown.

The X2 link between eNBs 1001 and 1003 combines advantages of
X2 mesh and star topology. It runs over IPsec tunnel 3a
between eNB 1001 and the local security gateway 1012, and
IPsec tunnel 3b between local security gateway 1012 and eNBR
1003. Both 1IPsec tunnels 3a and 3b are terminated at the

local security gateway 1012 which relays traffic from one of
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these tunnels to the other. Thus, performance and capacity
are similar to X2 mesh topology, while the configuration
simplicity and resource utilization (in particular as regards
the number of 1IPsec tunnels) 1s comparable to X2 star
topology. Note that, in general, cell site routers and local
security gateways are expected to provide sufficient IPsec

performance for all X2 traffic.

When IPsec is not in use, the implementation of X2 star vs.
X2 mesh merely turns into routing configuration discussion -
basically without any real impact on the end points (most of
all eNBs). In such scenarios, it 1is trivial to configure
network routers in a way that packets are routed on a
short (est) path between eNBs instead of traversing the
network up to a central hub such as the central security
gateway 1032. However, this scenario cannot simply be applied

for IPsec based deployments.

Regarding the selection of IPsec endpoints for X2 interfaces,
either X2-star (using the same tunnel as S1 interface) or
full X2-mesh (dedicated tunnel for each pair of eNBs) may be
configured automatically (see 3GPP TS 36.413).

Summary of the invention

It is an object of the present invention to improve the prior

art.

According to a first aspect of the invention, there 1is
provided an apparatus, comprising identifying means adapted
to identify a first tunnel endpoint a communication device
should use for securely communicating with the apparatus;
providing means adapted to provide an address of the first

tunnel endpoint to the communication device, regardless of
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whether the address of the first tunnel endpoint 1is an
address of the apparatus or an address of a gateway different

from the apparatus.

The providing means may be adapted to provide an address of
the apparatus as the address of the first tunnel endpoint to
the communication device if the identifying means identifies
that the communication device should communicate securely

directly with the apparatus.

The apparatus may further comprise first distance determining
means adapted to determine a geographical distance to the
communication device; wherein the identifying means 1is
adapted to identify the tunnel end point based on the

geographical distance.

The first distance determining means may be adapted to
determine the geographical distance based on a received
information of a geographical location of the communication

device.

The apparatus may further comprise first roundtrip time
determining means adapted to determine a total roundtrip time
to the communication device; wherein the identifying means
may be adapted to identify the tunnel end point based on the

total roundtrip time.

The apparatus may further comprise roundtrip time measuring
means adapted to measure a first roundtrip time between the
apparatus and the first tunnel endpoint; wherein the first
roundtrip time determining means may be adapted to determine

the total roundtrip time based on the first roundtrip time
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and a received information on a second roundtrip time between

the communication device and the first tunnel endpoint.

The apparatus may further comprise first traffic determining
means adapted to determine a previous traffic between the
communication device and the apparatus; wherein the
identifying means may be adapted to identify the tunnel end

point based on the previous traffic.

The identifying means may be adapted to identify plural
tunnel endpoints including the first tunnel endpoint, wherein
the communication device should use one of the plural tunnel
endpoints for the securely communicating with the apparatus;
the providing means may be adapted to provide addresses of

the plural tunnel endpoints to the communication device.

The apparatus may further comprise deciding means adapted to
decide on a respective priority for each of the plural tunnel
endpoints, wherein the providing means may be adapted to
provide the respective priority along with the address of

each of the plural tunnel endpoints.

The apparatus may further comprise second distance
determining means adapted to determine a geographical
distance to the communication device; wherein the deciding
means may be adapted to decide on the priorities based on the

geographical distance.

The apparatus may further comprise second roundtrip time
determining means adapted to determine a respective total
roundtrip time to the communication device for each of the

plural tunnel endpoints; wherein the deciding means may be
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adapted to decide on the priorities based on the respective

total roundtrip times.

The apparatus may further comprise second traffic determining
means adapted to determine a previous traffic between the
communication device and the apparatus; wherein the deciding
means may be adapted to decide on the priorities based on the

previous traffic.

According to a second aspect of the invention, there is
provided an apparatus, comprising determining means adapted
to determine a first address of plural received addresses of
respective tunnel endpoints, wherein the plural received
addresses of the tunnel endpoints are received in one or more
messages indicating that one of the tunnel endpoints should
be wused for securely communicating with a communication
device; establishing means adapted to establish a first
tunnel to a first tunnel endpoint of the tunnel endpoints for
securely communicating with the communication device, wherein

the first tunnel endpoint has the determined first address.

The determining means may be adapted to determine the first
address based on received priorities for the plural received

addresses.

The apparatus may further comprise monitoring means adapted
to monitor if the establishing of the first tunnel fails;
wherein the determining means may be adapted to determine, if
the establishing of the first tunnel fails, a second address
of the plural received addresses different from the first
address; and the establishing means may be adapted to
establish, if the establishing of the first tunnel fails, a

second tunnel to a second tunnel endpoint of the tunnel
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endpoints for securely communicating with the communication
device, wherein the second tunnel endpoint has the determined

second address.

The determining means may be adapted to determine the second

address based on the received priorities.

The apparatus may further comprise location providing means
adapted to provide an information on a geographical location
of the apparatus 1in response to a first configuration

request.

The apparatus may further comprise roundtrip time measuring
means adapted to measure a roundtrip time between the
apparatus and the first tunnel endpoint; roundtrip time
providing means adapted to provide an information on the

roundtrip time in response to a second configuration request.

The apparatus may further comprise comparing means adapted to
compare the first address with an address of an established
tunnel endpoint of an established tunnel for securely
communicating with an endpoint device; inhibiting means
adapted to inhibit the establishing of the first tunnel
different from the established tunnel if the first address
corresponds to the address of the established tunnel

endpoint.

According to a third aspect of the invention, there 1is
provided an apparatus, comprising comparing means adapted to
compare a received address of a first tunnel endpoint with an
address of an established tunnel endpoint of an established
tunnel for securely communicating with a communication

device, wherein the received address of the first tunnel
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endpoint 1s received in a message indicating that a first
tunnel to the first tunnel endpoint should be established for
securely communicating with a first communication device;
inhibiting means adapted to inhibit establishing the first
tunnel different from the established tunnel if the received
address corresponds to the address of the established tunnel

endpoint.

According to a fourth aspect of the invention, there is
provided a base station apparatus, comprising base station
means adapted to provide a base station functionality of a
radio access technology; communicating means adapted to
communicate securely with a base station device for providing
the base station functionality; and an apparatus according to
any of the first to third aspects, wherein the base station
device comprises the communication device; and the
communicating means 1s adapted to wuse the first tunnel
endpoint for the securely communicating with the base station

device.

According to a fifth aspect of the invention, there 1is
provided an apparatus, comprising identifying circuitry
configured to identify a first tunnel endpoint a
communication device should use for securely communicating
with the apparatus; providing circuitry configured to provide
an address of the first tunnel endpoint to the communication
device, regardless of whether the address of the first tunnel
endpoint is an address of the apparatus or an address of a

gateway different from the apparatus.

The providing circuitry may be configured to provide an
address of the apparatus as the address of the first tunnel

endpoint to the communication device 1if the identifying
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circuitry identifies that the communication device should

communicate securely directly with the apparatus.

The apparatus may further comprise first distance determining
circuitry configured to determine a geographical distance to
the communication device; wherein the identifying circuitry
is configured to identify the tunnel end point based on the

geographical distance.

The first distance determining circuitry may be configured to
determine the geographical distance based on a received
information of a geographical location of the communication

device.

The apparatus may further comprise first roundtrip time
determining circuitry configured to determine a total
roundtrip time to the communication device; wherein the
identifying circuitry may be configured to identify the

tunnel end point based on the total roundtrip time.

The apparatus may further comprise roundtrip time measuring
circuitry configured to measure a first roundtrip time
between the apparatus and the first tunnel endpoint; wherein
the first roundtrip time determining circuitry may be
configured to determine the total roundtrip time based on the
first roundtrip time and a received information on a second
roundtrip time between the communication device and the first

tunnel endpoint.

The apparatus may further comprise first traffic determining
circuitry configured to determine a previous traffic between

the communication device and the apparatus; wherein the
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identifying circuitry may be configured to identify the

tunnel end point based on the previous traffic.

The identifying circuitry may be configured to identify
plural tunnel endpoints including the first tunnel endpoint,
wherein the communication device should use one of the plural
tunnel endpoints for the securely communicating with the
apparatus; the providing circuitry may be configured to
provide addresses of the plural tunnel endpoints to the

communication device.

The apparatus may further comprise deciding circuitry
configured to decide on a respective priority for each of the
plural tunnel endpoints, wherein the providing circuitry may
be configured to provide the respective priority along with

the address of each of the plural tunnel endpoints.

The apparatus may further comprise second distance
determining circuitry configured to determine a geographical
distance to the communication device; wherein the deciding
circuitry may be configured to decide on the priorities based

on the geographical distance.

The apparatus may further comprise second roundtrip time
determining circuitry configured to determine a respective
total roundtrip time to the communication device for each of
the plural tunnel endpoints; wherein the deciding circuitry
may be configured to decide on the priorities based on the

respective total roundtrip times.

The apparatus may further comprise second traffic determining
circuitry configured to determine a previous traffic between

the communication device and the apparatus; wherein the
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deciding circuitry may be configured to decide on the

priorities based on the previous traffic.

According to a sixth aspect of the invention, there 1is
provided an apparatus, comprising determining circuitry
configured to determine a first address of plural received
addresses of respective tunnel endpoints, wherein the plural
received addresses of the tunnel endpoints are received in
one or more messages indicating that one of the tunnel
endpoints should be used for securely communicating with a
communication device; establishing circuitry configured to
establish a first tunnel to a first tunnel endpoint of the
tunnel endpoints for securely communicating with  the
communication device, wherein the first tunnel endpoint has

the determined first address.

The determining circuitry may be configured to determine the
first address based on received priorities for the plural

received addresses.

The apparatus may further comprise monitoring circuitry
configured to monitor if the establishing of the first tunnel
fails; wherein the determining circuitry may be configured to
determine, if the establishing of the first tunnel fails, a
second address of the plural received addresses different
from the first address; and the establishing circuitry may be
configured to establish, if the establishing of the first
tunnel fails, a second tunnel to a second tunnel endpoint of
the tunnel endpoints for securely communicating with the
communication device, wherein the second tunnel endpoint has

the determined second address.
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The determining circuitry may be configured to determine the

second address based on the received priorities.

The apparatus may further comprise location providing
circuitry configured to provide an information on a
geographical location of the apparatus in response to a first

configuration request.

The apparatus may further comprise roundtrip time measuring
circuitry configured to measure a roundtrip time between the
apparatus and the first tunnel endpoint; roundtrip time
providing circuitry configured to provide an information on
the roundtrip time 1in response to a second configuration

request.

The apparatus may further comprise comparing circuitry
configured to compare the first address with an address of an
established tunnel endpoint of an established tunnel for
securely communicating with an endpoint device; inhibiting
circuitry configured to inhibit the establishing of the first
tunnel different from the established tunnel if the first
address corresponds to the address of the established tunnel

endpoint.

According to a seventh aspect of the invention, there is
provided an apparatus, comprising comparing circuitry
configured to compare a received address of a first tunnel
endpoint with an address of an established tunnel endpoint of
an established tunnel for securely communicating with a
communication device, wherein the received address of the
first tunnel endpoint 1is received in a message 1indicating
that a first tunnel to the first tunnel endpoint should be

established for securely communicating with a first
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communication device; inhibiting c¢ircuitry configured to
inhibit establishing the first tunnel different from the
established tunnel if the received address corresponds to the

address of the established tunnel endpoint.

According to a eighth aspect of the invention, there 1is
provided a base station apparatus, comprising base station
circuitry configured to provide a base station functionality
of a radio access technology; communicating circuitry
configured to communicate securely with a base station device
for providing the base station functionality; and an
apparatus according to any of the fifth to seventh aspects,
wherein the base station device comprises the communication
device; and the communicating circuitry is configured to use
the first tunnel endpoint for the securely communicating with

the base station device.

According to a ninth aspect of the invention, there 1is
provided a method, comprising identifying a first tunnel
endpoint a communication device should use for securely
communicating with an apparatus performing the method;
providing an address of the first tunnel endpoint to the
communication device, regardless of whether the address of
the first tunnel endpoint is an address of the apparatus or

an address of a gateway different from the apparatus.

The providing may comprise providing an address of the
apparatus as the address of the first tunnel endpoint to the
communication device if it is identified that the
communication device should communicate securely directly

with the apparatus.
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The method may further comprise determining a geographical
distance to the communication device; wherein the tunnel end

point is identified based on the geographical distance.

The geographical distance may be determined based on a
received information of a geographical location of the

communication device.

The method may further comprise determining a total roundtrip
time to the communication device; wherein the tunnel end

point is identified based on the total roundtrip time.

The method may further comprise measuring a first roundtrip
time between the apparatus and the first tunnel endpoint;
wherein the total roundtrip time may be determined based on
the first roundtrip time and a received information on a
second roundtrip time between the communication device and

the first tunnel endpoint.

The method may further comprise determining a previous
traffic between the communication device and the apparatus;
wherein the tunnel end point may be identified based on the

previous traffic.

The method may further comprise identifying plural tunnel
endpoints including the first tunnel endpoint, wherein the
communication device should use one of the plural tunnel
endpoints for the securely communicating with the apparatus;
providing addresses of the plural tunnel endpoints to the

communication device.

The method may further comprise deciding on a respective

priority for each of +the plural tunnel endpoints, and



10

15

20

25

30

WO 2016/141964 19 PCT/EP2015/054825

providing the respective priority along with the address of

each of the plural tunnel endpoints.

The method may further comprise determining a geographical
distance to the communication device; and deciding on the

priorities based on the geographical distance.

The method may further comprise determining a respective
total roundtrip time to the communication device for each of
the plural tunnel endpoints; and deciding on the priorities

based on the resgspective total roundtrip times.

The method may further comprise determining a previous
traffic between the communication device and the apparatus;

and deciding on the priorities based on the previous traffic.

According to a tenth aspect of the invention, there 1is
provided a method, comprising determining a first address of
plural received addresses of respective tunnel endpoints,
wherein the plural received addresses of the tunnel endpoints
are received in one or more messages indicating that one of
the tunnel endpoints should be used for securely
communicating with a communication device; establishing a
first +tunnel to a first tunnel endpoint of the tunnel
endpoints for securely communicating with the communication
device, wherein the first tunnel endpoint has the determined

first address.

The method may further comprise determining the first address
based on received ©priorities for the ©plural received

addresses.
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The method may further comprise monitoring if the
establishing of the first tunnel fails; determining, if the
establishing of the first tunnel fails, a second address of
the plural received addresses different from the first
address; and establishing, if the establishing of the first
tunnel fails, a second tunnel to a second tunnel endpoint of
the tunnel endpoints for securely communicating with the
communication device, wherein the second tunnel endpoint has

the determined second address.

The determining of the second address may be based on the

received priorities.

The method may further comprise providing an information on a
geographical location of an apparatus performing the method

in response to a first configuration request.

The method may further comprise measuring a roundtrip time
between an apparatus performing the method and the first
tunnel endpoint; providing an information on the roundtrip

time in response to a second configuration regquest.

The method may further comprise comparing the first address
with an address of an established tunnel endpoint of an
established tunnel for securely communicating with an
endpoint device; inhibiting the establishing of the first
tunnel different from the established tunnel if the first
address corresponds to the address of the established tunnel

endpoint.

According to an eleventh aspect of the invention, there is
provided a method, comprising comparing a received address of

a first tunnel endpoint with an address of an established
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tunnel endpoint of an established +tunnel for securely
communicating with a communication device, wherein the
received address of the first tunnel endpoint is received in
a message indicating that a first tunnel to the first tunnel
endpoint should be established for securely communicating
with a first communication device; inhibiting establishing
the first tunnel different from the established tunnel if the
received address corresponds to the address of the

established tunnel endpoint.

Each of the methods of the ninth to eleventh aspects may be a

method of dynamic setup of secure communication.

According to a twelfth aspect of the invention, there is
provided a computer program product comprising a set of
instructions which, when executed on an apparatus, is
configured to cause the apparatus to carry out the method
according to any of the ninth to eleventh aspects. The
computer program product may be embodied as a
computer-readable medium or directly loadable into a

computer.

According to some embodiments of the invention, at least the
following advantages are provided:
e short latency times may be realized when and where
needed;
e low hardware requirements on eNB side;
e the solution may be backwards compatible for the
interfaces;
e the number of established IPsec tunnels may be minimized
for the desired X2 configuration;
e reliability of the network deployment is enhanced;

e higher user satisfaction;
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e load on central security gateway is reduced; and
e manual administration effort may be alleviated or

eliminated.

It is to be understood that any of the above modifications
can be applied singly or in combination to the respective
aspects to which they refer, unless they are explicitly

stated as excluding alternatives.

Brief description of the drawings

Further details, features, objects, and advantages are
apparent from the following detailed description of the
preferred embodiments of the present invention which is to be

taken in conjunction with the appended drawings, wherein

Fig. 1 shows an example network deployment with IPsec

tunnels;

Fig. 2 shows an apparatus according to an embodiment of the
invention;

Fig. 3 shows a method according to an embodiment of the
invention;

Fig. 4 shows an apparatus according to an embodiment of the
invention;

Fig. 5 shows a method according to an embodiment of the
invention;

Fig. 6 shows an apparatus according to an embodiment of the
invention;

Fig. 7 shows a method according to an embodiment of the
invention; and

Fig. 8 shows an apparatus according to an embodiment of the

invention.

Detailed description of certain embodiments
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Herein below, certain embodiments of the present invention
are described in detail with reference to the accompanying
drawings, wherein the features of the embodiments can be
freely combined with each other unless otherwise described.
However, it 1is to be expressly understood that the
description of certain embodiments is given for by way of
example only, and that it 1s by no way intended to be
understood as limiting the invention to the disclosed

details.

Moreover, 1t 1s to be understood that the apparatus 1is
configured to perform the corresponding method, although in
some cases only the apparatus or only the method are

described.

In backhaul networks based on X2 mesh architecture, the
deployment of IPsec introduces several challenges for the

overall network operation:

1. IPsec consumes significant resources in the endpoints
(namely the two eNB terminating the X2 1link). Based on
the eNB type (and implementation) it is obvious, that in
some cases the resources might be strictly limited
(especially in eNB tailored for small cells) and an eNB
might not be able to establish another X2 1link due to
missing IPsec resources (even while all other resources
needed, e.g. in the control plane processing, might
still be available). A simple example for such resource
constraints is the number of supported IPsec policies in

a certain eNB.

2. When an IPsec enabled X2 1link fails to establish on the
IPsec layer (that means, the tunnel does not come up),

the requestor of the tunnel does not get any information
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about why this process failed. This is an inherent issue
of the 1IPsec approach, as without the tunnel no

information can be transferred.

3. In some network scenarios, i1t may be desirable to
implement a mixture of X2 star and X2 mesh deployments.
For example, an X2 mesh topology might be employed only
for X2 1links considered important in general. In order
to avoid huge impact on end user services, the operator
could also deploy an additional security gateway which
is more local to the BTS site (“ocal” security
gateway), such as local security gateway 1012 shown in
Fig. 1. Note that, according to some embodiments of the
invention, the local security gateway may be used as a
fallback in case no direct connections between the eNB
could be established anymore (e.g. due to lack of

processing resources).

In today’s LTE networks, the X2 connections are receiving
minor attention, as they are used only for handover scenarios
in a rather limited way. X2 mesh deployments might not be
needed at all at this stage. However, based on upcoming LTE-A
features (e.g., inter-eNRB Carrier Aggregation/Dual
Connectivity and eCoMP), communication via X2 will
dramatically increase and rather stringent performance
requirements will apply (e.g., max. latency target between
two eNBs is b5ms, which includes IPsec processing as well as
the <transmission delay in the transport network). Thus,
efficient (but still secure) X2 links will be required in the

near future.

When a limited number of secured X2-mesh connections are
possible only, it has to be decided for each eNB to which

other eNB a secured X2-mesh connection 1is to be established.
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Preferably, eNBs establish those X2-mesh links for which the
benefit is largest compared to an X2-star link. For example,
the benefit may be large for eNBs with high traffic volumes
among them or where latency can be reduced most. Depending on
criteria, different X2-links might be the most suitable ones.
In addition, operators might want to choose their preferred

criteria.

Conventionally, a partial X2-mesh network (some eNBs are
connected directly to the eNB under consideration, while
other eNBs are connected via one or more security gateways),
the respective used X2 IPsec endpoints (i.e. the respective
IPsec tunnel configurations) have to be configured manually,
which is impractical and error prone. For example, on IPsec
level, one eNB may be connected directly to a first group of
eNBs, via a local security gateway to a second group of eNBs,

and via a central security gateway to a third group of eNBs.

According to some embodiments of the invention, S1 messages
are used to convey information from a first eNB (source eNR)
to a second eNB (target eNB) whether it wants to communicate
securely with the second eNB in a star configuration (via a
security gateway) or directly (mesh or partial mesh
configuration). Namely, the second eNB can get information of
the first eNB over the backhaul by wusing the S1-AP eNB
configuration transfer procedure (from the first eNB to MME)
and the S1-AP MME configuration transfer procedure (from MME
to the second elNB).

Conventionally (see 3GPP TS 36.413, v 12.4.0, sections 8.15
and 8.16), the eNB configuration transfer message and MME
configuration transfer message may comprise an IE IPsecTLA
indicating the IP address of the tunnel endpoint to be used
for X2 communication with the first eNB. If the second eNB is

configured to use the same 1IPsec tunnel for S1 and X2
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communication (X2 star configuration according to tunnels la

and 1b in Fig. 1), IE IPsecTLA is ignored.

According to some embodiments of the invention, the
configuration transfer messages are not modified Dbut
differently interpreted by the eNBs. In case of an intended
direct X2 communication (X2 mesh configuration or X2 partial
mesh configuration), eNB fills its own IP address into the
IPsecTLA address field. In case of an intended X2
communication via a security gateway (X2 star configuration
or partial X2 mesh configuration), it fills the IP address of
the respective security gateway into the IP address field.
Thus, the first eNB may also select between different
security gateways such as the local security gateway 1012 and

the central security gateway 1032 of Fig. 1.

According to these embodiments of the invention, the second
eNB establishes an IPsec tunnel to the address indicated in

IPsecTLA.

According to some of these embodiments of the invention, the
second eNB first checks if the IP address of the IPsecTLA is
already used as tunnel endpoint. In this case, it refrains
from establishing a new IPsec tunnel but uses the existing
tunnel for X2 communication with the first eNB. Thus,

establishment of another IPsec tunnel i1s avoided.

According to some embodiments of the invention, the eNB
configuration transfer message and MME configuration transfer
message may comprise plural IP addresses of tunnel endpoints
(either in one modified IE 1IPsecTLA or in plural IEs,
depending on the implementation). This allows specifying some
or all the viable communication options per eNB.
Consequently, the receiving eNB is enabled to choose from the

offered IP address a most suitable option (e.g. based on
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avallable resources, and/or based on the needs, and/or the

current network status).

These embodiments allow for flexible X2 1link creation that
gives the eNBs the choice between resource consuming (but
efficient) X2 mesh connections and simple (but less
performant) X2 star connections for each X2 1link to be
established. The selection can be based on dynamic runtime
information and does not have to be pre-configured by the

operator.

The first eNB may also associate a priority with the
signalled options. The second eNB may take these priorities
into account when selecting the option for the secure
communication with the first eNB. Priorities may be indicated
in several different ways. E.g., they may be indicated by
priority wvalues, or they may be indicated implicitly by the
sequence of the IP addresses in the configuration transfer

messages.

In addition, if plural IP addresses are indicated, fallback
mechanisms to mitigate (temporary) network failures can be
implemented. For example, the target eNB may select one of
the options and try to establish the corresponding IPsec
tunnel. If this fails, it may select another option and try
to establish the corresponding IPsec tunnel etc., until it
succeeds or until it has tried all options. Also in this
case, the communicated priorities may be taken into account
for determining the sequence, according to which the options

are tried.

For example, if a direct tunnel among two eNBs could not be
established, the two eNbs could still establish a tunnel via
the central security gateway. As another example, the two

eNBs might fallback from the use of a local security gateway
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to a central one, or from the use of a local (or central)

security gateway to a direct connection.

Candidate sets for X2-mesh links (X2-star links) and also the
preferred security gateways in case of a X2 star
configuration may change over time. In case of such a change,
a source eNB may use MME/eNB Configuration Transfer messages
to indicate changed IP addresses to one or more other eNBs
(peers). Thus, e.g. the source eNB may indicate that the X2-
link has to be changed from X2-mesh to X2-star or vice versa,
or from one security gateway to another security gateway.
However, as each such change may interrupt the X2 1link
shortly, changes in the X2-1links should be done rarely, i.e.

more on a daily than on an hourly or minutely time scale.

Both eNBs of an X2 1link may use one or more of the several
criteria for X2 1link configuration. More in detail, the
source eNB may use one or more of these criteria to determine
the tunnel endpoint in case it provides only one IP address
of an IPsec tunnel endpoint in the configuration transfer
message, In case the source eNB provides plural IP addresses
of tunnel endpoints in the configuration transfer message,
the same criteria may be used to determine the respective

priorities, which may be provided to the target eNB.

On the other hand, the target eNB may use one or more of the
several criteria to select one of the offered IP address
options if the source eNB provides plural IP addresses of

plural IPsec tunnel endpoints.

Some example criteria which may be used will be discussed at
greater detail hereinafter. Namely, one, some, or all of the
following criteria may be applied:

1. geographical distance between the eNBs;

2. round trip time between the eNBs;
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3. capability of inter eNB carrier aggregation and/or
eCoMP;

4. previous X2 traffic between the eNBs;

5. current network conditions; and

6. operator configured priorities.

The considered criteria may be combined in one metric.
Regspective weights may be associated to each of the

considered criteria.

As regards criterion 1, in general, co-located or closely
located eNBs are expected to have low X2-latency. Thus, they
are typically well suited for X2-mesh links.

In order to determine the geographical distance, according to
some embodiments of the invention, one eNB requests the other
eNB to provide its geographical location. Such request and
the corresponding response may be conveyed by the S1
configuration transfer messages, which are to be enhanced
over nowadays 3GPP standards. The receiving eNB may then
calculate the geographical distance from its known own

position and the received location information.

As regards criterion 2, it might be worth to establish an X2-
mesh link where the X2-star latencies are too large. An eNB
(source eNB) might request another one (target eNB) to
provide the RTT among the target eNB and the security gateway
in an X2-star topology. The source eNB can combine this
information with own information on RTTs among the source eNB
and the X2-star security gateway and (if available) the RTT
among source eNB and target eNB to determine the benefit of

using X2-mesh instead of X2-star.

For example, each of source eNB and target eNB may measure

RTT between itself and the security gateway. Target eNB
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provides information on this RTT to source eNB, and source
eNB calculates an approximate RTT between itself and target
eNB in the star configuration by adding these RTTs. In
addition, if available, it may compare the calculated RTT in
the star configuration with one or both of a measured RTT
between itself and the target eNB in star configuration and a

mesh configuration.

For example, mesh configuration may be prioritized only if
the gain of RTT is at least a certain percentage of the RTT
of the mesh configuration. As another example, mesh
configuration 1is prioritized only 1if a <certain latency
requirement can be fulfilled in mesh configuration but not in

star configuration.

The request for information on RTT and the information on RTT
may be conveyed by the S1 configuration transfer messages,

which are to be enhanced over nowadays 3GPP standards.

As regards criterion 3, for carrier aggregation and/or eCoMP
(e.g. of Release 12) quite stringent latency requirements for
the X2 traffic are expected, which might be difficult to
fulfill for inter-eNB carrier aggregation / inter-eNB eCoMP,
if X2-star configuration is adopted. Therefore, according to
some embodiments of the invention, eNBs exchange information
on their capability for inter-eNB CA and/or inter-eNB eCoMP.
For example, if one of them is not capable of inter-eNB CA
and inter-eNB eCoMP, X2-star configuration is preferred. As
another example, if both eNBs are capable of at least one of
inter-eNB CA and inter-eNB eCoMP, X2-mesh configuration is
preferred in order to fulfil more 1likely the latency

requirements.

The request for information on inter-eNB CA capability and

the information on inter-eNB CA capability may be conveyed by
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the S1 configuration transfer messages, which are to be

enhanced over nowadays 3GPP standards.

As regards criterion 4, each of the eNB may determine the
previous traffic on the X2 interface to the other eNB.
“Previous” may mean the total or average traffic over a
predefined time such as the last minute, the last hour, the
last two hours, the last day etc. For example, 1if the
previous X2 traffic was higher than a certain threshold, X2-
mesh configuration may be preferred, otherwise, X2-star

configuration may be preferred.

As regards criterion 5, each of the eNBs may evaluate some
network conditions it 1s aware of (e.g. some RTT, some
jitter, etc.). Alternatively, or in addition, it may receive
information on network condition from some network monitoring
tool. For example, if the network conditions are “good”, X2-
star configuration may be preferred. As another example, if
the network conditions are “poor”, X2-mesh configuration may

be preferred because it consumes less network resources.

As regards criterion 6, the operator may configure a priority
or preference. The priority or preference may be configured
in each eNB, e.g. by 0&M. As another option, the priority or
preference may be configured in MME, and conveyed to the eNBs
by S1 MME configuration transfer message. In this case, MME
configuration transfer message 1s to Dbe enhanced over

nowadays 3GPP standards.

E.g., this criterion may be combined with one or more of the
other <criteria are 1in one metric. Depending on his
preferences, the operator may construe the metric such that
there 1is a prevalence for one of X2-star and X2-mesh

configuration.
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For example, a metric may be construed as metric = operator-
priority + sub-metric (criterion 1 to criterion 5). X2-star
configuration is used if metric < K, and X2-mesh
configuration is used if metric 2 K. K is a predefined value.
sub-metric (criterion 1 to criterion 5) designates some
numerical value which turns out from considering some or all
of criteria 1 to 5. If operator-priority has a positive
value, X2-mesh configuration is generally preferred, while,
if operator-priority has a negative value, X2-star

configuration is generally preferred.

Fig. 2 shows an apparatus according to an embodiment of the
invention. The apparatus may be communication entity or an
element thereof. In particular, the apparatus may be a base
station such as an eNB, or an element thereof. Fig. 3 shows a
method according to an embodiment of the invention. The
apparatus according to Fig. 2 may perform the method of Fig.
3 but is not limited to this method. The method of Fig. 3 may
be performed by the apparatus of Fig. 2 but is not limited to
being performed by this apparatus.

The apparatus comprises identifying means 10 and providing

means 20.

The identifying means 10 identifies a tunnel endpoint a
communication device should use for securely communicating
with the apparatus (S10). For example, in order to identify
the tunnel endpoint, it may apply one or more the criteria 1
to 6 discussed hereinabove. The communication device may be

another base station such as a eNB.

The providing means 20 provides an address of the tunnel
endpoint to the communication device (S20). The providing
means provides the address of the tunnel endpoint regardless

of whether the address of the tunnel endpoint is an address
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of the apparatus (i.e., if a direct connection between the
apparatus and the communication device is intended) or an
address of a gateway different from the apparatus (i.e., if a
X2-star connection via a gateway such as a security gateway

is intended).

Fig. 4 shows an apparatus according to an embodiment of the
invention. The apparatus may be communication entity or an
element thereof. In particular, the apparatus may be a base
station such as an eNB, or an element thereof. Fig. 5 shows a
method according to an embodiment of the invention. The
apparatus according to Fig. 4 may perform the method of Fig.
5 but is not limited to this method. The method of Fig. 5 may
be performed by the apparatus of Fig. 4 but is not limited to
being performed by this apparatus.

The apparatus comprises comparing means 110 and inhibiting

means 120.

The comparing means 110 compares a received address of a
first tunnel endpoint with an address of an established
tunnel endpoint of an established +tunnel for securely
communicating with a communication device (S110). The
received address of the first tunnel endpoint is received in
a message indicating that a first tunnel to the first tunnel
endpoint should be established for securely communicating
with a first communication device. The communication device
may be different from the first communication device. The
communication device may be another base station such as an

eNB.

The inhibiting means 120 inhibits establishing the first
tunnel different from the established tunnel if the received

address corresponds to the address of the established tunnel
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endpoint (S120). “Corresponding” may mean “is equal to”, or
it may mean that the received address defines an address
range and the established address 1is within the address
range. If the addresses correspond to each other the
apparatus may securely communicate with the communication

device via the established tunnel.

Fig. 6 shows an apparatus according to an embodiment of the
invention. The apparatus may be communication entity or an
element thereof. In particular, the apparatus may be a base
station such as an eNB, or an element thereof. Fig. 7 shows a
method according to an embodiment of the invention. The
apparatus according to Fig. 4 may perform the method of Fig.
7 but is not limited to this method. The method of Fig. 7 may
be performed by the apparatus of Fig. 6 but is not limited to
being performed by this apparatus.

The apparatus comprises determining means 210 and

establishing means 220.

The determining means 210 determines a first address of
plural received addresses of respective tunnel endpoints
(S210) . The plural received addresses of the tunnel endpoints
are received in one or more messages indicating that one of
the tunnel endpoints should be used for securely
communicating with a communication device. The communication
device may be another base station such as an eNB. The
determining means 210 may apply one or more of the criteria

discussed hereinabove.

The establishing means 220 establishes a first tunnel to a
first tunnel endpoint of the tunnel endpoints for securely
communicating with the communication device (5220). The first

tunnel endpoint has the determined first address.
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Fig. 8 shows an apparatus according to an embodiment of the
invention. The apparatus comprises at least one processor
310, at least one memory 320 including computer program code,
and the at least one processor, with the at least one memory
and the computer program code, being arranged to cause the
apparatus to at least perform at least one of the methods

according to Figs. 3, 5, and 7 and related description.

Embodiments of the invention may be employed in a fixed
network and/or a mobile network, where secure communications
between several entities (communication devices) may be
performed in star topology, mesh topology, or a mixture of
star and mesh topology. For example, they may be employed in
a 3GPP network such as an LTE-A network. They may be employed
also in other 3GPP and non-3GPP mobile networks such as
Mobile adhoc networks (MANET) of 5% generation mobile
networks, whenever there is direct exchange of messages among
the communication devices. A communication device may be a
base station of the respective radio technology (e.g. eNB for
LTE-A). In general, a communication device may be any device

capable of secure communication.

IPsec is a protocol enabling secure communication. However,
embodiments of the invention are not restricted to IPsec but
may be applied to other protocols enabling secure

communication, too, such as TLS.

According to the described embodiments of the invention,
information exchange between the eNBs on the configuration of
the X2 1link and on some of the criteria is performed by
configuration transfer messages of S1AP. However, according
to some embodiments of the invention, another message of S1AP
may be accordingly modified, or a new message of S1AP may be

created to convey some or all of this information.
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A terminal may be a user equipment such as a mobile phone, a
smart phone, a PDA, a laptop, a tablet PC, a wearable, a
machine-to-machine device, or any other device which may be
connected to the respective network such as a 3GPP network.
If not otherwise indicated or made clear from the context,
the terms “UE” and “user” are synonymously used in the

present application.

One piece of information may be transmitted in one or plural
messages from one entity to another entity. Each of these
messages may comprise further (different) pieces of

information.

Names of network elements, protocols, and methods are based
on current standards. In other versions or other
technologies, the names of these network elements and/or
protocols and/or methods may be different, as long as they

provide a corresponding functionality.

If not otherwise stated or otherwise made clear from the
context, the statement that two entities are different means
that they perform different functions. It does not
necessarily mean that they are based on different hardware.
That is, each of the entities described in the present
description may be based on a different hardware, or some or
all of the entities may be based on the same hardware. It
does not necessarily mean that they are based on different
software. That 1is, each of the entities described in the
present description may be based on different software, or
some or all of the entities may be based on the same

software.

According to the above description, it should thus be

apparent that example embodiments of the present invention



10

15

20

WO 2016/141964 a5 PCT/EP2015/054825

provide, for example a base station such as a eNodeB, or a
component thereof, an apparatus embodying the same, a method
for controlling and/or operating the same, and computer
program(s) controlling and/or operating the same as well as
mediums carrying such computer program(s) and forming

computer program product(s).

Implementations of any of the above described Dblocks,
apparatuses, means, devices, units, systems, techniques or
methods include, as non-limiting examples, implementations as
hardware, software, firmware, special purpose circuits or
logic, general purpose hardware or controller or other

computing devices, or some combination thereof.

It is to be understood that what is described above 1is what
is presently considered the preferred embodiments of the
present invention. However, it should be noted that the
description of the preferred embodiments is given by way of
example only and that wvarious modifications may be made
without departing from the scope of the invention as defined

by the appended claims.
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Claims:

1. Apparatus, comprising

identifying means adapted to identify a first tunnel
endpoint a communication device should use for securely
communicating with the apparatus;

providing means adapted to provide an address of the
first tunnel endpoint to the communication device, regardless
of whether the address of the first tunnel endpoint is an
address of the apparatus or an address of a gateway different

from the apparatus.

2. The apparatus according to claim 1, wherein

the providing means is adapted to provide an address of
the apparatus as the address of the first tunnel endpoint to
the communication device if the identifying means identifies
that the communication device should communicate securely

directly with the apparatus.

3. The apparatus according to any of claims 1 to 2, further
comprising
first distance determining means adapted to determine a
geographical distance to the communication device; wherein
the identifying means is adapted to identify the tunnel

end point based on the geographical distance.

4. The apparatus according to claim 3, wherein

the first distance determining means 1s adapted to
determine the geographical distance based on a received
information of a geographical location of the communication

device.
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5. The apparatus according to any of claims 1 to 4, further
comprising

first roundtrip time determining means adapted to
determine a total roundtrip time to the communication device;
wherein

the identifying means is adapted to identify the tunnel

end point based on the total roundtrip time.

6. The apparatus according to claim 5, further comprising

roundtrip time measuring means adapted to measure a
first roundtrip time between the apparatus and the first
tunnel endpoint; wherein

the first roundtrip time determining means is adapted to
determine the total roundtrip time based on the first
roundtrip time and a received information on a second
roundtrip time between the communication device and the first

tunnel endpoint.

7. The apparatus according to any of claims 1 to 6, further
comprising

first traffic determining means adapted to determine a
previous traffic between the communication device and the
apparatus; wherein

the identifying means is adapted to identify the tunnel

end point based on the previous traffic.

8. The apparatus according to any of claim 1 to 7, wherein
the identifying means 1s adapted to identify plural
tunnel endpoints including the first tunnel endpoint, wherein
the communication device should use one of the plural tunnel
endpoints for the securely communicating with the apparatus;
the providing means is adapted to provide addresses of

the plural tunnel endpoints to the communication device.
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9. The apparatus according to claim 8, further comprising
deciding means adapted to decide on a regpective
priority for each of the plural tunnel endpoints, wherein
the providing means is adapted to provide the respective
priority along with the address of each of the plural tunnel

endpoints.

10. The apparatus according to claim 9, further comprising
second distance determining means adapted to determine a

geographical distance to the communication device; wherein
the deciding means 1is adapted to decide on the

priorities based on the geographical distance.

11. The apparatus according to any of claims 9 to 10, further
comprising

second roundtrip time determining means adapted to
determine a respective total roundtrip time to the
communication device for each of the plural tunnel endpoints;
wherein

the deciding means 1is adapted to decide on the

priorities based on the respective total roundtrip times.

12. The apparatus according to any of claims 9 to 11, further
comprising

second traffic determining means adapted to determine a
previous traffic between the communication device and the
apparatus; wherein

the deciding means 1is adapted to decide on the

priorities based on the previous traffic.

13. Apparatus, comprising
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determining means adapted to determine a first address
of plural received addresses of respective tunnel endpoints,
wherein the plural received addresses of the tunnel endpoints
are received in one or more messages indicating that one of
the tunnel endpoints should be used for securely
communicating with a communication device;

establishing means adapted to establish a first tunnel
to a first tunnel endpoint of the tunnel endpoints for
securely communicating with the communication device, wherein

the first tunnel endpoint has the determined first address.

14. The apparatus according to claim 13, wherein
the determining means is adapted to determine the first
address based on received priorities for the plural received

addresses.

15. The apparatus according to any of c¢laims 13 to 14,
further comprising

monitoring means adapted to monitor if the establishing
of the first tunnel fails; wherein

the determining means 1is adapted to determine, if the
establishing of the first tunnel fails, a second address of
the plural received addresses different from the first
address; and

the establishing means is adapted to establish, if the
establishing of the first tunnel fails, a second tunnel to a
second tunnel endpoint of the tunnel endpoints for securely
communicating with the communication device, wherein the

second tunnel endpoint has the determined second address.

16. The apparatus according to claim 15 dependent on claim

14, wherein
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the determining means is adapted to determine the second

address based on the received priorities.

17. The apparatus according to any of claims 13 to 16,
further comprising

location providing means adapted to provide an
information on a geographical location of the apparatus in

response to a first configuration request.

18. The apparatus according to any of c¢laims 13 to 17,
further comprising

roundtrip time measuring means adapted to measure a
roundtrip time between the apparatus and the first tunnel
endpoint;

roundtrip time providing means adapted to provide an
information on the roundtrip time in response to a second

configuration request.

19. The apparatus according to any of claims 13 to 18,
further comprising

comparing means adapted to compare the first address
with an address of an established tunnel endpoint of an
established tunnel for securely communicating with an
endpoint device;

inhibiting means adapted to inhibit the establishing of
the first tunnel different from the established tunnel if the
first address corresponds to the address of the established

tunnel endpoint.

20. Apparatus, comprising
comparing means adapted to compare a received address of
a first tunnel endpoint with an address of an established

tunnel endpoint of an established +tunnel for securely
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communicating with a communication device, wherein the
received address of the first tunnel endpoint is received in
a message indicating that a first tunnel to the first tunnel
endpoint should be established for securely communicating
with a first communication device;

inhibiting means adapted to inhibit establishing the
first tunnel different from the established tunnel if the
received address corresponds to the address of the

established tunnel endpoint.

21. Base station apparatus, comprising

base station means adapted to provide a base station
functionality of a radio access technology;

communicating means adapted to communicate securely with
a base station device for ©providing the base station
functionality; and

an apparatus according to any of claims 1 to 20, wherein

the base station device comprises the communication
device; and

the communicating means is adapted to use the first
tunnel endpoint for the securely communicating with the base

station device.

22. Method, comprising

identifying a first tunnel endpoint a communication
device should wuse for securely communicating with an
apparatus performing the method;

providing an address of the first tunnel endpoint to the
communication device, regardless of whether the address of
the first tunnel endpoint is an address of the apparatus or

an address of a gateway different from the apparatus.

23. The method according to claim 22, wherein
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the providing comprises providing an address of the
apparatus as the address of the first tunnel endpoint to the
communication device if it is identified that the
communication device should communicate securely directly

with the apparatus.

24. The method according to any of claims 22 to 23, further
comprising

determining a geographical distance to the communication
device; wherein

the tunnel end point 1is identified Dbased on the

geographical distance.

25. The method according to claim 24, wherein
the geographical distance 1s determined based on a
received information of a geographical location of the

communication device.

26. The method according to any of claims 22 to 25, further
comprising

determining a total roundtrip time to the communication
device; wherein

the tunnel end point is identified based on the total

roundtrip time.

27. The method according to claim 26, further comprising
measuring a first roundtrip time between the apparatus
and the first tunnel endpoint; wherein
the total roundtrip time is determined based on the
first roundtrip time and a received information on a second
roundtrip time between the communication device and the first

tunnel endpoint.
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28. The method according to any of claims 22 to 27, further
comprising

determining a previous traffic between the communication
device and the apparatus; wherein

the tunnel end point is identified based on the previous

traffic.

29. The method according to any of claim 22 to 28, further
comprising

identifying plural tunnel endpoints including the first
tunnel endpoint, wherein the communication device should use
one of the plural tunnel endpoints for the securely
communicating with the apparatus;

providing addresses of the plural tunnel endpoints to

the communication device.

30. The method according to claim 29, further comprising
deciding on a respective priority for each of the plural
tunnel endpoints, and
providing the respective priority along with the address

of each of the plural tunnel endpoints.

31. The method according to claim 30, further comprising
determining a geographical distance to the communication
device; and
deciding on the priorities based on the geographical

distance.

32. The method according to any of claims 30 to 31, further
comprising

determining a respective total roundtrip time to the
communication device for each of the plural tunnel endpoints;

and
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deciding on the priorities based on the respective

total roundtrip times.

33. The method according to any of claims 30 to 32, further
comprising

determining a previous traffic between the communication
device and the apparatus; and

deciding on the ©priorities Dbased on the previous

traffic.

34. Method, comprising

determining a first address of plural received addresses
of respective tunnel endpoints, wherein the plural received
addresses of the tunnel endpoints are received in one or more
messages indicating that one of the tunnel endpoints should
be wused for securely communicating with a communication
device;

establishing a first tunnel to a first tunnel endpoint
of the tunnel endpoints for securely communicating with the
communication device, wherein the first tunnel endpoint has

the determined first address.

35. The method according to claim 34, further comprising
determining the first address based on received

priorities for the plural received addresses.

36. The method according to any of claims 34 to 35, further
comprising

monitoring 1f the establishing of the first tunnel
fails;

determining, if the establishing of the first tunnel
fails, a second address of the plural received addresses

different from the first address; and
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establishing, if the establishing of the first tunnel
fails, a second tunnel to a second tunnel endpoint of the
tunnel endpoints for securely communicating with the
communication device, wherein the second tunnel endpoint has

the determined second address.

37. The method according to claim 36 dependent on claim 35,
wherein
the determining of the second address is based on the

received priorities.

38. The method according to any of claims 34 to 37, further
comprising

providing an information on a geographical location of
an apparatus performing the method in response to a first

configuration request.

39. The method according to any of claims 34 to 38, further
comprising
measuring a roundtrip time between an apparatus
performing the method and the first tunnel endpoint;
providing an information on the roundtrip time in

response to a second configuration request.

40. The method according to any of claims 34 to 39, further
comprising

comparing the first address with an address of an
established tunnel endpoint of an established tunnel for
securely communicating with an endpoint device;

inhibiting the establishing of the first tunnel
different from the established tunnel if the first address
corresponds to the address of the established tunnel

endpoint.
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41. Method, comprising

comparing a received address of a first tunnel endpoint
with an address of an established tunnel endpoint of an
established tunnel for securely communicating with a
communication device, wherein the received address of the
first tunnel endpoint is received in a message indicating
that a first tunnel to the first tunnel endpoint should be
established for securely communicating with a first
communication device;

inhibiting establishing the first tunnel different from
the established tunnel if the received address corresponds to

the address of the established tunnel endpoint.

42. A  computer program product comprising a set of
instructions which, when executed on an apparatus, is
configured to cause the apparatus to carry out the method

according to any of claims 22 to 41.

43. The computer program product according to c¢laim 42,
embodied as a computer-readable medium or directly loadable

into a computer.
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