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MECHANISMS FOR RESOURCE-DIRECTORY TO RESOURCE-DIRECTORY
COMMUNICATIONS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Provisional Patent Application Serial
No. 62/431,920 filed December 9, 2016 the disclosure of which is hereby incorporated by

reference as if set forth in its entirety herein.
BACKGROUND

[0002] Machine-To-Machine (M2M), Web-of-Things (WoT), and Internet-Of-Things
(IoT) network deployments may support M2M/IoT service layers such as oneM2M, ETSI M2M,
and OMA LWM2M operating across nodes such as M2M/IoT servers, gateways, and devices
which host M2M/IoT applications and services. Operations of these kinds may include

communications as described in, for example, IETF standards for Resource Directory, CoORE

Link Format, CoAP, and CoAP Observe.
SUMMARY

[0003] An M2M/IoT resource directory entity may discover and register to other
resource directory entities by including criteria attributes in discovery broadcasts and then
processing link and metadata that may be included in responses. The resource directory with
registrations to other resource directories may service a client request by selecting other
resources directories to query based on the request or a query criteria contained therein, and then
process link and metadata in responses from the other resource directory entities to aggregate a
response to the client. Directory-to-directory registrations may be facilitated via using
hierarchical parent-child resource directory identifiers, a peer-to-peer identifier regime, or a
combination of the two. Observe notifications may include indicia registrations states, e.g., via
change and delete response codes.

[0004] This Summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This Summary is not intended

to identify key features or essential features of the claimed subject matter, nor is it intended to be
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used to limit the scope of the claimed subject matter. Furthermore, the claimed subject matter is

not limited to limitations that solve any or all disadvantages noted in any part of this disclosure.
BRIEF DESCRIPTION OF FIGURES

[0005] A more detailed understanding may be had from the following description,
given by way of example in conjunction with accompanying drawings.

[0006] Figure 1 shows an example call with message exchanges between a CoAP client
and a CoAP server.

[0007] Figure 2 illustrates the architecture of the CoRE RD.

[0008] Figure 3 shows an example call flow for RD Discovery.

[0009] Figure 4 shows an example call flow for an endpoint registering to an RD.

[0010] Figure 5 shows an example call flow for an endpoint refreshing its registration.

[0011] Figure 6 shows an example call flow for registration removal.

[0012] Figure 7 shows an example call flow for a client querying a resource.

[0013] Figure 8 shows an example call flow to observe messages between a CoAP
client and a CoAP server.

[0014] Figure 9 illustrates an example smart city with RDs is deployed in various
geographic areas.

[0015] Figure 10 illustrates and example of parent-child and peer relationships among
various RDs.

[0016] Figure 11 shows an example call flow featuring new and enhanced RD-to-RD
communications.

[0017] Figure 12 shows an example call flow for an RD Discovery method.

[0018] Figure 13 illustrates example RDID data structures.

[0019] Figure 14 shows an example call flow for an RD-to-RD Registration method.

[0020] Figure 15 shows an example call flow for a failed RD-to-RD registration
response followed by a successful registration request using an RDID provided in the failed
response.

[0021] Figure 16 shows an example call flow for an RD-to-RD Registration update
method.

[0022] Figure 17 shows an example call flow for an RD registration removal method.
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[0023] Figure 18 shows an example call flow for a child RD registering to a parent RD.

[0024] Figure 19 shows an example call flow for a parent RD registering to a child RD.

[0025] Figure 20 shows an example call flow for registration using a partially
provisioned RDID.

[0026] Figure 21 shows an example call flow for a registration request without a
provisioned RDID.

[0027] Figure 22 shows an example call flow for a peer-to-peer registration request.

[0028] Figure 23 shows an example call flow of a peer-to-peer registration update in
which the pRDID is provided in the update request.

[0029] Figure 24 shows an example call flow where an RD returns an enhanced RD
lookup response which includes another RD’s context information where the requested resource
could be found.

[0030] Figure 25 shows an example call flow of an RD lookup query using Extended
Search capability.

[0031] Figure 26 shows an example call flow whereby an RD may initiate an
unsolicited request to observe a CoRE link from another RD.

[0032] Figure 27 shows an example call flow where a child RD registers without
providing an RDID attribute.

[0033] Figure 28 shows an example call flow for the use of an RD extended search.

[0034] Figure 29 shows an example call flow for an RD extended search that spans
multiple hops.

[0035] Figure 30 shows an example call flow for enhanced observe notifications.

[0036] Figure 31 shows an example graphical user interface for an RD registration
table.

[0037] Figure 32 is a system diagram of an example machine-to-machine (M2M),
Internet of Things (IoT), or Web of Things (WoT) communication system in which one or more
disclosed embodiments may be implemented.

[0038] Figure 33 is a system diagram of an example architecture that may be used

within the M2M/IoT/WoT communications system illustrated in Figure 32.
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[0039] Figure 34 is a system diagram of an example communication network node,
such as an M2M/IoT/WoT device, gateway, or server that may be used within the
communications system illustrated in Figures 32 and 33.

[0040] Figure 35 is a block diagram of an example computing system in which a node

of the communication system of Figures 32 and 33 may be embodied.
DETAILED DESCRIPTION

[0041] An M2M/IoT resource directory entity may discover and register to other
resource directory entities by including criteria attributes in discovery broadcasts and then
processing link and metadata that may be included in responses. The resource directory with
registrations to other resource directories may service a client request by selecting other
resources directories to query based on the request or a query criteria contained therein, and then
process link and metadata in responses from the other resource directory entities to aggregate a
response to the client. Directory-to-directory registrations may be facilitated via using
hierarchical parent-child resource directory identifiers, a peer-to-peer identifier regime, or a
combination of the two. Observe notifications may include indicia registrations states, e.g., via
change and delete response codes.

[0042] The goal of a Resource Directory (RD) is to host CoRE Link Formats
representing resources of Internet of Things (IoT) devices and to make them available to RD
clients that may be interested in the resources. These IoT devices may have limited capabilities
and have sleeping states as well. The devices, referred to as “endpoints” in the IETF CoRE
Resource Directory (RD) Internet Draft (draft-ietf-core-resource-directory-07), register their
resources as CoRE Link Formats to a registrar RD and a client queries the RD to find these links.

[0043] RD to RD communication may be enabled by defining architectural structures
wherein RDs are able to communicate with each other either as peers or in a hierarchy, allowing
various approaches to forming flexible registrations.

[0044] Existing RD Discovery methods may be enhanced to foster RD-to-RD
communications, e.g., via an RD Identifier (RDID) provisioned to each RD. The RDID may be
included as part of the RD Discovery response. A querying RD or an endpoint may select which
RD to register to, based on its architectural deployment and RDID.
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[0045] A new RD Registration may be used to allow RDs to register with each other.
For example, after the completion of RD Discovery, registration may proceed in accordance with
a peer-to-peer or hierarchical approach to communications.

[0046] RD operations may be enhanced via RD-to-RD communications. For example,
a querying RD may provide enhanced lookup capabilities to querying clients by using new RD
Query attributes to target and/or limit Extended Searches sent to other RDs. Answering RDs
may return RD Meta-data in the Extended Search responses to provide additional information
about the CoRE Links. In addition, a new enhanced mechanism based on CoAP Observe
functionality may be used to allow endpoints’ CoRE Link Formats to be cached in RDs other
than the registrar RD, without requiring the endpoints to register their resources to multiple RDs
to get maximum exposure.

[0047] New CoRE Link attributes may be added to support RD-to-RD
communications. New RD Query attributes and RD Meta-data may be added to enable enhanced
RD lookups. For example, a resource directory query or a resource directory discovery request
may be qualified by the use of attributes such as a resource directory identifier (e.g., for a
specific resource directory), a qualifier of resource directory identifiers (e.g., to identify class,
hierarchical level, or parental or peer relationship), a limit on the number of resource directories
queried, a response time requirement, a geo-fence area, a set of GPS coordinates, a registration
lifetime cutoff, an endpoint awake requirement, a loading capacity, a cache availability
requirement, and a remaining lifetime requirement.

[0048] The current IETF RD draft lacks a mechanism for RDs to communicate with
each other. As a result, client queries to an RD will only generate results limited to the CoRE
Links that are hosted on that particular RD. In an IoT world, which is forecasted to include
billions of devices, this limitation constrains an RD’s ability to locate IoT resource links residing
on other RDs. End devices also suffer from a lack of exposure to their resource links due to the
limited reach of the RD.

[0049] An RD’s inability to communicate with other RDs thus places an unnecessary
burden on RD clients and endpoints. A client may need to perform multiple discoveries and
queries to find all the resource links it is looking for. Endpoints currently need to register to
multiple RDs to achieve maximum exposure of its resource links. These limitations may be

addressed using the RD-to-RD communications methods described herein.
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Table 1
Acronyms
ACK Acknowledgement (CoAP message)
CoAP Constrained Application Protocol
CON Confirmable (CoAP message)
CoRE Constrained RESTful Environments
ct Content Type (CoRE Link Format attribute)
DNS Domain Name System
DNS-SD Domain Name System — Service Discovery
EP Endpoint
et Endpoint Type (CoRE Link Format attribute)
FQDN Fully Qualified Domain Name
GPS Global Positioning System
HTTP Hypertext Transport Protocol
ID Identification
P Internet Protocol
IoT Internet of Things
It Lifetime (CoRE Link Format attribute)
M2M Machine-to-Machine
NON Non-confirmable (CoAP message)
RD Resource Directory
RDID RD Identifier
RFID Radio Frequency Identification
rt Resource Type (CoRE Link Format attribute)
N Service Provider
URI Uniform Resource Indicator
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Table 2

Terminology

Client An entity that uses the Lookup Interface of an RD to search

for CoRE Links that represent resources hosted by endpoints.

Context The term refers to contact information an RD has for an
endpoint or another RD. Typically, this comes in the form of
an IP address and port number or an FQDN of the endpoint or

RD during registration or update to a registration.

CoRE Link Format | According to IETF RFC 6690 Constrained RESTful
Environments (CoRE) Link Format, a CoRE Link Format is a
particular serialization of typed links based on the HTTP Link
Header field serialization defined in Section 5 of IETF RFC
5988 Web Linking, but carried as a resource representation
with a media type. In the context of RD, endpoints register
the resources they host as CoRE Link Formats to an RD. Then
clients search for these resources and are provided the CoORE

Links by the RD.

Endpoint An IoT device that registers its resource URI(s) to a RD. It is
defined by the IETF RD draft as, “an endpoint is used to
describe a web server that registers resources to the Resource
Directory. An endpoint is identified by its endpoint name,
which is included during registration, and is unique within the

associated domain of the registration.”

Domain “In the context of a Resource Directory, a domain is a logical

grouping of endpoints. This specification assumes that the list
of Domains supported by an RD is pre-configured by that RD.
When a domain is exported to DNS, the domain value equates

to the DNS domain name.” See the IETF RD draft.

Geo-fence A virtual perimeter for a geographic area in the real-world. It

may be specified as a geometric shape such as a circle or a
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rectangle or some pre-set boundaries such as a neighborhood.
Typically, GPS coordinates or RFID are used to define the

boundaries.

Extended Searches | The process an RD undertakes to query other RDs for CoORE
Links that match the search criteria of a client. These searches
are enabled by RD-to-RD communications. The querying RD
of the extended search then aggregates all responses together

and returns the list of CoRE Links to the client.

RD-to-RD The process of an RD registering to another RD.
Registration
Registering RD An RD that is registering to another RD and provides various

metadata to enable RD-to-RD communications.

Registrar RD An RD that accepts registrations from other RDs and

endpoints.

Resource Directory | “A web entity that stores information about web resources and
implements the REST interfaces defined in this specification
for registration and lookup of those resources.” See the IETF
RD draft. Typically, an RD is an “always on” node that is
implemented as a database to contain registration details of
endpoints and the resources they host as CoRE Link Formats.
RD may also contain information about other RDs.

Web Linking According to RFC 6690, Web Linking is a “framework for

indicating the relationships between web resources.”

[0050] IETF RFC 7252 Constrained Application Protocol (CoAP) was designed for use
in IoT systems where devices have limited capabilities in terms of CPU, RAM, ROM, etc. It
offers functionality similar to the IETF RFC 2616 Hypertext Transfer Protocol (HTTP) that is
widely used in the Internet but operates in a lightweight manner. These protocols provide for
request-response mechanisms for two entities to communicate with each other. Throughout the
IETF RD draft, the messages transmitted between an endpoint or client to an RD are either

formatted in CoAP or HTTP protocol. The call flows in the figures include CoAP messages.

8



WO 2018/106985 PCT/US2017/065238

[0051] Figure 1 provides some examples of message exchanges between a CoAP client
and a CoAP server. The first set of exchange shows a CoAP client sending a non-confirmable
(NON) request to the CoAP server targeting the /temperature resource. A token is provided for
matching responses to requests and a message ID ([0x7al1]) is used for detecting duplicate
messages. The CoAP server returns a NON response with the content of the resource, an
appropriate response code (e.g. 2.05 Content), the token from the request, and a different
message ID as it is a separate message. This set of message exchange is used when reliable
transmission is not required between the CoAP client and the CoAP server.

[0052] In the second set of message exchange, the CoAP client sends a confirmable
(CON) request and once again targets the /temperature resource but using a different message
ID. The CoAP server returns a piggy-backed response in which the content of the resource is
combined with the acknowledgement to the confirmable request and an appropriate response
code. This set of message exchange is used when reliable transmission is required between the
CoAP client and the CoAP server.

[0053] A third set of message exchange is shown in which the CoAP server is not able
to immediately return a response to the CoAP client. In this case, the CoAP server returns an
acknowledgement (ACK) response to the CoAP client with the same message ID as the one
provided in the request. Then when the content of the resource is available, the CoAP server
returns a CON response with the content of the resource, an appropriate response code, a
different message ID, and the token provided in the request.

[0054] RFC 6690 CoRE Link Format was developed to describe the resources of
constrained devices similar to how RFC 5988 Web Linking describes web resources. The
purpose of these links is to provide for discovery of and access to those resources. As such, each
link consists of a Universal Resource Identifier (URI) that locates the resource and some
attributes that further describe the resource. The Web Links are carried in the HTTP Link Header
format of the associated resource while CoRE Links are carried in the payload as resource
representation. The links are discovered through “Web Discovery” and CoRE Resource
Discovery, respectively.

[0055] The IETF RD draft provides a centralized server where IoT endpoints may
register their resources for discovery over a web interface. The salient features of IoT endpoints

(i.e. sleep-enabled devices and/or devices located in disperse networks) make the discovery of
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their resources difficult. Being a centralized server, the RD hosts the descriptions of resources
residing on various IoT endpoints and allows for clients to search the RD for those resources. As
such, both registration and lookup interfaces are defined to enable these functionalities. In
addition, a third interface — group — provides the ability to combine endpoints into groups. Figure
2 shows the architecture of the CoRE RD.

[0056] If an endpoint is not provisioned with sufficient information to communicate to
an RD, it may perform an RD Discovery method as shown in Figure 3. The endpoint may
multicast a GET message targeting the “/.well-known/core” URL In the URI, the endpoint may
include an optional CoRE Link Format r7 attribute, which indicates the type of discovery it
would like to perform. In this case, 77 stands for Resource Type and may consist of one of the
following values: “core.rd*”, “core.rd-lookup”, and “core.rd-group”. These values correspond to
the interfaces the RD supports. The “*” is a wildcard used to get the RD to return information for
all its interfaces that match the preceding text. An RD will then respond with the contents of its
interfaces and may also include hints on the content type it supports. These hints are included as
values of the c¢f CoRE Link Format attribute.

[0057] Once an endpoint discovers the RD, it may then proceed to register its resources
on the RD through the Registration Interface. Figure 4 shows an endpoint registering to the RD.
The endpoint sends a POST request targeting “/rd” and provides an endpoint name “nodel”. In
the payload, the endpoint includes a list of CoRE Link Formats corresponding to all the
resources the endpoint wants to register to the RD. The RD returns an appropriate response to the
request and if successful, the RD also includes a location for the endpoint registration. This
location is used by the endpoint to update/delete its registration on/from the RD.

[0058] When an endpoint successfully registers to an RD, the RD keeps the registration
active for a certain period of time as defined by the lifetime attribute (/¢). The /f attribute may be
provided by the endpoint or it could be determined by the RD based on some default value. An
endpoint must maintain its registration status by periodically refreshing its registration
information with the RD. Endpoints perform this as shown in Figure 5. The endpoint performs a
POST request towards the URI returned in the Location header of a successful registration. The
RD returns a 2.04 Changed response to indicate a successful update. Besides updating its
registration lifetime, an EP may also update its context information if its IP address or port

number changes.

10



WO 2018/106985 PCT/US2017/065238

[0059] Similarly, EP registration removal is an explicit method in which an endpoint
removes its registration information from the RD. Figure 6 shows this registration removal
method and the RD response of 2.02 Deleted.

[0060] The RD also has an interface for performing lookup of the CoRE Links it hosts.
A client may use the RD’s Lookup Interface to query for the CoRE Links in which the client is
interested. Figure 7 shows an example of a client querying for a CoRE Link with a resource type
of temperature. If there is a matching resource type, the RD returns the CoRE Link(s)
corresponding to the resource(s). The client may then contact the endpoint to get the desired
resource using information provided by the CoRE Link.

[0061] IETF RFC 6763 DNS-based Service Discovery specifies a mechanism for
clients to discover resources using standard DNS queries. Typically, DNS-SD provides for
coarse-grained discovery of an endpoint’s IP address, port number, and protocol while RD
provides for more fine-grained discovery of resources and their attributes. As such, DNS-SD and
RD are complementary to each other and the RD resource records are named and structured in
such a way to facilitate service discovery. IETF RD draft defines a mapping between CoRE Link
Format attributes to DNS resource records so resources within the RD may be discovered by
using DNS-SD.

[0062] CoAP Observe, as described in IETF RFC 7641 Observing Resources in the
Constrained Application Protocol (CoAP), is an extension of the CoAP protocol to allow CoAP
clients to get notifications for changes to a resource residing on a CoAP server. The CoAP client
“observes” the resource by registering to the CoAP server using the GET method targeting the
URI of the resource and setting the observe option equal to 0. Upon receiving the request, the
CoAP server returns the content of the resource to the CoAP client. If the CoAP server accepts
the observe registration, it will include an Observe option in the form of a sequence number in
the initial GET response. This indicates to the CoAP client the observe request was granted.
Then, whenever a change of state occurs to the observed resource, the CoAP server will send a
notification message to the CoAP client.

[0063] Figure 8 shows a sequence of observe messages between a CoAP client and a
CoAP server. Initially, the CoAP client sends a GET request targeting the /temperature URI, a
token 4a, and the observe option value set to 0. In response, the CoAP server returns a 2.05

Content response code, the same token 4a, an observe sequence number 12, and the payload

11
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content 22.9 Cel. The inclusion of the observe sequence number in the response indicates that the
CoAP server has granted the CoAP client an observation to the resource /temperature. Then a
second notification is sent by the CoAP server in response to a change in state of the temperature
resource. The response includes a new incremented observe sequence number, the new content
of the resource, and the token provided by the original observe registration request. The CoAP
server continues providing notifications to the CoAP client whenever a change in state occurs to
the resource until the observe request is cancelled using one of the mechanisms defined in RFC
7641. Notice that the response code of all the notify messages are 2.05 Content to indicate the
content of the resource is provided in the payload.

[0064] Figure 9 shows a smart city use case in which an RD is deployed in different
areas of a city. The RDs host CoRE Link Formats of resources associated with traffic and street
lights, fire hydrants, and parking meters and garages. Within a city’s limits, there may be tens to
hundreds of RDs deployed depending on the size of the city. Each device registers all its
resources as CoRE Link Formats to a nearby RD and manages the registrations using the RD’s
Registration Interface.

[0065] An RD client may then query other RDs using each RD’s Lookup Interface to
find the resources the client is looking for. The RD client currently needs to query each RD
separately if it wants to find a particular type of resource in the whole city. For example, if a user
(RD client) wants to find all the parking garages in a certain part of the city, it first needs to
locate all the RDs that serve that portion of the city and then perform individual queries against
those RDs. Furthermore, if a fire marshal wants to find all the fire hydrants throughout the city,
the fire marshal would first need to discover all the RDs that service the city and then perform
individual queries. As stated before, there could be tens to hundreds of RDs deployed throughout
the city limits.

[0066] The requirement of having the RD client discover and query each RD is a result
of a limitation in the IETF RD draft. This limitation exists since the RD specification lacks a
mechanism for RDs to communicate with each other. As a result, queries to an RD will only
generate results limited to the CoRE Links that are hosted on that particular RD. In an IoT world
where it is forecasted to include billions of devices, this limitation cripples an RD’s ability to
locate remote IoT resources for the clients it serves. End devices also suffer from a lack of

exposure due to the limited reach of the RDs.

12
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[0067] When RDs are able to communicate with each other, they may communicate as
peers or in a parent-child relationship as shown in Figure 10. This classification of parent-child
or peer-to-peer is important during RD-to-RD Registration when RD Identifiers (RDID) are
exchanged. An RD classified as a parent provides RDID management whereas peer RDs do not
have this functionality. In addition, a child or peer RD may provide more comprehensive results
to client queries by utilizing parent RDs during Extended Searches. The architecture offers
flexibility in structured deployment scenarios whether in a top down or bottom up approach that
allows for easier management of the RDIDs. However, the architecture does not prevent ad-hoc
deployments. In such instances, some features of RDID management may not be available, for
example, but Extended Searches and other features may still apply.

[0068] To enable RD-to-RD communications, Figure 11 shows the four main features
that are introduced or enhanced. First, the RD Discovery method is enhanced to provide a new
RDID in the response to the discovery request. This enhancement indicates RD-to-RD
communication is available and may help a recipient RD decide which RD to register to. After
discovery, the RDs may register to each other using the new RD-to-RD Registration method,
which varies depending on the RD classification (e.g. parent, child, or peer). Once RDs are
registered to each other, they may provide enhancements to client lookup queries by expanding
the scope of CoRE Links that could be returned to a client due to the added capability of
searching additional RDs. The lookup query is enhanced through the use of new RD Query
attributes to enable the new Extended Search capability. Finally, the results of the Extended
Search may include RD Meta-data that provide added context to the original lookup query.

[0069] Before RDs are able to communicate with each other, they must first discover
neighbor or remote RDs. To that end, an RD may perform an RD Discovery method using the
“ /well-known/core” target URI as specified in Figure 3. RD Discovery may be performed when
an RD is first deployed, and the method may be performed periodically in order to discover
newly deployed RDs. In practice, other equivalent mechanisms may be invoked when an RD
performs discovery. In order to enable RD-to-RD communication, RD Discovery methods may
be enhanced by allowing requesting RDs to provide RD Query attributes described in, e.g., in
reference to figures 12, and receiving RDs are required to provide an RDID in addition to other
information required in an RD Discovery response. The inclusion of RD Query attributes allows

a requesting RD to narrow the search to a specific RD meeting its requirements. In addition, the
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receiving RD may provide the requestor with meta-data such as geo-fence area, load capacity,
resource and endpoint types, and other information that may help the requestor (either RD or
endpoint) decide which RD to register to. The RDID is an identification mechanism that is
required in RD-to-RD communication and will be described, e.g., in reference to Figure 13.

[0070] Figure 12 shows the RD Discovery method with the new enhancements of the
RD Query attributes in the discovery request and the inclusion of RDID and RD Meta-data in the
discovery response. When the RD Discovery request is multicasted, the RDID may offer added
information to help the querying RD decide on which RD to register to. For example, Figure 12
shows RD3 multicasting the Discovery request and receiving two responses from receiving RDs.
The RDID of the receiving RDs indicate they share the same parent RD in a structured
deployment. Further information may be gleaned if a partial RDID was pre-provisioned to RD3,
as described, e.g., in reference to Figure 20. The RDID may indicate a parent, peer, or child RD
of the requesting RD depending on the architectural deployment scenario. Using this information
and the intended operation of the requesting RD, a decision may be made to decide which RD to
register to.

[0071] The RD Discovery response may also apply to other discovery mechanisms
such as DNS-SD. In this case, a querying RD finds a registrar RD using DNS-SD. The RDID
and other RD Meta-data may be included as part of the DNS-SD TXT resource record, which
offers additional information about the RD. As a result, the information provided in an RD
Discovery response as shown in Figure 12 is also provided by DNS-SD. Using DNS-SD, a
querying RD may locate RDs beyond its local service area that will further enhance the Extended
Search capability, as described, e.g., in reference to Figure 25.

[0072] A new attribute called the RDID may be used by RDs during RD Discovery and
RD-to-RD Registration, as described, e.g., in reference to figures 18-23. The RDID serves as an
identifier that offers flexibility to the registration methods. As a result, the use of the RDID
allows for easier identification provisioning and management in large deployment scenarios.
This RDID consists of a sequence of numbers delimited by the character “.”, such as “1.2.3”.
Alternatively for more complex deployments, the elements of the RDID may include
alphanumeric characters. For example, a simple, structured deployment may be achieved in
which only numbers are used. The RDID may be structured such that the first number is for

service provider identification and subsequent numbers represent the hierarchical deployment
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scenarios of the service provider. Figure 13 shows some examples of how RDIDs may be
constructed. Using such a scheme will enable fewer conflicts with duplicate RDIDs. The RDID
may be pre-provisioned during deployment by the RD owner or service provider. It could also be
partially provisioned with a prefix RDID or not provisioned at all —in both cases, the registrar
RD will provide the RDID suffix or the entire RDID respectively for a successful RD
registration.

[0073] The specific use of RDID may vary from one deployment scenario to another.
For example, the RDID may be explicitly defined by the RD’s owner or service provider. There
is no restriction on whether an RD may have only one RDID. For example, an RD may have
multiple RDIDs in ad-hoc deployments and the Registration Table described herein supports
such cases. In addition, the inclusion of the RDID in all RD-to-RD communications is meant to
indicate this is a communication from an RD and enables all the features within the
communications (e.g. RD Query attributes, RD Meta-data, Extended Search, etc.), rather than
from a client or an endpoint. Structured deployments simplify RDID provisioning and
management. When RDID is used in an ad-hoc manner, RDID provisioning and management
increase in complexity and there may be more conflicts with duplicate RDID.

[0074] A new RD-to-RD Registration method allows RDs to register to each other. An
RD will typically register to one or more RDs so Extended Search is enabled; however, it is not
necessary or required for an RD to register to all RDs that are discovered. The registration
requires an RDID that is provided by the registering RD to the registrar RD — an empty or
incomplete RDID fulfills this requirement if the registering RD is a child RD. Additional
information about the CoRE Links the registering RD hosts as well as its location information
may also be provided for use in enhancing client queries, as described, e.g., in reference to
figures 14-15. The RDID may be pre-provisioned during deployment or be obtained from the
registrar RD if the registering RD is going to be a child RD of the registrar RD.

[0075] Figure 14 shows a generic RD-to-RD Registration method in which RD1 is the
registrar RD and RD2 is the registering RD. Values for some CoRE Link attributes were omitted
to reduce clutter in the diagram. In step 0, RD2 either performs RD Discovery or is provided
with RD1’s context information either through pre-provisioning or as a result of Service

Discovery via DNS-SD.
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[0076] In step 1, RD2 performs a POST request using the target URI “/rd” or an
appropriate URI returned by the targeted RD during RD Discovery. Alternatively, a PUT request
could be used as well. Part of the request contains a mandatory “RDID” attribute with an RDID.
Optionally, the endpoint type (ef) may be set to “rd” to indicate this is an RD-to-RD
communication. Additional information about the registration could also be provided such as the
GPS coordinates of the registering RD, its geo-fenced coverage area, and the endpoint and/or
resource types the registering RD hosts. The attributes d, /7, and con are existing CoRE Link
attributes defined by IETF RD draft. Their values are not pertinent to the generic method and are
included for completeness. Other CoRE Link attributes may also be included to provide the
registrar RD with as much information about the registering RD as possible. This will enhance
the registrar RD’s ability to better perform Extended Searches, as described, e.g., in reference to
Figure 25.

[0077] Instep 2, RD1 checks its local Registration Table for duplicate RDID and
makes a determination on the registration request. If there are no duplicates, RD1 adds the RDID
provided in step 1 to its Registration Table.

[0078] In step 3, RD1 returns an appropriate response code based on results of the
check performed in step 2. In addition, it may include extra meta-data like the ones provided by
the registering RD in step 1. This exchange of meta-data about each RD may be used later to
improve client searches and help decide which RD’s to target for RD Extended Searches as, as
described, e.g., in reference to Figure 25.

[0079] In step 4, RD2 adds an entry to its own Registration Table for RD1, indicating it
is a parent RD if that is the case.

[0080] Within the registrar RD, a Registration Table is maintained that lists information
of all registering RDs. The table contains information provided by the registering RDs such as 77,
et, and ct CoRE Link attributes and an example of what information is kept in this table is
provided in Table 3. Some fields in Table 3 are denoted by “...” for brevity so the entire table
may fit within the margins of the page. In addition, the table provides the parent RD the current
RD is registered to, as shown by entry #1. Entries 2 to 4 are child RDs of the current RD while
entry 5 is a peer RD. The rest of the table provides CoRE Link Format attributes /7, r?, et, and ct

along with a geo-fence coverage area that the registering RD serves. This additional information
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will be used to enhance client searches to provide more comprehensive results that existing RD

does not provide.

Table 3
Registrar RD Registration Table Example

Entry | RDID | Context | ParentR | Life- | Resource | End- | Content | Geo-Fence area

# DID time | Type (1) | point | Type

(1) Type | (ct)
(et)

1 1.2 - 1 <time | ..., ..., o 0, 40, <(gpsCoordinate
> . . 41 s),<radius>

2 121 [<P1> |- <time | .., ... o400 <., ..>
> .

3 122 [<mp2> |- <time | ..., ... o490, <., ..>
> 41

4 123 [<mp3> |- <time | .., ... o400 <., . >
> .

5 15 |<mpa> |1 <time | ..., ... o490, <., ..>
> 50

[0081] After receiving the RD-to-RD Registration request, the registrar RD will
determine if the request may be granted based on the RDIDs in its Registration Table. If there is
no RDID entry matching the one provided by the registering RD in the local RD Registration
Table, the registrar RD may accept the registration and return the registering RD’s RDID in the
response. This confirms the RDID was accepted and indicates a successful registration. In
addition, the registrar RD may return the resource types (e.g. via a list of 77 values) it hosts and a
list of neighbor RD’s context information the registering RD may be interested in registering to.
The list of RD’s context information is determined by entries in the Registration Table that

matches attributes provided in the registration request. For example, if GPS coordinates were
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provided, the registrar RD may find a match with an RD whose geo-fence area covers the GPS
coordinates of the registering RD.

[0082] A failed response is generated whenever the registrar RD is not accepting new
registrations or if the provided RDID matches an entry in the local registration table. Various
reasons for not accepting new registrations could be maximum capacity reached, an RD policy
on which RDIDs to accept registration from, RDs having overlapping coverage of the same
resource types, etc.

[0083] The registrar RD may provide one of the following responses for a failed
registration. First, the registrar RD may provide a registration failed response with an error code
indicating the reason of failure. Some example reasons include “Bad Request”, “Duplicate
RDID”, and “Service Unavailable”.

[0084] Second, the registrar RD may provide a registration failed response with an
error code and with a list of neighbor RDs, which may include peer and/or child RDs. The list of
neighbor RDs may be used by the registering RD to register to another RD.

[0085] Third, the registrar RD may provide a registration failed response with error
code and with a suggestion of a new RDID that is valid for a new registration. The registrar RD
is providing an RDID to the registering RD for use in a new registration request that will be
accepted. The registering RD may then use the suggested RDID in a new registration message.

[0086] Figure 15 shows a failed RD-to-RD registration response where a new RDID is
provided in step 3. Upon receiving the new RDID, RD2 generates a new registration message
using the new RDID and executes steps 4 to 7, which is the same as steps 1 to 4 of Figure 14.

[0087] Once an RD is registered to another RD, it is the responsibility of the registered
RD to inform the registrar RD of changes to the endpoint and resource types it hosts. Similar to
how an endpoint updates its registration to an RD, a registered RD should perform a similar
update to the registrar RD. In the update, the registered RD should include changes to the
resource and endpoint types it currently is hosting and other CoRE Link attributes it provided
during registration. In addition, the lifetime (/f) and context (con) attributes of the registering RD
must be maintained so they do not expire or are different from what the registering RD is using
respectively. The update of the resource and endpoint types are less critical and may be updated
in regular intervals as opposed to when it happens in real time. The registrar RD in turn could

report the updates to its registrar RD as well. Figure 16 shows a generic RD-to-RD Registration
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update method. Compared to Figure 5, additional Link attributes (e.g. e, 77, and gps) are
included in the registration update request. As a result, RD1 updates registration information it
keeps on RD2 in its Registration Table as shown in step 2.

[0088] The RD registration removal method follows exactly that of the endpoint
registration removal method as shown in Figure 6. Figure 17 shows a generic RD registration
removal method as well as the two actions that are performed within each RD — 1) corresponding
registration entries are removed, and 2) any corresponding observe entries are removed.

[0089] For many figures herein, some steps are not shown in order to more clearly
highlight the different registration mechanisms. All the registration methods shown herein
execute the same steps as those shown in Figure 14 except that the processing step within each
RD is not shown in the figures. In addition, there may be security implications with all the
registration methods provided. The security implications are especially important when a parent
RD registers to its child RDs in a bottom up deployment (e.g. when a SP builds the RD network
by first deploying lower level RDs and followed by one or more level of parent RDs — see Figure
10). In those cases, a token could be provisioned in all child RDs and the parent RD is required
to provide the token during registration in order to register to the child RDs.

[0090] The registering RD may operate as a parent or a child of the registrar RD. When
registering, the RD may have its RDID fully provisioned, partially provisioned, or not
provisioned at all. The registration request is the same in all the cases but the information
provided and the resulting behavior of the registrar RD is different. Figure 18 shows the Fully
Provisioned RDID case in which RD2 is the child RD registering to the parent RD, RD1. This
case 1s prevalent when an SP controls RD deployments and has total control over the
provisioning of the RDID. RD2 is provisioned with an RDID that is a child of RD1. Since the SP
controls the RDID assignment, there should be no conflict and RD1 should return a successful
registration with the same RDID as provided by RD2.

[0091] Similarly, a registering RD may be fully provisioned but is a parent RD of the
registrar RD. Figure 19 shows this case in which RD2 is a parent RD of RD3. The RDID
provided in the registration request has the same prefix as that of RD3’s RDID and indicates that
RD2 is the parent RD of RD3. This scenario depicts the case where the SP deploys the RDs in a
bottom up manner, with the bottom being the child RDs.
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[0092] There are cases where a fully provisioned RDID is not available or desirable,
e.g. RDID management for large systems. For these cases, the RD-to-RD registration method
supports partially provisioned or non-provisioned RDIDs. Figure 20 shows a partially
provisioned RDID registration in which the registering RD2 provides an RDID prefix that
matches the registrar RD1’s prefix. RD1 may be managing a large number of RDs and upon
receiving the partial RDID, RD1 may assign a suffix that is not found in the local RD
Registration Table. This combination of the provided prefix and the assigned suffix would
combine to form the entire RDID for the registration request. RD1 will then return the composite
RDID in the response to RD2.

[0093] Finally, a registering RD may provide an empty RDID to indicate it wants to be
assigned an RDID. Alternatively, the RDID could have an RDID value of “.” instead as an
indication of a request for RDID assignment. This approach is the preferred mechanism in large
scale deployments as the RDID is auto-provisioned and are dynamically managed by registrar
RDs. The RDID may be determined by the entries of the local registration table in each registrar
RD. Figure 21 shows the case in which the RDID has a “.” value for the RDID attribute in the
registration request. When RD1 receives such a request, it checks its local RD Registration Table
to locate an available RDID that is not present in the table. The new RDID is added to the table
and returned to RD2 to indicate a successful registration. Note the RDID returned should be a
child RDID of the registrar RD to avoid potential RDID conflicts in future registrations. The
reason is the registrar RD doesn’t have the insight into which peer RDID is available and it does
not know which parent RDID is valid. In ad-hoc deployments, the registrar RD may return any
RDID but it may encounter RDID conflicts in the future as a result.

[0094] In a peer-to-peer scenario, the registering RD needs to provide an additional
attribute called the “pRDID” or Parent RDID. This new attribute denotes the parent RD of the
registering RD and is used to link the registering RD to its parent RD. Along with the parent
RDID, the attribute also contains the context of the parent RD and as a result, the pRDID
attribute is a complex attribute. The registrar RD may use the information provided in the pRDID
attribute to perform the new RDID Validation Query method specified below. The method
allows the registrar RD to verify with the parent RD (of the registering RD) the RDID provided
by the registering RD. The inclusion of the pRDID attribute will help the registrar RD resolve

conflicts with duplicate RDID in future registrations.
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[0095] Figure 22 shows an example call flow for a peer-to-peer registration request.
This peer-to-peer RD-to-RD registration method includes an RDID Validation Query process.
The validation method helps minimize RDID conflicts by having a third party validate the RDID
of the registering RD. Recall, a child RD may only have one parent RD. This is only a simple
validation; for a more robust solution, security mechanisms should be used instead. In this case,
RD1 and RD2 have different parent RDs.

[0096] In step O, RD1 and RD2 have difterent parent RDs.

[0097] In step 1, RD2 registers to RD1 and provides the pRDID attribute with the
RDID and context information of RD3, the parent RD of RD2. RD1 obtains RD2’s context
information from the received message.

[0098] In step 2, using information from pRDID, RD1 performs the RDID Validation
Query and sends a GET request targeting RD3’s rd-lookup interface. Note the type of lookup is
of type “rd” rather than the normal res, et, and 7t provided by IETF RD draft and this type
indicates an RDID validation query is being performed. In addition, RD1 provides a new
attribute cRDID, which is the RDID of the child RD that is being verified. If RD1 cannot reach
RD3, RD1 may decide to either proceed with the registration method or deny the request. This is
left as an implementation policy for the design of RD1 and also may depend on the deployment
scenario. In a structured deployment, the policy may be to deny the request; whereas an ad-hoc
deployment may allow the registration.

[0099] In step 3, RD3 processes the GET request, locates RD2’s register information,
and returns RD2’s context in the response to RD1.

[00100] In step 4, RD1 validates RD2’s registration by comparing RD2’s context from
step 1 with that received from RD3 in step 3. Note, the request from step 1 contains the context
of the parent RD (RD3) in the pRDID attribute. Furthermore, RD2’s context information was
obtained by RD1 in step 1. These two context information are different and represent context of
RD3 and RD2 respectively.

[00101] In step 5, RD1 sends an appropriate response to RD2 based on the validation
result from step 4.

[00102] If an RD does not have a parent RDID, then the RD sends a null entry for the
pRDID attribute. This indicates that the registering RD is not registered to another RD. As a
result, there will be no conflict with RDID. However, the registrar RD still checks the local
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registration table for duplicate RDIDs to ensure the RDID is unique. This may occur if the RDID
is incorrectly configured or in ad-hoc scenarios where the RDID is provisioned by a different
user or SP.

[00103] In the event that the RD registers to a parent RD in the future, an update to the
previous registration needs to be performed. Figure 23 shows the registration update method for
this case. Initially, RD2 registers to RD1 without being registered to a parent RD. It provides its
own RDID and an empty pRDID. Upon receiving the registration request, RD1 notices an empty
pRDID attribute and hence it knows RD2 is not registered to any other RD. As a result, RD1
only needs to check for duplicate RDID against the ones in the local Registration Table.
Sometime later, RD2 registers to a parent RD. After the successful registration, RD2 performs a
registration update by using the POST method. This time, RD2 provides the pRDID associated
with the new parent RD. Alternatively, the pRDID attribute could also be placed in the payload
of the message if there are other attributes that needs update, e.g. for an update of the lifetime of
the registration as well.

[00104] In step O, RD2 has no parent RD.

[00105] In step 1, RD2 performs a registration request, providing an RDID of 1.2, an
empty pRDID, and a list of resource types (#7) it hosts in the payload.

[00106] In step 2, RD1 checks its local Registration Table for duplicate RDID, finds
the RDID is available, and returns a success response.

[00107] In step 3, after some time, RD2 registers to a parent RD. This could be
triggered by a parent RD registering to RD2 in a bottom up deployment. In this deployment
scheme, child RDs are deployed first. Then as the RD buildout progresses, parent RDs are
deployed above the child RDs.

[00108] In step 4, RD2 then updates its registration on RD1 by providing the context of
its parent RD.

[00109] In step 5, RD1 updates its Registration Table and sends an appropriate
response to RD2.

[00110] Once RDs are registered to each other, existing RD lookups may be enhanced
by having the receiving RD extend the search to all the RDs in its registration table, if necessary.
The trigger of this Extended Search will depend on the search parameters provided by the client.

New RD Query attributes allow clients to provide more criteria for enabling Extended Search.
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For example, if an RD client specifies a search for some particular resource type within a geo-
fence area, then the receiving RD may extend the search based on the geo-fence area it has of all
registered RDs in its Registration Table. Furthermore, RDs involved in the Extended Searches
may provide RD Meta-data that provides more information about the search and/or resources.
The receiving RD will then aggregate all search results together and return them to the client.
Finally, an RD may also provide mechanisms for caching CoRE Links of other RDs using an
enhanced version of the CoAP Observe functionality that are enabled due to RD-to-RD
communications.

[00111] In the case an RD is heavily loaded and is not able to execute an Extended
Search on behalf of the client, the RD may return the context information of other RDs that
contains Links the client is looking for. Then the client may issue another RD lookup query to
the other RDs. Figure 24 shows such a case in which RD1 returns a 4.04 Not Found response
code but includes another RD’s context information along with the associated RDID. RD1
knows of RD?2 as a result of RD2’s registration to RD1.

[00112] When an RD client searches for CoRE Links of resources, an RD may now
expand the search to include CoRE Links from other RDs that are registered to it. A client may
insert RD Query attributes to trigger the expanded search, which is referred as an RD Extended
Search. The RD Query attributes provide additional parameters a client may use to specify
parameters for use in enhanced RD lookups. For example, if a client provides the geo-fence area
(gfa) attribute, the receiving RD may use this information and check against all registered RDs in
its Registration Table to make a determination of which RDs to send the Extended Search.
Figure 25 shows an example of how the enhanced RD Lookup Query would work. The RD
Extended Search provides clients the ability to specify RD Query attributes in lookup requests
and for RDs to return RD Meta-data in the lookup responses.

[00113] In step O, RD1 and RD2 are registered with each other.

[00114] In step 1, an RD client performs an RD Lookup towards RD1 searching for a
particular endpoint type that resides in a certain geo-fence area as specified by the RD Query
attribute gfa=[(gpsCoordsl), (gpsCoords2), (gpsCoords3), (gpsCoords4)], which is a new search
criteria for the RD Lookup interface. In addition, other RD Query attributes could be included to
direct the RD on what additional information is requested in the response and how to extend the

Extended Search. These may include the number of RDs to search, whether to include the
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RDIDs associated with CoRE Links in the search response, an endpoint registration lifetime
cutoff, the number of levels of RD hierarchy to limit the search, a response time requirement, the
number of CoRE Links to return, etc.

[00115] In step 2, using the information provided in its Registration Table pertaining to
geo-fencing, RD1 may identify RDs that fall within the geo-fence area. Combined with other
search parameters the client may have provided, RD1 creates a list of RDs with which to send
Extended Searches to.

[00116] In step 3, using the list obtained in step 2, RD1 sends Extended Searches to all
the RDs on the list. As part of the Extended Search request, RD1 includes its own RDID with a
set of RD Query attributes that may or may not be the same ones provided by the client. Certain
RD Query attributes such as the geo-fence area are passed along in the Extended Search while
other RD Query attributes such as the number of CoRE Links to return are not passed along.

[00117] In step 4, RD2 returns the list of CoRE Links that matches the search criteria.
In the response, RD2 may include RD Meta-data for the RD Query attributes sent in step 3. This
may include GPS coordinates of the endpoints, the remaining lifetime, etc. In addition, RDs
should include the RDID with the associate CoRE Links to identify where the Links are hosted
in the responses. This will allow the Extended Search’s aggregator RD the ability to identify
duplicate CoRE Links and remove them before responding to the client.

[00118] In step 5, RD1 aggregates the responses from all the RDs with its own list of
CoRE Links that meet the criteria of the original lookup request. In cases where the Extended
Search produce results from the same RD, RD1 may easily detect this by finding duplicate
RDIDs and only aggregating the duplicates as a single set of results.

[00119] In step 6, RDI1 returns the aggregated list of CoRE Links to the client and may
include any RD Meta-data that gives the client more information about the Links. The meta-data
could include the GPS coordinates of the endpoints, the RDID of the RD that hosts the CoRE
Links, etc.

[00120] Table 4 show examples of RD Query attributes that may be used by RD clients
in performing enhanced RD lookups and the RD Meta-data that could be returned during
Extended Searches. The table lists the attributes and meta-data that are applicable to the

corresponding steps outlined in Figure 25.
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Examples of RD Query Attributes and Meta-Data for used in Extended Searches

Applicable in

Meta-Data

Description Step
(Abbreviation)

1 {3 |4 |6

RD Query Attributes
numRD Limit the number of RDs in performing

Extended Searches )
numLinksLimit | Limit the number of CoRE Links that is

returned in the response )
includeRDID Include the RDID associated with CoRE

Links in the response )
rspTimeReq Perform Extended Search within the

response time specified 7
gfArea Geo-fence area X | X
gpsCoords GPS coordinates of the endpoints where the

resource resides ) 7
regl TCutoff Registration lifetime cutoff specifies a

threshold to limit the Extended Search based

on the remaining lifetime of endpoint

registrations. In other words, an RD should | x |x

enable Extended Search to return only the

endpoint registrations whose remaining

lifetime is above the threshold provided.
epAwake Limit search for endpoints that are awake X | X
RD Meta-data
cacheResource A resource that may be cached at a remote

D X
remainL. T The remaining lifetime of the endpoint

associated with the resource .
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Applicable in
Meta-Data o
o Description Step
(Abbreviation)
1 {3 |4 |6
RDID The RDID of the RD that hosts the indicated
X X
endpoints associated with the resource.
resCache A cached copy of a resource from another
X
RD

[00121] As shown by Table 4, there are two types of RD Query attribute and another
two types of RD Meta-data. RD Query attributes are provided on an RD’s Lookup Interface to
provide finer grain search criteria. The first type of RD Query attribute are attributes used
between a client and an RD, as shown by the Step 1 column in Table 4. The second type of RD
Query attributes are those used within RD-to-RD communications. These are provided by RD-
to-RD during Extended Search. These are just categories for the RD Query attributes and some
may in fact be considered as both types. Similarly, there are two types of RD Meta-data as well.
The categories are similar to RD Query attributes: RD to client, and RD-to-RD. The RD Meta-
data provides contextual information about the results returned by an RD, whether it is for
another RD or for a client.

[00122] A benefit of the parent-child architecture occurs during Extended Search in
which a child RD may forward a client query to a parent RD and let the parent RD forward the
requests to other child RDs. This mechanism is especially useful whenever a comprehensive
search is required and may also minimize latency in certain situations. For more time critical
queries, the querying RD may want to communicate directly to its peer RDs to get responses as
quickly as possible.

[00123] Through the course of operation, an RD may determine certain CoRE Links
are more popular than others by their presence in the aggregated results provided to responses of
multiple, but different queries. Alternatively, an RD may be presented the opportunity to store
remote endpoint registration and their respective CoRE Links through the RD Meta-data
cacheResource provided in the Extended Search responses. This meta-data indicates that a CoRE
Link may be cached on the receiving RD. An RD may then initiate an unsolicited request to

observe the CoRE Links by performing an enhanced CoAP Observe as outlined in Figure 26. In
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this case, RD1 is interested in observing CoRE Links on RD2 after a previous Extended Search
showed the Links are cacheable. The RD is initiating this request not due to a client query but
through its own determination that the Links are popular and the RD would like to cache a copy
of the Links in its local repository. The method is as follows.

[00124] In step O, RD1 and RD2 are registered with each other.

[00125] In step 1, RD1 sends a GET request to RD2 with an Observe option and a list
of CoRE Links in the payload that it is interested in observing. The GET request in this case is
different than a typical Observe request in that the target URI is not one of the observed
resources. Rather, it is a typical RD client query targeting the RD Lookup Interface. The CoRE
Links provided in the payload corresponds to the “resources” that the requestor wants to observe.
Included in the request are RD1’s RDID and a token for the observation. The observe token in
this case applies to the requesting RD and not to each observe resource. As a result, observed
CoRE Links may be added or removed using the same token. Only when all the CoRE Links
associated with an RD are removed will the token be removed. Various mechanisms could be
used to indicate the enhanced Observe functionality: 1) the inclusion of an RDID, 2) the list of
CoRE Links in the payload of the GET request, or 3) the addition of an enumeration to the
Observe option.

[00126] In step 2, RD2 responds with the response code “2.05 Content”, the token, an
Observe sequence number, and a list of endpoint registration with their respective CoRE Links
that are observed. This specifies that RD2 will notify RD1 of changes to the registration state of
the endpoint registration and their CoRE Links.

[00127] In step 3, RDI1 saves the CoRE Links listing provided by RD2.

[00128] In step 4, RD2 receives a request from an endpoint to update registration
lifetime associated with the CoRE Link(s). This triggers an observe event and requires RD2 to
notify RD1 of the change to the registration state of the CoRE Link(s).

[00129] In step 5, RD2 sends a notify message with the response code of “2.04
Changed” along with the token, observe sequence number, and the changed CoRE Link(s). In
normal Observe behavior, the notify message will contain the response code “2.05 Content”
instead. This is due to the fact that the original Observe functionality is interested in the contents
of a resource. The RD’s use of Observe centers on the fact that the RD is interested in the

registration state of the CoRE Link(s) and not the contents of the CoRE Links. (If the contents of
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the CoRE Link(s) were to change, the normal Observe “2.05 Content” response code will be
sent.) As a result, the response code of an Observe notify message will be used to indicate how
the RD should treat the cached copy of the CoRE Link(s). In this case, an update is required as
the CoRE Link registration state has changed.

[00130] In step 6, RD1 updates the cached CoRE Link(s) provided by RD2.

[00131] In step 7, after some time, the endpoint deletes the CoRE Link(s) from RD2.
This triggers another observe event.

[00132] In step 8a, RD2 sends another notify message but this time, the response code
is “2.02 Deleted”. The response code reflects the fact that the CoRE Link(s) was (were) deleted
in step 5.

[00133] In step 8b, optionally, RD2 may proactively remove the observe entry of any
CoRE Link that is no longer being hosted. Alternatively, RD2 may wait for RD1 to cancel the
observation either through a RESET message as shown in step 10b or by an explicit Cancel
Observe message as described in RFC 7641.

[00134] In step 9, upon receiving the notify message from step 8a, RD1 removes the
cached CoRE Link(s).

[00135] In step 10a, optionally, RD1 may send a RST message to cancel the
observation.

[00136] In step 10b, RD2 removes the observe entry.

[00137] Notice that the notify responses in steps 5 and 8a are not the typical 2.05
Content Observe response. The reason for this is the RD’s use of Observe is different than that of
typical observe clients. Whereas typical observe clients are interested in the state of a resource
(i.e. the value), RDs are interested in the registration state of the CoRE Links. This important
distinction requires that the response codes for an RD observe should give the registration status
of the CoRE Links. As a result, 2.04 Changed and 2.02 Deleted responses are provided. The
response code in these cases will direct the receiving RD on how to process the cached CoRE
Links.

[00138] New parameters, attributes, and meta-data described herein may be used in
both the Resource Directory communications outlined in RFC 6690 CoRE Link as well as for

new operations described herein, such as new RD Query operations. New CoRE Link and RD
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Query attributes may be used to support RD-to-RD communications, for example. New RD
Meta-data may be returned during Extended Search operations.

[00139] The RDID attribute is an opaque string used to identify an RD as part of RD-
to-RD communications. The RDID consists of a sequence of numbers delimited by the character
“”,such as “1.2.3”. For matching purposes, the entire string must be matched exactly on a per
character basis. Only one value is allowed within the attribute and it must not appear more than
once in a link. The RDID may be fully provisioned, partially provisioned, or not provisioned at
all. In the latter two cases, the registrar RD will provision the necessary components of the RDID
to the registering RD.

[00140] Similar to the RDID, the pRDID attribute is an opaque string that identifies an
RD for RD-to-RD communications. The pRDID identifies an RD that is the parent RD of the RD
that presents this link attribute. It follows the same matching requirements, value multiplicity,
and single appearance in a link as the RDID. The pRDID is used in peer-to-peer RD-to-RD
registration and is required for RDID validation. The registering RD provides the pRDID
attribute when registering to a peer RD.

[00141] Similar to the RDID, the cRDID attribute is an opaque string that identifies an
RD for RD-to-RD communications. The cRDID identifies an RD that is the child RD of a parent
RD indicated for RDID validation. It follows the same matching requirements, value
multiplicity, and single appearance in a link as the RDID. The cRDID is used in peer-to-peer
RD-to-RD registration and is required for RDID validation. The registrar RD provides the
cRDID attribute during RDID Validation Query method.

[00142] An RD client may provide a “number of RDs” (nrd) query attribute to limit the
number of RDs used for Extended Searches. A value of zero indicates to the RD that the client
only wish to query the local RD and that Extended Searches should be disabled. A non-zero
value indicates the number of RDs to include in the Extended Search. This attribute is typically
used when an RD client is only interested in searching surrounding resources near the client.

[00143] An RD client may provide a “number of links limit” (n/l) attribute to limit the
number of CoRE Links the RD returns. A client may not be able to handle parsing a big list of
results, or may not support CoAP block transfers. The n// attribute may be used when the search

is targeted with many query attributes and the client is expecting a small number of resources to
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meet the search criteria. In those cases, the attribute provides for a more comprehensive search
while limiting the results returned.

[00144] An RD client may provide an “include RDID” (iri) query attribute to request
that RDIDs be included in the response to a search. Depending on the search results, the resource
URIs may be found from multiple RDs. As a result, multiple RDIDs may be included in the
search response to the client. This added information in the lookup response may help clients
better track the popularity of an RD in terms of resource URIs hosted.

[00145] An RD client may provide a “response time requirement” (7#r) query attribute
to limit the time an RD has in performing Extended Search. The time provided could either be
an absolute or relative time and upon expiration, the RD must return the search results to the
client. A client will use this attribute to get timely responses and does not care that the results
are not comprehensive.

[00146] An RD client may provide a “geo-fence area” (gfa) query attribute to limit an
RD’s search within the geo-fence area specified. The attribute may be complex. In Examples 1
and 2 below, the values are delimited within square brackets. The ‘gfa’ attribute may also be
considered a Link attribute. The attribute may consist of some combination of GPS coordinates
and geometric shape to describe the area, e.g. circle, rectangle. Some examples are:

Example 1
Circle: gfa=[circle;<gpscenter>;<radius>]
Example 2
Rectangle: gfa=[rectangle; <gpstopLeft>; <gpsbottomLeft>; <gpsbottomRight>;
<gpstopRight>]

[00147] An RD client may provide a “registration lifetime cutoff” (rlc) query attribute
to selectively search an RD for resource URIs whose endpoint has a certain level of time
remaining in its registration to an RD. The attribute could contain either an absolute or relative
time that 1s remaining on an endpoint’s registration lifetime. This attribute may be used in cases
where a client is looking to access the resource of an endpoint at a later time and wants to ensure
the endpoint is still available, for example.

[00148] An RD client may provide an “endpoint awake” (epa) query attribute to
indicate to an RD to only search for resource URIs whose endpoints are awake up at s time

specified in the attribute, for example. The attribute could contain either an absolute or relative
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time that an endpoint is awake for. This attribute may be used in cases where a client is looking
to access the resource of an endpoint immediately after getting the search response.

[00149] An RD may provide a “load capacity” (Ic) meta-data in a response to an RD
Discovery request to indicate the loading of the RD. Such meta-data may include a percentage
of the full capacity the RD have in terms of hosting CoRE Links, for example. A higher
percentage could indicate the RD is popular but also it is loaded and may incur longer processing
delays.

[00150] An RD may provide a “cache resource” (crs) meta-data during RD-to-RD
communications to indicate resources it returns to another RD is cacheable. In return, an RD
may need to perform RD Cacheable Resource Synchronization method using enhanced Block
Observe.

[00151] An RD may provide GPS coordinates (gps) meta-data during RD-to-RD
communications to include location data of resources that are returned in response to lookup
requests. The values may be complex and consist of GPS coordinates of the endpoint where the
resource resides. Note that the ‘gps’ attribute may also be considered a Link attribute. This
meta-data may be returned if the indicated resource falls within the ‘gfa’ area specified by the
lookup query, for example.

[00152] An RD may provide “remaining lifetime” (r/f) meta-data during RD-to-RD
communications to provide remaining lifetimes of endpoints that host the indicated resources.
This meta-data may be returned in response to the ‘r/c’ Query attribute, for example.

[00153] An RD may provide a “resource cache” (rsc) meta-data during RD-to-RD
communications for resource URIs that are cached copies of the original resource URI residing
in a different RD. This meta-data may be useful especially in the case when an RD client
includes the ‘nrd’ query attribute to limit the number of RDs queried for an extended search, for
example.

[00154] The following examples show some usage of the aforementioned attributes and
meta-data. In the interest of brevity, some internal RD processing steps may be omitted to
highlight the salient features shown by each example.

[00155] Figure 27 shows an example of a parent-child registration in which the child
RD, RD3, is registering to RD1 with an empty RDID attribute, i.e. no RDID is provided. In step

0, RD3 performs Service Discovery to locate the context information of RD1. In step 1, using
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the context information obtained from step 0, RD3 sends a registration request with the empty
RDID, its GPS coordinates, and the resource types (#7) RD3 hosts. In step 2, RD1 then returns a
2.01 Created response with the assigned RDID 1.2.2, a list of 77 RD1 hosts, and another RD with
the associated context information that RD3 may be interested in registering to.

[00156] This case shows the streamlined registration mechanism of a parent-child
registration that could be used to deploy RDs in a large scale deployment. The parent RD
manages the RDID provisioning and provides for dynamic RD registration without the issue of
RDID conflicts. RD owners or service providers do not need to manage the pre-provisioning of
RDID for the many RDs that are deployed.

[00157] Figure 28 shows an example of the use of RD Extended Search enabled by
RD-to-RD communications. In step 0, RD2 and RD3 both register to RD1, the parent RD. In
step 1, a client performs an RD query to RD1 searching for the resource type (77) “light”. In the
query, the client specifies the ir7 and nrd attributes with values of 1 and 2 respectively. In the
case of ir7, a value of 1 enables the inclusion of RDID in the results to the client query, while an
nrd value of 2 specifies that the client wants to limit the Extended Search to two RDs.

[00158] In step 2, RD1 searches its Registration Table for RDs that host the “light”
resource type. Using the nrd value as a guide, RD1 selects the 2 RDs matching the search
criteria. If RD1 finds more RDs matching the search criteria than the nrd attribute, RD1 may still
include the extra RDs in the Extended Search as to provide the most results to the client and filter
the results to limit them to two RDs, for example.

[00159] In steps 3a and 3b, RD1 sends an appropriate query to RD2 and RD3,
respectively. Note that the nrd attribute is not included in the requests sent in steps 3a and 3b.
This type of RD Query attribute is only available on client queries, i.e. between a client and an
RD. Other RD Query attributes may also be used as part of attributes in the Extended Search,
such as the gfa and the r#r attributes. The presence of RDID indicates to RD2 and RD3 that this
query is from an RD rather than a client.

[00160] In step 4, RD2 and RD3 return the results of the corresponding queries in steps
4a and 4b. The results include the RDID of either RD2 or RD3 as well as the list of CoRE Links
that match the query criteria. Within each CoRE Link, the crs attribute may be included for
Links that are cacheable by RD1. This attribute is referred to as the RD Meta-data that may be
returned by an RD’s Lookup Interface. Within this type, there are two sub-types: ones that are
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provided in RD-to-RD communications (e.g., crs) and others that are returned to the client (rsc).
Once again, some RD Meta-data may be classified as both.

[00161] In step S, once all the responses are received, RD1 aggregates the results into a
final report to send to the client. Included in the report are results from searches from RD2 and
RD3 as well as results from RD1 internally.

[00162] In step 6, depending on the RD Query attribute provided in step 1, RD1 may
need to format the report sent to the client. In this case, iri was enabled and as a result, RD1
includes the RDID with the associated CoRE Links in the response. In the payload of the
response, the Links associated with RD1 are listed first, followed by Links for RD2, and finally,
the Links for RD3. Note that the crs attribute is not part of the links. This is due to the fact crs is
an RD-to-RD only meta-data. RD1 is informed by RDs 2 and 3 that certain Links are cacheable
if the crs attribute is set to 1. In the example, Links 1, 2, and 3 are able to be cached by RD1
while Link 4 is not.

[00163] Figure 29 shows another example of an Extended Search but this time, the
search is spanned across multiple hops. The client in this case performs a query on RD3, which
along with RD2 are child RDs of RD1, i.e. both RD2 and RD3 are registered to RD1. In
addition, RD3 is registered to RD4 as peer RDs but RD3 is not registered to RD2. This example
highlights the fact the Extended Search capability may span multiple hops while still meeting a
response time requirement placed by the client using the r# RD Query attribute.

[00164] In step O, RD3 is registered to RD1 as a child RD and RD4 as a peer RD. RD2
is also registered to RD1 but RD2 and RD3 are not registered to each other. RD4 is not
registered to RDI1.

[00165] In step 1, the Client performs a query for light resource type and specifies a
response time requirement (777 RD Query attribute) for the query.

[00166] In step 2, RD3 searches its Registration Table and makes a determination to
include RD1 and RD4 in the Extended Search.

[00167] In step 3a, RD3 sends a GET request to RD4 with an r#r value that is lower
than the one provided by the client to account for processing delays.

[00168] In step 3b, RD4 is not able to expand the search to its child RDs and as a
result, returns only the Links it hosts along with its RDID.
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[00169] In step 4a, RD3 sends another GET request to RD1 but with a larger r#r value
as it is closer to RD1 than RD4. The r#r value may be calculated based on some algorithm
programmed within the RD or through some empirical information obtained from previous
communications.

[00170] In step 4b, RD1 expands the Extended Search to include RD2 and forwards the
GET request it receives but with a lower r#r value.

[00171] In step 4c, RD2 returns a list of CoRE Links that matches the resource type
light to RD1 along with its RDID.

[00172] In step 4d, RD1 aggregates its own results with those received from RD2 and
returns them to RD3. The results are grouped according to RDID.

[00173] In step 5, RD3 aggregates the results from steps 3b and 4d with its own results
and send them to the client. If RD3 detects duplicate RDIDs from different responses, it may
remove one set of CoRE Links from the response that is sent to the client. RD3 is filtering the
results so the client does not received duplicate CoRE Links.

[00174] Figure 25 shows an example where the gfa RD Query attribute is used to limit
the search to a certain geo-fence area specified by “coords", and the gfa attribute is used to limit
the RD Extended Search to only RDs within a geo-fence area. The gfa query attribute is
classified as both client to RD and RD-to-RD query attribute as it is used in both queries, as
shown in steps 1 and 3. RD1 determines the RDs to include for step 3 by comparing the given
gfa to the information in its local Registration Table. In the example, only one RD, RD2, falls in
the area specified by gfa and hence only one request is sent out for Extended Search. If RD2 has
an entry in its local Registration Table, it also may extend the search to include the RD
associated with that entry. That is the benefit of allowing RD-to-RD communications — the
search criteria may be enhanced to target a specific resource a client is looking for while getting
a level of comprehensive results.

[00175] As described in RFC 7641, the CoAP Observe functionality allows a CoAP
client to register to get notifications on changes to resources hosted by a CoAP server. The
notification that is returned from the CoAP server provides data on the state of a resource and
contains a “2.05 Content” code. In the context of RD communications, the Observe notification
is enhanced to indicate an action to be performed on a cached CoRE Link based on the response

code provided, as described, e.g., in reference to Figure 26.
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[00176] Figure 26 outlines the usage of CoAP Observe from the perspective of RD
communications. RD1 is interested in caching one or more CoRE Links residing in RD2 and
performs an observe registration in step 1. The inclusion of an RDID indicates to RD2 that the
GET request is requesting the enhanced Observe notifications, as described, e.g., in reference to
Figure 26. Alternatively, the presence of CoRE Links in the payload of the GET message may be
used to indicate enhanced Observe notifications are requested. Finally, a third alternative is to
enumerate the Observe option to request the enhanced notifications. The Observe option value

may be modified as shown in Table 6-1.

Table 6-1 CoAP Observe Option Value Enumerations for Enhanced Notifications

Observe Enumeration Description

Option

Value

0 Register adds the entry to the list, if not present

1 Deregister removes the entry from the list, if present

2 (new) Register (for adds CoRE Link(s) to the list and enable enhanced
enhance notifications
notifications)

[00177] Figure 30 shows an example of a new Observe functionality. The example
builds upon the example from Figure 28 but only focuses on the interactions between RD1 and
RD2 and continues on after steps 1 to 6 have been executed.

[00178] In step O, RD2 and RD3 both registers to RD1, the parent RD. Note RD3 is not
shown in Figure 30.

[00179] In steps 1-6, the method of Figure 28 is executed. The important step for this
example is the return of the crs RD Meta-data in steps 4a and 4b of Figure 28.

[00180] In step 7, RD1 performs an observe request on the cacheable Links 1 and 2 by
including them in the payload of an Observe request. Note the use of the new Observe
registration mechanism as denoted by an Observe value of 2. In addition, the token (k) 1234

applies to both Links 1 and 2.
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[00181] In step 8, RD2 creates an entry in its Observe table using the token 1234 and
adds Links 1 and 2 for RD1. All RD1 observe requests will use this token; however, RD1 may
also create another observe request with a different token. The use of multiple tokens by the
same RD is useful for grouping Links together. This is an implementation decision — a simplify
implementation may limit only one observe token per RD while a more feature rich
implementation may allow multiple observe tokens for the same RD.

[00182] In step 9, RD2 sends a 2.05 Content response to RD1 indicating the Observe
request was granted. The same token as in the request and an observe sequence number are
provided in the response. Included in the payload is the list of granted Links — the list may
consist of all Links in the request or a subset of the Links, e.g. if the observe table is full when
trying to add all the Links in the request, only Links that were successfully added are returned
while Links not added are not included in the response.

[00183] In step 10, Link2 is updated.

[00184] In step 11, RD2 sends a 2.04 Changed notify message to RD1 with the
contents of Link?2 in the payload. The same token and an incremented observe sequence number
are included with the response. Note this is where the behavior of the Observe response is
different from typical Observe behavior — the response code indicates how RD1 needs to process
the information in the payload rather than merely providing the content. RD1 updates its cached
copy of Link2.

[00185] In step 12, Linkl is removed.

[00186] In step 13, RD2 sends a 2.02 Deleted response to RD1 indicating the need for
removing the cached Link. Once again, the behavior here is different than existing Observe
behavior. RD1 removes its cached copy of Link1.

[00187] Figure 31 shows an example user interface of an RD Registration Table, as
described, e.g., in reference to Table 3. The user interface shows the layout of RD
interconnections and the registration relationships among the RDs. A user may touch one of the
RD icons to select it and a dialog window pops up. Within the window, a heading shows what
RDID is associated with the selected RD. In addition, two GUI boxes show the status and
configurations for the current RD. Finally, a table appears at the bottom portion of the window
that is similar to Table 3. The table shows the registration relationships between the selected RD

and other remote RDs.
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[00188] The various techniques described herein may be implemented in connection
with hardware, firmware, software or, where appropriate, combinations thereof. Such hardware,
firmware, and software may reside in apparatuses located at various nodes of a communication

network. The apparatuses may operate singly or in combination with each other to effect the
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methods described herein. As used herein, the terms “apparatus,” “network apparatus,” “node,”
“device,” and “network node” may be used interchangeably.

[00189] As shown in Figure 32, the M2M/ IoT/WoT communication system 10 may
include the Infrastructure Domain and the Field Domain. The Infrastructure Domain refers to the
network side of the end-to-end M2M deployment, and the Field Domain refers to the area
networks, usually behind an M2M gateway. The Field Domain and Infrastructure Domain may
both comprise a variety of different nodes (e.g., servers, gateways, device, and the like) of the
network. For example, the Field Domain may include M2M gateways 14 and devices 18. It will
be appreciated that any number of M2M gateway devices 14 and M2M devices 18 may be
included in the M2M/ IoT/WoT communication system 10 as desired. Each of the M2M
gateway devices 14 and M2M devices 18 are configured to transmit and receive signals, using
communications circuitry, via the communication network 12 or direct radio link. A M2M
gateway 14 allows wireless M2M devices (e.g. cellular and non-cellular) as well as fixed
network M2M devices (e.g., PLC) to communicate either through operator networks, such as the
communication network 12 or direct radio link. For example, the M2M devices 18 may collect
data and send the data, via the communication network 12 or direct radio link, to an M2M
application 20 or other M2M devices 18. The M2M devices 18 may also receive data from the
M2M application 20 or an M2M device 18. Further, data and signals may be sent to and
received from the M2M application 20 via an M2M service layer 22, as described below. M2M
devices 18 and gateways 14 may communicate via various networks including, cellular, WLAN,
WPAN (e.g., Zigbee, S(LOWPAN, Bluetooth), direct radio link, and wireline for example.
Exemplary M2M devices include, but are not limited to, tablets, smart phones, medical devices,
temperature and weather monitors, connected cars, smart meters, game consoles, personal digital
assistants, health and fitness monitors, lights, thermostats, appliances, garage doors and other
actuator-based devices, security devices, and smart outlets.

[00190] Referring to Figure 33, the illustrated M2M service layer 22 in the field
domain provides services for the M2M application 20, M2M gateways 14, and M2M devices 18
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and the communication network 12. It will be understood that the M2M service layer 22 may
communicate with any number of M2M applications, M2M gateways 14, M2M devices 18, and
communication networks 12 as desired. The M2M service layer 22 may be implemented by one
or more nodes of the network, which may comprise servers, computers, devices, or the like. The
M2M service layer 22 provides service capabilities that apply to M2M devices 18, M2M
gateways 14, and M2M applications 20. The functions of the M2M service layer 22 may be
implemented in a variety of ways, for example as a web server, in the cellular core network, in
the cloud, etc.

[00191] Similar to the illustrated M2M service layer 22, there is the M2M service layer
22’ in the Infrastructure Domain. M2M service layer 22’ provides services for the M2M
application 20’ and the underlying communication network 12’ in the infrastructure domain.
M2M service layer 22’ also provides services for the M2M gateways 14 and M2M devices 18 in
the field domain. It will be understood that the M2M service layer 22° may communicate with
any number of M2M applications, M2M gateways and M2M devices. The M2M service layer
22’ may interact with a service layer by a different service provider. The M2M service layer 22’
may be implemented by one or more nodes of the network, which may comprise servers,
computers, devices, virtual machines (e.g., cloud computing/storage farms, etc.) or the like.

[00192] Referring also to Figure 33, the M2M service layers 22 and 22’ provide a core
set of service delivery capabilities that diverse applications and verticals may leverage. These
service capabilities enable M2M applications 20 and 20’ to interact with devices and perform
functions such as data collection, data analysis, device management, security, billing,
service/device discovery etc. Essentially, these service capabilities free the applications of the
burden of implementing these functionalities, thus simplifying application development and
reducing cost and time to market. The service layers 22 and 22’ also enable M2M applications
20 and 20’ to communicate through various networks 12 and 12’ in connection with the services
that the service layers 22 and 22’ provide.

[00193] The M2M applications 20 and 20’ may include applications in various
industries such as, without limitation, transportation, health and wellness, connected home,
energy management, asset tracking, and security and surveillance. As mentioned above, the
M2M service layer, running across the devices, gateways, servers and other nodes of the system,

supports functions such as, for example, data collection, device management, security, billing,
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location tracking/geofencing, device/service discovery, and legacy systems integration, and
provides these functions as services to the M2M applications 20 and 20’.

[00194] Generally, a service layer, such as the service layers 22 and 22’ illustrated in
Figures 32 and 33, defines a software middleware layer that supports value-added service
capabilities through a set of Application Programming Interfaces (APIs) and underlying
networking interfaces. Both the ETSI M2M and oneM2M architectures define a service layer.
ETSI M2M’s service layer is referred to as the Service Capability Layer (SCL). The SCL may be
implemented in a variety of different nodes of the ETSI M2M architecture. For example, an
instance of the service layer may be implemented within an M2M device (where it is referred to
as a device SCL (DSCL)), a gateway (where it is referred to as a gateway SCL (GSCL)) and/or a
network node (where it is referred to as a network SCL (NSCL)). The oneM2M service layer
supports a set of Common Service Functions (CSFs) (e.g., service capabilities). An instantiation
of a set of one or more particular types of CSFs is referred to as a Common Services Entity
(CSE) which may be hosted on different types of network nodes (e.g. infrastructure node, middle
node, application-specific node). The Third Generation Partnership Project (3GPP) has also
defined an architecture for machine-type communications (MTC). In that architecture, the
service layer and the service capabilities it provides are implemented as part of a Service
Capability Server (SCS). Whether embodied in a DSCL, GSCL, or NSCL of the ETSI M2M
architecture, in a Service Capability Server (SCS) of the 3GPP MTC architecture, in a CSF or
CSE of the oneM2M architecture, or in some other node of a network, an instance of the service
layer may be implemented as a logical entity (e.g., software, computer-executable instructions,
and the like) executing either on one or more standalone nodes in the network, including servers,
computers, and other computing devices or nodes, or as part of one or more existing nodes. As
an example, an instance of a service layer or component thereof may be implemented in the form
of software running on a network node (e.g., server, computer, gateway, device or the like)
having the general architecture illustrated in Figure 34 or Figure 35 described below.

[00195] For example, the service layer may be a functional layer within a network
service architecture. Service layers are typically situated above the application protocol layer
such as HTTP, CoAP or MQTT and provide value added services to client applications. The
service layer also provides an interface to core networks at a lower resource layer, such as for

example, a control layer and transport/access layer. The service layer supports multiple
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categories of (service) capabilities or functionalities including a service definition, service
runtime enablement, policy management, access control, and service clustering. Recently,
several industry standards bodies, e.g., oneM2M, have been developing M2M service layers to
address the challenges associated with the integration of M2M types of devices and applications
into deployments such as the Internet/Web, cellular, enterprise, and home networks. A M2M
service layer may provide applications and/or various devices with access to a collection of or a
set of the above mentioned capabilities or functionalities, supported by the service layer, which
may be referred to as a CSE or SCL. A few examples include but are not limited to security,
charging, data management, device management, discovery, provisioning, and connectivity
management which may be commonly used by various applications. These capabilities or
functionalities are made available to such various applications via APIs which make use of
message formats, resource structures and resource representations defined by the M2M service
layer. The CSE or SCL is a functional entity that may be implemented by hardware and/or
software and that provides (service) capabilities or functionalities exposed to various
applications and/or devices (i.e., functional interfaces between such functional entities) in order
for them to use such capabilities or functionalities.

[00196] Further, the methods and functionalities described herein may be implemented
as part of an M2M network that uses a Service Oriented Architecture (SOA) and/or a Resource-
Oriented Architecture (ROA) to access services.

[00197] Figure 34 is a block diagram of an example hardware/software architecture of
a node of a network, such as one of the devices illustrated in Figures 1-12 or 14-30, which may
operate as an M2M server, gateway, device, or other node in an M2M network such as that
illustrated in Figures 32 and 33. As shown in Figure 34, the node 30 may include a processor 32,
non-removable memory 44, removable memory 46, a speaker/microphone 38, a keypad 40, a
display, touchpad, and/or indicators 42, a power source 48, a global positioning system (GPS)
chipset 50, and other peripherals 52. The node 30 may also include communication circuitry,
such as a transceiver 34 and a transmit/receive element 36. It will be appreciated that the node 30
may include any sub-combination of the foregoing elements while remaining consistent with an
embodiment. This node may be a node that implements aspects of the selective response to

multicast requests functionality described herein.
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[00198] The processor 32 may be a general purpose processor, a special purpose
processor, a conventional processor, a digital signal processor (DSP), a plurality of
Mmicroprocessors, one or more microprocessors in association with a DSP core, a controller, a
microcontroller, Application Specific Integrated Circuits (ASICs), Field Programmable Gate
Array (FPGASs) circuits, any other type of integrated circuit (IC), a state machine, and the like. In
general, the processor 32 may execute computer-executable instructions stored in the memory
(e.g., memory 44 and/or memory 46) of the node in order to perform the various required
functions of the node. For example, the processor 32 may perform signal coding, data
processing, power control, input/output processing, and/or any other functionality that enables
the node 30 to operate in a wireless or wired environment. The processor 32 may run
application-layer programs (e.g., browsers) and/or radio access-layer (RAN) programs and/or
other communications programs. The processor 32 may also perform security operations such as
authentication, security key agreement, and/or cryptographic operations, such as at the access-
layer and/or application layer for example.

[00199] As shown in Figure 34, the processor 32 is coupled to its communication
circuitry (e.g., transceiver 34 and transmit/receive element 36). The processor 32, through the
execution of computer executable instructions, may control the communication circuitry in order
to cause the node 30 to communicate with other nodes via the network to which it is connected.
In particular, the processor 32 may control the communication circuitry in order to perform the
transmitting and receiving steps described herein, e.g., as described in reference to Figures 1, 3-
8, and 11-30, and in the claims. While Figure 34 depicts the processor 32 and the transceiver 34
as separate components, it will be appreciated that the processor 32 and the transceiver 34 may
be integrated together in an electronic package or chip.

[00200] The transmit/receive element 36 may be configured to transmit signals to, or
receive signals from, other nodes, including M2M servers, gateways, device, and the like. For
example, in an embodiment, the transmit/receive element 36 may be an antenna configured to
transmit and/or receive RF signals. The transmit/receive element 36 may support various
networks and air interfaces, such as WLAN, WPAN, cellular, and the like. In an embodiment,
the transmit/receive element 36 may be an emitter/detector configured to transmit and/or receive
IR, UV, or visible light signals, for example. In yet another embodiment, the transmit/receive

element 36 may be configured to transmit and receive both RF and light signals. It will be
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appreciated that the transmit/receive element 36 may be configured to transmit and/or receive
any combination of wireless or wired signals.

[00201] In addition, although the transmit/receive element 36 is depicted in Figure 34
as a single element, the node 30 may include any number of transmit/receive elements 36. More
specifically, the node 30 may employ MIMO technology. Thus, in an embodiment, the node 30
may include two or more transmit/receive elements 36 (e.g., multiple antennas) for transmitting
and receiving wireless signals.

[00202] The transceiver 34 may be configured to modulate the signals that are to be
transmitted by the transmit/receive element 36 and to demodulate the signals that are received by
the transmit/receive element 36. As noted above, the node 30 may have multi-mode capabilities.
Thus, the transceiver 34 may include multiple transceivers for enabling the node 30 to
communicate via multiple RATs, such as UTRA and IEEE 802.11, for example.

[00203] The processor 32 may access information from, and store data in, any type of
suitable memory, such as the non-removable memory 44 and/or the removable memory 46. For
example, the processor 32 may store session context in its memory, as described above. The non-
removable memory 44 may include random-access memory (RAM), read-only memory (ROM),
a hard disk, or any other type of memory storage device. The removable memory 46 may
include a subscriber identity module (SIM) card, a memory stick, a secure digital (SD) memory
card, and the like. In other embodiments, the processor 32 may access information from, and
store data in, memory that is not physically located on the node 30, such as on a server or a home
computer. The processor 32 may be configured to control lighting patterns, images, or colors on
the display or indicators 42 to reflect the status of an M2M service layer session migration or
sharing or to obtain input from a user or display information to a user about the node’s session
migration or sharing capabilities or settings. In another example, the display may show
information with regard to a session state.

[00204] The processor 32 may receive power from the power source 48, and may be
configured to distribute and/or control the power to the other components in the node 30. The
power source 48 may be any suitable device for powering the node 30. For example, the power
source 48 may include one or more dry cell batteries (e.g., nickel-cadmium (NiCd), nickel-zinc
(NiZn), nickel metal hydride (NiMH), lithium-ion (Li-ion), etc.), solar cells, fuel cells, and the
like.
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[00205] The processor 32 may also be coupled to the GPS chipset 50, which is
configured to provide location information (e.g., longitude and latitude) regarding the current
location of the node 30. It will be appreciated that the node 30 may acquire location information
by way of any suitable location-determination method while remaining consistent with an
embodiment.

[00206] The processor 32 may further be coupled to other peripherals 52, which may
include one or more software and/or hardware modules that provide additional features,
functionality and/or wired or wireless connectivity. For example, the peripherals 52 may include
various sensors such as an accelerometer, biometrics (e.g., finger print) sensors, an e-compass, a
satellite transceiver, a sensor, a digital camera (for photographs or video), a universal serial bus
(USB) port or other interconnect interfaces, a vibration device, a television transceiver, a hands
free headset, a Bluetooth® module, a frequency modulated (FM) radio unit, a digital music
player, a media player, a video game player module, an Internet browser, and the like.

[00207] The node 30 may be embodied in other apparatuses or devices, such as a
sensor, consumer electronics, a wearable device such as a smart watch or smart clothing, a
medical or eHealth device, a robot, industrial equipment, a drone, a vehicle such as a car, truck,
train, or airplane. The node 30 may connect to other components, modules, or systems of such
apparatuses or devices via one or more interconnect interfaces, such as an interconnect interface
that may comprise one of the peripherals 52.

[00208] Figure 35 is a block diagram of an exemplary computing system 90 which may
also be used to implement one or more nodes of a network, such as the devices illustrated in
Figures 1-12, or 14-30, which may operate as an M2M server, gateway, device, or other node in
an M2M network such as that illustrated in Figures 32 and 33. Computing system 90 may
comprise a computer or server and may be controlled primarily by computer readable
instructions, which may be in the form of software, wherever, or by whatever means such
software is stored or accessed. Such computer readable instructions may be executed within a
processor, such as central processing unit (CPU) 91, to cause computing system 90 to do work.
In many known workstations, servers, and personal computers, central processing unit 91 is
implemented by a single-chip CPU called a microprocessor. In other machines, the central
processing unit 91 may comprise multiple processors. Coprocessor 81 is an optional processor,

distinct from main CPU 91, that performs additional functions or assists CPU 91. CPU 91 and/or
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coprocessor 81 may receive, generate, and process data related to the disclosed systems and
methods for E2E M2M service layer sessions, such as selective response to multicast requests.

[00209] In operation, CPU 91 fetches, decodes, and executes instructions, and transfers
information to and from other resources via the computer’s main data-transfer path, system bus
80. Such a system bus connects the components in computing system 90 and defines the
medium for data exchange. System bus 80 typically includes data lines for sending data, address
lines for sending addresses, and control lines for sending interrupts and for operating the system
bus. An example of such a system bus 80 is the PCI (Peripheral Component Interconnect) bus.

[00210] Memories coupled to system bus 80 include random access memory (RAM) 82
and read only memory (ROM) 93. Such memories include circuitry that allows information to
be stored and retrieved. ROMs 93 generally contain stored data that cannot easily be modified.
Data stored in RAM 82 may be read or changed by CPU 91 or other hardware devices. Access
to RAM 82 and/or ROM 93 may be controlled by memory controller 92. Memory controller 92
may provide an address translation function that translates virtual addresses into physical
addresses as instructions are executed. Memory controller 92 may also provide a memory
protection function that isolates processes within the system and isolates system processes from
user processes. Thus, a program running in a first mode may access only memory mapped by its
own process virtual address space; it cannot access memory within another process’s virtual
address space unless memory sharing between the processes has been set up.

[00211] In addition, computing system 90 may contain peripherals controller 83
responsible for communicating instructions from CPU 91 to peripherals, such as printer 94,
keyboard 84, mouse 95, and disk drive 85.

[00212] Display 86, which is controlled by display controller 96, is used to display
visual output generated by computing system 90. Such visual output may include text, graphics,
animated graphics, and video. Display 86 may be implemented with a CRT-based video display,
an LCD-based flat-panel display, gas plasma-based flat-panel display, or a touch-panel. Display
controller 96 includes electronic components required to generate a video signal that is sent to
display 86.

[00213] Further, computing system 90 may contain communication circuitry, such as
for example a network adaptor 97, that may be used to connect computing system 90 to an

external communications network, such as network 12 of Figure 32 and Figure 33, to enable the
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computing system 90 to communicate with other nodes of the network. The communication
circuitry, alone or in combination with the CPU 91, may be used to perform the transmitting and
receiving steps described herein, e.g., as described in reference to Figures 1, 3-8, and 11-30 and
in the claims.

[00214] It is understood that any or all of the systems, methods, and processes
described herein may be embodied in the form of computer executable instructions (e.g.,
program code) stored on a computer-readable storage medium. Such instructions, when
executed by a machine, such as a computer, server, M2M terminal device, M2M gateway device,
or the like, perform and/or implement the systems, methods and processes described herein.
Specifically, any of the steps, operations or functions described above may be implemented in
the form of such computer executable instructions. Computer readable storage media include
both volatile and nonvolatile, removable and non-removable media implemented in any method
or technology for storage of information, but such computer readable storage media do not
include signals. Computer readable storage media include, but are not limited to, RAM, ROM,
EEPROM, flash memory or other memory technology, CDROM, digital versatile disks (DVD)
or other optical disk storage, magnetic cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other physical medium that may be used to store the desired
information and that may be accessed by a computer.

[00215] In describing preferred embodiments of the subject matter of the present
disclosure, as illustrated in the figures, specific terminology is employed for the sake of clarity.
The claimed subject matter, however, is not intended to be limited to the specific terminology so
selected, and it is to be understood that each specific element includes all technical equivalents
that operate in a similar manner to accomplish a similar purpose.

[00216] This written description uses examples to disclose the invention, including the
best mode, and also to enable any person skilled in the art to practice the invention, including
making and using any devices or systems and performing any incorporated methods. The
patentable scope of the invention is defined by the claims and may include other examples that
occur to those skilled in the art. Such other examples are intended to be within the scope of the
claims if they have structural elements that do not differ from the literal language of the claims,
or if they include equivalent structural elements with insubstantial differences from the literal

languages of the claims.
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CLAIMS

1. A first apparatus comprising a processor, a memory, and communication circuitry, the
apparatus being connected to a communications network via its communication circuitry, the
apparatus further comprising computer-executable instructions stored in the memory of the
apparatus which, when executed by the processor of the first apparatus, cause the apparatus to:
implement a first resource directory;
receive, from a second resource directory, the second resource directory residing
on a second apparatus, a registration request comprising a resource directory identifier of
the second resource directory;
determine whether to register the second resource directory based, at least in part,
on resource directory identifier of the second resource directory and a registration table;
and
register the second resource directory by adding a registration identifier of the
second resource directory to the registration table; and

send, to the second resource directory, a response to the registration request.

2. The first apparatus of Claim 1, wherein the response to the registration request comprises
a list of registered resource directories, or a list of available resources on one or more resource

directories.

3. The first apparatus of Claim 1, wherein the computer-executable instructions further
cause the first apparatus to create the registration identifier of the second resource directory

based, at least in part, on the resource directory identifier of the second resource directory.
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4. The first apparatus of Claim 1, wherein the registration request further comprises a
resource directory identifier of a parent of the second resource directory, and wherein the
computer-executable instructions further cause the first apparatus to:
send, to the parent of the second resource directory, a request to validate the
registration request;
receive, from the parent of the second resource directory, a response to the request
to validate the registration request;
determine, based, at least in part, on the response to the request to validate the
registration request, or a lack of a response to validate the registration request, whether to

register the second resource directory.

5. The first apparatus of Claim 1, wherein the computer-executable instructions further
cause the first apparatus to:
receive, from the second resource directory, a resource directory discovery query
comprising one or more discovery query attributes;
determine whether to respond to the resource directory discovery query based, at
least in part, on one of the discovery query attributes;
send, to the second resource directory, a response to the resource directory
discovery query comprising a resource directory identifier of the first resource directory
and resource directory data, where the resource directory data is related to one or more of

the discovery query attributes.

6. The first apparatus of Claim 5, wherein the discovery query attribute include an attribute
selected from the group consisting of a preferred resource directory identifier, a qualifier of
resource directory identifiers, a limit on the number of resource directories queried, a type of
resource sought, a type of endpoint served, a response time requirement, a geo-fence area, a set
of GPS coordinates, a registration lifetime cutoff, an endpoint awake requirement, a loading

capacity, a cache availability requirement, and a remaining lifetime requirement.
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7. A first apparatus comprising a processor, a memory, and communication circuitry, the
apparatus being connected to a communications network via its communication circuitry, the
apparatus further comprising computer-executable instructions stored in the memory of the
apparatus which, when executed by the processor of the first apparatus, cause the apparatus to:
implement a first resource directory;
maintain a registration table comprising resource directory identifiers for multiple
resource directories and data regarding resources available at the multiple resource
directories;
receive, from a client, the client residing on a second apparatus and being an
endpoint or a second resource directory, a request for a resource;
determine whether the resource is available at one of the multiple resource
directories by examination of the registration table; and
if the resource is not available within the first resource directory but is available at
one of the multiple resource directories, send a response, to the client, providing a

resource directory identifier for a resource directory having the resource.

8. The first apparatus of Claim 7, wherein the request for the resource comprises a query
attribute, and wherein the computer-executable instructions further cause the first apparatus to:
maintain, within the registration table, data for the multiple resource directories
pertinent to the query attribute;
select a search set comprising a portion of the multiple resource directories based
upon a match of the data to the query attribute;
send, to the search set, a search query regarding the resource;
receive, from a third resource directory, a first response to the search query;
compose a response to the request for the resource based, at least in part, on the
first response to the search query; and

send, to the client, the response to the request for the resource.
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9. The first apparatus of Claim 8, wherein the query attribute is selected from the group
consisting of a preferred resource directory identifier, a qualifier of resource directory identifiers,
a limit on the number of resource directories queried, a type of resource sought, a type of
endpoint served, a response time requirement, a geo-fence area, a set of GPS coordinates, a
registration lifetime cutoff, an endpoint awake requirement, a loading capacity, a cache

availability requirement, and a remaining lifetime requirement.

10.  The first apparatus of Claim 8, wherein the computer-executable instructions further
cause the first apparatus to:
receive, from a fourth resource directory, a second response to the search query;
and
include, in the response to the request for the resource based, information derived

from the second response to the search query.

11. A method for communications among resource directories, comprising:
receiving, by a first resource directory from a second resource directory, a
resource directory discovery query comprising one or more discovery query attributes;
determining, by the first resource directory, whether to respond to the resource
directory discovery query based, at least in part, on one of the discovery query attributes;
sending, to the second resource directory, a response to the resource directory
discovery query comprising a resource directory identifier of the first resource directory
and resource directory data, where the resource directory data is related to one or more of

the discovery query attributes.

12. The method of Claim 11, wherein the discovery query attribute include an attribute
selected from the group consisting of a preferred resource directory identifier, a qualifier of
resource directory identifiers, a limit on the number of resource directories queried, a type of
resource sought, a type of endpoint served, a response time requirement, a geo-fence area, a set
of GPS coordinates, a registration lifetime cutoff, an endpoint awake requirement, a loading

capacity, a cache availability requirement, and a remaining lifetime requirement.
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13. The method of Claim 11, further comprising:

receiving, by the first resource directory from the second resource directory, a
registration request comprising a resource directory identifier of the second resource
directory;

determining, by the first resource directory, whether to register the second
resource directory based, at least in part, on resource directory identifier of the second
resource directory and a registration table; and

registering, by the first resource directory, the second resource directory by
adding a registration identifier of the second resource directory to the registration table;
and

sending, the first resource directory to the second resource directory, a response to

the registration request.

14. The method of Claim 13, wherein the response to the registration request comprises a list
of registered resource directories, or a list of available resources on one or more resource

directories.

15. The method of Claim 13, wherein the computer-executable instructions further cause the
first apparatus to create the registration identifier of the second resource directory based, at least

in part, on the resource directory identifier of the second resource directory.

16. The method of Claim 13, wherein the registration request further comprises a resource
directory identifier of a parent of the second resource directory, the method further comprising:
sending, from the first resource directory to the parent of the second resource
directory, a request to validate the registration request;
receiving, by the first resource directory from the parent of the second resource
directory, a response to the request to validate the registration request;
determining, by the first resource directory based, at least in part, on the response
to the request to validate the registration request, or a lack of a response to validate the

registration request, whether to register the second resource directory.
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17. The method of Claim 13, further comprising:

maintaining, by the first resource directory, a registration table comprising
resource directory identifiers for multiple resource directories and data regarding
resources available at the multiple resource directories;

receive, by the first resource directory from a client, the client being an endpoint
or a third resource directory, a request for a resource;

determining, by the first resource directory, whether the resource is available at
one of the multiple resource directories by examination of the registration table; and

if the resource is not available within the first resource directory but is available at
one of the multiple resource directories, sending, by the first resource directory to the
client, a response providing a resource directory identifier for a fourth resource directory

having the resource.

18. The method of Claim 17, wherein the request for the resource comprises a query
attribute, the method further comprising:
maintaining, by the first resource directory within the registration table, data for
the multiple resource directories pertinent to the query attribute;
selecting, by the first resource directory, a search set comprising a portion of the
multiple resource directories based upon a match of the data to the query attribute;
sending, by the first resource directory, to the search set, a search query regarding
the resource;
receiving, by the first resource directory, from a third resource directory, a first
response to the search query;
composing, by the first resource directory, a response to the request for the
resource based, at least in part, on the first response to the search query; and
sending, by the first resource directory to the client, the response to the request for

the resource.
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19. The method of Claim 18, wherein the query attribute is selected from the group
consisting of a preferred resource directory identifier, a qualifier of resource directory identifiers,
a limit on the number of resource directories queried, a type of resource sought, a type of
endpoint served, a response time requirement, a geo-fence area, a set of GPS coordinates, a
registration lifetime cutoff, an endpoint awake requirement, a loading capacity, a cache

availability requirement, and a remaining lifetime requirement.

20. The method of Claim 18, further comprising:

receiving, by the first resource directory from a fourth resource directory, a

second response to the search query; and
including, by the first resource directory, in the response to the request for the

resource based, information derived from the second response to the search query.
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