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(57) Abstract: A method for operating a computing system with a trusted pro-
cessor include generating a secret cryptographic key based on a physically unclon-
able function in at least one hardware component in the trusted processor, generat-
ing a first public key and first private key using first secret cryptographic key, and
executing instruction code corresponding to a first software program. The method
further includes generating output data with the trusted processor during execution
of the first software program, generating encrypted data corresponding to the out-
put data using the first public key for at least a portion of the encryption, generat -
ing a signature of the encrypted data, and transmitting with an input/output (I/O)
interface operatively connected to the trusted processor the encrypted data and the
signature for storage in an untrusted memory.
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SYSTEMS AND METHODS FOR MAINTAINING INTEGRITY AND SECRECY IN
UNTRUSTED COMPUTING PLATFORMS

CLAIM OF PRIORITY

[0001] This application claims priority to U.S. Provisional Application No. 61/774,641, which
is entitled “OASIS: On Achieving a Sanctuary for Integrity and Secrecy on Untrusted
Platforms,” and was filed on March 8, 2013, the entire contents of which are hereby incorporated

by reference herein.

TECHNICAL FIELD
[0002] This patent relates generally to the field of information security, and, more particularly,
to systems and methods for trusted execution of software programs, data encryption, and data

integrity verification in computing systems.

BACKGROUND

[0003] In recent years many widely deployed computing systems and, in particular, computing
systems that are linked via data networks such as the Internet, have been subjected to security
exploits that enable the execution of malicious software programs, exfiltration of private data
from users, and corruption of user data. One challenge confronting the secure operation of
computing devices is that the trusted computing base (TCB) for the execution of software
programs tends to be quite large. The TCB refers to all of the software and hardware components
that a user must rely upon or “trust” to ensure secure operation of a computing device. In a
traditional computing device, the TCB includes all of the hardware and software that is present in

a PC, mobile electronic device, or other computing system owned by a user. Furthermore, in
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networked computing applications the TCB often extends to computing systems that are beyond
the control of the user.

[0004] Some existing security solutions seek to reduce the size of the TCB using complex
processing devices that implement executable code signing and verification and optionally
implement encryption for secure data storage. For example, the Trusted Platform Module (TPM)
standard describes a class of secure co-processor devices that are incorporated in some existing
computing systems. A TPM is typically incorporated as a separate microprocessor that performs
a limited set of security operations to provide some assurance that the computing system is
executing approved software applications that have not been subjected to tampering by verifying
message authentication codes (MACs) and digital signatures for the MACs using one or more
predetermined digital certificates that are issued by trusted digital certificate authorities.

[0005] While TPM modules and other similar security hardware solutions can improve the
security of computing platforms under some operating conditions, the existing solutions also
suffer from drawbacks in operational complexity, reliability, and security. First, TPM chips are
expressly designed to be physically separate from the main processor such as a central
processing unit (CPU) or other processor, such as a System on a Chip (SoC). The TPM module
is separated from the main processor to protect secret data from software that is executed on the
main processor, but means that the TPM must be manufactured and installed separately from the
main processor. Second, TPM chips typically have a non-volatile memory that stores secret keys
for the computing device in a more secure manner than using traditional data storage devices
such as hard drives or other storage media. The non-volatile memory is typically formed from
NAND or NOR flash technology or other electronically erasable programmable read-only

memory (EEPROM) modules. As is known in the art, these non-volatile memory devices often
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have a rather limited number of write cycles before the memory devices begin to fail. Thus,
many TPMs cannot effectively store dynamic data that changes often during operation of the
computing device. Finally, the non-volatile memory in the TPMs makes the TPMs susceptible to
offline attacks since non-volatile memory retains data when the TPMs are deactivated and even
when the TPMs are removed from the computing device and disassembled. Long-term storage of
secret data also increases the difficulty in transferring a computing device between owners since
the first owner often does not want the second owner to have any access to secret data stored in
the TPM. Given these limitations, improvements to computing systems that reduce the TCB

without requiring long-term storage of secret data in non-volatile memory would be beneficial.

SUMMARY

[0006] In one embodiment, a method for operating a computing system using a trusted
processor has been developed. The method includes generating with a trusted processor a first
secret cryptographic key based on a physically unclonable function in at least one hardware
component in the trusted processor, the first secret cryptographic key being unavailable to other
components in the computing system, generating with the trusted processor a first asymmetric
cryptographic key pair with reference to the first secret cryptographic key and a predetermined
asymmetric cryptographic key generation process, the first asymmetric cryptographic key pair
including a first public key and a first private key, executing with the trusted processor
instruction code corresponding to a first software program to generate output data, generating
with the trusted processor first encrypted data corresponding to the output data, generating with

the trusted processor authentication data for the first encrypted data, and transmitting with an
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input/output (I/O) interface operatively connected to the trusted processor the first encrypted data
and the authentication data for storage in an untrusted memory.

[0007] In another embodiment, a computing system with a trusted processor has been
developed. The system includes an untrusted memory configured to store data, an input output
(I/0) interface configured to send and receive data from the untrusted memory, and a trusted
processor operatively connected to the untrusted memory and the I/0 interface. The trusted
processor is configured to generate a first secret cryptographic key based on a physically
unclonable function in at least one hardware component in the trusted processor, the first secret
cryptographic key being unavailable to other components in the computing system, generate a
first asymmetric cryptographic key pair with reference to the first secret cryptographic key and a
predetermined asymmetric cryptographic key generation process, the first asymmetric
cryptographic key pair including a first public key and a first private key, execute instruction
code corresponding to a first software program to generate output data, generate first encrypted
data corresponding to the output data, generate authentication data for the first encrypted data,
and transmit with the input/output (I/O) interface the first encrypted data and the authentication

data for storage in the untrusted memory.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] FIG. 1 is a schematic diagram of a computing system that includes a system on a chip
(SoC) with a trusted processor and an untrusted processor.

[0009] FIG. 2A is a schematic diagram of a computing system that includes a processor

configured to act as a trusted processor in a first configuration.
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[0010] FIG. 2B is a schematic diagram of the computing system of FIG. 2A where the
processor is configured to act as an untrusted processor in a second configuration.

[0011] FIG. 3 is a block diagram of a process for operating a trusted processor using a
physically unclonable function that is inherent in the processor hardware as a basis for generating
cryptographic keys.

[0012] FIG. 4 is a code listing for an init function that is associated with the process of FIG. 3.
[0013] FIG. 5 is a code listing for a create function that is associated with the process of FIG. 3.
[0014] FIG. 6 is a code listing for a launch function that is associated with the process of FIG.
3.

[0015] FIG. 7 is a code listing for an unbind function that is associated with the process of FIG.
3.

[0016] FIG. 8 is a code listing for a bind function that is associated with the process of FIG. 3.
[0017] FIG. 9 is a code listing for a symmetric key generation process.

[0018] FIG. 10 is a code listing for an illustrative application of a trusted processor in a
searchable encryption database system.

[0019] FIG. 11 is another code listing for the illustrative application of the trusted processor in

the searchable encryption database system.

DETAILED DESCRIPTION

[0020] For the purposes of promoting an understanding of the principles of the embodiments
described herein, reference is now be made to the drawings and descriptions in the following
written specification. No limitation to the scope of the subject matter is intended by the

references. This patent also includes any alterations and modifications to the illustrated
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embodiments and includes further applications of the principles of the described embodiments as
would normally occur to one skilled in the art to which this document pertains.

[0021] As used herein, the term “trusted processor” refers to a computing device in a computing
system that is relied upon for performing at least one of a data encryption, decryption,
authentication, and integrity verification process. A trusted processor forms all or a portion of a
trusted computing base for a particular computing system. The embodiments of the trusted
processor described herein are either combined with other computing processors that include
untrusted components or are embodied as discrete processors that are operatively connected to
untrusted components. As used herein, the term “trusted computing base” (TCB) refers to the
hardware and software in a computing system that a user needs to trust in order to have
assurances that the computing system is operating as intended and not modified from an original
expected configuration. Properties of secure operation includes, but are limited to, assurances
that data remain private through encryption and assurances that data, including executable
program code and other content data, have not been tampered with through integrity verification.
As is known in the art, reductions to the size and complexity of the trusted computing base
simplify the process for auditing and verification of the security in a computing system and
reduce the avenues to attack the computing system.

[0022] As used herein, the term “component” refers to any hardware or software element in a
computing system that processes, stores, or transmits data. The hardware and software
components in a computing system that are outside of the trusted computing base are referred to
as “untrusted” components such as untrusted processors, data storage devices, and remote
computing devices that are accessed through data networks.. During operation, a user does not

have to fully rely upon the untrusted components to perform as intended because the validity of
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any operation that the untrusted components perform is verified by the TCB. Consequently, if the
user trusts the operation of the TCB, then the user can verify the operations of the untrusted
components in the computing system and identify if the untrusted components have been
compromised by an attacker or are otherwise not operating as intended.

[0023] As used herein, the term “volatile memory” refers to random access memory (RAM)
devices that do not retain stored data in the absence of electrical power. By contrast, non-volatile
data storage devices such as flash memory or magnetic storage media retain information in the
absence of electrical power and typically retain the data if a computing device is disassembled.
While long-term data storage is a useful feature for some purposes, when cryptographic keys are
stored in a non-volatile memory, then the long-term nature of non-volatile memory storage
presents an attacker with a wide range of possible avenues for attacking the storage device to
retrieve the key data compared to attempting to retrieve the key data from a volatile memory that
typically cannot retain the data in the absence of electric power for more than a few seconds.
[0024] In one embodiment, the volatile memory is embodied as a static RAM (SRAM), which
is often incorporated in the silicon dies of processors to act as a high-speed cache memory. In
another embodiment, dynamic RAM (DRAM) can also be incorporated as a cache on-die with
the processor, be incorporated as a separate memory chip that is connected to the processor
through a package substrate, or be connected to the processor through an external memory
interface such as a bus or point-to-point memory interface. In addition to rapid loss of stored data
in the absence of ¢lectrical power, volatile memory devices typically enable a very large number
of read and write operations. Thus, a volatile memory device that is integrated with the processor
typically remains operational for the entire operational lifetime of the computing device. By

contrast, most existing non-volatile memory devices that are tightly integrated with processors,
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such as NAND and NOR flash devices, have a comparatively small number of read and write
cycles, typically less than one million cycles.

[0025] As used herein the term “message authentication code” MAC refers to a numeric code
that is generated from a set of data using a cryptographically secure hash algorithm such as a
hash function in the SHA-2 and SHA-3 families, a symmetric key algorithm such as the CMAC
algorithm that uses a predetermined encryption cipher (e.g. the AES standard), or another
suitable hashing function. As is known in the art, a MAC enables the generation of a unique
numeric value that is represented in a comparatively small number of bits (e.g. 256, 384, or 512
bits) for larger sets of data. Any change to the original data set results in the generation of
another MAC code that does not match the original MAC, which enables identification of
alterations to a set of data. A MAC typically is generated using a secret known to a single
signing-authenticating party or shared between a signing party and a different authenticating
party, such as a symmetric cryptographic key.

[0026] In an alternative to a MAC, a public-private key pair can be used to generate signatures
for data and verify that the signatures correspond to the data. In a public-private key
embodiment, the private key generates the signature for the data to enable another party to verify
the authenticity of the data from the signature using a public key that corresponds to the private
key. Only the signing party has access to the private key, but the public key is not kept secret to
enable verification of the signatures that are generated using the private key. In the embodiments
described below, the private key is a secret that is known only to the trusted processor. Both the
MAC and the private key signature are referred to more generally as “authentication data” that
enable a computing device that receives a message from an outside source through untrusted

channels to verify the authenticity of the message from a particular sender.
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[0027] As used herein, the terms “verifier computing device” or “verifier” are used
interchangeably and refer to a computing device that is external to the trusted processor. The
verifier sends and receives encrypted data to communicate with the trusted processor. In one
embodiment described below, the verifier receives data from the trusted processor to ensure that
the trusted processor is operating as intended. The trusted processor can operate without a
verifier, but the verifier can be used to ensure proper operation and execution of software code
within the trusted processor.

[0028] As used herein, the terms “program” and “software program” are used interchangeably
and refer to digital data that are encoded in a predetermined format that can be recognized and
executed by a processor. As described below, some software programs are executed by trusted
processors. A program includes “instruction code” that includes individual instructions that a
processor executes in different sequences to run the program. As used herein the term “program
state data” refers to any data that characterize the state of a program during execution of the
program. For example, the binary executable code of a program forms a portion of the program
state, but the program state data further include the values of registers, memory stack and
allocated memory heap data, the value of the program counter, thread local data in multi-
threaded programs, file handles, socket handles, memory mapped resource data, and the like. As
used herein, the term “input data” refer to any data that a program receives during execution.
During program execution, a program often receives input data from files stored in volatile or
non-volatile memory devices or from user input devices, performs processing, and generates
output data. As used herein, the term “output data” refers to data that are generated for output
during the execution of the program. The output data include, but are not limited to, data written

to files, sockets, memory mapped regions, and the like. During program execution using the
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trusted processor, at least some output data are stored in untrusted RAM or non-volatile disk
devices and are later retrieved during execution of a program. As described below, the trusted
processor ensures that output data are encrypted and cryptographically signed to preserve the
privacy and integrity of the output data. The trusted processor also verifies that a program
requesting access to previously generated output data as subsequent input data is authorized to
access the output data.

[0029] While microprocessors that include volatile memory devices are mass-produced using
known processes, the manufacturing processes produce some random properties in the operation
of the volatile memory devices. These variations cannot be reproduced in any practical manner
and are referred to as a “physically unclonable function” (PUF) of the volatile memory device.
In the processor embodiments described below, the PUF of a built-in volatile memory cache
serves as the basis for generation of cryptographic keys that are unique to each processor. Each
instance of the processor generates an encryption key based on the PUF and uses the
cryptographic key while powered on. The cryptographic key is deleted either expressly or
whenever the processor is deactivated. However, the processor is configured to regenerate the
same cryptographic key based on the PUF when reactivated. A single cryptographic key that is
generated based on parameters of the PUF for the processor is used as a basis for generating
multiple cryptographic keys that are associated with different software programs that use the
processor. The processor uses a fuzzy extractor that is known to the art to regenerate the same
secret key using the characteristics of the PUF and using cryptographically signed helper data
that enable the trusted processor to regenerate the secret key even when the characteristic of the

PUF vary slightly over time. The processor uses the single key to generate additional secret
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symmetric cryptographic keys and asymmetric cryptographic key pairs including public and

private cryptographic keys for use with both symmetric and public-key cryptographic systems.
[0030] Because of PUF variability across different environmental conditions (voltage,
temperature, humidity, etc.), when a PUF is challenged with Challenge; the received response is
R';, which is a noisy version of an originally recorded response R;. In cryptographic applications,
where the PUF response is used as a source of secret-key material the noisy response R'; is
unacceptable. To solve the problem of noisy response data, algorithms that are known to the art as
fuzzy extractors leverage non-secret helper data to work around the noisy nature of physical
measurements and typical of PUF applications. For example, error correction codes or via a
combination of error correction codes and hardware built-in mechanisms can be used to correct
errors in noisy responses R';. Fuzzy extractors have two main functions: (i) correcting errors and
(i1) generating a uniformly random string usable as a cryptographic key. In one embodiment, the
fuzzy extractor is implemented in a silicon block in a trusted processor and is accessible as a
function that is used (in combination with the PUF interface) to implement functionality in the
processor. In other embodiments, the fuzzy extractor is implemented using a combination of
hardware and software or using an area of the processor that stores software instructions but
cannot be easily modified to ensure that the software instructions for the fuzzy extractor are not
altered.

[0031] In one embodiment, two functions enable the trusted processor to interact with a

robust fuzzy extractor that is known to the art. First, the function f init PUF[p,, rand], accepts a

raw PUF response p, and a random value rand and outputs helper data 4, and a cryptographically

secure hash H(p.,h.). The helper data he can be used to reconstruct a uniformaly random value

K, from a noisy raw PUF response p'.. The trusted processor uses the hash H(p,,4.) to guarantee
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that only values K, constructed with the original helper data he are used during the further
processing in trusted processor. This function is usually associated with an enrollment or
registration procedure. Second, the function f fuzzy extract PUF[p’,, k., H(p.,h.)] accepts a
(noisy) raw PUF response p', and helper data /. and outputs a uniformly random value K,,, which
can be used as a cryptographic key by a cryptographic primitive or protocol. Observe that the
function f fuzzy extract PUF[] checks for correctness in the value of H(pe,he) and outputs a
special symbol L if the input does not correspond to the computed value. If the output is L, the
instruction calling f fuzzy extract PUF[] takes a predetermined error-handling action, which is
implementation and application dependent.

[0032] FIG. 1 depicts a computing system 100 that includes a system-on-a-chip (SoC) 104
that includes both a trusted processor unit 108 and an untrusted processing unit 150 formed from
a single silicon die. The trusted processor unit 108 includes one or more trusted processor
execution cores 112, a volatile static random access memory (SRAM) cache 116, special-
purpose volatile memory registers 120, and a hardware random number generator 124. The
untrusted processor unit 150 includes one or more untrusted processing cores 166, another
SRAM cache 168, and one or more input/output (I/0) interface devices 154.

[0033] In the embodiment of the processor 104, the trusted processor cores 112 implement a
general-purpose instruction set architecture (ISA) such as an ISA from the x86, ARM, POWER,
or MIPs families of instruction sets. The trusted processor cores 112 is further configured to
decode and execute additional instructions that enable the trusted processor cores 112 to generate
secret key data using a PUF based on the physical characteristics of at least one component in the
trusted processing unit 108, to access the hardware random number generator 124, and load and

store data in the special-purpose registers 120 and SRAM cache 116. In the example of FIG. 1,
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the manufacturing variances in the SRAM cache 116 that are different between individual
instances of the processor 104 provide PUF that the trusted processor unit 108 uses as a basis for
the generation of cryptographic keys without requiring that the cryptographic keys be stored in a
non-volatile memory. While the embodiment of FIG. 1 depicts the trusted processing unit 108
with an SRAM cache, other embodiments include a DRAM cache or other volatile memory
cache for temporary storage of data within the trusted processing unit 108.

[0034] The special-purpose registers 120 are volatile memory registers that are specially
configured to store key data for both secret keys and public-private key pairs, hash data
associated with message authentication codes (MACs) for software code that is executed by the
trusted processor cores 112. The special-purpose registers 120 are separate from general-
purpose registers that are incorporated in the trusted processor cores 112. In one embodiment, the
special-purpose registers 120 are also physically separate from the SRAM cache 116, while in
another embodiment the special purpose registers 120 are implemented using a portion of the
SRAM cache 116. The SRAM cache 116 is an example of a volatile memory that is operatively
connected to the trusted processor cores 112. As described below, the trusted processor cores 112
operate in a “‘cache-as-RAM” (CAR) operating mode where the SRAM cache 116 is treated as a
general-purpose memory device that stores binary program data for execution by the processor
cores 112 and stores input/output and program state data. The trusted processor cores 112 only
send and receive data with the untrusted processor unit 150 and external untrusted devices
through a predetermined set of operations that compute MACs and encrypt data to preserve
integrity and privacy. The interfaces further ensure that executable program code from a first

program can only access data that are “bound” to the first program to prevent two different
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software programs that are executed with the trusted processor unit 108 from accessing each
other’s data in an unauthorized manner.

[0035] The trusted processor 108 includes a hardware random number generator 124. The
hardware random number generator (RNG) 124 uses the PUF as a source of entropy for the
generation of random numbers. The RNG 124 is a “true” random number generator in that the
output data from the RNG 124 are not generated in a repeatable manner. Thus, the RNG 124 is
different from a pseudo-random number generator (PRNG). A PRNG produces random data
output but if the PRNG is initialized to a predetermined state, then then PRNG produces the
same random data output in a repeatable manner. While the RNG 124 is depicted as a hardware
unit in the illustrative embodiment of FIG. 1, another configuration implements the RNG 124 in
software executed by the trusted processor cores 112 using the PUF as an entropy source.
[0036] The untrusted processor unit 150 includes one or more untrusted processor cores 166
and another SRAM cache 168. The untrusted processor cores 166 perform general-purpose
computations. In some embodiments, the untrusted processor cores 166 are similar to the trusted
cores 112 but the untrusted cores do not implement the additional instructions that are required to
operate in the trusted mode. The untrusted processor cores 166 are optionally configured to
verify the operation of the trusted processing unit 108. In the embodiment of FIG. 1, the trusted
processing unit108 and untrusted processing unit 150 include separate SRAM caches 116 and
168, respectively. In another embodiment, both the trusted processor unit 108 and the untrusted
processor unit 150 share a single SRAM cache. The single SRAM cache is temporarily locked to
either the trusted processor unit 108 or the untrusted processor unit 150 to prevent the untrusted
processor unit 150 from gaining access to unencrypted data in the SRAM cache during operation

of the trusted processor unit 108.

-14 -



WO 2014/138626 PCT/US2014/021914

[0037] The I/O interface 154 includes one or more devices such as memory controllers for
interfacing with external RAM, non-volatile storage device controllers such as SATA disk
controllers and the like, peripheral component interconnect (PCI or PCI-express), universal serial
bus (USB), I°C, CAN bus, or any other suitable I/O interface. The /O interface 154 also includes
wired and wireless network adapters that provide network communication between the
computing system 100 and other computing systems over local area networks (LANs) and wide
area networks (WANS).

[0038] In the system 100, the trusted processor unit 108 and the untrusted processor unit 150 in
the processor 104 are both operatively connected to external untrusted memory devices 172. The
memory devices include, for example, RAM and non-volatile data storage devices that are
external to the processor 104 and are accessed via the I/O interfaces 154. As described below, the
trusted processor unit 108 encrypts and digitally signs data that are stored in the untrusted
memory devices 172, and the trusted processor unit 108 verifies the digital signatures of data that
are received from the memory 172 to ensure that the data have not been altered while stored in
the untrusted memory 172. Thus, the trusted processor unit 108 can transmit output data through
the 1/O interfaces 154 to the untrusted memory 172 or other computing systems and receive data
from untrusted sources through the I/O interfaces 154 while continuing to operate in a secure
manner.

[0039] The user interface devices 176 include user input devices, such as keyboards, mice,
touch input devices, gesture input devices, audio input devices, and the like, that receive data
input from a user. The user interface devices 176 also include output devices such as visual

display devices, audio output devices, haptic output devices, and the like that generate outputs
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for the user. Both the trusted processor unit 108 and the untrusted processor unit 150 receive
input and transmit output data with the user interface devices 176 via the I/O interfaces 154.
[0040] FIG. 2A and FIG. 2B depict another configuration of a computing system 200 that uses
a single processor in a trusted and untrusted operating mode. In FIG. 2A, a processor 208
includes the processing cores 212, SRAM cache 216, special-purpose registers 220, and random
number generator 224. These components operate in the same manner as described above in
regards to the trusted processor unit 108 in FIG. 1. In the trusted processor mode 208, the trusted
processor cores 212 generate cryptographic keys based on a PUF in the SRAM cache 216 in the
same manner as the trusted processor unit 108 in FIG. 1.

[0041] FIG. 2B depicts the computing system 200 in which the processor 208 operates in an
untrusted operating mode. In the untrusted operating mode, the processor cores 212 execute
software programs in a similar manner to prior art processors. In the untrusted operating mode,
the processor cores 212 do not execute the additional instructions and functions that are provided
in the trusted operating mode, and the processor cores 212 do not access the special purpose
registers 220. In the transition from the trusted operating mode to the untrusted operating mode,
the processor cores 212 delete the contents of the SRAM cache 216 to ensure that no sensitive
data are available to programs that are executed during the untrusted operating mode. In one
embodiment of the untrusted operating mode, the processor cores 208 do not have the ability to
access the special-purpose registers 220, and the special purpose registers 220 retain
cryptographic key data and program state data while the processor 208 remains activated. In
another embodiment, the contents of the special-purpose registers 220 are deleted as the

processor transitions from the trusted operating mode to the untrusted operating mode. Similarly,
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the processor 208 clears the SRAM 216 and ceases execution of untrusted program code in a
transition to the trusted operating mode.

[0042] FIG. 3 depicts a block diagram of a process 300 for operating a trusted processor to
control the execution of instructions for software programs and to control access to data during
the execution of the software programs. In the description below, a reference to the process 300
performing a function or action refers to the operation of a processor that executes programmed

instructions to perform the function or action in conjunction with one or more components in a

computing system. Process 300 is described in association with the computing system

embodiments 100 and 200 of FIG. 1 and FIGs. 2A — 2B, respectively. Process 300 makes

reference to various operations that are performed by a trusted processor or external computing

devices including verifiers. The operations are set forth below in Table 1:

Notation

VX Assignment of the value x to variable y.

1 Denotes a failed operation performed by the trusted processor.
x|y Concatenation of x and y.

x.param Denotes a parameter param for a variable x.

x.* Denotes all parameters for a variable x.

A— B:amw

Party A sends a message m to party B.

- bl (0,1} Assign a random integer of £ bits to r.

Kx Symmetric key for a party X that is external to the trusted processor.
K xK'y Public and private keys, respectively, for the party X.

H(x) A cryptographic hash function A applied to data x.

{P }x < Encx(P) An encryption operation Enc using key K on unencrypted data P to
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generate encrypted data (ciphertext) {P}.

P<—DGCK({P }K)

Decryption of encrypted data {P}x to generate decrypted data P. The
key k corresponds to a symmetric encryption and decryption key in a
symmetric cryptographic scheme or to a private key that decrypts
data encrypted by a corresponding public key in an asymmetric
cryptographic scheme.

KDFK (X)

A key derivation function (KDF) of key K and non-secret parameter
X.

MACK (x)

Generation of a message authentication code of x under key K. The
MAC is generated using a shared-secret key K.

Signg-1(m)

Cryptographic signature process for a message m using a private key
Ky for party X.

Verifygs(m,o)

Verification of signature o for message m using the public key K x
for party X.

Cert(x, K )

Certificate issued by a trusted certificate authority y that binds the
identify of party X to the public key K x.

Table 1

[0043] Process 300 describes the generation and use of various secret and public data including

cryptographic keys. The description of the process 300 makes reference to various variables

corresponding to secret and public data and cryptographic keys that are set forth below in Table

2:

Hidden Variables: Values accessible only by trusted processor.

P, Raw PUF response.

K, Root key generated from PUF response pe.

S, Secret seed value set by platform user.

p* q* Prime numbers used for generation of RSA public-private key pairs in some
embodiments of the process 300.

CR.K,, Master platform secret for a specific owner seed. The CR refers to the special-

purpose cache registers 120 and 220 that are incorporated with the trusted
processors 108 and 208, respectively.

CR.Kpo aumn Platform key for authenticating data from untrusted storage.

CR.Kpo_encr Platform key for encrypting data before transfer to untrusted storage.

CR.Ky, code Platform key used to derive code specific keys.

CR_Sp o bind Platform binding secret used to derive asymmetric
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binding keys.

CR.K 15 bind Platform private binding key, derived deterministically
from CR.Spo pina.

CR.PCR Platform configuration registers that include data stored in the special purpose
registers.

CR.PCR ver | A platform configuration register that stores a hash value that is generated
a from a particular set of program instruction code C and used to identify if
encrypted data correspond to the software program associated with the
program code C.

Public Variables: Values that can be accessed by untrusted processors and external computing
Systems.

CRK' po_bind Platform public binding key, derived deterministically
B from CR.Spo pind

h, Helper data used for noise reduction during a fuzzy extractor that identifies pe.

Table 2
[0044] As described below, the process 300 utilizes the physically unclonable function (PUF) in
the trusted processor to generate secret keys and perform secure program execution without
having to store any secret data in a non-volatile memory either within the trusted processor or
external to the trusted processor. In the embodiments described here, the SRAM that is
incorporated into the trusted processor serves as the source of the PUF. The SRAM-PUF
response, p., serves as a cryptographic secret that is not consistent between different
manufactured copies of the trusted processor and that bootstraps a unique device identity, per-
application encryption and authentication keys, and random number generation in the trusted
processor. The resulting key material is unique not just per physical device, but per device
owner. The trusted processor uses the SRAM-PUF response to generate the root key, K, which
never leaves the processor and is never directly accessible by any party (including any software
running on the processor). The root key K, enables the processor to generate a hierarchy of
derived keys as follows. A user of the device derives a key (K),) that is specific to the user and

the device via a key derivation function (KDF) that uses both the root key K, and the user-
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supplied seed value S, to generate a user-specific key K,,. The term KDF refers to any
predetermined process for the generation of cryptographic keys including both secret keys that
are used in symmetric encryption and asymmetric key generation processes that generate public-
private key pairs. The trusted processor uses the master processor secret, Kpo, to generate secret
keys for bulk encryption, authentication. The trusted processor also uses the secret key Kpo to

generate secret data for use in deriving an asymmetric key pair including the public key

K

po_bina and private key K’ Ppo_bind-

[0045] The process 300 begins as the trusted processor is activated in a trusted operating mode
that establishes an “isolated execution environment” (IEE) (block 304). In the embodiment of
FIG. 1, the trusted operating unit 108 operates in a trusted operating mode after the processor

104 is activated. In the embodiment of FIG. 2A, the processor 208 transitions to the trusted
operating mode from the untrusted operating mode of FIG. 2B. In the trusted operating mode, the
trusted processor is “isolated” from untrusted components in the computing system. For
example, and output of data that should not be publicly available outside of the IEE are
encrypted prior to being transmitted through an 1/0 interface device. Additionally, the trusted
processor verifies cryptographic signatures for any data that are retrieved from untrusted memory
devices 172 and 272 to ensure that the data have not been altered outside of the IEE.

[0046] During process 300, the trusted processor performs an initialization at the time of
manufacture for the trusted processor (block 308). The initialization process is typically only
performed once or a limited number of times during the operational lifetime of the trusted
processor. During the initialization process, the hardware manufacturer or other trusted party

initializes the master processor key Kp. In one embodiment, the trusted processor invokes a
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function referred to as the “init[]” function to perform the initialization process. FIG. 4 depicts a
pseudo-code representation of the init[] function.

[0047] The output of the init operation is helper data 4. and a hash H(p., k), which is published
and available to anyone using the device. The random number generator in the processor
generates random data that is applied to the helper data %, to prevent the publicly available
helper data 4, from being used to identify characteristics of the PUF that might lead to
identifying secret data within the trusted processor. In one embodiment, the random number
generator generates the random number as a seed for a universal hash function. The random data
from the random number generator are stored outside of the trusted processor and can be used to
regenerate the universal hash function to reproduce the helper data. In another embodiment, the
trusted processor performs a bit-wise exclusive-or (XOR) operation with the random data and the
raw PUF response data r,.. The resulting output R is made publicly available. To regenerate the
root key during operation after the init function, the trusted processor performs another XOR
operation between the value R and another PUF response r.’, where r,” includes noise. The result
of the second XOR is a noisy version of the original random value that is then decoded as part of
the regeneration of the original PUF response ..

[0048] The hash H(p.,k.), is generated using a cryptographically secure hashing algorithm.
Since the initialization function is called only once or for a limited number of times during the
life of the trusted processor, various side-channel attacks that seek to extract information about
the properties of the PUF and corresponding secret keys in the trusted processor are largely
ineffective. Additionally, a trusted third party (TTP) uses a private key to generate a public-key
signature sk, «<SignK " for the helper data 4., which typically includes a MAC with a hash

generated from the helper data and digital signature using the signing key K that is associated
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with the TTP. Prior to supplying the helper data /4, to the trusted processor, an untrusted
processor verifies the signature for the helper data /4, with the public key K of the trusted third-
party provider. This ensures that only the appropriate helper data are provided to the trusted
processor. Within the trusted processor, even if incorrect helper data 4.’ are provided to the
“create[]” function during subsequent operation, the trusted processor identifies that the hash of
H(p.,h.’), where p,.’ 1s a potentially incorrect PUF response value, do not match either the
correct input value for H(p,,h.) or another tampered value for H(p,,h.) that is generated by an
attacker. Thus, the trusted processor does not need to directly verify the signature from the TTP
to ensure the correctness of the helper data 4., and does not have to store a certificate for the TTP
in a non-volatile memory.

[0049] Process 300 continues during operation with a call to a “create[]” function that
regenerates the master processor key Kp, and other cryptographic keys in the key hierarchy using
the PUF inherent to the SRAM or other component in the trusted processor and the helper data 4,
that were previously generated during the init process (block 312). The create function is
typically executed once after the trusted processor is powered on to enter a trusted processing
mode since the key data generated from the PUF are held in volatile memory. As described
above, the trusted processor verifies the authenticity of the helper data £, using the signature for
the helper data /4, and the public key K from the trusted third party. If the signature does not
match the helper data 4., then the trusted processor aborts the process 300. The trusted processor
executes the fuzzy extractor process during the create function to regenerate the secret p, using
the helper data 4, to reduce noise during the fuzzy extraction. In some embodiments, the trusted
processor uses a “robust” fuzzy extractor that is known to the art to withstand potential attacks

from an attacker who generates incorrect helper data to have the trusted processor regenerate an
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incorrect value of p,., where the attacker attempts to have the trusted processor generate an
incorrect value of p.. In order to verify that the correct value of p, has been regenerated, the
trusted processor regenerates the hash value H(p,, &.) and compares the internally generated hash
value to the publicly available hashed value H(p,, k). If the two values match, then the trusted
processor has successfully regenerated the same secrete secret p, that was generated during the
init[] function. The trusted processor regenerates secret keys and public key pairs from the secret
Pe, and the seed data S, from the user. FIG. 5 depicts a pseudo-code representation of the create
function.

[0050] After regenerating the secret p., the trusted processor regenerates the master key K,
generates a user-specific master key K, based on the seed data S,, and generates an asymmetric
key pair that includes the public key K}Mmd and private key K ! po_bind- The trusted processor
uses the secret key K, to generate a larger set of data for generation of the key pair K +p07b,-nd and
K_]poibind using the predetermined asymmetric key generation process such as an RSA or elliptic-
curve key generation process. The trusted processor uses the private key K po bind 1O generate
digital signatures for the data or a MAC generated for the data that are to be stored in an
untrusted memory outside the SRAM cache in the trusted processor. The trusted processor uses
the public key K+p07bind to encrypt data, including output data, program state data, and the
corresponding digital signatures, that are copied from the SRAM cache in the trusted processor
and are stored in an untrusted memory.

[0051] During operation, the trusted processor executes one or more software programs in a
secure manner. In FIG. 3, an invocation of the “launch[]” function in the trusted processor
commences execution of a program after the trusted processor is configured for operation (block

316). During the launch function, the trusted processor populates additional special purpose
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registers with information pertaining to execution of a specific program. The instruction
execution data for the program is referred to as code C. During execution of the launch
instruction, the trusted processor loads the executable program instruction code C into the SRAM
cache and begins execution of the program code in the cache-as-RAM mode where the SRAM
serves as the only trusted memory for reading and writing unencrypted data. During the launch
instruction, the trusted processor generates two additional symmetric keys CR.K,, qum and
CR.K,, code that are used to authenticate data that are received from the untrusted storage device
and to generate specific keys for the program code C, respectively. During the launch process,
the trusted processor generates a MAC corresponding to the program code C and stores the MAC
in one of the special purpose registers as PCR_ver. In another embodiment, the trusted processor
uses the MAC corresponding to the program code C and the platform key K, to generate a secret
key K¢ that is tied to the contents of the code C and not to program instructions for other pieces
of code. In one embodiment, the code C further includes the full program state data of a software
program during execution of the software program instead of merely the execution instruction
code for the software program. FIG. 6 depicts pseudo-code corresponding to the launch function.
[0052] During execution of the instruction code C for the software program, the trusted
processor 108 often generates output data are stored in an untrusted memory device. The trusted
processor and receives input data from untrusted devices including the user interface input
devices 176 and 276 of FIG. 1 and FIG. 2, respectively, or from remote computing devices that
communicate with the trusted processor through a data network. While some output data may be
transmitted as an unencrypted output, in many instances the output data are transmitted through
the I/O interface to an untrusted memory for later retrieval and processing by the trusted

processor. In other configurations, the data are transmitted through the 1/0 interface that is a
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network device to a remote computing system that is connected to the trusted processor by a data
network. The output data often include sensitive information that should not be available outside
of the trusted processing unit. Additionally, since the trusted processor can executed multiple
software programs, the output data from a first software program should not be made available to
a second software program unless such sharing is expressly authorized.

[0053] During execution of the instruction code C for the software program, the trusted
processor 112 often loads data that are stored in an untrusted memory device or are received
from another source outside of the trusted processor. During process 300, the trusted processor
receives the data through the I/O interface and performs an “unbind[]” function that verifies the
integrity of the data, verifies that the currently executing program should be granted access to the
data, and decrypts the data for use with the program if the verifications are successful (block
320). During the unbind process, input data X that is received from an untrusted memory
contains data elements that should only be released to the code that generated the data. The
unbind instruction provides assurance to the verifier that input X will only be released to the code
with measurement PCR_ver.

[0054] In one configuration of the process 300, the trusted processor performs the unbind
function shortly after launching execution of a program to enable the trusted processor to receive
a symmetric key K,, from a verifier. The key K,, is typically a symmetric encryption key that is
available only to the verifier and to the trusted processor. To receive the encrypted key Kvp, the
verifier uses the public binding key K ,, pia to encrypt the key K., and the verifier transmits the
encrypted key K, to the trusted processor. The trusted processor uses the private key K° ! po bind 10
decrypt the key K,,, and uses the key K,, both to encrypt data for transmission to the verifier, and

to decrypt input data that are received from the verifier. As described below, in one embodiment,
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the verifier receives data from the trusted processor and performs independent verification that
the trusted processor is executing the program code C using the program code instruction data,
program input data, and program output data.

[0055] In addition to performing the unbind function to receive the verifier key K, the trusted
processor performs the unbind function to decrypt and verify the integrity data that are received
from the I/O interface devices. These data include data that are stored in an untrusted memory
during execution of the program code C and later retrieved from the untrusted memory, and data
received from the verifier.

[0056] In two embodiments of the process 300, the trusted processor has the option to unbind
data encrypted using the public binding key ({X1,PCR ver}K ' ,, pinq) or the application secret key
({X2,PCR ver}K¢ ). Both X1 and X2 represent data that are received from the untrusted memory
or another source such as the verifier. As described above, the encrypted data X/ include the
MAC that is stored in PCR_ver corresponding to the program code C while the encrypted data
X2 do not require the MAC because the key K. is based on the MAC value. In some instances,
the input data X7 and X2 correspond to output data that the trusted processor had previously
generated during execution of the program C and stored in the untrusted memory using the bind
function. The process 300 includes operations for both securely storing output data in the
untrusted memory and for receiving, verifying, and decrypting the output data after the output
data are stored in the untrusted memory. As described above, in some embodiments the
decryption process uses the symmetric key K, is received from the verifier to decrypt encrypted
data during the unbind function. The use of a symmetric key, such as the key K,, or another

symmetric key that encrypts data stored in an untrusted memory, with a block cipher decryption

-26-



WO 2014/138626 PCT/US2014/021914

process is typically more computationally efficient than using the private key K'Ipoib,-nd to decrypt
the full set of encrypted data. FIG. 7 depicts a pseudo-code representation of the unbind function.
[0057] In the process 300, the trusted processor implements an asymmetric encryption scheme
that prevents an attacker from using the encrypted data {X,PCR ver}K +p07b,-nd, which is intended
to be decrypted only by the code with measurement PCR_ver, from generating a related
encrypted data {X,PCR ver '}K+pofbl-nd, which the device would be willing to decrypt for different
code with measurement PCR_ver'. The trusted processor implements a non-malleable
asymmetric encryption scheme to prevent these attacks. The formal definition of non-malleable
is known as Chosen Ciphertext Attack of type 2 (CCA2). Examples of CCA2 (non-malleable)
asymmetric encryption schemes include RSA-OAEP and RSA-OAEP+. An alternative strategy
to using a non-malleable public-key encryption scheme is to use the secret encrypted with the
asymmetric primitive to derive two keys: an encryption key and a MAC key. The MAC key is
used to compute a MAC over the bulk-encrypted data, and the receiver rejects encrypted data
with an inconsistent MAC.

[0058] In addition to unbinding data that are received from external sources, the trusted
processor generates signed and encrypted data for output to the external sources, such as the
untrusted memory and a verifier, using the “bind[]” function (block 324). In the bind function,
the trusted processor encrypts the MAC that corresponds to the program code C and that is stored
in the PCR_ver register. In some cases, the contents of the execution code C change from the
time that the MAC is generated during the launch function to the time at which the trusted
processor performs the bind function. The trusted processor regenerates the MAC for the updated
code C’ to ensure that the MAC accurately reflects the state of the program code C’ when the

output data are stored in the untrusted memory. The trusted processor encrypts the MAC along
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with the output data to preserve privacy when the data are stored in an untrusted memory. The
trusted processor signs the encrypted data to enable the trusted processor to identify if the
encrypted data are modified outside of the confines of the trusted processor unit. As described
below, the trusted processor later retrieves the output data that are stored in the untrusted
memory and uses the signature and the MAC corresponding to the program instruction code C to
ensure that the retrieved data are valid and that the software program that is being executed by
the trusted processor should have access to the output data. In another embodiment, the trusted
processor generates a MAC for the unencrypted output data first and then encrypts either both
the output data and the MAC or only the output data. The trusted processor then transmits the
unencrypted MAC with the encrypted data through the I/O interface to the untrusted memory.
FIG. 8 depicts a pseudo-code representation of the bind function.

[0059] In one embodiment of the bind function, the trusted processor generates the secret
symmetric key CR.K,, ener and uses the key CR.K, encr to encrypt the MAC for the program code
C and the output data using a predetermined symmetric key encryption process (e.g. an AES
block cipher in a cipher-block-chain (CBC) or counter-mode encryption scheme). The symmetric
key CR.K,, encr 18 used for bulk encryption instead of the public key K’ po bind for performance
reasons since using the secret key with known block cipher encryption processes is typically
much faster than using the public key K +p07b,-nd to encrypt all of the data that are stored in the
untrusted memory. Instead, the public key K +p07b,-nd only encrypts the comparatively small set of
data in the secret key CR.K,, ener and the encrypted secret key is stored with the rest of the
encrypted data in the untrusted memory. During a subsequent unbind operation, the trusted
processor uses the same secret key CR.K, encr to decrypt the MAC and the output data for use

with the trusted processor. In another instance of the bind function that transmits data to the
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verifier, the trusted processor uses the symmetric key X,, for the verifier instead of CR.K,, encr t0
encrypt the bound data for the verifier. During a verification process, the trusted processor also
generates a hash value of the input data that the program code C has received and a hash of the
program state data. The verifier receives the input and program state hashes as part of an external
verification process for the operation of the trusted processor.

[0060] During the bind operation, the trusted processor also uses the private key K ]poibind to
generate a cryptographic signature of the entire set of encrypted data. In one embodiment, the
trusted processor generates another hash for the encrypted data and uses the private key
K_]poibind to generate a signature for the hash of the encrypted data instead of generating a
signature for the entire set of encrypted data directly. The trusted processor uses the public key
K +p07b,-nd to verify the signature for the encrypted data or corresponding hash of the encrypted
data when the data are retrieved from the untrusted memory to ensure that the data have not been
altered outside of the SRAM cache in the trusted processor. In instances where the verifier
receives data that the trusted processor generates with the bind function, the verifier also has a
copy of the public key K, pina to verify the signature of the data.

[0061] In another embodiment, the trusted processor uses the application-specific secret
symmetric key K¢ that is based on the hashed value of the instruction code C to generate a MAC
of the encrypted data using K. instead of a signature using the private key K'Ipofb,-nd. The secret
key K¢ is not stored in the untrusted memory and remains in the trusted processing unit for later
use in verifying the encrypted data when the trusted processor subsequently retrieves the
encrypted data from the memory. Since the secret key K is based on the hashed value of the
instruction code C, the trusted processor does not have to encrypt and store the hashed value with

the data when the key K¢ is used to verify the signature. Instead, if the trusted processor executes
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a second software program with a different set of code C’, then the trusted processor generates
another secret key K¢’. The trusted processor then identifies that a verification of the signature
on the data fails when using the key K¢’ to prevent the code C’ from accessing data that were
stored during execution of the first software program with code C.

[0062] Process 300 continues as the trusted processor continues to execute the program
instruction code for the software program (block 328). As described above, in the CAR operating
mode, the SRAM cache or other non-volatile memory that is within the trusted processing
module stores any data that are unencrypted and directly accessible to the trusted processor. As
described above, in some situations the trusted processor writes data to an untrusted memory
storage device using the bind function and receives data from the untrusted memory with the
unbind function.

[0063] At the conclusion of the program execution in the process 300, the trusted processor
clears some or all of the private data from the special-purpose registers and the SRAM cache to
exit the isolated execution environment (block 332). In the embodiment of FIG. 1, the trusted
processor unit 108 is separate from other components in the processor 104, and optionally retains
data such as the master keys K, and K,,, and the asymmetric cryptographic key pair K~ o pins and
K o bind TOr execution of another trusted program. The trusted processor unit 108 deletes data
from SRAM cache 116 that could be accessed by another trusted program prior to executing the
instruction code for another program. In the embodiment of FIG. 2A and FIG. 2B, the processor
204 deletes all sensitive information from the special-purpose registers and from the SRAM
cache 216. The processor 204 then continues in an untrusted operating mode to execute software

programs in a similar manner to prior art processors.
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[0064] FIG. 9 is a pseudo-code representation of a symmetric key generation process that the
trusted processor performs to generate secret symmetric keys. This function first loads the helper
parameter input H(p.,h.) and h’.into memory. Next, the trusted processor reads the PUF is read
and the fuzzy extractor is invoked to generate the platform symmetric secret key, K, from the
de-noised PUF value. Internally the fuzzy extractor checks for consistency of the input data for
the PUF. In particular, the fuzzy extractor checks if input H(p,,%.) and %', correspond with the
internally reconstructed value. A special symbol L is output should the values not be equal. At
the end of the process, the function checks if the fuzzy extractor returned the special symbol
1,which indicates that either the PUF response was too noisy and therefore K, could not be
reconstructed or H(pe,h.) # H(p .,h’e). In either case, the trusted processor clears all special-
purpose registers for security reasons and the function returns the special symbol L to indicate
failure.

[0065] The trusted processor uses the key K, and the user-supplied seed S, to derive the
master processor secret, CR.K,,. The seed value S, enables the device user to personalize the
processor keys (e.g., the current owner of the chip can simply choose a new seed value to prevent
access by previous owners). The symmetric key CR.K,, is used for the derivation of three
symmetric platform keys: (1) CR.S,, bind, the platform binding secret, (i1) CR.Kyo um, the
platform key used for authenticating data residing in untrusted storage from prior invocations of
the instruction set (e.g., previously derived primes for RSA key generation), and (iii) CR.K,,
code, the platform key used to derive code-specific keys. In all cases, keys are derived via a
KDF, which in turn may use pseudorandom functions (¢.g., HMAC, CMAC, etc.) as building
blocks. Constructions of key derivation functions accepting secret and public parameters are

well-known.
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[0066] During operation of the trusted processor, some software programs include instruction
code C that is too large to fit into the SRAM cache or other volatile memory in the trusted
processor. In one embodiment, the computing system executes more complex applications by
generating a Merkle hash tree over the entire program C including code blocks Cy 2 C,, and
binding the resulting tree to the application state. A loaded code block C; is accepted if and only
if the trusted processor can generate the root of the hash tree using the code block C..

[0067] The hash tree construction provides several benefits. First, the hash tree extends state
protection and load-time integrity checking to applications of arbitrary size. Second, the hash
tree maintains a small TCB. Third, the hash tree enables efficient execution because code block
C; may be safely executed before the entire application C has been measured.

[0068] As described above, in some instances the instruction code C is updated to a new
version. To support updates to new versions of the instruction code, the application implements
an update command that calls unbind[ ] using the current code version C followed by bind] ]
using the next code version update. The verifier encrypts and authenticates the update with its
Kyp key (which was transmitted to the trusted processor during the setup protocol via a public-
key encryption operation). The update is decrypted into C’ and its integrity verified and the
CR.PCR and CR.KC are updated. In this way the binding operation binds the state to the new
software version C'. The decryption and authentication operations prove to the trusted processor
that software is originating from the verifier J as he is the only one in possession of the key Kyp.
[0069] A rollback attack, which is sometimes referred to as a “replay” attack, occurs when
the IEE in the trusted processor receives old state for a program instead of receiving the most up
to date program state. Since the stale state is cryptographically consistent, an isolated execution

environment implemented without rollback prevention will incorrectly accept the old state,

-32-



WO 2014/138626 PCT/US2014/021914

which potentially bypasses stateful protection mechanisms to, for example, undo the append-
only property of an audit log. Thus, the trusted processor implements rollback resistance to
guarantee state continuity of the executing application.

[0070] One technique for ensuring state continuity in a trusted processor that does not require
the use of non-volatile data memory is described below. During the execution protocol, the
unbind[] function is invoked to decrypt any state belonging to code C (Figure 13 block 3). After
executing code C, the bind[ ] instruction is invoked to protect state destined for the OS as well as
output destined for the verifier. Included in the outputs for the verifier is a summary of the
current state, H(stateps). The verifier output is encrypted under key Kjy before transferring
control to untrusted OS code for delivery to the verifier. The verifier includes the aforesaid state
summary as an input during the next invocation. If the state presented by the untrusted OS
matches the expected state, the code executes and the new state summary is communicated to the
verifier as acknowledgement. Otherwise, the protocol aborts. In this fashion, the trusted
processor operates with rollback prevention and does not require a non-volatile memory to store
persistent state data.

[0071] In some embodiments, the trusted processor implements a “quote” operation. In the
quote operation, the trusted processor generates a digital signature of the current platform state
for use during an attestation process. The quote functionality can be embodied on top of the bind
function, or the bind function can be implemented on top of the quote function. In the
embodiment where the bind function is implemented atop the quote function, the bind function
links program state with data such that only instruction code C can access associated data using
the unbind function. Whenever unbind is called, a measurement of the current program state is

compared to the expected value before releasing data. The unbind operations aborts if C has an
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invalid measurement. In another embodiment, the quote functionality is implemented on top of
bind by including CR.PCR, which the trusted processor signs using the private platform binding
key K po bind» 10 the verifier results field results V.

[0072] FIG. 10 and FIG. 11 are pseudo-code listings of operations that are performed with the
trusted processor to initialize an illustrative example of a trusted program that implements a
database with searchable encryption. The pseudo-code listing of FIG. 10 is performed once
during each session for execution of a software program with the trusted processor. The pseudo-
code listing in FIG. 11 is executed one or more times during execution of the software program.
In the system described by FIG. 10 — FIG. 11, a remote server implements a remote encrypted
storage manager application. The remote server is untrusted although the server contains a
trusted processor similar to the processors depicted in FIG. 1 and FIG. 2A — FIG. 2B. Each
database entry is encrypted independently under a symmetric key bound to the storage manager
application, Kj,,,. The requestor sends an encrypted query V.input. The storage manager
identifies database entries containing the search term and sends the encrypted entries to the
requestor.

[0073] Given that databases on the order of terabytes or more are commonplace, searchable
encryption should permit the requestor to retrieve data without incurring a performance penalty
linear to the size of the searched database. To enable fast search, the database entries are
organized into data structures that enable sub-linear keyword search algorithms (e.g., tree
structures for logarithmic search). Existing searchable encryption schemes enable the return of
results in logarithmic time with respect of size of the database while preserving the privacy of the

database.
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[0074] In FIG. 10, the verifier V'is configured with a copy of the public platform key,

K +p07b,-nd. Similarly, the verifier can keep a certificate that is used to confirm the authenticity of
the public key that receives from the client platform. The verifier has access to the plaintext
code. In block 1, the verifier initiates an isolated execution session with the platform. 7 generates
an encryption key Kyp, a session identifier sessid, and binds the hash of the code with the
encryption key Kyp. Bind enables the verifier to encrypt data using the public part of the platform
key while ensuring that the only the correct code running in a correctly setup execution
environment can access the data. The inputs along with the code sent to the platform. In block 2,
OS calls the launch[] function using the plaintext code C, the verifier inputs V.inputs, and the
previously stored state OS.input as inputs. In FIG. 10, the initial execution depicts the OS.input
state as empty. In block 3, the isolated execution environment IEE checks inputs received from
the verifier. If a “setup” command was received from the verifier the IEE attempts to unbind the
encrypted inputs from V. The IEE checks the session ID against the hash of the symmetric key
returned by unbind[]; aborting execution if they do not match. This check prevents unauthorized
code from completing the operation. After the checks, the application logic is executed. For
example, if the application is a secure counter, during the first iteration the counter is set to zero.
In the case of an encrypted database, the first records could be stored in the database or all
records could be initialized to zero. Blocks 4 and 5 show the parameters returned to the OS for
storage and the verifier, respectively. Similarly, FIG. 11 shows the protocol for subsequent
executions of security sensitive application foo().

[0075] It will be appreciated that variants of the above-described and other features and
functions, or alternatives thercof, may be desirably combined into many other different systems,

applications or methods. Various presently unforeseen or unanticipated alternatives,
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modifications, variations or improvements may be subsequently made by those skilled in the art

that are also intended to be encompassed by the following claims.
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What is claimed:

1. A method for operating a computing system comprising:

generating with a trusted processor a first secret cryptographic key based on a
physically unclonable function in at least one hardware component in the trusted
processor, the first secret cryptographic key being unavailable to other components in

the computing system;

generating with the trusted processor a first asymmetric cryptographic key pair
with reference to the first secret cryptographic key and a predetermined asymmetric
cryptographic key generation process, the first asymmetric cryptographic key pair

including a first public key and a first private key;

executing with the trusted processor instruction code corresponding to a first

software program to generate output data;

generating with the trusted processor first encrypted data corresponding to the

output data;

generating with the trusted processor authentication data for the first encrypted

data; and

transmitting with an input/output (1/O) interface operatively connected to the
trusted processor the first encrypted data and the authentication data for storage in an

untrusted memory.
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2. The method of claim 1 further comprising:

receiving with the 1/O interface operatively connected to the trusted processor
second encrypted data corresponding to a second secret cryptographic key from a

verifier computing device that is external to the trusted processor;

decrypting with the trusted processor the second encrypted data corresponding

to the second secret cryptographic key with the first private key; and

generating with the trusted processor second encrypted data corresponding to

the output data with the second cryptographic key; and

transmitting with the 1/O interface operatively connected to the trusted processor

the second encrypted data to the verifier computing device.

3. The method of claim 2 further comprising:

generating with the trusted processor a first hash value of input data received by

the trusted processor for the first software program;

generating with the trusted processor a second hash value for program state

data of the first software program; and

generating with the trusted processor the second encrypted data including
encrypted data corresponding to the first hash value and the second hash value using

the second secret cryptographic key.
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4. The method of claim 1 further comprising:

generating with the trusted processor a hash value corresponding to the

instruction code of the first software program,;

generating with the trusted processor the authentication data for the first
encrypted data with the first private key as a signature corresponding to the output data

and the hash value corresponding to the instruction code of the first software program.

5. The method of claim 1 further comprising:

receiving with the 1/O interface operatively connected to the trusted processor the

encrypted data and the authentication data from the untrusted memory;

verifying with the trusted processor the authentication data corresponding to the

encrypted data with reference to the first public key; and

generating with the trusted processor decrypted data corresponding to the output

data only in response to successful verification of the authentication data.
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6. The method of claim 1 further comprising:

generating with the trusted processor a first hash value corresponding to the

instruction code of the first software program,;

generating with the trusted processor a second secret cryptographic key with
reference to the first secret cryptographic key and the first hash value, the second
secret cryptographic key being unavailable to other components in the computing

system; and

generating with the trusted processor the authentication data as a message
authentication code corresponding to the encrypted data with reference to the second

secret key.

7. The method of claim 6 further comprising:

receiving with the 1/O interface operatively connected to the trusted processor the

encrypted data and the message authentication code from the untrusted memory;

verifying with the trusted processor the message authentication code with

reference to the second secret cryptographic key; and

generating with the trusted processor decrypted output data from the encrypted
data for the first software program with reference to the second secret cryptographic key

only in response to successful verification of the message authentication code.
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8. The method of claim 1, the generation of the first secret cryptographic key further

comprising:

receiving with the 1/O interface operatively connected to the trusted processor

seed data that correspond to a user of the computing system; and

generating the first secret cryptographic key based on the physically unclonable
function of the at least one hardware component and the seed data to generate the first
secret cryptographic key for the user that is different from another secret cryptographic

key generated in response to different seed data corresponding to another user.

9. The method of claim 1 wherein the trusted processor only stores the first secret
cryptographic key, the first private key, and the output data of the first software program

prior to encryption in a volatile memory in the trusted processor.

10. The method of claim 9 further comprising:

deleting with the trusted processor contents of the volatile memory in the trusted
processor including the first secret cryptographic key, the first private key, the
instruction code corresponding to the first software program, and the output data of the

first software program; and

operating the trusted processor in an untrusted mode after the deletion.
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11. A computing system comprising:

an untrusted memory configured to store data;

an input output (I/O) interface configured to send and receive data from the

untrusted memory; and

a trusted processor operatively connected to the untrusted memory and the 1/O

interface, the trusted processor being configured to:

generate a first secret cryptographic key based on a physically unclonable
function in at least one hardware component in the trusted processor, the first
secret cryptographic key being unavailable to other components in the computing

system;

generate a first asymmetric cryptographic key pair with reference to the
first secret cryptographic key and a predetermined asymmetric cryptographic key
generation process, the first asymmetric cryptographic key pair including a first

public key and a first private key;

execute instruction code corresponding to a first software program to

generate output data;

generate first encrypted data corresponding to the output data;

generate authentication data for the first encrypted data; and

transmit with the input/output (I/O) interface the first encrypted data and

the authentication data for storage in the untrusted memory.
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12. The system of claim 11, the I/O interface being further configured to:

receive data from and transmit data to a verifier computing device that is external

to the trusted processor; and

the trusted processor being further configured to:

receive second encrypted data corresponding to a second secret

cryptographic key from the verifier computing device;

decrypt the second encrypted data corresponding to the second secret

cryptographic key with the first private key;

generate second encrypted data corresponding to the output data with the

second cryptographic key; and

transmit with the 1/O interface the second encrypted data to the verifier

computing device.

13. The system of claim 12, the trusted processor being further configured to:

generate a first hash value corresponding to input data received by the trusted

processor for the first software program;

generate a second hash value corresponding to program state data of the first

software program; and
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encrypt the first hash value and the second hash value using the second secret
cryptographic key for transmission to the verifier computing device through the I/O

interface.

14. The system of claim 11, the trusted processor being further configured to:

generate a hash value corresponding to the instruction code of the first software

program,

generate the authentication data for the first encrypted data with the first private
key as a signature corresponding to the output data and the hash value corresponding

to the instruction code of the first software program.

15. The system of claim 11, the trusted processor being further configured to:

receive with the I/O interface the encrypted data and the authentication data from

the untrusted memory;

verify the authentication data corresponding to the encrypted data with reference

to the first public key; and

generate with the trusted processor decrypted data corresponding to the output

data only in response to successful verification of the authentication data.
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16. The system of claim 11, the trusted processor being further configured to:

generate a first hash value corresponding to the instruction code of the first

software program,;

generate a second secret cryptographic key with reference to the first secret
cryptographic key and the first message hash value, the second secret cryptographic

key being unavailable to other components in the computing system; and

generate with the trusted processor the authentication data as a message
authentication code corresponding to the encrypted data with reference to the second

secret key.

17. The system of claim 16, the trusted processor being further configured to:

receive with the I/O interface operatively connected to the trusted processor the

encrypted data and the message authentication code from the untrusted memory;

verify with the trusted processor the message authentication code with reference

to the second secret cryptographic key; and

generate with the trusted processor decrypted output data from the encrypted
data for the first software program with reference to the second secret cryptographic key

only in response to successful verification of the message authentication code.
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18. The system of claim 11, the trusted processor being further configured to:
receive with the /O interface seed data that correspond to a user of the

computing system; and

generate the first secret cryptographic key based on the physically unclonable
function of the at least one hardware component and the seed data to generate the first
secret cryptographic key for the user that is different from another secret cryptographic

key generated in response to different seed data corresponding to another user.

19. The system of claim 11, the trusted processor further comprising:
a volatile memory; and
the trusted processor being further configured to:

only store the first secret cryptographic key, the first private key, and the
output data of the first software program prior to encryption in the volatile

memory.

20. The system of claim 19, the trusted processor being further configured to:

delete contents of the volatile memory including the first secret cryptographic
key, the first private key, the instruction code corresponding to the first software

program, and the output data of the first software program; and

operate in an untrusted mode after the deletion.

-46 -



PCT/US2014/021914

WO 2014/138626

1/10

l "Old

S30IA3a
JOV4YILINI ¥3SN
9/L—
N NENER)
YIGNNN
NOANYY
(S)3400 I//
MOSSION SIOVAYILNI O/l _ bzl
(S)340D
99— rgL—" JHOVO Wvysl— | ¥OoSs300wd
a3aLsnyl
— 2l —
FHOVO VS O |
NEISBEY
99— 3S0dYNd-TVIO3dS
S/
a3isnainn Y0OSS3004d a3LsnyL 9¢t
Y40SS3I00ud
oﬁ\ wor\

S30INIA AJOWAIN
d31SNd1NN

NN_\\

vo_\\

00l




PCT/US2014/021914

2/10

WO 2014/138626

a¢ 'Old V¢ 'Old

SIDINIA AHOWIN
SIDINIA AHOWIN a3LSNYLNN
a3LSNYLNN
NR\
2ie—" SIOIAIA
TS SFOVAILNI O || 5y SIS
SIOV4YILNI O/l
a3LSNYLNN FOV4dLINI &3SN d31SNE.LNn aaLSNMLINN
a3LSNYLNA — N
yGz—" N 9.2 o
NOINNENER)
NEETY
WOANVY
J//vmm
(S)340D (S)340D
JHOVD VYS ORGSO JHOVD NVHS MOSSHOOM
olz—" A alz—" ce—"
SY3LSI93Y
JAOW HOSSID0Hd AILSNYLNN 3S048Ad-TY103dS
7 ozz”
802
300N HOSSID0Hd aILSNYL

AJ wow\\\ AJ

00¢ 00¢



WO 2014/138626

300

3/10

—

304

IEE ENTRY

{ ,—308

INIT FUNCTION

& —3

12

KEY CREATION
FUNCTION

SR

4 /—316

PROGRAM
LAUNCH
FUNCTION

YES

Y

UNBIND
FUNCTION

- 320

% /_ 324

BIND
FUNCTION

ADDITIONAL
PROCESSING?

NO

328

332
vy [

IEE EXIT

FIG. 3

PCT/US2014/021914



WO 2014/138626 PCT/US2014/021914

4/10

fhe H(pehe)t < init{]
e+ f_read PUF[]
rand < {0,1}¢
{he . H(pe,he)} < £_init _PUF [p,, rand]
Clear p,.rand
return {h,,H(p..h.)}

FIG. 4

create[S,. e, H(pe.he), 0y, . K};“T P
if Verify,+ ({ho,H(pe.h.)}, 00,) = accept then

Irrp

Spw_bind ¢ f_create_sym keys [S(),}E-Q,H(\pe,heﬂ
f_create_asym_keys[Spo pindl

Clear § po_bind
else
ABORT

FIG. 5



WO 2014/138626 PCT/US2014/021914

5/10

launch{C,C.inpirs. Sy he H{pe, hp), ]

Configure CPU into CAR Mode

Load C into the CPU cache

Spobind ¢~ £-create_sym keys(S,. .. H(pe,he)]
KW ping < f-read_asym keys| |

CR.PCR + H(C)

CR Kc £ KDI"CR K, (C))

po_code ‘\
Cieaz (,R.*
ABORT

Clear g;}f}i}iiuf

Transter control to C’s entry point

FIG. 6



WO 2014/138626 PCT/US2014/021914

6/10

X ¢ unbind [{X), PCR _ver} o

P _ind

if {X;,PCR_ver},+ # NULL then

po_bind

X,PCRver <~ Decop -1 (1Xi,PCRver} v )

g _bined tpo_bind

else if {X», PCR ver}k,. #! NULL then ;

X .PCR_ver « AuthDeccg. k- ({Xo. PCR_ver}x,.)
else

X 1

return X
if CR.PCR # PCR ver then

X L
return X

AX2, PCR ver}g,.]

FIG. 7



WO 2014/138626 PCT/US2014/021914

7/10

ont ¢ vind [Kyp,stateOS, hashinputs, resultV.update]

if updare = NULL then
C’ ¢ AuthDecy, .(update)
if C' 1 then

CR.PCR  H(C)

CR.K¢ - KDFerg, . (CR.PCR)
out.0S < AuthEnccg g (stateOS,CR.PCR)
V.hosstate < H (stateOS)

V.hinp - hashinputs

V.encK < AuthEnceg k. (Kyp,CR.PCR)

V.res < resultV
out.V « AuthEncg, (V)
Clear CR.x

Clear all state
return ouf

FIG. 8



WO 2014/138626 PCT/US2014/021914

8/10

Spo ting ¢ f.create_sym_keys[S,, he, H{pe, he)]

po - f_read PUF[]
Ky ¢~ £_fuzzy extract PUF Epi,_, B H{pe, hell
Clear pl,
CR.Kp, ¢~ KDFi, (S)
Spabind ¢ KDFor K, {“bind™}
CR. K o quin & KDFeog Kyo {“&uth”}
CR.Kpooner + KDFcp i, (“ence”)
CR.Kpacods v+ KDFoR K, {oode™)
if K, =1 then

Clear O H.»

Clear K

return Spo bind

FIG.9



PCT/US2014/021914

9/10

Launch Code

Setup

[29]
[3)

Ve

Exevute Code fosi)

WO 2014/138626

then

%
N
¥

‘.

5
=
m..r.
£

TR

!

Rk

N

Ay

FIG. 10

o

o |,

N
5

&
o)
i
ot

Si3

Cid

ave Stade

erify Exe

¥




PCT/US2014/021914

10/10

¥y
o) i

§
3

then

sk

s doWaork2 {stat

1nd [NTTE

T

B
3
¥
3

- Bnn

s TS

]

: o o -
’ % ;
\ﬁw [ .Tﬂ 4
5] A o "
> &= Fes el ”
“ : B % Z .
7 : Gower & oE%
A %
. y e s ' T

5

Teowiiaw

7

b,
" ¥k
: R
b
L L, 550
4 e
e

a

sve Sate

By

Execute Code fay

WO 2014/138626

FIG. 11




INTERNATIONAL SEARCH REPORT International application No.
PCT/US2014/021914

A. CLASSIFICATION OF SUBJECT MATTER
GOOF 21/50(2013.01)i

According to International Patent Classification (IPC) or to both national classification and [PC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
GOGF 21/50; HO4L 9/14; HO4L 9/28; HO4L 9/30; HO4L 9/32; GO6F 12/14

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
cKOMPASS(KIPO internal) & Keywords:physical unclonable function, cryptographic key, trusted processor, untrusted processor,
storage, secure and similar terms.

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A US 2008-0279373 Al (RICHARD A. ERHART et al.) 13 November 2008 1-20
See abstract; paragraphs [0059], [0095]; and claims 1, 11.

A EP 0706275 A2 (INTERNATIONAL BUSINESS MACHINES CORPORATION) 10 April 1996 1-20
See abstract; page 10, lines 56-58; and claim 7.

A US 2013-0051552 A1 (HELENA HANDSCHUH et al.) 28 February 2013 1-20
See abstract; paragraphs [0129]-[0134]; and claims 1, 12-13.

A US 2010-0228999 A1 (UMESH MAHESHWARI et al.) 9 September 2010 1-20
See abstract; paragraphs [0023]-[0028]; and claim 1.

A MATTHEW ARENO et al. “Securing Trusted Execution Environments with PUF Gene 1-20
rated Secret Keys” 2102 IEEE 11th International Conference on Trust, Securi
ty and Privacy in Computing and Communications. June 2012, pages 1188-1193
See abstract; pages 1189-1191.

|:| Further documents are listed in the continuation of Box C. See patent family annex.
* Special categories of cited documents: "T" later document published after the international filing date or priority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention
"E" carlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
"L"  document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
"O" document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination
means being obvious to a person skilled in the art
"P"  document published prior to the international filing date but later "&" document member of the same patent family
than the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report
18 June 2014 (18.06.2014) 19 June 2014 (19.06.2014)
Name and mailing address of the [ISA/KR Authorized officer

International Application Division
+ Korean Intellectual Property Office ALL
g

189 Cheongsa-to, Seo-gu, Dagjeon Metropolitan City, 302-701, N, Jeong Hwan
Republic of Korea

Facsimile No. +82-42-472-7140 Telephone No. +82-42-481-8440 Moo

Form PCT/ISA/210 (second sheet) (July 2009



INTERNATIONAL SEARCH REPORT

International application No.

Information on patent family members PCT/US2014/021914
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2008-0279373 Al 13/11/2008 EP 2147376 A2 27/01/2010
JP 2010-527219 A 05/08/2010
KR 10-2010-0021446 A 24/02/2010
TW 200913627 A 16/03/2009
US 2011-0002461 Al 06/01/2011
US 8290150 B2 16/10/2012
WO 2009-002599 A2 31/12/2008
WO 2009-002599 A3 26/02/2009
EP 0706275 A2 10/04/1996 CA 2157971 Al 16/03/1996
CA 2157971 C 08/07/2003
DE 69534757 D1 13/04/2006
DE 69534757 T2 31/08/2006
EP 0706275 A3 30/06/1999
EP 0706275 Bl 25/01/2006
US 05956408 A 21/09/1999
US 2013-0051552 Al 28/02/2013 EP 2526505 Al 28/11/2012
KR 10-2012-0127607 A 22/11/2012
WO 2011-089143 Al 28/07/2011
US 2010-0228999 Al 09/09/2010 AU 2000-61048 Al 05/02/2001
AU 6104800 A 05/02/2001
KR 10-0517546 Bl 28/09/2005
US 2006-0123249 Al 08/06/2006
US 2006-0123250 Al 08/06/2006
US 2012-266000 Al 18/10/2012
US 2013-275774 Al 17/10/2013
US 6910157 Bl 21/06/2005
US 7152165 Bl 19/12/2006
US 7681240 B2 16/03/2010
US 7752455 B2 06/07/2010
US 8209544 B2 26/06/2012
US 8464071 B2 11/06/2013
WO 01-06374 A2 25/01/2001
WO 01-06374 A3 18/10/2001

Form PCT/ISA/210 (patent family annex) (July 2009)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - claims
	Page 40 - claims
	Page 41 - claims
	Page 42 - claims
	Page 43 - claims
	Page 44 - claims
	Page 45 - claims
	Page 46 - claims
	Page 47 - claims
	Page 48 - claims
	Page 49 - drawings
	Page 50 - drawings
	Page 51 - drawings
	Page 52 - drawings
	Page 53 - drawings
	Page 54 - drawings
	Page 55 - drawings
	Page 56 - drawings
	Page 57 - drawings
	Page 58 - drawings
	Page 59 - wo-search-report
	Page 60 - wo-search-report

