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Various embodiments include a honeypot system configured to trigger malicious activities by malicious
applications using a behavioral analysis algorithm and dynamic resource provisioning. A method performed
by a processor of a computing device, which may be a mobile computing device, may include determining
whether or not a target application currently executing on the computing device is potentially malicious
based, at least in part, on the analysis, predicting a triggering condition of the target application in response
to determining the target application is potentially malicious, provisioning one or more resources based, at
least in part, on the predicted triggering condition, monitoring activities of the target application
corresponding to the provisioned one or more resources, and determining whether or not the target
application is a malicious application based, at least in part, on the monitored activities. The resources may

be device components (e.g., network interface(s), sensor(s), etc.) and/or data (e.g., files, etc.).
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Various embodiments include a honeypot system configured to trigger malicious
activities by malicious applications using a behavioral analysis algorithm and
dynamic resource provisioning. A method performed by a processor of a
computing device, which may be a mobile computing device, may include
determining whether or not a target application currently executing on the
computing device is potentially malicious based, at least in part, on the analysis,
predicting a triggering condition of the target application in response to
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determining the target application is potentially malicious, provisioning one or
more resources based, at least in part, on the predicted triggering condition,
monitoring activities of the target application corresponding to the provisioned one
or more resources, and determining whether or not the target application is a
malicious application based, at least in part, on the monitored activities. The
resources may be device components (e.g., network interface(s), sensor(s), etc.)
and/or data (e.g., files, etc.).
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