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(57) ABSTRACT

An off-line remote lottery system which enables players to
purchase instant-type lottery game outcomes from a ran-
domized prize data stream in a central computer, and view
the outcomes on remotely disposed gaming computers
which do not require an on-line connection during play.
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OFF-LINE REMOTE SYSTEM FOR LOTTERIES
AND GAMES OF SKILL

[0001] This Application is a continuation-in-part of U.S.
application Ser. No. 08/497.,080, filed on Jun. 30, 1995.

BACKGROUND

[0002] The present invention relates generally to remote
gaming systems, and more particularly, to an off-line system
for playing games of chance, including instant-type lottery
games typically embodied in a ticket having multiple
chances which represent a single predetermined outcome
offered by a managing authority are rendered on a gaming
computer as an “electronic ticket,” such as, for example, a
dedicated hand-held device or programmed general personal
computer. In addition, the present invention provides for
playing games of skill on such a device. In a lottery
application, the system enables:,a player to play instant-type
tickets on the game-computer with the same convenience as
typical paper scratch-off tickets at any location without the
gaming computer ever having to be physically or electroni-
cally connected to a lottery system network during play,
thereby providing enhanced play value for the player and
greater revenues for the managing authority.

[0003] In the case of typical paper instant tickets, a com-
puter generates a randomized prize data stream comprised of
a finite series of win/lose outcomes. Each outcome is
assigned to a lottery ticket, and each ticket contains one or
more game chances which yield the assigned outcome. The
player cannot change the ticket outcome, he or she merely
scratches off certain areas of the ticket in accordance with
the rules of the game to reveal the outcome. The ticket
contains indicia which provide the player with a means to
determine win/lose results or prize status, and the type of
prize (e.g., cash or a free ticket). The aggregate of all
winning outcomes in any randomized prize data stream is a
predetermined percentage payout of the total revenues that
would be generated by the sale of all of the tickets incor-
porating that particular randomized prize data stream.

[0004] In one specific embodiment of prior art paper
instant ticket systems, ticket outcomes are generated by the
computer tapes that control printing of the tickets. These
tapes contain each outcome for any given run of tickets. The
outcomes are created using essentially similar methods
throughout the industry. For example, a run of 24 million
tickets that has 120 top payouts of $10,000 and a payout
percentage of 55%, may be broken up into 100 blocks of
240,000 tickets each. The $10,000 winners will be distrib-
uted as evenly as possible among the 100 blocks, so there
will be at least one top prize in each block, with 20 blocks
having two top prizes. The 80 blocks without the two top
prizes will be compensated by offering more Slow and
mid-tier prizes, so that the payout percentage is exactly 55%
for each 240,000 ticket block. Each oaf these 240,000 ticket
blocks is broken up into books of tickets, typically 200 to
400 tickets per book. Tickets are delivered to retailers in
book units, where each ticket has two identifying numbers,
a book/ticket number and a validation number. The book/
ticket number is usually printed on the back of the ticket. An
exemplary book ticket number is “089-46127-234.” The
“089” identifies the game, in this case a State X $3 “Win for
Life.” The “46127” is the book number, which in this case
means that this ticket is from book number 46127. The
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“234” identifies this ticket as the 234th ticket from this book.
The validation number is printed under the latex surf ace on
the front of the ticket. This number is the key to determining
whether or not the ticket is a winner. When a winning ticket
is presented for prize redemption, the retailer types this
number into an agent terminal, from which access to a
central database of instant tickets provided by the ticket
printer is obtained to search the record of outcomes for that
run of tickets. This database resides in a separate computer
at the main computer center of the online service provider
(such as GTECH).

[0005] To prevent fraud, the validation number cannot be
seen without scratching off the latex covering material. If the
validation number were visible without requiring that the
latex be removed first, retailers could check whether or not
each ticket was a winner, and then keep winning tickets for
themselves, selling only the losing tickets to customers. In
this connection, the validation number is typically com-
prised of nine (9) digits. An illustrative validation number
for the above “Win for Life” ticket is: 71069-7041. This
number singularly identifies this ticket from the millions of
tickets that are printed for that game. It is important to note
that this number is encoded and not in sequential order. If the
latter was the case, retailers could buy one ticket for them-
selves and check its validation number. They could then
enter the next ten validation numbers into the online system
to determine whether any were winners. Again, customers
might be sold the losing tickets while the retailer kept the
winners. Encryption prevents this, because knowing one
validation number provides the retailer with no information
about the next number.

[0006] Some lotteries place restrictions on the distribution
of outcomes, including limits on the number of high tier
winners per book; how many consecutive non-winning
tickets Y % of the time; and the maximum number of
non-winning tickets per row. In arranging the lottery, the
authority decides how many tickets are to be sold, the
payback percentage of the game as a whole, and what prizes
will be awarded and the frequency of winning tickets among
the total number of tickets. For example, if the lottery
wanted to sell a total of 20 tickets and have a payout
percentage for the game of 50%, they might need to pay $10
total for the game. This might consist of one $5 winner, one
$2 winner, and three $1 winners and may be represented as:
52,1,1,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 0. Note that
the process so far has been completely deterministic. There
is no randomness at all. Of course the lottery does not want
to have the first five tickets sold to be winners, so it
randomizes the order of the tickets. The resulting sequence
might look like the following: 0, 0, 0, 0,0, 1, 0, 2, 0, 0, 5,
0,0,0,0,1,0,0,0, 1. As tickets are requested by players,
they are removed from the sequence of outcomes. From the
above set of outcomes, a player requesting four tickets might
buy four losers -0, 0, 0, 0. If the next player requested three
tickets, he or she may get 0,1,0. The next three tickets sold
might be 2,0,0. This process continues until the entire
sequence of outcomes is exhausted. Of course the computer
can also pull outcome requests from the game sequence at
random, so that a request for three outcomes could get the
outcomes in location 5, 8, and 11 (which might correspond
10 0,2,5). These outcomes would then be eliminated from the
game sequence so that the next player cannot get the same
sequence.
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[0007] The lottery ticket may also contain a batch number
that is typically visible on the ticket in the form of a bar code.
All tickets in a given master carton are part of the same ticket
lot and are sold at the same price point. Each master carton
is labeled with a unique master carton serial number which
is tracked by a central management computer associated
with the managing authority. The central management com-
puter also stores every ticket serial number and the associ-
ated outcome for that ticket. When the instant tickets are to
be sold to customers, the lottery retailer communicates the
master carton serial number via his on-line agent terminal to
the central management computer and thereby activates all
of the paper instant tickets in each master carton. This action
activates all of the ticket serial numbers in that master
carton, and typically causes the lottery retailer’s lottery bank
account to be automatically debited for the wholesale cost of
that master carton within a specified time period.

[0008] To redeem a winning paper lottery ticket, the player
presents the same to a redeeming agent, either at a lottery
retailer or lottery office, or mails the ticket in for redemption.
To effectuate the redemption process, the redeeming agent
scans the bar code on the ticket which represents the batch
serial number on the ticket through a bar code scanner
associated with the agent terminal. The ticket agent also
enters the ticket serial number into the agent terminal. These
ticket serial numbers are transmitted to the central manage-
ment computer for purposes of validation. When the central
management computer receives a validation request, it acti-
vates an on-line validation program which queries a ticket
value database using the particular ticket and batch serial
numbers to confirm that the ticket came from an activated
master carton. If the ticket value database confirms a payout,
the validation program authorizes the lottery retailer to pay
the player cash or provide another prize (e.g., a free ticket).

[0009] In other paper instant ticket systems, there is no
central management computer that manages the system from
a purchase and redemption standpoint. The lottery retailer
simply buys tickets from a printer, resells them to players,
and then handles all aspects of validation and payment of
winnings.

[0010] All prior art paper instant ticket systems suffer
from several drawbacks. These include the costs of printing
tickets, the physical inventory costs, the costs to the man-
aging authority and retailer associated with unsold tickets,
the inability to effectively offer low-price games (e.g., $0.25,
$0.10), the limited game choices for the player, and the
stigma associated with paper tickets as appealing toward
lower income players, among others.

[0011] As an alternative to instant paper tickets, systems
have been devised which replicate instant tickets on a
computer terminal or gaming machine. An example is
shown in U.S. Pat. No. 5,324,035, which discloses an
on-line video gaming system comprised of a plurality of
slave terminals, a plurality of master processing units, and a
central game processor. A plurality of slave terminals are
networked to each master processing unit and all of the
master processing units are networked to the central game
processor. The central game processor downloads fixed
pools of game plays to each master processing unit. The
slave terminals request game plays from the fixed pool in the
master processing unit. The group of slave terminals coupled
to a particular master processing unit display indications of
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the chances of purchasing one of the remaining winning
plays in that pool to provide an element of competition
between players situated at the various slave terminals.
Thus, players at each slave terminal may decide to wait for
the odds of purchasing a winning play to increase by
allowing other competitors to purchase some of the remain-
ing non-winning plays. Although this system is capable of
rendering instant paper tickets in a video format, its primary
drawback is that it is a networked on-line system. Every play
(outcome) requested by the slave terminal must be is down-
loaded on-line from the master processing unit. Accordingly,
this system is limited in that players can only engage in
lottery play at specified locations.

[0012] Another on-line video gaming system is disclosed
in U.S. Pat. No. 4,652,998. This system comprises a plural-
ity of remote terminals networked to a central controller
which generates a prize pool based upon a pool seed which
is fed to a random number generator. The central controller
divides the Prize pool into mini-pools, each of which has a
known amount of low-end prize value (e.g., all prizes of $25
or less). There are a selected number of larger prizes which
are distributed among the mini-pools where some mini-
pools have a large prize and some have none. Mini-pools are
assigned to each terminal for each game which is rendered
on the terminal as needed. The remote terminals have means
for randomizing each mini-pool assigned to the terminal
using a mini-pool seed provided by the central controller to
feed a random number generator using a randomizing algo-
rithm. When the central processor has assigned all mini-
pools within a pool, the central processor creates a new pool.
After players have played a sufficient number of games to
exhaust an entire mini-pool at a given remote terminal, it
connects to the central controller and is assigned a new
mini-pool. This system also has significant limitations.
Because the prize structure in the mini-pools is assigned to
each remote terminal in a “dynamic state”, i.e., the remote
terminal is assigned active outcomes before a player engages
in play, it is necessary to provide various security measures
in the remote terminals to prevent an unscrupulous player
from “looking ahead” by “hacking” the machine and deter-
mining the outcome sequence in any given mini-pool. Oth-
erwise, a player might learn at what point in the mini-pool
a large win will occur for the game being played and then
wait to play until when a favorable outcome is due to occur.
This characteristic renders such a system vulnerable to
hacking since a player could conceivably view the outcomes
stored in the device prior to purchase.

[0013] Tt is therefore desirable to provide an off-line
system in which a player can enjoy games having a pre-
defined outcome determined by a managing authority or the
like on a gaming device, without the need to be physically
or electronically linked to a central management computer
associated with the managing authority during play, where
“ticket” purchase and redemption of winnings may be done
at virtually any location, and where the managing authority
is not at risk of being cheated since there are no secrets
stored in the device.

SUMMARY OF THE INVENTION

[0014] Accordingly, it is a primary object of the present
invention to provide a lottery system whereby instant “tick-
ets” or pseudo-choice games with a predetermined outcome
can be rendered on a remote gaming computer (the gaming
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computer may be any personal computer, personal digital
assistant or the like, but will be referred to herein as a
hand-held ticket viewer “HTV”) to enable a player to
participate in a lottery or play lottery-type games for prizes
at any location, all the while providing enhanced play value
through computer simulation of games on the HTV.

[0015] Tt is a further object of the present invention to
provide a lottery system which allows for replicating game
outcomes on an HTV where the outcomes are predetermined
prior to purchase by and stored in a record in a central
management computer (“CMC”) for the target HTV, thereby
eliminating the need for security in the HTV.

[0016] Tt is yet another object of the present invention to
provide a lottery system which enables predetermined game
outcomes to be rendered on an HTV, yet where prize
redemption can be implemented at retailer in the same
manner and with the same convenience as instant scratch-off
lottery paper tickets.

[0017] Tt is a further object of the present invention to
provide a lottery system which confers portability of pur-
chase and redemption via any interactive communications or
data network.

[0018] It is another object of the present invention to
provide a lottery system which provides a managing author-
ity with increased sales and profits, players with more
competitive entertainment alternatives and overall higher
customer satisfaction.

[0019] Tt is a further object of the present invention to
provide a lottery system which eliminates the printing costs,
inventory costs and cash flow delays typically associated
with instant paper tickets.

[0020] Tt is a further object of the present invention to
provide a lottery system which eliminates the disposal costs
associated with paper instant tickets.

[0021] Tt is yet another object of the present invention to
provide a lottery system in which an HTV provides for
increased play value through longer play times than what is
possible with instant paper tickets.

[0022] Tt is yet another object of the present invention to
provide a lottery system in which games rendered on an
HTV may be generated in a large type option which presents
larger game formats to make it easier for people with poor
vision to play the games.

[0023] 1t is another object of the present invention to
provide a lottery system which allows for venue expansion
through sales of instant ticket type games in venues where
sales of paper tickets are impractical such as in restaurants
and the like.

[0024] Tt is still another object of the present invention to
provide a lottery system in which game tutorials and help
screens on an HTV enable players to learn new lottery
games.

[0025] Tt is yet another object of the present invention to
provide a lottery system in which games are rendered on an
HTV and the machine communicates a winning outcome to
the player.

[0026] 1t is a further object of the present invention to
provide a lottery system in which new lottery games may be
transferred to an HTV through a plug-in module.
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[0027] Tt is still another object of the present invention to
provide a lottery system in which the managing authority
can inexpensively test new games and obtain user feedback
by transferring new games for user sampling to an HTV
through a plug-in module.

[0028] 1t is yet another object of the present invention to
provide a lottery system in which advertising in connection
with any lottery game may be transferred to and rendered on
an HTV.

[0029] 1t is a another object of the present invention to
provide a lottery system in which games that are races of
skill, such as crossword puzzles or word descrambler games
that must be completed in a certain period of time and which
have a known correct solution, are rendered on an HTV.

[0030] It is a further object of the present invention to
provide a lottery system which realizes increased lottery
sales and player game value by providing for the optional
reinvestment of winnings by the player in connection with
an original “ticket” purchase on an HTV.

[0031] It is yet another object of the present invention to
provide a lottery system which allows for a managing
authority to track players and various attributes of their play,
such as, for example, play frequency betting level, type of
games played and the like, to utilize such information to
provide various bonus awards and incentives.

[0032] Tt is still another object of the present invention to
provide a lottery system which reduces player fatigue by
enabling a player to select from a plurality of games on an
HTV irrespective of the predetermined outcomes purchased
from the managing authority.

[0033] Tt is yet another object of the present invention to
provide a lottery system that allows for a plurality of game
authorizations/outcomes to be stored in the HTV at the time
of manufacture.

[0034] Tt is still another object of the present invention to
provide a lottery system in which game outcomes are
randomly generated by the central management computer at
the time of a purchase request.

[0035] It is yet another object of the present invention to
provide a lottery system wherein game outcomes are gen-
erated in the HTV based upon a random seed value from the
central management computer.

[0036] It is yet another object of the present invention to
provide a lottery system in which a random string of
outcomes are stored in the HTV and revealed in response to
receipt of address data from the central management com-
puter.

[0037] 1t is another object of the present invention to
provide a lottery system in which the HTV enables games of
skill to be played where the outcomes of the games are not
immediately made known to the player but rather are
determined by the central management computer upon
receipt of game parameter data from the HTV.

[0038] It is still another object of the invention to provide
a lottery system for playing probabilistic games of chance on
an HTV.

[0039] 1t is a further object of the present invention to
provide a lottery system which reduces ticket and validation
costs for the managing authority through electronic batching
and reduced claim “events.”
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[0040] 1t is another object of the present invention to
provide a lottery system which makes instant ticket type
lottery games attractive to a wider group of participants who
enjoy playing games on machines and personal computers.

[0041] Tt is a further object of the present invention to
provide a lottery system in which an HTV may be enabled
for play and disabled in accordance with its location using
a Global Positioning System (“GPS”) receiver to facilitate
in-flight gaming where the HTV may be prevented from
operating unless it is located within a venue that allows for
gaming.

[0042] In accordance with the foregoing objects and addi-
tional objects that will become apparent hereinafter, the
present invention, in one exemplary embodiment, comprises
a system for enabling games of chance for prizes on at least
one remote game computer, where each game has at least
one associated outcome that is predetermined by a central
authority with an associated central management computer
that authorizes game play on the remote game computer and
provides for verification of the at least one outcome after
game play by the central authority. The system generally
comprises: at least one game computer including associated
memory and processing means for executing at least one
program from the associated memory, where the at least one
program includes a game program. The processing means
execute the game program to enable the player to play at
least one game on the game computer upon receipt of
outcome and game authorization data pursuant to a purchase
request, where the data represent either a single predeter-
mined outcome or an aggregation of constituent outcomes.
The game computer further includes authentication means
operatively associated therewith for generating and authen-
ticating authenticatable messages utilizing a variety of cryp-
tographic and other protocols.

[0043] The invention further includes a central manage-
ment computer having associated memory, processing
means for executing at least one program from the central
management computer associated memory, and central man-
agement computer authentication means operatively associ-
ated therewith for generating and authenticating authenti-
catable messages. The central management computer
enables an authenticated session to communicate the data
either via a direct electronic connection or a manually input
data step to the game computer to enable the central man-
agement computer to authorize game play on the game
computer while the game computer is not connected to any
other device during play, and thereafter to enable prize
redemption.

[0044] The present invention also contemplates a method
for playing games of chance on at least one remote game
computer, where each game has at least one outcome that is
predetermined by a central gaming authority having an
associated central management computer prior to game play,
comprising the steps of:

[0045] (a) identifying the game computer to the central
management computer;

[0046] (b) requesting a number of game authorizations
from the central management computer;

[0047] (c) the central management computer forming an
authenticatable game authorization message representing at
least one predetermined game outcome;
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[0048] (d) communicating the authenticatable game
authorization message to the game computer after payment
authorization for the authorized games by the player; and

[0049] (e) the game computer authenticating the authen-
ticatable game authorization message and, if authenticated,
allowing the game computer to reveal the at least one
predetermined outcome represented in the authenticatable
game authorization message.

[0050] In another embodiment, the game computer asso-
ciated memory stores an accumulated cash-balance of win-
nings, and the authenticatable game authorization message
represents a predetermined number of game authorizations
in connection with the purchase request, and further repre-
sents a predetermined number of standby game authoriza-
tions which are played by debiting the accumulated cash-
balance.

[0051] In accordance with an illustrative embodiment of
the invention, prize redemption of winnings associated with
the authorized game plays comprises the following addi-
tional steps:

[0052] (f) identifying the game computer to the central
management computer;

[0053] (g) the game computer generating an authenticat-
able redemption request message representing the at least
one predetermined game outcome;

[0054] (h) communicating the authenticatable redemption
request message to the central management computer
through at least one of a temporary direct electronic con-
nection and a manually input data step; and

[0055] (i) the central management computer authenticat-
ing the authenticatable redemption request message and
verifying outcome data represented therein to outcome data
previously transmitted in said authenticatable game autho-
rization message to authorize at least one of a payout of
winnings and credit toward additional game authorizations.

[0056] The game computer may include an integral or
external security token, where the security token comprises
a tamper-resistant and/or evident secure perimeter including
memory and processing means for executing programs from
the secure perimeter memory. The secure perimeter includes
the authentication means for generating and authenticating
authenticatable messages, and generates the authenticatable
redemption request message representing the outcome data
in response to a prize redemption request.

[0057] The invention also contemplates an embodiment
where the associated memory is loaded with at least one
puzzle game, and where the game authorization data com-
prises an activation message broadcast via mass communi-
cation channels. This game authorization data enables the
puzzle game to be started after at least one of a certain
temporal threshold and an external occurrence. Thus, many
players can play a race of skill simultaneously with the first
player to complete the game being declared the winner. The
authenticatable redemption request message represents a
player’s solution to the puzzle, and the player’s solution and
time of completion are verified at said central management
computer.

[0058] The game computer may generate a hash value of
a player’s solution to the puzzle game, where a hash value
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representing a correct puzzle solution for said puzzle is
compared to said player’s solution at the central manage-
ment computer.

[0059] The game computer may also include provisions
for digitally time stamping the hash value, where the means
for time stamping are disposed within a tamper-resistant
secure perimeter to preclude fraud.

[0060] The present invention also provides a method for
enabling off-line games of skill for prizes on at least one
remote game computer, where the player’s game input does
not produce a game outcome until the game input is pro-
cessed by a central management computer, comprising the
steps of:

[0061] (a) the central management computer forming an
authenticatable game authorization message for enabling
play of at least one game of skill on the game computer;

[0062] (b) at least one of communicating the authenticat-
able game authorization message and inputting the authen-
ticatable game authorization message to the game computer
through at least one of a direct electronic connection and a
manually input data step;

[0063] (c) generating at least one game of skill on the
game computer while the game computer is not connected to
any other device during play;

[0064] (d) communicating player game input data to the
central management computer through at least one of a
direct electronic connection and a manually input data step;

[0065] (e) the central management computer reading the
player game input data and executing a program to produce
at least one game outcome based upon the player’s game
input data; and

[0066] (f) notifying the player of said at least one game
outcome.

[0067] The present invention also provides a method for
enabling play of probalistic games of chance on at least one
remote game computer, where each game has a plurality of
chances to win that are selectable by the player on the
remote game computer, the player selecting at least one of
the chances and the player’s selection being verifiable by a
central authority with an associated central management
computer that authorizes game play on the remote game
computer, comprising the steps of:

[0068] (a) identifying the game computer to the central
management computer;

[0069] (b) requesting a number of game authorizations
from the central management computer;

[0070] (c) the central management computer forming an
authenticatable game authorization message representing a
plurality of chances to win, at least one of which is selectable
by the player for subsequent verification by the central
management computer;

[0071] (d) communicating the authenticatable game
authorization message to the game computer after payment
authorization for the authorized games by the player; and

[0072] (e) the game computer authenticating the authen-
ticatable game authorization message and, if authenticated,
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allowing the game computer to display the plurality of
chances to win for selection by the player.

[0073] Redemption of winnings associated with this
embodiment further comprises the steps of:

[0074] (D) identifying the game computer to the central
management computer;

[0075] (g) the game computer generating an authenticat-
able redemption request message representing the selection
by the player;

[0076] (h) communicating the authenticatable redemption
request message to the central management computer
through at least one of a temporary direct electronic con-
nection and a manually input data step; and

[0077] (D) the central management computer authenticat-
ing the authenticatable redemption request message and
verifying the selection by the player represented therein to
authorize at least one of a payout of winnings and credit
toward additional game authorizations.

[0078] These and other features and advantages of the
present invention will be better understood with specific
reference to the detailed description which follows and the
appended drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0079] FIG. 1 is a schematic of the remote lottery system
showing an CMC, ATs and HTV in a first embodiment;

[0080] FIG. 2 is a block diagram of the CMC;

[0081] FIG. 3 is a diagram of an exemplary memory
arrangement in the CMC;

[0082] FIG. 4 is a block diagram of the components in an
HTV:

[0083] FIG. 5 is a block diagram of the controller in the
HTV:
[0084] FIG. 6 is a diagram of an exemplary memory

arrangement in the HTV;

[0085] FIG. 7 is a flow chart of an exemplary outcome/
game authorization purchase;

[0086] FIG. 8 is a flow chart of an exemplary prize
redemption sequence;

[0087] FIG.9 is a schematic of a random prize data stream
showing an example of purchased and standby outcomes;

[0088] FIG. 10 is a schematic of an embodiment for
playing probabilistic games of chance;

[0089] FIG. 11 is a schematic of an embodiment for
playing games of skill where the outcomes are not imme-
diately made available to the player but rather are computed
by the central management computer;

[0090] FIG. 12 is a schematic of an alternative embodi-
ment of the invention; and

[0091] FIG. 13 is a schematic of another alternative
embodiment of the invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0092] With reference to the several views of the draw-
ings, there is depicted an off-line system for playing games
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of skill and games of chance, including lottery games,
generally characterized in a first embodiment by the refer-
ence numeral 10, and principally comprised of a managing
authority 11 having a central management computer CMC
12, a telecommunications network 14 which provides
remote terminal access to the CMC 12, a plurality of agent
terminals (AT) 16 associated with various retailers 18, and
a plurality of HTV units 20 which enable game play. The
term “managing authority” is used in the general sense and
is intended to include any central authority, including any
agents thereof which oversees and administers tournaments
of skill and/or any wagering authority which sells no choice
(e.g., scratch-off lottery tickets, bingo or a sweepstakes) or
pseudo-choice (e.g., video poker) games or races of skill
having a known correct solution if the player plays correctly.
The term “retailers” includes any participating merchant
where an AT 16 is located. As described in the foregoing, a
“ticket” as used herein means a single net outcome or payoff.
This outcome may constitute an aggregation of outcomes;
the important aspect being that the CMC 12 has a record of
the outcomes sold in any purchase transaction for future
verification of prizes/winnings, just as with the current
practice of selling instant-type lottery tickets. Thus, the
player is essentially purchasing outcomes/game authoriza-
tions from the CMC 12. These are transferred to the HTV 20
and may be revealed through various games generated
thereon. The word “game” as used herein is intended to
include the graphic rendition of, for example, an instant
scratch-off type lottery ticket on the display screen of the
HTV 20 or any other device having an electronic display.

[0093] In one exemplary embodiment, the player goes to
a retailer 11 for purchase and redemption. As will be
explained in more detail below, however, it is anticipated
that the CMC 12 and AT 16 may be combined into a single
unit or even into a system which enables outcomes/game
authorizations to be purchased over the telephone or any
interactive communications network. Alternatively, out-
comes/game authorizations could be purchased through RF
communications between a transceiver associated with the
CMC 12 and a transceiver associated with the HTV 20.
These embodiments are described further below.

[0094] FIG. 1 is a schematic block diagram depicting an
overview of the system components in the first embodiment.
The CMC 12, telecommunications network 14 and ATs 16
are connected in similar fashion as those in the prior art used
to dispense instant paper tickets. With respect to the present
invention, each AT 16 may include a printer 22, bar code
scanner or other scanning device 24, a communications
interface 26 for physically coupling the HTV 20 to the AT
16 to electrically communicate data to and from the HTV 20
through a compatible communications interface 154 in the
HTV 20, and/or a read/write interface 27 for reading and
writing data to data memory media such as a smart card 28.
These are used to transfer outcomes/game authorizations to
the HTV 20 in the form of an authenticatable game autho-
rization message AGAM and will be described in more
detail below. The smart card 28 may also be used to update
game programs in the HTV 20 to enable the generation of
new games as desired. This capability allows new games to
be inexpensively tested for market acceptance by players.
The smart card 28 may also be used to transfer advertising
information in connection with lotteries in general.
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[0095] FIG. 2 is a block diagram showing details of the
CMC 12, which generally includes a CPU 30, memory 32,
an /O interface 34 for loading programs into memory 32,
and a communications interface 35 for communicating
through the network 14 with the ATs 16. The CMC 12 may
also communicate through a base station network 15 with a
plurality of base stations having transceivers for broadcast-
ing and receiving RF signals to communicate messages
directly between the CMC 12 and the HTV 20 in an
alternative embodiment described below and illustrated in
FIG. 13. The CMC has software or firmware (hereinafter
referred to as “programs or routines” and “data”) which are
used to implement various functions in the system. FIG. 3
depicts an exemplary memory arrangement of programs and
data stored in the CMC 12. Memory 32 includes an oper-
ating system 33 which controls the CMC 12 in a conven-
tional manner and need not be described in detail. In the
illustrative embodiment, the CMC 12 has a memory area or
database 36 in memory 32 for each HTV 20 in which
specific information is stored to enable the CMC 12 to assign
outcomes/game authorizations to that HTV 20 and to keep
track of what has been assigned to that HTV 20 to provide
for the redemption of winnings and to ensure that the HTV
20 is a verified unit in connection with a given transaction.
Data in memory 36 may be retrieved and updated as required
in order to perform the desired functions. For purposes of
convenience, the following description is directed to an
HTV which is registered to a single player. However, it is
anticipated that an HTV 20 may contain multiple accounts
for different players where access to the HTV 20 is made
available through different passwords. An HTV 20 must be
initially registered with the managing authority 11 prior to
use. In this connection, identification information is initially
stored in memory 32 of the CMC 12. The identification
information includes a unique unit identifier or HTV ID
(“ID”) stored in a field 37 and, optionally, a chaining or
sequence variable (“SV™) stored in a field 38. The SV may
constitute a 64-bit identifier which is unique to each HTV
20. Similarly, the SV may constitute a 64-bit representation
of the history of outcomes/game authorizations which have
been purchased and transferred to the particular HTV 20.
Accordingly, SV is updated in accordance with some pre-
determined protocol, such as for example, every time pur-
chased outcomes/game authorizations are assigned to the
particular HTV 20 as a one-way function of the outcomes/
game authorizations purchased. Thus, the SV is unique to
each HTV 20 because it is a record of all transactions at any
point in time with respect to that HTV 20. In an exemplary
embodiment, the SV is used as a way to prevent fraud by
uniquely identifying the particular HTV 20 as a function of
both I and SV during purchase and/or redemption transac-
tions. The particular protocols are discussed in more detail
below.

[0096] In this regard, a current record of outcomes/game
authorizations for given purchases to a specified HTV 20
may be stored in field 40 in the HTV database 36 in CMC
memory 32 as an audit trail. Thus, the CMC 12 can
subsequently compare alleged or claimed outcomes/game
authorizations to the ones stored in the memory of the CMC
12 (which are updated each time outcomes/game authoriza-
tions are sold to the HTV 20) in connection with the last
transaction. This is one way in which the CMC 12 can verify
the identity of the HTV 20.
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[0097] The present invention employs various crypto-
graphic protocols to prevent fraud, specifically to preclude
players from cheating the system by making up prize
redemption codes. In this regard, purchased outcomes/au-
thorized games may be represented by an authenticatable
game authorization message AGAM and prize redemption
requests by an authenticatable redemption request message
ARRM by using a variety of protocols, including: one-way
hash functions (also known as compression functions, con-
traction functions, message digests, fingerprints, crypto-
graphic checksums, data integrity checks (DICs), manipu-
lation detection codes (MDCs), and data authentication
codes (DACs)), one-way hash functions with encryption
keys (also known as message authentication codes (MACs)),
digital signatures, and the like, with an encryption/decryp-
tion module in the HTV 20 as described further below. The
practice of using cryptographic protocols to ensure the
integrity and security of messages is well known in the art
and need not be described here in detail. For reference, one
of ordinary skill in the art may refer to BRUCE SCHNEIER,
APPLIED CRYPTOGRAPHY, PROTOCOLS, ALGO-
RITHMS, AND SOURCE CODE. IN C, (2d Ed, . John
Wiley & Sons, Inc., 1996). The encryption/decryption mod-
ule contains algorithms and keys for encrypting, decrypting
and/or authenticating messages. Examples of well-known
cryptographic authentication protocols with regard to a prize
redemption request where the CMC 12 verifies the claimed
winnings are as follows:

[0098] Encryption:
[0099] Setup: CMC 12 and HTV 20 share a secret key.

[0100] 1.HTV 20 encrypts outcome/game authorization
data with the shared secret key to form an authenticat-
able redemption request message ARRM.

[0101] 2. Communicate authenticatable redemption
request message ARRM to CMC 12.

[0102] 3. CMC 12 reads and decrypts the authenticat-
able redemption request message ARRM with the same
key.

[0103] 4.Ifthe message is intelligible, then the CMC 12
accepts the redemption request as authentic

[0104] Encryption may be implemented with an algo-
rithm such as DES (U.S. Government standard, speci-
fied in FIPS PUB 46).

[0105] Encryption may utilize any of several algorithms
known in the art such as IDEA, Blowfish, RC4, RC2,
SAFER, etc. See APPLIED CRYPTOGRAPHY.

[0106] Message Authentication Code:
[0107] Setup: CXC 12 and HTV 20 share a secret key.

[0108] 1. HTV 20 hashes outcome/game authorization
data with a MAC and the shared secret key to form an
authenticatable redemption request message ARRM.

[0109] 2. Communicate authenticatable redemption
request message ARRM to CMC 12.

[0110] 3. CMC 12 reads the ARRM and hashes the
message with the shared secret key.

[0111] 4. If the generated hash matches the received
hash, the CMC 12 accepts the redemption request as
authentic.

Nov. 2, 2006

[0112] * Any of the MAC algorithms, such as, for
example, DES, CBC and the like may be applied in this
application.

[0113] Encryption with a Public Key

[0114] Setup: HTV 20 has a public-key/private key pair.
The CMC 12 knows the HTV 20’s public key.

[0115] 1.HTV 20 encrypts outcome/game authorization
data with the private key to form an authenticatable
redemption request message ARRM.

[0116] 2. Communicate authenticatable redemption
request message ARRM to CMC 12.

[0117] 3. CMC 12 decrypts the ARRM with the public
key of the HTV 20.

[0118] 4. If the message is intelligible, the CMC 12
accepts the redemption request as authentic.

[0119] A sample algorithm for this procedure is RSA.
0120] Signing with a Public Ke
gning Y

[0121] Setup: HTV 20 has a public-key/private key pair.
The CMC 12 knows the HTV 20’s public key.

[0122] 1. The HTV 20 signs the outcome/game autho-
rization data with the private key to form an authenti-
catable redemption request message ARRM.

[0123] 2. Communicate authenticatable redemption
request message ARRM to CMC 12.

[0124] 3. CMC 12 verifies the signature using the
message and the public key. The mathematics of veri-
fication indicates whether the outcome message is
authentic.

[0125] 4.Ifthe outcome message is intelligible, then the
CMC 12 accepts the outcome message as authentic.

[0126] There are several ways to ensure that an authenti-
catable redemption request message ARRM is “fresh” (i.e.,
it has not been used more than once), In the first, known as
“challenge/reply”, the CMC 12 generates a random or
sequence number (also referred to as a “once”) and com-
municates it to the HTV 20. The HTV 20 then incorporates
this random number in the authenticatable redemption
request message ARRM. If the random number received
matches the random number just generated, the CMC 12
accepts the message as fresh, i.e., an old message would
contain a different random number.

[0127] In another method, the HTV 20 includes the
sequence number SV in the authentication table redemption
request message ARRM. The SV is then incremented by one
every time the HTV 20 generates an authenticatable redemp-
tion request message ARRM. The CMC 12 stores the most
recent sequence number in memory. It accepts the current
outcome message if the sequence number received is one
greater than the stored sequence number.

[0128] In yet another implementation, the HTV 20
includes the current time in the authenticatable redemption
request message ARRM. The CMC 12 then checks the time
associated with the authenticatable redemption request mes-
sage ARRM against the time from the. CMC’s associated
clock. If the times are within a prescribed window, the
current outcome message is accepted as fresh.
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[0129] In still another application, the HTV 20 includes a
random number in the authenticatable redemption request
message ARRM. The CMC 12 maintains a database of all
random numbers received from the HTVs 12. If the new
random number is not in that database, then the current
authenticatable outcome message is accepted as fresh. If a
time element is incorporated as well, then the CMC 12 only
has to store a relatively small quantity of unexpired mes-
sages.

[0130] Turning now to the outcomes/game authorizations
that are actually communicated to the HTV 20, they are
predetermined in the sense that the CMC 12 knows exactly
what has been transferred to a given HTV 20 in connection
with any purchase. In order to facilitate outcome generation,
the CMC 12 may include a program 42 for generating a
random prize data stream (“RPD”) 44; a pool containing a
finite series of win/lose outcomes/game authorizations O, .
..0, (e.g., ... win $2, win $2, lose, lose, win $10, lose, lose
... etc). In the case of lotteries, the aggregate of all winning
outcomes/game authorizations in any RPD 44 is a predeter-
mined percentage payout of the total revenues to be gener-
ated by the sale of all “tickets” represented by the outcomes/
game authorizations in the RPD 44. However, the outcomes
may be generated “on the fly” (i.e., contemporaneous with
or simultaneous to a purchase request). In the illustrative
situation where the RPD is determined in advance, when a
purchase request is received, the CMC 12 utilizes a “ticket”
(outcome) purchase routine 48 that randomly selects the
next m outcomes/game authorizations from the RPD 44 (and
possibly “standby outcomes/game authorizations”™—x to
allow for reinvestment of winnings, this will be described
below) to be assigned to a particular HTV 20. The outcome
purchase routine 48 then directs the CMC 12 to generate an
authenticatable game authorization message AGAM which
is subsequently communicated to and read by the HTV 20
following one of the protocols described below. For auditing
purposes, the outcome purchase routine 48 may also direct
the CMC 12 to store transactional data in a record 40,
including the outcomes/game authorizations m assigned in
field 52, and the standby outcomes/game authorizations x
assigned in field 54, and optionally, even the AGAM itself.
Accompanying this data may be the price point for a given
“ticket” (outcome) such as $0.25, $1, $2, etc., in field 56, the
net payoff in field 58, and the time/date in field 60. Thus, a
record is generated in the CMC 12 for each transaction with
a given HTV 20.

[0131] Inone embodiment, each HTV 20 may be assigned
a unique reference string (“HTVRS”) which is stored in field
46, An identical HTVRS is stored in the particular HTV 20
as described below. The HTVRS is a random series of
win/lose outcomes/game authorizations. When a purchase is
made, the outcome purchase routine 48 directs the CMC 12
to find the same outcomes/game authorizations or a series of
outcomes/game authorizations having the same net payoff in
the HTVRS. These outcomes/game authorizations or the net
payoff may be represented by one or more memory
addresses in the HTVRS. The outcome purchase routine
directs the CMC 12 to generate an authenticatable game,
authorization message AGAM which represents that address
or addresses in the HTVRS. The HTV 20 tan interpret the
AGAM to find the same outcomes/game authorizations or a
series of outcomes/game authorizations with the same net
payoff in its very own HTVRS. This will be explained in
more detail below.
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[0132] Another way in which the CMC 12 can assign
outcomes/game authorizations is through the use of a one-
way function which utilizes a seed value to generate a
sequence of outcomes/game authorizations that are selected
from the RPD 44. The HTV memory area 36 in the CMC
memory 32 includes such a one-way function in field 62. An
identical one-way function is stored in the HTV 20 as
described below. The seed value for this one-way function
becomes part of an authenticatable game authorization mes-
sage AGAM.

[0133] In the situation where codes are input manually
into the HTV 20 and/or the AT 16 to facilitate game
authorization purchase and subsequent prize redemption, the
CMC 12 can compress the data representing the outcome
sequence into a “smaller code” which is thereafter decom-
pressed in the recipient device. Specifically, the CMC 12
may be configured with a compression/decompression rou-
tine 64 that takes a series of m outcomes/game authoriza-
tions O; . . . O;,,, which are selected by the outcome
purchase routine 48, and compresses that sequence into a
smaller variable which is then concatenated into the authen-
ticatable game authorization message AGAM. As part of the
compression process, the outcomes/game authorizations O,

.. Oy,,,, may be rearranged into any hierarchal order, i.e.,
number of losers, number of $1 winners, number of $2
winners, etc) if desired. This type of compression is useful
in embodiments where the authenticatable game authoriza-
tion message AGAM is printed on a receipt or rendered in
the form of a bar code, to allow for manual data entry into
the HTV 20 or by scanning the AGAM as described below.
Compression is also useful in the telephone embodiment
shown in FIG. 12 and described below where the player
may communicate messages over the telephone in response
to suitable prompts. It may likewise facilitate any of the
other methods of transferring outcomes/game authoriza-
tions, such as for example, where the HTVRS address is
transferred.

[0134] In another approach, the outcome purchase routine
48 can calculate the expected net payoff of the m outcomes/
game authorizations O; . . . O, ., and accordingly generate an
authenticatable game authorization message AGAM which
represents that net payoff. In response to this data, the HTV
20 can then randomly generate games which yield out-
comes/game authorizations having that net payoff. This
method is not suitable for standby outcomes/game authori-
zations.

[0135] Inorder to provide for added security in the system,
the authenticatable game authorization message AGAM
may be encrypted for secrecy using any of the protocols
described above. What this means that the message is first
made authenticatable and thereafter encrypted, for example,
by using a private/public key pair. This prevents anyone
without knowledge of the proper keys from decrypting the
message and interpreting its contents. In one example,
encryption/authentication keys that are known only to the
CMC 12 and the target HTV 20 are stored in field 66. An
authentication/encryption module or routine 68 provides for
implementing the cryptographic protocols when communi-
cating these messages to and from the CMC 12. Game
authorization messages generated by the CMC 12 may be
made authenticatable by, for example, using the following
protocol. In response to a purchase request for a number of
authorized games T, comprising outcomes O . . . O;,,, the
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CMC 12 obtains the target HTV 20’s authentication key
K_A and forms T=MAC{K_A} (T,, CM) where CM is a
challenge message generated by the target HT'V 20 and (T,,
CM) represents , T concatenated with CM. Authentication
and encryption data‘keys may be stored in field 70.

[0136] Other programs resident in the. CMC memory 32
include an accounting routine 72 which calculates and
updates the winnings for each HTV 20 in an account 73
associated with memory area 40. The term “winnings” as
utilized herein is intended to include money, reward points
or some other reward indicator. The accounting routine 72 is
used to track the cumulative value of player winnings and
losses after the player has cashed-out. The accounting rou-
tine 78 enables the CMC 12 to duplicate a player’s credit
balance at any point in the outcome sequence.

[0137] The CMC memory 32 further contains an audit
routine 78 which is used to manage and update records of all
transactions with the HTVs 20 identified in the HTV data-
base 36, using the transaction specific data discussed above.

[0138] The CMC memory 32 also includes a redemption
routine 78 which directs the CMC to verify asserted win-
nings to enable a player to cash-out. The redemption routine
78 can cash-out any winnings in a player’s current credit
balance, either by generating new game authorizations or by
authorizing some kind of payoff. The redemption routine 78
directs the CMC 12 to read a authenticatable redemption
request message ARRM generated by the HTV 20 in con-
nection with a prize redemption request. The redemption
routine 78 can also determine the number of standby out-
comes/game authorizations which were actually played and
those that remain outstanding at the time the redemption
request is made. All of this will be explained in more detail
below.

[0139] In order to provide for tracking player history, data
relating to players, including any related bonus award data,
may be stored in a player information database 79. In this
manner, the managing authority 11 can provide players with
loyalty rewards such as free outcomes/game authorizations
for total “tickets” purchased or the like.

[0140] Referring now to FIGS. 4 and 5, the HTV 20 in a
preferred embodiment is a hand-held unit having a controller
82, a display 84, and player controls 86. Preferably the HTV
20 includes one or more of the following: a printer interface
88a for connecting the HTV 20 to an external printer, an
internal printer 885, a bar code scanner 90, a communica-
tions interface 92 compatible for connecting the HTV 20 to
the communications interface 26 associated with an AT 16 to
enable the HTV 20 to electrically communicate directly with
the AT 16, a read/write interface 94 for reading data from
and writing data to smart card 28, a modem 96 for connect-
ing the HTV 20 directly to a telecommunications network 14
coupled to the CMC 12 in an alternative embodiment shown
in FIG. 12 and described below, and an antenna 115 coupled
to a transceiver 113 for broadcasting and receiving messages
to and from a base station 600 associated with CMC 12 in
another alternative embodiment shown in FIG. 13 and
described below.

[0141] The player controls 86 may be integrated into
display 84 in a touch-screen arrangement of the type known
in the art. The display 84 may also include the capability to
render messages in a bar code readable format to enable
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them to be scanned by the bar code scanner 24 coupled to the
AT 16. The player controls 86 allow the player to select
various game, outcome transfer, and redemption functions.
The controller 82 includes a CPU 98, a clock 101 and
memory 102 comprised of ROM and RAM in a conven-
tional arrangement. The controller 82 may be optionally
housed in a tamper-evident or tamper resistant and/or evi-
dent enclosure to reveal to the managing authority 11 any
suspected tampering with the device. For enhanced security,
the encryption/decryption module that implements the por-
tions of the cryptographic protocols at HTV 20, is disposed
within such a secure perimeter.

[0142] A secure perimeter is a defined physical area of
hardware which is tamper-resistant and/or temper-evident,
in which resides data or algorithms whose characteristics
must not be alterable in order for a system to remain secure.
Examples of secure perimeters include U.S. military encryp-
tion devices such as the STU-II telephone made by
Motorola and AT&T, and the iPower® card, available from
National Semiconductor Corp. As shown schematically in
the block diagram of FIG. 5B, the latter is a dedicated
encryption/decryption device embodied in a PCMCIA card
300 which can interface with the HTV 20 through, for
example a PCMCIA socket or other compatible interface.
The card includes a 32-bit CPU 302 with ROM 304 con-
taining encryption algorithms, a real-time clock 36' and an
interface with an off-chip battery (310)—backed RAM 308
which holds encryption data and key information. Any
attempt to tamper with, or get at the encryption data stored
within the device results in a memory loss of that data.
Moreover, the I/O pins 312 of the device are electrically
isolated to prevent pin-level probes, and the chip itself
contains mechanical and chemical protection to prevent
chip-probing equipment from accessing the encryption
information from the processor directly. If such a secure
perimeter 300 is employed, all encryption/decryption func-
tions are performed in the secure perimeter 300 and not in
the CPU 98 of the HTV 20. Control of the secure perimeter
300 by the HTV 20 and communications between the CPU
302 of the secure perimeter 300 and the CPU 27 of the HTV
20 are known in the art and need not be described here in
detail. When the secure perimeter 362 is called upon by the
HTV 20 to generate an authenticatable message, authenti-
cate an authenticatable message, and/or perform any other
required functions, the controller 82 of the HTV 20 sends the
appropriate signals to the CPU 302 of the secure perimeter
300. If desired, the secure perimeter 300 may be used to
subsequently authenticate the authenticatable messages that
it generates, as well as authenticatable messages from any
other HTV 20 in the system. It may also be used to
time-stamp messages or track times to completion for races
of skill with the clock 306.

[0143] External secure devices such as the aforementioned
iPower cards are also known as “tokens.” A token is a
physical computing device used by individuals to gain
access to protected electronic resources. Intelligent security
tokens may be utilized to prevent unauthorized players from
using that HTV 20, as well as for implementing the encryp-
tion/decryption functions for outcome authentication and
certification. The iPower card described above, is an
example of a token in a secure perimeter.

[0144] Other such tokens include the SMARTDISK,
manufactured by SmartDisk Security Corporation. The
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SMARTDISK contains a CPU and memory used for
encrypting and decrypting data. Thus, as with the iPower
card, the encryption/decryption module may reside in the
SMARTDISK. The SMARTDISK requires a user password
to function. Thus, access to the system requires the player to
physically possess the token and know the proper password.
Smart cards are similar tokens. They are shaped like credit-
cards, but contain an embedded microprocessor for imple-
menting various security functions.

[0145] Another type of token called TOUCH MEMORY is
manufactured by Dallas Semiconductor Corporation. This
device consists of a computer chip housed within a small
button shaped stainless steel case. The case may be ring-
shaped and worn around a player’s finger. The chip contains
up to 64 kb of RAM or EPROM, sufficient to store a
plurality of cryptographic keys. The device transmits data
bidirectionally at 16.3 kb per second when placed into
contact with a reader device. Each chip contains a unique
serial number that is laser-etched into the chip at the time of
manufacture. Keys from the device may be used in any of
the cryptographic protocols described herein for authentica-
tion and/or encryption, as well as for user identification. The
DS1422 UNIQUEWARE product can be configured to
transparently decrement each time that the device is used,
allowing players to obtain and store a limited number of start
messages, for example. The DS1427 configuration includes
a tamper-resistant real-time clock 306 that may be utilized in
the different applications described herein.

[0146] The HTV’s CPU 98 communicates with the player
controls 86 through a control interface 103, and with video
generation hardware/drivers 104 for controlling the display
84, and sound generation hardware/drivers 106 coupled to a
speaker 108 for communicating game sounds in accordance
with well-known principles.

[0147] To enable data to be communicated to and from the
HTV 20, several embodiments are contemplated, including
voice transfer, manual input, scanning, RF communications
and the like. A voice activated circuit 110 of the type known
in the art may be coupled to a microphone 112 to enable
messages to be communicated, to the CPU 98 by spoken
commands. The CPU 98 communicates with the printer
interface 88a or the internal printer 885, bar code scanner 90,
interface 92, read/write interface 94, and modem 96 through
conventional 1/O interfaces shown generally in the block
diagram at 114. The CPU 98 may communicate with RE
circuitry 113 coupled to an antenna 115 for communicating
messages directly with the CMC 12 via the base station as
shown in the alternative embodiment in FIG. 11. In another
application, the HTV 20 may have a GPS receiver 111
coupled to antenna 115 which communicates temporal and
positional information to the CPU 98. In this manner the
HTYV 20 can be prevented from operating unless it is located
in a certain venue where gaming is permitted by a position
enabling/disabling routine in memory.

[0148] The authenticatable game authorization message
AGAM may be communicated to the HTV 20 using the
following protocols. In a first embodiment, the AT 16 prints
the authenticatable game authorization message AGAM on
a receipt 30 and the agent provides the AGAM to the player.
The player simply enters the authenticatable game authori-
zation message AGAM into the HTV 20 using the player
controls 86. Alternatively, the AT 16 may print the authen-
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ticatable game authorization message AGAM in a bar code
readable format to enable the bar code scanner 24 to simply
scan the same. In either case, the receipt can be printed
without ink using a carbonless two-part form which the
player tears off to prevent anyone else from viewing the
authenticatable game authorization message AGAM and
then trying to input it to another HTV 20. In an alternative
embodiment, the HTV 20 can connect to the AT 16 at
interface 92 and the authenticatable game authorization
message AGAM may be communicated directly to the HTV
20. In another embodiment, the authenticatable game autho-
rization message AGAM may be written to memory in the
smart card 28 through the read/write interface 27 connected
to the AT 16. The player then plugs the smart card 28 into
the HTV 20 and the AGAM may be read by the HTV 20
from the smart card 28. In a further embodiment, the
authenticatable game authorization message AGAM may be
spoken into the microphone 112, either by the player, the
agent or by an automated voice over the telephone in a
telephone embodiment shown in FIG. 12, and processed
through the associated voice activated circuit 110. In another
telephone embodiment, the HTV 20 may be connected to the
telephone network 514 directly and the authenticatable game
authorization message AGAM may be communicated to the
HTV 20 through the modem 96. In the embodiment shown
in FIG. 13, the authenticatable game authorization message
AGAM may be communicated from the CMC 12 through an
RF transmission from either the AT 16 or the 04C 12.
Redemption request messages ARRM from the HTV 20 to
enable players to cash-out winnings may be similarly com-
municated.

[0149] Referring now to FIG. 6, there is depicted an
exemplary memory arrangement 100 of programs and data
in the HTV 20. Memory 100 includes an operating system
generally indicated by the reference numeral 117 which
controls the HTV 20 in a conventional manner. With respect
to the present invention, the other programs and data in
memory 100 enable the HTV 20 to read messages/data from
the CXC 12 and to process these messages in order to
generate games which yield the outcomes/game authoriza-
tions. The HTV memory 100 may also include a GPS
derived position enable/disable routine 101 which disables
the HTV 20 when position information from the GPS
receiver 111 indicates that the HTV 20 is located in a venue
where gaming is impermissible. Information on gambling
venues for use by the position enable/disable routine may be
stored in field 103. As described above with respect to the
CMC memory 32, each HTV stores a unit identifier I in field
116 and, optionally a sequence variable SV in field 118. A
password (or multiple passwords for multiple players on a
single HTV 20) is stored in field 122. When a player
activates the HTV 20, a password security routine 124
checks the player’s password in a conventional manner
before allowing the player to continue. The HTV memory
100 further includes an outcome purchase/game authoriza-
tion routine 126 that directs the HTV 20 to generate infor-
mation to be communicated to the CMC 12 for purchase
requests, and to read the outcomes/game authorizations
represented in the authenticatable game authorization mes-
sage AGAM. To facilitate manual entry of data, the authen-
ticatable game authorization message AGAM may be com-
pressed by the CMC 12, and after entered into the target
HTV 20, a compression/decompression routine 130 is called
by the outcome purchase routine 126 to decompress the
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authenticatable game authorization message AGAM into
usable outcome data (i.e., an outcome sequence). A record of
the transaction 131, including the m outcomes/game autho-
rizations O; . . . O;,,, represented by the AGAM are stored
in field 132. If there are x standby outcomes/game authori-
zations O, . . . O, ,, assigned, these are stored in field 134.
Accompanying this data may be the price point for each
outcome, the net payoft, and the time/date of entry. Account
data based upon the foregoing is continually updated by an
accounting routine 154 and stored in field 135. The account-
ing routine 154 directs the HTV 20 to calculate the running
cash balance. If there are several players assigned to a given
HTV 20, there may be individual accounts for each player.

[0150] As described above with respect to the CMC 12,
the authenticatable game authorization message AGAM
may represent one or more memory addresses in a reference
string HTVRS. Accordingly, each HTV 20 may store an
HTVRS in field 142. In such an embodiment, the outcome
purchase routine 126 directs the HTV 20 to find the
sequence of outcomes/game authorizations O, . . . O,,,, or
the net payoff on that sequence in the HTVRS.

[0151] Alternatively, the authenticatable game authoriza-
tion message AGAM may represent a seed value for a
one-way function in field 144. In such an implementation,
the outcome purchase routine 126 directs the HTV 20 to
generate corresponding outcomes/game authorizations O; . .
. Oy, using the one-way function. The same one-way
function is stored in the CMC memory 32 as discussed
above, to enable the CMC 12 to verify the data pursuant to

a prize redemption request.

[0152] As described above, by making the game authori-
zation messages authenticatable, they are precluded from
being used, either inadvertently or fraudulently, in the wrong
HTV 20. An authentication/encryption module 146 operat-
ing in accordance with the above, provides for the authen-
tication/encryption/decryption of messages communicated
to and from the HTV 20. Encryption/authentication keys and
algorithms reside in field 148. As described above with
respect to the CMC memory 32, the sequence variable SV,
which is unique to each HTV 20, may be used as a key or
otherwise incorporated in the messages.

[0153] The HTV 20 includes a game generation routine
(“game program™) 152 which provides for the generation of
various games in accordance with the purchased outcome
data and win/lose scoring on the display 84. The game
generation program may also include a tutorial for teaching
players how to play the games and a help function for each
game. The games can be generated with win or lose out-
comes that identically correspond to each outcome O; . . .
Oj+m represented by the authenticatable game authorization
message AGAM. In this regard, the game merely interprets
or reveals the outcome. Alternatively, the games may be
generated where an m number of games have a net payoff
equal to the net payofl in the series O; . . . O,,,,. The latter,
however, is not suitable for embodiments where standby
outcomes/game authorizations are assigned as described
below. A single game may have multiple chances but only
one outcome.

[0154] The game generation program 152 may be
designed to generate a variety of games of types well known
in the art. Accordingly, the specifics of presenting electronic
games on a game computer need not be discussed in detail.
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It is contemplated that many kinds of games can be ren-
dered, including games of skill; “no-choice” or non-skill
games with a predetermined outcome such as for example,
the type commonly associated with pull-tab type instant
lottery tickets, slot machine type games where the outcome
appears random to the player but is known to the CMC 12
prior to, or becomes known to the CMC 12 at the time of,
game purchase; a sweepstakes, or bingo; or pseudo-choice
games with a predetermined outcome such as video poker.
In the case of the latter, the outcome for a particular poker
game is predetermined with a maximum payoff which is
recovered if the player plays every hand correctly. If the
player plays incorrectly, the payout is less than the maxi-
mum represented by the outcome for a particular game. In
addition, the game program 152 may generate games that are
races of skill. These include crossword puzzles or word
descrambler games which must be completed within a
specified period of time. If the player completes the game in
the time allotted, the player is paid the predetermined payoft
on the outcome purchased for that game. If not, a win is not
credited to the HTV account 155 described below. The game
program 152 can be designed to require a game identifier
such that the managing authority 11 selects the particular
games to be played in connection with any outcomes/game
authorizations that are sold. In this regard, the authenticat-
able game authorization message AGAM may include data
that the game program 152 uses to direct the HTV 20 to
generate a specific game for those outcomes/game authori-
zations. In order to provide for updating games in the HTV
20, new game programs can be loaded into memory 100 in
a conventional manner via: the smart card 28 or by plugging
the HTV 20 into the AT 16 as described above and then
uploading the appropriate software instructions/data.

[0155] The HTV memory further includes a redemption
routine 158 that is used to cash-out the player’s current
credit balance in the player’s account 155. The redemption
routine 156 has an associated cash-out function. When
selected, it directs the HTV 20 to generate an authenticatable
redemption request message ARRM, which is subsequently
communicated to the CMC 12 using any of the above-
described methods for communicating authenticatable game
authorization messages AGAMs to the HTV 20, only in
reverse. Authenticatable redemption request messages
ARRMs are interpreted by the redemption routine 78 in the
CMC 12 to verify cash-out requests by comparing known
target HTV identification data and outcome data (net win-
nings, the number of games played) for a particular unit. The
authenticatable redemption request message ARRM may be
generated on the display 84 of the HTV 20 and orally
provided to the agent at a retailer 18 for manual entry into
the AT 16. Alternatively, the authenticatable redemption
request message ARRM can be printed onto a receipt 30,
either by an internal or external printer 886 associated with
the HTV 20, or by a printer 22 at the lottery retailer via the
printer interface 88a. Such a receipt 30 is then provided to
the agent. In this connection, the authenticatable redemption
request message ARRM may be rendered on the display 84
or on the receipt 30 in a bar code readable format and
scanned by the bar code scanner 24 at the AT 16. In another
embodiment, the authenticatable redemption request mes-
sage ARRM may be written to the smart card 28 and then
read therefrom by the AT 16. In yet another embodiment, the
authenticatable redemption request message ARRM can be
communicated to the CMC 12 over the telephone network
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14 via the modem 96. In still another embodiment, the
authenticatable redemption request message ARRM may be
communicated from the HTV 20 to the CMC 12 through an
RF transmission to either the AT 16 or the CMC 12.

[0156] The HTV memory 100 also includes an audit
routine 160 which stores a record of all activity performed
on the HTV 20 in field 161 to assist in protecting data
integrity and to verify that the various programs in memory
100 have not been tampered with. The audit routine 100
further provides a record of player activity for the player and
the managing authority 11 in the event of any dispute.

[0157] Referring now to FIG. 7, there is shown a flow-
chart of an exemplary outcome purchase of m “tickets”
(outcomes/game authorizations) from the CMC 12 through
an AT 16 at a lottery retailer 11. For convenience, the
following assumes all outcomes/game authorizations are
purchased at a single price point. However, the outcomes/
game authorizations may represent different price points that
are embodied in a separate authenticatable game authoriza-
tion message AGAM for each price point, or collectively in
a single authenticatable game authorization message
AGAM.

[0158] To start the purchase sequence, the player first
activates the HTV 20 and enters his or her password which
is checked by the password security routine 124. The player
then selects the purchase “ticket” function. The outcome
purchase/game authorization routine 126 directs the HTV 20
to generate a challenge message CM as one-way function of
Tand SV (CM={(1, SV)) where the I is concatenated with SV.
The CM is communicated to the CMC 12 via any of the
above-described methods. At the same time, the player
arranges for payment of some kind, confirmation of which
by the CMC 12 allows the procedure to continue.

[0159] The CMC 12 then runs the outcome purchase/game
authorization routine 48 and, in a sample protocol, obtains
the target HTV 20’s authentication key K_A and forms
T,=MAC{K_A} (T,, CM) where CM is a challenge mes-
sage generated by the target HTV 20 and (T,, CM) repre-
sents T, concatenated with CM. It then generates a string of
digits R=(T,, D), where D is a string of decimal digits and
(T,, D) represents, T concatenated with D. R represents an
authenticatable game authorization message AGAM in the
format of a compressed code which may be manually
entered into the HTV 20 by the player. In this regard, one
starts with D, an empty string of decimal digits, and B, a
large binary number. Next, read out T in hexadecimal,
discard any hex digits from a to f, and copy all decimal digits
into D. Then form T=hash(T), and repeat the procedure until
D has all the decimal digits it requires. The outcome
purchase routine 48 in CMC memory 32 randomly selects
the next m unsold outcomes/game authorizations O . .. O, ,,
for a particular price point from the RPD 44 in connection
with a given purchase. It also directs the CMC 12 to store the
outcomes/game authorizations O; . . . Oy, in field 52, the
price point in field 56, the net-payoff and the time/date.

[0160] The string R=AGAM is communicated to the HTV
20, and verified by the HTV 20 using cryptographic proto-
cols. If verified, then SV is incremented and the number of
outcomes/game authorizations represented by T, is updated
and ready for play.

[0161] The CMC 12 stores the authenticatable game
authorization message AGAM for the given purchase in the
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record 40, updates SV as a one-way function of the authen-
ticatable game authorization message AGAM, and stores the
new value for SV in field 38.

[0162] In a scenario where the player goes to an agent
terminal AT 16, the CMC 12 transmits the authenticatable
game authorization message AGAM to the AT 16 in a
manner similar to the way in which typical lottery tickets are
purchased as is well known. The AT 16 can print a receipt
30 containing the AGAM, date, time, price point and m (the
# of purchased outcomes/game authorizations) at step 332.
The agent gives the receipt 30 containing the authenticatable
game authorization message AGAM to the player after the
player pays the agent in accord with conventional practice.
At this point, an outcome purchase confirmation message is
communicated from the AT 16 to the CMC 12 which serves
as confirmation that the player has “irrevocably” purchased
the outcomes/game authorizations represented by the
authenticatable game authorization message AGAM.

[0163] The HTV 20 can verify the contents of the authen-
ticatable game authorization message AGAM by crypto-
graphic protocols. In one example, the AGAM is authenti-
cated using SV as a key and again using I as a key. It can then
store the authenticatable game authorization message
AGAM in the record 131 for future audits. If data repre-
senting the outcomes/game authorizations are compressed
by the CMC 12, the decompression/compression routine 110
is enabled to decompress the sequence and store the same in
field 132. Thee outcome purchase routine 130 may also store
the price point and net payoff. If the authenticatable game
authorization message AGAM represents an address in the
HTVRS, the outcome purchase routine 130 will search the
HTVRS stored in field 142 for that address or an address
where a series of outcomes/game authorizations reside with
the same net payoff as O, . . . O,,,,. If the authenticatable
game authorization message AGAM represents a seed value
for a one-way function stored in field 144, the outcome
purchase routine 130 will use the seed value to generate the
same series of outcomes/game authorizations O . . . O, .
Alternatively, the authenticatable game authorization mes-
sage AGAM may simply represent the net-payoff on a
number of m outcomes/game authorizations O . . . O;, ,,, in
which case the game program 152 generates a number of
games with the same net payoff. At the end of the procedure,
both the HTV 20 and the CMC 12 have new values for SV
stored in their respective memory areas. The player plays
games on the HTY 20 generated by the game program 152
which yield the outcomes/game authorizations O; . . . O;,,
or the net payoff on those outcomes/game authorizations in
a conventional manner. As described above, the player’s
account balance is updated by the accounting routine 154 as
each outcome is revealed.

[0164] Referring now to FIG. 8, there is shown an exem-
plary prize redemption or cash-out sequence. In the course
of'the redemption transactions the HTV 20 identifies itself to
the CMC 12, communicates data representing what has
transpired on that HTV 20, and if such activity is verified by
the CMC 12, it then authorizes the appropriate payoff. To
begin the redemption sequence, the player first activates the
HTV 20 and again, may be prompted to enter his or her
password, which is checked by the password security rou-
tine 124 as described above. The player then chooses a
cash-out function. The redemption routine 158 in HTV
memory 100 directs the HTV 20 to generate a challenge
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message CM. As discussed above, CM may comprise (I,
SY). This value uniquely identifies the HTV 20 to the CMC
12. The CMC 12 then forms a random challenge R,,, which
is communicated to the HTV 20. The HTV 20 then generates
the authenticatable redemption request message ARRM=
T,=MAC{K_A} (R,, Outcome(s),SV). This data represents
the outcomes/game authorizations and may be generated as
a function of T and, optionally, as a function of both [ and SV.
The authenticatable redemption request message ARRM is
similar to the authenticatable game authorization message
AGAM and related protocols described above. It may be
converted into a compressed number to enable manual entry
into a telephone for communication to the CMC 12 by
concatenating T, and D as discussed in the foregoing. The
ARRM may also include an updated cash balance from the
account 155, which represents the payoff on the outcomes/
game authorizations accumulated as the game(s) were
played. The value for SV was updated as a one-way function
of the authenticatable game authorization message AGAM
as described above, and this value was also updated in the
CMC memory 32. The authenticatable redemption request
message ARRM is communicated to the CMC 12 using the
foregoing protocols. In an exemplary embodiment, the
player provides a retailer agent with the redemption request,
who thereafter activates a redemption function on the AT 16,
and transmits the ARRM to the CMC 12 with a redemption
request in a conventional manner. The CMC 12 then runs the
redemption routine 78 which verifies the authenticatable
redemption request message ARRM using the 1 and SV
values stored in memory 32 in fields 37 and 38, respectively,
of the HTV database 36. If the ARRM is not verified, the
CMC 12 denies the redemption request. If it is verified, the
CMC 12 checks the cash balance represented in the authen-
ticatable redemption request message ARRM, against the
predetermined amount associated with the purchase of game
authorizations for the target HTV 20. The CMC 12 can then
transmit a validation message to the AT 16, and the prize
amount is debited in account 73. At this point, the player
may opt to purchase more outcomes/game authorizations
with the present cash balance, in which case the outcome
purchase sequence described above is repeated, or alterna-
tively, the player is paid by the agent or some other form of
payment is arranged.

[0165] As described briefly above, an outcome purchase
request for m outcomes/game authorizations O; . . . O,
may be accompanied by x standby outcomes/game autho-
rizations O, . . . O_,. The standby outcomes/game autho-
rizations are supplied in a number sufficient to exhaust all
winnings, or so as to generate a large win at some point in
the sequence above a predetermined value where the out-
come purchase routine 126 in the HTV 20 will direct the
HTV 20 to stop generating games and provide a cash-out
instruction on the display 84. Referring now to FIG. 9, there
is shown a portion of an RPD 44 with five (5) purchased
outcomes/game authorizations O; . . . O,,,, which have a
net-payoff of $16. In this example, the outcome purchase
routine 48 in the CMC 12 has selected twenty four (24)
standby outcomes/game authorizations O, . . . O,, in two
groups as shown. The standby outcomes/game authoriza-
tions can be selected from anywhere in the RPD 44 but the
groups are played in order. The relative positions between
the purchased outcomes/game authorizations m and the
standby outcomes/game authorizations x shown in the RPD

44 are merely exemplary. For the purpose of this example,
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all outcomes/game authorizations are purchased for $1 each.
The player wins $16 on the purchased outcomes/game
«dthorizations O . . . O;_,.. If the player spends that $16 on
the first group of sixteen (16) standby outcomes/game
authorizations and those outcomes/game authorizations
yield a net payoff of $8, the next group may constitute eight
(8) outcomes/game authorizations which yield a net payoff
of zero (0) in the a(full exhaustion of winnings) or some
large prize (e.g. $500) represented by the fourth outcome in
the order shown in the second example for the second group.
Referring to the second example, if the outcome sequence in
the second group is played in order, and the sequence of
outcomes/game authorizations is lose, win $2, win $1, win
$500, the player retains $4 in winnings after the first standby
group is played and $2+$1+$500 in the second group for a
net win of $507. The game program 152 in the HTV 20 will
direct the HTV 20 to generate a cash-out message when such
a large outcome is revealed. If there are any remaining
standby outcomes/game authorizations, in this example four
losers, these will be voided in the HTV 20 by the redemption
routine 158. Similarly, those four standby outcomes/game
authorizations will be voided in the CMC 12 when the CMC
12 receives an authenticatable redemption request message
ARRM which represents all outcomes/game authorizations
transferred to that HTV 20, including the m purchased
outcomes/game authorizations, and the x standby outcomes/
game authorizations. Since the player may choose to cash-
out at some time during the sequence before all standby
outcomes/game authorizations are revealed, the authenticat-
able redemption request message ARRM generated by the
HTV 20 represents which standby outcomes/game authori-
zations were revealed by the HTV 20 and enables the CMC
12 to compute the proper payoff and to void any unused
standby outcomes/game authorizations in the CMC 12.

[0166] In a standby outcome embodiment, the outcome
purchase routine 48 in the CMC 12 randomly selects m
purchased outcomes/game authorizations O, . . . O, ,, and x
standby outcomes/game authorizations O, . . . O, from the
RPD 44 in connection with a purchase request. The CMC 12
then generates an authenticatable game authorization mes-
sage AGAM, which represents both the m outcomes/game
authorizations and x standby outcomes/game authorizations.
The HTV 20 then generates games which yield the m
outcomes/game authorizations O; . . . O, or the net payofl
on those outcomes/game authorizations. As before, the HTV
20 utilizes the accounting routine to update the cash-balance
in account 155. The outcome purchase routine 126 can direct
the HTV 20 to display an option to reinvest the current
cash-balance (winnings) in account 155. If the player
chooses to cash-out, the above-enumerated cash-out
sequence may be followed. If the player wants to reinvest
some or all of the cash-balance, the game program 152 will
then generate a game(s) which yields a standby outcome in
O, ...0O,,,. The accounting routine 154 in the HTV 20 keeps
updating the account 135 with a new cash-balance and
displays the updated balance to the winner on the display 84,
depending upon whether the standby outcome was a winner
or loser. The outcome purchase routine 126 then voids the
last standby outcome revealed, and updates the status (to
“revealed”) of that outcome in the sequence of standby
outcomes/game authorizations stored in field. 54. If the last
standby outcome revealed generates a large prize over some
predetermined threshold, the outcome purchase routine 48
directs the HTV 20 to display a message to the player that
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he or she must cash-out. The player then goes through a
prize redemption sequence. If not, the outcome purchase
routine 48 checks whether there are any unused standby
outcomes/game authorizations remaining in field 54. If not,
the player has exhausted the cash-balance in account 135
and the HTV 20 generates a zero cash-balance on the display
84, If any standby outcomes/game authorizations remain,
the player can choose whether to continue to reinvest. If the
player again chooses to reinvest, the HTV 20 will generate
another game which yields the next standby outcome (this
process may be repeated until exhaustion). If the player
elects to cash-out, the HTV 20 indicates the cash-balance in
account 155 and the player then proceeds through the prize
redemption sequence.

[0167] To cash-out in a standby outcome implementation,
the redemption routine 126 in HTV memory 100 generates
a status record of the standby outcomes/game authorizations
and the accompanying cash balance in account 155, incor-
porates the same into an authenticatable redemption request
message ARRM, and voids any unused standby outcomes/
game authorizations stored in field 54. After transmitting the
ARRM to the CMC 12, it runs the redemption routine 78 to
verify the authenticatable redemption request message
ARRM and calls the accounting routine 154 to calculate the
payoff on the standby outcomes/game authorizations repre-
sented in the ARRM. It then credits the HTV account 135,
voids any unused standby outcomes/game authorizations,
and sends a validation message to the AT 16 to authorize
prize redemption.

[0168] Referring now to FIG. 10, there is shown another
embodiment of the present invention for playing probabi-
listic games of chance, in which the authenticatable game
authorization message AGAM represents a plurality of
player selectable chances to win. Thus, the player’s selection
determines the outcome of the game. The CMC 12 then
verifies the player’s selection through the foregoing proto-
cols. In the example shown, the game has five (5) “scratch-
off” areas identified by the reference numerals 157a . . . 157¢
(for the purpose of this example, the outcomes are sequential
O, . .. O;,5). The player can only select one of these areas
per game authorization. Assume the sequence represents the
following outcomes in the RPD: lose, win $20, lose, win $5,
lose, and the player selects area 157¢ (O,,,) corresponding
to a win of $20. To effectuate redemption, the HTV 20
generates an authenticatable redemption request message
ARRM that represents outcome O,,. To prevent a player
from hacking the device in an attempt to ascertain which
chance to select, the HTV 20 only contains data identifying
outcomes that were assigned from the CMC 12. Thus,
reading the data in the HTV 20 is useless, since the player
could not interpret the same to find the most favorable
outcome. Alternatively, this embodiment can be modified
such that the HTV 20 immediately indicates the prize
amount, by protecting the integrity of the data. This may be
implemented by having the processor components disposed
within a tamper resistant secure perimeter as described
above.

[0169] Referring now to FIG. 11, there is depicted another
embodiment of the invention, in which games of skill are
played on the HTV 20 with no immediate outcome. The
results of the game are generated by the CMC 12 upon
receipt of certain game parameter data from the HTV 20. In
an illustrative application, the game program 152 directs the
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HTV 20 to render a golfing game of skill, such as, for
example, PGA TOUR 96 available from ELECTRONIC
ARTS. In this game, a digital image of a golf game is
rendered on the HTV display 84, comprising a golf ball on
a tee, fairway, trees, sand traps, etc. A human figure is
superimposed on this background, and swings a golf club in
response to player inputs via the input controls 148. The
player’s club swing data represents various parameters
including the club selected (e.g., one iron, two iron, three
wood, etc.) and its specific characteristics (e.g., club head
orientation), foot placement, and swing force, speed, direc-
tion and the like. In the course of a typical computer
generated golf game, these parameters are applied to soft-
ware instructions that compute a trajectory path for the ball
to generate a resultant ball location. After the player swings
the club, the display may depict the new ball location
relative to the hole. The player continues the game in
accordance with well known principles until he places the
ball in the hole, and a corresponding score is generated. The
present invention contemplates such a game of skill where
the player’s swing produces a given result that is not known
by the player until confirmed by the CMC 12. Assume for
the purpose of illustration, that the game objective is to
attain a hole-in-one. The initial ball position is the same for
every swing, and only one swing per game is allowed. Thus,
each game/game authorization it contained in the authenti-
catable game authorization message AGAM as described in
the foregoing, and enables a single swing to be made. The
game program 152 is executed by the HTV 20 and allows
the player to select a club, foot placement, swing power and
other swing parameters to “swing” the club in accordance
with the above, utilizing the input controls 148. Other
factors, including ambient conditions such as wind speed
and direction or other random variables, may be introduced
for greater realism. In response to the player’s swing input,
the HTV 20 generates a data message representing all of the
above-described swing parameters, but the player does not
immediately know the result. The HTV 20 or other associ-
ated literature instruct the player to contact the central
authority as described in the foregoing to find out whether
the swing resulted in a “win.” The swing data is incorporated
into an authenticatable redemption request message ARRM
and communicated to the CMC 12 using any of the protocols
discussed above (e.g., code input by telephone, direct elec-
tronic link, etc.). The CMC 12 then runs a program that takes
the player’s swing parameters to produce a given result; in
this case, either a hole-in-one or a miss. If the player
achieved a hole-in-one, then some prize may be authorized.
To prevent players from eventually determining the swing
parameters that produce a favorable result for a given game,
such as the proper club choice and swing force/timing, the
game program 152 cane render different course configura-
tions. These are selected by the CMC 12 for any given game
authorization, and identified by appropriate data in the
authenticatable game authorization message AGAM that
enables game play on the HTV 20.

[0170] Referring now to FIG. 12, an CMC 12 is coupled
to a telecommunications network 14' having interactive
voice capability and is accessible by dialing a 900 number
or the like to enable the outcome purchase and redemption
to be effectuated over the telephone 13. Alternatively, the
telecommunications network 14' may be any interactive
communications or data network. The protocol is similar to
that described above with regard to purchase and redemption



US 2006/0247000 A1l

at an AT 16, except that here the player simply keys the
information into the telephone 13 in response to prompts
from the system. Thus, the player first communicates the
HTYV identification information and requested game autho-
rization data to the CMC 12. If HTV identification/registra-
tion is confirmed, the CMC 12 then provides a “ready”
indication to the player with instructions to select the
number of outcomes/game authorizations to be purchased
for each price point. The CMC 12 then generates an authen-
ticatable game authorization message AGAM as described
above which the player enters into the HTV 20. The system
operates similarly to effectuate prize redemption. The HTV
20 generates an authenticatable redemption request message
ARRM, and the player simply keys the redemption request
message into the telephone in response to the appropriate
prompts. The authenticatable redemption request message
ARRM is communicated to the CMC 12, which verifies the
same, including the expected payoff as discussed above. A
credit can then be made to an account for the HTV/player in
the CMC 12. In a modification of this embodiment, the HTV
20 may contain its own modem 96 that enables it to
communicate directly over the telecommunications network
14." Alternatively, the HTV 20 may incorporate a cellular
phone (not shown) or some other communications apparatus
for the same purpose. For the purpose of this invention, this
embodiment is still considered to be an “off-line arrange-
ment” as there is no need to have an on-line data connection
between the HTV 20 and the CMC 12 while game are being
played.

[0171] In a further embodiment shown in FIG. 13, the
CMC 12 communicates through a base station network 15
with a plurality of base stations 600 for broadcasting and
receiving RF messages. To operate in such an environment,
the HTV 20 may include a transceiver 113 for broadcasting
and receiving RF communications to enable all purchase and
redemption functions to be implemented without the need
for the player to travel to a retailer. The protocol, however,
is similar to the ones described above with respect to the
other embodiments, and thus need not be described in detail
here.
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1. A system for enabling games of chance for prizes on at
least one remote game computer, where each game has at
least one associated outcome that is predetermined by a
central authority with an associated central management
computer that authorizes game play on the remote game
computer and provides for verification of any winnings
represented by said at least one outcome after game play by
the central authority, comprising:

at least one game computer including associated memory
and processing means for executing at least one pro-
gram from said associated memory, said at least one
program including a game program, said processing
means executing said game program to enable the
player to play at least one game on said game computer
upon receipt of outcome and game authorization data in
response to a purchase request, said data representing at
least one predetermined outcome where game play
results in revealing said at least one predetermined
outcome to the player, said game computer further
having authentication means operatively associated
therewith for generating authenticatable messages; and

a central management computer having associated
memory, processing means for executing at least one
program from said central management computer asso-
ciated memory, and central management computer
authentication means operatively associated therewith
for generating and authenticating authenticatable mes-
sages, said central management computer for enabling
an authenticated session to communicate said data
through at least one of a direct electronic connection
and a manually input data step to said game computer
to enable said central management computer to autho-
rize game play on said game computer while said game
computer is not connected to any other device during
play, and to enable prize redemption after game play.

2-27. (canceled)



