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Description
BACKGROUND

[0001] The presentinvention relates a method for pre-
venting fraud or misuse when using a specific service of
a public land mobile network by a User Equipment. The
present invention further relates to Subscriber Identity
Module for preventing fraud or misuse when a User
Equipment equipped with the Subscriber Identity Module
uses a specific service of a public land mobile network.
[0002] Operators of telecommunications network, es-
pecially publicland mobile networks, typically protect net-
work nodes that are used to provide specific services for
User Equipments, such as the Short Message Service
Center for providing the short message service, wherein
the protection is provided such that customers that
should not use such a network node are excluded from
using such a network node.

[0003] In case this protection of such a network node
is permanently or temporarily not available or efficient,
fraud or misuse scenarios can occur. For example, with
respect to the short message service, such a fraud or
misuse scenario might occur in case when a User Equip-
ment (of a home public land mobile network) roams in a
visited public land mobile network (different to the home
public land mobile network) and an unprotected Short
Message Service Center in a further public land mobile
network instead of the (home) Short Message Service
Center in the home public land mobile network. In such
a case, mobile originated short message service traffic
is routed from the visited public land mobile network
(where the User Equipment roams) to the further public
land mobile network, and therefore bypasses the home
public land mobile network. Nevertheless, the inter op-
erator tariffs still apply in the relation between the visited
public land mobile network and the home public land mo-
bile network, which can cause huge damages to the op-
erator of the home public land mobile network. Another
example of primarily a misuse case and not a fraud sit-
uation would be to use a wrong Short Message Service
Center address setting within a home public land mobile
network due to the fact that the User Equipment has been
bought second hand and has been used in another public
land mobile network and hence with another setting of
the Short Message Service Center address.

[0004] WOO03/005738 A2 discloses a method to verify
the Short Message Service Center address setting.

SUMMARY

[0005] An object of the present invention is to provide
cost effective solution for preventing such fraud or misuse
scenarios when using a specific service of a public land
mobile network by a User Equipment.

[0006] The object of the present invention is achieved
by a method for preventing fraud or misuse when using
a specific service of a public land mobile network by a
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User Equipment, wherein the User Equipment comprises
a Subscriber Identity Module, wherein the Subscriber
Identity Module comprises an address information used
for the specific service of the public land mobile network,
wherein the Subscriber Identity Module comprises an ap-
plication program, wherein the application program com-
prises a reference address information, wherein the ap-
plication program is provided such that the following
steps are executed:

-- in a first step, it is verified whether the address
information corresponds to the reference address in-
formation,

-- in a second step, and in case that the verification
of the first step holds a negative result,

-- either the specific service is invoked using the ref-
erence address information, wherein a wrong ad-
dress information is replaced by the reference ad-
dress information in case the reference address in-
formation is either a complete address information
being able to specify a network entity in a telecom-
munications network and/or the public land mobile
network,

-- or the specific service is blocked, at least tempo-
rarily, for the User Equipment, in case the reference
address information is an incomplete address infor-
mation being unable to specify a network entity in a
telecommunications network and/or the public land
mobile network, wherein the reference address in-
formation comprises a country code of the address
information to use.

[0007] According to the present invention, it is thereby
advantageously possible that fraud or misuse can be ef-
fectively reduced by means of enforcing the use of the
correct address information, especially for specifying a
network node by means of the address information.
[0008] According to another preferred embodiment of
the present invention, in case that, during the second
step, the specific service is blocked for the User Equip-
ment, an error message is sent to the public land mobile
network.

[0009] According to the present invention, it is thereby
advantageously that the public land mobile network, es-
pecially the home public land mobile network is informed
about the incorrect setting of the address information
such that a self-healing process can be triggered, e.g.
by means of providing a configuration message to the
corresponding User Equipment in order to change the
incorrect address information.

[0010] According to a preferred embodiment of the
present invention, the address information is provided at
a specific memory location within the Subscriber Identity
Module, wherein the application program is configured
such that, during the first step, the specific memory lo-
cation within the Subscriber Identity Module is verified
repeatedly, atleastoncein a predeterminedtime interval.
[0011] Thereby, it is advantageously possible accord-
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ing to the present invention that a wrong setting of the
address information can be detected easily and quickly.
Especially, it is advantageously possible to transmit the
application program to the User Equipment and without
an interruption of the functionality of the User Equipment
/ Subscriber Identity Module (especially without reboot-
ing the User Equipment), verification of the address in-
formation is performed.

[0012] According to a further preferred embodiment of
the present invention, a request of the User Equipment
to use the specific service comprises the address infor-
mation, wherein the User Equipment is configured such
that each request of the User Equipment to use the spe-
cific service is directed to the Subscriber Identity Module,
wherein the application program is configured such that,
during the first step, the address information of the redi-
rected request of the User Equipment to use the specific
service is verified.

[0013] Thereby, it is advantageously possible accord-
ing to the present invention that no request of the specific
service can be transmitted to the public land mobile net-
work without the verification by the Subscriber Identity
Module (during the first step of the inventive method).
[0014] Ofcourse,itisalso possible thatboth arepeated
verification of the correct address information is per-
formed and a forced redirection of any requests of the
User Equipment to the specific service towards the Sub-
scriber Identity Module.

[0015] According to another preferred embodiment of
the present invention, the specific service is the short
message service.

[0016] Thereby, itis advantageously possible to avoid
fraud and misuse damages for an operator of a public
land mobile network in a comparably easy manner.
[0017] It is furthermore preferred that the address in-
formation and the reference address information relates
to the address of a Short Message Service Center used
by the User Equipment.

[0018] Thereby, it is easily possible according to the
present invention that no short message service func-
tionality can be used by the User Equipmentwithout using
the correct Short Message Service Center.

[0019] According to the present invention, it is further-
more preferred that the reference address information
relates to the address of a Short Message Service Center
used by the User Equipment but that the reference ad-
dress information is not a complete address information,
(being able to specify a network entity in the telecommu-
nications network) such as, e.g., a global title, but that
the reference address information corresponds to the
country code of the correct address information 22 to be
used or that the reference address information corre-
sponds to the country code and additionally a certain
number (such as one or two or three or four) of digits,
specifying, e.g., the public land mobile network of the
operator or the like. If in this case a comparison (during
the first step of the method according to the present in-
vention) of the reference address information with the
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address information (or with the corresponding part or
with the corresponding part of the address information)
holds that the address information is not correct, the ap-
propriate actions are taken as specified in the second
step of the present invention.

[0020] Furthermore, the present invention relates to a
Subscriber Identity Module for preventing fraud or misuse
when a User Equipment equipped with the Subscriber
Identity Module uses a specific service of a public land
mobile network, wherein the Subscriber Identity Module
comprises an address information used for the specific
service of the public land mobile network, wherein the
Subscriber Identity Module comprises an application pro-
gram, wherein the application program comprises a ref-
erence address information, wherein the application pro-
gram is provided such that:

-- a verification is executed whether the address in-
formation corresponds to the reference address in-
formation, and

-- in case that the verification holds a negative result,
-- either the specific service is invoked using the ref-
erence address information, wherein a wrong ad-
dress information is replaced by the reference ad-
dress information in case the reference address in-
formation is either a complete address information
being able to specify a network entity in a telecom-
munications network and/or the public land mobile
network,

-- or the specific service is blocked, at least tempo-
rarily, for the User Equipment, in case the reference
address information is an incomplete address infor-
mation being unable to specify a network entity in a
telecommunications network and/or the public land
mobile network, wherein the reference address in-
formation comprises a country code of the address
information to use.

[0021] Additionally, the present invention relates to a
program comprising a computer readable program code
which, when executed on a computer or on a Subscriber
Identity Module, causes the computer or the Subscriber
Identity Module to perform an inventive method.

[0022] Still additionally, the present invention relates
to computer program product for preventing fraud or mis-
use when using a specific service of a public land mobile
network by a User Equipment, the computer program
product comprising a computer program stored on a stor-
age medium, the computer program comprising program
code which, when executed on a computer or on a Sub-
scriber |dentity Module, causes the computer or the Sub-
scriber Identity Module to perform an inventive method.
[0023] These and other characteristics, features and
advantages of the present invention will become appar-
ent from the following detailed description, taken in con-
junction with the accompanying drawings, which illus-
trate, by way of example, the principles of the invention.
The description is given for the sake of example only,
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without limiting the scope of the invention. The reference
figures quoted below refer to the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
[0024]

Figure 1 schematically illustrates the handling of a
mobile originating short message sent from a User
Equipment roaming in a visited public land mobile
network which is different from the home public land
mobile network of that User Equipment.

Figure 2 schematically illustrates a fraud scenario of
the handling of a mobile originating short message
sentfrom aUser Equipmentroaming in avisited pub-
lic land mobile network, wherein the home public
land mobile network is bypassed by using a Short
Message Service Center of a further public land mo-
bile network instead of the Short Message Service
Center of the home public land mobile network.

Figure 3 schematically illustrates a method for pro-
viding a Subscriber Identity Module with an applica-
tion program for performing the inventive method.

Figure 4 schematically illustrates an implementation
of the inventive method.

DETAILED DESCRIPTION

[0025] The present invention will be described with re-
spect to particular embodiments and with reference to
certain drawings but the invention is not limited thereto
but only by the claims. The drawings described are only
schematic and are non-limiting. In the drawings, the size
of some of the elements may be exaggerated and not
drawn on scale for illustrative purposes.

[0026] Where an indefinite or definite article is used
when referring to a singular noun, e.g. "a", "an", "the",
this includes a plural of that noun unless something else
is specifically stated.

[0027] Furthermore, the terms first, second, third and
the like in the description and in the claims are used for
distinguishing between similar elements and not neces-
sarily for describing a sequential or chronological order.
It is to be understood that the terms so used are inter-
changeable under appropriate circumstances and that
the embodiments of the invention described herein are
capable of operation in other sequences than described
or illustrated herein.

[0028] In Figure 1, the handling of a mobile originating
short message (SMS) in a telecommunications network
is schematically shown. The short message (SMS) is
sentfrom a User Equipment 20 roaming in avisited public
land mobile network B which is different from a home
public land mobile network A of that User Equipment 20.
The User Equipment 20 sends a request for using the
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short message service of the visited public land mobile
network B to a specific network node 30 (typically a Mo-
bile Switching Center 30) of the visited public land mobile
network B. The request of the User Equipment 20 spec-
ifies, by means of an address information, the Short Mes-
sage Service Center 240 of the home public land mobile
network A and the short message (SMS) is senttriggering
an 10T (inter operator tariff) charging event 41 from the
visited public land mobile network B to the home public
land mobile network A and a client charging event 42
from the home public land mobile network A to the User
Equipment / the subscriber.

[0029] In Figure 2, afraud or misuse scenario of a mo-
bile originating short message (SMS) in a telecommuni-
cations network is schematically shown. The short mes-
sage (SMS) is sent from a User Equipment 20 roaming
in a visited public land mobile network B which is different
from a home public land mobile network A of that User
Equipment 20. The User Equipment 20 sends a request
for using the short message service of the visited public
land mobile network B to a specific network node 30 (typ-
ically a Mobile Switching Center 30) of the visited public
land mobile network B. The request of the User Equip-
ment 20 specifies, by means of an address information
(and instead of the Short Message Service Center 240
of the home public land mobile network A) the Short Mes-
sage Service Center 220 of a further public land mobile
network C. Thisresultsin the short message (SMS) being
sent via the further public land mobile network C and
bypassing the home public land mobile network A. In-
volving the visited public land mobile network neverthe-
less triggers an |OT (inter operator tariff) charging event
41 from the visited public land mobile network B to the
home public land mobile network A. However, due to the
fact that the home public land mobile network A is by-
passed regarding the handling of the short message, a
corresponding client charging event 42’ from the home
public land mobile network A to the User Equipment/ the
subscriber is not possible. That is why huge amounts of
short messages can be sent using this fraud or misuse
scenario causing at the home public land mobile network
massive losses. Currently, it is not mandatorily required
that the visited public land mobile network B informs the
home public land mobile network A about such irregular-
ities. Therefore, such frauds or misuses cannotbe quickly
detected by the home public land mobile network A.
[0030] According to the present invention, it is pro-
posed to use a method that is able to avoid that a User
Equipment uses a wrong address information 22 and
hence a wrong network node (such as a Short Message
Service Center 220). This is schematically illustrated in
Figure 5.

[0031] According to the present invention, this is
achieved by means of providing the Subscriber Identity
Module 21, which is used with the User Equipment 20,
such that the Subscriber Identity Module 21 comprises
an address information 22 used for the specific service
of the public land mobile network, wherein the Subscriber
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Identity Module 21 comprises an application program 23,
wherein the application program 23 comprises a refer-
ence address information 24, wherein the application
program 23 is provided such that the following steps are
executed:

- in a first step, it is verified whether the address
information 22 corresponds to the reference address
information 24,

-- in a second step, and in case that the verification
of the first step holds a negative result,

-- either the specific service is blocked, at least tem-
porarily, for the User Equipment 20,

-- or the specific service is invoked using the refer-
ence address information 24.

[0032] Thereby, it is possible to provide a detection
and/or correction mechanism of wrong address informa-
tion 22 on the Subscriber Identity Modules 21 of users
or subscribers of the home public land mobile network
A. Thereby, itis advantageously possible to detectwrong
settings in the address information 22. In case that a
wrong setting of the address information 22 is detected,
different options exist: In one alternative embodiment of
the present invention, the specific service - e.g. the short
message service - is blocked, i.e. no further service re-
quest of this kind (i.e. a user initiated short message) can
be sent. In another alternative embodiment of the present
invention, a correction is applied to the false address in-
formation 22 and a this wrong address information 22 is
replaced by a reference address information 24 which
partofthe application program 23, i.e. the specific service
is invoked using the reference address information 24.
[0033] InFigure 3, a method for providing a Subscriber
Identity Module 21 with an application program 24 for
performing the inventive method is schematically shown:
a server (especially an OTA server (OTA meaning "Over
The Air")) 50 checks with a database 51 whether a Sub-
scriber Identity Module 21 of a specific User Equipment
20 is enabled to receive and store the program informa-
tion of the application program 23. The information of the
application program 23 is then transmitted to the User
Equipment 20, especially using an short message serv-
ice transmission method, involving an Short Message
Service Center 52. The Short Message Service Center
52 sends binary short messages 53 comprising the ap-
plication program 23 to the User Equipment 20. The ap-
plication program 23 is then saved (and installed) to a
memory of the Subscriber |dentity Module 21.

[0034] Accordingtothe presentinvention, itis possible
and preferred that once the application program 23 is
saved and installed to the Subscriber |dentity Module 21,
certain parameters of the application program 23 such
as values of the reference address information 24 or pa-
rameters defining the appropriate action to be taken in
the second step of the inventive method (in case that it
is verified in the first step that the verification of the first
step holds a negative result) are modified. This is pref-

10

15

20

25

30

35

40

45

50

55

erably be realized by an OTA mechanism comparable to
the transmission of the application program itself to the
Subscriber Identity Module 21.

[0035] The application program 23 according to the
present invention is preferably a so-called "SIM Applica-
tion Toolkit application" or SAT application. The applica-
tion program 23 or SAT application 23 can be provided
to any new Subscriber Identity Modules to be distributed
to new customers but also to all (or at least the vast ma-
jority) of Subscriber Identity Modules 21 already circulat-
ing. This is because the vast majority of circulating Sub-
scriber Identity Modules 21 are OTA enabled such that
the application program 23 can be simply stored on such
Subscriber |dentity Modules 21. This means that the
method according to the presentinvention can be imple-
mented in a very quick manner. During roll-out of the
application program 23, it is possible to transfer (or not
to transfer) the application program 23 to different Sub-
scriber Identity Modules depending on an information in
a database about the Subscriber Identity Modules.
[0036] Furthermore, especially for the case that some
models of User Equipments are not compatible with run-
ning the application program 23, it is possible to control
the use of the application program 23 by means of the
following steps:

-- in a first step, the application program 23 is stored
in the Subscriber Identity Module 21 of a User Equip-
ment 20,

--inasecond step, the application program 23 sends
an information to the public land mobile network
about the value of the IMEI (International Mobile
Equipment Identity),

-- Based on this IMEI information, it is possible to
look up in adatabase whether the Subscriber Identity
Module (and the corresponding User Equipment 20)
are compatible with running the application program
23. If this is the case the application program 23 is
(remotely) switched on or off, dependant on the re-
sult of the database lookup.

[0037] Figure 4 schematically illustrates an implemen-
tation of the inventive method, where in a first step, a
detection of the address information 22 is provided and
compared with a reference address information 24.
The reference address information 24 is either a com-
plete address information (e.g. in the form of a global
title) being able to specify a network entity in the tele-
communications network / public land mobile network.
In this case, it is possible according to the present inven-
tion to simply replace the use of the address information
22 by the use of the reference address information 24.
However, according to an alternative embodiment of the
present invention, it is also possible that the reference
address information 24 is not a complete address infor-
mation (being able to specify a network entity in the tel-
ecommunications network). For example, the reference
address information could simply comprise the country
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code of the correct address information 22 to use. If in
this case a comparison of the reference address infor-
mation 24 with the address information 22 (or with the
corresponding part of the address information 22) holds
that the address information 22 is not correct, it is not
possible to simply replace the use of the address infor-
mation 22 by the use of the reference address information
24. In this case, it will be preferred to block the specific
serve for the User Equipment at least temporarily.

Claims

1. Method for preventing fraud or misuse when using
a specific service of a public land mobile network by
a User Equipment (20), wherein the User Equipment
(20) comprises a Subscriber Identity Module (21),
wherein the Subscriber Identity Module (21) com-
prises an address information (22) used for the spe-
cific service ofthe public land mobile network, where-
in the Subscriber Identity Module (21) comprises an
application program (23), wherein the application
program (23) comprises a reference address infor-
mation (24), wherein the application program (23) is
provided such that the following steps are executed:

--inafirst step, itis verified whether the address
information (22) corresponds to the reference
address information (24),

-- in a second step, and in case that the verifi-
cation of the first step holds a negative result,
-- either the specific service is invoked using the
reference address information (24), wherein a
wrong address information is replaced by the
reference address information (24) in case the
reference address information (24) is either a
complete address information being able to
specify a network entity in a telecommunications
network and/or the public land mobile network,
-- or the specific service is blocked, at least tem-
porarily, for the User Equipment (20), in case
the reference address information (24) is an in-
complete address information being unable to
specify a network entity in a telecommunications
network and/or the public land mobile network,
wherein the reference address information com-
prises a country code of the address information
(22) to use.

2. Method according to claim 1, wherein in case that,
during the second step, the specific service is
blocked for the User Equipment (20), an error mes-
sage is sent to the public land mobile network.

3. Method according to any one of the preceding
claims, wherein the address information (22) is pro-
vided at a specific memory location within the Sub-
scriber Identity Module (21), wherein the application
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program (23) is configured such that, during the first
step, the specific memory location within the Sub-
scriber Identity Module (21) is verified repeatedly, at
least once in a predetermined time interval.

Method according to any one of the preceding
claims, wherein arequestofthe User Equipment(20)
to use the specific service comprises the address
information (22), wherein the User Equipment (20)
is configured such that each request of the User
Equipment (20) to use the specific service is directed
to the Subscriber Identity Module (21), wherein the
application program (23) is configured such that, dur-
ing the first step, the address information (22) of the
redirected request of the User Equipment (20) to use
the specific service is verified.

Method according to any one of the preceding
claims, wherein the specific service is the short mes-
sage service.

Method according to any one of the preceding
claims, wherein the address information (22) and the
reference address information (24) relates to the ad-
dress of a Short Message Service Center (220, 240)
used by the User Equipment (20).

Subscriber Identity Module (21) for preventing fraud
or misuse when a User Equipment (20) equipped
with the Subscriber Identity Module (21) uses a spe-
cific service of a public land mobile network, wherein
the Subscriber Identity Module (21) comprises an
address information (22) used for the specific service
of the public land mobile network, wherein the Sub-
scriber Identity Module (21) comprises an applica-
tion program (23), wherein the application program
(23) comprises areference address information (24),
wherein the application program (23) is provided
such that:

-- averification is executed whether the address
information (22) corresponds to the reference
address information (24), and

-- in case that the verification holds a negative
result,

-- either the specific service is invoked using the
reference address information (24), wherein a
wrong address information is replaced by the
reference address information (24) in case the
reference address information (24) is either a
complete address information being able to
specify anetwork entity in a telecommunications
network and/or the public land mobile network,
-- or the specific service is blocked, at least tem-
porarily, for the User Equipment (20), in case
the reference address information (24) is an in-
complete address information being unable to
specify anetwork entity in a telecommunications
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network and/or the public land mobile network,
wherein the reference address information com-
prises a country code of the address information
(22) to use

Subscriber Identity Module (21) according to claim
7, wherein in case that the specific service is blocked
for the User Equipment (20), an error message is
sent to the public land mobile network.

Subscriber Identity Module (21) according to claim
7 or 8, wherein the address information (22) is pro-
vided at a specific memory location within the Sub-
scriber Identity Module (21), wherein the application
program (23) is configured such that the specific
memory location within the Subscriber Identity Mod-
ule (21) is verified repeatedly, at least once in a pre-
determined time interval.

Subscriber Identity Module (21) according to one
claims 7 to 9, wherein a request of the User Equip-
ment (20) to use the specific service comprises the
address information (22), wherein the User Equip-
ment (20) is configured such that each request of
the User Equipment (20) to use the specific service
is directed to the Subscriber Identity Module (21),
wherein the application program (23) is configured
such that the address information (22) of the redi-
rected request of the User Equipment (20) to use the
specific service is verified.

Subscriber Identity Module (21) according to one of
claims 7 to 10, wherein the specific service is the
short message service.

Subscriber Identity Module (21) according to one of
claims 7 to 11, wherein the address information (22)
and the reference address information (24) relates
to the address of a Short Message Service Center
(220, 240) used by the User Equipment (20).

Application program (23) comprising a computer
readable program code which, when executed on a
computer or on a Subscriber Identity Module (21),
causes the computer or the Subscriber Identity Mod-
ule (21) to perform a method according one of claims
1to 6.

Computer program product for preventing fraud or
misuse when using a specific service of a public land
mobile network by a User Equipment (20), the com-
puter program product comprising a computer pro-
gram stored on a storage medium, the computer pro-
gram comprising program code which, when execut-
ed on a computer or on a Subscriber Identity Module
(21), causes the computer or the Subscriber Identity
Module (21) to perform a method according one of
claims 1 to 6.
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Patentanspriiche

Verfahren zum Verhindern von Betrug oder Miss-
brauch bei Nutzung eines bestimmten Dienstes ei-
nes oOffentlichen landgestitzten Mobilfunknetzes
durch eine Nutzereinrichtung (20), wobei die Nutze-
reinrichtung (20) ein Teilnehmeridentitatsmodul
(Subscriber Identity Modul) (21) umfasst, wobei das
Teilnehmeridentitdtsmodul (21) eine Adressinfor-
mation (22) umfasst, die fir den bestimmten Dienst
des offentlichen landgestltzten Mobilfunknetzes
verwendet wird, wobei das Teilnehmeridentitatsmo-
dul (21) ein Anwendungsprogramm (23) umfasst,
wobei das Anwendungsprogramm (23) eine Refe-
renzadressinformation (24) umfasst, wobei das An-
wendungsprogramm (23) so ausgebildet ist, dass
die folgenden Schritte ausgefihrt werden:

- in einem ersten Schritt wird verifiziert, ob die
Adressinformation (22) der Referenzadressin-
formation (24) entspricht,

-in einem zweiten Schritt, und fir den Fall, dass
die Verifizierung des ersten Schrittes ein nega-
tives Resultat ergibt,

- wird entweder der bestimmte Dienst unter Ver-
wendung der Referenzadressinformation (24)
aufgerufen, wobei eine falsche Adressinforma-
tion durch die Referenzadressinformation (24)
ersetzt wird, falls die Referenzadressinformati-
on (24) entweder eine vollstdndige Adressinfor-
mation ist, die in der Lage ist, eine Netzwerken-
titat in  einem  Telekommunikationsnetz
und/oder dem offentlichen landgestiitzten Mo-
bilfunknetz zu spezifizieren,

- oder der bestimmte Dienst wird, wenigstens
voriibergehend, fir die Nutzereinrichtung (20)
gesperrt, falls die Referenzadressinformation
(24) eine unvollstédndige Adressinformation ist,
die nichtin der Lage ist, eine Netzwerkentitat in
einem Telekommunikationsnetz und/oder dem
offentlichen landgestiitzten Mobilfunknetz zu
spezifizieren, wobei die Referenzadressinfor-
mation einen Landercode der zu verwendenden
Adressinformation (22) umfasst.

Verfahren nach Anspruch 1, wobei fir den Fall, dass
wahrend des zweiten Schrittes der bestimmte Dienst
fir die Nutzereinrichtung (20) gesperrt wird, eine
Fehlermeldung an das &ffentliche landgestiitzte Mo-
bilfunknetz gesendet wird.

Verfahren nach einem der vorangehenden Ansprii-
che, wobei die Adressinformation (22) an einem be-
stimmten Speicherort innerhalb des Teilnehmeri-
dentitatsmoduls (21) bereitgestellt wird, wobei das
Anwendungsprogramm (23) so ausgebildetist, dass
wahrend des erstes Schrittes der bestimmte Spei-
cherort innerhalb des Teilnehmeridentitatsmoduls
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(21) wiederholt, mindestens einmal in einem vorge-
gebenen Zeitintervall, verifiziert wird.

Verfahren nach einem der vorangehenden Anspri-
che, wobei eine Anforderung der Nutzereinrichtung
(20), den bestimmten Dienst zu nutzen, die Adress-
information (22) umfasst, wobei die Nutzereinrich-
tung (20) so ausgebildet ist, dass jede Anforderung
der Nutzereinrichtung (20), den bestimmten Dienst
zu nutzen, an das Teilnehmeridentitatsmodul (21)
geleitet wird, wobei das Anwendungsprogramm (23)
so ausgebildet ist, dass wahrend des erstes Schrit-
tes die Adressinformation (22) der umgeleiteten An-
forderung der Nutzereinrichtung (20), den bestimm-
ten Dienst zu nutzen, verifiziert wird.

Verfahren nach einem der vorangehenden Anspri-
che, wobei der bestimmte Dienst der Kurzmittei-
lungsdienst ist.

Verfahren nach einem der vorangehenden Ansprii-
che, wobei die Adressinformation (22) und die Re-
ferenzadressinformation (24) sich auf die Adresse
einer durch die Nutzereinrichtung (20) verwendeten
Kurzmitteilungsdienstzentrale (220, 240) beziehen.

Teilnehmeridentitatsmodul (21) zum Verhindern von
Betrug oder Missbrauch, wenn eine mit dem Teil-
nehmeridentitatsmodul (21) ausgestattete Nutzer-
einrichtung (20) einen bestimmten Dienst eines 6f-
fentlichen landgestitzten Mobilfunknetzes nutzt,
wobei das Teilnehmeridentitatsmodul (21) eine
Adressinformation (22) umfasst, die fir den be-
stimmten Dienst des 6ffentlichen landgestiitzten Mo-
bilfunknetzes verwendet wird, wobeidas Teilnehme-
ridentitatsmodul (21) ein Anwendungsprogramm
(23) umfasst, wobei das Anwendungsprogramm
(23) eine Referenzadressinformation (24) umfasst,
wobei das Anwendungsprogramm (23) so ausgebil-
det ist, dass:

- eine Verifizierung ausgefihrt wird, ob die
Adressinformation (22) der Referenzadressin-
formation (24) entspricht, und

- flr den Fall, dass die Verifizierung ein negati-
ves Resultat ergibt,

- entweder der bestimmte Dienst unter Verwen-
dung der Referenzadressinformation (24) auf-
gerufenwird, wobei eine falsche Adressinforma-
tion durch die Referenzadressinformation (24)
ersetzt wird, falls die Referenzadressinformati-
on (24) entweder eine vollstdndige Adressinfor-
mation ist, die in der Lage ist, eine Netzwerken-
titat in  einem  Telekommunikationsnetz
und/oder dem offentlichen landgestitzten Mo-
bilfunknetz zu spezifizieren,

- oder der bestimmte Dienst, wenigstens vori-
bergehend, fir die Nutzereinrichtung (20) ge-
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10.

1.

12.

13.

14.

sperrt wird, falls die Referenzadressinformation
(24) eine unvollstédndige Adressinformation ist,
die nichtin der Lage ist, eine Netzwerkentitat in
einem Telekommunikationsnetz und/oder dem
offentlichen landgestiitzten Mobilfunknetz zu
spezifizieren, wobei die Referenzadressinfor-
mation einen Landercode der zu verwendenden
Adressinformation (22) umfasst.

Teilnehmeridentitatsmodul (21) nach Anspruch 7,
wobeifirden Fall, dass der bestimmte Dienst flr die
Nutzereinrichtung (20) gesperrt wird, eine Fehler-
meldung an das 6ffentliche landgestiitzte Mobilfunk-
netz gesendet wird.

Teilnehmeridentitatsmodul (21) nach Anspruch 7
oder 8, wobei die Adressinformation (22) an einem
bestimmten Speicherort innerhalb des Teilnehmeri-
dentitatsmoduls (21) bereitgestellt wird, wobei das
Anwendungsprogramm (23) so ausgebildetist, dass
der bestimmte Speicherort innerhalb des Teilneh-
meridentitdtsmoduls (21) wiederholt, mindestens
einmal in einem vorgegebenen Zeitintervall, verifi-
ziert wird.

Teilnehmeridentitatsmodul (21) nach einem der An-
spriiche 7 bis 9, wobei eine Anforderung der Nutze-
reinrichtung (20), den bestimmten Dienst zu nutzen,
die Adressinformation (22) umfasst, wobei die Nut-
zereinrichtung (20) so ausgebildet ist, dass jede An-
forderung der Nutzereinrichtung (20), den bestimm-
ten Dienst zu nutzen, an das Teilnehmeridentitats-
modul (21) geleitet wird, wobei das Anwendungs-
programm (23) so ausgebildet ist, dass die Adress-
information (22) der umgeleiteten Anforderung der
Nutzereinrichtung (20), den bestimmten Dienst zu
nutzen, verifiziert wird.

Teilnehmeridentitatsmodul (21) nach einem der An-
spriche 7 bis 10, wobei der bestimmte Dienst der
Kurzmitteilungsdienst ist.

Teilnehmeridentitatsmodul (21) nach einem der An-
spriiche 7 bis 11, wobei die Adressinformation (22)
und die Referenzadressinformation (24) sich auf die
Adresse einer durch die Nutzereinrichtung (20) ver-
wendeten Kurzmitteilungsdienstzentrale (220, 240)
beziehen.

Anwendungsprogramm (23), das einen Computer-
lesbaren Programmcode umfasst, der, wenn er auf
einem Computer oder in einem Teilnehmeridenti-
tatsmodul (21) ausgeflihrt wird, bewirkt, dass der
Computer oder das Teilnehmeridentitatsmodul (21)
ein Verfahren nach einem der Anspriiche 1 bis 6
ausflhrt.

Computerprogrammprodukt zum Verhindern von
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Betrug oder Missbrauch beiNutzung eines bestimm-
ten Dienstes eines offentlichen landgestiitzten Mo-
bilfunknetzes durch eine Nutzereinrichtung (20), wo-
bei das Computerprogrammprodukt ein Computer-
programm umfasst, das auf einem Speichermedium
gespeichert wird, wobei das Computerprogramm
Programmcode umfasst, der, wenn er auf einem
Computer oder in einem Teilnehmeridentitatsmodul
(21) ausgefihrt wird, bewirkt, dass der Computer
oder das Teilnehmeridentitdtsmodul (21) ein Verfah-
ren nach einem der Anspriiche 1 bis 6 ausfihrt.

Revendications

Procédé de prévention de fraude ou d’utilisation abu-
sive lors de l'utilisation d’un service spécifique de
réseau mobile terrestre public par un équipement
d’utilisateur (20), dans lequel I'équipement d’utilisa-
teur (20) comprend un module d’identification
d’abonné (21), dans lequel le module d’identification
d’abonné (21) comprend une information d’adresse
(22) utilisée pour le service spécifique du réseau mo-
bile terrestre public, dans lequel le module d’identi-
fication d’abonné (21) comprend un programme
d’application (23), dans lequel le programme d’ap-
plication (23) comprend une information d’adresse
de référence (24), dans lequel le programme d’ap-
plication (23) est congu de maniere a exécuter les
étapes suivantes :

- a une premiére étape, il est vérifié si I'informa-
tion d’adresse (22) correspond a l'information
d’adresse de référence (24),

- a une seconde étape, et dans le cas ol la vé-
rification de la premiére étape donne un résultat
négatif,

- soit le service spécifique est appelé a l'aide de
linformation d’adresse de référence (24), une
information d’adresse erronée étant remplacée
par linformation d’adresse de référence (24),
dans le cas ou l'information d’adresse de réfé-
rence (24) est une information d’adresse com-
pléte pouvant spécifier une entité de réseau
dans un réseau de télécommunication et/ou le
réseau mobile terrestre public,

- soit le service spécifique est bloqué, au moins
temporairement, pour 'équipement d’utilisateur
(20), dans le cas ou linformation d’adresse de
référence (24) est une information d’adresse in-
compléte ne pouvant pas spécifier une entité de
réseau dans un réseau de télécommunication
et/ou le réseau mobile terrestre public, 'infor-
mation d’adresse de référence comprenant un
code de pays de l'information d’adresse (22) a
utiliser.

Procédé selon la revendication 1, dans lequel, dans
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le cas ol, au cours de la seconde étape, le service
spécifique est bloqué pour I'équipement d’utilisateur
(20), un message d’erreur est envoyé au réseau mo-
bile terrestre public.

Procédé selon I'une quelconque des revendications
précédentes, dans lequel linformation d’adresse
(22) estfournie a un emplacement spécifique de mé-
moire & l'intérieur du module d’identification d’abon-
né (21), dans lequel programme d’application (23)
est congu de telle sorte qu’au cours de la premiére
étape, 'emplacement spécifique de mémoire a l'in-
térieur du module d’identification d’abonné (21) est
vérifié a plusieurs reprises, au moins une fois dans
un intervalle de temps prédéterminé.

Procédé selon I'une quelconque des revendications
précédentes, dans lequel une demande d’utilisation
du service spécifique issue de I'équipement d’utili-
sateur (20) comprend I'information d’adresse (22),
dans lequel 'équipement d’utilisateur (20) est congu
de maniére que chaque demande d’utilisation du
service spécifique issue de 'équipementd’utilisateur
(20) soit transmise au module d’identification
d’abonné (21), dans lequel le programme d’applica-
tion (23) est congu de telle sorte qu’au cours de la
premiére étape, linformation d’adresse (22) de la
demande retransmise d’utilisation du service spéci-
fique issue de I'équipement d’utilisateur (20) est vé-
rifiée.

Procédé selon I'une quelconque des revendications
précédentes, dans lequel le service spécifique est
le service de minimessages.

Procédé selon I'une quelconque des revendications
précédentes, dans lequel linformation d’adresse
(22) et I'information d’adresse de référence (24) se
rapportent a 'adresse d’un centre de service de mi-
nimessages (220, 240) utilisé par I'équipement d’uti-
lisateur (20).

Module d’identification d’abonné (21) destiné a pré-
venirlafraude ou I'utilisation abusive, lorsqu’un équi-
pement d’utilisateur (20) équipé du module d’identi-
fication d’abonné (21) utilise un service spécifique
deréseau mobile terrestre public, dans lequel le mo-
dule d’identification d’abonné (21) comprend une in-
formation d’adresse (22) utilisée pour le service spé-
cifique du réseau mobile terrestre public, dans lequel
le module d’identification d’abonné (21) comprend
un programme d’application (23), dans lequel le pro-
gramme d’application (23) comprend une informa-
tion d’adresse de référence (24), dans lequel le pro-
gramme d’application (23) est congu de telle sorte
que :

- il est vérifié si I'information d’adresse (22) cor-
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respond a l'information d’adresse de référence
(24), et

- dans le cas oU la vérification donne un résultat
négatif,

- soit le service spécifique est appelé a l'aide de
linformation d’adresse de référence (24), une
information d’adresse erronée étant remplacée
par linformation d’adresse de référence (24),
dans le cas ou l'information d’adresse de réfé-
rence (24) est une information d’adresse com-
pléte pouvant spécifier une entité de réseau
dans un réseau de télécommunication et/ou le
réseau mobile terrestre public,

- soit le service spécifique est bloqué, au moins
temporairement, pour 'équipement d’utilisateur
(20), dans le cas ou linformation d’adresse de
référence (24) est une information d’adresse in-
compléte ne pouvant pas spécifier une entité de
réseau dans un réseau de télécommunication
et/ou le réseau mobile terrestre public, 'infor-
mation d’adresse de référence comprenant un
code de pays de l'information d’adresse (22) a
utiliser.

Module d’identification d’abonné 21 selon la reven-
dication 7, dans lequel, dans le cas ou le service
spécifique est bloqué pour I'équipement d’utilisateur
(20), un message d’erreur est envoyé au réseau mo-
bile terrestre public.

Module d’identification d’abonné (21) selon lareven-
dication 7 ou 8, dans lequel I'information d’adresse
(22) estfournie a un emplacement spécifique de mé-
moire a l'intérieur du module d’identification d’abon-
né (21), dans lequel programme d’application (23)
est congu de telle sorte que 'emplacement spécifi-
que de mémoire a l'intérieur du module d’identifica-
tion d’abonné (21) est vérifié a plusieurs reprises, au
moins une fois dans un intervalle de temps prédé-
terminé.

Module d’identification d’abonné (21) selonl'une des
revendications 7 a9, dans lequel une demande d’uti-
lisation du service spécifique issue de I'équipement
d’utilisateur (20) comprend linformation d’adresse
(22), dans lequel 'équipement d’utilisateur (20) est
congu de maniére que chaque demande d’utilisation
du service spécifique issue de I'équipement d’utili-
sateur (20) soit transmise au module d’identification
d’abonné (21), dans lequel le programme d’applica-
tion (23) est congu de telle sorte que linformation
d’adresse (22) de la demande retransmise d’utilisa-
tion du service spécifique issue de I'équipement
d’utilisateur (20) est vérifiée.

Module d’identification d’abonné (21) selon I'une
quelconque des revendications 7 a 10, dans lequel
le service spécifique est le service de minimessages.
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Module d’identification d’abonné (21) selon 'une des
revendications 7 a 11, dans lequel l'information
d’adresse (22) et l'information d’adresse de référen-
ce (24) se rapportent a 'adresse d’un centre de ser-
vice de minimessages (220, 240) utilisé par I'équi-
pement d’utilisateur (20).

Programme d’application (23) comprenant un code
de programme lisible par ordinateur qui, lorsqu’il est
exécuté sur un ordinateur ou sur un module d’iden-
tification d’abonné (21) fait que 'ordinateur ou le mo-
dule d’identification d’abonné (21) mette en oeuvre
un procédé selon 'une des revendications 1 a 6.

Produit-programme informatique destiné a prévenir
la fraude ou I'utilisation abusive lors de I'utilisation
d’un service spécifique de réseau mobile terrestre
public par un équipement d’utilisateur (20), le pro-
duit-programme informatique comprenant un pro-
gramme informatique stocké surun support de stoc-
kage, le programme informatique comprenantun co-
de de programme qui, lorsqu’il est exécuté sur un
ordinateur ou sur un module d’identification d’abon-
né (21), fait que l'ordinateur ou le module d’identifi-
cation d’abonné (21) mette en oeuvre un procédé
selon I'une des revendications 1 a 6.



Fig. 1

Fig. 2

EP 2756 703 B1

11




EP 2756 703 B1

SAT
Flg ' 3 -l B0 05:44 pm
[ SMSC Adresse [ —
265888820767 -
Save Close : Detection of wrong SMSC
Manual change of SMSC  — = address
” sy
address settings SMISC Adresse
+491710160000 -4 SAT
Flg 4 Save Close @ Automatic correction of
- SMSC address

22 23 g

Fig. 5

12



EP 2 756 703 B1
REFERENCES CITED IN THE DESCRIPTION
This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Patent documents cited in the description

¢ WO 03005738 A2 [0004]

13



:
Ly 4
L e ¥ £ ’ o o
vsw o) eeih Ve i L 3 & ke
o 23 O B A @ - o o e
T b HOBIEE < RS B ar LI
& it {3 w4 m W . o 3 W ok
bt s 8 e A o } B
i - 3 34 - Bt g v %
“Z g ¥ @ AL ; ! - d <
oy st ¥4 o &1 < e o et
.\.( - e ;p) . k&
75 e @ S o rd @ e L
g T RE . S S s & Dy
L g b % S P
4 e <-4 9] G ] % 42 e N S
o Lot o 3 o 0y o B it
o Ee R 1 Wy = 141 2 s
wouD 7 w2 wd e £ wed “ i T
& ., - > - ik 9 - ]
¢3 Ee) o =N 1353 ] ©3 & <t N ,(w ,w.m s U\L
oy . ra %, 3. -, r s 7 - 5 A
forca a5 o] el “F o 2.3 Fovm, 3 4. 5 2y
€ wE o % G e ERE S T S S i w2y B
X o 2 * : 5 N
o 5 e P o o 4t 5 6N e o 44 et D
T n MM 3 e - G R =
i Sy - o i1 7% s " w0 % et 13 <P
; SV N 5 : SRR i : £
e S E I B - N BTSN W G S
1, A, Eag! s Yot ey = ik ..‘...M gEs o . i ) oo “rniie
ot po] i3 e P % ¥ d ey b Ege’ ol - P i
g e e i L3 3 ot z g e red 23 x‘cw ot )
Mol ® e NS S S £ 5 5 T B o
T B @ wt oW 45 @ D m w e O . & A
S A A g 2 oo W A N
A A S B B TS T M E a sd e
o ST TR S B e & 0w w o owm B
>3 g poeEs ’ H . . o :
M th 4 T T o 52 TR - TR~ R o G
.o O o] ot : fed o o st ; 57 % 3 7y
L w3 e s Zr &3 553 197 & w3 « 3 2 B W
5 e s R~ N T s S - R G @ om w1
i 24 PYIE A S D L : 7 N
S : £ £ : ! . > £ :
oo 5 oy i aor 3 5 & iy T s et . ty B e £ w4
S s T ot 4 43 7B R B - B Ca I Pl
o et o . o P - 3 ced b3 i s oo
" . 2o o ol 7, 7% < 2 = - et o b ; 5
Gt X E A SR < R o B A G T T R A -
R 7Y, &7 s {423 EST > B s €3 i 159 by T i 5 % B
e A W S % oz S & 2t 3 5 % v 4
o .mu, o A ] NG AR o L o O e B d
- e o4 * " e % . y - Lof e
of o 7, 7 s B cerd = . e, 153 Pt o & 73 o e o4
e v G S G ey ws @ B ke g
5 el . e o ] ; 3 &% 5 7 &% b o
e Fr L3 7 s 5 % £y @ i & ) ek 2% 199 & s
8 j68] 5 A 7 Y - / o o = p N 5 foof a4
93 £33 & £ 4 =t % 7 i w v - g
] o ; .. , g, D ~ s s ) o s rosd L
% i i a5 @ @ e E OB 4@ 5 o
o ¥y E \e /w.rwv & JOURR = o~ ..Cv 5 o w ’ o
T g e > A ¥ O @ m ed S S 3 B
coaics . / - - N 3 . i 3
o o g o8 o1 3% oy Yo't g sy o4 53 b W L e
% : 5 e = * . o I
R a0 s joes st 7l e 3 £553 1ot £ 1 i #
£33 ol fe X e 2] 4 4 g . P o = o
S8 % o 4 o Lx £ i85 74 i 5 Z% & g8 35 o .
A " o : * P Sod o et 7 61 o8
i ol b B2 I I T 5y w..n = W\. . s § 3 = N 3
i et P o 7y 33 55 W s a1 5 [} i 8 = -d 2433 e pad
I S = o 4 o wm = o O 3 e 8 ® @ R

oyl I 0 M P i A oo y G . % k. = g%

AR = M w3 ek B e _oom . b m o w

e el A& s @ wt b ' woowm S B~ i
5w - : -5 6 it s DD e I oy L TR 0 ,e
- . & o i e 7 e g P @ o %, i

3 0 "%, o2 =3 % P “ = ML 5 o ..m.,w “ -
g & 3 4 4 % y & L g %

18] 5% e e 22 b5 & ook s L4 pig oy ") = o oot s

R i) & s B A L3 3 o w0 H 2 i oo >

4 4 3 .y A\( el T fw’w
7 ot i e 315 e Moy o 3 w d
. ok : 5 > s g -, - Fg i
oy L S o e v e b3 & % oot P - g ;

s iy e % w\d‘w e, % o . @ i P % o o o % o 7
e % ol o e ¥ d 2 Y Lo 3 & <
L) g A.nw ot MMM vk = = ¢ e 13 mf/u i e & s 3 5 s ny
-] £ ¥ [ o * i N & bped -~ Cat o - e ] % = e
03] 24 b sng % b o4 ] B2 oo fet o~ ] £ fis e L3 o e 4 =

gh

15 3

18 m

itas

ant

a8

8

In

Bk

i

UV Yo

£

23y



H } } Do
} red i ¢ e 3] 1 N H H
G Jo I ! By A8 ia 3 B u & § i1 3 s
54 oA 9] (4 L erd Lro e ¥ i s 554
x i e S B 51 PR B2 = e T 5 R Ze
#5o93 2 £ m 3 e Hx e A g N3 e ed
srh 513 fic] 14 . b e i 3 o & ed @y
@ 8 e Lo £, “@ e i 211 & #3 e gd €% Py
EAlE (I < T« B << i iy 54 ¢ 42 v d M e 2
& W e ~ a3 o~ i Sy omeed 2 B g P S a
L b i et = > ks « moo%y 3 = T
3 55 % 53 i1 [T B4 o @ I 4 kst 0 e i b, A
8.4 Tk e 13 o s o] te-d [ o yeeh fa g %3 Nt 3 g5
G g oA soodt Pt Lz £33 fo = & & ks . i s o] ki3
oo O @ @ i & LS S & weoow e bl
N Do Al o e % T o @5 i3 B & o %
et s (= R D 3 & Ees) ] s I vl g
[ o] % & & oy WD ps E) i85 4t iy = e
(8 X1 e £ > £ £ haid ] N3 e 4 ] ™% [
P & : e o TR 433 £ & w -4 v g5 e € o
i by (2 NI 155 - G wef TE 24 oy & & L) oy
R oy 3] oWy e % et e g BN e T3
Tt eerd %5 3 = ~—t e o 8 o i3 & S wed iR e by
G g R It @ Es $3 i B wd 4D e 32 st fab e
a5 R 15 [ e G ECAE & 4 > £ 455 B A =
L o ~ o 4 %= v wE o~ 5 wd KD £
& o W G Sy “@ it et i3 3 $t & it S
o3 ol 73 4% L. 4 I ¥ £ @3 @ 0.1 £
= i ; et B 23 s b2 #4 = & e e ) & 4 i
ey &3 i I o4 1 ¥ wB E2] e o3 & -4
o “r &= pa e MY ] ek 5 2 %o 3 & 4
T AE MBS ued . O aeef A kel feed ¥ R &l 9] & Lk @
i a5 5 157 ey 553 P R % ] & W it oo o~
5 Fod M” food L] e 3 & wd A R 5
w5 i, i 3 2% e, tex3 o3 3 o e o o g Yos 0N 1y s =
o T SRS = S gp g 73 o o N 7 e (R A B 3
B S S i o & o g 4r w4 4y g Sa e & &3 e oMEE S a5
v i % I R ! : 4 oy o g 2 Y 3 b
B QE ek R T e 5 i 53 g " - I A
o G o Ry LR & B e O T 4 %4 SR < @ oy 32
et o TR pend 3 s i A By pel g € £ 135 354 % L3 B s * ot 5
ol 5 SR S & g e “ el &9 bef 3] @3 25 NP ed ED s e
~ G v 4 B €5 B %3 & 3 v £ e = e 5o
4 ¥ o« o 40 44 t i § g 197 & £ ey, e TR 11 3 Dy
Gy i a g o % a2 Ty [ a4 (35 o fd and s 734 &3
o # 7 & O b S s 455 o % w M 57 2]
B d e e Gy & T Y s i W g % T 4 7%
r %3 “ & ot i i3 rH Gk <54 fod o R B ~4
S A < 35 [ TGS S $4 2 MG 5y e €5 43
k73 B e : L3 o) B2 R BT S ] S S 75
Ve % 4 ~ (6 S S-S o w3 L & 2 ] % Sl L8 1% S5 g
F% £ Py N -4 i (S I ] B Mg B £ e (o LT S < B 11 1441 33
75 H = 3 B A Wy &= & R 14 E5 B S o o
3o #3 4 LS. & 5 L . d e 5od A e $ et ot i a3 (9] S PR o5
w e o £ 3 el 3 327 L 2% i 85 € e ey 03 =3 i3 ]
% Y £ 5 51 €85 34 i 4k E I 4 o 3 13 LS o1
Ea T o R I ay 24 o &4 o3 Fo 8 et i 9} 4 s o] 73 CO 1 5
ot G e G D = o w 4 KL e E 5 NP G ot 8 e e
o b g5 ek A e %3 g B ] {5 O 4 o g3 O ~ 0
rE = G 1 a3 s 3 i ] v aed 9 T & £ * B s A 7 2
4 i 0 EX I« - (S T T 5 B s AT~ B > B S A @ M gL v

57

fony

abhba

-

Loy

2 ‘-} ;‘v ¥

=

<

-

ld



s i - i
P 3 H P $ 5 P .
e £33 M,M. T 223 e 42 P 3eeef % e “\.wx
P o T & o™ b . <
% & o = s 24 o) 0k L R v
T ST 4 s = 2 i o : i .
~ e S & oy i ) y %
e 54 OV % . ) - ‘ o 5 b
] w3 ot P ¥ ot f et 75 = 331 -
o IS S e e RS SR o §
R § : o e < B 0} ‘ N o) d
sa /vh 38 %o ..@ st G » ¥ ey Roes ! o3 MG ~\.¢
= ol Y 4 : 5 5 3, e
i . 7= i 2% e ek m i M\\m A.Ww M“w ..\“ “w
. e 3 .. s ., ey ¥ o 3
“if i 155 s i K € o Ak W b st %
¢ b e 3 50 s ool b = (ST s &
iy o e w5 PR R Gt
33 S w aee s e s o 3 o
; ! e 5 -~ O =3 % £ (2]
= - % o] g v
. s > B G @ e e T @ ® o
© = it 2L e om0 &
I = 5 5 -3 /.‘m ol JgE” it mM v 7y
o ] R 063 N E 5 &
5 o e 0 W 5 i B = o ) o
L ¥ & ; fiod T s 3 y
& h .fm 13 el £ 5380 e {3 & »).“
gt <03 {5 v 7ok Ly ek &g =~ NG
B -, , p v o
ey gied & ] & fend wed b4 £ ad
. 3 v 44
> wq 3 o s m B 23 X2 w .
o o L N I - B
& 75 e N o R B
L 4 g i % pre " PR
e %) i [ B v o %] % or (]
0 ES I e 7 83 4.3 LTI
¥ . PR T T T VR
s N » o
s i Pou ) 5 S o . i >
% ks 23 it e S w3 B
% N e % I B o
feb3 - k) 5.4 3.5 ool ol 4 o o, focg oS o~
. b L - Pt [N % i
.3 s s 4 e w4 mﬂ 3 &= Mu“ 47 =4 A.(
o % Sk = i’ Eos] L 74 7 i “.M i
oo ow < & e W 43 B
B e o &£ ow G e g gt e b
kd : - = R - 0%
3 = » SO GO
TR o wt W ed A {
R0 2% . b P, R 9] L4 ey L
o ek ko3 42 4 8] = 3 S M 2 >
3 4 St eef < re b e ¥ I o, g1 wo
= i oo g o G owm om o oo & U
g 224 s > 2 » - e
& = oo nooL B2 o Wom g
» [ - f5td = i it e 32 e o e &=
a8 C 5 SR s T T« 4 ~
3 ok “/ - v ; b PP Ty
ot o 5 3 m b 27 {2 Z. e 0 e H{ m.v
pad o : i ; s Symed % i o
:1 P o SEvy e b e %% PR 53) J 21 [ - w ,Q< i ,W\
8 o < Boed A @ - - -
; = i3 gt e S 0 4 Oom oo
are e oS 2% 3 g o .y ¢ = 20
b it ™ Moo B L € 4 o M D e 5 F
o B 7 v oo
S e Wm; or o G 2 0 T A =
” P e ”
w.z.,.\.. b . ] +3 o & o ta ., m..w M..w o3 e L
g : 208 v X - ®
4 T B < fxd N 4 £ fred o 4 2 74 A peed H
& frad s ¢ s % 7y e
g i3 - [ et 3 A} P 55 % 1% » & €
Rt d Ead) 3 2 . 5 oy - 4 P
o E1 & [ Send 4 w4 it sef i = L = M.w
a S e U EEPY I e A T .
o~ Bt A far . : il
E S =4 M v o 4o gy i o ot &
o, % A% ol Ak 3 gl 3] 5 @ s ] 35 VQ X : é
£ T W o I ST R A - A & 5
o e B & coE 9w e § w @ 4 5 W
d s & ¥ £ o B N o % & & = 5t 2, G

2z

Sz

S8

£

&

Koy

<
1

ad,

&

£

z

iy

+



N
ke

g
x

Ay

e

¥

~f¢;:;n'
o

INWAR

AR

o

ey

o~

mAs

.

v

for

3

AN

v

3

s

b

a o

5%

N A

Teh

Lmas

&

peg

s

$
.
ik
L

£

CULR AL

aely a

~
L043

H § e ¢
G } i o i )
i 4i 4 ~ @ s 3 Ei2 ~ ek
Vet e’ bed w3 S, N “Uw pess 2 73 N
g Ex o it o 7w & = i
et i H W 83 o~ £ 3 b 43 e
vl o 4 fzs? frae 333 ,\.r\y. 128 s e hu\
A2 oy 1451 ] & #d 1988 % e o
o t S ot e s S &3
b 333 & =k 1 5 13 & ! ]
3 - E e 73 Sl o 3 [ i
oo 59 3 2 e S <] 3 %3 3 -4
3 S 4 ] = = 4.3 p e *, (V]
e VMV)N %3 e et T3 Rrogs u.ﬁw son S5
© B g % O R - B T 3 a
g AT A 5 I 124
&3 e % e @ 74 K3 ~ed =3 jecd ]
43 @ 751 ] 5 £ wmo Hy o e jnd it
o y e . e . @ &3 W g Pm £e;
£ o3 e et ok Lo W o, i o o 1 : et
P eI 43 e 0 i Gk I S SR S ¢ 2
b R T r o g 3 ek 5 ) P g
et e 3 I T ey £ e B g
fg b i o5 4 £ SR I 3 2
g R S 2 IR - s T = £1
“ o il M N W & G e e
o T 7 T A D P
7% e 235 P Fosi by [6 o3 e v T O £ 2]
. b i 23 N % e BRI R i 3
\\,. w«\,v n\w . %d v A3 ww, Gk ol haed 54 et
o G C R % e SgoD e 25 S
@ T B T R S, e WY s O @
RS ] & 9 oo Ba A {3 5% ) b 4
e, A ] § o3 3 S o o 18 = ok B
533 g1 MY e T ) T SR ¢ 4 P
Ey3 a8 i~ Mn‘w‘ Ht R e mm o w\w ¥ ¥t b
- v 181 : 2 3 55 5 Sp ] e
i g o v m g D o b 5 DR “
gy 42 &3 v 73 o e - g 155 5] “4 pross
£ W G e 3 R L A 7% (o S o3 &
43 ] @ e G e LT < 4 52 o 4 o8 =4 42
i L K £ By ey &= £ - & G e M &
& B o aB W RS K wi & @ o4 &
Lk pes 48] = i1 4 oy 33 b 7% =, 354 Lk
P S 5 @ s E B {73 od o red e v
i % ] & G # o & 2] et @w o % s o
B frad @ Yy ] ‘e ps) e g 33 {53 L4
Qw ) = e E = Loy 3 = faed e I3 oz
et e 33 w4 15 G vt w3 5 wE P fead (= e
g N 3 & s & tol 2y ST 43
o w4 2 “ B i e FE T A &3 -
o R & B S m o kol B e e D i s
@ £ i = I & = Y e o 3 A2 75 H
3 e 32 7 Y] o A3 Sic A2 s 11 5l N £ k¢
r ~ o T S I . a3 St . o o & e
S S S I T e g £ @
Z = oG mow oHoa & B £ «
=2 Kd \x..m \n\ G Eesd 43 = il veed 1552 €37 e o3 ]
& 43 3 b [T T o e 03 e s o 5 «
o NooB 2 B g & = & R I B i gl
o g Ne om as gr X o s oy e %y a i

léknn

N

113

St ke

Bitete!



lmaz~

AXT&

el

Glék

:

I <

&
R

reed

inden

ES

WQ

X

meghs

-

2

r3

TR

ol

2z

o

]
o
P
<
]

andy-

1

223
4
2

R

S

ittt

SN Ier
LR S

wgh

200

o
s
f

TRGE

argat

*
X

X

art&ra

AL

N
¥
£

4

rozat

P

TSR]

51

3

d

ne

{‘.3

35

Fi
RUSNCY

14

T et
Lga

]

%

$E

W Lo b LR
GRS ENE ]

¥
AR N

.

oimd

Re

&

ik.

gz

s

vOn

@

cinéy

P

4
e

a

106

P

Gr

o
s

o3
i

R

<

£

St

T
SNVRE
B



&

&3

A
N
Fox
O
Rew

ISR &
zott

2z ot 155
% pe

Zar
ault
SLa

R
mehat

&
X
N
223
TP

b3
: 2
= o
fat A2 4
s B
G ey 73 e}
~ i 3 o
Y] = = s
€« % 5
wnu ,..“..w. fo P
= o 4 3 i
it %4 e 7y
e &5 ] o
b E] 9 @ [S1
K& g e “i4 jed
& e o7
4 ps i3 geid %y
Wu ka3 @i Auﬁ
£ E2% La
kS 25 i T
T 5 Gt L5
i 5 e &
b B S} wiged
i g (S %=




	BIBLIOGRAPHY
	DESCRIPTION
	CLAIMS

