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ACCESS CONTROL SYSTEM USING OPTICAL COMMUNICATION PROTOCOL

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Patent Provisional No. 62/308,739,

filed on March 15, 2016, which is hereby incorporated by reference in its entirety.

FIELD OF THE INVENTION

[0002] This document relates generally to Access Control Systems ("ACSs") for

restricted areas. More particularly, this document relates to ACSs using a Wearable Access

Device.

BACKGROUND OF THE INVENTION

[0003] There are many ACSs known in the art. One such ACS comprises a plurality of

Access Control Readers ("ACRs") mounted at exits and/or entries of restricted areas. For

example, an ACR may be disposed adjacent to a doorway through which access to a

restricted room is gained. A badge worn by a person is used to gain access to a restricted

room via the ACR. In this regard, the badge comprises a Low Frequency ("LF") passive

Radio Frequency Identifier ("RFID") communication device disposed thereon or therein.

The LF passive RFID communication device typically operates at a frequency of 125 kHz.

The ACR is a near field device with a detection range of about 5 cm or less.

[0004] Another conventional ACS employs beacons and wireless communication devices

(e.g., mobile phones) which communicate via Bluetooth technology. A personal identifier is

stored on the wireless communication device, and communicated to the beacon when the

person is in proximity thereto. In response to the reception of the personal identifier, the

ACS would allow the person to have access to the restricted area.

SUMMARY OF THE INVENTION

[0005] The present invention concerns a method and system for controlling access to a

restricted area. The method involves using a wireless optical communication link between a

reader associated with an access control system (ACS) and a wearable access device (WAD)

worn by a user to selectively communicate an interrogation signal directed from the reader to

the WAD for initiating an access control interaction. The method utilizes at least one



predetermined optical beam width and a boresight direction of an optical beam associated

with the wireless optical communication link to facilitate a selective determination as to

whether the WAD will respond to the interrogation signal with a reply signal to continue with

the access control interaction. According to further aspect, at least one predetermined optical

beam width and boresight direction of the optical beam associated with the wireless optical

communication link is used to facilitate a selective determination as to whether the reader

will continue with the access control interaction after receiving the reply signal.

[0006] The wireless optical communication link is implemented using a high data rate

bidirectional optical communication protocol (BOCP) to communicate digital data. For

example, in an embodiment disclosed herein, the BOCP is implemented in accordance with a

Light Fidelity (LiFi) optical communication standard.

[0007] A system for controlling access to a restricted area as described herein can

comprise a reader unit which is disposed at a portal to a controlled access area and a wearable

access device (WAD) which is worn by a user. The reader and the WAD are configured to

implement a wireless optical communication link using a high data rate bidirectional optical

communication protocol (BOCP) to communicate digital data. The WAD is configured to

receive an interrogation signal from the reader for initiating an access control interaction. At

least one of the reader and the WAD uses a predetermined optical beam width and a boresight

direction of an optical beam associated with the wireless optical communication link to

facilitate a selective determination as to whether the WAD will respond to the interrogation

signal with a reply signal to continue with the access control interaction.

DESCRIPTION OF THE DRAWINGS

[0008] Embodiments will be described with reference to the following drawing figures, in

which like numerals represent like items throughout the figures, and in which:

[0009] FIG. 1 is a perspective view of an exemplary ACS that is useful for understanding

the present invention.

[0010] FIG. 2 is a block diagram of an exemplary architecture for the WAD of FIG. 1.

[0011] FIGS. 3A-3B collectively show to opposing sides of an exemplary WAD.



[0012] FIG. 4 is block diagram that is useful for understanding an exemplary architecture

of a ACS reader.

[0013] FIG. 5 is a schematic drawing which is useful for understanding certain

advantages associated with an ACS as described herein.

[0014] FIG. 6 is a first flow diagram which is useful for understanding a method for

controlling access to a restricted area.

[0015] FIG. 7 is second flow diagram which is useful for understanding a method for

controlling access to a restricted area.

DETAILED DESCRIPTION OF THE INVENTION

[0016] It will be readily understood that the components of the embodiments as generally

described herein and illustrated in the appended figures could be arranged and designed in a

wide variety of different configurations. Thus, the following more detailed description of

various embodiments, as represented in the figures, is not intended to limit the scope of the

present disclosure, but is merely representative of various embodiments. While the various

aspects of the embodiments are presented in drawings, the drawings are not necessarily

drawn to scale unless specifically indicated.

[0017] The present invention may be embodied in other specific forms without departing

from its spirit or essential characteristics. The described embodiments are to be considered in

all respects only as illustrative and not restrictive. The scope of the invention is, therefore,

indicated by the appended claims rather than by this detailed description. All changes which

come within the meaning and range of equivalency of the claims are to be embraced within

their scope.

[0018] Reference throughout this specification to features, advantages, or similar

language does not imply that all of the features and advantages that may be realized with the

present invention should be or are in any single embodiment of the invention. Rather,

language referring to the features and advantages is understood to mean that a specific

feature, advantage, or characteristic described in connection with an embodiment is included

in at least one embodiment of the present invention. Thus, discussions of the features and



advantages, and similar language, throughout the specification may, but do not necessarily,

refer to the same embodiment.

[0019] Furthermore, the described features, advantages and characteristics of the

invention may be combined in any suitable manner in one or more embodiments. One skilled

in the relevant art will recognize, in light of the description herein, that the invention can be

practiced without one or more of the specific features or advantages of a particular

embodiment. In other instances, additional features and advantages may be recognized in

certain embodiments that may not be present in all embodiments of the invention.

[0020] Reference throughout this specification to "one embodiment", "an embodiment",

or similar language means that a particular feature, structure, or characteristic described in

connection with the indicated embodiment is included in at least one embodiment of the

present invention. Thus, the phrases "in one embodiment", "in an embodiment", and similar

language throughout this specification may, but do not necessarily, all refer to the same

embodiment.

[0021] As used in this document, the singular form "a", "an", and "the" include plural

references unless the context clearly dictates otherwise. Unless defined otherwise, all

technical and scientific terms used herein have the same meanings as commonly understood

by one of ordinary skill in the art. As used in this document, the term "comprising" means

"including, but not limited to".

[0022] The present invention provides a novel access control system ("ACS")

implementing a method for controlling access to restricted areas. An ACS as described

herein overcomes certain drawbacks of conventional access control systems. For example,

conventional RF based access control systems are prone to RF interference which is

ubiquitous within a conventional modern building. Such RF interference can cause

disruption in the RF communications between an access control reader and a wearable

authentication device. Moreover, RF communications can be severely impaired when a

wearable authentication device comes in contact with the human body. A further problem

with access control systems that use RF to communicate with a wearable authentication

device concerns available data bandwidth. When using an RF type wearable authentication

device, a data bandwidth of communications is limited to a theoretical limit of 1 Mbps - with

a practical throughput of about 250 Kbps. In some wireless communications systems such as



Bluetooth 2.0 EDR (Extended Data Rate), a theoretical data rate of 3 Mbps can be achieved;

however, this is again severely limited in practice due to interferences in this band. As

explained below, even these data rates are not adequate to transmit video images of a large

number of people requesting access through an ACS. This puts a severe strain on the

transmission of data and necessarily places limits on the use of such RF-based systems for

certain types of higher level access control security features and features as hereinafter

described.

[0023] Conventional RF based access control systems utilizing wearable authentication

devices also suffer from problems associated with inadvertent interactions with the reader.

Such inadvertent interactions occur typically when the user is walking parallel to an entryway

to a secure area. In FIG. 1, such parallel direction would correspond to a direction as

indicated by arrow 136 or 138). A person walking parallel to the entryway of a secure area

118 should not necessarily be presumed to be seeking entrance to a secure area 118. But for

reasons that involve RF antenna beam width, a conventional ACS may still respond by

"reading" the wearable authentication device. Consequently, when an individual walks along

a corridor having a plurality of secure areas arranged in a manner similar to that shown in

FIG. 1, a conventional ACS may grant access to each secure area 118 along the corridor as

the individual walks by each doorway. This presents a serious security risk because it creates

the possibility that an unauthorized person walking nearby could inadvertently be allowed

access to the secure area.

[0024] Accordingly, there is illustrated in FIG. 1 an exemplary architecture for a novel

ACS 100 which can overcome certain drawbacks of the prior art. The ACS 100 is generally

configured to manage the entrance and/or exit of people through at least one secure area 118.

In this regard, each secure area is entered and exited via an access point, such as a doorway

102. An entrance reader 108 is disposed on a front surface of a structure (e.g. a structural

wall) located adjacent to the access point 102. For example, the entrance reader 108 can be

disposed on a front sidewall surface 130 of a structural wall 132 located adjacent to the

doorway 102. If an exit reader is provided, the exit reader 106 is also disposed on a surface

of a structure (e.g. a structural wall) located adjacent to the access point 102. For example,

an exit reader 106 can be disposed on a back sidewall surface (not shown in FIG. 1) of a

structural wall 134 located adjacent to the doorway 102. The readers 106, 108 can be



communicatively coupled to a Data Processing System ("DPS") 112 via a network (e.g., an

Intranet and/or an Internet).

[0025] The DPS 112 can be located in the same facility as the reader 108 or in a different

facility remote from the facility in which the reader 108 is disposed. As such, a network 110

can comprise an Intranet and/or the Internet. Additionally, each exit and/or entrance to a

restricted area in each facility of an entity may have access control readers (not shown)

similar to entrance and exit readers 106, 108 disposed thereat so as to define a distributed

network of access control sensor systems. Such access control readers can also be

communicatively connected to DPS 112 through network 110.

[0026] A wearable access device ("WAD") 114 is assigned to each individual authorized

for accessing restricted areas, such as secure area 118. The WAD 114 comprises a wearable

communications device that can be worn by the person 116 to which it is assigned. As shown

in FIG. 1, WAD 114 comprises badge or security card with access control circuitry (not

shown in FIG. 1). In some embodiments, the WAD 114 can include a suitable attachment

mechanism (not shown in FIG. 1) such as a clip or a lanyard to facilitate attachment of the

WAD to the individual to which it has been assigned. Further, although the WAD 114 can be

configured as a badge or security card, it should be appreciated that the invention is not

limited in this regard. The WAD 114 can be optionally be integrated in any other type of

wearable item, such as a necklace, hat or clip-on item which can be worn on a person or on a

person's clothing. In all scenarios, the WAD 114 facilitates the entrance and/or exit of the

authorized person through the secure area 118.

[0027] A schematic illustration of an exemplary architecture for the sensor circuitry of

WAD 114 is provided in FIG. 2 . As illustrated therein, the WAD 114 can include an optical

communicator module (OCM) 202 electronically coupled to associated transponder circuitry

212. Each of these components will be described below in greater detail.

[0028] The OCM 202 will comprise an optical receiving element 203a and a lamp 203b.

The OCM 202 can optionally include beamforming elements 201a, 201b to control received

light 216 which has been received by the optical receiving element 203a or transmitted light

218 which has been emitted by lamp 203b. For example, the beamforming elements can

control a range of azimuth angles which define an optical beam width or gain pattern of the

OCM 202. Since separate beamforming elements can be utilized for receive and transmit



operations, the receive and transmit patterns can be different. The beamforming elements can

include any suitable optical components which are now known or known in the future to

facilitate control gain pattern for light which is received by the optical receiving element

203a and/or optical beam transmitted by the lamp 203b. In FIG. 2, the beamforming

elements are shown in the form of a lens, but it should be understood that a beamforming

element as described herein can also include a reflector. The beamforming element can be

arranged to function alone or in conjunction with the lens.

[0029] According to one aspect, the optical receiving element 203a can be a solid state

photodiode which shows a suitable response to light in a wavelength region corresponding to

the operation of the WAD 114 as hereinafter described. For example, the photodiode

selected for this purpose can be responsive to light in a visible wavelength region or an

invisible wavelength region. According to one aspect, the OCM 202 can include one or

more optical filters 230 which can selectively filter incoming light to exclude certain optical

wavelengths. The lamp 203b can be comprised of a solid state light emitting device (LED).

[0030] The OCM 202 is advantageously arranged on the WAD 114 to receive and

transmit photonic energy in a direction away from the person's body when the WAD 114 is

being worn by an individual. The OCM 202 is coupled to transponder circuitry 212 which

implements an access control method as described herein. The transponder circuitry 212

includes, but is not limited to electronic circuitry to facilitate a wireless optical

communication link in accordance with a bidirectional optical communication protocol

("BOCP"). As such, the transponder circuitry 212 can include an optical transceiver 204, a

controller 206 and a memory device 208. The transponder circuitry can also optionally

include a data interface 260 which can be used for programming the WAD 114 and/or to

facilitate storing therein certain data as hereinafter described. The WAD 114 can further

include one or more of a battery 223, an energy harvesting circuit 220, and an energy storage

device 222.

[0031] The OCM 202 is electronically coupled to the optical transceiver 204. The

optical transceiver includes receiver circuitry (not shown) configured to facilitate the BOCP

by processing and detecting electronic signals generated by the optical receiving element

203a in response to received optical energy. The optical transceiver 204 also includes lamp

drive circuitry (not shown) to selectively control the operation of the lamp 203b in response

to digital data signals (e.g. digital data signals received from the controller 206).



[0032] In some scenarios, it can be advantageous to include in WAD 114 a second OCM

module which is shown in FIG. 2 as OCM 202'. The OCM 202' can be similar to the OCM

202, but located on an opposing side of the badge or card comprising the WAD 114.

Accordingly, the description above with respect to OCM 202 is sufficient for understanding

OCM 202'. If included, the purpose of the OCM 202' is to facilitate optical communications

from either a front face of a security card comprising the WAD 114 or an opposing back face

of the security card. Accordingly, the wireless optical communications described herein can

be carried out regardless of which face of the card is oriented away from the wearer. Control

over which OCM is utilized can be managed by the controller 206 based on information

received from the OCM. For example, such information can include a relative amounts of

optical energy associated with optical signals received from each OCM.

[0033] Controller 206 is comprised of a suitable microcontroller, processor (e.g. a

microprocessor) or other type of control circuitry to control the operations of the transponder

circuitry 212. Accordingly, the controller 206 can process digital data signals received from

optical transceiver 204 as a result of BOCP receiving operations. In response, the controller

206 can generate digital data signals to be communicated using optical transceiver 204 in

accordance with the BOCP transmit operations. As part of such receive and transmit

operations, the controller 206 can access certain data as hereinafter described which is

contained in the memory device 208. Memory device 208 can also include instructions (e.g.,

computer software and/or firmware) for controlling the operation of controller 206 whereby

the access control processes and methods described herein can be carried out. Controller 206

also controls communications to DPS 112 through network 110 by utilizing network interface

260.

[0034] The WAD 114 can also include an indicator lamp module 262 which includes one

or more indicator lamps and associated lamp drive circuitry. The indicator lamp module is

under the control of the controller 206 and can be used to indicate certain conditions

associated with access control operations as described below. For example, the indicator

lamp module can include an indicator lamp (e.g. an LED) to visibly indicate whether or not a

user has been granted access to a secured area. According to one aspect the indicator lamp

module can include two different color lamps (e.g. red and green). The green lamp can be

illuminated when the user has received proper access authorization and the red lamp can be

illuminated when the user has not received proper access authorization. This feature can



facilitate clearly singling out to security personnel those users who are not authorized to enter

a secured area.

[0035] According to one aspect, the BOCP can comprise a wireless optical

communication protocol which is sometimes referred to as Light Fidelity ("LiFi"). As is

known, LiFi is a bidirectional optical communication protocol that facilitates high speed and

fully networked wireless communication using a wavelength region comprising visible, infra

red, and/or near ultraviolet light. Accordingly, the transponder circuitry 212 can facilitate

communication of a unique identifier 210 to the reader 108 using a BOCP reply signal. The

BOCP reply signal is generated by the controller 206 in response to BOCP interrogation

signals sent from reader 108. The unique identifier 210 is then used by the reader 108 and/or

DPS 112 to automatically identify the person 116 which is in proximity to the access point

102 and/or determine whether the person is authorized to access the restricted area. In some

scenarios, the BOCP reply signal can also include certain biometric information (e.g. facial

image data, iris scan data or other biometric data) associated with the person to whom the

WAD 114 is assigned.

[0036] As shown in FIG. 2, the WAD 114 advantageously includes a battery 223 or other

suitable power source to power the access control circuitry associated with the sensor as

hereinafter described. The battery can comprise the sole power source for the WAD 114 but

in many scenarios it is advantageous to also includes an energy harvesting circuit 220 for

deriving energy from an external source to power other electronic components 204, 206, 208,

260 internal to WAD 114. According to one aspect, the energy harvesting circuit can be

configured to harvest energy which is present within the surrounding environment from

equipment disposed at an access point of a restricted area. In some scenarios, the energy

harvesting circuit can be configured to harvest photonic energy (light). The photonic energy

used for this purpose can have a frequency chosen so that it is invisible to humans, although

the invention is not limited in this regard. In other scenarios, the energy can be collected

from an electromagnetic field emitted within a surrounding environment from field

generators 120, 122 disposed at an access point of a restricted area. The energy collected by

the energy harvesting circuit 220 is stored in an energy storage device 222 (e.g., a capacitor)

for later use in electronic components 204, 206, 208, 260. The energy storage device 222

accumulates charge as it is carried from one access point to another access point within a

facility. Alternatively, the energy from the energy harvesting circuit can be stored in the



battery 223 which powers other electronic components 204, 206, 208, 260 internal to WAD

114. In scenarios where energy storage device 222 does not provide sufficient energy

required to power the circuits associated with the WAD, the battery 223 can provide a

supplemental source of energy.

[0037] Referring now to FIGs. 3A and 3B there is shown front 301 and rear 302 of an

exemplary WAD 114 in the form of a security card which can be attached to the clothing of a

person 116. It can be observed in FIGs. 3A and 3B that the WAD can include an OCM

module 202 on the front side 301. A second OCM module 202' is optionally included on the

rear side 302 of the security card. FIG. 3 also illustrates how at least one indicator lamp 304

associated with an indicator lamp module (e.g., indicator lamp module 262 as shown in FIG.

2) can be provided so that it is visible externally on the WAD 114.

[0038] Referring now to FIG. 4, there is provided an exemplary block diagram showing

certain details of an entrance reader 108. The exit reader 106 can have a similar

configuration to that of the entrance reader 108. Accordingly, the description provided below

is also sufficient for understanding the exit reader 106.

[0039] As shown in FIG. 4, entrance reader 108 can include an OCM 402 coupled to

interrogator circuitry 412. The OCM 402 can be similar to the OCM 202 insofar as it

includes an optical receiving element 403a and a lamp 403b. The OCM 402 can also include

beamforming elements 401a, 401b to control a beam of received light 416 which has been

received by the optical receiving element 403a or a beam of transmitted light 418 which has

been emitted by lamp 403b. For example, the beamforming elements can control a range of

azimuth angles which define an optical beam width or gain pattern of the OCM 402. Since

separate beamforming elements can be utilized for receive and transmit operations, the

receive and transmit patterns can be different. Since the entrance reader 108 will usually be

mounted in a stationary configuration, the various components of the OCM 402 can be larger

and more substantial compared to the corresponding elements which are provided in the

WAD 114 (which must be carried by a user). Accordingly, the optical receiving element

403a, lamp 403b and beamforming elements 401a, 401b can be of a different configuration

as compared to that utilized in the WAD 114.

[0040] According to one aspect, the OCM 402 can include one or more optical filters 430

which can selectively filter incoming light to exclude certain optical wavelengths. The



optical filters can be used to ensure that the OCM 402 only processes optical signals of

certain wavelengths (e.g. optical wavelengths transmitted by the WAD 114). Using optical

filters at either the reader or the WAD or both, the system described herein can wirelessly

communicate with the WAD or any other wearable authentication device, at different

frequencies or wavelengths using optical filters at either the reader or the badge. For

example, the reader could transmit to the badge at 480nm (blue wavelength) and receive from

the badge at 560nm (green wavelength) or 680nm (red wavelength) to detect unauthorized

users. This can enhance the seamless, reliable and interference free communications between

the reader and the wearable(s).

[0041] The reader 108 can be powered by a suitable battery (not shown). However, since

the reader 108 is a stationary unit mounted to what will usually be a fixed location, it can be

more advantageous to power the reader directly from wiring associated with a building

structure in which the secure areas 118 is located. In some scenarios, the reader 108 can use

a battery as a back-up power source in the event of a power outage.

[0042] In some embodiments, the reader 108 can further include a video camera 424

which records images of persons approaching the reader. The output of the video camera can

be communicated to a video buffer where it can be accessed by the controller 406 for

purposes which are described below in further detail. In some scenarios, the controller 406

may store video data collected by the video camera in memory 408. In some scenarios, the

video camera 424 can be used to also perform the functions associated with the optical

receiving element 403a as hereinafter described.

[0043] The interrogator circuitry 412 implements an access control method as described

herein. The interrogator circuitry 412 includes, but is not limited to electronic circuitry to

facilitate a wireless optical communication session in accordance with a BOCP as described

above. As such, the interrogator circuitry 412 can include an optical transceiver 404, a

controller 406, a memory device 408, and a network data interface 460. The optical

transceiver 404 is electronically coupled to the OCM 402.

[0044] The optical transceiver includes receiver circuitry (not shown) configured to

facilitate the BOCP by processing and detecting electronic signals generated by the optical

receiving element 403a in response to received optical energy. The optical transceiver 404

can also include lamp drive circuitry (not shown) to selectively control the operation of the



lamp 203b in response to digital data signals (e.g. digital data signals received from the

controller 406).

[0045] Controller 406 is comprised of a suitable microcontroller, processor (e.g. a

microprocessor) or other type of control circuitry to control the operations of the interrogator

circuitry 412. Accordingly, the controller 406 can control optical transceiver 404 to generate

certain BOCP interrogation signals directed at the WAD 114 to cause the WAD to transmit

its unique identifier 210. In some embodiments described herein, the interrogation signal can

also cause the WAD 114 to transmit biometric data 214. In some scenarios, the controller

406 can also be configured to cause optical transceiver 404 to generate additional command

and control signals directed to the WAD 114 as hereinafter described.

[0046] The controller 406 can process digital data signals received from optical

transceiver 404 as a result of BOCP receiving operations. As part of such receive operations,

the controller 406 can access certain data to facilitate access control operations. This data can

be at least partially contained in the memory device 408. For example, the controller 406 can

compare a unique identifier 210 received from the WAD 114 to information contained in

unique identifier database 410 to determine whether a person carrying the WAD 114 is

permitted to have access to the secure area 118. If the WAD 114 has provided biometric

information to the reader 108, then the controller 406 can also access the biometric

information database 414 to evaluate whether certain biometric information which is

collected at the reader. Memory device 408 can also include instructions (e.g., computer

software and/or firmware) for controlling the operation of controller 406 whereby the access

control processes and methods described herein can be carried out.

[0047] Controller 406 advantageously controls communications to DPS 112 through

network 110 by utilizing network interface 460. The controller 406 can use the interface to

report security violations, operational status, traffic count information and so on to DPS 112.

The controller 406 can also be used to receive messages, data and other communication (e.g.

authentication command and control messages) from DPS 112.

[0048] In some embodiments, the one or both of the unique identifier database 410 and

the biometric information database can optionally be stored in a data storage device 113

associated with the DPS 112. The storage of this information in data storage device 113 can

be in addition or an alternative to the storage of such data in memory 408 of the entrance



reader 108. In such embodiments, the entrance reader 108 can communicate unique

identifier information and/or biometric data to the DPS 112. The DPS 112 can then compare

such information to information contained in the data storage device 113 to determine

whether a person carrying a particular WAD 114 should be granted access to the secure area

118. Based on such evaluation, the DPS 112 then communicates access control information

to the controller 406 through the network interface 460. The communication can include the

results of such evaluation and/or whether the person is to be permitted access.

[0049] Referring now to FIG. 5, there is shown a drawing that is useful for understanding

certain advantages of the various embodiments described herein. In FIG. 5 there is

schematically illustrated a secured area 518 which is accessed through a doorway 502. One

or more entrance readers 528, 530 control access to the secured area 518 by performing a

BOCP interaction with users 511, 512, 513, 514 carrying WADs (not shown in FIG. 5). For

purposes of this description it should be assumed that each WAD is attached to a front of a

user's body so it faces outwardly in their direction of their forward travel as indicated by

arrows 531, 532, 533 and 534.

[0050] Beam width of light sources and field of view of optical sensors can be tightly

controlled. Received signals that are not within a field of view of an optical sensor will not

be received (or will be received at very low signal strength). Accordingly, a WAD 114 as

described herein can be made to be very selective with regard to those directions from which

it will respond to optical signals. Likewise, an access control reader can be made to be very

selective with regard to those directions from which it will respond to transmitted optical

signals. This feature can be used to prevent an access control reader from interacting with

users who are walking in a direction parallel to an entryway (e.g. doorway 502) of an access

controlled area 518.

[0051] Referring once again to FIG. 5, it can be observed that users 512, 513 walking

toward reader 528 in directions 532, 533 are within a predetermined range of azimuth angles

defined by an optical beam 510 of the reader. Accordingly, a WAD which is worn on the

front side of each user 512, 513 will detect a relatively strong optical interrogation signal

from the reader 528 and will respond to same. Conversely a WAD worn by a user 511 who is

also within the optical beam 510 but facing away from the reader 528 will not receive

interrogation signals from the reader 528 (or will receive them only at very low amplitude

levels). Similarly, a WAD worn on the front of a user 514 walking orthogonally to the



boresight direction 536 of the beam 510 will not receive any optical signals from the reader

528 (or will receive signals at a relatively low signal strength level) and will therefore not

respond to interrogation signals.

[0052] A WAD attached to a user walking directly toward the reader 528 would receive a

stronger optical signal from the reader as compared to a user walking away from the reader.

Similarly, a WAD attached to a user who is walking toward the reader would receive a much

stronger optical signal from the reader as compared to the case where a user is walking

transversely to a boresight direction of a reader optical beam. This difference in received

signal strength is used to differentiate when a request for access is being made by a user. A

WAD attached to a user walking away from a reader 528 or orthogonal to a boresight

direction 536 of the reader optical beam would receive an interrogation signal from the reader

at a relatively low signal level (if at all). In such a scenario, the WAD would not detect the

interrogation signal (or would not respond to interrogation signals due to their low signal

strength level). Accordingly, the WAD would not begin access negotiations with the reader

and would not trigger inadvertent opening or unlocking of the doorway.

[0053] But in the event that the WAD did respond to such interrogation signals, then its

own transmitted optical beam would generally be directed away from (or orthogonal to) the

boresight direction 536 of the reader 528. Consequently, the WAD reply signal would not be

received by the reader (or would be received at a low signal strength level and on that basis

would be discarded or ignored by the reader). Accordingly, the arrangement described herein

can minimize the possibility that persons other than those walking toward the doorway 502

will engage in a BOCP interrogation/response session with the reader 528.

[0054] Referring now to FIG. 6, there is provided a flow diagram of an exemplary

method 600 for controlling access to a restricted area. As shown in FIG. 6, method 600

begins with step 602 and continues with step 604 where an interrogation signal is transmitted

from a reader (e.g., reader 108 of FIG. 1) which is associated with an ACS (e.g., ACS 100 of

FIG. 1). The interrogation signal is transmitted (e.g. periodically transmitted) using a

wireless optical signal transmission method (i.e., BOCP). In response to the interrogation

signal, a reply signal may be transmitted in accordance with the BOCP from a WAD (e.g.,

WAD 114 of FIGs. 1-3). The operation of the WAD 114 is described below in greater detail

with respect to FIG. 7 . In general, however, a reply signal may be transmitted if the WAD

114 is within a beam width of a reader optical beam used to transmit the interrogation signal



and the WAD is moving in a direction toward the reader (e.g. direction 124 in FIG. 1 and

directions 532, 533 in FIG. 5).

[0055] The BOCP reply signal transmitted from the WAD comprises at least a unique

identifier (e.g., unique identifier 210 of FIG. 2). The unique identifier will generally be a

predefined value which is associated with the person to whom the WAD 114 has been

assigned. In some embodiments the BOCP reply signal will also include biometric data 214

corresponding to the person 116 to whom the WAD 114 has been assigned. For example, in

some embodiments, the biometric data comprises image data (e.g. facial image data or iris

scan data) suitable to facilitate a biometric recognition comparison relative to stored data.

Notably, the high data rate associated with a BOCP as described herein is a key facilitator of

the high speed data transfer as between the WAD 114 to the reader 108. It should be noted

that transfers of certain types of biometric data, such image data, would not be practical using

conventional methods for communicating in this context. For example, practical data rate

limitations associated with an RF based Short Range Communication ("SRC") protocol

dictate that it is insufficient for this purpose.

[0056] In step 608, the BOCP reply signal (if transmitted by the WAD) will be received

at an optical receiving element (e.g., optical receiving element 403a) associated with reader

108 of FIG. 1, provided that the receiving element is within a beam width of the optical beam

transmitted by the WAD. If a reply signal from the WAD is received at the reader, actions

are performed by the reader to obtain a received signal strength indication ("RSSI")

measurement data. The RSSI measurement data will specifying the power present in the

BOCP reply signal over a given period of time, as shown by step 610.

[0057] In step 612 the RSSI measurement data is used by the reader to determine if the

signal strength of the reply message corresponds to the RSSI that would be expected from a

WAD worn by a person who is approaching the reader (e.g. in a direction 124 as shown in

FIG. 1 or directions 532, 533 shown in FIG. 5) within a predetermined distance and

predetermined range of azimuth angles 538 relative to a reader boresight direction (e.g.

boresight direction 140 in FIG. 1 or 536 shown in FIG. 5). This boresight direction will

usually be aligned orthogonally to a plane defined by the doorway to the secure area.

However, the invention is not limited in this regard and the boresight direction can vary

somewhat depending on the particular reader installation and doorway configuration. The

range of azimuth angles 142 referenced herein will generally correspond to beam width of the



optical beam that is used to transmit the interrogation signal. Notably, the determination

made in step 612 can alternatively be performed by a DPS (e.g., DPS 112 of FIG. 1). In this

case, method 600 can be amended accordingly. Such changes are understood by persons

skilled in the art.

[0058] If the signal strength of the BOCP reply signal does not exceed a predetermined

threshold [612:NO], then step 614 is performed where first information is generated

indicating that the WAD is traveling away from or transverse to the reader. At this point the

processing can end (or continue with other processing in step 626). In some embodiments the

first information and the unique identifier information can also be logged (e.g., in the reader

memory 408 or in the data store 113 associated with DPS 112). In contrast, if the signal

strength of the BOCP reply signal does exceed a predetermined threshold [612:YES], then

step 616 is performed where second information is generated indicating that the WAD is

traveling in approaching in a direction toward the reader within the reader beam width (i.e.,

within a predetermined range of azimuth values relative to reader boresight).

[0059] Upon completing step 616, the method 600 continues with step 618. Step 618

involves performing access control actions to determine whether the credentials (unique

identifier and/or biometric data) communicated by the WAD are adequate to permit access to

the secure area. This step can be performed in the reader (e.g., reader 108) or in the data

processing system (e.g. data processing system 112). In some embodiments, this step can

involve a simple comparison of unique identifier value received from the WAD with a set of

stored values contained in a unique identifier database (e.g. unique identifier database 410).

However, as a further security measure it is advantageous to also compare biometric

information received from the WAD with biometric data with biometric data captured at the

reader. For example, a biometric scanner such as video camera 424 can capture biometric

information such as facial recognition data (or iris scan data). This captured biometric data

can be compared to the biometric data (e.g. biometric data 214) communicated from the

WAD to the reader. This comparison can be used to determine whether the person who is

carrying the WAD is the same person to whom the WAD was originally assigned. In some

embodiments, the biometric data can also be compared to biometric information contained in

a biometric information database (e.g. biometric information database 414). This can ensure

that the information contained on the WAD has not been altered so as to change the biometric



information contained therein to correspond with a person other than the person to whom it

was originally assigned.

[0060] Thereafter, the process continues to optional step 620 which involves utilizing the

BOCP optical data link to communicate at least a third information from the reader to the

WAD based on the determination in step 618. This third information can comprise any

control signal or data which is deemed useful for an access control process as described

herein. For example, in some embodiments, the third information can comprise an

instruction to illuminate a lamp associated with the WAD (e.g. a lamp associated with

indicator lamp module 262). A red lamp could indicate that a security violation has occurred

and the person is not permitted to access a secure area. A green lamp could indicate that no

security violation has occurred and the person is authorized to be in the secure area. This

feature can facilitate quick visual identification of security violations by security personnel.

According to another aspect, the third information can include access control data such as

security violations associated with the particular WAD. The security violation can be

accessed from the WAD at a later date and/or can be used to disable the WAD from further

use as a result of such violation.

[0061] The process continues in step 622 in which the reader optionally communicates

certain information from the reader to the DPS. For example, the information can include the

unique identifier; a time stamp; the first information; the second information; and/or the third

information. If step 618 is performed at the DPS rather than at the reader, then this step may

not be necessary as the DPS will already have access to such information. In that case, the

DPS may instead communicate to the reader the results of the access control determination

performed in step 618.

[0062] In step 624, the process continues by the ACS performing operations to control

whether or not the person carrying the WAD is granted access to the secure area based on the

determination in step 618. These operations can be performed by processing elements

located at the reader, the DPS or a combination of the two. Step 624 can involve various

ACS functions such as electronically unlatching a door, disabling a security system, and/or

automatically controlling the opening or closing of a door. Thereafter step 626 is performed

where method 600 ends or other processing is performed.



[0063] The operations of the WAD will be described in further detail with respect to the

flowchart shown in FIG. 7 . The method 700 begins with step 702 and continues with step

704 where the WAD utilizes an optical detector to receive an interrogation signal from a

reader (e.g., reader 108 of FIG. 1) which is associated with an ACS (e.g., ACS 100 of FIG.

1). The BOCP interrogation signal will be received at an optical receiving element (e.g.,

optical receiving element 203a) associated with the WAD, provided that the receiving

element is within a beam width of the optical beam transmitted by the reader. If the

interrogation signal is received at the WAD, actions can be performed by the WAD to obtain

a received signal strength indication ("RSSI") measurement data. The RSSI measurement

data will specify the power present in the BOCP interrogation signal over a given period of

time, as shown by step 706.

[0064] In step 708 the RSSI measurement data is used by the WAD to determine if the

signal strength of the interrogation message corresponds to the RSSI that would be expected

from a reader when a person is approaching the reader (e.g. in a direction 124 as shown in

FIG. 1 or directions 532, 533 shown in FIG. 5). The threshold value can be set to correspond

to an RSSI which would be expected for a reader within a predetermined distance and

predetermined range of azimuth angles (e.g. azimuth angle 308 in FIG. 3A) relative to a

WAD boresight direction (e.g. boresight direction 306 in FIG. 3A). This boresight direction

will usually be aligned witht the forward facing direction of a person wearing the WAD.

However, the invention is not limited in this regard and the boresight direction can vary

somewhat depending on the particular user attachment location and method.

[0065] If the signal strength of the BOCP interrogation signal does not exceed a

predetermined threshold [708:NO], then the WAD can ignore the interrogation signal as

indicated in step 710. In such scenarios, it can be assumed that the WAD is too far from the

reader, traveling away from the reader or is traveling transverse to the reader. At this point

the processing can end (or continue with other processing in step 724). In contrast, if the

signal strength of the BOCP interrogation signal does exceed a predetermined threshold

[708:YES], then step 712 is performed in which the WAD selectively transmits a reply signal

using the BOCP, where the reply signal includes at least a unique identifier (e.g. unique

identifier 210). In some embodiments, the WAD can also transmit biometric data (e.g.

biometric data 214).



[0066] In optional step 714, the WAD can use its optical detector to receive a BOCP

control signal from the reader. This control signal would correspond to the third information

described above with respect to step 620. Thereafter in step 716 a determination is made as

to whether the BOCP control signal contains address information indicating that the third

information is addressed to the WAD. If not [716: NO] then the control signal can be

ignored. However, if the control signal is addressed to the WAD [716: YES] then the WAD

will perform operations in accordance with the control signal. These operations can include

illuminating a lamp associated with the WAD (e.g. a lamp associated with indicator lamp

module 262). Alternatively, these operations can include writing memory 208 access control

data such as security violations associated with the particular WAD. The security violation

can be accessed from the WAD at a later date and/or can be used to disable the WAD from

further use as a result of such violation. In step 722, the control signal received in step 714

can be optionally acknowledged to confirm for the reader that the third information has been

received and acted upon by the WAD. Thereafter step 724 is performed where method 700

ends or other processing is performed.

[0067] All of the apparatus, methods, and algorithms disclosed and claimed herein can be

made and executed without undue experimentation in light of the present disclosure. While

the invention has been described in terms of preferred embodiments, it will be apparent to

those having ordinary skill in the art that variations may be applied to the apparatus, methods

and sequence of steps of the method without departing from the concept, spirit and scope of

the invention. More specifically, it will be apparent that certain components may be added

to, combined with, or substituted for the components described herein while the same or

similar results would be achieved. All such similar substitutes and modifications apparent to

those having ordinary skill in the art are deemed to be within the spirit, scope and concept of

the invention as defined.

[0068] The features and functions disclosed above, as well as alternatives, may be

combined into many other different systems or applications. Various presently unforeseen or

unanticipated alternatives, modifications, variations or improvements may be made by those

skilled in the art, each of which is also intended to be encompassed by the disclosed

embodiments.



CLAIMS

We claim:

1. A method for controlling access to a restricted area, comprising:

using a wireless optical communication link between a reader associated with an

access control system (ACS) and a wearable access device (WAD) worn by a user to

selectively communicate an interrogation signal directed from the reader to the WAD for

initiating an access control interaction; and

using at least one predetermined optical beam width and a boresight direction of an

optical beam associated with the wireless optical communication link to facilitate a selective

determination as to whether the WAD will respond to the interrogation signal with a reply

signal to continue with the access control interaction.

2 . The method according to claim 1, further comprising using the at least one

predetermined optical beam width and boresight direction of the optical beam associated with

the wireless optical communication link to facilitate a selective determination as to whether

the reader will continue with the access control interaction after receiving the reply signal.

3 . The method according to claim 1, wherein the wireless optical communication link is

implemented using a high data rate bidirectional optical communication protocol (BOCP) to

communicate digital data.

4 . The method according to claim 1, wherein the BOCP is implemented in accordance

with a Light Fidelity (LiFi) optical communication standard.

5 . The method according to claim 1, wherein the predetermined optical beam width and

boresight direction of the optical beam corresponds to at least one of an optical beam

transmitted from the reader and an optical beam transmitted from the WAD.

6 . The method according to claim 1, wherein the predetermined optical beam width and

boresight direction of the optical beam corresponds to at least one of an optical receiving

pattern of the reader, and an optical receiving pattern of the WAD.

7 . The method according to claim 1, further comprising using a received signal strength

indicator (RSSI) measurement of the interrogation signal at the WAD to determine whether



the WAD will respond to the interrogation signal to continue with the access control

interaction.

8 . The method according to claim 1, further comprising using a received signal strength

indicator (RSSI) measured for the reply signal sent by the WAD to the reader in response to

the interrogation signal to determine whether the reader will continue with the access control

interaction after receiving from the reply signal.

9 . The method according to claim 1, wherein the reply signal includes at least one of a

unique identifier corresponding to the WAD and a first biometric data associated with the

user.

10. The method according to claim 9, wherein the first biometric data is comprised of

image data.

11. The method according to claim 10, wherein the first biometric data is selected from

the group consisting of facial image data and iris image data.

12. The method according to claim 9, wherein the reader includes at least one biometric

scanning device which captures a second biometric data associated with the user, and wherein

the method further comprises comparing the first biometric data to the second biometric data

to determine whether the card is assigned to the user.

13. The method according to claim 12, wherein the biometric scanning device is a video

camera.

14. The method according to claim 1, further comprising selectively controlling access

control interactions between the reader and at least one said WAD by utilizing a wavelength

division method to perform the wireless optical communication link.

15. The method according to claim 14, further comprising using at least one optical filter

to selectively limit detection of certain wireless optical communications.

16. The method according to claim 1, wherein the optical communication link is

implemented using an optical wavelength corresponding to at least one of a visible and an

infrared wavelength range.



17. The method according to claim 1, wherein the optical communication link is

implemented using a first optical wavelength for the interrogation signal, and a second optical

wavelength for a reply to the interrogation signal generated by the WAD, and the first and

second optical wavelengths are different.

18. The method according to claim 1, wherein the WAD is comprised of a planar security

card and an optical detector is included on each of two opposing sides of the security card to

facilitate operation of the WAD in two opposing orientations when worn by a user.

19. The method according to claim 1, wherein the access control interaction further

comprises at least one data message optically communicated from the reader to the WAD

following the reply signal.

20. The method according to claim 19, wherein the WAD is responsive to the at least one

data message to perform at least one function at the WAD.

2 1. The method according to claim 20, wherein the at least one function is selected from

the group consisting of illuminating a lamp, writing data to a memory location in the WAD

22. A system for controlling access to a restricted area, comprising:

a reader unit which is disposed at a portal to a controlled access area; and

a wearable access device (WAD) which is worn by a user;

the reader and the WAD configured to implement a wireless optical communication

link using a high data rate bidirectional optical communication protocol (BOCP) to

communicate digital data;

wherein said WAD is configured to receive an interrogation signal from the reader for

initiating an access control interaction; and

wherein at least one of the reader and the WAD uses a predetermined optical beam

width and a boresight direction of an optical beam associated with the wireless optical

communication link to facilitate a selective determination as to whether the WAD will

respond to the interrogation signal with a reply signal to continue with the access control

interaction.
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