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(57) ABSTRACT 

A technique for attesting a plurality of data processing sys 
tems. The method includes: configuring a chain of data pro 
cessing systems wherein a first data processing system is 
responsible for retrieving attestation data associated with a 
second data processing system; sending a request for attesta 
tion of the first data processing system; in response to receiv 
ing the request, retrieving a list of associated one or more 
children, wherein the one or more children comprise the 
second data processing system; retrieving and storing attes 
tation data associated with each child; retrieving and storing 
attestation data associated with the first data processing sys 
tem; and sending to the requester a concatenated response 
containing the attestation data associated with the first and 
second data processing systems, such that the attestation data 
associated with the first and second data processing systems 
can be used to attest the first and second data processing 
systems, respectively. 
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METHOD FOR ATTESTING A PLURALITY 
OF DATA PROCESSING SYSTEMS 

BACKGROUND 

0001 1. Field 
0002 The present invention relates to a method for attest 
ing a plurality of data processing systems. 
0003 2. Description of the Related Art 
0004 Trusted boot is a process for booting and establish 
ing a chain of trust in a computing system. With reference to 
the environment (100) of FIG. 1, for example, a system 
administrator takes delivery of a server (a managed system 
(120)) and proceeds to install system software. The managed 
system (120) comprises a secure device (125), e.g. a TPM 
(Trusted Platform Module). Once the system (120) is config 
ured and booting, each component (hardware and/or soft 
ware) of the managed system (120) cryptographically mea 
sures another component and can “extend’ (but not directly 
write to) a measurement value into a Platform Configuration 
Register (PCR) of the TPM (125). Each component is also 
operable to access an event log in order to write data associ 
ated with the measurement of a component into an entry 
associated with the event log. 
0005. The measurements can be remotely attested by a 
managing system (105) which has a database (115) to store 
expected attestation values for components of each managed 
system. The values would typically be stored along with some 
metadata describing what the values mean. The managing 
system (105) comprises a TPM emulator (110) for e.g., com 
paring the measurements with the values. If there is no match 
between the measurements and the values, typically, the man 
aging system (105) further has to compare the measurements 
against a (large) list (e.g., a reference manifest) of measure 
ment values provided by manufacturers of components. Typi 
cally, a reference manifest comprises a large number of mea 
Surement values associated with each component of a 
managed system (200) and these measurement values can be 
taken to be “trusted’. 

0006. The remote attestation process itself may be initi 
ated by either the managing or managed system. 
0007 Changes to the managed system (120) can be 
detected by subsequent trusted boot and remote attestation 
processes. 

0008. The above processes are described, for example, in 
section 4 of the Trusted Computing Group (TCG) Specifica 
tion Architecture Overview: Specification; Revision 1.4; 2 
Aug. 2007 and section 2 of the TCG Infrastructure Working 
group Architecture Part II—Integrity Management; Specifi 
cation Version 1.0: Revision 1.0; 17 Nov. 2006. 
0009. As described above, attestation is currently con 
cerned with verifying a single machine, be it a physical 
machine with a real TPM or a virtual machine (VM) with a 
virtual TPM. This is a reasonable approach for owners of 
individual machines but typically, an end-user or corporation 
may deal in a granularity much larger than a single machine. 
For example a large corporation may wish to attest each of its 
VMs on a particular physical machine, or each of its VMs 
within a particular machine pool or each of its physical 
machines at a particular site. Similarly, datacenter owners 
may care about the integrity of their entire datacenter (and 
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possibly Sub-clusters within it). Instead of single machines, 
an entity may be concerned with tens, hundreds or even 
thousands of machines. 

SUMMARY 

0010. According to a first aspect, there is provided a 
method for attesting a plurality of data processing systems, 
comprising the steps of configuring a chain of data process 
ing systems wherein a first data processing system is respon 
sible for retrieving attestation data associated with a second 
data processing system; sending a request for attestation of 
the first data processing system; in response to receiving the 
request, retrieving, by the first data processing system, a list of 
associated one or more children, wherein the one or more 
children comprise the second data processing system; retriev 
ing and storing, by the first data processing system, attestation 
data associated with the each child; retrieving and storing, by 
the first data processing system, attestation data associated 
with the first data processing system; and sending to the 
requester, by the first data processing system, a concatenated 
response containing the attestation data associated with the 
first and second data processing systems, such that the attes 
tation data associated with the first and second data process 
ing systems can be used to attest the first and second data 
processing systems respectively. 
0011. According to a second aspect, there is provided an 
apparatus for attesting a plurality of data processing systems, 
comprising: means for configuring a chain of data processing 
systems whereina first data processing system is configurable 
to be responsible for retrieving attestation data associated 
with a second data processing system; means for sending a 
request for attestation of the first data processing system; 
means, in response to receipt of the request, for retrieving, by 
the first data processing system, a list of associated one or 
more children, wherein the one or more children comprise the 
second data processing system; means for retrieving and stor 
ing, by the first data processing system, attestation data asso 
ciated with the each child; means for retrieving and storing, 
by the first data processing system, attestation data associated 
with the first data processing system; and means for sending 
to the requester, by the first data processing system, a concat 
enated response containing the attestation data associated 
with the first and second data processing systems, such that 
the attestation data associated with the first and second data 
processing systems can be used to attest the first and second 
data processing systems respectively. 
0012. According to a third aspect, there is provided a com 
puter program comprising computer program code stored on 
a computer readable medium to, when loaded into a computer 
system and executed thereon, cause said computer system to 
perform all the steps of a method according to the method 
described above. 

0013 The present invention provides a mechanism in 
which the status of individual datacenter components can be 
obtained and coalesced such that e.g., an attestation result 
associated with a plurality of machines can be provided. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0014. The present invention will now be described, by way 
of example only, with reference to preferred embodiments 
thereof, as illustrated in the following drawings: 
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0015 FIG. 1 is a block diagram showing a known system 
for carrying out trusted boot and remote attestation processes; 
0016 FIG. 2 is a block diagram showing the components 
of a known managed system; 
0017 FIG. 3 is a block diagram showing a more detailed 
view of a known system for carrying out trusted boot and 
remote attestation processes; 
0018 FIG. 4 is a flow chart showing the operational steps 
involved in a known remote attestation process; 
0019 FIG. 5A is a block diagram showing a physical 
organization of machines within a typical datacenter; 
0020 FIG. 5B is a block diagram showing a logical hier 
archy of the physical organization of FIG. 5A; 
0021 FIGS. 5C and 5D are block diagrams showing func 
tional dependencies associated with components of the data 
center of FIG. 5A; 
0022 FIG. 6 is a flow chart showing the operational steps 
involved in an attestation process according to the preferred 
embodiment; and 
0023 FIG. 7 is a flow chart showing the operational steps 
involved in a sub-process of the attestation of FIG. 6. 

DETAILED DESCRIPTION 

0024. A more detailed explanation of known trusted boot 
and remote attestation processes will now be given. 
0025. With reference to FIG. 2, there is shown a managed 
system (200) in more detail. During a trusted boot process, 
each component of the managed system (200) cryptographi 
cally measures (e.g., using Secure Hash Algorithm (SHA) to 
create a hash of information Such as a Software file; a model; 
make; serial number of a component etc. in order to create a 
measurement value) another boot component. 
0026. In an example, a Core Root of Trust for Measure 
ment (CRTM) component (220), for example, BIOS, is the 
first piece of code which is given control during boot and must 
be implicitly trusted as it is immutable. The CRTM (220) 
cryptographically measures the next component in the boot 
process (e.g., firmware (215)); Subsequently the firmware 
(215) measures the next component in the boot process (e.g., 
an operating system (210)); and Subsequently the operating 
system (210) measures any user space programs (205) before 
control is transferred to the user space program (205). 
0027. Each component can “extend’ (but not directly 
write to) a measurement value into a Platform Configuration 
Register (PCR) (230) of a TPM (225) before control is trans 
ferred to the measured component. An extend operation com 
prises a cryptographic combination of a current value of the 
PCR (230) and a measurement value it is signed with a 
public/private key pair of the managed system (200) whereby 
the private key is known only to the TPM (225). 
0028. Each component is also operable to access an event 
log (235) in order to write data associated with the measure 
ment of a component (e.g., metadata such as a component 
identifier and an event; and an associated measurement value) 
into an entry associated with the event log (235). 
0029. Note that the CRTM (220) executes in a restricted 
environment where it can not typically access the event log 
(235). Note also that although a user space program (205) is 
operable to use the TPM (225) and the event log (235), it is 
optional as to whether it does so since the user space program 
(205) does not tend to load other software components itself. 
0030. Once the managed system (200) is running, data 
associated with a “chain of trust' can be extracted for inspec 
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tion by a remote system (305) using a remote attestation 
procedure e.g. DAA (Direct Anonymous Attestation) as will 
be described herein. 
0031. With reference to the system (300) of FIG.3, there is 
shown the managed system (200) and associated TPM (225); 
PCRs (230); and event log (235) comprising one or more 
measurement values and associated metadata. An attestation 
process typically involves the managed system (200) sending 
the current PCRs (230) for measured components together 
with the event log (235) to a managing system (305). 
0032. A simplified example of an attestation process per 
formed on the managing system (305) will now be described 
with reference to FIG. 4. 
0033. At step 400, the received current PCRs (230) 
together with the event log (235) are retrieved. At step 405, 
expected attestation values associated with components of the 
managed system (200) are retrieved from a database (325). At 
step 410, an emulator (310) of the managing system (305) 
compares the values of the received PCRs (230) with the 
expected attestation values. It should be understood that a 
number of other components of the managing system (305) 
could execute the comparison logic. 
0034. If a match occurs for each PCR value, the managed 
system (200) is considered to be trusted (step 415) and no 
further work is done. 
0035. If a match does not occur for each PCR value, the 
managing system (305) parses (step 420) the event log (235), 
inspecting each entry in turn to decide whether or not mea 
Surement Value(s) contained in an entry associated with a 
measured component in question is valid. 
0036. If each event log (235) entry appears to be valid 
(positive result to step 425), the managed system (200) is 
considered to be trusted (step 415) and no further work is 
done. 
0037. If the event log entry appears not to be valid (nega 
tive result to step 425), the managed system (200) is not 
considered to be trusted (step 430) preferably, a security 
alert is raised before moving to a "System untrusted exit 
State. 

0038 An example implementation of the above process 
will now be described. 
0039 Typically, manufacturers of components of the man 
aged system (200) provide a (large) list (e.g., a reference 
manifest) of measurement values associated with a compo 
nent—these measurement values can be taken to be “trusted’. 
Further, typically, the trusted boot process is highly determin 
istic and associated events which appear in the event log (235) 
follow a strict pattern. In an example where the CRTM (220) 
measures the firmware (215) which in turn measures the 
operating system (210), the event log (235) typically com 
prises two events, namely, “firmware measured and “oper 
ating system measured. Even if the firmware (215) and/or 
the operating system (210) are changed (e.g., updated), dur 
ing a future boot process, the same two events will occur in the 
same order and only the associated measurement values will 
differ. 
0040. In an example, each measurement value is associ 
ated with the same PCR. In the example, the managing system 
(305) keeps a record indicating that the last time the managed 
system (200) booted, it was using firmware, e.g., having 
version X with a measurement of M1 and an operating sys 
tem, e.g., having version Y with a measurement of M2, where 
M1 and M2 are SHA digests of the firmware boot component 
and operating system boot component, respectively. The two 
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events together with the measurement values, namely, “firm 
ware measured: SHA(M1) and “operating system measured: 
SHA(M2), when extended into a PCR, give a PCR value of 
“Z”. The PCR value of “Z” is recorded as an expected attes 
tation value for the firmware (215) and the operating system 
(210) in the database (325) of the managing system (305). 
0041. During a Subsequent attestation process, the man 
aging system (305) retrieves (step 400) the received current 
PCRs (230) together with the event log (235) and retrieves 
(step 405) the expected attestation values from the database 
(325). 
0042. At step 410, the emulator (310) compares the values 
of the received PCRs with the expected attestation values if 
a match occurs, it is determined (step 415) that the managed 
system (200) is using the expected firmware (215) and oper 
ating system (210). 
0043. If a match does not occur, (i.e., the received PCR 
value is not “Z”), the managing system (305) parses (step 
420) the event log (235) to find associated entries. The man 
aging system (305) compares the first event and measurement 
value, namely, “firmware measured: SHA(M1) with a list of 
trusted values provided by the particular manufacturer of the 
firmware and compares the second event and measurement 
value, namely, “operating system measured: SHA(M2) with 
a list of trusted values provided by the particular manufac 
turer of the operating system. 
0044) If either component has a measurement value which 
the manufacturer has not listed as “trusted’, the managed 
system (200) is assumed (step 430) to be compromised. 
0045. If both components have a measurement value 
which the manufacturer has listed as “trusted’, the managed 
system (200) is assumed (step 415) to be trusted and the 
measurement values can be associated with a new expected 
attestation value(s) that is used during the next attestation 
process of the managed system (200). 
0046. The present invention will now be described with 
reference to FIGS. 5, 6 and 7. 
0047 FIG. 5A is a block diagram showing a physical 
organization of machines within a typical datacenter (500). In 
the example of FIG. 5A, the datacenter (500) comprises a 
plurality of machine pools (542 and 544), each of which 
comprise a plurality of machines (502, 512 and 522, 532 
respectively). Each machine (502, 512, 522 and 532) com 
prises a plurality of virtual machines (VMs) (506 and 510, 
516 and 520, 526 and 530, 536 and 540 respectively). Each 
virtual machine (506, 510,516,520, 526,530,536 and 540) 
comprises a plurality of PCRs (504,508, 514,518,524,528, 
534 and 538 respectively). 
0048 Preferably, there is provided a means for generating 
an “attestation chain', whereby the managing system (305) 
requests attestation of what it perceives to be a single man 
aged system and passes control to the system. 
0049 Preferably, such system is pre-configured to attest 
another system—a series of systems can be configured Such 
that each one attests another system, resulting in an attestation 
chain of components. Note that each component can be e.g., 
an entire system; a machine and that each component repre 
sents a managed system. 
0050. Preferably, the results of attestation of the another 
component are stored in the attesting component (e.g., using 
the PCRs of the attesting component's TPM). Advanta 
geously, this provides a certain degree of security. 
0051) Advantageously, the managing system (305) need 
not explicitly attest each of a plurality of managed systems. 
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0052. In one implementation, an attestation chain can be 
created automatically. For example, Software on the manag 
ing system (305) can enumerate every managed system which 
it knows about and can arrange the managed systems into a 
linear list. The software can then contact each member of the 
list and instruct it to use the next member of the list as a child 
in the attestation chain. 

0053. In another implementation, an attestation chain can 
be created manually. For example, a system administrator 
decides upon a way in which to organize the managed sys 
tems—in doing this, he/she would likely consider physical 
dependencies and/or functional dependencies of the managed 
systems. Following this step, the system administrator creates 
an attestation chain to mimic the organization. He/she can 
Subsequently access each member of each chain and config 
ure the member's list of children based on the attestation 
chain that has been created. 

0054. In yet another implementation, an attestation chain 
can be created using a combination of the above two 
approaches. For example, a system administrator can create a 
representation of an attestation chain using the managing 
systems (305) software e.g., using a Graphical User Interface 
(GUI) that depicts each managed system as an icon and 
whereby the system administrator can connect the icons to 
represent parent/child relationships within an attestation 
chain. The Software can Subsequently automatically contact 
each member of the attestation chain and configure the mem 
ber's list of children based on the representation created by 
the system administrator. This approach automates the most 
mechanical task (that of contacting each member of the attes 
tation chain and configuring the member's list of children), 
whilst leaving the most semantically important task (that of 
creating a representation of an attestation chain) to the system 
administrator. 

0055 Preferably, details of an attestation chain are distrib 
uted and stored amongst the managed systems which partici 
pate in the chain, wherein each member of the attestation 
chain holds a list of its children—that is, each member of the 
chain must know its children. Additionally, software on the 
managing system (305) can also contain an internal represen 
tation of the attestation chain—this can serve many purposes, 
the most important one being convenience of information 
access for the system administrator. 
0056. With reference to FIG. 5B, an attestation chain can 
be associated with a physical hierarchy of a datacenter (500) 
configuration. 
0057. It should be understood that preferably, the imple 
mentation of an attestation chain requires that each partici 
pating component (virtual or physical) of the datacenter (500) 
is equipped with a TPM in order to store the results of attes 
tation of another component. 
0.058 Purely logical constructs, such a machine pools, 
may well have no physical counterpart and so cannot typi 
cally take part in chained attestation. Machine pools do not 
physically exist and are a method for management Software to 
divide up a set of machines into logical groups. For example, 
the datacenter (500) can be associated with several physical 
rooms, each containing several machines. The management 
software may decide to create a “pool for each room the 
pool will contain all the machines in that particular room. If a 
fault occurs in a room (e.g., air conditioning failure), the 
administrator can select the pool corresponding to that room 
and shut down each of the machines it contains. 
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0059. As such, FIG. 5B is an example that mirrors the 
physical hierarchy of the datacenter (500) as closely as pos 
sible. 
0060 FIG. 5B depicts the datacenter (500) and its associ 
ated PCRs (501); the plurality of machines (502,512 and 522, 
532 respectively) and their associated PCRs (503, 513,523 
and 533 respectively); and the plurality of VMs (506 and 510, 
516 and 520,526 and 530,536 and 540 respectively) and their 
associated PCRs (504,508, 514,518,524,528,534 and 538 
respectively). Note that FIG. 5B does not depict the machine 
pools (542 and 544). 
0061. With reference to FIGS. 5C and 5D, an attestation 
chain can be associated with functional dependency of a 
datacenter rather than a physical hierarchy. 
0062. With reference to an example depicted in FIG. 5C, 
VM A (506), VM B (510) and VM C (516) co-operate to 
provide a web service whereby the associated PCRs (504,508 
and 514, respectively) are also shown. VM Chosts a primary 
webserver (550) which in turn hosts a website. The primary 
webserver (550) uses a secondary webserver (548) (e.g., 
hosted on VM B) whenever a particular web page on the 
website is requested. The secondary webserver (548) uses a 
database (546) hosted on VM A to retrieve information 
needed to display the web page. In this way, each VM is 
functionally dependant upon another. 
0063. With reference to FIG. 5D, a further depiction of 
functional dependency is shown whereby a VM is associated 
with its PCRs and whereby a trusted status of another VM is 
stored in the VM's TPM. The anotherVM is represented as a 
child of the VM. For example, VM C is associated with its 
PCRs (514) and can store the trusted status of its child VM 
(VM B). VM B is associated with its PCRs (508) and can 
store the trusted status of its child VM (VMA). VM A is 
associated with its PCRs (504) and has no children. 
0064. A process of the preferred embodiment will now be 
described with reference to FIGS. 6 and 7. 
0065. In a worked example, the components associated 
with the functional dependency of FIG.5D are to be attested. 
0066. At step 600, the managing system (305) (a top level 
requesting component) makes a request to attesta component 
of the datacenter (500) (a top level component in the chain, 
e.g., VM C (516)) which from the point of view of the man 
aging system (305), represents a managed system (200). 
0067. At step 605, a determination is made as to whether 
the component is configured to implement chained attesta 
tion. 
0068. There are a number of ways in which it can be 
determined whether the component is configured to imple 
ment chained attestation. For example, a component may not 
have the software required to perform chained attestation. It 
should be understood that such a component can still take part 
in an attestation chain provided that the component is an end 
point in the chain, that is, the component has no children. 
0069. In this case, VM C is configured to implement 
chained attestation and the process passes to step 610, where 
VM C receives the request for attestation. Responsively, 
VM Cretrieves (step 615) a list (List 1) of its children. With 
reference to FIG. 5D, VM C has one child, namely, VM B 
(510). Note that, if VMC has no children, preferably, the 
process passes to step 630. 
0070. At step 620, a determination is made as to whether 
each of the children in the list (List 1) has been attested. As 
VM B has not been attested, the process passes to step 625, 
where details of the unattested child are retrieved. 
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0071. The process passes to step 600 where VM C makes 
a request to attest VM B (using a network connection, for 
example). 
0072 At step 605, a determination is made as to whether 
VM B is configured to implement chained attestation. In this 
case, VM B is configured to implement chained attestation 
and the process passes to step 610, where VM B receives the 
request for attestation. Responsively, VM B retrieves (step 
615) a list (List 2) of its children. With reference to FIG.5D, 
VM B has one child, namely, VM A (506). 
0073. At step 620, a determination is made as to whether 
each of the children in the list (List 2) has been attested. As 
VM A has not been attested, the process passes to step 625, 
where details of the unattested child are retrieved. 
0074 The process passes to step 600 where VM B makes 
a request to attest VM A (using a network connection, for 
example). 
0075. At step 605, a determination is made as to whether 
VM A is configured to implement chained attestation. In this 
case, VM A is not configured to implement chained attesta 
tion and the process passes to another process depicted in 
FIG. 7. 

(0076. At step 700, VM A receives the request for attesta 
tion. Responsively, VM Aretrieves (step 705) its PCR values 
(504) and retrieves (step 710) its event log. 
0077. In an example, each component has two PCRs—one 
PCR (e.g., PCR0) is extended with the components own 
measurement values and the other PCR (e.g., PCR1) is used to 
contain the results of attestation of the component's children. 
Examples of VMA’s PCR values (504) and event log are 
shown below—note that VM A does not have any children: 
0078 EventLog PCR0={ Firmware Measured: X, Oper 
atingSystem Measured: Y } 
(0079 EventLog PCR1={ } 
0080 PCR0=extend (extend(0.X),Y) 
0081 PCR1=0 
I0082. At step 715, VM A sends a response to the request 
ing system (VM B) comprising the retrieved PCR values 
(504) and event log. 
I0083. The process passes to step 645 of FIG. 6, where 
VM B receives the PCR values (504) and event log of 
VM A. 
I0084 VM. Bretrieves expected attestation values associ 
ated with VMA retrieved from a database and a TPM of 
VM B compares the values of the received PCRs (504) with 
the expected attestation values. It should be understood that 
any number of software components associated with VM B 
can execute the comparison. If a match occurs for each PCR 
value, VMA is considered to be trusted and no further work 
is done. If a match does not occur for each PCR value, VM B 
parses the event log, inspecting each entry in turn to decide 
whether or not measurement value(s) contained in an entry 
associated with a measurement value(s) contained in an entry 
associated with the PCRs in question is valid (in accordance 
with a list of trusted values provided by a particular manu 
facturer). If each event log entry appears to be valid, VM A is 
considered to be trusted and no further work is done. If the 
event log entry appears not to be valid, VM A is not consid 
ered to be trusted. 

I0085. In the example herein, VM A is considered to be 
trusted. 

I0086. With reference to step 645, VM B“extends' values 
of the received PCRs (504) into e.g., a reserved set of its own 
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PCRs (508) of its TPM. Further, VM B writes data associated 
with measurement of VM A into VM B's event log. 
I0087. Examples of VM B's PCR values (508) and event 
log are shown below: 
0088. EventLog PCR1={Attestation Result: (VM 
A=Trusted)} 
I0089. PCR1=extend (0, SHA1(VM A:=Trusted)) 
0090. At step 620, a determination is made as to whether 
each of the children in the list (List 2) has been attested. 
0091. As each of the children in the list (List 2) has been 
attested, the process passes to step 630, where VM B 
retrieves its PCR values (508) and retrieves (step 635) its 
event log. 
0092. Examples of VM B's PCR values (508) and event 
log are shown below: 
0093. EventLog PCR0={Firmware Measured: A, Oper 
atingSystem Measured: B} 
0094) EventLog PCR1={Attestation Result: (VM 
A=Trusted)} 
0095 PCR0=extend (extend(0, A), B) 
0096 PCR1=extend (0, SHA1(VM A:=Trusted)) 
0097. At step 640, VM B sends a response to the request 
ing system (VM C) comprising the retrieved PCR values 
(508) and event log. 
0098 Advantageously, when using chained attestation, 
before a component (e.g., VM B) collects its own PCRs and 
event log it will attest any other component (e.g., VM A) 
which is its “child' within the chain. 
0099. As above, VM C retrieves expected attestation val 
ues associated with VM B retrieved from a database and a 
TPM of VMC compares the values of the received PCRs 
(508) with the expected attestation values in order to deter 
mine whether VM B can be considered trusted. 
0100. Note that VM B’s PCRs (508) comprises the 
reserved set associated with the values of VMA’s PCRs 
(504). Thus, as well as VM C receiving an indication of the 
state of VMB's PCRs, an indication of the state of VMA's 
PCRs is also received. 
0101. An expected attestation value of the reserved set 
preferably requires that each of the values of the reserved set 
must be “trusted’. However, it should be understood that a 
number of other expected attestation values can be main 
tained. 
0102. In the example herein, VM B is considered to be 
trusted (and note, VMA has also been deemed trusted). 
(0103 With reference to step 645, VM C“extends' values 
of the received PCRs (508) into e.g., a reserved set of its own 
PCRs (514) of its TPM. Further, VM Cwrites data associated 
with measurement of VM B into VM C's event log. 
0104 Examples of VM C's PCR values (514) and event 
log are shown below: 
0105. EventLog PCR1={Attestation Result: (VM 
B=Trusted)} 
0106 PCR1=extend (0, SHA1(VM B:=Trusted)) 
0107 At step 620, a determination is made as to whether 
each of the children in the list (List 1) has been attested. 
0108. As each of the children in the list (List 1) has been 
attested, the process passes to step 630, where VM C 
retrieves its PCR values (514) and retrieves (step 635) its 
event log. 
0109 Examples of VM C's PCR values (514) and event 
log are shown below: 
0110. EventLog PCR0={Firmware Measured: C, Oper 
atingSystem Measured: D} 

May 24, 2012 

I0111 EventLog PCR1={Attestation Result: (VM 
B=Trusted)} 
(O112 PCR0=extend (extend(0, C), D) 
0113 PCR1=extend (0, SHA1(VM B:=Trusted)) 
0114. At step 640, VM C sends a response to the request 
ing system (the managing system (305)) comprising the 
retrieved PCR values (514) and event log. 
0.115. As above, the managing system (305) retrieves 
expected attestation values associated with VM C retrieved 
from a database and a TPM of the managing system (305) 
compares the values of the received PCRs (514) with the 
expected attestation values in order to determine whether 
VMC can be considered trusted. 
0116 Note that VM C's PCRs (514) comprises the 
reserved set associated with the values of VMB’s PCRs 
(508) and VM B’s PCRs (508) comprises the reserved set 
associated with the values of VMA’s PCRs (504). As such, 
attestation results of each component in a chain are propa 
gated to the system which originally requested attestation, 
namely, the managing system (305). 
0117. In the example herein, VM C is considered to be 
trusted (and note VM B and VM A have also been deemed 
trusted). As such, the managing system (305) has an indica 
tion of states associated with each component in a chain. 
0118 With reference to step 645, the managing system 
(305) need not have its own TPM and need not extend values 
of the received PCRs or write data into an event log. Thus, at 
step 645, the managing system (305) can execute some other 
action e.g., store indications of states associated with each 
component in a chain internally or display the indications to 
a U.S. 

0119. In this way, by making a single requestofa managed 
system in the datacenter (500), the managing system (305) is 
able to obtain states associated with several machines. 
0.120. As well as the above mechanism wherein a parent 
(e.g., VM B) performs attestation of a child (e.g., VMA) in 
the chain and writes the results in the parent’s PCRs and event 
log, another option is for the parent to simply take the PCRs 
and event log of the child, concatenate them and write them 
directly to its own event log without attempting to interpret 
them. Eventually, a top level requesting component (e.g., the 
managing system (305)) will retrieve a response comprising 
the PCRs and event log of a top level component in the chain 
(wherein the response will also contain the PCRs and event 
log of each other component in the chain). Subsequently, the 
managing system (305) can itself compare the PCRs and 
event log of each other component in the chain. 
0121 The advantages of each component performing 
attestation of another component are that the workload of the 
attestation work (e.g., comparing PCRS against expected 
attestation values) is distributed throughout the datacenter. 
Furthermore, the result of each component within the chain is 
associated with “trusted’ or “untrusted’, meaning that the 
event logs of the components are not increased very much in 
size by the process. 
0.122 The advantage of the managing system (305) per 
forming attestation is that only the managing system (305) 
needs to hold the set PCRs and event log for each of the 
components in the chain since it will be the only one to 
interpret them. This reduces the complexity for all compo 
nents within the chain. The disadvantage is that event logs 
will become progressively larger towards the top of the chain 
(since an event log of a component needs to contain the logs 
of each of its children). 
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0123. It will be clear to one of ordinary skill in the art that 
all or part of the method of the preferred embodiments of the 
present invention may suitably and usefully be embodied in a 
logic apparatus, or a plurality of logic apparatus, comprising 
logic elements arranged to perform the steps of the method 
and that such logic elements may comprise hardware compo 
nents, firmware components or a combination thereof. 
0.124. It will be equally clear to one of skill in the art that all 
or part of a logic arrangement according to the preferred 
embodiments of the present invention may suitably be 
embodied in a logic apparatus comprising logic elements to 
perform the steps of the method, and that such logic elements 
may comprise components such as logic gates in, for example 
a programmable logic array or application-specific integrated 
circuit. Such a logic arrangement may further be embodied in 
enabling elements for temporarily or permanently establish 
ing logic structures in Such an array or circuit using, for 
example, a virtual hardware descriptor language, which may 
be stored and transmitted using fixed or transmittable carrier 
media. 

0.125. It will be appreciated that the method and arrange 
ment described above may also suitably be carried out fully or 
partially in Software running on one or more processors (not 
shown in the Figures), and that the software may be provided 
in the form of one or more computer program elements car 
ried on any Suitable data-carrier (also not shown in the Fig 
ures) such as a magnetic or optical disk or the like. Channels 
for the transmission of data may likewise comprise storage 
media of all descriptions as well as signal-carrying media, 
Such as wired or wireless signal-carrying media. 
0126 The present invention may further suitably be 
embodied as a computer program product for use with a 
computer system. Such an implementation may comprise a 
series of computer-readable instructions either fixed on a 
tangible medium, Such as a computer readable medium, for 
example, diskette, CD-ROM, ROM, or hard disk, or transmit 
table to a computer system, via a modem or other interface 
device, over either a tangible medium, including but not lim 
ited to optical or analogue communications lines, or intangi 
bly using wireless techniques, including but not limited to 
microwave, infrared or other transmission techniques. The 
series of computer readable instructions embodies all or part 
of the functionality previously described herein. 
0127. Those skilled in the art will appreciate that such 
computer readable instructions can be written in a number of 
programming languages for use with many computer archi 
tectures or operating systems. Further, Such instructions may 
be stored using any memory technology, present or future, 
including but not limited to, semiconductor, magnetic, or 
optical, or transmitted using any communications technol 
ogy, present or future, including but not limited to optical, 
infrared, or microwave. It is contemplated that such a com 
puter program product may be distributed as a removable 
medium with accompanying printed or electronic documen 
tation, for example, shrink-wrapped software, pre-loaded 
with a computer system, for example, on a system ROM or 
fixed disk, or distributed from a server or electronic bulletin 
board over a network, for example, the Internet or WorldWide 
Web. 

0128. In an alternative, the preferred embodiment of the 
present invention may be realized in the form of computer 
implemented method of deploying a service comprising steps 
of deploying computer program code operable to, when 
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deployed into a computer infrastructure and executed 
thereon, cause said computer system to perform all the steps 
of the described method. 
I0129. It will be clear to one skilled in the art that many 
improvements and modifications can be made to the forego 
ing exemplary embodiment without departing from the scope 
of the present invention. 
What is claimed is: 
1. A method for attesting a plurality of data processing 

systems, comprising the steps of 
configuring a chain of the plurality of data processing 

systems, wherein a first data processing system of the 
plurality of data processing systems is responsible for 
retrieving attestation data associated with a second data 
processing system of the plurality of data processing 
systems; 

sending a request for attestation of the first data processing 
system; 

in response to receiving the request, retrieving, by the first 
data processing system, a list of associated one or more 
children, wherein the one or more children comprise the 
second data processing system; 

retrieving and storing, by the first data processing system, 
attestation data associated with each child of the one or 
more children; 

retrieving and storing, by the first data processing system, 
attestation data associated with the first data processing 
system; and 

sending to the requester, by the first data processing sys 
tem, a concatenated response containing the attestation 
data associated with the first and second data processing 
systems, such that the attestation data associated with 
the first and second data processing systems is usable to 
attest the first and second data processing systems, 
respectively. 

2. The method of claim 1, wherein the chain is associated 
with at least one of a physical hierarchy and a functional 
dependency. 

3. The method of claim 1, further comprising the step of: 
configuring the first data processing system to store data 

associated with one or more children of the first data 
processing System. 

4. The method of claim 1, wherein the attestation data 
comprises a Platform Control Register (PCR) and an event 
log. 

5. The method of claim 1, further comprising the step of: 
determining either a trusted State or an untrusted State for 

an associated PCR in accordance with an expected attes 
tation value or a trusted value. 

6. The method of claim 1, wherein the first data processing 
system uses attestation data associated with the second data 
processing system to attest the second data processing sys 
tem. 

7. The method of claim 6, wherein the first data processing 
system stores the results of the attestation in PCRs and an 
event log of the first data processing system. 

8. The method of claim 1, wherein a managing system uses 
attestation data associated at least one of the first data pro 
cessing system and the second data processing system to 
attest the first data processing system and second data pro 
cessing system, respectively. 

9. The method of claim 8, wherein the managing system 
stores the results of the attestation in PCRs and an event log of 
the managing system. 
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10. The method of claim 1, wherein the managing system 
stores an indication of a state associated with at least one of 
the first data processing system and second data processing 
system. 

11. The method of claim 1, wherein data associated with 
the chain is maintained on a managing system. 

12. The method of claim 1, wherein each data processing 
system of the plurality of data processing systems represents 
a managed system. 

13. An apparatus for attesting a plurality of data processing 
systems, the apparatus comprising a data processor coupled 
to a memory that includes instructions that are operable when 
executed by the data processor for performing steps of: 

configuring a chain of the plurality of data processing 
systems, wherein a first data processing system of the 
plurality of data processing systems is configurable to be 
responsible for retrieving attestation data associated 
with a second data processing system of the plurality of 
data processing systems; 

sending a request for attestation of the first data processing 
system; 

retrieving, by the first data processing system, in response 
to receipt of the request, a list of associated one or more 
children, wherein the one or more children comprise the 
second data processing system; 

retrieving and storing, by the first data processing system, 
attestation data associated with each child of the one or 
more children; 

retrieving and storing, by the first data processing System, 
attestation data associated with the first data processing 
system; and 

sending to the requester, by the first data processing sys 
tem, a concatenated response containing the attestation 
data associated with the first and second data processing 
systems, such that the attestation data associated with 
the first and second data processing systems is usable to 
attest the first and second data processing systems, 
respectively. 

14. The apparatus as claimed in claim 13, wherein the chain 
is associated with at least one of a physical hierarchy and a 
functional dependency. 

15. The apparatus as claimed in claim 13, wherein the 
instructions are further operable for performing a step of 
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configuring the first data processing system to store data 
associated with one or more children of the first data 
processing System. 

16. The apparatus as claimed in claim 13, wherein the 
attestation data comprises a Platform Control Register (PCR) 
and an event log. 

17. The apparatus as claimed in claim 13, wherein the 
instructions are further operable for performing a step of 

determining either a trusted State or an untrusted State for 
an associated PCR in accordance with an expected attes 
tation value or a trusted value. 

18. The apparatus as claimed in claim 13, wherein the first 
data processing system is configurable to use attestation data 
associated with the second data processing system to attest 
the second data processing system. 

19. The apparatus as claimed in claim 18, wherein the first 
data processing system is configurable to store the results of 
the attestation in PCRs and an event log of the first data 
processing System. 

20. The apparatus as claimed in claim 13, wherein a man 
aging system is configurable to use attestation data associated 
at least one of the first data processing system and the second 
data processing system to attest the first data processing sys 
tem and second data processing system, respectively. 

21. The apparatus as claimed in claim 20, wherein the 
managing system is configurable to store the results of the 
attestation in PCRs and an event log of the managing system. 

22. The apparatus as claimed in claim 20, wherein the 
managing system is configurable to store an indication of a 
state associated with at least one of the first data processing 
system and second data processing system. 

23. The apparatus as claimed in claim 13, wherein a man 
aging system is configurable to maintain data associated with 
the chain. 

24. The apparatus as claimed in claim 13, wherein each 
data processing system of the plurality of data processing 
systems represents a managed system. 

25. A computer program product comprising computer 
program code stored on a computer readable storage medium 
to, when loaded into a computer system and executed thereon, 
cause said computer system to perform all the steps of a 
method according to claim 1. 
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