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MANAGEMENT WITH RESPECT TO A BASIC INPUT/QUTPUT SYSTEM POLICY

Background
[0001] A computing system can include code to perform various startup functions

of the computing system. This code can include Basic Input/Output System (BIOS)
code. The BIOS code is executed when the computing system initially starts up, and

can be executed in response to other events.

Brief Description Of The Drawings

[0002] Some implementations of the present disclosure are described with

respect to the following figures.

[0003] Fig. 1 is a block diagram of an example computing system according to

some implementations.

[0004] Fig. 2 is a flow diagram of an example process of an embedded controller,

according to some implementations.

[0005] Fig. 3 is a block diagram of another example computing system according

to further implementations.

[0006] Fig. 4 is a block diagram of an example non-transitory storage medium

storing machine-readable instructions according to some implementations.

Detailed Description

[0007] System code used to perform startup of a computing system can include
system firmware, which can be in the form of machine-readable instructions
executable on a processor (or processors) of the computing system. “System
firmware” can refer to any machine-readable instructions that are able to perform
startup of a computing system and other tasks. Examples of computing systems
include desktop computers, notebook computers, tablet computers, personal digital

assistants (PDAs), smart phones, game appliances, wearable devices (e.g. smart
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watches, smart eyeglasses, etc.), server computers, storage nodes, network

communication nodes, vehicles, and so forth.

[0008] System firmware can include Basic Input/Output System (BIOS) code,
which can initialize various components of the computing system, and load an
operating system (OS) of the computing system. The BIOS code can perform
checking of hardware components to ensure that the hardware components are
present and functioning properly. This can be part of a power-on self-test (POST)
procedure, for example. After the POST procedure, the BIOS code can progress
through the remainder of a booting sequence, after which the BIOS code can load
and pass control to the OS. In some cases, the BIOS code can also perform certain
tasks (runtime services) after control of the computing system has been passed to
the OS.

[0009] In the present disclosure, a “BIOS” can also refer to a Unified Extensible
Firmware Interface (UEFI), and “BIOS code” can also refer to “UEFI code.” UEFI
code can perform boot services during boot time of a computing system. UEFI code
can additionally provide certain runtime services (during system runtime in which an
OS is active). A version of UEFI is described by the Unified Extensible Firmware

Interface Specification, Version 2.5 (April 2015).

[0010] The behavior of a BIOS code can be based on a BIOS policy (or multiple
BIOS policies). The BIOS policy can be stored in a non-volatile storage. The non-
volatile storage can include a non-volatile memory device (or multiple non-volatile
memory devices. Examples of non-volatile memory devices include any or some
combination of the following: a flash memory device, a memristor memory, spin-
transfer torque memory device, a phase change memory device, or other type of
memory device in which content of the memory device is maintained even when
power is removed from the memory device. In further examples, the non-volatile

storage can include a disk-based storage device.

[0011] Examples of BIOS policies include any or some combination of the

following: a BIOS policy that specifies whether a computing system is allowed to be
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awakened from a lower power state (e.g. sleep state) by a message transmitted to
the computing system over a network (in some examples, this feature is referred to
as a wake-on-LAN (local area network) feature); a BIOS policy specifying whether to
use Universal Serial Bus (USB) 2 or USB 3 mode; a BIOS specifying a boot order of
different storage devices (e.g. attempt to boot from an external storage device first

followed by boot from an internal storage device); and other policies.

[0012] A BIOS policy can be set by a user, such as by using a startup screen of
the BIOS code. In the startup screen, the user can enable or disable certain features
of the computing system, which causes corresponding BIOS policies to be stored in
the non-volatile storage. In other examples, a BIOS policy can be set by code
executing in the computing system, or can be provided to the computing system from

an external source, such as a management server or other management entity.

[0013] A BIOS policy can become corrupted due to various causes. For
example, a BIOS policy may be corrupted by malware executing in a computing
system or in an external system, where the malware can tamper with the BIOS policy
by changing content in the BIOS policy or replacing the BIOS policy with a different
BIOS policy. A BIOS policy is also considered to be corrupted if the BIOS policy
includes a setting or other information that causes the BIOS code to malfunction or
return an error. Thus generally, a BIOS policy is “corrupted” if the BIOS policy has
been tampered with in an unauthorized manner, or the BIOS policy includes
information that causes BIOS code (or a computing system in which the BIOS code

executes) to not function in an expected manner.

[0014] In some cases, a BIOS policy can be managed by a BIOS code executed
on a processor of a computing system. In the ensuing discussion, reference to
execution of a BIOS code or other machine-readable instructions on a processor is a
reference to execution of the BIOS code or other machine-readable instructions on

one processor, or on multiple processors.

[0015] The management of the BIOS policy can include any or some

combination of the following example actions: monitoring the BIOS policy to
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determine corruption in the BIOS policy, restoring the BIOS policy (which may be
corrupted) to a different version of the BIOS policy (e.g. a known good version of the
BIOS policy), and reclaiming storage space in a region of a non-volatile storage used
to store BIOS policies. Although specific example management actions are listed
above, it is noted that in other examples, other types of management actions can be

performed with respect to BIOS policies.

[0016] Performing management actions using the BIOS code can place a
processing burden on the processor(s) of a computing system. While the BIOS code
is performing the management actions, the processor(s) may not be available, or
may have a reduced processing capacity, to perform other tasks of the computing
system. Also, if the BIOS code itself becomes compromised for any reason (e.g.
due to malware attack or for some other reason), then the BIOS code may no longer

be able to perform management actions with respect to BIOS policies.

[0017] In accordance with some implementations, instead of or in addition to
performing management actions with respect to a BIOS policy by BIOS code
executed on a processor of a computing system, an embedded controller can

perform management actions with respect to the BIOS policy.

[0018] Fig. 1 shows an example of a computing system 100 that includes an
embedded controller 102 that is able to perform management actions with respect to
a BIOS policy (or multiple BIOS policies) 104. The computing system 100 also
includes a processor (or processors) 106. In the ensuing discussion, reference is
made to “a processor’; however, it should be understood that “a processor” can refer
to one processor or to multiple processors. A processor can include a
microprocessor, a core of a multi-core microprocessor, a microcontroller, a
programmable integrated circuit, a programmable gate array, or any other hardware

processing circuit.

[0019] The embedded controller 102 is physically separate from the processor
106 of the computing system 100. Note that the embedded controller 102 can also

refer to a super input/output (1/0) chip used to control I/O devices. The processor
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106 is used for executing a BIOS code 105, an operating system (OS), an
application code, and other code in the computing system 100. The term “code” can
refer to machine-readable instructions that can be executed. Due to hardware
separation, an OS, an application, and other system code in the computing system
100 are unable to execute in the embedded controller 102 or access any data in the

embedded controller 102.

[0020] The embedded controller 102, on the other hand, can be used to perform
specific predefined tasks, as programmed into embedded controller (EC) firmware
(machine-readable instructions) executable by the embedded controller 102. In
addition to the ability to perform management actions with respect to the BIOS policy
104, examples of other tasks that can be performed by the embedded controller 102
include any one or some combination of the following: power supply control in the
computing system 100 (for controlling a power supply that supplies power supply
voltages to various components in the computing system 100), charging and control
of a battery in the computing system 100, thermal monitoring (to monitor a
temperature in the computing system 100), fan control (to control a fan in the
computing system 100), and interaction with a user input device (such as performing
a scan of a keyboard of the computing system 100 or interaction with a pointing
device such as a mouse, touchpad, touchscreen, and so forth). The embedded
controller 102 can be implemented with a microcontroller, an application-specific
integrated circuit (ASIC), a programmable gate array (PGA), or any other type of

programmable circuit.

[0021] More generally, an “embedded controller” can refer to a controller,
separate from the processor(s) of a computing system, that is designated to perform
specified tasks in the computing system. In some examples, the embedded
controller can be mounted on the same circuit board as the processor(s). In other
examples, the embedded controller can be mounted on a separate circuit board than
the circuit board on which the processor(s) is mounted; however, both the embedded
controller and the processor(s) are provided within the same housing of the

computing system.
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[0022] As shown in Fig. 1, the BIOS code 105 and the BIOS policy 104 are
stored in a non-volatile storage 108. The non-volatile storage 108 can be

implemented with one or multiple non-volatile storage devices.

[0023] The BIOS code 105 is executable on the processor 106 during startup of
the computing system 100 (prior to loading of an OS) and/or during runtime of the
computing system 100 (after the OS of the computing system 100 has been loaded

for execution).

[0024] As noted above, the embedded controller 102 is able to perform
management actions with respect to the BIOS policy 104, based on monitoring the
BIOS policy 104 that is stored in the non-volatile storage 108. In some examples,
the embedded controller 102 can detect an issue associated with the BIOS policy,
where the issue can be corruption or other issue of the BIOS policy that affects
operation of the BIOS code 105 or the computing system 100. The monitoring that is
performed by the embedded controller 102 can include monitoring for tampering of
the BIOS policy 104. For example, the embedded controller 102 can compare the
BIOS policy 104 to a known good version (or a backup copy) of the BIOS policy. If
the compared copies do not match, then that is an indication that the BIOS policy
104 has been tampered with. In other examples, the embedded controller 102 is

able to monitor for other issues associated with the BIOS policy 104.

[0025] In response to detecting the issue associated with the BIOS policy 104,
the embedded controller 102 can restore a different version of the BIOS policy to the
non-volatile storage 108. The restored different version of the BIOS policy can
replace the BIOS policy 104, in which case the BIOS policy 104 can be removed
from the non-volatile storage 108, or alternatively, the restored version of the BIOS
policy can be marked as the active BIOS policy and the BIOS policy 104 can be

marked as the inactive or obsolete (invalid) version.

[0026] By using techniques according to some implementations of the present
disclosure, the embedded controller 102 is able to perform management actions with

respect to the BIOS policy 104 even when the BIOS code 105 and/or the processor
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106 are not available. For example, the BIOS code 105 may have been
compromised by malware, such that the BIOS code 105 is no longer able to perform

management actions with respect to the BIOS policy 104.

[0027] Although reference has been made to the embedded controller 102
performing management actions with respect to the BIOS policy 104, it is noted that
in some implementations, the BIOS code 105 when executing on the processor 106

can also perform management actions with respect to the BIOS policy 104.

[0028] The non-volatile storage 108 can be a shared non-volatile storage that is
accessible by both the embedded controller 102 and the processor 106. As a result,
certain content (the BIOS policy 104) in the non-volatile storage 108 can be
accessed (and possibly updated) by multiple entities, such as by the embedded

controller 102 and the BIOS code 105 executed on the processor 106.

[0029] To avoid conflict between the processor 106 and the embedded controller
102, the embedded controller 102 can read the BIOS policy 104 in the non-volatile
storage 108 at any time, but can write a BIOS policy in the non-volatile storage 108
only when the processor 106 is inactive with respect to BIOS policies (in other
words, the processor 106 is not executing any code, such as BIOS code 105, which

can perform rights of BIOS policies in a non-volatile storage 108).

[0030] In some implementations, in examples where the non-volatile storage 108
stores multiple BIOS policies, the embedded controller 102 is able to perform
management actions with respect to just a subset (less than all) of the BIOS policies.
The BIOS policies of this subset can be considered “critical”’ BIOS policies, as
designated by a user of the computing system 100 or by code executing in the
computing system 100. In contrast, in some implementations, the BIOS code 105 is
able to perform management actions with respect to all of the BIOS policies stored in

the non-volatile storage 108.

[0031] Fig. 2 is a flow diagram of an example process that can be performed by

the embedded controller 102 according to some implementations. The embedded
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controller monitors (at 202) a BIOS policy (e.g. BIOS policy 104 in Fig. 1) stored in a
non-volatile storage (e.g. non-volatile storage 108 in Fig. 1). The embedded
controller 102 executes (at 204) a management action with respect to the BIOS
policy, where the monitoring and the executing are performed by the embedded
controller 102 independent of instructions executed by any processor (e.g.
processor(s) 106 in the computing system 100). The executing of the management
action can be in response to at least one trigger selected from among: the

monitoring (at 202), a policy of the embedded controller 102, or a user request.

[0032] Fig. 3 is a block diagram of an example computing system 100A
according to alternative implementations. The computing system 100A includes the
processor 106, the embedded controller 102, and the non-volatile storage 108, which
is a shared non-volatile storage that is accessible by both the processor 106 and the

embedded controller 102.

[0033] In addition, the computing system 100A includes a private non-volatile
storage 302, which is accessible by just the embedded controller 102 (i.e. the private
non-volatile storage 302 is not accessible by the processor 106 or any other entity of
the computing system 100A, other than the embedded controller 102). The private
non-volatile storage 302 can be implemented with one or multiple non-volatile
storage devices. The private non-volatile storage 302 stores a known good BIOS
policy 304, which can be a prior version of the BIOS policy 104 that has been
confirmed to not have been corrupted and that is not faulty. More generally, the
private non-volatile storage 302 can store a copy of a BIOS policy (or copies of BIOS
policies) that can be used to restore a BIOS policy in the shared non-volatile storage
108.

[0034] In some examples, in response to detecting an issue (e.g. corruption) with
respect to the BIOS policy 104 in the shared non-volatile storage 108, the embedded
controller 102 can restore the known good BIOS policy 304 from the private non-
volatile storage 302 to the shared non-volatile storage 108, by writing the known

good BIOS policy 304 to the shared non-volatile storage such that the BIOS code
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105 when executed uses the known good BIOS policy 304 rather than the BIOS

policy 104 associated with the issue.

[0035] As explained above, a management action with respect to the BIOS policy
104 can be triggered in response to monitoring the BIOS policy 104. In other
examples, a management action with respect to the BIOS policy can have other
triggers, including a policy 310 in the embedded controller, and/or a user request
received through a user interface 312. The policy 310 can be stored in a storage
medium of the embedded controller 102, or can be stored in a storage medium
external of the embedded controller 102 but accessible by the embedded controller
102. As examples, the policy 310 can specify times at which management actions

can be performed, such as at specific times of the day or periodic intervals.

[0036] The user interface 312 can include a touchscreen display, a mouse input
device, a keyboard, or any other type of user input device along with a display
screen through which information can be presented to a user. A user can submit a
user request through the user interface 312 to perform a management action with

respect to the BIOS policy 104.

[0037] In further implementations, the embedded controller 102 is able to perform
maintenance of BIOS policies stored in the non-volatile storage 108. For example,
the embedded controller 102 can read the BIOS policies in the non-volatile storage
108, delete obsolete (invalid) copies of BIOS policies to keep the BIOS policy data in
the non-volatile storage clean, or other management tasks. Deleting obsolete copies
of BIOS policies can increase the amount of available storage of a BIOS policy
region 306 in the non-volatile storage 108 that is designated to store BIOS policies.
In other words, BIOS policies are allowed to be stored in the BIOS policy region 306,

but not in another part of the shared non-volatile storage 108.

[0038] As BIOS policies are added to the BIOS policy region 306, the BIOS
policy region 306 can become full such that the addition of a further BIOS policy to
the BIOS policy region 306 may not be possible. By deleting obsolete copies of
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BIOS policies from the BIOS policy region 306, available storage space of the BIOS

policy region 306 can be reclaimed for storing other BIOS policies.

[0039] In some examples, the embedded controller 102 can have access to
configuration data 308 that specifies which of various management actions the
embedded controller 102 is to perform with respect to BIOS policies. In some
examples, the configuration data 308 can be stored in the private non-volatile
storage 302, or alternatively in a different location, such as a storage that is part of

the embedded controller 102.

[0040] The configuration data 308 can be set by a user or by code executed in
the computing system 100A, or by an external entity that is external of the computing
entity 100A. For example, the configuration data 308 can specify whether or not the
embedded controller 102 is to perform any or some combination of the following
actions: monitoring BIOS policies stored in the shared non-volatile storage 108;
reclamation of the BIOS policy region 306 used to store BIOS policies (reclamation
refers to deleting copies of BIOS policies to free up available space in the BIOS
policy region 306 to store other BIOS policies); restoration of a known good (or
different version of) BIOS policy to the shared non-volatile storage 108 in response

to detecting an issue with a BIOS policy; and so forth.

[0041] The configuration data 308 can also specify the timing of when the
embedded controller 102 is to perform management actions with respect to BIOS
policies. For example, the configuration data 308 can specify that the embedded
controller 102 is to perform management actions with respect to BIOS policies on a

periodic basis (e.g. daily, weekly, or at certain times during the day).

[0042] In addition, the configuration data 308 can specify whether the embedded
controller 102 is to perform backup of BIOS policies stored in the shared non-volatile
storage 108 to the private non-volatile storage 302. The configuration data 308 can
also specify which version of multiple known good BIOS policies to use to restore a

given BIOS policy in response to detecting an issue with the given BIOS policy.
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[0043] Fig. 4 is a block diagram of an example non-transitory storage medium
400 that stores BIOS policy management instructions 402 that are executable by an
embedded controller, such as the embedded controller 102. The BIOS policy
management instructions 402 in some examples can include machine-readable
instructions in the form of firmware executable by the embedded controller 102. The
non-transitory storage medium 400 can be included in the embedded controller 102,
or alternatively, the non-transitory storage medium 400 can be external of the

embedded controller 102.

[0044] The BIOS policy management instructions 402 upon execution by the
embedded controller 102 causes the embedded controller 102 in a computing
system to execute management actions with respect to BIOS policies stored in a
non-volatile storage (e.g., non-volatile storage 108). The executing is performed by
the embedded controller 102 independent of instructions executed by any processor
in the computing system. The management actions include detecting an issue
associated with a BIOS policy, recovering from the issue (e.g. by replacing a
corrupted BIOS policy with a different version of the BIOS policy), and reclaiming a

portion of a region of the non-volatile storage storing the BIOS policies.

[0045] The storage medium 400 can include one or multiple different forms of
memory including semiconductor memory devices such as dynamic or static random
access memories (DRAMs or SRAMs), erasable and programmable read-only
memories (EPROMSs), electrically erasable and programmable read-only memories
(EEPROMSs) and flash memories; magnetic disks such as fixed, floppy and
removable disks; other magnetic media including tape; optical media such as
compact disks (CDs) or digital video disks (DVDs); or other types of storage devices.
Note that the instructions discussed above can be provided on one computer-
readable or machine-readable storage medium, or alternatively, can be provided on
multiple computer-readable or machine-readable storage media distributed in a large
system having possibly plural nodes. Such computer-readable or machine-readable
storage medium or media is (are) considered to be part of an article (or article of

manufacture). An article or article of manufacture can refer to any manufactured
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single component or multiple components. The storage medium or media can be
located either in the machine running the machine-readable instructions, or located
at a remote site from which machine-readable instructions can be downloaded over

a network for execution.

[0046] In the foregoing description, numerous details are set forth to provide an
understanding of the subject disclosed herein. However, implementations may be
practiced without some of these details. Other implementations may include
modifications and variations from the details discussed above. It is intended that the

appended claims cover such modifications and variations.
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What is claimed is:

1. A method comprising:

monitoring, by an embedded controller in a system, a basic input/output
system (BIOS) policy stored in a non-volatile storage; and

executing, by the embedded controller, a management action with respect to
the BIOS policy, wherein the monitoring and the executing are performed by the
embedded controller independent of instructions executed by a processor in the

system.

2. The method of claim 1, wherein executing the management action is in
response to at least one trigger selected from among the monitoring, a policy of the

embedded controller, or a user request.

3. The method of claim 1, wherein executing the management action comprises
recovering from an issue associated with the BIOS policy, wherein the recovering

comprises restoring a different version of the BIOS policy to the non-volatile storage.

4. The method of claim 3, wherein the different version of the BIOS policy is
stored in a private non-volatile storage that is accessible to the embedded controller

but inaccessible to the processor in the system.

. The method of claim 1, further comprising:
reclaiming, by the embedded controller, a portion of a region of the non-

volatile storage used to store BIOS policies.

6. The method of claim 5, wherein reclaiming the portion of the region comprises

deleting at least one BIOS policy from the region.
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7. The method of claim 1, wherein the management action executed by the
embedded controller is in addition to a management action performed by BIOS code

executed on the processor with respect to the BIOS policy.

8. The method of claim 1, wherein the monitoring comprises comparing the
BIOS policy stored in the non-volatile storage with another copy of the BIOS policy to

determining whether tampering has occurred with respect to the BIOS policy.

9. The method of claim 1, further comprising setting configuration data to select
which management action is to be performed by the embedded controller with

respect to the BIOS policy.

10. A computing system comprising:
a processor to execute basic input/output system (BIOS) code;
a non-volatile storage to store a BIOS policy that governs a behavior of the
BIOS code; and
an embedded controller separate from the processor and to:
detect an issue associated with the BIOS policy, and
in response to detecting the issue associated with the BIOS policy,

restore a different version of the BIOS policy to the non-volatile storage.

11.  The computing system of claim 10, wherein the non-volatile storage is a
shared non-volatile storage accessible by the embedded controller and the
processor, the computing system further comprising:

a private non-volatile storage accessible by the embedded controller and
inaccessible by the processor,

the embedded controller to further back up a copy of the BIOS policy to the

private non-volatile storage.
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12. The computing system of claim 11, wherein the restoring of the different
version of the BIOS policy comprises restoring the copy of the BIOS policy to the

shared non-volatile storage.

13.  The computing system of 10, wherein the non-volatile storage includes a
region designated to store BIOS policies, and the embedded controller is to further
perform reclamation with respect to the region to remove an obsolete version of a

BIOS policy from the region.

14. A non-transitory storage medium storing instructions that upon execution by
an embedded controller cause the embedded controller in a computing system to:
execute management actions with respect to BIOS policies stored in a non-

volatile storage, wherein the executing is performed by the embedded controller
independent of instructions executed by any processor in the computing system, and
wherein the management actions comprise:

detecting an issue associated with a BIOS policy of the BIOS policies,
and recovering from the issue, and

reclaiming a portion of a region storing the BIOS policies in the non-

volatile storage.

15.  The non-transitory storage medium of claim 14, wherein the management
actions executed by the embedded controller are in addition to management actions
with respect to the BIOS polices performed by BIOS code executed on the

processor.
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(EMBEDDED CONTROLLER PROCESS)

MONITOR A BIOS POLICY STORED L —202
IN A NON-VOLATILE STORAGE

/

EXECUTE A MANAGEMENT ACTION
WITH RESPECT TO THE BIOS
POLICY, WHERE THE MONITORING

AND THE EXECUTING ARE L —204
PERFORMED BY THE EMBEDDED
CONTROLLER INDEPENDENT OF
INSTRUCTIONS EXECUTED BY A

PROCESSOR IN A SYSTEM

FIG. 2
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