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(57) Abrege/Abstract:

Methods, systems, and computer-readable media for selecting and managing a public cloud-computing network to host a client's
account information are provided. Initially, the client issues a request to a coordination engine, which understands rules language
of various public clouds, to update the account information residing on a target cloud. The target cloud was previously selected
from the various public clouds as a function of desirable criteria specified by the client in light of properties (e.g., pricing, security,
and reliability) dynamically abstracted from the public clouds. When addressing the request, the coordination engine extracts
command(s) from the request and automatically translates the command(s) consistent with the rules language of the target cloud.
Upon delivery to the target cloud, the translated command(s) affect reading of or writing to the account information. Accordingly,
the client Is absolved from converting instructions into a format that is expected by the target cloud.
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(57) Abstract: Methods, systems, and computer-readable media for selecting and managing a public cloud-computing network to
host a client's account mformation are provided. Initially, the client i1ssues a request to a coordination engine, which understands
rules language of various public clouds, to update the account mformation residing on a target cloud. The target cloud was previ -
ously selected from the various public clouds as a function of desirable criteria specified by the client i light of properties (e.g., pri -
cing, security, and reliability) dynamically abstracted from the public clouds. When addressing the request, the coordination engine
extracts command(s) from the request and automatically translates the command(s) consistent with the rules language of the target
cloud. Upon delivery to the target cloud, the translated command(s) affect reading of or writing to the account information. Accord -
ingly, the client 1s absolved from converting instructions into a format that is expected by the target cloud.
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COORDINATION ENGINE FOR CLOUD SELECTION
BACKGROUND

[0001] Generally, providers of cloud services offer public cloud-computing network(s)
to assist individuals or companies 1n managing account information, such as running
applications and/or storing data. For instance, a public cloud-computing network (“public
network™) may be employed by administrators of a private enterprise network to host their
account information, where the administrators are typically tasked with selecting the
public network. Today, the administrators are forced to blindly select the public network
to persist their account information, as properties of cloud services are not readily
discoverable or are completely mmaccessible. Accordingly, the administrators are generally
unable to 1dentity whether the selected public network offers cloud services that best align
with their preferences.
[0002] Once the public network 1s selected, the administrators must establish a means of
interacting with the selected public network. Often, establishing the means of interacting
1s a labor-intensive process where the administrators attempt to learn an interface language
for the selected public network. Once established, the means of interacting 1s employed to
manually convert communications to the selected public network into the interface
language on an ad hoc basis. Thus, the administrators are incentivized to expand their
private enterprise network in order to avoid the complications inherent with overflowing
to a public network: this practice 1s inefficient and uneconomical to address a dynamically
fluctuating need for computing resources.
[0003] As shall be discussed in detail herein, embodiments of the present invention
introduce technology to automatically select public cloud(s) that meet a set of criteria
specified by the administrators and to facilitate simplistic interaction with the selected
public cloud(s).

SUMMARY
[0004] This Summary 1s provided to introduce concepts in a simplified form that are
further described below 1n the Detailed Description. This Summary 1s not intended to
1identify key features or essential features of the claimed subject matter, nor 1s 1t intended
to be used as an aid 1n determining the scope of the claimed subject matter.
[0005] Embodiments of the present invention relate to systems, methods, and computer-
readable media for abstracting information that generally describes the interaction between

a private cloud-computing network (“private cloud”) and at least one public cloud-
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computing network (“public cloud”). This “abstraction” generally represents a collection
of mined data that 1s relied upon when making determinations affecting account
information associated with the private cloud. Typically, a coordination engine 1s
provided to perform the abstraction without requiring administrators of the private cloud
to perform such duties as tracking or analyzing low-level details of the day-to-day
operations of the public cloud. That 1s, the coordination engine serves to relieve the
administrators from understanding propertics of public clouds and intelligently selecting
an optimum public cloud based on those properties.

[0006] In addition, the coordination engine 1s designed to automatically update the
selected public cloud with another public cloud. In one instance, updating 1s invoked upon
noticing changes within the abstractions, which reflect underlying changes to the
properties of the private clouds. In another instance, updating 1s mvoked upon the
administrators submitting changes to criteria, which specify the cloud-service attributes
that are preferable to the administrators. As such, the intelligent selections of the
coordination engine may be based, 1n part, on the private-cloud properties, administer-
generated criteria, or a combination thereof. This 1s 1n contrast to forcing the
administrators individually and frequently to query the providers of public clouds, on an
ad-hoc basis, 1n order to realize the properties exhibited by those private clouds and to
manually act on changes to those properties.

[0007] Other embodiments of the present invention introduce an application
programming interface (API), running in the background, that monitors and facilitates
ongoling transactions between the private cloud and the selected public clouds. Typically,
the API 1s capable of accessing a rules language (RL) that 1s imposed by the selected
public clouds and applying the rules language when translating communications between
clouds. Thus, the API makes the process of sending and converting commands to the
account information on the selected public cloud transparent to the administrators.

[0008] By way of example, the administrators may be curators of a financial
institution’s banking information. In this case, the administrators may specify that the
criteria of highest importance for selecting a private cloud 1s security. Upon submitting
this criteria to the coordination engine, a public cloud that enforces a high level of
protection against hacking may be selected for hosting the banking information.
Typically, the coordination engine would review abstractions of a set of public clouds
when making the selection in order to compare the properties of the respective public

clouds against the submitted criteria.
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[0009] In another example, the administrators may be curators of a online shopping
forum’s inventory information. In this case, the administrators may specify that the
criteria of highest importance for selecting a private cloud 1s cost. Upon submitting this
criteria to the coordination engine, a public cloud that expects a relatively minimal fee for
usage may be selected for hosting the inventory information. Once the public cloud 1s
selected, the coordination engine may trigger the API to automatically begin packaging
commands from the online shopping forum into a format that corresponds with a rules
language of the selected public cloud. Further, the coordination engine 1s configured to
shift usage from the public cloud selected 1n this second example with the public cloud
selected 1n the first example (immediately above) 1f the criteria submitted by the online
shopping forum indicates that security 1s now paramount over cost.
[0010] Although two different types of criteria (cost and security) that may be specified
by the administrators have been described, it should be understood and appreciated that
other types of suitable criteria that operate to communicate the administrators’ preferences
and to aid in selecting public clouds may be used, and that embodiments of the present
invention are not limited to those criteria described herein. For instance, one or more of
the following criteria 1s completed as being used for guiding selection of a public cloud:
availability of computing resources with reduced downtime; scalability (e.g., private
clouds may not offer the same level of scalability as public clouds); geo-redundancy
offering cloud services in physical proximity to those using the account information
hosted thereon; and unique features available only in some public clouds.

BRIEF DESCRIPTION OF THE DRAWINGS
[0011] Embodiments of the present invention are described 1n detail below with
reference to the attached drawing figures, wherein:
[0012] FIG. 1 1s a block diagram of an exemplary computing environment suitable for
use 1n implementing embodiments of the present invention;
[0013] FIG. 2 1s a block diagram 1illustrating a distributed computing environment,
suitable for use in iImplementing embodiments of the present invention, that 1s configured
to select a public cloud and to manage communications with the selected public cloud;
0014] FIG. 3 1s an exemplary schematic diagram of a manifest that lists properties
abstracted from public and/or private clouds, in accordance with an embodiment of the

present invention;
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[0015] FIG. 4 1s an exemplary schematic diagram of a manifest that lists terms
submitted by an administrator for guiding selection of public and/or private cloud(s), in
accordance with an embodiment of the present invention;
[0016] FIG. 5 1s a block diagram 1illustrating a distributed computing environment being
employed to facilitate selection of the public and/or private cloud(s), in accordance with
an embodiment of the present invention;
[0017] FIG. 6 1s a block diagram 1illustrating a distributed computing environment being
employed to facilitate interaction between the public and/or private cloud(s), in
accordance with an embodiment of the present invention;
[0018] FIG. 7 1s a flow diagram showing an overall method for assigning workload to
one or more candidate computer networks based on criteria provided from a client, 1n
accordance with an embodiment of the present invention; and
[0019] FIG. 8 1s a flow diagram showing an overall method for distributing workload to
one or more public computing networks external to a private enterprise network, 1n
accordance with an embodiment of the present invention.

DETAILED DESCRIPTION
[0020] The subject matter of embodiments of the present invention 1s described with
specificity herein to meet statutory requirements. However, the description itself 1s not
intended to limit the scope of this patent. Rather, the inventors have contemplated that the
claimed subject matter might also be embodied 1n other ways, to include different steps or
combinations of steps similar to the ones described 1n this document, 1n conjunction with
other present or future technologies. Also, 1t shall be noted that the disclosure of this
patent document contains material that 1s subject to copyright protection, such as the
phrase “Hybrid Cloud Coordinator.” The copyright owner has no objection to the
facsimile reproduction by anyone of the patent document or the patent disclosure, as it
appears 1n the Patent and Trademark Office patent files or records, but otherwise reserves
all copyright rights whatsoever. The following notice shall apply to portions of this
document: Copyright 2011.
[0021] Generally, embodiments of the present invention provide technology that carries
out provisioning and managing services across multiple cloud-computing networks, both
private and public. For instance, this technology may function to target various available
cloud-computing networks based on user-submitted terms that specify a goal state (e.g.,
high security, high performance, low cost, high redundancy, or robust backup). As will

be described more fully below, a coordination engine, or “Hybrid Cloud Coordinator,”
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may be employed for optimizing selection of the public cloud-computing network (“public
cloud”) with respect to the user-initiated terms while, concurrently, conducting load-
balancing and data-management tasks upon account information placed on the selected
public cloud.

[0022] As used herein, the phrase “coordination engine” 1s not meant to be limited to
any particular piece of software residing at any single location, but generally refers to an
intelligent software component capable of managing and balancing the use of both cloud
offerings (public and private) in a seamless way. The coordination engine may be offered
as a stand-alone service from an independent entity. Or, the coordination engine may be
offered as part of a solution from a cloud-service provider. In an exemplary embodiment,
the coordination engine performs at least the three complimentary functions: (a) provision
accounts across clouds, (b) tracking the results/history of provisioning for future analysis
and optimization, and (¢) managing decisions based on the terms provided by a client 1n
light of properties abstracted from the clouds.

[0023] By way of example, an organization may be running its own private cloud-
computing network (“private cloud”) while, at the same time, relying on outside cloud
services (e.g., public clouds or other private clouds). In this example, the coordination
engine would be effective to distribute, optimize, homogenize, and load-balance usage
across the multiple clouds. That 1s, the coordination engine may act as an intermediary
that translates and manages the flow of data between the private cloud and the public
cloud(s).

[0024] Typically, when operating as an intermediary, the coordination engine operates
1n a manner that 1s transparent to the administrators of the private cloud. Alternatively,
when operating as a resource for selecting a service, the coordination engine makes visible
a comparison of those services offered by various providers. As such, once an
administrator selects service(s) with the coordination engine upfront, the coordination
engine 1s capable of automatically using the selections to distribute, alter, and retrieve data
without the administrator’s oversight on which private cloud should be targeted.
Accordingly, requests to use resources on the private cloud(s) may be provided in an
abstract manner—absent the specificity of a certain external storage location. Thus, the
coordination engine assists 1in leveraging the capabilities of the public cloud(s) whenever 1t
suits the goals of the client, without disturbing the client’s normal operations.

[0025] By way of example, the coordination engine may be configured by an

administrator to provision services containing sensitive information on the client’s private
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cloud while storing the less sensitive ones on a third-party public cloud. Thus, the
coordination engine can interpret the sensitivity of data earmarked for storage and send the
data to the appropriate location based on the sensitivity transparent to the client. In this
way, the coordination engine offers access to services across various public and private
clouds that have differing characteristics (e.g., resilient to attack and expensive vs. stable
and mexpensive) and can intelligently target and distribute workload to appropriate
cloud(s) based on those characteristics.

[0026] Accordingly, in one aspect, embodiments of the present invention relate to one or
more computer-readable media that has computer-executable instructions embodied
thereon that, when executed, perform a method for assigning workload to one or more
candidate computer networks based on criteria provided from a client. Initially, the
method involves recelving a request for computing resources from the client and receiving
the criteria associated with the request. Typically, the criteria specify client-preferred
properties of the candidate computer network(s). A coordination engine 1s employed to
perform an analysis of the criteria with respect to metrics. In an exemplary embodiment,
the processes of analyzing include carrying out the following steps: accessing the metrics
at a metrics database, where the metrics are mined from the candidate computer
network(s); and comparing the criteria against the metrics, respectively. Based on the
comparison, in part, at least one computer network of the candidate computer network(s)
1s targeted. Generally, the targeted computer network exhibits metrics that satisfy the
criteria. At some later time, an interaction 1s initiated with the targeted computer network.
[0027] In another aspect, embodiments of the present invention relate to a computerized
method for distributing workload to one or more public computing networks external to a
private enterprise network. The method includes the steps of receiving a request 1ssued
from a user of the private enterprise network to update account information hosted on the
public computing network(s) and 1dentifying a target network from the public computing
network(s) that 1s responsible for hosting the account information. In instances, one or
more commands may be extracted from the request. By way of example, the command(s)
represent, 1n part, instructions for implementing the update. The commands may be
translated into a format consistent with a rules language observed by the target network
when interacting with an external source. Further, the translated commands may be
distributed to computing resources, associated with the target network, that are designated

to implement the update to the account information.
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[0028] In yet another aspect, embodiments of the present invention relate to a computer
system for performing a method that monitors properties of one or more public clouds and
selects an appropriate public cloud for hosting account information based on those
properties. Generally, the computer system includes a processing unit coupled to a
computer storage medium, where the computer storage medium stores a plurality of
computer software components executable by the processing unit. Initially, the computer
software components imnclude a rules data store, a metrics data store, agent(s), a
coordination engine, and a feedback mechanism. The rules data store 1s designed to
persist terms provided by an administrator associated with a private cloud. As described
more fully below, the terms expose criteria that the administrator deems valuable for an
external cloud-computing network to embody (e.g., cost, security, persistence of data, and
the like). The metrics data store operates to accept and maintain the properties that
describe qualities of the public clouds designated as candidates for hosting the account
information. These clouds may be automatically designated by the coordination engine or
manually selected by the administrator.

[0029] The agent(s) are programmed to dynamically collect the properties by crawling
the candidate public cloud(s) and to report the collected properties to the metrics data
store. One example of the agent includes a pricing agent that 1s programmed to retrieve
expected fees for usage from the candidate public cloud(s). The coordination engine 1s
configured, 1n embodiments, to decide which of the candidate public cloud(s) to select as a
target cloud for hosting the account information. In one instance, the process of deciding
includes a variety of steps that include, but are not limited to, the following: accessing the
rules data store to examine the terms; accessing the metrics data store to examine the
properties; selecting the target cloud as a function of an analysis of the properties 1n light
of the terms; and sending a request to the target cloud to allocate computing resources for
hosting at least a portion of the account information. The feedback mechanism i1s tasked
with evaluating the decision of the coordination engine to access whether the target
cloud—during operation of running a user’s applications or storing a user’s data—satisfies
the terms incident to being selected.

[0030] General aspects of cloud-computing networks will now be described in the
following several paragraphs. Typically, as used herein, the phrase “private cloud” 1s
meant to generally represent a private cloud-computing network operated by the
administrator, while the phrase “target cloud” represents at least one public cloud-

computing network operated by a cloud-service provider. Typically, a cloud-computing



10

15

20)

25

30

CA 02847872 2014-03-05
WO 2013/039793 PCT/US2012/054344

network acts to store data or run service applications 1n a distributed manner. For
instance, the cloud-computing network may include nodes (e.g., computing devices,
processing units, or blades 1n a server rack) that are allocated to run one or more portions
of a user’s service applications. When more than one separate service applications are
being supported by the nodes, the nodes may be partitioned into virtual machines that
concurrently run the separate service applications, respectively, in individualized
computing environments that support the resources and/or operating system specific to
cach service application.

[0031] Further, each service application may be divided into functional portions such
that each functional portion 1s able to run on a separate virtual machine. Generally,
“roles” provide a template description of the functional portion of the service application.
Roles are described by indicating the computer code implementing the role, the conditions
within the hosting environment that are required by the role, configuration settings to be
applied to the role, and the role’s set of endpoints for communication with other roles,
clements, etc. In one instance, the role’s configuration settings may include collective
settings, which are shared by all instances of the role, or individual settings that are
particular to each instance of the role. In an exemplary embodiment, the roles each
represent a particular class of component of the service application. Typically, the service
model delineates how many instances of each of the one or more roles to place within the
data center, where cach of the instances 1s a replication of the particular class of
component, or role. In other words, each role represents a collection of instances of each
class of components, where the service application may have any number of classes of
components for carrying out functions thereof.

[0032] In embodiments, a service model 1s employed to determine which attributes, or a
set of attributes, are to be conveyed from the instances of the roles of the service
application. As utilized herein, the phrase “service model” 1s not meant to be limiting and
generally refers to any communication that includes information pertaining to establishing
and managing instances of a service application within a data center. Generally, the
service model 1s an interface blueprint that provides instructions for managing component
programs of the service application. The service model acts to guide a fabric controller 1n
coordinating activities between the deployed component programs upon deployment to
distributed locations throughout the distributed operating environment. In one instance,
the service model includes a description of which roles of the service application are to be

established, or how the instances of each of the roles are to be installed and activated



10

15

20)

25

30

CA 02847872 2014-03-05
WO 2013/039793 PCT/US2012/054344

within the data center. That 1s, the service model serves as an articulation of which roles
should be running for the service application and conditions for where instances of the
roles should be 1nstalled through a cloud-computing network.

[0033] Although various differing types of cloud configurations have been described, 1t
should be understood and appreciated by those of ordinary skill in the art that other
suitable structures of cloud-computing networks may be used, and that embodiments of
the present invention are not limited to those distributed service applications across virtual
machines described herein. Having briefly described an overview of embodiments of the
present invention, an exemplary operating environment suitable for implementing
embodiments of the present invention is described below.

Operating Environment

[0034] Referring mitially to FIG. 1 1n particular, an exemplary operating environment
for implementing embodiments of the present invention 1s shown and designated generally
as computing device 100. Computing device 100 1s but one example of a suitable
computing environment and 1s not intended to suggest any limitation as to the scope of use
or functionality of the mnvention. Neither should the computing device 100 be interpreted
as having any dependency or requirement relating to any one or combination of
components 1llustrated.

[0035] The mvention may be described 1n the general context of computer code or
machine-useable instructions, including computer-executable instructions such as program
modules, being executed by a computer or other machine, such as a personal data assistant
or other handheld device. Generally, program modules including routines, programes,
objects, components, data structures, etc., refer to code that performs particular tasks or
implements particular abstract data types. The invention may be practiced 1n a variety of
system configurations, including handheld devices, consumer electronics, general-purpose
computers, more specialty computing devices, etc. The imnvention may also be practiced 1n
distributed computing environments where tasks are performed by remote-processing
devices that are linked through a communications network.

[0036] With reference to FIG. 1, computing device 100 includes a bus 110 that directly
or indirectly couples the following devices: memory 112, one or more processors 114,
one or more presentation components 116, input/output (I/0) ports 118, input/output
components 120, and an 1llustrative power supply 122. Bus 110 represents what may be
onc or more busses (such as an address bus, data bus, or combination thereof). Although

the various blocks of FIG. 1 are shown with lines for the sake of clarity, in reality,
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delineating various components 1s not so clear, and metaphorically, the lines would more
accurately be grey and fuzzy. For example, one may consider a presentation component
such as a display device to be an I/O component. Also, processors have memory. The
inventors recognize that such 1s the nature of the art, and reiterate that the diagram of FIG.
1 1s merely 1llustrative of an exemplary computing device that can be used in connection
with one or more embodiments of the present invention. Distinction 1s not made between

7% 66

such categories as “workstation,” “server,” “laptop,” “handheld device,” etc., as all are
contemplated within the scope of FIG. 1 and reference to “computing device.”

0037] Computing device 100 typically includes a variety of computer-readable media.
Computer-readable media can be any available media that can be accessed by computing
device 100 and includes both volatile and nonvolatile media, removable and
nonremovable media. By way of example, and not limitation, computer-readable media
may comprise computer storage media and communication media. Computer storage
media include both volatile and nonvolatile, removable and nonremovable media
implemented 1n any method or technology for storage of information such as computer-
readable instructions, data structures, program modules, or other data. Computer storage
media include, but are not limited to, RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disks (DVD) or other optical disk storage,
magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage
devices, or any other medium, which can be used to store the desired information and
which can be accessed by computing device 100. Communication media typically
embody computer-readable instructions, data structures, program modules or other data in
a modulated data signal such as a carrier wave or other transport mechanism and include
any mformation delivery media. The term “modulated data signal” means a signal that has
one or more of 1ts characteristics set or changed 1n such a manner as to encode information
in the signal. By way of example, and not limitation, communication media include wired
media such as a wired network or direct-wired connection, and wireless media such as
acoustic, RF, infrared, and other wireless media. Combinations of any of the above should
also be included within the scope of computer-readable media.

[0038] Memory 112 includes computer-storage media 1n the form of volatile and/or
nonvolatile memory. The memory may be removable, nonremovable, or a combination
thereof. Exemplary hardware devices include solid-state memory, hard drives, optical-

disc drives, etc. Computing device 100 includes one or more processors that read data

from various entities such as memory 112 or I/O components 120. Presentation
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component(s) 116 present data indications to a user or other device. Exemplary
presentation components include a display device, speaker, printing component, vibrating
component, etc.

[0039] 1/O ports 118 allow computing device 100 to be logically coupled to other
devices including I/O components 120, some of which may be built in. Illustrative
components include a microphone, joystick, game pad, satellite dish, scanner, printer,
wireless device, etc.

System for Implementation

[0040] Technology mtroduced by embodiments of the present invention for provisioning
and managing services (€.g., applications and data) across multiple clouds, both private
and public. This technology will also help determine the optimal targeting of the various
available clouds based on criteria (¢.g., configuration policies and a goal state) supplied by
a client, such as security, performance, cost, redundancy, and backup. An exemplary
system for implementing this technology will now be discussed with reference to FIG. 2.
Generally, this technology employs a coordination engine 230 to interface between the
client 205, a private cloud 210 and one or more public clouds 250. In one instance,
interfacing involves abstracting information (e.g., metrics) that describe services offered
across multiple clouds, where some clouds may be configured with redundancies
(providing enhanced resilience and stability), while other clouds are less expensive
(offering fewer features). Once the mformation 1s abstracted and analyzed, the
coordination may publish the information to the client 205 1n order to make a decision on
which clouds to target. Or, the coordination may compare desirable features input by the
client 205 against the abstracted information to automatically target best-fit cloud(s).
[0041] In another instance, interfacing mvolves intelligently distributing workload (e.g.,
based on the abstracted information) to the targeted cloud(s) without the need for the client
205 to manually convert data to be readable by the targeted cloud(s). That 1s, the
coordination engine 230 facilitates simplistic interaction with the services at the targeted
cloud(s). By way of example, this interaction is carried out by the coordination engine
230 translating the communications from the client 205 or private cloud 210 to the
respective languages employed by the targeted cloud(s).

[0042] Turning now to FIG. 2, a block diagram 1s 1llustrated showing a distributed
computing environment 200, suitable for use in implementing embodiments of the present
invention. The distributed computing environment 200 includes the client 205 associated

with the private cloud 210, an abstraction layer 220 within the private cloud 210, the
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coordination engine 230 for interfacing between various components, a feedback
mechanism 235, a subject cloud 240 for hosting various components, a group of public
clouds 250, a pricing agent 260, a security agent 265, a rules database (DB) 270, a
performance agent 275, and a metrics DB 280. It will be understood and appreciated by
those of ordinary skill 1n the art that the clouds 210, 240, and 250 shown 1n FIG. 2 are
merely an example of computing networks suitable for accommodating workload (e.g.,
data and/or service applications) and are not intended to suggest any limitation as to the
scope of use or functionality of embodiments of the present invention. Neither should the
clouds 210, 240, and 250 be interpreted as having any dependency or requirement related
to any single resource, combination of resources (e.g., DBs 270 and 280), or set of APIs
(e.g., coordination engine 230) to access the resources. Further, although the various
blocks of FIG. 2 are shown with lines for the sake of clarity, in reality, delineating various
components 18 not so clear, and metaphorically, the lines would more accurately be grey
and fuzzy.

[0043] The subject cloud 240 represents any cloud-computing network (e.g., an
extension of the private cloud 210 or one of the public clouds 250 being considered for
targeting) and may include various resources that are communicatively coupled to the
coordination engine 230. Some of the resources involve the feedback mechanism 2335, the
pricing agent 260, the security agent 2635, and the performance agent 275, which represent
software components, programs, or apps that are interconnected via the subject cloud 240.
The subject cloud 240 hosts these resources on tangible computing elements, such as
nodes or virtual machines within the nodes. Accordingly, the resources may be
distributably placed across various physical computing elements, as opposed to being
individual self-contained items. In addition, the subject cloud 240 facilitates
communication over channels connecting the resources to services (e.g., abstract layer
220) on other cloud-computing networks, such as the private cloud 210 and the public
clouds 250. By way of example, the communication channels may include, without
[imitation, one or more local area networks (LANSs) and/or wide arca networks (WANSs).
Such networking environments are commonplace 1n offices, enterprise-wide computer
networks, intranets, and the Internet. Accordingly, the network 1s not further described
herein.

[0044] An exemplary configuration of the DBs 270 and 280 will now be discussed.
Initially, the DBs 270 and 280 represent data stores residing internal to or external of the

subject cloud 240, and are programmed to host differing types of data. For example, the
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rules DB 270 may be programmed to persist terms provided by an administrator (¢.g.,
client 205) associated with the private cloud 210, where the “terms” represent criteria the
administrator deems valuable for an external cloud-computing network to embody. Thus,
1n operation, the terms help the administrator identify features of one or more of the public
clouds 250 that would best support the application or data to be hosted. Further, the terms
help the coordination engine 230, upon accessing the rules DB 270, to select the most
appropriate cloud(s), public and/or private, to designate as the targeted clouds for
recerving workload. In another embodiment, the metrics DB 280 1s programmed to accept
and maintain the properties (e.g., abstracted information) that describe qualities of the
public clouds 250 designated as candidates for hosting the account information.

[0045] The DBs 270 and 280 are generally configured to store information associated
with an analysis procedure for comparing cloud-abstracted metrics against client-supplied
criteria, as discussed below with reference to FIG. 5. In various embodiments, such
information may include, without limitation, terms, criteria, abstracted information,
metrics, and other properties of the clouds 210, 240, and 250. In addition, the DBs 270
and 280 may be configured to be searchable for suitable access of stored information. For
instance, the rules DB 270 may be searchable for terms, criteria, and other information
shown 1n FIG. 4, while the metrics DB 280 may be searchable for metrics, properties of
clouds, and other information shown 1n FIG. 3. It will be understood and appreciated by
those of ordinary skill 1n the art that the information stored in the DBs 270 and 280 may be
configurable and may include any information relevant to the functionality carried out by
the coordination engine 230. The content and volume of such information are not
intended to limit the scope of embodiments of the present invention in any way. Further,
though 1llustrated as single, independent components, the DBs 270 and 280 may, 1n fact,
be a plurality of data stores, for instance, a database cluster, portions of which may reside
on the subject cloud 240, other clouds 210 and 250, another external computing device
(not shown), and/or any combination thereof.

[0046] An exemplary set of information stored on the metrics DB 280 will now be
discussed with reference to FIG. 3. Generally, FIG. 3 shows an exemplary schematic
diagram of a manifest 300 that lists properties abstracted from public and/or private
clouds, 1n accordance with an embodiment of the present invention. These properties may
be stored as entries within the manifest 300 of the metrics DB 280. As 1llustrated, the first
entry within the manifest 300 describes a storage-type resource 1n a cloud-computing

network operated by a service (e.g., Amazon) that 1s directed toward storing data. The
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availability score (99.9%) for this storage service represents one metric used by the
coordination engine 230 of FIG. 2 to make decisions 1n light of the terms 1n the rules DB
2°70. In one 1nstance, the availability score represents the percentage of time that the
storage service 1s expected to be available without disconnection or falling offline. The
performance score (123.456) 1s employed for selecting an appropriate service when
computing capacity (e.g., GB/s or CPU) 1s specified as a desirable criteria. The pricing
scheme ($0.02 per GB) 1s generally the rate charged by the storage service for allocating
computing capacity to maintain the client’s data remotely.

[0047] Further, the second entry within the manifest describes a hosting-type resource in
a cloud-computing network operated by a service (e.g., Windows Azure) that 1s directed to
hosting an application. Typically, the application 1s distributed across virtual machines
running on nodes within the hosting service. In comparison with the storage service, the
hosting service 1s evaluated to have a higher availability score, which corresponds to
orcater accessibility by the client. Also, the hosting service of the second entry has a
higher performance score than the storage service, which corresponds to faster processing.
Last, the pricing scheme ($0.15 per hour) of the hosting service 1s formatted differently
than the scheme of the storage service. The metrics DB 280 1s configured to convert the
distinct pricing schemes to a normalized scheme 1n order to allow for comparison between
the storage service and the hosting service.

[0048] It should be appreciated that other properties of cloud services may be abstracted
and stored within the manifest 300. For instance, characteristics of the virtual machines
used by the hosting service, which are typically based upon the applications and operating-
system properties, may be described within the manifest in order to ensure the hosting
service will properly accommodate functionality of the client’s application. The criteria
provided from the admin. 1s used to select clouds by comparing the criteria against the
entries.

[0049] Turning now to FIG. 4, an exemplary schematic diagram of a manifest 400 that
lists terms or criteria submitted by an administrator for guiding selection of public and/or
private cloud(s) 1s shown, 1in accordance with an embodiment of the present invention.
Typically, the manifest 400 1s maintained by the rules DB 270 of FIG. 2. As illustrated,
the manifest 400 includes two entries: a first entry that describes criteria related to data
storage; and a second entry that describes criteria related to hosting an application on a
remote virtual machine. In particular, the client has specified a first criteria of significance

within the first entry, which governs selection of a storage service according to a price
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(e.g., price <= $0.10 per GB), while the client has specified a second criteria of
significance within the second entry, which governs selection of a virtual machine for
hosting an application according to lack of downtime (e.g., availability > 99.99%). Thus,
the client 1s enabled to select varying criteria of importance with respect to different types
of resources available at the public clouds 250.

[0050] In operation, for example, the coordination engine 230 may perform an analysis
of the criteria in manifest 400 of FIG. 4 with respect to metrics in manifest 300 of FIG. 3.
As a result of the analysis, the coordination engine may select an appropriate cloud to
target for usage when the use of off-site resources 1s invoked. As illustrated, when
additional external storage for private-cloud data 1s sought by the coordination engine, the
client has specified that the pricing criteria shall be below a threshold of $0.10 per GB.
The metrics indicate that the Amazon cloud-computing network charges a higher rate of
$0.20 per GB and, accordingly, would not be considered as a candidate for supporting data
storage. However, when additional external processing capacity for virtual machines 1s
sought by the coordmation engine, the client has specified that the availability criteria
shall be greater than 99.99%. The metrics indicate that the Windows Azure cloud-
computing network offers 99.999% availability and, accordingly, would likely be
considered as a candidate for hosting an application.

0051]  Although various different configurations of manifests, and the type of entries
therein, have been described, 1t should be understood and appreciated that other types of
suitable formats for maintaining a mapping between cloud 1dentities and their respective
metrics and criteria may be used, and that embodiments of the present invention are not
l[imited to the exemplary design of the manifests 300 and 400 described herein. For
instance, the metrics and criteria may be stored 1n a common 1index within a single data
store.

[0052] In embodiments, a rules language 1s employed by the coordination engine 230
that defines how the coordination engine will weigh the criteria that match the metrics,
where the processing of weighing (e.g., attaching varying importance to individual
criteria) governs the decision of which public cloud (e.g., cloud I 251, cloud II 252, and/or
cloud III 253) to target for provisioning resources for the private cloud 210 of FIG. 2. In
one mstance, the rules language may also assist in defining the rules used by the
coordination engine when performing the analysis of the criteria in light of the metrics.

For example, the rules may govern how which criteria are absolute (must be met by a
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cloud’s metrics to consider it a candidate for hosting) and which criteria are optional
(desirable attribute for a cloud but not preclusive from consideration).

[0053] In some 1nstances, the rules are automatically set by the coordination engine 230.
For example, the coordination engine 230 may establish rules that remove from
consideration any clouds that are located 1n a country presently afflicted with political
conflict. These automatically set rules are typically overarching in nature and override
rules mput by the client or other users. By way of example, if a client’s application 1s
written to act in a networking environment and the client manually sets rules that
emphasize a high level of security (e.g., enforcing restricted access) while coordination
engine 230 automatically sets rules that allow for monitoring the status of the client’s
application by a third party to ensure compliance with cloud protocol, the conflict 1s
resolved 1n favor of the coordination engine’s rules.

0054] In other instances, the rules may be manually set by the client. For example, the
client may establish rules that identify one metric as absolute, while other specified
metrics are optional. In one example, if the client represents a financial institution, the
absolute rule that enhanced security of sensitive account information may be manually set,
thereby dictating that the account information 1s viewable only by customers that are
authorized and verified to access the account information. In another example, 1f the
client represents an equipment manufacturer, the absolute rules may establish that
reliability of access to data may be manually set, thereby dictating that the data be
consistently and readily available to various users at various times. Thus, the rules allow
the client to weight and/or rank criteria mto a hierarchy (e.g., emphasis on security or
reliability), while also allowing the client to designate rules as absolute or simply optional.
Consequently, the rules, once set, govern how data and/or an application 1s to be managed
in light of the criteria.

[0055] Although various different configurations of rules and the manner of their
influence on criteria have been described, it should be understood and appreciated that
other types of suitable user- or system-prescribed schemes for assigning importance to
criteria may be used, and that embodiments of the present invention are not limited to the
exemplary rules for ranking, weighting, setting as absolute, and setting as optional. For
instance, one set of rules may be attached to a client’s application, which affect criteria for
selecting virtual machines, while another set of rules may be attached to a client’s data,

which affect criteria selecting storage locations within clouds.
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[0056] Returning the FIG. 2, the abstraction layer 220 (e.g., software development kit)
residing on the private cloud 210 will now be discussed. As illustrated, the abstraction
layer 220 1ncludes various interfaces that are generally provided to serve as an
intermediary through which the client 205 may interact with the coordination engine 230
residing on the subject cloud 240, which may or may not be associated with the private
cloud 210. These various interfaces include, but are not limited to, the following: a rules
interface 221, a resource-management interface 222, and a criteria interface 223.

[0057] In one nstance, the rules interface 221 and the criteria interface 223 allow
customers to programmatically define rules and criteria, respectively, for the coordination
engine 230 to observe when selecting candidate clouds that, in turn, results 1in provisioning
resources on the selected clouds that match the terms dictated/desirable by the client 205.
The operation of the mterfaces 221 and 223 will be discussed more fully below with
reference to the method for facilitating selection of a cloud depicted in FIG. 5. In another
instance, the resource-management interface 222 operates as a mechanism to allow the
client 205 to transparently interact with a target cloud, selected from the public clouds
250, without performing detailed conversions of commands or learning protocols of
external data centers. Accordingly, the resource-management interface 222 within the
abstraction layer 220 acts as a library of protocols employed by the public clouds 250 and,
1in addition, acts as a translator that uses the library to automatically convert the client’s
commands to an appropriate language and format. Thus, the resource-management
interface 222 1s able to accept abstract instructions, such as increase/decrease external file
storage capacity, without any particular knowledge of the actual cloud implementation.
[0058] As briefly mentioned above, the agents 260, 265, and 275 are tasked with
periodically contributing information that 1s fed into the metrics DB 280 1n order to update
the metrics (e.g., entries of manifest 300 of FIG. 3) that are accessible to the coordination
engine 230. In one instance, the metrics are extracted from the public clouds 251-253
individually. In another instance, metrics may be mined from other sources, such as the
subject cloud 240, the private cloud 210, and the like 1 order to consider these other
sources as candidates for hosting the client’s data and/or application(s). The precise
sources that are crawled by the agents 260, 265, and 275 may be manually determined by
the client 205 or automatically established by the system. In one embodiment of
automatically establishing sources to be crawled, a database schema may be generated to

drive the location and 1dentity of the information being collected from the sources.
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[0059]  Generally, the agents are assigned separate roles that include mutually exclusive
information to collect and submit to the metrics DB 280. For instance, the pricing agent
260 may be assigned the role of dynamically collecting pricing information from the
different sources. In a particular example, the pricing agent 260 may be pointed toward
various online locations (e.g., URL addresses) and may be programmatically configured to
retrieve the pricing information from clouds arrived upon by navigating to the online
locations. As illustrated, the pricing agent 260 1s pointed to three online locations that
correspond with the public cloud I 251, the public cloud II 252, and the public cloud III
253, respectively. The pricing agent 260 may be instantiated with parameters that govern
how to interface with the public clouds 251-253. Further, the pricing agent 260 may be
instantiated with parameters that govern when to contact the public clouds 251-253. For
instance, pricing agent 260 may be programmed to collect specific information from the
public clouds 251-253, designated as the candidate clouds, at a predefined interval. In
embodiments, the coordination engine 230 1s responsible for instantiating and managing
the parameters of the pricing agent 260, while the client 205 1s often enabled to alter
configuration settings of the pricing agent 260, in order to conform with one or more rules
within the rules DB 270, for example.

[0060] Once collected, the pricing information collected by the pricing agent 260 1s
reported back to the metrics DB 280. This pricing information 1s used to update the
records of the metrics DB 280 1n order to provide the coordination engine 230 up-to-date
data to be considered when making a decision. Out-of-date pricing information may be
dumped from the metrics DB 280 upon being replaced by the up-to-date data. Further, the
metrics DB 280 may be configured to categorize and filter the pricing information for
casier use by the coordination engine 230.

[0061]  Although the pricing agent 260, which 1s programmed to retrieve pricing
information (e.g., expected fees for usage) from the public clouds 251-253, has been
described 1n detail, embodiments of the present invention contemplate a variety of other
agents that interact with the public clouds 250 (e.g., talk directly or via an API) and collect
a variety of other information that may be deemed usetul for evaluating a cloud. Similar
to the pricing agent 260, these other agents may be programmed to dynamically collect
information (¢.g., properties, attributes, characteristics, and the like) from the public
clouds 251-253 by crawling the public clouds 251-253 and reporting the collected
information to the metrics DB 280. In one instance, the agents may include a security

agent 265 that 1s programmed to measure a level of security imposed by the public clouds
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251-2353, respectively, and/or a performance agent 275 that 1s programmed to measure a
level of availability support by the public clouds 251-253, respectively.

[0062] Although various specific rates of collection of data (e.g., 10 scans per minute)
have been delineated for the agents 260, 265, and 275, 1t should be appreciated and
understood that embodiments of the present invention consider any type of temporal basis
for collecting the information from the clouds crawled by the agents 260, 265, and 2735.
For mnstance, certain interactions of the client 205 with the abstraction layer 220 may
provoke the coordination engine 230 to ask the agents 260, 265, and 275 to update the
metrics DB 280.

[0063] Further, although depicted on the subject cloud 240, which 1s the same cloud that
hosts the coordination engine 230, the agents 260, 265, and 275 may be located on any
private or public cloud. For instance, if the agents 260, 265, and 275 begin consuming too
many resources, they may be moved to one or more of the public clouds 250.

[0064] The feedback mechanism 235 1s generally configured to evaluate the decisions of
the coordination engine 230 1n order to access whether the target cloud satisfies the criteria
specified by the client 205 incident to being selected for use. In embodiments, the
evaluation performed by the feedback mechanism 235 includes various steps, such as the
following: reviewing past decisions of the coordination engine 230; self-evaluating the
impact of those decisions 1n order to improve performance; and applying an outcome of
the self-evaluation to the rules DB 270. Accordingly, the feedback mechanism 235
automatically establishes or modifies rules 1n order to filter spurious criteria from those
criteria that are as reliable as expected. Thus, the feedback mechanism 235 can adapt the
rules to reweight criteria and to disregard some information drawn from the public clouds
251-2353 as being persistently mnaccurate m order to actually achieve the desired results.
The Coordination Engine

[0065] The coordination engine 230 generally represents an intelligent software
component capable of managing and balancing the use of both cloud offerings (public and
private) in a seamless way. In embodiments, the coordination engine 230 may be offered
as part of the private-cloud solution (installed as a feature within an appliance at the
private cloud 210) or, as 1llustrated 1in FIG. 2, located remotely from the client 205 within
a subject cloud 240. Further, the coordination engine 230 may be divided or reproduced
onto two or more data centers. In operation, the coordination engine 230 seamlessly
performs two complimentary functions: making decisions based on the rules provided by

the client 205 1n light of the metrics; and provisioning accounts across the clouds 210, 240,
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and/or 250 while keeping track of the results/history for future analysis and optimization
(e.g., utilizing the feedback mechanism 235).

[0066] With regard to the first function above, the coordination engine 230 may be
designed to decide which of the public clouds 250 are considered as candidate clouds and
to select as a target cloud for hosting the client’s account information one or more of the
candidate clouds. In embodiments, the process of deciding which of the public clouds 250
are to be considered as candidate clouds includes accessing the rules DB 270 to examine
the criteria 1in light of the rules and accessing the metrics DB 280 to examine the metrics
(e.g., properties individual to the public clouds 250). Typically, examining includes
accessing the DBs 270 and 280, which have information organized according to a database
schema to promote expedient discovery thereof, and retrieving the appropriate information
from the DBs 270 and 280. In embodiments, the process of selecting the target cloud from
the public clouds 250 involves selecting the target cloud as a function of a comparison
between the retrieved information against the criteria weighted/modified via the rules,
where the targeted cloud exhibits metrics that substantially satisfy the criteria. Upon
selecting the target cloud, the coordination engine 230 may be further configured for
sending a request to the target cloud to mitiate interaction with the targeted cloud and to
allocate computing resources for hosting at least a portion of the client’s account.

0067] With regard to the second function above, the coordination engine 230 1s capable
of managing the client’s activities on the targeted cloud(s). In one instance, this manner of
managing the client’s activities allows the client 205 to provide commands within
requests, which are composed of abstract information that generally describe the intended
interactions of the private cloud 210 with a cloud-based platform (e.g., clouds 240 and
250). These requests may be 1ssued and carried out without the client 205 tracking and/or
analyzing low-level details of the day-to-day operations of the system. Thus, the
coordination engine 230 relieves the client 205 from understanding an implementation of
cach API that monitors the ongoing transactions between the private cloud 210, via the
resource management interface 222, and the cloud-computing platform. In other words,
the client 205 does not have to have upfront knowledge of where new data should be
addressed and where the old data 1s stored. Instead, the client 205 1s merely responsible
for generating noncloud-specific requests to use resources, where the requests mclude
commands that are formed 1n an abstract way. In embodiments, the coordination engine
230 also assists the client 205 1n leveraging the power of the public clouds 250 whenever

1t suits 1ts goals without disturbing the normal operations of the private cloud 210.
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[0068] Beyond invoking processes that allow for the client 205 to provide commands 1n
an abstract format, the coordination engine 230 optionally makes intelligent decisions in
the background that apply the commands when making determinations affecting the
client’s account. These intelligent decisions are generally rules-based and may be
configurable based on manual and/or automatic modifications to the rules. For example,
the rules may dictate that the coordination engine 230 1teratively uses the different metrics
when dynamically addressing an incoming client request to determine which of the public
clouds 250 best fulfills the request.

[0069] One exemplary use of the coordination engine 230 will now be discussed.
Assuming the client 205 1s a company that 1s 1n the business of selling backup solutions
and assuming the company’s usage of storage can be high and unpredictable, the company
would likely benefit from leveraging the elasticity of a public cloud. Initially, this
company would setup the coordination engine 230 at an application local to the private
cloud 210. Or, the company may acquire the services of another cloud that 1s hosting
coordination engine 230.

[0070] Once access to the coordination engine 230 1s acquired, the company may
configure the coordination engine 230 by setting rules and criteria via the rules interface
221 and the criteria interface 223, respectively, of the abstraction layer 220. When setting
the criteria, the company may primarily opt for a lowest price. The coordination engine
230 would understand the current prices for the public clouds 250 that are designated as
candidate clouds (e.g., clouds the company 1dentified that they would be willing to use).
Further, the company may submit the operation expenses (i.e., maintenance costs) for
running the private cloud 210 1n order to have 1t considered as one of the candidate clouds.
[0071] At some later time, the company may 1ssue a request for a certain amount of GB
of storage for newly generated data. The coordination engine 230, at the time of 1ssuance
of the request, will attempt to find the least expensive candidate cloud. Once the least
expensive candidate cloud 1s discovered, 1t 1s designated as the target cloud and
provisioned to serve the company’s data-storage requirements as conveyed within the
request. Further, in embodiments, the coordination engine may return a token representing
a storage account placed on the target cloud. The company may use the token to call the
storage account, via the abstraction layer 220, when 1ssuing read/write commands to affect
data within the storage account. The coordination engine uses the token to identify the
target cloud and to translate the read/write commands to native commands of the target

cloud. Accordingly, the company’s responsibilities to 1dentify the target cloud within the
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request and to translate the commands embedded within the request are assumed by the
coordination engine 230.

[0072]  This distributed computing environment 200 1s but one example of a suitable
environment that may be implemented to carry out aspects of the present invention, and 1s
not intended to suggest any limitation as to the scope of use or functionality of the
invention. Neither should the illustrated exemplary system architecture of the distributed
computing system 200 be interpreted as having any dependency or requirement relating to
any on¢ or combination of the components 220, 230, 235, 260, 265, 270, 275, and 280 as
1llustrated. In some embodiments, one or more of the components 220, 230, 235, 260,
265, 270, 275, and 280 may be implemented as stand-alone devices. In other
embodiments, one or more of the components 220, 230, 235, 260, 265, 270, 275, and 280
may be integrated directly mto one or more of the clouds 210, 240, or 250. It will be
understood by those of ordinary skill in the art that the components 220, 230, 235, 260,
265, 270, 275, and 280 1llustrated in FIG. 2 are exemplary 1n nature and 1in number and
should not be construed as limiting.

[0073] Accordingly, any number of components may be employed to achieve the
desired functionality within the scope of embodiments of the present invention. Although
the various components of FIG. 2 are shown with lines for the sake of clarity, in reality,
delineating various components 1s not so clear, and metaphorically, the lines would more
accurately be grey or fuzzy. Further, although some components of FIG. 2 are depicted as
single blocks, the depictions are exemplary 1n nature and 1n number and are not to be
construed as limiting (e.g., although only one private cloud 1s shown, many more may be
communicatively coupled to the coordination engine(s) 230).

Method for Facilitating Selection of a Cloud

[0074] Turning now to FIG. 5, a block diagram 1llustrating a distributed computing
environment 500 being employed to facilitate selection of the public and/or private
cloud(s) 1s shown, 1n accordance with an embodiment of the present invention. As
1llustrated, the computing environment 500 includes aspects of the computing environment
200 of FIG. 2, where like reference numerals represent substantially similar components.
Further, the computing environment 500 will be discussed 1n the context of the flow
diagram of FIG. 7, wherein the flow diagram shows an overall method 700 for assigning
workload to one or more candidate computer networks based on criteria provided from the
administrator 510 1n accordance with an embodiment of the present invention. Although

the terms “step” and *“block” are used herein below to connote different elements of
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methods employed, the terms should not be mterpreted as implying any particular order
among or between various steps herein disclosed unless and except when the order of
individual steps 1s explicitly described.

[0075] Initially, the administrator 510 (employee of the client’s I'T department) may
notice that the private cloud 210 of the enterprise generates a significant increase 1n use of
an application, thus, creating a demand for hosting services that supply virtual machines.
The administrator 510 may 1ssue a request 530 for resources via the abstraction layer 220
to the coordination engine 230, as indicated at block 710. In one instance, the request 530
may be for 100 terabytes of computing resources for a six-month project.

[0076] As indicated at block 720, the administrator 510 may further provide rules 520
and criteria 525 within the request via the rules interface 221 and the criteria interface 223,
respectively. In one instance of providing the criteria 525, the administrator 510 may
access an interaction application that cooperates with the abstraction layer 220 that renders
a GUI 1 which the administrator may submit the request for the computing capacity with
accompanying criteria 525. Typically, the criteria 525 specify client-preferred properties
of an optimal public cloud. By way of example, the accompanying criteria 525 may
indicate that low pricing 1s most critical, while other criteria 525 such as high-security and
high-performance requirements are desirable yet optional.

[0077] Upon communicating the request 530 to the coordination engine 230, the
coordination engine 230 may perform an analysis of the criteria 525 with respect to
metrics 1n the metrics DB 280, as indicated at block 730. In an exemplary embodiment,
the process of analyzing includes carrying out the following steps: accessing the metrics at
the metrics DB 280 (see block 740), and comparing the criteria 525 against the metrics
(see block 750). In embodiments the coordination engine 230 may consider the metrics by
applying the rules 520 from the rules DB 270 to the criteria metrics 525. Based on the
comparison, 1n part, at least one public cloud of the candidate clouds 1s targeted, as
indicated at block 760. Generally, the targeted computer network exhibits metrics that
satisfy the criteria 5235.

[0078] At some later time, as indicated at block 770 an mteraction 1s initiated with the
targeted computer network. This interaction may provision an account on the target cloud
that satisfies the request. Upon provisioning the account, the coordination engine 230 may
return a URL, API, and/or token with credentials to the administrator 510 that allows for
reading and writing (1.e., authentication access) to the account on the target cloud without

the administrator 510 creating a language conversion mechanism to interface with the
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account. As such, the coordination engine 230 does not necessarily indicate the identity of
the target cloud to the administrator 510. In operation, the token represents a list of IP or
MAC addresses of those virtual machines within the target cloud allocated to the private
cloud 210, as well as the credentials needed to access the virtual machines. Using the
token, the administrator 1s enabled to remotely log into the allocated virtual machines and
continue setting them up by enabling instances of roles and/or 1nstalling additional
resources. Further, when the administrator 510 no longer has use for the virtual machines
allocated on the target cloud, the token can be used to request a cancelation of service and
stop accruing charges on them.

[0079] It 1s evident from the variety in exemplary criteria 525 discussed above that no
particular cloud configuration would be 1deal for each administrator 510 1n every aspect.
Nor will one cloud configuration exhibit the features that cach administrator 510 requests,
where different cloud configurations excel 1n different areas. Thus, the coordination
engine 230 1s typically programmed to track many public-cloud parameters for making
optimal decisions on which cloud’s resources to use. The following are cases of example
optimizations.

[0080] The coordination engine 230 may optimize for an edge scenario. Assume that
service providers operate a set of candidate clouds X, Y, and Z. If the service provider
associated with candidate cloud X is determined to be best in class when 1t comes to edge
caching and content delivery, then the request from the administrator 510 would be routed
to the candidate cloud X rather than the candidate clouds Y or Z. As used herein, the
phase “edge caching” refers to maintaining content within proximity of a main group of
users (e.g., customers 1n Japan want copies of media close by Tokyo, as opposed to Los
Angeles, so that 1s can be played faster).

[0081] The coordination engine 230 may optimize for a pricing scenario. Assume the
service provider of candidate cloud X charges $1/GB while service providers associated
with candidate clouds Y and Z charge $0.50/GB with the same reliability. Under the
pricing scenario, the coordination engine 230 may route requests for storage to candidate
clouds Y or Z instead of candidate cloud X. Meanwhile, the pricing agent 260 of FIG. 2
may operate as an automated service to keep the coordination engine 230 up-to-date
regarding the various pricing schemes of the candidate clouds X, Y, and Z.

[0082] Further, the pricing scenario may program behavior into the rules 520 such that

portions of the private cloud 210 may be unused when 1t 1s more cost-efficient to use the

candidate clouds Y and Z (e.g., public clouds 250 of FIG. 2). Thus, public cloud(s) may
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be leveraged to allocate space on the private cloud 210 1n order to react to a sudden
Increase 1n sensitive information that 1s designated to be stored internally. In this way, the
private cloud 210 1s considered to be a candidate by the coordination engine 230 just as
much as any other cloud being monitored.

0083] The coordination engine 230 may optimize for a back up scenario. Assume
administrator 510 indicates within the rules 520 that the organization places a premium on
reliably backing up important data. Further, the rules 520 specify that the data 1s to be
stored redundantly on two or more of the candidate clouds X, Y, and Z to provide
maximum assurance against data loss. In this back up scenario, the decision of the
coordination engine 230 may be optimized for redundancy on a plurality of clouds.

0084] The coordination engine 230 may optimize for a reliability scenario. In the
reliability scenario, the coordination engine 230 may track the reliability history of the
various choices 1t made, such as picking candidate cloud X over candidate cloud Y. The
coordination engine 230 may then analyze reliability history to detect any changes in
metrics extracted from the candidate clouds X and Y, such as performance, reliability, and
the like. Using the analysis, the coordination engine 230 may adjust 1ts future decisions to
better optimize reliability based on the actual reliability and performance of the candidate
clouds X and Y when handling the administrator’s data.

[0085] The coordination engine 230 may optimize for a reseller scenario. In the case
where the administrator 510 1s guided by a business model where a company’s sales come,
in part, from hosting outside customers on the private cloud 210 in combiation with other
public clouds. Generally, a third-party customer of the company 1s not concerned with the
details of where his/her data is hosted as long as the criteria 525 1s fulfilled to a certain
level of security and reliability. So, 1n the reseller scenario, the company may employ the
coordination engine 230 to act as a broker and piggyback off other public clouds while
pricing competition and monitoring volume to generate significant revenue. Typically a
company of this kind would license this coordination engine 230 software to help run 1ts
business.

Method for Facilitating Interaction Between Clouds

[0086] Referring to FIG. 6, a block diagram 1s shown that illustrates a distributed
computing environment 600 being employed to facilitate interaction between the public
and/or private cloud(s), in accordance with an embodiment of the present invention. As
1llustrated, the computing environment 600 includes aspects of the computing environment

200 of the FIG. 2, where like reference numerals represent substantially similar
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components. Further, the computing environment 600 will be discussed 1n the context of
the flow diagram of FIG. 8, wherein the flow diagram shows an overall method 800 for
distributing workload to one or more public computing networks external to a private
enterprise network, 1n accordance with an embodiment of the present mvention.

[0087] Imitially, the method 800 includes the steps of receiving a request 620 1ssued
from a user 610 of the private enterprise network, or private cloud 210, to update account
information hosted on the public computing network(s) (see block 810) and 1dentifying a
target network from the public computing network(s) 250 that 1s responsible for hosting
the account information (see block 820). In instances, as indicated at block 830, one or
more commands may be extracted from the request 620. By way of example, the
command(s) represent, 1n part, instructions for implementing the update. As indicated at
block 840, the commands may be translated into a format consistent with a rules language
observed by the target network when interacting with an external source. Further, the
translated commands 630 may be distributed to computing resources, associated with the
target network, that are designated to implement the update to the account information, as
indicated at block 850.

[0088] Embodiments of the present invention have been described 1n relation to
particular embodiments, which are intended 1n all respects to be illustrative rather than
restrictive. Alternative embodiments will become apparent to those of ordinary skill in the
art to which embodiments of the present invention pertain without departing from its
scope.

0089] From the foregoing, it will be seen that this mmvention 1s one well adapted to
attain all the ends and objects set forth above, together with other advantages, which are
obvious and inherent to the system and method. It will be understood that certain features
and sub-combinations are of utility and may be employed without reference to other
features and sub-combinations. This 1s contemplated by and 1s within the scope of the

claims.
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CLAIMS

1. One or more computer-readable media having computer-executable instructions
embodied thereon that, when executed, perform a method for assigning workload to one or
more candidate computer networks based on criteria provided from a client, the method
comprising:

receiving a request for computing resources from the client;

recerving the criteria associated with the request, wherein the criteria specify
client-preferred properties of the one or more candidate computer networks;

employing a coordination engine to perform an analysis of the criteria with respect
to metrics, wherein the processes of analyzing comprises:

(a) accessing the metrics at a metrics database, wherein the metrics are
mined from the one or more candidate computer networks; and
(b) comparing the criteria against the metrics, respectively;

based on the comparison, 1n part, targeting at least one computer network, from the
one or more candidate computer networks, which exhibits metrics that satisty the criteria;
and

initiating interaction with the at least one targeted computer network.
2. The computer-readable media of claim 1, wherein the request comprises
instructions to run an application on virtual machines available at the one or more
candidate computer networks, and wherein the application 1s associated with the client’s
account.
3. The computer-readable media of claim 1, wherein the request comprises
instructions to maintain data on a storage location available at the one or more candidate
computer networks, and wherein the data 1s associated with the client’s account.
4, The computer-readable media of claim 1, wherein the criteria define particular
attributes of the one or more candidate computer networks that pertain to at least one of
security, availability, cost, scalability, or geo-redundancy.
5. The computer-readable media of claim 1, wherein one or more candidate computer
networks comprise a private enterprise network and at least one public cloud-computing
network.
6. The computer-readable media of claim 5, wherein the method further comprises
employing the coordination engine to manage usage of the client’s account across the

private enterprise network and the at least one targeted computer network.
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7. The computer-readable media of claim 6, wherein the employing the coordination
engine to manage usage of the client’s account across the private enterprise network and
the at least one targeted computer network comprises overseeing an application running on
virtual machines provisioned on the at least one targeted network.
3. The computer-readable media of claim 6, wherein the employing the coordination
engine to manage usage of the client’s account across the private enterprise network and
the at least one targeted computer network comprises tracking data maintained at a storage
location provisioned on the at least one targeted network.
9. The computer-readable media of claim 6, wherein the method further comprises
employing the coordination engine to provision the computer resources on the at least one
targeted computer network 1n order to meet the request.
10.  The computer-readable media of claim 6, wherein the employing the coordination
engine to manage usage of the client’s account across the private enterprise network and
the at least one targeted computer network comprises load-balancing usage between the at
least one targeted computer network and another public cloud-computing network.
11.  The computer-readable media of claim 1, wherein the process of analyzing further
COMPI1SES:

accessing rules from a rules database; and

applying the rules to affect an outcome of the comparison of the criteria against the
metrics.
12. A computerized method for distributing workload to one or more public computing
networks external to a private enterprise network, the method comprising:

recerving a request 1ssued from a user of the private enterprise network to update
account mnformation hosted on the one or more public computing networks;

1identifying a target network from the one or more public computing networks that
1s responsible for hosting the account information;

extracting one or more commands from the request, wherein the one or more
commands represent, 1n part, instructions for implementing the update;

translating the one or more commands 1nto a format consistent with a rules
language observed by the target network when interacting with an external source; and

initiating a distribution of the one or more translated commands to computing

resources, associated with the target network, that are designated to implement the update

to the account information.
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13.  The computerized method of claim 12, further comprising, upon establishing the
account information on the target network, releasing to the administrator a token that
exposes, among other things, at least one location of the account information within the
one or more public computing networks.

14, The computerized method of claim 13, further comprising:

parsing the request upon receipt;

recognizing the token 1s appended to the request; and

reading the token to realize the at least one location on the target network hosting
the account information.

15. A computer system for performing a method that monitors properties of one or
more public clouds and selects an appropriate public cloud for hosting account
information based on the properties, the computer system comprising a processing unit
coupled to a computer storage medium, the computer storage medium having stored
thercon a plurality of computer software components executable by the processing unit,
the computer software components comprising:

a rules data store that persists terms provided by an administrator associated with a
private cloud, wherein the terms expose criteria the administrator deems valuable for an
external cloud-computing network to embody;

a metrics data store that accepts and maintains the properties that describe qualities
of the one or more public clouds designated as candidates for hosting the account
information;

one or more agents that are programmed to dynamically collect the properties by
crawling the one or more candidate public clouds and to report the collected properties to
the metrics data store; and

a coordination engine to decide which of the one or more candidate public clouds
to select as a target cloud for hosting the account information, wherein deciding
COMPI1SES:

(a) accessing the rules data store to examine the terms;

(b) accessing the metrics data store to examine the properties;

(¢) selecting the target cloud as a function of an analysis of the properties
1n light of the terms; and

(d) sending a request to the target cloud to allocate computing resources

for hosting at least a portion of the account information.
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