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DETECTING TAMPERED WITH RADIO FREQUENCY
IDENTIFICATION TAGS

TECHNICAL FIELD

This invention relates to radio frequency identification (RFID) systems and,

more particularly, to detecting tampered with RFID tags.

BACKGROUND
Radio Frequency Identification (RFID) is being used increasingly as a means to

identify goods at a distance, without requiring physical contact or even line of sight

access to the goods. RFID enables information about an item to be stored on an item,

and in some implementations also allows this stored information to be modified at a

distance. The most compact and cost effective means to provide this RFID capability is

by means of a pressure sensitive (i.e. self adhesive) label incorporating an RFID

capability.

The ability to detect remotely whether a pressure sensitive label or seal applied

to an item has been tampered with or removed is becoming increasingly important in

order to detect theft, product substitution, tampering, warranty violation and other

problems.

SUMMARY

The present disclosure is directed to a system and method for tracking

tampered with RFID tags. In some implementations, an RFID tag includes a tearable

substrate including at least a portion of an RFID circuit. The portion of the RFID

circuit is substantially destroyable in response to at least an attempt to remove the tag

from a surface. In addition, the RFID includes an adhesive layer adjacent at least a

portion of the tearable substrate and configured to affix the tag to the surface.

The details of one or more embodiments of the invention are set forth in the

accompanying drawings and the description below. Other features, objects, and

advantages of the invention will be apparent from the description and drawings, and

from the claims.



DESCRIPTION OF DRAWINGS

FIGURE 1 is a tracking system in accordance with some implementations of

the present disclosure;

FIGURES 2A and 2B illustrate a cross-sectional view of an example tag of

FIGURE 1 in accordance with some implementations of the present disclosure;

FIGURE 3 is a flow chart illustrating an example method of manufacturing

break on removal (BOR) tags; and

FIGURE 4 is a flow chart illustrating an example method of monitoring BOR

tags.

Like reference symbols in the various drawings indicate like elements.

DETAILED DESCRIPTION

FIGURE 1 is a block diagram illustrating an example system 100 for tracking

alternations to Radio Frequency IDentification (RFID) tags in accordance with some

implementations of the present disclosure. For example, one or more RFID tags may

include RFID circuits on tearable substrates such that at least partial removal destroys

one or more RFID components resulting in the tag being at least substantially

inoperable. Tearable materials may include fiber material (e.g., paper), certain fabrics,

certain plastics, and/or other material that tear or otherwise break in response to a force

such as shearing. In some implementations of tracking alterations, the system 100 may

initially identify a plurality of RFID tags affixed or otherwise coupled to assets,

periodically poll the RFID tags to determine an associated status (e.g., location), and

determine that one or more RFID tags are tampered with, altered or otherwise not

operating within specifications (e.g., inoperable). In general, the system 100 may

include RFID tags such that attempts to remove or otherwise modify the tags result in

at least modifying the operation of the RFID tags. For example, an RFID tag may be

destroyed in an attempt to remove the RFID tag and, as a result, may not transmit

information detectable by an RFID reader. In some implementations, the system 100

can include RFID tags embedded or otherwise incorporate in a tearable material (e.g.,

paper) such that attempts to remove, relocate, or otherwise modify a tag affixed to a

surface can result in the material tearing and destroying a portion of the RFID tag.



At a high level, the system 100 includes RFID tags 102a-c communicably

coupled with an RFID reader 104. The RF reader 104 transmits requests for

information to the tags 102 through one or more antennas 106. In response to at least

the request, the tags 102 transmits a response that may include information identifying

a specific tag and/or associated asset 108. The tags 102 may be affixed or otherwise

coupled to assets 108 such that an attempt to remove or otherwise modify the tags 102

may destroy at least a portion of the RF circuit, as illustrated by the tag 102b. In the

illustrated implementation, the tags 102 include substrates 110. The substrates 110

include at least a portion of the RF electric circuit for communicating with the reader

104. In the event that a tag 102 is removed, relocated or otherwise modified at least a

portion of the substrate 110 may be destroyed making the tag 102 at least partially

inoperable. In this case, the reader 104 may detect RFID tags 102 that have been

removed or otherwise modified.

Turning to a more detailed description, the RFID tags 102 can include any

software, hardware, and/or firmware configured to wirelessly communicate RF signals

with the reader 104. In some implementations, the tags 102 may operate without the

use of an internal power supply. Rather, the tags 102 may transmit a reply to a

received signal using power from received RF signals independent of an internal

power source. This mode of operation is typically referred to as backscattering. The

tags 102 can, in some implementations, receive signals from or transmit signals to the

RFID antennas 106. In some implementations, the tags 102 can alternate between

absorbing power from signals transmitted by the reader 104 and transmitting responses

to the signals using at least a portion of the absorbed power. In passive tag operation,

the tags 102 typically have a maximum allowable time to maintain at least a minimum

DC voltage level. In some implementations, this time duration is determined by the

amount of power available from an antenna of a tag 102 minus the power consumed by

the tag 102 to charge the on-chip capacitance. The effective capacitance can, in some

implementations, be configured to store sufficient power to support the internal DC

voltage when the antenna power is disabled. The tag 102 may consume the stored

power when information is either transmitted to the tag 102 or the tag 102 responds to

the reader 104 (e.g., modulated signal on the antenna input). In transmitting responses,

the tags 102 may include one or more of the following: an identification string, locally



stored data, tag status, internal temperature, and/or other parameters. In the illustrated

implementation, the tags 102 include substrates 110 for processing RF signals.

The substrate 110 can include any software, hardware, and/or firmware for

processing RF signals. For example, the substrate 110 may include a fibrous material

(e.g., paper) with an embedded RFID circuit. In some implementations, the substrate

110 can tear in response to an applied force such that at least a portion of the RFID

circuit (e.g., tuning loop) is destroyed or otherwise rendered inoperable. For example,

the substrate 110 may break one or more electrical connections in the RFID circuit

such that the tag 102 fails. In some implementations, the substrate 110 includes an

RFID circuit that is printed on a material using, for example, a carbon/graphite based

conductive ink, metal ink (e.g., silver), and/or other ink. In connection with printing a

circuit, the substrate 110 may be heated for a period of time to at least partially diffuse

the circuit into the material. For example, the substrate 110 may be heated at 100°C

or greater for a period of a minute or longer. In some implementations, the substrate

110 includes an RFID circuit at least partially formed using one or more electrically

conductive adhesives. Components of the RFID circuit may include one or more of

the following metals: silver, aluminum, copper, and/or others. In general, the substrate

110, including the RFID circuit, may not have a high intrinsic physical strength such

that operation of the RFID circuit is at least disrupted in the event that the tag 102 is

removed or at least modified. In some implementations, an adhesive (not illustrated) is

applied to the substrate 110 such that the substrate is affixed to a surface of a container

108. The substrate 110 may be directly affixed to a surface of an asset (not illustrated)

without departing from the scope of this disclosure.

The containers 108 may be any article capable of holding, storing or otherwise

at least partially enclosing one or more assets (e.g. , produce, goods). For example, the

containers 108 may be RPCs including produce immersed in water. In some

implementations, each container 108 may include one or more tags 102. In some

examples, the tag 102 may be affixed to a surface of the container 108. In some

implementations, the containers 108 may be of any shape or geometry that, in at least

one spatial arrangement and/or orientation of the containers 108, facilitates

communication between the tags 102 and the reader 104. For example, the geometry

of the containers 108 may include right angles (as illustrated), obtuse and/or angles,

rounded corners and/or rounded sides, and a variety of other features. In some



implementations, the containers 108 may be formed from or otherwise include one or

more of the following: cardboard, paper, plastic, fibers, wood, and/or other materials.

The RFID reader 104 can include any software, hardware, and/or firmware

configured to transmit and receive RF signals. The RFID reader 104 may transmit

requests for information within an interrogation zone 112 associated with the reader

104. The reader 104 may transmit the query in response to a request, automatically, in

response to a threshold being satisfied (e.g., expiration of time), as well as others

events. The interrogation zone 112 may be based on one or more parameters such as

transmission power, associated protocol, nearby impediments (e.g., objects, walls,

buildings), as well as others. The RFID reader 104 may include a controller, a

transceiver coupled to the controller, and one or more RF antennas 106 coupled to the

transceiver. In the illustrated example, the RF antenna 106 transmits commands

generated by the controller and receive responses from RFID tags 102. In certain

cases such as tag-talks-first (TTF) systems, the reader 104 may not transmit commands

but only RF energy. In some implementations, the controller can determine statistical

data and/or position data based, at least in part, on tag responses. The reader 104 often

includes a power supply or may obtain power from a coupled source for powering

included elements and transmitting signals. In some implementations, the reader 104

operates in one or more of frequency bands allotted for RF communication. For

example, the Federal Communication Commission (FCC) have assigned 902-928 MHz

and 2400-2483.5 MHz as frequency bands for certain RFID applications. In some

implementations, the reader 104 may dynamically switch between different frequency

bands. The reader 104 can, in some implementations, include three or more antennas

106 in any geometric configuration that allows triangulation based, at least in part, on

TDOA. In some implementations, the antennas 106 may be selectively positioned to

optimize, enhance, or otherwise increase precision and/or accuracy of position

tracking.

In one aspect of operation, the reader 104 periodically transmits signals in the

interrogation zone 112. In the event that the transmitted signal reaches the tags 102,

the tags 102 processes the signals. In response to at least receiving the signal, the tags

102 transmit a response including, for example, information identifying the tag 102.

The reader 104 may identify an initial group of tags 102 for tracking tampered with

tags 102. In subsequent polling, the reader 104 may compare identified tags 102 to



previously identified tags 102. In the event that the tag 102b was tampered with, the

reader 104 may identify the tag 102b as not operating within specifications. In some

implementations, the reader 104 may generate a notification identifying the tag 102b

and/or associated container 108b.

FIGURES 2A and 2B illustrate an example tag 102 of FIGURE 1 in

accordance with some implementations of the present disclosure. In the illustrated

implementation, the tag 102 is a tamper-proof or Break On Removal (BOR) tag. In

this case, the tag 102 may be destroyed in the event of removal, partial removal, and/or

an attempt of removal. In other words, the electronic circuit of the tag 102 may be

destroyed upon removal or relocation from its original placement. For example, a

tuning loop of the tag 102 may be inlayed on a fiber material such that at least partial

removal of the fiber material damages the tuning loop resulting in the tag 102 being

inoperable.

In the illustrated implementation, the tag 102 includes a facing material 202, a

first adhesive 204, a substrate 110, a second adhesive 206, and a release liner 208. The

illustrated layers are for example purposes only, and the tag 102 may include some, all

or different layers without departing from the scope of this disclosure. For example,

the tag 102 may not include the facing material 202 and the first adhesive 204. In the

example tag 102, the substrate 110 includes an RFID circuit 210 in a fiber material and

a chip 212 (e.g., memory chip). The RFID circuit 210 includes RFID components for

transmitting and receiving RF signals from the reader 104. In some implementations,

the RFID circuit 210 may be active such that the substrate 110 includes battery power

and/or other internal power supply. The RFID circuit 210 may include electrical

connections between the different components (e.g., tuning loop) as well as one or

more antennas for receiving and transmitting wireless signals. The facing material 202

may be affixed to the substrate 110 using the adhesive layer 204. In some

implementations, the facing material 202 provides a top surface for the tag 102

protecting the RFID circuit 210. At least a portion of the facing material 202 may be

substantially transparent such that damage to the RFID circuit 210 may be visible. In

some implementations, the facing material 202 may be configured to receive print,

symbols, and/or other information (e.g., bar code, serial number). The facing material

202 may include one or more of the following: polyester, polypropylene, plastic,

and/or other material. In some implementations, the facing material 202 is



substantially untearable relative to the substrate 110. The release liner 208 may be

affixed to the substrate 110 using the adhesive 206 and may be used to attach the tag

102 to a surface such as the surface of the container 108. In some implementations,

the adhesive 204 and/or 206 can be transfer adhesives previously applied to the facing

material 202 and/or the release liner 208. In this case, the substrate 110 may be

affixed to the facing material 202 and/or the release liner 208 by aligning the substrate

with the previously applied adhesives 204 and/or 206. FIGURE 2B illustrates the tag

102 without the release liner 208. In this case, the tag 102 may be affixed to a surface

214 using the adhesive 206.

FIGURE 3 is a flowchart illustrating an example method 300 for

manufacturing BOR tags in accordance with some implementations of the present

disclosure. Generally, the method 300 describes an example process for printing at

least a portion of an RFID circuit on a tearable material. The method 300 may use any

appropriate combination and arrangement of logical elements implementing some or

all of the described functionality.

The method 300 begins at step 302 where at least a portion of an RFID circuit

is printed on tearable material. For example, the RFID circuit may be printed on paper

using silver-based ink. In some implementations, the RFID circuit is printed using a

flexography, screen printing, offset printing, and/or other processes. At step 304, the

substrate including the printed circuit is heated to a certain temperature for a period of

time. For example, the substrate may be heated at 1000C or greater for a minute or

longer. In some implementations, the RFID circuit diffused into the material as a

result of the heating processes. Next, at step 306, a memory chip is affixed to the

RFID circuit using, for example, a conductive adhesive. In some implementations, the

adhesive may be curred using thermal compression. A release liner is affixed to the

substrate using an adhesive at step 308. At step 3 10, a facing material is affixed to the

substrate using an adhesive.

FIGURE 4 is a flowchart illustrating an example method 400 for tracking

tampered with RFID tags in accordance with some implementations of the present

disclosure. Generally, the method 400 determines whether a tag has stopped

transmitting detectable signals to an RFID reader. The method 400 may use any

appropriate combination and arrangement of logical elements implementing some or

all of the described functionality.



Method 400 begins at step 402 where an RFID transmits a request for

information within an interrogation zone. For example, the RFID reader 104 may

transmit a request for information with the interrogation zone 112. At step 404, the

RFID reader receives a plurality of responses from tags within the interrogation zone.

In the example, the tags 102a-c may initially transmit response to the RFID reader 104.

Next, at step 406, the RFID reader identifies an initial group of tags based, at least in

part, on the plurality of responses. Again in the example, the RFID reader 104 may

identify the tags 102a-c using information included in the responses. A subsequent

request for information is transmitted at step 408 and, at step 410, subsequent

responses from the tags are received. At step 412, the tags transmitting the subsequent

responses are identified. Turning to the example, the reader 104 may determine that

only tags 102a and 102c transmitted responses to the subsequent request. If the

subsequent group of tags is the same as the initial group of tags at decisional step 414,

then execution returns to step 408. If the subsequent group of tags is not the same as

the initial group of tags at decisional step 414, then a notification identifying a tag that

has been tampered with is generated at step 416.

A number of embodiments of the invention have been described. Nevertheless,

it will be understood that various modifications may be made without departing from

the spirit and scope of the invention.



WHAT IS CLAIMED IS:

1. A Radio Frequency IDentifϊcation (RFID) tag, comprising:

a tearable substrate including at least a portion of an RFID circuit such that the

portion of the RFID circuit is substantially destroyed in response to at least an attempt

to remove the tag from a surface; and

an adhesive layer adjacent at least a portion of the tearable substrate and

configured to affix the tag to the surface.

2. The RFID tag of claim 1, wherein the RFID circuit includes a metallic

ink.

3. The RFID tag of claim 1, wherein the tearable material comprises a

fiber material.

4. The RFID tag of claim 1, the adhesive layer comprising a first adhesive

layer, the portion comprising a first portion, further comprising a facing material affix

to a second portion of the tearable substrate using a second adhesive layer and

configured to substantially cover the tag when affixed to the surface.

5. The RFID tag of claim 1, wherein the RFID circuit includes a tuning

loop such that the tuning loop is substantially destroyed in response to at least an

attempt to remove the tag.

6. The RFID tag of claim 1, wherein the RFID circuit is diffused into the

tearable substrate.

7. The RFID tag of claim 1, wherein the RFID circuit is destroyed in

response to at least shearing substantially parallel to a plane of the substrate.

8. The RFID tag of claim 1, wherein the RFID circuit is destroyed in

response to at least shearing substantially perpendicular to a plane of the substrate.



9. The RFID tag of claim 1, further comprising a release liner affixed to at

least a portion of a surface of the substrate using the adhesive layer.

10. The RFID tag of claim 1, wherein the RFID circuit is at least partially

diffused into the substrate using one or more thermal processes.

11. The RFID tag of claim 1, further comprising a memory chip connected

to the RFID circuit using thermal compression.

12. The RFID tag of claim 1, wherein the RFID circuit is passive.

13. The RFID tag of claim 1, wherein the tag is inoperable when the

portion of the RFID circuit is destroyed.

14. The RFID tag of claim 1, wherein the portion of the RFID circuit is

destroyed when the substrate is torn during an attempt to remove the tag.

15. A method of manufacturing a Break On Removal (BOR) tag,

comprising:

printing a least a portion of an RFID circuit on a fiber material;

heating the fiber material for a period of time to diffuse at least a portion of the

RFID into the fiber material;

affixing a memory chip to the RFID circuit; and

affixing a release liner adjacent a surface of the fiber material using an

adhesive.

16. The method of claim 15, wherein the portion of the RFID circuit is

printed using flexography.

17. The method of claim 15, wherein the RFID circuit is printed using

conductive ink.

18. The method of claim 15, wherein the fiber material is paper.



19. The method of claim 15, wherein the fiber material is heated to 100°C

or greater.

20. The method of claim 15, further comprising affixing a facing material

adjacent the RFID circuit using an adhesive.
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