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(57) Abstract: Examples disclosed herein relate to
compatibility verification instructions to receive a
first element of compatibility data associated with a
first component, determine whether the first element
of compatibility data is verified according to a
second component, determine whether a second ele
ment of compatibility data associated with a second
component is verified according to the first compon
ent, and in response to determining that the first ele
ment of compatibility data is verified according to
the second component and that the second element
of compatibility data is verified according to the
first component, enable operational communication
between the first component and the second com
ponent.
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BACKGROUND

[0001]

Software components may provide different features and/or functionality

to a complex operation.

By using separate components, each may focus on a

specialization and be maintained and updated separately rather than using a single,
overly complex controller component to handle all aspects of an operation.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002]

In the accompanying drawings, like numerals refer to like components or

blocks. The following detailed description references the drawings, wherein:
[0003]

FIG. 1 is a block diagram of an example compatibility verification device;

[0004]

FIG. 2 is a flowchart of an example of a method for providing compatibility

verifications; and
[0005]

FIG. 3 is a block diagram of an example system for providing

compatibility verifications.

DETAILED DESCRIPTION

[0006]

As described above, different software components may provide different

functionalities to a complex operation.

For example, a server may operate a

controller, comprising a software stack of individual components. For a data storage
controller, such a software stack may comprise, for example, a Redundant Array of
Independent Disks (RAID) component, a cache management component, an
encryption component, a third party plugin component, a replication component, a
logging component, etc.

[0007]

In multi-controller environments, the components of the software stack of

one controller often communicate with the components of another controller to

coordinate operations.

For example, a storage server with two controllers may

replicate data to be stored to disk(s) managed by each of the controllers.

If the

components of each controller are incompatible, however, the operation may not be
performed successfully. Compatibility, such as the ability to share a communication
protocol

between components,

may be determined

by sharing elements of

compatibility data among respective components of each software stack to verify that
the versions of each component can understand each other. The elements of
compatibility data may also be shared across the components of the software stack in
case a component of one type (e.g., a RAID component) needs to communicate with
a component of another type (e.g., an encryption component).

Controllers with

incompatible components may be disabled and/or removed from an operation's
communications to help avoid errors.
[0008]

Referring now to the drawings, FIG. 1 is a block diagram of an example

compatibility verification device 100 consistent with disclosed implementations.
Compatibility verification device 100 may comprise a processor 110 and a nontransitory machine-readable storage medium 120.

Compatibility verification device

100 may comprise a computing device such as a server computer, a desktop

computer, a laptop computer, a handheld computing device, a smart phone, a tablet
computing device, a mobile phone, a network device (e.g., a switch and/or router), or
the like.
[0009]

Processor 110 may comprise a central processing unit (CPU), a

semiconductor-based

microprocessor,

a programmable

component such as a

complex programmable logic device (CPLD) and/or field-programmable gate array
(FPGA), or any other hardware device suitable for retrieval and execution of
instructions stored in machine-readable storage medium 120. In particular, processor
110 may fetch, decode, and execute a plurality of provide compatibility data
instructions 130, receive compatibility data instructions 132, determine compatibility
data verification instructions 134, and enable operational communication instructions
136 to implement the functionality described in detail below.

[001 0]

Executable instructions may comprise logic stored in any portion and/or

component of machine-readable storage medium 120 and executable by processor
110. The machine-readable storage medium 120 may comprise both volatile and/or
nonvolatile memory and data storage components.
that do not retain data values upon loss of power.

Volatile components are those
Nonvolatile components are

those that retain data upon a loss of power.
[001 1]

The machine-readable storage medium 120 may comprise, for example,

random access memory (RAM), read-only memory (ROM), hard disk drives, solidstate drives, USB flash drives, memory cards accessed via a memory card reader,
floppy disks accessed via an associated floppy disk drive, optical discs accessed
via an optical disc drive, magnetic tapes accessed via an appropriate tape drive,
and/or other memory components, and/or a combination of any two and/or more of
these memory components.

In addition, the RAM may comprise, for example,

static random access memory (SRAM), dynamic random access memory (DRAM),
and/or magnetic random access memory (MRAM) and other such devices.

The

ROM may comprise, for example, a programmable read-only memory (PROM), an
erasable programmable

read-only memory (EPROM), an electrically erasable

programmable read-only memory (EEPROM), and/or other like memory device.
[001 2]

Receive compatibility data instructions 132 may receive a first element of

compatibility data 140 associated with a first component 145(A).

For example,

compatibility data 140 may comprise a software version, a list of supported data
formats and/or supported protocols, localization settings, tolerance requirements,
available resources such usable as communication ports and/or storage space,
etc.
[0013]

Determine compatibility data verification instructions 134 may determine

whether the first element of compatibility data 140 is verified according to a second
component 145(B) and may determine whether a second element of compatibility
data (not shown) associated with the second component
according to the first component 145(A).
may comprise corresponding

145(B) is verified

For example, components 145(A)-(B)

RAID controllers in a pair of storage controllers'

software stacks. The compatibility data for each RAID controller may be examined
by the corresponding controller in the other stack to determine if the software
version of the other component is compatible.

In some implementations,

for

example, compatibility data 140 may comprise a version of component 145(A) and
the instructions 134 to determine whether the first element of compatibility data 140
is verified according to the second component 145(B) may comprise determining

whether the version associated with the first component 145(A) comprises a later
version than a version associated with the second component 145(B).

Such a

determination may rely, for example, on a version number, a date stamp of the
component, a text string, and/or other data elements.
[0014]

Compatibility may be restricted by a communication protocol format,

the presence of required resources such as sufficient memory, and/or security
requirements such as access to a particular encryption/decryption

key and/or

supporting a certain level of encryption on exchanged data. Receive compatibility
data instructions 132 may provide for the exchange of compatibility data 140
directly between the components

145(A)-(B) and/or compatibility data may be

collected from a plurality of components associated with each controller and
provided in bulk to the other controller(s) to distribute among their respective
components.
[0015]

In some implementations,

a determination

of compatibility

deferred to the later version among the components 145(A)-(B).

may be

For example, if

second component 145(B) comprises a version number of 2.1 and first component
145(A) comprises a version number of 2.0, the compatibility determination of
second component 145(B) may overrule a verification of compatibility with first
component 145(A).
[001 6]

In

some

implementations,

determine compatibility data verification

instructions 134 may determine whether a new version of the second component
has been installed. In response to determining that the new version of the second
component has been installed, the element of compatibility data associated with
the second component may be provided to the first component to determine

whether the new version of the second component may be verified as compatible
with the first component.
Enable operational communication instructions 136 may, in response to

[001 7]

determining that the first element of compatibility data 140 is verified according to
the second component 145(B) and that the second element of compatibility data is
verified according to the first component 145(A), enable operational communication
between the first component

145(A) and the second component

145(B).

In

response to determining that the first element of compatibility data 140 is not
verified

according

to

the

second

component

145(B),

enable

operational

communication instructions 136 may disable operational communication between
the first component 145(A) and the second component 145(B). When operational
communication between the components 145(A)-(B) is enabled, the two controllers
associated with components
complete

operations.

145(A)-(B) may communicate

For example,

two storage

and cooperate

controllers

cooperative data replication and/or de-duplication operations.

may

to

perform

When operational

communication between the components 145(A)-(B) is disabled, the two controllers
associated with components 145(A)-(B) may be prevented from communication in
the performance of such operations, and the operation may be performed by a
single controller and/or only those controllers whose components

have been

verified as compatible.
[0018]

FIG. 2 is a flowchart of an example method 200 for compatibility

verification consistent with disclosed implementations. Although execution of method
200 is described below with reference to the components of compatibility verification
device 100, other suitable components for execution of method 200 may be used.
[0019]

Method 200 may begin in block 205 and proceed to block 210 where

device 100 may exchange

a plurality of compatibility

component

and a second

component.

component

and the second

component

In

some

data between a first

implementations,

may comprise

respective

the first
software

components of a first software stack and a second software stack, such as
corresponding RAID components of two storage controller's stacks.

[0020]

For example, receive compatibility data instructions 132 may receive a

first element of compatibility data 140 associated with a first component 145(A)
and/or a second element of compatibility data associated with a second component
145(B). For example, compatibility data 140 may comprise a software version, a
list of supported data formats and/or supported protocols, localization settings,

tolerance requirements, available resources such usable as communication ports
and/or storage space, etc.
[0021]

Method 200 may then advance to block 2 1 5 where device 100 may

determine whether the first component and the second component are compatible
according to the exchanged plurality of compatibility data. For example, determine
compatibility data verification instructions 134 may determine whether the first

element of compatibility data 140 is verified according to a second component
145(B) and may determine whether a second element of compatibility data (not

shown) associated with the second component 145(B) is verified according to the
first component 145(A).

For example, components 145(A)-(B) may comprise

corresponding RAID controllers in a pair of storage controllers' software stacks.
The compatibility data for each RAID controller may be examined by the
corresponding controller in the other stack to determine if the software version of
the other component is compatible.

In some implementations, for example,

compatibility data 140 may comprise a version of component 145(A) and the
instructions 134 to determine whether the first element of compatibility data 140 is
verified according to the second component 145(B) may comprise determining
whether the version associated with the first component 145(A) comprises a later
version than a version associated with the second component 145(B).

Such a

determination may rely, for example, on a version number, a date stamp of the
component, a text string, and/or other data elements.
[0022]

Compatibility may be restricted by a communication protocol format,

the presence of required resources such as sufficient memory, and/or security
requirements such as access to a particular encryption/decryption key and/or
supporting a certain level of encryption on exchanged data. Receive compatibility

data instructions 132 may provide for the exchange of compatibility data 140

directly between the components 145(A)-(B) and/or compatibility data may be
collected from a plurality of components associated with each controller and
provided in bulk to the other controller(s) to distribute among their respective
components.
[0023]

In some implementations, a determination of compatibility may be

deferred to the later version among the components 145(A)-(B). For example, if
second component 145(B) comprises a version number of 2.1 and first component
145(A) comprises a version number of 2.0, the compatibility determination of

second component 145(B) may overrule a verification of compatibility with first

component 145(A).
[0024]

In

some implementations, determine compatibility data verification

instructions 134 may determine whether a new version of the second component

has been installed. In response to determining that the new version of the second

component has been installed, the element of compatibility data associated with
the second component may be provided to the first component to determine
whether the new version of the second component may be verified as compatible
with the first component.
[0025]

In

some implementations, a further determination may be made by

device 100 at block 2 1 5 as to whether at least one third component associated with
the first software stack is compatible with the second component according to the
exchanged plurality of compatibility data.

For example, component 245(A) may

comprise a RAID component and may further determine whether compatibility data
from a corresponding component of another controller is also compatible with a

cache component of the controller for component 245(A).
[0026]

In some implementations, determining whether the first component and

the second component are compatible may comprise determining whether the first
component and the second component comprise a compatible communication
protocol.

For example, software components may define a specific message

format to exchange data with each other. New versions of the format may include

additional fields and/or properties that may not be understood by older versions of
the component. In some implementations, newer versions of the component may
modify the communication protocol between the first component and the second
component to be compatible with the older version, such as by reverting to an older
version of the messaging format and/or stripping out unknown fields.
[0027]

In response to determining that the first component and the second

component are not compatible, method 200 may advance to block 220 where
device 100 may disable communication with the second component, wherein the
second component comprises an older version of the first component.

For

example, in response to determining that the first element of compatibility data 140
is not verified according to the second component 145(B), enable operational

communication instructions 136 may disable operational communication between
the first component 145(A) and the second component 145(B). When operational
communication between the components 145(A)-(B) is disabled, the two controllers
associated with components 145(A)-(B) may be prevented from communication in
the performance of such operations, and the operation may be performed by a
single controller and/or only those controllers whose components have been
verified as compatible. In some implementations, in response to determining that
the first component and the second component are not compatible, device 100
may upgrade the second component to a compatible version with the first
component. For example, the version of the component from a first controller may
be copied to and installed on the second controller.

For another example, an

update server may be contacted to download a new version of the second

component.
[0028]

In response to determining that the first component and the second

component are compatible, method 200 may advance to block 226 where device
100 may enable communication between the first component and the second
component. For example, enable operational communication instructions 136 may,
in response to determining that the first element of compatibility data 140 is verified

according to the second component 145(B) and that the second element of

compatibility data is verified according to the first component 145(A), enable
operational communication between the first component 145(A) and the second
component 145(B).

When operational communication between the components

145(A)-(B) is enabled, the two controllers associated with components 145(A)-(B)
may communicate and cooperate to complete operations.

For example, two

storage controllers may perform cooperative data replication and/or de-duplication
operations.
[0029]

Method 200 may then end at block 250.

[0030]

FIG. 3 is a block diagram of an example system 300 for providing

compatibility verification.

System 300 may comprise a computing device 310

comprising a first controller engine 3 1 5 that may comprise a software stack of a first
plurality of components 320(A)-(C) and a second controller engine 325 that may
comprise a software stack of a second plurality of components 330(A)-(C).

Device

310 may further comprise a compatibility engine 340. Although only one device 310
is pictured in system 300, other devices and/or other controller engines may be

present and/or in communication with device 310 and controller engines 315, 325.
[0031]

Computing device 3 1 0 may comprise, for example, a general and/or

special purpose computer, server, mainframe, desktop, laptop, tablet, smart phone,

game console, and/or any other system capable of providing computing capability
consistent with providing the implementations described herein. Computing device
410 may comprise any combination of hardware and programming to implement the
functionalities of the respective components. In examples described herein, such
combinations of hardware and programming may be implemented in a number of
different ways. For example, programming may comprise processor executable
instructions stored on a non-transitory machine-readable storage medium and the
hardware for the engines may include a processing resource to execute those
instructions.

[0032]

Controller engine 3 1 5 may provide a first plurality of compatibility data

associated with a first set of software components 320(A)-(C) to a second
controller engine and receive a second plurality of compatibility data associated

with a second set of software components 330(A)-(C) from the second controller

engine.

The compatibility data may be exchanged directly between respective

components, aggregated and exchanged between controller engines 3 1 5 , 325
and/or via compatibility engine 340.
[0033]

Compatibility engine 340 may provide the received second plurality of

compatibility data to each of the first set of software components.

For example,

controller engine 325 may provide the compatibility data associated with
components 330(A)-(C) to compatibility engine 340. Compatibility engine 340 may
then distribute this compatibility data to controller engine 3 1 5 , to a respective

component of components 320(A)-(C), and/or to each of components 320(A)-(C).
Thus, in some implementations, compatibility data for a RAID component of

controller engine 325 (e.g., component 330(A)) may be provided to the RAID
component of controller engine 3 1 5 (e.g., component 320(A)).
[0034]

Compatibility engine 340 may determine whether each of the first set of

software components 320(A)-(C) comprises a compatible communication protocol
with the second set of software components 330(A)-(C).

In

response to

determining that at least one of the first set of software components does not
comprise a compatible communication protocol with the second set of software
components,

compatibility engine 340 may determine whether a modified

communication protocol is available, and in response to determining that a
modified communication protocol is not available, disable communication between

the first controller engine 3 1 5 and the second controller engine 325.
[0035]

In

some implementations, in order to disable communication between

the first controller engine and the second controller engine, compatibility engine
340 may identify which of the first controller engine 3 1 5 and the second controller

engine 325 comprises an older version of the at least one of the first set of software
components 320(A)-(C) that does not comprise the compatible communication
protocol with the second set of software components 325(A)-(C). The controller

engine comprising the older version may be the one disabled from communication
by compatibility engine 340.

[0036]

The disclosed examples may include systems, devices, computer-

readable storage media, and methods for compatibility verification. For purposes of
explanation, certain examples are described with reference to the components
illustrated in the Figures. The functionality of the illustrated components may overlap,

however, and may be present in a fewer or greater number of elements and
components.

Further, all or part of the functionality of illustrated elements may co

exist or be distributed among several geographically dispersed locations. Moreover,
the disclosed examples may be implemented in various environments and are not
limited to the illustrated examples.

Moreover, as used in the specification and the appended claims, the

[0037]

singular forms "a," "an," and "the" are intended to include the plural forms as well,
unless the context indicates otherwise. Additionally, although the terms first, second,
etc. may be used herein to describe various elements, these elements should not be

limited by these terms. Instead, these terms are only used to distinguish one element

from another.
[0038]

Further, the sequence of operations described in connection with the

Figures are examples and are not intended to be limiting.

Additional or fewer

operations or combinations of operations may be used or may vary without departing
from the scope of the disclosed examples. Thus, the present disclosure merely sets
forth possible examples of implementations, and many variations and modifications

may be made to the described examples. All such modifications and variations are
intended to be included within the scope of this disclosure and protected by the

following claims.

CLAIMS

We claim:
1.

A non-transitory

machine-readable

storage medium comprising

instructions to:

receive a first element of compatibility data associated with a first
component;
determine whether the first element of compatibility data is verified
according to a second component;

determine whether a second element of compatibility data associated with
the second component is verified according to the first component; and
in response to determining that the first element of compatibility data is

verified according to the second component and that the second element of

compatibility data is verified according to the first component, enable operational
communication between the first component and the second component.

2.

The non-transitory machine-readable medium of claim 1, wherein the

first element of compatibility data comprises a first component version.

3.

The non-transitory machine-readable medium of claim 2 , wherein the

instructions to determine whether the first element of compatibility data is verified
according to the second component comprises determining whether the first

component version comprises a later version than a second component version.
4.

The non-transitory machine-readable medium of claim 3 , wherein the

instructions, in response to determining that the first component version comprises

a later version than a second component version, further comprise instructions to
defer to the determination of whether the second element of compatibility data is
verified according to the first component.

5.

The non-transitory machine-readable medium of claim 1, wherein the

instructions, in response to determining that the first element of compatibility data is
not verified according to the second component, further comprise instructions to

disable operational communication between the first component and the second
component.
6.

The non-transitory machine-readable medium of claim 5 , wherein the

instructions to receive the second element of compatibility data associated with the
second component further comprise instructions to:

determine whether a new version of the second component has been
installed; and
in response to determining that the new version of the second component

has been installed, provide the second element of compatibility data associated

with the new version of the second component to the first component.
7.

The non-transitory machine-readable medium of claim 1, further

comprising instructions to:
determine whether the second element of compatibility data associated with
the second component is verified according to a third component in communication
with the first component.

8.

A computer-implemented method, comprising:

exchanging a plurality of compatibility data between a first component and a
second component;

determining whether the first component and the second component are

compatible according to the exchanged plurality of compatibility data;
in response to determining that the first component and the second

component are not compatible, disabling communication with the second
component, wherein the second component comprises an older version of the first

component;
in response to determining that the first component and the second

component are compatible, enabling communication between the first component
and the second component.

9.

The computer-implemented method of claim 8 , wherein the first

component and the second component comprise respective software components
of a first software stack and a second software stack.

10 .

The computer-implemented method of claim 9 , further comprising

determining whether at least one third component associated with the first software

stack is compatible with the second component according to the exchanged
plurality of compatibility data.
11.

The computer-implemented method of claim 8 , wherein determining

whether the first component and the second component are compatible comprises
determining whether the first component and the second component comprise a

compatible communication protocol.

12 .

The computer-implemented method of claim 11, wherein in response

to determining that the first component and the second component are not

compatible, modifying a communication protocol between the first component and
the second component.

13 .

The computer-implemented method of claim 8 , wherein in response

to determining that the first component and the second component are not

compatible, upgrading the second component to a compatible version with the first
component.

14.

A system, comprising:

a first controller engine to:
provide a first plurality of compatibility data associated with a first set
of software components to a second controller engine, and
receive a second plurality of compatibility data associated with a
second set of software components from the second controller engine; and

a compatibility engine to:
provide the received second plurality of compatibility data to each of
the first set of software components,
determine whether each of the first set of software components
comprises a compatible communication protocol with the second set of
software components,
in response to determining that at least one of the first set of software

components does not comprise a compatible communication protocol with
the second set of software components, determine whether a modified
communication protocol is available, and
in response to determining that a modified communication protocol is

not available, disable communication between the first controller engine and

the second controller engine.

15 .

The system of claim 14, wherein to disable communication between

the first controller engine and the second controller engine comprises the

compatibility engine to identify which of the first controller engine and the second
controller engine comprises an older version of the at least one of the first set of
software components that does not comprise the compatible communication
protocol with the second set of software components.
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