wo 2012/114157 A1 [N 0000 00O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(43) International Publication Date
30 August 2012 (30.08.2012)

(10) International Publication Number

WO 2012/114157 A1l

WIPOIPCT

(51) International Patent Classification:
HO4L 12/56 (2006.01)

(21) International Application Number:

PCT/IB2011/050815

(22) International Filing Date:

25 February 2011 (25.02.2011)
English
English

Applicant (for all designated States except US): NOKIA
CORPORATION [FI/FI]; Keilalahdentie 4, FIN-02150
Espoo (FD).

(25)
(26)
1

Filing Language:

Publication Language:

(72)
(73)

Inventors; and

Inventors/Applicants (for US only): KORPINEN, Pekka,
Olavi [FI/FI]; Neulaspolku 1 C 22, FIN-02110 Espoo (FI).
RAKKOLA, Juha, Matti [FI/FI]; Numersinkatu 11 A 20,
FIN-02600 Espoo (FI). GILLET, Michel, Rene, Gustave
[BE/FI]; Omenaméenkatu 12 C 8, FIN-00990 Helsinki
(FD).

Agent: SMITH, Gary, John; Page White & Farrer, Bed-
ford House John Street, London Greater London WCIN
2BF (GB).

74

(81) Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD, SE, SG,
SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ,
UA, UG, US,UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG,
ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

(54) Title: A METHOD AND AN APPARATUS FOR A GATEWAY

Figure 2 s

Device

Device
3

/

1015

Device
4

101,

Switch
82

Device
6
101s

N

“Routing tanblsi

Dev. : F3 !
Dev2 : P3
Dev3 : T3
Cevd : PO

iLevs : 21
iLevé : PZ

101,

Device
5

(57) Abstract: An apparatus comprises at least one processor and at least one memory including computer code. The at least one
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A METHOD AND AN APPARATUS FOR A GATEWAY

Technical Field:

The present application relates to a method and an apparatus more specifically
but not exclusively to an apparatus configured to communicate between two

devices.

Description of the Related Art:

Communication environments can be quite varied. For example, within a single
device or entity, there may be communications between different functionalities,
nodes, modules and sub-systems within that device. Alternatively, two or more
devices may be connected together and there may be communications between
two or more of the devices. It is known to have two devices communicating with
each other via one or more other devices such as in the context of a packet data
network, a mobile communications network, system area network or the like. The
packet data network provides communication between communicating devices
using a layer protocol for interconnecting devices, components circuits or modules
such as cellular telephones, handheld computers, digital cameras multimedia
devices and/or the like. Beside that external systems can also be connected to the

single device or entity to enable the single device or entity to be upgradeable.

The communication network might be based on a high-speed serial physical
interconnect which may support several lanes operating at rates up to several Gbit
per second per lane and may use low-voltage, source-synchronous, scalable-
signalling technology. On the physical interconnect a protocol stack may operate.

The protocol stack defines how data is transmitted across the physical network.

Some standards and the protocols implement data integrity checks — in other
words checks to determine that the data transmitted by the data originator (or first
end node) of the network has been received and is being processed by a data final

destination (or second end node). Where the network nodes have a limited
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capacity for receiving and processing data typical network protocols implement a

stop or discard process.

One such network protocol implemented within electronic devices is the MIPI
Unified Protocol (UniPro) system which defines the components that wish to
communicate as devices or nodes of a network. Multiple components or devices
are in turn coupled to the network by way of gateway devices or switches.
Communication across the network is performed by routing packets from the

originating device between the gateway devices and to the addressed device.

However there can be problems in such networks where devices fail or where
couplings between devices fail. In such situations, packets may not contain
information defining the originating device and allow further packets to be sent
without reaching the same unreachable addressed device. This uses up network

capacity without any expectation of success.

Although network protocols such as internet protocol (IP) can overcome such
problems by incorporating within a packet the originating address, this solution
requires the network to contain additional layers of protocol for packet handling.
This therefore complicates the network and requires additional network overhead

both in network capacity and packet processing.

SUMMARY:

Various aspects of the invention are set out in the claims.

There is provided according to a first aspect of the application a method
comprising:receiving a first message from a first port, the first message for
transmission in a communications network, the first message comprising at least
one destination address; determining whether the first message is deliverable;
generating a second message comprising the at least one destination address for

each undeliverable address; and transmitting the second message.
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Transmitting the second message may comprise transmitting the second message

on the first port.

Transmitting the second message may comprise transmitting the second message

on every port.

Transmitting the second message may comprise transmitting the second message

to each port coupled to a peer device.

Determining whether the first message is deliverable may comprise: determining
from a routing table at least one port associated with the at least one destination

address.

The first message may be a data message.

The second message may be a control message.

According to a second aspect of the application there is provided a method
comprising: receiving a first message from a network via at least one port, the
first message comprising at least one address identifier; removing an association
in a routing table between the at least one address identifier and the at least one

port.

The first message may be at least one of. a control message; and a notification

message.

The method may comprise transmitting a second message for transmission in a
communications network via a first port, the second message comprising at least
one destination address, and wherein the first message is received via the first

port in response to the second message being determined as being undeliverable.

Removing an association in a routing table between the at least one address

identifier and the at least one port may comprise at least one of: deleting the
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routing table entry associated with the at least one address identifier; and
amending the routing table entry associated with the at least one address identifier

such that the routing table entry is a null field.

The method may comprise closing all connections to the device associated with

the at least one address identifier.

In a third aspect of the application there is an apparatus comprising at least one
processor and at least one memory including computer code, the at least one
memory and the computer code configured to with the at least one processor
cause the apparatus to at least perform: receiving a first message from a first port,
the first message for transmission in a communications network, the first message
comprising at least one destination address; determining whether the first
message is deliverable; generating a second message comprising the at least one
destination address for each undeliverable address; and transmitting the second

message.

Transmitting the second message may cause the apparatus to perform

transmitting the second message on the first port.

Transmitting the second message may cause the apparatus to perform

transmitting the second message on every port.

Transmitting the second message may cause the apparatus to perform

transmitting the second message to each port coupled to a peer device.

Determining whether the first message is deliverable may cause the apparatus to
perform determining from a routing table at least one port associated with the at

least one destination address.

In a fourth aspect of the application there is an apparatus comprising at least one
processor and at least one memory including computer code, the at least one

memory and the computer code configured to with the at least one processor
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cause the apparatus to at least perform: receiving a first message from a network
via at least one port, the first message comprising at least one address identifier;
removing an association in a routing table between the at least one address

identifier and the at least one port.

The apparatus may be configured to perform: transmitting a second message for
transmission in a communications network via a first port, the second message
comprising at least one destination address, and wherein the first message is
received via the first port in response to the second message being determined as

being undeliverable.

Removing an association in a routing table between the at least one address
identifier and the at least one port may comprise at least one of: deleting the
routing table entry associated with the at least one address identifier; and
amending the routing table entry associated with the at least one address identifier

such that the routing table entry is a null field.

The apparatus may be configured to perform closing all connections to the device

associated with the at least one address identifier.

In a fifth aspect of the application there is provided an apparatus comprising: a
receiver configured to receive a first message from a first port, the first message
for transmission in a communications network, the first message comprising at
least one destination address; a delivery determiner configured to determine
whether the first message is deliverable; a message generator configured to
generate a second message comprising the at least one destination address for
each undeliverable address; and a transmitter configured to transmit the second

message.

The transmitter may comprise a port selector configured to transmit the second

message on the first port.
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The transmitter may comprise a port selector configured to transmit the second

message on every port.

The transmitter may comprise a port selector configured to transmit the second

message to each port coupled to a peer device.

A delivery determiner may comprises: a routing table comprising a list of ports
associated with device addresses; a routing table lookup configured to determine
whether the routing table comprises an entry associated with the at least one

destination address.

In a sixth aspect of the application there is provided an apparatus comprising: a
receiver configured to receive a first message from a network via at least one port,
the first message comprising at least one address identifier;a de-associater
configured to removing an association in a routing table between the at least one

address identifier and the at least one port.

A transmitter may be configured to transmit a second message for transmission in
a communications network via a first port, the second message comprising at least
one destination address, and wherein the first message is received via the first

port in response to the second message being determined as being undeliverable.

The de-associator may comprise at least one of: a deleter configured to delete the
routing table entry associated with the at least one address identifier; and an
amender configured to amend the routing table entry associated with the at least

one address identifier such that the routing table entry is a null field.

The apparatus may comprise a connection closer configured to close all

connections to the device associated with the at least one address identifier.

In a seventh aspect of the application there is provided a computer program,
comprising: code for receiving a first message from a first port, the first message

for transmission in a communications network, the first message comprising at
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least one destination address; code for determining whether the first message is
deliverable; code for generating a second message comprising the at least one
destination address for each undeliverable address; and code for transmitting the

second message; when the computer program is run on a processor.

Code for transmitting the second message may comprise code for transmitting the

second message on the first port.

Code for transmitting the second message may comprise code for transmitting the

second message on every port.

Code for transmitting the second message may comprise code for transmitting the

second message to each port coupled to a peer device.

Code for determining whether the first message is deliverable may comprise code
for determining from a routing table at least one port associated with the at least

one destination address.

In an eighth aspect of the application there is provided a computer program
comprising: code for receiving a first message from a network via at least one
port, the first message comprising at least one address identifier; and code for
removing an association in a routing table between the at least one address
identifier and the at least one port; when the computer program is run on a

processor.

The computer program may comprise code for transmitting a second message for
transmission in a communications network via a first port, the second message
comprising at least one destination address, and wherein the first message is
received via the first port in response to the second message being determined as

being undeliverable.

Code for removing an association in a routing table between the at least one

address identifier and the at least one port may comprise at least one of: code for
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deleting the routing table entry associated with the at least one address identifier;
and code for amending the routing table entry associated with the at least one

address identifier such that the routing table entry is a null field.

The computer program may comprise code for closing all connections to the

device associated with the at least one address identifier.

In a ninth aspect of the application there is provided an apparatus comprising:
means for receiving a first message from a first port, the first message for
transmission in a communications network, the first message comprising at least
one destination address; means for determining whether the first message is
deliverable; means for generating a second message comprising the at least one
destination address for each undeliverable address; and means for transmitting

the second message.

The means for transmitting the second message may comprise means for

transmitting the second message on the first port.

The means for transmitting the second message may comprise means for

transmitting the second message on every port.

The means for transmitting the second message may comprises means for

transmitting the second message to each port coupled to a peer device.

The means for determining whether the first message is deliverable may comprise:
means for determining from a routing table at least one port associated with the at

least one destination address.

In a tenth aspect of the application there is provided an apparatus comprising:
means for receiving a first message from a network via at least one port, the first
message comprising at least one address identifier; and means for removing an
association in a routing table between the at least one address identifier and the at

least one port.
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The apparatus may comprises: means for transmitting a second message for
transmission in a communications network via a first port, the second message
comprising at least one destination address, and wherein the first message is
received via the first port in response to the second message being determined as

being undeliverable.

The means for removing an association in a routing table between the at least one
address identifier and the at least one port may comprise at least one of: means
for deleting the routing table entry associated with the at least one address
identifier; and means for amending the routing table entry associated with the at

least one address identifier such that the routing table entry is a null field.

The apparatus may comprise means for closing all connections to the device

associated with the at least one address identifier.

Embodiments of the present application aim to address the above problems.

BRIEF DESCRIPTION OF THE DRAWINGS:

For better understanding of the exemplary embodiments of the application,
reference will now be made by way of example to the accompanying drawings in

which:

Figure 1 shows a schematic view of a system area network over which exemplary
embodiments of the application can be implemented;

Figure 2 shows a schematic view of a generic system area network according to
some embodiments;

Figure 3 a schematic view of a device within the generic system area network
according to some embodiments;

Figure 4 shows a flow diagram of the operation of a device according to some

embodiments;
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Figure 5 shows a further flow diagram of the operation of the device showing some
further embodiment operations;

Figure 6 shows an additional flow diagram of the operation of the device showing
some embodiment operations; and

Figure 7 shows a schematic network operation data flow diagram showing the

operation of the network according to some embodiments.

DETAILED DESCRIPTION:

The exemplary embodiments of the present application relate but not exclusively
to network architectures in a user equipment. These embodiments of the
application may be applicable to other user equipment networks for connecting
elements or modules within user equipment or any other types of electronic

devices.

For example in some embodiments the electronic device or apparatus within which
the embodiments of the application can be found can be a personal computer, a
portable personal computer such as a laptop or tablet computer, a personal audio
player or recorder (also known as mp3 players), a personal video player or
recorder (also known as mp4 players), a camera, or a media device (an electronic

device which as capable of handling many different media).

Reference is made to Figure 1 which shows a schematic view of a system area
network comprised in such an electronic device 1. The electronic device 1
comprises several components/sub-systems or devices connected or coupled
together via a wired network 51. For clarity components of the electronic device 1

not directly concerned with the present application are not shown.

The system area network 51 comprises a series of nodes or switching devices 53
which act as switches or routers for receiving and distributing packets from an end

to end originating device to an end to end addressed device. These end to end
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originating and addressed devices can be the components/sub-systems or devices

described herein.

The system area network 51 therefore can couple or connect a series of
processors, sub-systems, modules or generally devices to carry out various
processes or applications associated with the user equipment or electronic device.
For example as shown in Figure 1, the system area network 51 is connected to a
communications processor 3 (for communicating with the cellular network), an
applications processor 5 (arranged to controlling the operation of applications), a
radio/TV processor 7 (arranged to receive either analogue/digital radio/TV
signals), a Bluetooth processor 9 (arranged to receive and transmit Bluetooth data
over a Bluetooth communications channel), a camera sub-system 11 arranged to
receive and transmit digital image data from the camera (the camera in some
embodiments be connected to the system area network and transmit raw data to
the camera sub-system 11), an audio sub-system 13 (arranged to transmit audio
data for example MP3 audio data), and a I/O sub-system 15 connected to the
earpiece/speaker 17 and/or the microphone 19. These processors/sub-systems
described are examples only and some embodiments of the present application
can in some embodiments have more or fewer sub-systems connected to the
system area network 51. Furthermore in some embodiments at least one sub-
system is connected to the system area network 51 via an external connection not

shown in Figure 1.

In system area networks point-to-point (P2P) flow control may be used to
guarantee reliability and packet integrity between nodes on link level (between two
neighbouring nodes or devices). Additional end-to-end flow (E2E) can in some
embodiments be used to guarantee reliability and packet integrity between end

nodes in a system area network 51.

The electronic device 1 furthermore in some embodiments can comprise a
wireless switch 55 which is connected or coupled to at least one wired node. For
example as shown in Figure 2 the wireless switch 55 is coupled via a wired

connection to the system area network 51 and furthermore is configured to
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communicate to wireless devices via a wireless connection. The wireless devices
are shown in Figure 1 as wireless device A 71 and wireless device B 73. It would
be appreciated that each wireless device may itself contain a system area network

with one or more nodes or devices.

In some embodiments a coupling or link between electronic devices using the
system area network can be performed by any suitable link or coupling, for
example any suitable communication link such as a USB coupling can be

implemented to form a bridge between device system area networks.

With respect to Figure 2 a generic example of a system area network comprising
switches 53 is shown permitting communication between devices 101. In the
example shown in Figure 2 six devices 101 are shown coupled together with two
switches. It would be understood that the topology of the network shown and
described herein is for example only and the electronic device could comprise any

number of switches arranged in any suitable topological arrangement.

In the embodiments of the application each device 101 comprises a single port
through which packets can be output and received. It would however be
understood that in some embodiments a device can comprise any suitable number
of ports. For example in some embodiments a device could comprise more than
one port to allow redundancy (for example to allow connectivity in case of coupling

failure) or to permit additional data flow capacity.

Each device can represent for example any of the following systems or sub-
systems of the electronic device or apparatus 1 such as the communications
processor 3 (or radio frequency engine for communicating with the cellular
network), the applications processor 5 (arranged to control the operation of
applications), a radio/TV processor 7 (arranged to receive either analogue/digital
radio/TV signals), a Bluetooth or low power radio frequency processor 9 (arranged
to receive and transmit Bluetooth data over a Bluetooth communications channel
or any other suitable low power radio frequency communications system), a

camera sub-system 11 (arranged to receive and transmit digital image data from
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the camera which in some embodiments can be connected to the system area
network and transmit raw data to the camera sub-system 11), an audio sub-
system 13 (arranged to transmit audio data for example MP3 audio data), and a
I/O sub-system 15 (for example connected to the earpiece/speaker 17 and/or the

microphone 19).

Furthermore the system area network shown in Figure 2 comprises a first switch
53, configured with four ports for communicating. Each port as described herein
represents a point-to-point packet data connection and as such couples the switch
to a further device or switch. In the example shown in Figure 2, the first switch 53,
comprises a first port PO which is configured to couple the first switch 53, to the
second device 101,, a second port P1 which is configured to couple the first switch
534 to the second switch 53, a third port P2 which is configured to couple the first
switch 534 to the third device 1013 and a fourth port P3 which is configured to

couple the first switch 534 to the first device 1014.

Furthermore the system area network shown in Figure 2 comprises a second
switch 53, configured also with four ports for communicating. The second switch
53, comprises a first port PO which is configured to couple the second switch 53,
to the fourth device 1014, a second port P1 which is configured to couple the
second switch 53, to the sixth device 101, a third port P2 which is configured to
couple the second switch 53, to the fifth device 1015 and a fourth port P3 which is

configured to couple the second switch 53; to the first switch 53,.

It would be further understood that although the switches as shown and described
as having four ports it would be understood that in some embodiments each
switch can comprise more or fewer than four ports. Furthermore although in the
examples described herein the ports are two way or bi-directional couplings it
would be understood that in some embodiments the port defines a one way or uni-

directional flow of packet data.

With respect to Figure 3, the switch 53 is shown in further detail. The switch 53

comprises in some embodiments a wired transceiver 205. The wired transceiver
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205 is configured to receive the various port connections or couplings, for example
as shown in Figure 3 the four port switch configuration shown in Figure 2 is shown
in further detail whereby the first port PO, the second port P1, the third port P2, and
the fourth port P3 are each coupled to the wired transceiver 205. The wired
transceiver 205 can be configured to receive packets from each of the ports, and
furthermore to transmit packets to each of the ports. In some embodiments the
wired transceiver 205 comprises a reconfigurable switch arrangement controlled

by the processor 201.

In some embodiments the switch 53 further comprises a processor 201. The
processor 201 can in some embodiments be configured to perform various
program codes. The implemented program codes can comprise code for handling
and processing data received at the switch and further comprise code for
controlling the wired transceiver 205 for communicating. The program code can in
some embodiments be stored for example in the memory 203 for retrieval by the

processor 201 whenever needed.

The switch 53 can further comprise memory 203. The memory can in some
embodiments provide further a section for storing the received packet data, for
example data that is being processed by the processor 201. The program code

can, in some embodiments, be implemented completely in hardware or firmware.

In some embodiments the memory 203 can further comprise a routing table. The
routing table can be a simple look-up table with devices associated with a port or
vice versa. The routing table within the memory can be used by the processor for
controlling the wired transceiver 205. Thus when the switch receives a packet to
be sent onwards through the network, the packet comprising an address or
addressing identification part, the processor 201 can look-up the destination
address or device address within the routing table and from the routing table
determine the port the wired transceiver 205 is to use to output the packet. The
routing table can in some embodiments be a table with lists, where each entry on
the list comprises a device linked to or associated with a port number. In some

further embodiments the list can further comprise additional information on each
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entry such as whether the port is coupled to the same type of device, in other

words whether the port is coupled to a peer.

Thus the processor 201 can in some embodiments identify to which port the
packet is to be forwarded and configure the wired transceiver 205 to output the

packet on the correct port.

As can be seen in Figure 2, the first switch 53; comprises a routing table whereby
device 1 is linked to the fourth port P3, device 2 is linked to the first port PO, device
3 is linked to the third port P2, and the fourth, fifth and sixth devices are linked to
the second port P1, in other words are not directly coupled to the first switch but
via the second switch. Similarly, with respect to the second switch the routing
table shown in Figure 2 for the second switch associates the first, second and third
devices with the fourth port of the second switch P3, the fourth device with the first
port PO, the fifth device with the second port P1 and the sixth device with the third
port P2.

With respect to Figure 4, the operation of the switch 53 according to some
embodiments of the application is shown where for example the switch 53 is

unable to deliver a packet message.

The processor 201, or delivery determiner, or means for determining delivery, can
on receiving a packet perform a delivery check. For example the processor 201
can in some embodiments examine the memory 203 to determine whether or not
there is a matching or associated entry in the routing table which matches the
packet or destination address information. For example, in some embodiments,

the packet address information is a DestDevld entry.

Where there is a matching entry then the processor 201 can determine that the
packet is deliverable and as described herein control the wired transceiver 205 to
output the packet and message payload via the associated port to a further switch

or device.
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Where there is no matching or associated entry then the processor 201
determines that the packet or message is undeliverable. A lack of a matching entry
can be generated previously, for example, where a previous packet is undelivered

or no response from the port is received.

The determination that the packet is undeliverable operation is shown in Figure 4
by step 301.

The processor 201, or message generator, or means for generating a message
can then in some embodiments generate a control or notification message to
identify that the device has been determined as being unreachable. In some
embodiments the processor 201 can thus generate a CFG_Device_Unreachable

for a specific device identifier (in this case the Devld = X).

The generation of such a control or notification message can be seen in Figure 4
by step 302.

Furthermore in some embodiments the processor 201 can then control the wired
transceiver 205 or transmitter to pass or transmit the control or notification
message on the same port that the incoming or originally received packet was
received on. In other words the wired transceiver 205 under control of the

processor 201 can transmit the control message on the packet ingress port.

The operation of transmitting the control message on the packet ingress port

shown in Figure 4 by step 303.

The first three steps can be considered to be a single operation switch response
step S1, whereby the switch determines that the received packet is undeliverable

and responds to the received packet with a control message indicating this fact.

In some embodiments the control or notification message can be received at the
switch or device which in some embodiments sent the original packet deemed to

be undeliverable to the switch, on the packet output or outgress port. The control
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or notification message contains, for example, the device or destination address

identifier for the unreachable device.

The operation of receiving the control or notification message from the switch on

the packet output port is shown in Figure 4 by step 304.

The device which receives the control message can then, in response to the
notification or control message, remove from the routing table stored in the device
the entry to the destination or addressed device indicated in the control message

(in this example device X).

The operation of removing the entry to device X in the routing table is shown in

Figure 4 by step 309.

These two steps within the device receiving the notification or control message
from the switch, can be seen to be a notification response step S2 as shown in

Figure 4.

Furthermore the switch can then control the further transmission of packets or
messages by closing the connection to the addressed or destination device to

which the initial packet has been deemed to be undeliverable.

The closing of the connection to the device X is shown in Figure 4 by step 306.

The operation of the closing the connections to the device X is shown as a further
step S3.

With respect to Figure 5 a further series of operations with respect to the switch 53
is shown. The operations shown in Figure 5 describe only the operations with
respect to the initial single operation step S1 determining that the packet address
or destination address is unreachable and the response to this determination. In
such embodiments, the remainder of the steps such as S2 and S3 implemented

within the device which receives the control or notification message can be in
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some embodiments implemented in the same manner as described with respect to

the operations shown in Figure 4.

With respect to Figure 5, the processor 201 on receiving a packet to be forwarded
determines whether or not the packet is unreachable or reachable. As described
previously, this can in some embodiments be determined by whether or not the
packet or message received contains an address which has an entry in the routing
table. Where no routing table entry is found then the processor 201 can determine

that the packet address is unreachable.

This determination of the message address or destination being unreachable can

be seen for example in Figure 5 by step 301.

Furthermore the processor 201 on determining that the packet or message
address is unreachable can generate a control or notification message in the same
manner as described previously containing the device identifier of the device to

which the packet has been determined to be undeliverable.

The operation of generating the control message is shown in Figure 5 by the step
302.

However in some embodiments the processor 201 can control the wired
transceiver 205 to output the control or notification message to all ports connected
to the switch. This would for example rapidly propagate the control or notification
message not only backwards along the initial packet direction but also to other
devices and thus help to prevent other devices from sending packets which cannot

be delivered.

The operation of transmitting control messages to all ports connected to the switch

is shown in Figure 5 by step 401.

The operations of determining whether a packet or message address is

unreachable or undeliverable, generating a control or notification message when a
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packet has been determined to be unreachable, and transmitting the control
message to all ports connected or coupled to the switch can be seen as being a

modified S1 step which is shown in Figure 5 as S1'.

With respect to Figure 6 a further example of the operation of the switch 53
according to some embodiments of the application is shown. The difference
between the operations for response step 1 or S1 between the examples shown
with respect to Figure 4 and Figure 5 is that the processor 201, having generated
a control or notification message in response to determining that the packet
address or destination is unreachable, controls the wired transceiver 205 to output
the control message to each port which is coupled to a device of the same type as

the current device.

The ‘peer’ type filtering transmission operation is shown in Figure 6 by step 501.

Thus in such embodiments the switch would only transmit a control message to

further switches and a device would send a message only to another device.

The peer-to-peer control or notification message operation can as a whole be seen

as being a modified response step or S1 is shown in Figure 6 as S1”.

With respect to Figure 7 an example operation of a system area network according
to these embodiments is shown. The system area network with respect to this
example is fully described by the first device 1014, the first switch 53,, the second
switch 53, and the sixth device 101s. At some point a connection can be
established between device 1 and device 6 and shown for example by the

connection 600.

At some point a packet may be sent from the first device to the sixth device. Thus
the first device generates a first message “a” which it wishes to send to the sixth

device.

The operation of generating the first message “a” is shown in Figure 7 as step 601.
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The first device 1014 can then send the first message “a” with a destination device
identifier with a value of 6, indicating that the addressed packet is to be received

finally at the sixth device and containing the message “a”.

The device 1 is as shown in Figure 2 coupled to the first switch and passes the

packet to the first switch as shown in Figure 7 as step 603.

The first switch 534, receives the packet and determines from the routing table that
the packet is to be forwarded onto the second port P1 to the second switch 53,.
The first switch then controls the wired transceiver 205 to output the packet with
the destination device identifier being equal to 6 and the message “a” to the

second switch.

The transmission of the packet comprising the first message between the first and

second switches is shown in Figure 7 by step 605.

The second switch having received the packet with the destination device identifier
6 uses the second switch routing table to determine that the packet should then be

output on the second port P1 to the sixth device 101.

The transmitting or passing of the packet from the second switch to the sixth

device is shown in step 607.

This as described previously is the method according to embodiments of the

application for which packets can be sent across the system area network.

At some point in this example the second switch detects or determines a link
problem at the second port P1. The detection of the link problem at port P1 is
shown in Figure 7 by step 610,.

The second switch 53, can for example detect or determine a link problem, for

example where the routing table has a device value associated with a null or zero
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port value or removed from the list completely. For example in the example shown
in Figure 7 the processor 201 can operate a program such as SetPort(DeviD,
port_ number) where DevID is the device which is unreachable and the
port_number is set to none or 0 which updates the routing table in the switch
closest to the link problem to ‘remove’ the association between the device and the

port. In this example the command run could be SetPort(Devid=6,None)

The operation of rewriting the routing table in the switch or device closest to the

line problem is shown in Figure 7 by step 610y.

The first device 1014 can for example at some point generate a second message
“b” which is also to be sent to the sixth device 101s. However unknown to the first
device 1014 there is currently no active coupling between the first device and the
sixth device. However according to some embodiments of the application the
system area network can be alerted to any problems within the network by the use

of the control or notification messages.

The generation of the second message “b” is shown in Figure 7 by step 611.

The second message “b" is transmitted between the first device and the first
switch within a packet with a destination device identifier DestDevld=6 value as

shown in step 613.

The first switch S1 534 having received the packet and using the routing table
information forwards the packet comprising the second message “b” to the second

switch 53, as shown in step 615.

However at the second switch 53, the routing table look-up fails as shown in step

616 due to the lack of an entry due to the earlier link problem or device failure.

In response to this look-up failure, in other words having determined at the second
switch that the message destination device is unreachable and the message is

therefore undeliverable the second switch 53, generates a control or notification
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message, for example a CFG_device_unreachable(Devld=6), with the device ID of
the sixth device and passes or transmits this message back along the same port
from which the message was received. In other words sending the notification or

control message from the second switch 53, to the first switch 53;.

The operation of sending this control message back from the second switch to the

third switch is shown in Figure 7 by step 617.

The first switch 5341 having received the control or notification message can then
update the routing table to delete the association between the sixth device and the

port currently stored for the sixth device.

This for example is shown in Figure 7 in step 618 where the first switch 531 runs or
operates a SetPort(DeviD=6,None) command where the device ID DevID=6 is

associated with the value of zero or null.

Thus for every further message sent the notification or control message is passed
further back towards the source of any messages. For example when the first
device 1014 generates a third message “c” such as shown in step 621 and then
transmits the third message in a packet to the first switch as shown in Figure 7 by
step 623, when the first switch 534 receives the packet it is unable to determine an
output port in the routing table associated with the destination device and thus
further generates a control message back to the first device 1014 as shown in step
625. The first device then can close all connections to the sixth device and thus
stop attempting to send messages to the sixth device and using network resources

as shown in step 626.

In general, the various embodiments of the invention may be implemented in
hardware or special purpose circuits, software, logic or any combination thereof.
For example, some aspects may be implemented in hardware, while other aspects
may be implemented in firmware or software which may be executed by a
controller, microprocessor or other computing device, although the invention is not

limited thereto.
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While various aspects of the invention may be illustrated and described as block
diagrams, flow charts, or using some other pictorial representation, it is well
understood that these blocks, apparatus, systems, techniques or methods
described herein may be implemented in, as non-limiting examples, hardware,
software, firmware, special purpose circuits or logic, general purpose hardware or

controller or other computing devices, or some combination thereof.

The exemplary embodiments of this invention may be implemented by computer
software executable by a data processor of the apparatus, such as in the
processor entity, or by hardware, or by a combination of software and hardware.
Further in this regard it should be noted that any blocks of the logic flow as in the
Figures may represent program steps, or interconnected logic circuits, blocks and
functions, or a combination of program steps and logic circuits, blocks and
functions. The software may be stored on such physical media as memory chips,
or memory blocks implemented within the processor, magnetic media such as
hard disk or floppy disks, and optical media such as for example DVD and the data

variants thereof, CD.

The memory may be of any type suitable to the local technical environment and
may be implemented using any suitable data storage technology, such as
semiconductor-based memory devices, magnetic memory devices and systems,
optical memory devices and systems, fixed memory and removable memory. The
data processors may be of any type suitable to the local technical environment,
and may include one or more of general purpose computers, special purpose
computers, microprocessors, digital signal processors (DSPs) and processors
based on multi-core processor architecture, as non-limiting examples. The
processor or processors in some embodiments of the invention may be application
specific integrated circuits (ASIC) or any form of data processing arrangement. For
example the processors may be implemented using custom integrated circuit
implementations, or using field programmable gate arrays (FPGA) or any

technology using sea-of-gates configurations.
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The foregoing description has provided by way of exemplary and non-limiting
examples a full and informative description of the exemplary embodiment of this
invention. However, various modifications and adaptations may become apparent
to those skilled in the relevant arts in view of the foregoing description, when read
in conjunction with the accompanying drawings and the appended claims.
However, all such and similar modifications of the teachings of this invention will

still fall within the scope of this invention as defined in the appended claims.

The applicant hereby discloses in isolation each individual feature described
herein and any combination of two or more such features, to the extent that such
features or combinations are capable of being carried out based on the present
specification as a whole in the light of the common general knowledge of a person
skilled in the art, irrespective of whether such features or combinations of features
solve any problems disclosed herein, and without limitation to the scope of the
claims. The applicant indicates that aspects of the present invention may consist
of any such individual feature or combination of features. In view of the foregoing
description it will be evident to a person skilled in the art that various modifications

may be made within the scope of the invention.
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CLAIMS:

1. A method comprising:

receiving a first message from a first port, the first message for transmission
in a communications network, the first message comprising at least one
destination address;

determining whether the first message is deliverable;

generating a second message comprising the at least one destination
address for each undeliverable address; and

transmitting the second message.

2. The method as claimed in claim 1, wherein transmitting the second

message comprises transmitting the second message on the first port.

3. The method as claimed in claim 1, wherein transmitting the second

message comprises transmitting the second message on every port.

4, The method as claimed in claim 1, wherein transmitting the second
message comprises transmitting the second message to each port coupled to a

peer device.

5. The method as claimed in any previous claim, wherein determining whether
the first message is deliverable comprises:
determining from a routing table at least one port associated with the at

least one destination address.

6. The method as claimed in any previous claim, wherein the first message is

a data message.

7. The method as claimed in any previous claim, wherein the second message

is a control message.

8. A method comprising:
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receiving a first message from a network via at least one port, the first
message comprising at least one address identifier;
removing an association in a routing table between the at least one address

identifier and the at least one port.

9. The method as claimed in claim 8, wherein the first message is at least one
of:
a control message; and

a notification message.

10. The method as claimed in claims 8 and 9, further comprising:

transmitting a second message for transmission in a communications
network via a first port, the second message comprising at least one destination
address, and wherein the first message is received via the first port in response to

the second message being determined as being undeliverable.

11.  The method as claimed in claims 8 to 10, wherein removing an association
in a routing table between the at least one address identifier and the at least one
port further comprises at least one of:

deleting the routing table entry associated with the at least one address
identifier; and

amending the routing table entry associated with the at least one address

identifier such that the routing table entry is a null field.

12.  The method as claimed in claims 8 to 11, further comprising closing all

connections to the device associated with the at least one address identifier.

13.  An apparatus comprising at least one processor and at least one memory
including computer code, the at least one memory and the computer code
configured to with the at least one processor cause the apparatus to at least

perform:
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receiving a first message from a first port, the first message for transmission
in a communications network, the first message comprising at least one
destination address;

determining whether the first message is deliverable;

generating a second message comprising the at least one destination
address for each undeliverable address; and

transmitting the second message.

14.  The apparatus as claimed in claim 13, wherein transmitting the second
message further causes the apparatus to perform transmitting the second

message on the first port.

15. The apparatus as claimed in claim 13, wherein transmitting the second
message further causes the apparatus to perform transmitting the second

message on every port.

16. The apparatus as claimed in claim 13, wherein transmitting the second
message further causes the apparatus to perform transmitting the second

message to each port coupled to a peer device.

17.  The apparatus as claimed in claims 13 to 16, wherein determining whether
the first message is deliverable further causes the apparatus to perform
determining from a routing table at least one port associated with the at least one

destination address.

18.  The apparatus as claimed in claims 13 to 17, wherein the first message is a

data message.

19.  The apparatus as claimed in claims 13 to 18, wherein the second message

is a control message.

20. An apparatus comprising at least one processor and at least one memory

including computer code, the at least one memory and the computer code
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configured to with the at least one processor cause the apparatus to at least

perform:

receiving a first message from a network via at least one port, the first
message comprising at least one address identifier;

removing an association in a routing table between the at least one address

identifier and the at least one port.

21.  The apparatus as claimed in claim 20, wherein the first message is at least
one of:
a control message; and

a notification message.

22. The apparatus as claimed in claims 20 and 21, further configured to
perform:

transmitting a second message for transmission in a communications
network via a first port, the second message comprising at least one destination
address, and wherein the first message is received via the first port in response to

the second message being determined as being undeliverable.

23. The apparatus as claimed in claims 20 to 22, wherein removing an
association in a routing table between the at least one address identifier and the at
least one port further comprises at least one of:

deleting the routing table entry associated with the at least one address
identifier; and

amending the routing table entry associated with the at least one address

identifier such that the routing table entry is a null field.
24. The apparatus as claimed in claims 20 to 23, further configured to perform
closing all connections to the device associated with the at least one address

identifier.

25.  An apparatus comprising:
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a receiver configured to receive a first message from a first port, the first
message for transmission in a communications network, the first message
comprising at least one destination address;

a delivery determiner configured to determine whether the first message is

deliverable;
a message generator configured to generate a second message comprising
the at least one destination address for each undeliverable address; and

a transmitter configured to transmit the second message.

26. The apparatus as claimed in claim 25, wherein the transmitter comprises a

port selector configured to transmit the second message on the first port.

27.  The apparatus as claimed in claim 25, wherein the transmitter comprises a

port selector configured to transmit the second message on every port.

28. The apparatus as claimed in claim 25, wherein the transmitter comprises a
port selector configured to transmit the second message to each port coupled to a

peer device.

29. The apparatus as claimed in claims 25 to 28, wherein a delivery determiner
comprises:
a routing table comprising a list of ports associated with device addresses;
a routing table lookup configured to determine whether the routing table

comprises an entry associated with the at least one destination address.

30. The apparatus as claimed in claims 25 to 29, wherein the first message is a

data message.

31.  The apparatus as claimed in claims 25 to 30, wherein the second message

is a control message.

32.  An apparatus comprising:
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a receiver configured to receive a first message from a network via at least
one port, the first message comprising at least one address identifier;
a de-associater configured to removing an association in a routing table

between the at least one address identifier and the at least one port.

33. The apparatus as claimed in claim 32, wherein the first message is at least
one of:
a control message; and

a notification message.

34.  The apparatus as claimed in claims 32 and 33, further comprising:

a transmitter configured to transmit a second message for transmission in a
communications network via a first port, the second message comprising at least
one destination address, and wherein the first message is received via the first

port in response to the second message being determined as being undeliverable.

35. The apparatus as claimed in claims 32 to 34, wherein the de-associator
comprises at least one of:

a deleter configured to delete the routing table entry associated with the at
least one address identifier; and

an amender configured to amend the routing table entry associated with the

at least one address identifier such that the routing table entry is a null field.

36. The apparatus as claimed in claims 32 to 35, further comprising a
connection closer configured to close all connections to the device associated with

the at least one address identifier.

37. A computer program, comprising:

code for receiving a first message from a first port, the first message for
transmission in a communications network, the first message comprising at least
one destination address;

code for determining whether the first message is deliverable;
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code for generating a second message comprising the at least one
destination address for each undeliverable address; and
code for transmitting the second message;

when the computer program is run on a processor.

38. The computer program as claimed in claim 37, wherein code for
transmitting the second message comprises code for transmitting the second

message on the first port.

39. The computer program as claimed in claim 37, wherein code for
transmitting the second message comprises code for transmitting the second

message on every port.

40. The computer program as claimed in claim 37, wherein code for
transmitting the second message comprises code for transmitting the second

message to each port coupled to a peer device.

41. The computer program as claimed in claim 37 to 40, wherein code for
determining whether the first message is deliverable comprises code for
determining from a routing table at least one port associated with the at least one

destination address.

42. The computer program as claimed in any claim 37 to 41, wherein the first

message is a data message.

43 The computer program as claimed in claim 37 to 42, wherein the second

message is a control message.

44. A computer program comprising:

code for receiving a first message from a network via at least one port, the
first message comprising at least one address identifier; and

code for removing an association in a routing table between the at least one

address identifier and the at least one port;
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when the computer program is run on a processor.

45.  The computer program as claimed in claim 44, wherein the first message is
at least one of:
a control message; and

a notification message.

46. The computer program as claimed in claims 44 and 45, further comprising:
code for transmitting a second message for transmission in a

communications network via a first port, the second message comprising at least

one destination address, and wherein the first message is received via the first

port in response to the second message being determined as being undeliverable.

47. The computer program as claimed in claims 44 to 46, wherein code for
removing an association in a routing table between the at least one address
identifier and the at least one port further comprises at least one of:

code for deleting the routing table entry associated with the at least one
address identifier; and

code for amending the routing table entry associated with the at least one

address identifier such that the routing table entry is a null field.

48. The computer program as claimed in claims 44 to 47, further comprising code
for closing all connections to the device associated with the at least one address

identifier.

49.  An apparatus comprising:

means for receiving a first message from a first port, the first message for
transmission in a communications network, the first message comprising at least
one destination address;

means for determining whether the first message is deliverable;

means for generating a second message comprising the at least one
destination address for each undeliverable address; and

means for transmitting the second message.
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50. The apparatus as claimed in claim 49, wherein the means for transmitting
the second message comprises means for transmitting the second message on

the first port.

51. The apparatus as claimed in claim 49, wherein the means for transmitting
the second message comprises means for transmitting the second message on

every port.

52. The apparatus as claimed in claim 49, wherein means for transmitting the
second message comprises means for transmitting the second message to each

port coupled to a peer device.

53.  The apparatus as claimed in any of claims 49 to 52, wherein the means for
determining whether the first message is deliverable comprises:
means for determining from a routing table at least one port associated with

the at least one destination address.

54. The apparatus as claimed in any of claims 49 to 53, wherein the first

message is a data message.

55. The apparatus as claimed in any of claims 49 to 54, wherein the second

message is a control message.

56. An apparatus comprising:

means for receiving a first message from a network via at least one port,
the first message comprising at least one address identifier; and

means for removing an association in a routing table between the at least

one address identifier and the at least one port.

57. The apparatus as claimed in claim 56, wherein the first message is at least
one of:

a control message; and
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a notification message.

58.  The apparatus as claimed in claims 56 or 57, further comprising:

means for transmitting a second message for transmission in a
communications network via a first port, the second message comprising at least
one destination address, and wherein the first message is received via the first

port in response to the second message being determined as being undeliverable.

59. The apparatus as claimed in any of claims 56 to 68, wherein the means for
removing an association in a routing table between the at least one address
identifier and the at least one port further comprises at least one of;

means for deleting the routing table entry associated with the at least one
address identifier; and

means for amending the routing table entry associated with the at least one

address identifier such that the routing table entry is a null field.

60. The apparatus as claimed in any of claims 56 to 59, further comprising means
for closing all connections to the device associated with the at least one address

identifier.
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