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7 METHOD OF IMPLEMENTING A STATE TRACKING MECHANISM IN A

COMMUNICATIONS SESSION BETWEEN A SERVER AND A CLIENT SYSTEM

ABSTRACT

A method of implementing a state tracking mechanism in a 

communications session between a server (1) and a client 

system (2), wherein, in the course of the communications 

session, application data is provided to the client system (2)

5 in accessible form only if the client system (2) has a valid 

value of state tracking information, includes transmitting a 

message carrying a new value of the state tracking information 

to the client system (2). It further includes calculating the 

value of the state tracking information valid after transmission 

o of the message using as input at least the new value carried in

the message and a datum maintained at the client system (2).
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COMPLETE SPECIFICATION

FOR A STANDARD PATENT

Name and Address 
of Applicant:
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Hoofddorp, The Netherlands

Actual Inventor(s): Andrew Augustine Wajs

Address for Service: Spruson & Ferguson
St Martins Tower Level 35
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Sydney NSW 2000 
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Invention Title: Method of implementing a state tracking mechanism in a 
communications session between a server and a client 
system

The following statement is a full description of this invention, including the best method of 
performing it known to me/us:-
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METHOD OF IMPLEMENTING A STATE TRACKING MECHANISM IN A

COMMUNICATIONS SESSION BETWEEN A SERVER AND A CLIENT SYSTEM

The invention relates to a method of implementing a state 

tracking mechanism in a communications session between a server 

and a client system, wherein, in the course of the

communications session, application data is provided to the 

5 client system in accessible form only if the client system has a 

valid value of state tracking information. The method includes 

transmitting a message carrying a new value of the state 

tracking information to the client system.

The invention also relates to a method of conducting a 

io communications session with a server implementing a state

tracking mechanism. The method including maintaining state

tracking information at a client system conducting the

communications session, wherein, in the course of the

communications session, application data is received from the

is server and rendered accessible to a target application on the

client system only if the state tracking information maintained 

at the client system corresponds in value to a valid value, and 

receiving a new value of the state tracking information in a 

message from the server.

20 The invention also relates to a server, to a client system

and to a computer program.

BACKGROUND

Examples of such methods are known from Kristol, D. and 

25 Montulli, L., "HTTP State Management Mechanism", RFC 2965, The 

Internet Society, October 2000. That publication describes a way 

for an origin server to send state information to a user agent, 

and for the user agent to return the state information to the 

origin server. It describes three headers, Cookie, Cookie2, and

30 Set-Cookie2, which carry state information between participating 

origin servers and user agents. The user agent keeps separate 

track of state information that arrives via Set-Cookie2 response
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Headers from each origin server. The value of the state 

information ("cookie" may be anything the origin server 

chooses to send. The content of the Set-Cookie2 response 

header may be readable by anyone who examines the Set-

5 Cookie2 header. If a user agent receives a Set-Cookie2 

response header of which the name is the same as that of a 

cookie it has previously stored, the new cookie supersedes 

the old. When it sends a request to an origin server, the 

user agent includes a Cookie request header if it has stored

io cookies that are applicable to the request.

A problem of the known method is that it has no

provision to prevent a client system from being impersonated 

by an entity intercepting the new values of a cookie that 

are sent by the server.

is It would be advantageous to provide methods, servers,

client systems and computer programs of the types mentioned 

above with features to help prevent systems attempting to 

impersonate a client system from maintaining the same state 

as the original client system.

20

SUMMARY
According to one aspect, there is provided a method of 

implementing a state tracking mechanism in a communications 

session between a server and a client system, comprising:

25 receiving a first request message from the client

system, wherein the first request message includes a first 

datum and a first state value;

retrieving the first datum from the first request 

message;

30 generating a second datum;

calculating a second state value using as input at

least the second datum and the first state value;

sending a first server response to the client system,

wherein the first server response includes the second datum

35 and the second state value;

2257834-1
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receiving a second request message from the client 

system when the client system determines that the second 

state value is equal to a first client expected state 

value, wherein:

5 the second request message includes a third

state value,

the first client expected state value is 

calculated using as input at least the second datum 

retrieved from the first server response and the first state

io value, and

the third state value is calculated using as 

input at least the first datum and the second state value;

calculating a first server expected state value 

using as input at least the first datum and the second state

15 value;

determining whether the third state value is 

equal to the first server expected state value;

if determined that the third state value is not equal 

to the first server expected state value, discontinuing the

20 communications session;

if determined that the third state value is equal to

the first server expected state value,

calculating a fourth state value using as input at

least the second datum and the third state value,

25 sending a second server response to the client system,

wherein the second server response includes the fourth state 

value, and

receiving a third request message from the client 

system when the client system determines that the fourth

30 state value is equal to a second client expected state 

value, wherein:

2257834-1



3a

20
07

21
69

43
 

28
 A

ug
 2

00
9

the third request message includes a fifth state

value,

the second client expected state value is calculated 

using as input at least the second datum and the fourth

5 state value, and

the fifth state value is calculated using as input at 

least the first datum and the fourth state value.

According to another aspect, there is provided a 

method of conducting a communications session with a server

io implementing a state tracking mechanism, comprising: 

generating a first datum; 

generating a first state value;

sending a first request message to the server, wherein 

the first request message includes the first datum and the

is first state value;

receiving a first server response from the server, 

wherein the first server response includes a second datum 

and a second state value, wherein the second state value is 

calculated using as input at least the second datum and the

20 first state value;

retrieving the second datum from the first server 

response;

calculating a first client expected state value using 

as input at least the second datum retrieved from the first

25 server response and the first state value;

determining whether the second state value is equal to

the first client expected state value;

if determined that the second state value is not equal

to the first client expected state value, discontinuing the 

30 communication session; and

if determined that the second state value is equal to 

the first client expected state value,

calculating a third state value using as input at 

least the first datum and the second state value,

2257834-1
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sending a second request message to the server, 

wherein the second request message includes the third state 

value,

receiving a second server response from the server 

5 when the server determines that the third state value is

equal to a first server expected state value, wherein:

the second server response includes a fourth state

value;

the first server expected state value is calculated 

io using as input at least the first datum and the second state

value; and

the fourth state value is calculated using as input at 

least the second datum and the third state value,

calculating a second client expected state value using 

is as input at least the second datum and the fourth state

value,

determining whether the fourth state value is equal to 

the second client expected state value,

if determined that the fourth state value is not equal 

20 to the second client expected state value, discontinuing the

communications session,

if determined that the fourth state value is equal to 

the second client expected state value,

calculating a fifth state value using as input at 

25 least the first datum and the fourth state value; and

sending a third request message to the server, wherein 

the third request message includes the fifth state value.

According to another aspect, there is provided a 

client system including a data processing unit and memory.

30 The client system is arranged to carry out a method as 

described above.

According to another aspect, there is provided a 

computer program including a set of instructions capable, 

when incorporated in a machine readable medium, of

2257834-1
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causing a system having information processing capabilities 

to perform a method as described above.

BRIEF DESCRIPTION OF THE DRAWINGS
5 The invention will be explained in further detail with

reference to the accompanying drawings, in which:

Fig. 1 is a schematic diagram showing a server and a 

client system for implementing a state tracking mechanism; 

and

io Figs. 2A-2B form an activity diagram illustrating

actions and object flow in an embodiment of a state tracking 

mechanism.

2257834-1
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DETAILED DESCRIPTION

Overview
Disclosed herein is a method of implementing a state 

5 tracking mechanism comprising calculating the value of the state 

tracking information valid after transmission of the message 

using as input at least the new value carried in the message and 

a datum maintained at the client system.

Because, in the course of the communications session, 

io application data is provided to the client system in accessible 

form only if the client system has a valid value of state 

tracking information, and the value valid after transmission of 

the message is calculated using as input a datum maintained in 

the client system, that datum is required for a client to 

is continue obtaining access to the application data. The 

application data may e.g. comprise keys for decrypting encrypted 

content that are distributed by a conditional access system.

Because the datum is maintained in the client system, it 

need not be sent in the message carrying the new value of the 

20 state tracking information, so that interception of the message 

carrying the new value is of no immediate consequence. Because 

the value of the state tracking information valid after 

transmission is calculated using as input also the new value 

carried in the message to the client system, the state of the 

25 client evolves as determined by the server. This helps to 

counter replay attacks.

An embodiment of the method includes obtaining the datum 

maintained at the client system in the form of a nonce.

A nonce, or number used once, helps counter unauthorised 

30 cloning of the client system. Even if the client system is 

cloned, i.e. replicated, such that the datum maintained in the 

client system is also available to the clone, then the clone 

ceases to function at the end of the session. A new datum, such 

as a nonce, may be established on commencement of a new
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communications session between the server and the client system. 

Alternatively, the datum, such as a nonce, is pre-generated in 

the client before a communication session is established.

In an embodiment, the nonce is known by the server. The 

server may receive the nonce from the client system, e.g. on 

commencement of the communications session. Alternatively, the 

server may be aware of the nonce of the client before 

commencement on the communications session. The nonce may e.g. 

be known by the server by means of a seed from which the nonce

ίο can be derived.

The effect is that the nonce need not be communicated from

the server to the client system, since it can be generated by

the client system. The server is aware of the nonce from the

client system, so that both sides are able to calculate valid

values of the state tracking information. In particular where 

the state tracking information is a one-way function, it is not 

possible to obtain the valid values of the state tracking 

information by monitoring only the messages from the server to 

the client system. These messages do not allow one to obtain the 

datum maintained at the client system.

An embodiment of the method includes calculating at least 

one of the new values carried in the message and the value of 

the state tracking information valid after transmission of the 

message using as input at least the value of the state tracking 

information valid when carrying out the calculation.

An effect is that the value of the state tracking 

information valid after transmission of the message carrying a 

new value of the state tracking information depends on the 

previously valid value of the state tracking information. This 

helps to ensure that the communications session continues only 

between those systems that have participated in the 

communications session for its entire duration up to 

transmission of the message.
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An embodiment, wherein the client system is provided with a 

set of identifiers of entitlements to decrypt encrypted 

information associated with the respective entitlements, 

includes maintaining a record reflecting the entitlements 

5 corresponding to the set of identifiers, and calculating the 

value of the state tracking information valid after transmission 

of the message using as a further input data corresponding to at 

least parts of each of the identifiers in the set provided to 

the client system.

io The set of entitlements need not necessarily be

communicated to the client system by the server implementing the 

state tracking mechanism. Entitlements may be comprised in the 

application data. It will be recalled that the client system is 

only provided with application data in accessible form if it has 

is a valid value of the state tracking information. Therefore, in 

this embodiment, the client system must also calculate the value 

of the state tracking information valid after transmission of 

the message using as a further input data corresponding to at 

least parts of each of the identifiers in the set provided to

20 it. An effect is that the set of identifiers provided to the 

client system cannot be modified without corresponding amendment 

of the record maintained at the server.

An embodiment of the method includes calculating the value 

of the state tracking information valid after transmission of 

25 the message using a network address of the client system, 

preferably an address hard-wired into equipment used by the 

client system, on a network via which communications between the 

server and the client system are effected.

This helps to counter man-in-the-middle attacks, since the 

30 value of the state tracking information is tied to the network 

location of the server. Conventional communication protocols 

allow for a check of this location.

An embodiment of the method includes calculating the new 

value carried in the message using as input at least a nonce
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established and maintained by the server, wherein the nonce is 

communicated to the client system on commencement of the 

communication session.

An effect is that the client system can be relatively sure 

5 of maintaining a communications session only with the server 

which originally generated the nonce. This helps to foil 

attempts to trick the client system into revealing information 

to another server.

In an embodiment, the application data is provided to the 

io client system upon receipt of a request message from the client 

system carrying data corresponding to the valid value of the 

state tracking information.

Thus, multiple transmissions of application data can be 

carried out after one check that the client system still has the

is valid value of the state tracking information.

In an embodiment, the application data is provided in 

encrypted form, encrypted so as to permit decryption under a key 

derivable using at least part of the valid value of the state 

tracking information.

20 An effect is to provide a continual, stronger check of the

value of the state tracking information maintained by the 

client. Variants in which the client system does not transmit 

messages containing the value of the state tracking information 

as maintained by it also become possible. The check of the

25 validity of the value of the state tracking information as 

maintained by the client is in effect carried out at the client 

system, when an attempt is made to decrypt the application data. 

A further effect is that access to the application data can be 

restricted to an interval throughout which the client system is

30 in a certain state.

In an embodiment, the client system is provided with a set 

of content data, encrypted to permit decryption under a key, 

wherein the application data includes values of the key.
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An effect is that the check on the validity of the value of 

the state tracking information that the client has, need not be 

carried out with every transmission of content data, but only to 

provide the key in accessible form. This is relatively 

efficient, yet limits access to the content data to client 

systems in a certain state.

According to another aspect, the server system according to 

the invention includes a data processing unit and memory, and is 

arranged to carry out a method of implementing a state tracking 

mechanism according to the invention.

According to another aspect, the method of conducting a 

communications session with a server implementing a state 

tracking mechanism according to the invention is characterised 

by, calculating a further value of the state tracking 

information using as input at least the new value in the message 

and a datum stored at the client system, and replacing the state 

tracking information maintained at the client system by the 

further value .

An effect is that, on receipt of the new value of the state 

tracking information in a message from the server, the valid 

value of the state tracking information can only be obtained at 

the client system that also stores the datum. The datum is not 

included in the message, so that the next valid value cannot be 

obtained by monitoring the messages from the server.

An embodiment of the method includes obtaining the datum 

stored at the client system in the form of a nonce on 

commencement of the communications session.

An effect is that, if the client system is cloned with the 

datum, the clone will only remain functional until the end of 

the current communications session.

An embodiment includes generating the nonce at the client 

system, preferably by generating a random number and 

communicating the nonce to the server on commencement of the 

communications session.
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Thus, valid values of the state tracking information cannot 

be obtained by monitoring only the subsequent communications 

between the server and the client system, or all messages from 

the server to the client system.

5 In an embodiment, wherein the client system maintains a set

of identifiers of entitlements to decrypt encrypted information 

associated with the respective entitlements, the method includes 

calculating the further value of the state tracking information 

using as a further input data corresponding to at least parts of 

io each of the identifiers in the set.

An effect is that the set of identifiers cannot be modified 

without leading to invalid values of the state tracking 

information. Since the value of the state tracking information 

evolves, this remains the case throughout the communications 

is session.

In an embodiment, wherein communications between the server 

and the client system are effected via a network, and wherein 

the client system has an address on the network, preferably 

hard-wired into equipment used by the client system, the method

20 includes calculating the further value of the state tracking 

information using as a further input data corresponding to at 

least part of the network address.

Thus, the state of the client system is tied to the network 

address used to communicate with the server.

25 An embodiment of the method includes receiving a message 

carrying a nonce established by the server on commencement of 

the communications session, and calculating an expected value of 

the new value of the state tracking information received in the 

message from the server using at least the nonce established by

30 the server as input, wherein the further value of the state 

tracking information is only calculated upon determining that 

the expected value matches the value received in the message 

from the server.
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An effect is that a check is carried out to ascertain that 

the communications session remains with the same server.

An embodiment of the method includes calculating an 

expected value of the new value of the state tracking 

information received in the message from the server using as 

input at least the value of the state tracking information 

maintained at the client system at receipt of the message, 

wherein the further value of the state tracking information is 

only calculated upon determining that the expected value matches 

the value received in the message from the server.

An effect is that the client system is able to check that 

the message ostensibly received from the server is from the same 

server as the one keeping track of the evolution of the state of 

the client system.

An embodiment of the method includes requesting 

transmission of the application data by sending a message 

including data corresponding to at least part of the state 

tracking information maintained at the client system.

An effect is that the client system proves to the server 

that it is in the correct state to receive the application data. 

Only then is the application data transmitted, which helps 

prevent unnecessary transmissions to unauthorised client 

systems .

An embodiment of the method includes receiving the 

application data in encrypted form, and using the state tracking 

information maintained at the client system to derive a key for 

decrypting the encrypted application data.

An effect is that the check on the state of the client 

system is carried out at the client system every time the latter 

tries to obtain the application data in accessible form.

An embodiment includes receiving a stream of encrypted 

content data, and obtaining a key to decrypt the encrypted 

content data from the application data received from the server.
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The embodiment represents an implementation of a state 

tracking mechanism in a conditional access system or digital 

rights management system.

According to another aspect, the client system according to 

5 the invention includes a data processing unit and memory and is 

arranged to carry out a method of conducting a communications 

session with a server according to the invention.

According to another aspect of the invention, there is 

provided a computer program, including a set of instructions 

io capable, when incorporated in a machine readable medium, of 

causing a system having information processing capabilities to 

perform a method according the invention.

A server system 1 implements a state tracking mechanism in 

is a communications session with a client system 2. Data is 

exchanged through a network 3, typically a Wide-Area Network 

(WAN). The network 3 may comprise a number of different types of 

networks, e.g. optical, wireless, satellite or public switched 

telephone networks. The state tracking mechanism can be

>o implemented in a configuration in which communication is one­

way, from the server system 1 to the client system 2. In the 

most elaborate embodiment described herein, data is transmitted 

in both directions.

In the example, the client system 2 is provided with a

25 network interface 4, an interface 5 to a bus that interconnects 

a central processing unit 6, main memory 7 and an interface 8 to 

a storage medium 9. The interface 5 further provides connections 

to a video processor 10 and an audio processor 11. The client 

system 2 may be representative of a personal computer, games

30 console, set-top box, or similar device. It may be provided with 

an interface (not shown) to an access token, such as a smart 

card. Alternatively, a secure piece of software installed or 

temporarily stored in the client system 2 may function as an 

access token. Such a secure piece of software may be provided in
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the form of obfuscated computer program code, which is difficult 

to reverse engineer.

The client system 2 is further provided with a client 

software module that enables it to conduct the communications 

5 session with the server system 1. The client software module co­

operates with software running on the server system 1 to enable 

the latter to implement a form of state tracking. The client 

system 2 sets up such a communications session in order to 

obtain application data for a content data decoding application 

io running on the client system. The application data includes 

identifiers of entitlements to decrypt and decode certain 

streams of audio and/or video data, which the client system 2 

may receive from the server system 1, from another server 

attached to the network 2, or from a portable storage medium. 

15 Such identifiers of entitlements are stored in the device or 

software module that functions as access token. The application 

data additionally includes encrypted keys for decrypting the 

content data. It is noted that the client system may also 

include an application to implement a Digital Rights Management 

20 (DRM) system for obtaining access to an encrypted set of content 

data. The application data targeted at such an application will 

include encrypted digital rights objects, each identifying a set 

of content data that the client system is entitled to access.

The client system 2 is only provided with the application data 

25 in accessible form if it has a valid value of state tracking 

information, in this example a state variable SV. To prevent 

easy cloning of the client system, the state variable SV may be 

stored in a secure component of the client system 2, for example 

the access token. The client system 2 may be provided with the 

30 application data in encrypted form regardless of whether the 

client system has the currently valid state variable SV, with 

the application data only being decryptable if the valid state 

variable SV is present. Additionally or alternatively, the 

application data may only be transferred from the server
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system 1 to the client system 2 if the client system 2 has 

proved that it has the currently valid state variable.

The state variable SV is changed at regular intervals at the 

behest of the server system 1. To this end, it sends a message

5 to the client system 2 carrying a new value of the state 

variable SV. After a change in the value of the state variable, 

any copy of the client system 2 will cease to be provided with 

application data in accessible form. Even if such a copy were 

also to receive the message carrying the new value of the state

CM io variable, it would also have to have the value of a datum

maintained at the client system 2 . This is because the value of

the state variable valid after transmission of the message

carrying the new value of the state variable SV is calculated by 

the client system 2, using as input at least the new value 

is carried in the message and the datum maintained at the client

system 2.

The datum maintained at the client system 2 is established 

anew at the start of each communications session. It is valid 

only for one communications session, and has a value unique to

20 the communications session concerned. It may be obtained from a 

one-time pad. For added protection against cloning of the client

system 2, the client

as a random number.

system may generate the datum, for example

Figs. 2A-2B illustrate the state tracking mechanism in more

25 detail. The diagram does not illustrate that, whilst the

illustrated operations are carried out, the client system 2 is 

continually provided with application data in accessible form 

only if the client system has a valid value of state tracking 

information.

30 The client system 2 generates a client nonce Nc, the datum

referred to above, in a first step 12. It then (step 13)

generates a first value of the state variable SV. The first

value of the state variable SV may be any value chosen by the

client system 2 . It may also be a function of a value chosen at
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random by the client system 2 and one or more other variables, 

including in particular the client nonce Nc.

The client system 2 sends (step 14) a request message to 

the server system 1 to establish a new communications session. 

5 The request message includes the client nonce Nc and the first 

value of the state variable SV.

The server system 1 receives the request message (step 15). 

The client nonce Nc is received by the server system 1 from the 

client system 2 on commencement of the communications session, 

io since it is included in the request message and retrieved from 

this message by the server system 1 (step 16). The request 

message may additionally comprise data enabling the server 

system to carry out an initial verification of the client's 

entitlement to receive the requested application data.

is After receipt of the request message, the server system 1

calculates a new state variable value (step 17) using as input 

at least a server nonce Ns established (step 18) and maintained 

by the server system 1. The server nonce Ns is retained in memory 

at the server system 1 for the duration of the communications

20 session, but not used subsequently. The server nonce Ng may be

based on a random number. The server nonce Ns is communicated to

the client system 2 on commencement of the communication 

session, namely in a response message sent (step 19) in reply to

the client system's request message. The new state variable

25 value carried in the response message is calculated using as a 

further input at least the value of the state tracking 

information valid when carrying out the calculation, i.e. the 

value received in the request message. This chains the state 

variable values, in the sense that the currently valid value is

30 always dependent on all the previous values, as well as on the 

server nonce Ns and client nonce Nc.

As stated above, the client system 2 has available a set of 

identifiers of entitlements to decrypt encrypted information 

associated with the respective entitlements. The server system 1
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maintains a record reflecting the entitlements corresponding to 

the set of identifiers stored by the client system 2. When 

calculating the new state variable value to be included in the 

response message, the server system 1 uses as a further input 

5 data corresponding to at least parts of each of the identifiers 

in the set provided to the client system 2.

The server system 1 may also use a network address of the 

client system 2, preferably an address hard-wired into the 

network interface 4, such as a MAC-address, as input to the 

io algorithm used to calculate a new state variable value. The 

address value may alternatively be an Internet Protocol (IP) 

address .

The algorithm used to calculate a new state variable value 

may be a strong or weak one-way function, also known as trapdoor

15 function. An effect is that the server nonce Ns and client 

nonce Nc are hard to compute from only state variable values 

exchanged between the server system 1 and the client system 2. 

The algorithm may comprise a hash function.

The client system 2 receives (step 20) the new value of the

20 state variable SV in the response message from the server 

system 1. The new value of the state variable SV is retrieved 

from the response message (step 21). It does not, however, 

directly replace the value of the state variable previously 

maintained as the valid value in the client system 2.

25 The response message received by the client system 2 also

carries the server nonce Ns, established by the server on 

commencement of the communications session. The client system 2 

retrieves the server nonce Ns from the response message 

(step 22) . It calculates (step 23) an expected value of the new

30 value of the state variable received in the response message 

from the server system 1 using at least the server nonce Ns as 

input, but also the state variable value generated in step 13 

and maintained at the client system 2, as well as the set of
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entitlement identifiers and the network address of the client 

system 2.

If the calculated expected value matches the state variable 

value received in the response message from the server system 1, 

5 then the client system 2 proceeds to calculate (step 24) a 

further value of the state tracking information using as input 

the new value in the response message and a datum stored at the 

client system, namely the client nonce Ns, as well as the set of 

entitlement identifiers and the network address of the client 

io system 2. The further value replaces the state variable value 

maintained at the client system 2, and is used to establish that 

the client system 2 is entitled to receive application data in 

accessible form.

The server system 1 also calculates (step 25) the value of 

is the state tracking information valid after transmission of the 

response message using as input at least the new value carried 

in the message and the client nonce Nc. This allows it to check 

the state of the client system 2 when providing the latter with

application data in accessible form.

20 In the course of the communications session, the client

system 2 may send further request messages (step 26). These 

include data corresponding to at least part of the value of the 

state variable SV maintained at the client system 2. In response 

to each or only some of the request messages, the server

25 system 1 will carry out the steps indicated in Fig. 2B.

Upon receiving the request message (step 27), the server 

system 1 retrieves the state variable value carried in the 

request message (step 28). If the retrieved value matches the 

expected value calculated in step 25, the server system 1

30 generates a new state variable value (step 29).

The new state variable value may be calculated as before, 

using as input the state variable value valid up to now, the 

server nonce Ns, the set of entitlement identifiers, and the 

network address of the client system 2. The new state variable
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value is sent (step 30) in a further response message to the 

client system 2. Again, the next valid value of the state 

variable is calculated (step 31) using as input the new state 

variable value sent in step 30 and the client nonce Nc, as well 

5 as data based on a record reflecting the entitlements to decrypt 

encrypted information corresponding to the set of identifiers 

provided to the client system 2.

The server system 1 may be arranged to provide application 

data only if subsequent requests for application data includes 

io the value of the state variable SV calculated as the next valid 

value. Additionally or alternatively, the server system 1 may 

provide a system for encrypting the application data with a key 

based on the next valid value of the state variable, so that 

only the client system with the next valid value can decrypt the 

is application data.

The client system 2 receives the further response message 

(step 32) . It calculates an expected value of the new value of 

the state tracking information received in the further response 

message from the server system 1 using at least the server

20 nonce Ns and the previously valid state variable value as input 

(step 33). It also retrieves the new value of the state 

variable SV actually received in the further response message 

from the server system 1 (step 34) . Upon determining that the 

expected value matches the value received in the message from

25 the server system 1, the further value of the state tracking 

information is calculated (step 35) . This is the value of the 

state variable that is valid after transmission of the further 

response message to the client system 2.

Because the further value is based on the client nonce Ns

30 as well as the value carried in the further response message, 

copying the value carried in the further response message is not 

sufficient to put an illicit clone of the client system 2 in the 

same state as the original client system 2.
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The invention is not limited to the embodiments described 

above, which may be varied within the scope of the accompanying 

claims. For instance, the new value of the state variable 

calculated by the server system 1 and transmitted to the client 

system 1 in a response message need not necessarily be based on 

the inputs used by the client system 2 to calculate the next 

valid value of the state variable. The request messages and/or 

the response messages may be encrypted, for example under a key 

derived from the value of the state variable valid before 

receipt of the message concerned.
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The claims defining the invention are as follows:

1. Method of implementing a state tracking 

mechanism in a communications session between a server and a

s client system, comprising:

receiving a first request message from the client

system, wherein the first request message includes a first 

datum and a first state value;

retrieving the first datum from the first request 

io message;

generating a second datum;

calculating a second state value using as input at 

least the second datum and the first state value;

sending a first server response to the client system, 

is wherein the first server response includes the second datum

and the second state value;

receiving a second request message from the client

system when the client system determines that the second 

state value is equal to a first client expected state

20 value, wherein:

the second request message includes a third

state value,

the first client expected state value is 

calculated using as input at least the second datum

25 retrieved from the first server response and the first state 

value, and

the third state value is calculated using as 

input at least the first datum and the second state value;

calculating a first server expected state value 

3o using as input at least the first datum and the second state

value;

determining whether the third state value is 

equal to the first server expected state value;

2257638-1
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if determined that the third state value is not equal 

to the first server expected state value, discontinuing the 

communications session;

if determined that the third state value is equal to 

5 the first server expected state value,

calculating a fourth state value using as input at 

least the second datum and the third state value,

sending a second server response to the client system, 

wherein the second server response includes the fourth state

io value, and

receiving a third request message from the client 

system when the client system determines that the fourth 

state value is equal to a second client expected state 

value, wherein:

is the third request message includes a fifth state

value,

the second client expected state value is calculated 

using as input at least the second datum and the fourth 

state value, and

20 the fifth state value is calculated using as input at

least the first datum and the fourth state value.

2. Method according to claim 1, wherein the first 

datum comprises a nonce.

25

3. Method according to claims 1 or 2, wherein the 

client system is provided with a set of identifiers of 

entitlements to decrypt encrypted information associated 

with the respective entitlements and the method further

30 comprises:

maintaining a record reflecting the entitlements 

corresponding to the set of identifiers, and

calculating the first server expected state value 

using as a further input data corresponding to at least

2257638-1
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parts of each of the identifiers in the set provided to the 

client system .

4. Method according to any one of the preceding

5 claims, further comprising the step of calculating the first 

server expected state value using a network address of the 

client system, preferably an address hard-wired into 

equipment used by the client system, on a network via which 

communications between the server and the client system are

io effected.

5. Method according to any one of the preceding 

claims, further comprising the step of providing application 

data to the client system if determined that the third state

is value is equal to the first server expected state value.

6. Method according to claim 5, wherein the 

application data is provided in encrypted form, encrypted so 

as to permit decryption under a key derivable using at least

20 part of the second state value when the client system

determines that the second state value is equal to the first 

client expected state value, the fourth state value when the 

client system determines that the fourth state value is 

equal to the second client expected state value, or the

25 third state value when determined that the third state value 

is equal to the first server expected state value.

7. Method according to any one of claims 1-4, 

wherein the steps of receiving the second request message,

30 calculating the first server expected state value,

determining whether the third state value is equal to the 

first state value, and, when determined that the third state 

value is equal to the first state value, calculating the 

fourth state value and sending the second server response to

2257638-1
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the client system comprise determining that the client 

system has a valid value of state tracking information, 

the method further comprising:

repeating the steps of determining whether the client

5 system has the valid value of the state tracking information 

throughout the duration of the communications session, and

providing application data to the client system only 

as long as it is determined that the client system has the 

valid value of the state tracking information.

io

8. Method according to any one of claims 5-7, 

wherein the client system is provided with a set of content 

data, encrypted to permit decryption under a key, wherein 

the application data includes values of the key.

15

9. Server system, including a data processing unit 

and memory, arranged to carry out a method according to any 

one of claims 1-8.

20 10. Method of conducting a communications session

with a server implementing a state tracking mechanism, 

comprising:

generating a first datum; 

generating a first state value;

25 sending a first request message to the server, wherein

the first request message includes the first datum and the 

first state value;

receiving a first server response from the server, 

wherein the first server response includes a second datum

30 and a second state value, wherein the second state value is 

calculated using as input at least the second datum and the 

first state value;

retrieving the second datum from the first server 

response;

2257638-1
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calculating a first client expected state value using 

as input at least the second datum retrieved from the first 

server response and the first state value;

determining whether the second state value is equal to 

5 the first client expected state value;

if determined that the second state value is not equal 

to the first client expected state value, discontinuing the 

communication session; and

if determined that the second state value is equal to 

io the first client expected state value,

calculating a third state value using as input at 

least the first datum and the second state value,

sending a second request message to the server, 

wherein the second request message includes the third state

is value,

receiving a second server response from the server 

when the server determines that the third state value is 

equal to a first server expected state value, wherein:

the second server response includes a fourth state

20 value;

the first server expected state value is calculated 

using as input at least the first datum and the second state 

value; and

the fourth state value is calculated using as input at 

25 least the second datum and the third state value,

calculating a second client expected state value using 

as input at least the second datum and the fourth state 

value,

determining whether the fourth state value is equal to 

30 the second client expected state value,

if determined that the fourth state value is not equal 

to the second client expected state value, discontinuing the 

communications session,

if determined that the fourth state value is equal to 

35 the second client expected state value,

2257638-1
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calculating a fifth state value using as input at 

least the first datum and the fourth state value; and

sending a third request message to the server, wherein 

the third request message includes the fifth state value.

5

11. Method according to claim 10, wherein the first 

datum comprises a nonce generated on commencement of the 

communications session.

io 12. Method according to claims 10 or 11, further

comprising the steps of maintaining a set of identifiers of 

entitlements to decrypt encrypted information associated 

with the respective entitlements and calculating the third 

state value using as a further input data corresponding to

is at least parts of each of the identifiers in the set.

13. Method according to any one of claims 10-12, 

wherein communications between the server and the client 

system are effected via a network, and wherein the client

20 system has an address on the network, preferably hard-wired 

into equipment used by the client system, wherein the method 

further comprises calculating the third state value using as 

a further input data corresponding to at least part of the 

network address.

25

14. Method according to any one of claims 10-13, 

further comprising the step of requesting transmission of 

application data by sending a message to the server 

including data corresponding to at least part of the first

30 state value, the third state value, or the fifth state 

value.

15. Method according to any one of claims 10-14, 

further comprising the steps of receiving application data

35 in encrypted form, and using at least one of the first state

2257638-1
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value, the third state value, and the fifth state value to 

derive a key for decrypting the encrypted application data.

16. Method according to any one of claims 10-15,

5 further comprising the steps of receiving a stream of

encrypted content data, and obtaining a key to decrypt the 

encrypted content data from application data received from 

the server.

io 17. Method according to any one of claims 10-13,

wherein the steps of receiving a second server response, 

calculating a second client expected state value, 

determining whether the fourth state value is equal to the 

second client expected state value, and, when determined

is that the fourth state value is equal to the second client 

expected state value, calculating a fifth state value and 

sending a third request message to the server comprise 

determining that the client system has a valid value of 

state tracking information, the method further comprising:

20 repeating the steps of determining whether the client

system has the valid value of the state tracking information 

throughout the duration of the communications session, and

receiving application data from the server only as 

long as it is determined that the client system has the

25 valid value of the state tracking information.

18. Client system, including a data processing unit 

and memory, arranged to carry out a method according to any 

one of claims 10-17.

30

19. Computer program, including a set of 

instructions capable, when incorporated in a machine 

readable medium, of causing a system having information 

processing capabilities to perform a method according to any

35 one of claims 1-8 or 10-17.

2257638-1
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20. A method of implementing a state tracking 

mechanism substantially as hereinbefore described with 

reference to any one of the embodiments as that embodiment 

is shown in the accompanying drawings.

5

Dated 25 August, 2009 
Irdeto Access B.V.

Patent Attorneys for the Applicant/Nominated Person 
SPRUSON & FERGUSON

10
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