US 20140280855A1

a9 United States

a2y Patent Application Publication o) Pub. No.: US 2014/0280855 A1

Yuengling et al. 43) Pub. Date: Sep. 18, 2014
(54) GENERIC SNMP INFORMATION (52) US.CL
COLLECTION CPC ............ HO4L 41/12 (2013.01); HO4L 41/0213
(2013.01)
(71)  Applicant: Rockstar Consortium US LP, Plano, 1613 O 709/223
TX (US)
(72) Inventors: Stephen Paul Yuengling, Durham, NC
(US); Sharon Chisholm, Ottawa (CA); 7 ABSTRACT
April Pennisi, Raleigh, NC (US)
(73) Assignee: Rockstar Consortium US LP, Plano The present invention provides a technique to define objects
TX (US) ’ ’ and object instances in a dynamically modifiable table within
the confines of a management information base definition.
(21) Appl. No.: 14/291,150 With the invention, new objects and object instances may be
added to the table without changing the management infor-
(22) Filed: May 30, 2014 mation base definition at a managed device or network man-
L agement system. The managed device can change the table,
Related U.S. Application Data yet allow the network management system to access the table
(63) Continuation of application No. 11/313,898, filed on using an associated object identifier. The network manage-
Dec. 21, 2005, now Pat. No. 8,745,181. ment system can systematically step through the various
objects or object instances, which may correspond to rows
Publication Classification and columns of the table, to detect additions or modifications
to the table. The various objects and object instances in the
(51) Int.ClL table may be individually accessed, once identified, using a
HO4L 12724 (2006.01) unique object identifier.
ROOT
CCITT (0) ISO (1) ISO.CCITT (2)
ORGANIZATION (4)
DoD (6)
OID=1.4.6.1 — INTERNET (1)

DIRECTORY (1)  MGMT(2)  EXPERIMENTAL (3)

OID=1.4.6.1.1

/

PRIVATE (4)  SECURITY (5)

ENTERPRISES (1)

NORTEL (8)

OID=1.4.6.1.4.1.8.3 — PERFORMANCE OVERLOAD
TABLE (3) ALARM (20)



Patent Application Publication  Sep. 18, 2014 Sheet 1 of 8 US 2014/0280855 A1

COMMUNICATION
NETWORK

FIG. 1
PRIOR ART



Patent Application Publication  Sep. 18, 2014 Sheet 2 of 8 US 2014/0280855 A1

ROOT
CCITT (0) IS0 (1) ISO.CCITT (2)
ORGANIZATION (4)
DoD (6)
OID=1.4.6.1 — INTERNET (1)
_——

DIRECTORY (1)  MGMT (2)  EXPERIMENTAL (3) PRIVATE (4)  SECURITY (5)

OID=1.4.6.1.1
ENTERPRISES (1)

NORTEL (8)

OID=1.4.6.1.4.1.820 —— OVERLOAD
ALARM (20)

FIG. 2
PRIOR ART



Patent Application Publication  Sep. 18, 2014 Sheet 3 of 8 US 2014/0280855 A1

RCOT
/
CCITT (0) 1SO (1) ISO.CCITT (2)
ORGANIZATION (4)
DOD (6)
OID=1.4.6.1 — INTERNET (1)

DIRECTORY (1)  MGMT (2)  EXPERIMENTAL(3) PRIVATE (4)  SECURITY (5)

OID=1.4.6.1.1
ENTERPRISES (1)

NORTEL (8)

/

OID=1.4.6.1.4.1.8.3 — PERFORMANCE OVERLOAD
TABLE (3) ALARM (20)




Patent Application Publication

US 2014/0280855 A1l

Sep. 18,2014 Sheet 4 of 8
PERFORMANCE TABLES (3)
INDEX | NAME | GROUP | DATA |SOURCE| VALUE
ENTRY @ | @ [T | @ | ®
1
2 X
3
4

OIDFOR X =1.4.6.1.4.1.8.3.2.4

FIG. 4




Patent Application Publication

NMS
12

Sep. 18,2014 Sheet 5 of 8

GET 1.4.6.1.4.1.8.3.1.5

US 2014/0280855 A1l

MANAGED
DEVICE
14

100
VALUE FOR ENTRY 1

102
GET NEXT

A

104
VALUE FOR ENTRY 2

106

GET NEXT

108
VALUE FOR ENTRY 4

110
GET NEXT

112
NO ENTRY

-

TABLE ACCESS
I

STOP | 116

114

FIG. 5




Patent Application Publication  Sep. 18, 2014 Sheet 6 of 8 US 2014/0280855 A1

PERFORMANCE TABLES (3)
INDEX | NAME | GROUP | DATA |SOURCE| VALUE
(1) @ | TYPE | @ (5)
ENTRY (3)
1
2
3
4
5
NEW
ENTRIES 5 Y

OIDFORY =1.4.6.1.4.1.8.36.5

FIG. 6



Patent Application Publication

NMS
12

Sep. 18,2014 Sheet 7 of 8

GET 1.4.6.1.4.1.8.3.1.5

US 2014/0280855 A1l

MANAGED
DEVICE

14
| 200

ADD NEW ENTRIES
5 AND 6 TO
PER. TABLE (3)

202
VALUE FOR ENTRY 1

204
GET NEXT

206
VALUE FOR ENTRY 2

A

208

GET NEXT

210
VALUE FOR ENTRY 5

UPDATE
MIB INFO.

212

|, -214

GET NEXT

216
VALUE FOR ENTRY 6

UPDATE
MIB INFO.

220 218

GET NEXT

222
NO ENTRY

224

STOP
TABLE ACCESS

|, -226

FIG. 7




Patent Application Publication

Sep. 18,2014 Sheet 8 of 8

USER INTERFACE 14

28

mO—-—<moO OmMO>»Z>=Z

CONTROZLZSYSTEM

MEMORY
24

AGENT
18

MIB
20

COMMUNICATION
|NTE§(I5=ACE

FIG. 8

USER INTERFACE 12

38

nI2

CONTROG'LOSYSTEM

MEMORY
32

MANAGER
FUNCTION
34

MIB
20

COMMUNICATION
INTEggACE

FIG. 9

US 2014/0280855 A1l



US 2014/0280855 Al

GENERIC SNMP INFORMATION
COLLECTION

PRIORITY APPLICATIONS

[0001] The present application is a continuation applica-
tion of pending U.S. patent application Ser. No. 11/313,898,
filed Dec. 21, 2005, entitled “GENERIC SNMP INFORMA -
TION COLLECTION”, which is incorporated herein by ref-
erence in its entirety.

FIELD OF THE INVENTION

[0002] The present invention relates to communications,
and in particular to providing a more flexible technique for
collecting information using the Simple Network Manage-
ment Protocol (SNMP).

BACKGROUND OF THE INVENTION

[0003] The Simple Network Management Protocol
(SNMP) was developed to manage various elements in the
Internet and attached networks. SNMP uses a manager and
agent architecture, wherein each managed device runs an
agent from which the manager can obtain information that is
provided to facilitate remote management. As illustrated in
FIG. 1, an SNMP communication environment 10 is illus-
trated as having a network management system (NMS) 12
adapted to manage any number of managed devices (MDs)
14, which may represent any type of network element such as
personal computers, servers, routers, switches, and the like.
The NMS 12 provides a human interface for the overall man-
agement system, and is able to communicate with the various
managed devices 14. The managed devices 14 each provide
anagent 18, which provides an interface between the NMS 12
and the managed device 14 to be managed.

[0004] To facilitate management of the managed devices
14, the NMS 12 and the managed devices 14 will use a
management information base (MIB) 20 and a small set of
commands to exchange information. The MIB 20 is orga-
nized in a tree structure, with numerous objects represented at
the end of each branch. Each object may be associated with
one or more object instances, such as metrics, labels, or other
information relevant to managing the network or the managed
device 14. The object instances may be operational metrics or
a function provided by the managed device 14. An object
identifier (OID), which is a long numeric tag separated by
periods, is used to distinguish each object in the MIB 20 and
is used in SNMP messages to identify the object instance or
instances corresponding to a given object.

[0005] Ingeneral, SNMP uses five basic messages to com-
municate between the NMS 12 and the agent 18 in the man-
aged device 14. These messages include GET, GET NEXT,
GET BULK, SET, and TRAP. The GET, GET BULK, and
GET NEXT messages allow the NMS 12 to request informa-
tion or object instances for a specific object or table of objects.
The agent 18, upon receiving a GET, GET BULK, or GET
NEXT message, will issue a response message to the NMS 12
with either the information requested or an error message
indicating why the request could not be fulfilled. The SET
message allows the NMS 12 to request a change to be made to
an object instance of an object that allows read/write access.
The agent 18 may respond with a response message indicat-
ing that a change has been made or an indication as to why the
change could not be made. The TRAP message allows the
agent 18 to dynamically inform the NMS 12 of significant
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events. In general, the GET, GET BULK, GET NEXT, and
SET messages are sent by the NMS 12. The response and
TRAP messages are provided by the agent 18, wherein the
TRAP message is the only message that can be initiated by the
agent 18.

[0006] Each agent 18 in the managed device 14 will man-
age various objects, wherein each object has one or more
objectinstances that correspond to metrics, variables, or char-
acteristics associated with the object. As noted, each object or
object instance has a unique OID consisting of numbers that
are separated by periods. An exemplary tree structure for a
MIB 20 is illustrated in FIG. 2. The MIB 20 may associate
each OID with a label, such as “organization” and various
other object instances related to the object. The MIB 20 serves
as a reference from which to assemble and interpret SNMP
messages.

[0007] Whenan NMS 12, which contains MIB 20, wants to
know the information associated with an object or object
instance, a GET message is sent including the OID, from MIB
20, associated with the object or object instance being
requested. The agent 18 in the managed device 14 will have a
corresponding MIB 20, and will use the MIB 20 to identify
the object or object instance associated with the OID. Infor-
mation associated with the object or object instance is then
provided back to the NMS 12 in a response message. In the
illustrated tree structure, the first level of the OID includes
objects CCITT, ISO, and ISO.CCITT, which are associated
with OID indexes of 0, 1, and 2, respectively. Under the ISO
object, ORGANIZATION, DoD, and INTERNET objects are
provided, with OID references 4, 6, and 1, respectively. As
such, the OID for the INTERNET object is 1.4.6.1.

[0008] Underneath the INTERNET object are DIREC-
TORY, MANAGEMENT (MGMT), EXPERIMENTAL,
PRIVATE, and SECURITY objects, which are associated
with OID references 1, 2, 3, 4, and 5, respectively. The OID
for the DIRECTORY object is 1.4.6.1.1. Further, the PRI-
VATE object branches into ENTERPRISE, NORTEL, and
OVERLOAD ALARM objects, which have OID references
of 1, 8, and 20, respectively. As such, the OVERLOAD
ALARM object has an OID of 1.4.6.1.4.1.8.20. The tree can
continue with other objects and object instances.

[0009] Accordingly, the MIB 20 provides a data structure
index corresponding to various objects. Each object will have
one or more object instances associated therewith. When a
single instance is associated with an object, only one piece of
information is associated with the object. When multiple
object instances are associated with an object, multiple pieces
of information may be associated with an object. These addi-
tional object instances may be returned as a group in response
to a request associated with that object, or the various
instances may be associated with further OID references,
wherein each piece of information can be obtained individu-
ally.

[0010] When multiple object instances are associated with
an object, corresponding information is associated with a
table, such that an OID may correspond to an entire row in a
table or a specific entry in a table.

[0011] Regardless of whether there are single object
instances or multiple object instances provided in a table,
existing MIB configurations require each of the managed
devices 14 and the NMS 12, which are an associated group, to
have the same and comprehensive MIB definitions. As such,
if any new objects or object instances are to be gathered,
monitored, or otherwise used in the group, a new MIB 20
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must be created and provided to the NMS 12 and each of the
managed devices 14. As networks evolve and the capabilities
of managed devices 14 increase, the MIBs 20 for various
systems must be updated frequently. Such updating is cum-
bersome and manually intensive, as the MIBs 20 are generally
manually provisioned at each affected device.

[0012] Accordingly, there is a need for a technique by
which managed devices 14 can add new objects or object
instances without requiring a new MIB definition prior to or
after adding the new information. There is a further need to
allow the NMS 12 to recognize and retrieve information
associated with new objects and object instances, which are
added by one or more managed devices 14 without MIB
updates.

SUMMARY OF THE INVENTION

[0013] The present invention provides a technique to define
objects and object instances in a dynamically modifiable table
within the confines of a management information base defi-
nition. With the invention, new objects and object instances
may be added to the table without changing the management
information base definition at a managed device or network
management system. The managed device can change the
table, yet allow the network management system to access the
table using an associated object identifier. The network man-
agement system can systematically step through the various
objects or object instances, which may correspond to rows
and columns of the table, to detect additions or modifications
to the table. The various objects and object instances in the
table may be individually accessed, once identified, using a
unique object identifier. The present invention allows addi-
tional metrics to be maintained by a managed device without
requiring re-provisioning of the various managed devices and
network management systems associated with a given man-
aged information base definition.

[0014] Those skilled in the art will appreciate the scope of
the present invention and realize additional aspects thereof
after reading the following detailed description of the pre-
ferred embodiments in association with the accompanying
drawing figures.

BRIEF DESCRIPTION OF THE DRAWING
FIGURES

[0015] The accompanying drawing figures incorporated in
and forming a part of this specification illustrate several
aspects of the invention, and together with the description
serve to explain the principles of the invention.

[0016] FIG. 1 is a block representation of an SNMP com-
munication environment according to the prior art.

[0017] FIG. 2 is a diagram of a managed information base
according to the prior art.

[0018] FIG. 3 is a diagram of a managed information base
according to one embodiment of the present invention.
[0019] FIG. 4 is a managed information base table accord-
ing to one embodiment of the present invention.

[0020] FIG. 5is a communication flow diagram according
to one embodiment of the present invention.

[0021] FIG. 6 is a managed information base table accord-
ing to one embodiment of the present invention.

[0022] FIG. 7 is a communication flow diagram according
to one embodiment of the present invention.

[0023] FIG. 8isablock representation of a managed device
according to one embodiment of the present invention.
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[0024] FIG. 9 is a block representation of a network man-
agement system according to one embodiment of the present
invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0025] The embodiments set forth below represent the nec-
essary information to enable those skilled in the art to practice
the invention and illustrate the best mode of practicing the
invention. Upon reading he following description in light of
the accompanying drawing figures, those skilled in the art
will understand the concepts of the invention and will recog-
nize applications of these concepts not particularly addressed
herein. It should be understood that these concepts and appli-
cations fall within the scope of the disclosure and the accom-
panying claims.

[0026] The present invention provides a MIB table, which
corresponds to an object in an existing MIB definition. In
essence, the object is a MIB table with various additional
objects and object instances. Notably, additional objects and
object instances may be added to the table without requiring
modification to the MIB 20. Further, the network manage-
ment system (NMS) 12 (FIG. 1) is able to retrieve all of the
information, including new information, from the MIB table
using existing SNMP messaging, without prior knowledge of
the configuration or type of information provided in the table.
The information provided in the table may take various forms,
including read-only metrics or statistics. Further, the infor-
mation may be of a type that is not normally supported by an
SNMP MIB.

[0027] With reference to FIG. 3, an example tree architec-
ture of a MIB 20 according to one embodiment of the present
invention is illustrated. In this embodiment, assume a MIB
table entitted PERFORMANCE TABLE resides under the
NORTEL object, and has an OID reference of 3. The OID for
the MIB table entitled PERFORMANCE TABLE is 1.4.6.1.
41.8.3.

[0028] An exemplary MIB table according to one embodi-
ment of the present invention is illustrated in FIG. 4. Each row
in the table represents an object maintained by the perfor-
mance table, and the columns represent object instances asso-
ciated with an object. The object instances, as illustrated, may
be anobjectindex, aname, group, data type, source, and value
information for a given object. The index simply refers to the
OID reference, such that an OID may be used to identify the
object or corresponding object instance. As illustrated, an
OID reference for the performance table is 3, the four objects
(entries) have OID references of 1, 2, 3, and 4, and the object
instances: name, group, data type, source, and value have OID
references of 1, 2, 3, 4, and 5, respectively. Thus, the OID for
X, which represents information about the source of object 2
has an OID 0f1.4.6.1.4.1.8.3.2.4.

[0029] In operation, the NMS 12 does not need to under-
stand the configuration of the performance table (3). Instead,
a GET or like message identifying the OID for the perfor-
mance table should trigger a response with information bear-
ing on the structure ofthe performance table or information in
the performance table, depending on the configuration of the
managed device 14. Once the NMS 12 recognizes that mul-
tiple objects and associated object instances are kept in the
performance table, the various information for the various
objects can be obtained through sequential GET, GET BULK,
or GET NEXT messages. The NMS 12 can then step through
each object or object instance until the end of the table is
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reached, wherein the managed device 14 will indicate that
there are no further entries or object instances associated with
the given entry. In essence, the NMS 12 is directed to the
performance table, and is able to systematically step through
the rows or columns of the table to obtain the information
associated with the various objects or object instances, and
during this process, identity the structure of the performance
table.

[0030] With reference to FIG. 5, a communication flow
diagram is provided, wherein the NMS 12 recognizes that the
performance table has at least one entry (object) and the value
information (object instance) stored in association therewith.
Assume that the NMS 12 wants to obtain the value informa-
tion for each entry (object) in the performance table. As such,
the NMS 12 will send a GET message including the OID
1.4.6.1.4.1.8.3.1.5, which corresponds to the value informa-
tion for the first entry in the performance table (step 100). The
managed device 14, under control of the agent 18, will send
the value information for entry 1 back to the NMS 12 (step
102), which will process the value information as desired. To
obtain value information for the next entry (2), the NMS 12
may send a GET NEXT message back to the managed device
14 (step 104), which will identify the value information for
the second entry (2) and respond by providing the value
information for the second entry to the NMS 12 (step 106).
The process will continue wherein the NMS 12 will send a
GET NEXT message for the third entry (not shown) and the
fourth entry (step 108), and the managed device 14 will
respond with the value information associated with the third
entry (not shown) and fourth entry (step 110). At this point,
the NMS 12 may not know that it is at the end of the perfor-
mance table, or may need to check to see if additional entries
(objects) have been added to the performance table. As such,
another GET NEXT message is sent to the managed device 14
(step 112), wherein the managed device 14 will recognize that
there are no further entries, and will send a like message back
to the NMS 12 (step 114), which will recognize that all the
value information for each of the entries in the performance
table have been obtained and stop accessing the performance
table (step 116). The NMS 12 retains this information for later
reference.

[0031] At this point, assume that the agent 18 in the man-
aged device 14 begins gathering information associated with
two new functions, and that two new entries (objects) are
added to the performance table (3). Assume that each entry
has an associated name, group, data type, source, and value
information in a fashion similar to that for the first four entries
in the performance table. Accordingly, the value information
for the sixth entry will have an OID of 1.4.6.1.4.1.8.3.6.5;
however, the NMS 12 will not be aware of these new entries,
as the MIB 20 is not updated to correspond to the new entries,
or for any of the entries in the performance table in certain
circumstances.

[0032] When the NMS 12 accesses the performance table
again for any of the object instances associated with the
various entries (objects), the NMS 12 may simply step
through the table entries and the managed device 14 will
respond by providing new information on new entries until all
of the entries are accounted for. With reference to FIG. 7, a
communication flow is illustrated where the value informa-
tion for each of the entries in the performance table (3) is read
by the NMS 12. The NMS 12 will recognize that the new
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entries have been added to the performance table (3) in this
process by comparing the entries to what was previously
collected.

[0033] Initially, the new entries 5 and 6 are added to the
performance table (3) by the agent 18 of the managed device
14 (step 200). To obtain the value information for the entries
in the performance table (3), the NMS 12 may send a GET
message with the OID 1.4.6.1.4.1.8.3.1.5 to obtain the value
information associated with the first entry (step 202). Under
control of the agent 18, the managed device 14 will send the
value information for entry 1 to the NMS 12 (step 204). To
obtain the value for the next entry, entry 2, the NMS 12 may
send a GET NEXT message to the managed device 14 (step
206), which will respond with the value information for entry
2 (step 208). If desired, this process may continue for each
entry in the table. Even if the NMS 12 knew that there were
originally four entries in the performance table, after obtain-
ing the value information for entry 4 (not shown), the NMS 12
could send a GET NEXT message to the managed device 14
(step 210), which would obtain the value information for the
new entry 5 and provide it back to the NMS 12 (step 212). The
NMS 12 could update any MIB information retained (step
214) and send a GET NEXT message to the managed device
14 (step 216) to get any additional entries. The managed
device 14 would then get the value information for new entry
6 and send the value information to the NMS 12 (step 218).
Again, the MIB related information may be updated (step
220), and the NMS 12 will send another GET NEXT message
to the managed device 14 (step 222). Since there are no
further entries in the performance table, the managed device
14 would send a GET RESPONSE or other appropriate mes-
sage indicating that there are no further entries (step 224), and
the NMS 12 will stop accessing the performance table (step
226).

[0034] From the above, the present invention allows a pre-
existing MIB 20 to include an object or OID corresponding to
a table, which may change in structure without requiring the
MIB 20 to change by adding the new object. As objects or
object instances within the table are added, removed, or
changed, normal SNMP access techniques may be used to
step through the table and discover new information or
changes to old information. In addition to adding entries for a
given object in a performance table, new object instances may
be added. Further, other existing MIB tables (e.g. RMON2
UsrHistory Tables) may reference entries within the new MIB
table. As such, significant flexibility may be provided in an
SNMP environment without requiring the NMS 12 and the
managed devices 14 managed by the NMS 12 to have their
MIBs 20 updated as the managed devices 14 collect or oth-
erwise keep track of new or different information.

[0035] Withreference to FIG. 8, a block representation of a
managed device 14 is provided. The managed device 14 may
include a control system 22 having sufficient memory 24 to
provide the agent 18 in order to operate as described above. A
MIB 20 may be stored in the memory 24 in association with
the agent 18. The control system 22 may also be associated
with a communication interface 26 to facilitate communica-
tions with the NMS 12 or other network entities, as well as a
user interface 28 to facilitate interaction with the user, if so
desired or required.

[0036] FIG. 9 provides a block representation of an NMS
12 according to one embodiment of the present invention. The
NMS 12 may include a control system 30 having sufficient
memory 32 including a manager function 34 to control opera-
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tion of the NMS 12 as described above. The memory 32 and
the manager function 34 may support a MIB 20 correspond-
ing to those supported by the agents 18 in the managed
devices 14. The control system 30 may also include a com-
munication interface 36 to facilitate communications with the
various managed devices 14 and other network entities, as
well as a user interface 38 to facilitate interaction with a
human operator.

[0037] Those skilled in the art will recognize improve-
ments and modifications to the preferred embodiments of the
present invention. All such improvements and modifications
are considered within the scope of the concepts disclosed
herein and the claims that follow.

What is claimed is:

1. A method of operating a network management system
for a network implementing a simple network management
protocol environment, the network comprising a network
management system controller and a managed device
coupled to the network management system controller by the
network, the method comprising:

providing a managed information base definition, the man-

aged information base definition associating a unique
identifier with a table located at the managed device and
associating a respective unique object identifier with
each object in the table, the managed information base
definition being known to the network management sys-
tem controller and to the managed device;

sending a request to obtain information for objects and

associated object instances in the table from the network
management system controller to the managed object,
the objects and object instances not being included in the
managed information base definition;

receiving the request at the managed device;

responsive to the received request, sending the requested

information from the managed device to the network
management system controller; and

receiving the requested information at the network man-

agement system controller.

2. The method of claim 1, wherein, when the managed
device adds additional information associated with additional
objects or associated object instances to the table, the addi-
tional information is accessible without modifying the man-
aged information base definition at the managed device or the
network management system.

3. The method of claim 2, comprising sequentially sending,
from the network management system controller to the man-
aged device, requests for selected information corresponding
to objects or associated object instances from the table, and
sending the selected information from the managed device to
the network management system controller until an end of a
row or column in the table is reached, such that the table is
fully accessible without modifying the managed information
base definition.

4. The method of claim 3, wherein sequentially sending the
requests from the network management system controller to
the managed device comprises sending a request for informa-
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tion for a first object and then repetitively sending requests for
information for a next object in sequence until the end of the
row or column in the table is reached.

5. The method of claim 3, wherein, when the network
management system controller receives information for an
object or object instance not already in a table at the network
management system controller, the network management
system controller adds the object or object instance to the
table at the network management system controller.

6. The method of claim 1, wherein each object and associ-
ated object instance in the table is associated with an object
identifier which is dependent on the object identifier for the
table.

7. The method of claim 1, wherein each object instance in
the table which is associated with a particular object is asso-
ciated with an object identifier which is dependent on the
object identifier for the particular object.

8. The method of claim 1, wherein each object in the table
is associated with an object identifier which comprises the
object identifier of the table and an identifier element associ-
ated with the object that makes the object identifier unique to
the object.

9. The method of claim 1, wherein each object instance in
the table is associated with an object instance identifier which
comprises the object identifier of the object and an identifier
element associated with the object instance that makes the
object instance identifier unique to the object instance.

10. The method of claim 1, comprising creating the table at
the managed device to comprise information for objects and
associated object instances which are not included in the
managed information base definition.

11. The method of claim 1, comprising adding additional
information associated with additional objects or associated
object instances to the table at the managed device and pro-
viding access to the additional information by the network
management system controller without modifying the man-
aged information base definition at the managed device or the
network management system.

12. The method of claim 1, wherein multiple tables are
associated with one another to provide historical information
for the objects and object instances.

13. The method of claim 1, wherein the object instances are
metrics obtained from the managed device.

14. The method of claim 1, wherein the network comprises
a plurality of managed objects coupled to the network man-
agement system controller by the network, and the managed
information base definition associates a respective unique
identifier with a respective table located at each managed
device and associates a respective unique object identifier
with each object in each table, the managed information base
definition being known to the network management system
controller and to each managed device.
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