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METHOD OF ADJUSTING REFERENCE
INFORMATION FOR BIOMETRIC
AUTHENTICATION AND APPARATUS

BACKGROUND

[0001] The present technique relates to verification appa-
ratuses, verification methods, and verification programs for
verifying whether a user is a pre-registered (e.g. an enrolled)
registrant on the basis of biometric information, and more
particularly, to a verification apparatus, a verification method
and a verification program for identifying the user with high
accuracy even on the basis of the input biometric information
of low quality.

[0002] In the related art, biometric identification appara-
tuses and methods are described in, for example, Japanese
Laid-open Patent Publication Nos. 2000-215313 and 2005-
182184.

SUMMARY

[0003] According to an aspect of an embodiment, a method
of adjusting reference information for biometric authentica-
tion, comprises storing the reference information including
reference biometric data and threshold values corresponding
to a plurality of users, respectively, obtaining biometric data
of a user by inputting biometric information of the user,
calculating a matching ratio of the biometric data with the
reference biometric data of each of the users, respectively,
comparing the matching ratio of each of the users with the
threshold value of each of the users, respectively, determining
which of the matching ratios exceed the corresponding
threshold values and adjusting the threshold values which are
exceeded by the corresponding matching ratios so that all the
matching ratios but the highest matching ratio become lower
than the adjusted threshold values, respectively.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIG. 1A illustrates a verification method according
to an embodiment;

[0005] FIG. 1B illustrates the verification method accord-
ing to the embodiment;

[0006] FIG. 1C illustrates the verification method accord-
ing to the embodiment;

[0007] FIG. 1D illustrates the verification method accord-
ing to the embodiment;

[0008] FIG.2 is a functional block diagram of the structure
of a verification apparatus according to the embodiment;

[0009] FIG. 3 illustrates exemplary registrant information;
[0010] FIG. 4 illustrates an exemplary threshold updating
history;

[0011] FIGS. 5A and 5B are flowcharts of a verification
process;

[0012] FIG. 6 is a flowchart of a process of extracting user
candidates;

[0013] FIG. 7 is a flowchart of a process of updating a

representative degree of similarity;

[0014] FIGS. 8A and 8B are flowcharts of a process of
updating a threshold;

[0015] FIG. 9 is a flowchart of a process of deleting regis-
trant information;

[0016] FIG.10is a functional block diagram of a computer
executing a verification program;

[0017] FIGS. 11A and 11B are flowcharts of a verification
process; and
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[0018] FIG. 12 is a flowchart of a process of generating a
degree of similarity.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0019] A verification apparatus, a verification method, and
a verification program according to preferred embodiments
of the present technique will be described with reference to
the accompanying drawings.

[0020] Biometric authentication systems are classified into
one-to-one matching and one-to-N matching. One-to-N
matching is the method of identifying a person solely on the
basis of biometric information, without using additional iden-
tifying means, such as entry of identification (ID) or the like.
In general, one-to-N matching is performed using an identi-
fication threshold regarding the degree of similarity on a
system-by-system basis. The degree of similarity, which is
obtained by sequentially comparing biometric information
obtained from the user with pieces of pre-registered biometric
information, is compared with the identification threshold,
thereby identifying the user.

[0021] A system based on the identification threshold
which is set on a system-by-system basis in the foregoing
manner has a higher false reject rate when the identification
threshold is strict. In contrast, a false accept rate is increased
by setting a lenient identification threshold.

First Embodiment

[0022] A verification apparatus 100 according to a first
embodiment of the present technique is configured to store an
identification threshold (hereinafter simply referred to as a
“threshold”) not on a system-by-system basis, but in units of
pieces of pre-registered biometric information, and to
dynamically change the threshold during operation. There-
fore, identification errors due to entry of low-quality biomet-
ric information are prevented from occurring, without affect-
ing the identification accuracy of the overall system.

[0023] A verification method performed by the verification
apparatus 100 according to the embodiment will be schemati-
cally described. In the following description, in order to avoid
confusion, biometric information registered in advance for
one-to-N matching is referred to as “verification information”
(e.g. “biometric reference”), and biometric information
entered during operation is referred to as “biometric informa-
tion”.

[0024] FIGS. 1A to 1D illustrate a verification method
according to the embodiment. FIG. 1A illustrates thresholds
in a state immediately after registration of verification infor-
mation. In this example, three pieces of verification informa-
tion with IDs “A”, “B”, and “C”, respectively, are registered.
For each of the pieces of verification information, a threshold
is provided. These thresholds are set to initial values. In this
example, the initial values are set to “100”.

[0025] FIG. 1B illustrates a state in which biometric infor-
mation of a user corresponding to the ID “A” is entered and
the degrees of similarity (e.g. matching ratio) are generated
by comparing the biometric information entered with the
pieces of verification information. In this example, the degree
of similarity between the biometric information and the veri-
fication information “A” is approximately “2307; the degree
of similarity between the biometric information and the veri-
fication information “B” is approximately “20”; and the
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degree of similarity between the biometric information and
the verification information “C” is approximately “110”.
[0026] That is, in this example, not only the degree of
similarity between the biometric information and the verifi-
cation information “A”, but also the degree of similarity
between the biometric information and the verification infor-
mation “C” exceed corresponding thresholds set for the
pieces of verification information “A” and “C”. In such a case
where the degrees of similarity of multiple pieces of verifi-
cation information exceed the corresponding thresholds and
the difference between the degrees of similarity is small, the
verification method according to the embodiment changes the
thresholds corresponding to these pieces of verification infor-
mation to be stricter, thereby reducing the probability of
identification errors occurring. In the embodiment, the
thresholds are made higher. In the example shown in FIG. 1B,
the threshold for the verification information “A” and the
threshold for the verification information “C” are changed to
“2007.

[0027] FIG.1C illustrates a state in which biometric infor-
mation of the user corresponding to the ID “A” is entered
again and the degrees of similarity are generated by compar-
ing the biometric information entered with the pieces of veri-
fication information. In this example, the biometric informa-
tion entered is of low quality for some reason, such as by
placing a finger roughly in a fingerprint verification process.
As a result, the degree of similarity between the biometric
information and the verification information “A” is approxi-
mately “807; the degree of similarity between the biometric
information and the verification information “B” is approxi-
mately “20”; and the degree of similarity between the bio-
metric information and the verification information “C” is
approximately “110”.

[0028] Ifthe threshold for the verification information “A”
and the threshold for the verification information “C” had not
changed and remained as the initial values “100”, “C” is
identified as the user since “C” solely has the degree of
similarity exceeding the threshold “100”. However, because
the thresholds are updated as shown in FIG. 1B, none of the
degrees of similarity with the pieces of verification informa-
tion exceed the corresponding thresholds. As a result, a veri-
fication error is prevented from occurring.

[0029] FIG. 1D illustrates a state in which biometric infor-
mation of the user corresponding to the ID “A” is entered
again and the degrees of similarity are generated by compar-
ing the biometric information entered with the pieces of veri-
fication information. In this example, the input biometric
information is of normal quality, and, as in FIG. 1B, the
degree of similarity between the biometric information and
the verification information “A” is approximately “230; the
degree of similarity between the biometric information and
the verification information “B” is approximately “20”; and
the degree of similarity between the biometric information
and the verification information “C” is approximately “110”.
[0030] In this state, the degrees of similarly generated are
the same as those generated in the state illustrated in FIG. 1B.
However, only the degree of similarity with the verification
information “A” exceeds the corresponding threshold. There-
fore, the user is correctly identified as “A”. In this manner, the
verification method according to the embodiment provides a
threshold for each piece of verification information, and, if
the degrees of similarity between a plurality of pieces of
verification information and biometric information entered
during operation exceed corresponding thresholds, the
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thresholds are dynamically changed. Accordingly, verifica-
tion errors are prevented from occurring even in the case
where biometric information of low quality has been entered.
[0031] Next, the structure of the verification apparatus 100
according to the embodiment will be described. FIG. 2 is a
functional block diagram of the structure of the verification
apparatus 100 according to the embodiment. As shown in
FIG. 2, the verification-apparatus 100 includes a biometric-
information input unit 110, a notifying unit 120, a control unit
130, and a storage unit 140.

[0032] The biometric-information input unit 110 is a pro-
cessor configured to input biometric information. For
example, the biometric-information input unit 110 includes a
fingerprint sensor, a vein sensor, or the like. The notifying unit
120 is a processor configured to notify a user requesting the
verification apparatus 100 to identify the user of various types
of information. The notifying unit 120 includes a liquid crys-
tal display (LCD) or the like. The notifying unit 120 may also
be configured to send the identification result to another
device via a network or the like.

[0033] The control unit 130 is a controller configured to
control the entire verification apparatus 100. The control unit
130 includes a verification control unit 131, a degree-of-
similarity generating unit 132, a verification unit 133, a rep-
resentative-degree-of-similarity updating unit 134, a thresh-
old updating unit 135, and a registrant-information deleting
unit 136. The verification control unit 131 is a control unit
configured to control, in order to identify a person, the bio-
metric-information input unit 110, the notifying unit 120, the
degree-of-similarity generating unit 132, the verification unit
133, the representative-degree-of-similarity updating unit
134, and the threshold updating unit 135. A control operation
performed by the verification control unit 131 will be
described in detail in descriptions of processes later.

[0034] The degree-of-similarity generating unit 132 is a
processor configured to generate the degrees of similarity by
comparing biometric information input from the biometric-
information input unit 110 with pieces of verification infor-
mation registered as registrant information 141 in the storage
unit 140. The degrees of similarity generated by the degree-
of-similarity generating unit 132 may be absolute values,
such as similarity scores, or relative values evaluated in a
stepwise manner, such as similarity levels.

[0035] FIG. 3 illustrates examples of the registrant infor-
mation 141. The registrant information (e.g. enrollment data-
base) 141 is pre-stored information regarding a registrant
serving as a user to be identified. The registrant information
141 includes items in fields including ID, threshold, repre-
sentative degree of similarity, and verification information.
The ID field is for registering an identification number for
identifying a registrant. The threshold field is for saving a
threshold with which the degree of similarity is compared for
identification.

[0036] The representative-degree-of-similarity field is for
saving a representative value of the degrees of similarity
generated by the degree-of-similarity generating unit 132
when the corresponding registrant has been identified cor-
rectly. In this embodiment, the minimum degree of similarity
is regarded as the representative degree of similarity. Alter-
natively, however, the average of the degrees of similarity
may be regarded as the representative degree of similarity.
The verification information field is for registering biometric
information itself obtained from the registrant or feature
information of the biometric information.
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[0037] Among the foregoing fields, the threshold field and
the representative-degree-of-similarity field are set to prede-
termined initial values in an initial state. For example, the
threshold field is initially set to a value adjusted such that the
false accept rate will be less than or equal to a predetermined
rate, and the representative-degree-of-similarity field is ini-
tially set to “0”. During operation, the threshold is updated by
the threshold updating unit 135, and the representative degree
of similarity value is updated by the representative-degree-
of-similarity updating unit 134.

[0038] The fields of the registrant information 141 may be
specified using additional registration means included in the
verification apparatus 100, which adds ID and the like to
verification information input from the biometric-informa-
tion input unit 110. Alternatively, the fields of the registrant
information 141 may be specified by transferring field values
and information entered using another device to the verifica-
tion apparatus 100 via a certain medium. Alternatively, the
registrant information 141 may be stored in another device,
and the verification apparatus 100 may be configured to
access the registrant information 141 via a network.

[0039] The verification unit 133 is a processor configured
to compare thresholds saved in the corresponding field of the
registrant information 141 with the degrees of similarity gen-
erated by the degree-of-similarity generating unit 132 by
comparing pieces of verification information corresponding
to the thresholds with biometric information input from the
biometric-information input unit 110. The representative-de-
gree-of-similarity updating unit 134 is a processor configured
to update, when a user identification process determines that
verification information registered in the corresponding field
of the registrant information 141 is that user’s verification
information, the representative degree of similarity corre-
sponding to that verification information.

[0040] The threshold updating unit 135 is a processor con-
figured to update the thresholds saved in the corresponding
field of the registrant information 141 when it is likely that a
verification error will occur due to the current threshold set-
tings, such as when a plurality of pieces of verification infor-
mation with which the degrees of similarity exceed the cor-
responding thresholds are found as a result of comparing the
degree of similarity with the threshold in units of pieces of
verification information registered in the corresponding field
of'the registrant information 141. The threshold updating unit
135 is configured to record, when the threshold is updated,
which piece of verification information has the degree of
similarity associated with the updating of the threshold in a
threshold updating history 142 in the storage unit 140.
[0041] FIG. 4 illustrates an example of the threshold updat-
ing history 142. As shown in FIG. 4, the threshold updating
history 142 has fields including target 1D, threshold fluctua-
tion range, and related ID. The target ID field is for storing the
1D corresponding to verification information whose threshold
has been updated. The threshold fluctuation range field is for
storing the fluctuation range before and after the updating of
the threshold. The related ID field is for storing a list of IDs
corresponding to pieces of verification information due to
which the threshold has been updated since the degrees of
similarity generated with these pieces of verification infor-
mation might have caused an identification error.

[0042] The registrant-information deleting unit 136 is a
processor configured to delete information in units of lines
from the registrant information 141 on the basis of an instruc-
tion given from an administrator or the like. When deleting a
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line from the registrant information 141, the registrant-infor-
mation deleting unit 136 refers to the threshold updating
history 142 and updates the registrant information 141 so that
thresholds of the other piece(s) of verification information
which have been set to strict values in association with veri-
fication information in that line will become more lenient. In
the example of the embodiment, the thresholds are made
lower.

[0043] Inthis manner, when deleting a piece of verification
information, thresholds that have been set to strict values in
association with the deleted piece of verification information
are made more lenient. Accordingly, the false reject rate is
reduced, and an easy-to-use system can be realized.

[0044] Next, processes performed by the verification appa-
ratus 100 will be described. FIGS. 5A and 5B are flowcharts
of a verification process. The verification process is the pro-
cess performed when biometric information is entered by a
user to the verification apparatus 100 and the verification
apparatus 100 is requested to identify the user. In the follow-
ing description of the process, it is regarded that the larger the
threshold, the stricter the identification process. However,
this relationship may be reversed.

[0045] The verification control unit 131 allows the biomet-
ric-information input unit 110 to input biometric information
(step S101). The verification control unit 131 allows the
degree-of-similarity generating unit 132 and the verification
unit 133 to perform a user candidate extracting process
described later to extract user candidates from the registrant
information 141 on the basis of comparisons between the
degrees of similarity and corresponding thresholds (step
S102) If no user candidate is found (no in step S103), the
verification control unit 131 allows the notifying unit 120 to
send a notification indicating “no candidate” (step S104). The
flow returns to step S101, and the verification control unit 131
allows the biometric-information input unit 110 to input bio-
metric information again. In step S103, which of the match-
ing ratios exceed the threshold value is determined.

[0046] Incontrast, if a user candidate(s) is/are found (yes in
step S103), and the number of user candidates is one (yes in
step S105), the verification control unit 131 identifies that
candidate as the user (step S106). The verification control unit
131 allows the representative-degree-of-similarity updating
unit 134 to perform a representative-degree-of-similarity
updating process described later (step S107). The verification
control unit 131 allows the notifying unit 120 to send a noti-
fication of the identification result (step S108). The notifica-
tion in the case where the user has been identified is given by,
for example, displaying a message indicating that the user has
been identified on a display screen, or transmitting the ID of
the candidate identified as the user to another device.

[0047] Incontrast, if a user candidate(s) is/are found (yes in
step S103) and the number of user candidates found is plural
(no in step S105), the verification control unit 131 selects the
candidate with the highest degree of similarity (step S109).
The verification control unit 131 retrieves the threshold of
that candidate (step S110). The verification control unit 131
compares a value obtained by subtracting a predetermined
margin from the obtained threshold with the degree of simi-
larity of another candidate (step S111).

[0048] If there is no other candidate having the degree of
similarity that exceeds the value obtained by subtracting the
predetermined margin from the obtained threshold, the
threshold of the candidate with the highest degree of similar-
ity is strict enough. If the candidate with the highest degree of
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similarity is the only candidate with the degree of similarity
exceeding the threshold (yes in step S112), the verification
control unit 131 identifies the candidate with the highest
degree of similarity as the user (step S113).

[0049] The margin used here is for adjusting the strictness
of the identification process and can be decided arbitrarily
according to the purpose of using the verification apparatus
100 or the like. For example, the margin may be zero. Alter-
natively, instead of comparing the value obtained by subtract-
ing the margin from the threshold of the candidate with the
highest degree of similarity with the degree of similarity of
another candidate, a value obtained by subtracting a margin
from the degree of similarity of the candidate with the highest
degree of similarity may be compared with the degree of
similarity of another candidate.

[0050] Thereafter, the verification control unit 131 selects
the other candidates one at a time (step S114 and no in step
S115), and the verification control unit 131 allows the thresh-
old updating unit 135 to perform a threshold updating process
described later to reset the threshold of another candidate
selected to a strict value (step S116). In step S116 the thresh-
old is adjusted. After completion of the process on all the
other candidates (yes in step S115), the verification control
unit 131 allows the representative-degree-of-similarity
updating unit 134 to perform the representative-degree-of-
similarity updating process described later (step S107). The
verification control unit 131 allows the notifying unit 120 to
send a notification of the identification result (step S108).
[0051] Ifthereis/are (an)other user candidate(s) even in the
case where the user has been identified correctly, a verifica-
tion error may occur the next time the verification apparatus
100 is requested to identify the user if biometric information
of low quality is entered by the user for a certain reason. In
such a case, the probability of an identification error occur-
ring can be reduced by resetting the threshold(s) of the other
user candidate(s) to a stricter value(s).

[0052] Inthe case where there is another candidate with the
degree of similarity exceeding the value obtained by subtract-
ing the predetermined margin from the obtained threshold (no
in step S112), verification information of a person other than
the user may happen to have the highest degree of similarity
due to the input biometric information of low quality or the
like, and the verification control unit 131 allows the notifying
unit 120 to send a notification indicating that there is a plu-
rality of candidates (step S117). The verification control unit
131 allows the threshold updating unit 135 to perform the
threshold updating process described later to reset the thresh-
olds of all the user candidates extracted in step S102 to stricter
values (step S118). The flow returns to step S101.

[0053] FIG. 6 is a flowchart of a process of extracting user
candidates. As shown in FIG. 6, the degree-of-similarity gen-
erating unit 132 obtains one piece of verification information
from the registrant information 141 (step S201). If the veri-
fication information is obtained successfully (no in step
S202), the degree-of-similarity generating unit 132 generates
the degree of similarity by comparing the biometric informa-
tion input from the biometric-information input unit 110 with
the obtained piece of verification information (step S203).
[0054] The verification unit 133 obtains a threshold corre-
sponding to the verification information from the registrant
information 141 (step S204). If the degree of similarity gen-
erated by the degree-of-similarity generating unit 132 is
greater than or equal to the obtained threshold (yes in step
S205), the verification unit 133 adds the verification informa-
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tion as a user candidate (step S206). The foregoing process is
repeated, and, if all pieces of verification information have
been obtained in step S201 (yes in step S202), the flow ends.
[0055] FIG. 7 is a flowchart of a process of updating the
representative degree of similarity. As shown in FIG. 7, the
representative-degree-of-similarity updating unit 134 obtains
the degree of similarity of the candidate identified as the user
(step S301). The representative-degree-of-similarity updat-
ing unit 134 obtains that candidate’s representative degree of
similarity from the registrant information 141 (step S302). If
the representative degree of similarity is zero, that is, the
representative degree of similarity has not been set yet (yes in
step S303), or if the representative degree of similarity is not
zero, that is, the representative degree of similarity has
already been set (no in step S303) and is greater than the
degree of similarity (yes in step S304), the representative-
degree-of-similarity updating unit 134 saves the degree of
similarity as the representative degree of similarity in the
corresponding field of the registrant information 141.

[0056] The foregoing process is the process performed in
the case where the minimum degree of similarity of the can-
didate identified as the user serves as the representative
degree of similarity. If a value other than the minimum value
serves as the representative value, the process may be
changed.

[0057] FIGS. 8A and 8B are flowcharts of a process of
updating the threshold. As shown in FIGS. 8A and 8B, the
threshold updating unit 135 obtains, from the registrant infor-
mation 141, the threshold and the representative degree of
similarity of the candidate for which the process is being
performed (step S401). The threshold updating unit 135 adds
apredetermined fixed value to the obtained threshold in order
to make the identification process stricter (step S402). The
threshold updating unit 135 subtracts, from the representative
degree of similarity, a margin that has been set by taking into
consideration variations among the quality of biometric infor-
mation and the like (step S403).

[0058] The fixed value for making the identification pro-
cess stricter can be decided arbitrary according to the purpose
of using the verification apparatus 100 or the like. Instead of
the fixed value, an output of a function having the degree of
similarity as an argument may be used as the value to be added
to the threshold for making the identification process stricter.
The function with the degree of similarity as an argument is,
for example, a function that outputs a smaller value as the
degree of similarity becomes larger.

[0059] If the representative degree of similarity is greater
than the threshold (yes in step S404), the threshold updating
unit 135 saves the representative degree of similarity as the
threshold of the candidate in the corresponding field of the
registrant information 141 (step S405). The threshold updat-
ing unit 135 initializes the representative degree of similarity
of the candidate in the corresponding field of the registrant
information 141 to “zero” in order to start new evaluation of
the representative degree of similarity (step S406).

[0060] In contrast, in the case where the representative
degree of similarity is less than or equal to the threshold (no
in step S404), if the threshold is less than or equal to a
predetermined upper limit value (yes in step S407), the
threshold updating unit 135 saves the threshold as the thresh-
old of the candidate in the corresponding field of the registrant
information 141 (step S408). The threshold updating unit 135
adds a line to the threshold updating history 142, sets the
target ID field to the ID of the candidate, sets the threshold
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fluctuation range field to the foregoing fixed value, and sets
the related ID field to a list of IDs of the other candidates (step
S409).

[0061] If the threshold exceeds the predetermined upper
limit value (no in step S407), the user will probably not be
identified correctly when the threshold becomes too strict by
updating the threshold. Therefore, the threshold is not
updated.

[0062] FIG. 9 is a flowchart of a process of deleting the
registrant information 141. This process is performed by the
registrant-information deleting unit 136 in the case where an
instruction is given by an administrator or the like to delete a
particular line of the registrant information 141.

[0063] As shown in FIG. 9, the registrant-information
deleting unit 136 obtains an ID to be deleted (step S501). The
registrant-information deleting unit 136 obtains one line of
the threshold updating history 142 (step S502). If one line has
been successtully obtained (no in step S503), the registrant-
information deleting unit 136 checks whether or not the ID to
be deleted is included in the related ID field of that line (step
S504).

[0064] Ifthe ID to be deleted is included in the related ID
field of that line (yes in step S505), the registrant-information
deleting unit 136 divides the value in the threshold fluctuation
range field of that line by the number of IDs included in the
related ID field of that line (step S506). The registrant-infor-
mation deleting unit 136 rewrites the registrant information
141 so that the threshold corresponding to the ID in the target
1D field of that line becomes a value obtained by subtracting
the quotient from the threshold (step S507).

[0065] The processing in steps S502 to S507 is repeated. If
all lines of the threshold updating history 142 have been
obtained in step S502 (yes in step S503), the line correspond-
ing to the ID to be deleted is deleted from the registrant
information 141 (step S508).

[0066] Various changes can be made to the structure of the
verification apparatus 100 according to the embodiment,
which is shown in FIG. 2, without departing from the scope of
the embodiment. For example, portions of the structure of the
verification apparatus 100, such as the entire control unit 130
and the entire storage unit 140, may be moved to a server
connected to the verification apparatus 100 via a network, and
a server-client configuration for identifying a user by trans-
ferring information between the verification apparatus 100
and the server can be realized.

[0067] Alternatively, the functions of the control unit 130
of the verification apparatus 100 may be implemented as
software, and the software may be executed on a computer,
thereby realizing functions equivalent to those of the verifi-
cation apparatus 100. Hereinafter, an exemplary computer
configured to execute a verification program 1071 imple-
menting the functions of the control unit 130 as software will
be described.

[0068] FIG.10is a functional block diagram of a computer
1000 configured to execute the verification program 1071.
The computer 1000 includes a central processing unit (CPU)
1010 configured to perform various arithmetic operations, an
input unit 1020 configured to accept data entered by a user, a
biometric-information input unit 1021 configured to input
biometric information of a user, a monitor 1030 configured to
display various types of information, a medium reader 1040
configured to read a program or the like from a recording
medium, a network interface unit 1050 configured to transfer
data to and from another computer via a network, a random
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access memory (RAM) 1060 configured to temporarily store
various types of information, and a hard disk drive (HDD)
1070, which are interconnected via a bus 1080.

[0069] Alternatively, the biometric-information input unit
1021 may be included in another device, and biometric infor-
mation input in that device may be transmitted to the com-
puter 1000 via a network. The computer 1000 may perform an
identification process and return the identification result.
[0070] The HDD 1070 stores the verification program 1071
having the same or similar functions as those of the control
unit 130 shown in FIG. 2 and verification data 1072 corre-
sponding to various types of data stored in the storage unit
140 shown in FIG. 2. Alternatively, the verification data 1072
may be distributed among and stored in other computers
connected to the computer 1000 via a network.

[0071] The CPU 1010 loads the verification program 1071
from the HDD 1070 and expands the verification program
1071 in the RAM 1060, and the verification program 1071
starts functioning as a verification process 1061. The verifi-
cation process 1061 expands information and the like read
from the verification data 1072 in an area allocated thereto on
the RAM 1060 as needed, and various types of data process-
ing are performed on the basis of the expanded data and the
like.

[0072] The foregoing verification program 1071 may not
necessarily be stored in the HDD 1070. Alternatively, the
verification program 1071 stored on a storage medium, such
as a compact-disc read-only memory (CD-ROM) or the like,
may be read and executed by the computer 1000. Alterna-
tively, the verification program 1071 may be stored in another
computer (or server) connected to the computer 1000 via a
public line, the Internet, a local area network (LAN), a wide
area network (WAN), or the like, and the computer 1000 may
read and execute the verification program 1071 stored in the
other computer (or server).

[0073] As has been described above, according to the first
embodiment, an identification threshold is provided in units
of pieces of pre-registered verification information, and, if
there is a plurality of pieces of verification information with
which degrees of similarity generated by comparing the
pieces of verification information with biometric information
entered by a user exceed the corresponding thresholds, the
thresholds corresponding to these pieces of verification infor-
mation are reset to stricter values. Accordingly, the thresholds
for pieces of verification information with high degrees of
similarity become stricter, and, even if biometric information
of'low quality is entered by the user, the user can be identified
with high accuracy.

[0074] In the foregoing embodiment, the technique of
reducing the threshold when information is deleted from the
registrant information 141 has been described. Alternatively,
the threshold may be reduced in accordance with the result of
comparing the degree of similarity with the threshold. More
specifically, a counter may be provided for each threshold. In
the case where the comparison between the degree of simi-
larity generated by the degree-of-similarity generating unit
132 and the threshold gives the result that the degree of
similarity falls below the threshold within a predetermined
range, that is, in the case where the degree of similarity is less
than the threshold but close to the threshold, if there is no
other verification information with a degree of similarity
greater than or equal to a value obtained by subtracting a
margin from that threshold, a counter for that threshold is
incremented. In contrast, if there is such other verification
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information, a counter for that threshold is initialized to zero.
If the counter value exceeds a predetermined value, the
threshold corresponding to the counter is reduced by one step.
This reduces the threshold corresponding to verification
information that should have been identified as the user but
has not been identified as the user for a plurality of times since
the threshold has been made higher.

Second Embodiment

[0075] According to a second embodiment of the present
technique, modifications of the processes performed by the
verification apparatus 100 according to the first embodiment
will be described. Since the structure of the verification appa-
ratus 100 for performing these modified processes is similar
to that of the verification apparatus 100 shown in FIG. 2, a
repeated description thereof is omitted.

[0076] FIGS. 11A and 11B are flowcharts of a verification
process. The verification control unit 131 allows the biomet-
ric-information input unit 110 to input biometric information
(step S601). The verification control unit 131 allows the
degree-of-similarity generating unit 132 to perform a degree-
of-similarity generating process described later to generate
the degree of similarity with each of the pieces of verification
information registered in the corresponding field of the reg-
istrant information 141 (step S602).

[0077] The verification control unit 131 obtains a degree of
similarity S1 and a threshold T1 of the candidate for which the
highest degree of similarity has been generated (hereinafter
referred to as the “candidate with the highest degree of simi-
larity”) (step S603). The verification control unit 131 obtains
a degree of similarity S2 and a threshold T2 of the candidate
for which the second highest degree of similarity has been
generated (hereinafter referred to as the “candidate with the
second highest degree of similarity™) (step S604).

[0078] IfS1islessthanT1 (no in step S605), the candidate
with the highest degree of similarity cannot be identified as
the user, and the other candidates cannot be identified as the
user either. Thus, the verification control unit 131 allows the
notifying unit 120 to send a notification indicating “no can-
didate” (step S606). If S2 is less than T2 (no in step S607), the
flow returns to step S601, and the verification control unit 131
allows the biometric-information input unit 110 to input bio-
metric information again.

[0079] IfS2is greaterthanorequal to T2 (yes in step S607),
the candidate with the second highest degree of similarity,
who is not the user, may be incorrectly identified as the user
by performing a verification process the next time and there-
after. Therefore, the verification control unit 131 allows the
threshold updating unit 135 to perform the foregoing thresh-
old updating process to reset the threshold of the candidate
with the second highest degree of similarity to a stricter value,
and the flow returns to step S601 (step S608). For the candi-
date with the third highest degree of similarity and onward, if
the degree of similarity is higher than the corresponding
threshold, the threshold may be reset to a stricter value in a
similar manner.

[0080] In contrast, if S1 is greater than or equal to T1 (yes
in step S605) and the difference between S1 and S2 is greater
than or equal to a predetermined difference A and is suffi-
ciently large (yes in step S609), the verification control unit
131 identifies the candidate with the highest degree of simi-
larity as the user (step S610). The verification control unit 131
allows the representative-degree-of-similarity updating unit
134 to perform the foregoing process of updating the repre-
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sentative degree of similarity (step S611). Further, the verifi-
cation control unit 131 allows the notifying unit 120 to send a
notification of the identification result (step S612). The pre-
determined difference A for evaluating the difference
between S1 and S2 may be decided arbitrarily according to
the purpose of using the verification apparatus 100 or the like.
[0081] IfS2is greaterthanorequal to T2 (yesinstep S613),
the candidate with the second highest degree of similarity,
who is not the user, may be incorrectly identified as the user
by performing a verification process the next time and there-
after. Therefore, the verification control unit 131 allows the
threshold updating unit 135 to perform the foregoing thresh-
old updating process to reset the threshold of the candidate
with the second highest degree of similarity to a stricter value
(step S614). For the candidate with the third highest degree of
similarity and onward, if the degree of similarity is higher
than the corresponding threshold, the threshold may be reset
to a stricter value in a similar manner.

[0082] In contrast, if S1 is greater than or equal to T1 (yes
in step S605) and the difference between S1 and S2 is less
than the predetermined difference A (no in step S609), the
candidate with the highest degree of similarity may happen to
have the highest degree of similarity due to the input biomet-
ric information of low quality or the like. Therefore, the
verification control unit 131 allows the notifying unit 120 to
send a notification indicating “no candidate” (step S615). In
order to prevent verification errors from occurring, the veri-
fication control unit 131 allows the threshold updating unit
135 to perform the foregoing threshold updating process to
reset the threshold of the candidate with the highest degree of
similarity to a stricter value (step S616). If S2 is less than T2
(no in step S617), the flow returns to step S601, and the
verification control unit 131 allows the biometric-informa-
tion input unit 110 to input biometric information again.
[0083] In contrast, if S2 is greater than or equal to T2 (yes
in step S617), the candidate with the second highest degree of
similarity, who is not the user, may be incorrectly identified as
the user by performing a verification process the next time
and thereafter. Therefore, the verification control unit 131
allows the threshold updating unit 135 to perform the forego-
ing threshold updating process to reset the threshold of the
candidate with the second highest degree of similarity to a
stricter value (step S618). For the candidate with the third
highest degree of similarity and onward, if the degree of
similarity is higher than the corresponding threshold, the
threshold may be reset to a stricter value in a similar manner.
[0084] FIG. 12 is a flowchart of a process of generating the
degree of similarity. As shown in FIG. 12, the degree-of-
similarity generating unit 132 obtains one piece of verifica-
tion information from the registrant information 141 (step
S701). If the verification information is obtained successfully
and not all pieces of verification information have been
obtained yet (no in step S202), the degree-of-similarity gen-
erating unit 132 generates the degree of similarity by com-
paring the biometric information input from the biometric-
information input unit 110 with the obtained piece of
verification information (step S703). The foregoing process is
repeated, and, if all pieces of verification information have
been obtained in step S701 (yes in step S702), the process
ends.

[0085] As has been described above, the thresholds for
pieces of verification information with high degrees of simi-
larity are set to strict values by controlling the thresholds on
the basis of the degrees of similarity and the thresholds of the
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candidates with the highest and second highest degrees of
similarity. Even if biometric information of low quality is
entered by the user, the user can be identified with high
accuracy.

[0086] According to the embodiment, an identification
threshold is provided in units of pieces of pre-registered veri-
fication information, and, if there is a plurality of pieces of
verification information with which degrees of similarity
generated by comparing the pieces of verification informa-
tion with biometric information entered by a user exceed the
corresponding thresholds, the thresholds corresponding to
these pieces of verification information are reset to stricter
values. Accordingly, the thresholds for pieces of verification
information with high degrees of similarity become stricter,
and, even if biometric information of low quality is entered by
the user, the user can be identified with high accuracy.
[0087] As has been described above, a verification appara-
tus, a verification method, and a verification program accord-
ing to the embodiments of the present technique are effective
in verifying whether or not a user is a pre-registered regis-
trant, and in particular, are suitable for identifying the user
with high accuracy even in the case where biometric infor-
mation of low quality has been input.

What is claimed is:

1. A method of adjusting reference information for biomet-
ric authentication, comprising:

storing the reference information including reference bio-

metric data and threshold values corresponding to a
plurality of users, respectively;

obtaining biometric data of a user by inputting biometric

information of the user;

calculating a matching ratio of the biometric data with the

reference biometric data of each of the users,
respectively;

comparing the matching ratio of each of the users with the

threshold value of each of the users, respectively;
determining which of the matching ratios exceed the cor-
responding threshold values; and

adjusting the threshold values which are exceeded by the

corresponding matching ratios so that all the matching
ratios but the highest matching ratio become lower than
the adjusted threshold values, respectively.

2. The method of claim 1, wherein the adjusting adjusts on
the basis of a comparison of the threshold value of the user
having the highest matching ratio with a second highest
matching ratio.

3. The method of claim 1, further comprising repeating the
obtaining, the calculating, the comparing, the determining
and the adjusting until a difference between the highest
matching ratio and a second matching ratio becomes not less
than a predetermined value.

4. The method of claim 1, further comprising repeating the
obtaining, the calculating, the comparing, the determining
and the adjusting until a difference between the threshold
value of a user having the highest matching ratio and a second
highest matching ratio becomes not less than a predetermined
difference.

5. The method of claim 1, wherein the adjusting adjusts on
the basis of an upper limit value.

6. The method of claim 1, further comprising deleting the
reference information, wherein the adjusting stores informa-
tion of a user corresponding to a threshold value to be updated
in association with information of a plurality of users besides
the user, the user and the plurality of users being determined
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on the basis of the determining into a storage and the deleting
deletes the reference information in reference to the storage.

7. A biometric authentication apparatus comprising:

a storage for storing reference biometric data and threshold
values corresponding to a plurality of users, respec-
tively; and

aprocessor for obtaining biometric data of a user by input-
ting biometric information of the user, calculating a
matching ratio of the biometric data with the reference
biometric data of each of the users, performing authen-
tication by comparison of the matching ratio of each of
the users with the threshold value of each of the users,
respectively, said processor providing an adjustment
mechanism for adjusting the reference information, the
adjusting mechanism comprising:

obtaining biometric data of a user by inputting biometric
information of the user;

calculating a matching ratio of the biometric data with the
reference biometric data of each of the users, respec-
tively;

comparing the matching ratio of each of the users with the
threshold value of each of the users, respectively;

determining which of the matching ratios exceed the cor-
responding threshold values; and

adjusting the threshold values which are exceeded by the
corresponding matching ratios so that all the matching
ratios but the highest matching ratio become lower than
the adjusted threshold values, respectively.

8. The apparatus of claim 7, wherein the adjusting adjusts
on the basis of a comparison of the threshold value of the user
having the highest matching ratio with a second highest
matching ratio.

9. The apparatus of claim 7, wherein the adjusting mecha-
nism further comprises repeating the obtaining, the calculat-
ing, the comparing, the determining and the adjusting until a
difference between the highest matching ratio and a second
matching ratio becomes not less than a predetermined value.

10. The apparatus of claim 7, wherein the adjusting mecha-
nism further comprises repeating the obtaining, the calculat-
ing, the comparing, the determining and the adjusting until a
difference between the threshold value of a user having the
highest matching ratio and a second highest matching ratio
becomes not less than a predetermined difference.

11. The apparatus of claim 7, wherein the adjusting adjusts
on the basis of an upper limit value.

12. The apparatus of claim 7, wherein the adjusting adjusts
on the basis of a matching ratio of a user.

13. A computer-readable recording medium that stores a
computer program for controlling an apparatus according to a
process comprising:

storing the reference information including reference bio-
metric data and threshold values corresponding to a
plurality of users, respectively;

obtaining biometric data of a user by inputting biometric
information of the user;

calculating a matching ratio of the biometric data with the
reference biometric data of each of the users, respec-
tively;

comparing the matching ratio of each of the users with the
threshold value of each of the users, respectively;

determining which of the matching ratios exceed the cor-
responding threshold values; and

adjusting the threshold values which are exceeded by the
corresponding matching ratios so that all the matching
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ratios but the highest matching ratio become lower than
the adjusted threshold values, respectively.

14. The computer-readable recording medium of claim 13,
wherein the adjusting adjusts on the basis of a comparison of
the threshold value of the user having the highest matching
ratio with a second highest matching ratio.

15. The computer-readable recording medium of claim 13,
wherein the process further comprises repeating the obtain-
ing, the calculating, the comparing, the determining and the
adjusting until a difference between the highest matching
ratio and a second matching ratio becomes not less than a
predetermined value.

16. The computer-readable recording medium of claim 13,
wherein the process further comprises repeating the obtain-
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ing, the calculating, the comparing, the determining and the
adjusting until a difterence between the threshold value of a
user having the highest matching ratio and a second highest
matching ratio becomes not less than a predetermined differ-
ence.

17. The computer-readable recording medium of claim 13,
wherein the adjusting adjusts on the basis of an upper limit
value.

18. The computer-readable recording medium of claim 13,
wherein the adjusting adjusts on the basis of a matching ratio
of a user.



