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SYSTEM AND METHOD FOR LEAK CHARACTERIZATION
AFTER SHUTOFF OF PRESSURIZATION SOURCE
CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This application claims the benefit of U.S. Patent Application No. 15/344,458, filed
November 4, 2016. U.S. Patent Application No. 15/344,458.
TECHNICAL FIELD
[0002] This disclosure relates generally to characterizing leaks in a pressurized system, and
relates more particularly to leak characterization after shutoff of the pressurization source.
BACKGROUND
[0003] Pressurized systems supply various types of materials to venues. For example, water-
supply systems deliver potable water to buildings or venues, such as residential homes and
commercial installations. The water can be delivered along industrial strength pipes from a
water utility at significant pressure using a system of high-pressure pumps or through well-
pump system, such as in rural areas. At the interface between the utility and the target building
or venue, a pressure regulator can be installed to ensure that utility-supplied water pressure is
reduced to desirable levels for appliances and/or human activity. The water pressure enables
distant and/or elevated water fixtures to deliver water when a valve is opened. The pressure of
the water within the building or venue varies as water is used or as leaks occur in the plumbing
or fixtures of the building or venue. Leaks in supply lines can reduce pressure, and in many
cases, can lead to loss of water. In other cases, gas can escape from very small leaks without
water escaping.
BRIEF DESCRIPTION OF THE DRAWINGS
[0004] To facilitate further description of the embodiments, the following drawings are
provided in which:
[0005] FIG. 1 illustrates an example of a local area network 100;
[0006] FIG. 2 illustrates a system diagram of an exemplary water system;
[0007] FIG. 3 illustrates a system diagram of sensing device, according to an embodiment;
[0008] FIG. 4 illustrates a block diagram of an exemplary leak characterization system,
according to an embodiment;
[0009] FIG. 5 illustrates graphs showing examples of leak characterization for a leak in the
water system of FIG. 2;
[0010] FIG. 6 illustrates graphs showing examples of leak characterization for another leak in
the water system of FIG. 2;

[0011] FIG. 7 illustrates graphs showing examples of leak characterization for another leak in
1
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the water system of FIG. 2;

[0012] FIG. 8 illustrates graphs showing examples of leak characterization for another leak in
the water system of FIG. 2;

[0013] FIG. 9 illustrates a pressure graph showing leak source identification for a leak in the
water system of FIG. 2;

[0014] FIG. 10 illustrates a pressure graph showing a simulated leak characterization
experiment for two identical leaks in different elevation locations in the water system of FIG. 2;
[0015] FIG. 11 illustrates a flow chart for a method, according to another embodiment;

[0016] FIG. 12 illustrates a computer system, according to an embodiment; and

[0017] FIG. 13 illustrates a representative block diagram of an example of elements included in
circuit boards inside a chassis of the computer of FIG. 12.

[0018] For simplicity and clarity of illustration, the drawing figures illustrate the general manner
of construction, and descriptions and details of well-known features and techniques may be
omitted to avoid unnecessarily obscuring the present disclosure. Additionally, elements in the
drawing figures are not necessarily drawn to scale. For example, the dimensions of some of the
elements in the figures may be exaggerated relative to other elements to help improve
understanding of embodiments of the present disclosure. The same reference numerals in
difterent figures denote the same elements.

[0019] The terms “first,” “second,” “third,” “fourth,” and the like in the description and in the
claims, if any, are used for distinguishing between similar elements and not necessarily for
describing a particular sequential or chronological order. It is to be understood that the terms so
used are interchangeable under appropriate circumstances such that the embodiments described
herein are, for example, capable of operation in sequences other than those illustrated or
otherwise described herein. Furthermore, the terms “include,” and “have,” and any variations
thereof, are intended to cover a non-exclusive inclusion, such that a process, method, system,
article, device, or apparatus that comprises a list of elements is not necessarily limited to those
elements, but may include other elements not expressly listed or inherent to such process,
method, system, article, device, or apparatus.

[0020] The terms “left,” “right,” “front,” “back,” “top,” “bottom,” “over,” “under,” and the like
in the description and in the claims, if any, are used for descriptive purposes and not necessarily
for describing permanent relative positions. It is to be understood that the terms so used are
interchangeable under appropriate circumstances such that the embodiments of the apparatus,
methods, and/or articles of manufacture described herein are, for example, capable of operation
in other orientations than those illustrated or otherwise described herein.

2 L

[0021] The terms “couple,” “coupled,” “couples,” “coupling,” and the like should be broadly



CA 03042688 2019-05-02

WO 2018/085636 PCT/US2017/059894

understood and refer to connecting two or more elements mechanically and/or otherwise. Two
or more electrical elements may be electrically coupled together, but not be mechanically or
otherwise coupled together. Coupling may be for any length of time, e.g., permanent or semi-
permanent or only for an instant. “Electrical coupling” and the like should be broadly
understood and include electrical coupling of all types. The absence of the word “removably,”
“removable,” and the like near the word “coupled,” and the like does not mean that the coupling,
etc. in question is or is not removable.
[0022] As defined herein, two or more elements are “integral” if they are comprised of the same
piece of material. As defined herein, two or more elements are “non-integral” if each is
comprised of a different piece of material.
[0023] As defined herein, “approximately” can, in some embodiments, mean within plus or
minus ten percent of the stated value. In other embodiments, “approximately” can mean within
plus or minus five percent of the stated value. In further embodiments, “approximately” can
mean within plus or minus three percent of the stated value. In yet other embodiments,
“approximately” can mean within plus or minus one percent of the stated value.

DESCRIPTION OF EXAMPLES OF EMBODIMENTS
[0024] Various embodiments include a system. The system can include a sensing device
including a pressure sensor configured to measure pressure of water in a water system of a
structure during a testing interval when a system shutoff valve of the water system is closed.
The sensing device can be configured to generate pressure measurement data representing the
pressure of the water as measured by the pressure sensor. The system also can include one or
more processing units comprising one or more processors and one or more non-transitory
storage media storing machine-executable instructions configured when run on the one or more
processors to perform estimating an estimated orifice size of a leak in the water system based on
the pressure measurement data.
[0025] A number of embodiments include a method. The method can include measuring
pressure of water in a water system of a structure during a testing interval when a system shutoff
valve of the water system is closed using a pressure sensor of a sensing device to generate
pressure measurement data. The method also can include communicating the pressure
measurement data to one or more processing units. The method additionally can include
estimating, using the one or more processing units, an estimated orifice size of a leak in the
water system based at least in part on the pressure measurement data.
[0026] Systems and methods are described for characterizing leaks in a pressurized system
using pressure data. For example, the pressurized system can include a home water system in a

building or venue that is supplied with water from a water-supply system. A sensing device
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with a pressure sensor can be coupled to the home water system. The sensing device can be a
network device with network connectivity, as explained further below. In some examples, the
sensing device can include a flow meter. The pressure sensor can monitor pressure within the
pressurized system, and can generate pressure data that represents the pressure. A shutott valve,
such as an automatic shutoff valve or a manual shutoff valve can be closed to isolate the
pressurized system from external pressurization. The sensing device can analyze the pressure
data while the shutoff valve is closed to characterize leaks in the pressurized system after the
pressurization source has been shut off. The sensing device can communicate with a cloud
computing system for reporting information regarding leaks, requesting verification of a leak, or
for exchanging other communications. A sensing device can be used for detecting leaks in other
types of pressurized systems, such as natural gas systems.

[0027] In some embodiments, a cloud computing system may be provided for communicating
with one or more sensing devices. The cloud computing system can analyze pressure data
provided from a sensing device, and can determine or verify occurrences of leaks and can
characterize the leaks, such as estimating the orifice size of the leak, the severity of the leak,
and/or how to respond to the leak.

[0028] The sensing device and/or the cloud computing system can provide information to a
graphical interface of a user device. The graphical interface can include a web interface or a
mobile device interface. The graphical interface provides notification and interaction functions
for a user of the user device. For example, the graphical interface can communicate or present
leak information for the user, and can allow the user to provide input to enable and disable
various fixtures in the pressurized system, or to enable or disable various settings (e.g., types of
notifications such as reporting alerts, frequency of notifications, types of leaks to report, or any
other suitable setting).

[0029] A network may be set up to provide a user of an access device with access to various
devices connected to the network. For example, a network may include one or more network
devices that provide a user with the ability to remotely configure or control the network devices
themselves or one or more electronic devices (e.g., appliances) connected to the network
devices. The electronic devices may be located within an environment or a venue that can
support the network. An environment or a venue can include, for example, a home, an office, a
business, an automobile, a park, an industrial or commercial plant, or the like. A network may
include one or more gateways that allow client devices (e.g., network devices, access devices, or
the like) to access the network by providing wired connections and/or wireless connections
using radio frequency channels in one or more frequency bands. The one or more gateways may

also provide the client devices with access to one or more external networks, such as a cloud
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network, the Internet, and/or other wide area networks.

[0030] A local area network can include multiple network devices that provide various
functionalities. Network devices may be accessed and controlled using an access device and/or
one or more network gateways. Examples of network devices include a sensing device, an
automation device that allows remote configuration or control of one or more electronic devices
connected to the home automation device, a motion sensing device, or other suitable network-
connected device. One or more gateways in the local area network may be designated as a
primary gateway that provides the local area network with access to an external network. The
local area network can also extend outside of a venue and may include network devices located
outside of the venue. For instance, the local area network can include network devices such as
exterior motion sensors, exterior lighting (e.g., porch lights, walkway lights, security lights, or
the like), garage door openers, sprinkler systems, or other network devices that are exterior to
the venue. It is desirable for a user to be able to access the network devices while located within
the local area network and also while located remotely from the local area network. For
example, a user may access the network devices using an access device within the local area
network or remotely from the local area network.

[0031] A network device within the local area network may pair with or connect to a gateway,
and may obtain credentials from the gateway. For example, when the network device is
powered on, a list of gateways that are detected by the network device may be displayed on an
access device (e.g., via an application, program, or the like installed on and executed by the
access device). In some embodiments, only a single gateway is included in the local area
network (e.g, any other displayed gateways may be part of other local area networks). For
example, the single gateway may include a router. In such embodiments, only the single
gateway may be displayed (e.g., when only the single gateway is detected by the network
device). In some embodiments, multiple gateways may be located in the local area network
(e.g., a router, a range extending device, or the like), and may be displayed. For example, a
router and a range extender (or multiple range extenders) may be part of the local area network.
A user may select one of the gateways as the gateway with which the network device is to pair,
and may enter login information for accessing the gateway. The login information may be the
same information that was originally set up for accessing the gateway (e.g., a network user name
and password, a network security key, or any other appropriate login information). The access
device may send the login information to the network device, and the network device may use
the login information to pair with the gateway. The network device may then obtain the
credentials from the gateway. The credentials may include a service set identification (SSID) of

the local area network, a media access control (MAC) address of the gateway, and/or the like.
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The network device may transmit the credentials to a server of a wide area network, such as a
cloud network server. In some embodiments, the network device may also send to the server
information relating to the network device (e.g., MAC address, serial number, or the like) and/or
information relating to the access device (e.g., MAC address, serial number, application unique
identifier, or the like).

[0032] The server may register the gateway as a logical network, and may assign the first logical
network a network identifier (ID). The server may further generate a set of security keys, which
may include one or more security keys. For example, the server may generate a unique key for
the network device and a separate unique key for the access device. The server may associate
the network device and the access device with the logical network by storing the network ID and
the set of security keys in a record or profile. The server may then transmit the network ID and
the set of security keys to the network device. The network device may store the network ID
and its unique security key. The network device may also send the network ID and the access
device’s unique security key to the access device. In some embodiments, the server may
transmit the network ID and the access device’s security key directly to the access device. The
network device and the access device may then communicate with the cloud server using the
network ID and the unique key generated for each device. Each network device and access
device may also be assigned a unique identifier (e.g., a universally unique identifier (UUID), a
unique device identifier (UDID), globally unique identifier (GUID), or the like) by the cloud
server that is separate from the network ID and the unique security key of each device.
Accordingly, the access device may perform accountless authentication to allow the user to
remotely access the network device via the cloud network without logging in each time access is
requested. Further details relating to an accountless authentication process are described below.
Also, the network device can communicate with the server regarding the logical network.

[0033] FIG. 1 illustrates an example of a local area network 100. Local area network 100 is
merely exemplary and is not limited to the embodiments presented herein. The local area
network can be employed in many different embodiments or examples not specifically depicted
or described herein. In some embodiments, the local area network 100 can include a network
device 102, a network device 104, and a network device 106. In some embodiments, any of
network devices 102, 104, 106 may include an Internet of Things (IoT) device. As used herein,
an IoT device is a device that includes sensing and/or control functionality as well as a WiFi™
transceiver radio or interface, a Bluetooth™ transceiver radio or interface, a ZigbeeTM
transceiver radio or interface, an Ultra-Wideband (UWB) transceiver radio or interface, a WiFi-
Direct transceiver radio or interface, a Bluetooth™ Low Energy (BLE) transceiver radio or

interface, an infrared (IR) transceiver, and/or any other wireless network transceiver radio or
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interface that allows the IoT device to communicate with a wide area network and with one or
more other devices. In some embodiments, an IoT device does not include a cellular network
transceiver radio or interface, and thus may not be configured to directly communicate with a
cellular network. In some embodiments, an loT device may include a cellular transceiver radio,
and may be configured to communicate with a cellular network using the cellular network
transceiver radio. Network devices 102, 104, and 106, as IoT devices or other devices, may
include sensing devices, automation network devices, motion sensors, or other suitable device.
Automation network devices, for example, allow a user to access, control, and/or configure
various appliances, devices, or tools located within an environment or venue (e.g., a television,
radio, light, fan, humidifier, sensor, microwave, iron, a tool, a manufacturing device, a printer, a
computer, and/or the like), or outside of the venue (e.g., exterior motion sensors, exterior
lighting, garage door openers, sprinkler systems, or the like). For example, network device 102
may include a home automation switch that may be coupled with a home appliance.

[0034] In some embodiments, network devices 102, 104, and 106 may be used in various
environments or venues, such as a business, a school, an establishment, a park, an industrial or
commercial plant, or any place that can support local area network 100 to enable communication
with network devices 102, 104, and 106. For example, a network device can allow a user to
access, control, and/or configure devices, such as appliances (e.g., a refrigerator, a microwave, a
sink, or other suitable appliance), office-related devices (e.g., copy machine, printer, fax
machine, or the like), audio and/or video related devices (e.g., a receiver, a speaker, a projector,
a DVD player, a television, or the like), media-playback devices (e.g, a compact disc player, a
CD player, or the like), computing devices (e.g., a home computer, a laptop computer, a tablet, a
personal digital assistant (PDA), a computing device, a wearable device, or the like), lighting
devices (e.g., a lamp, recessed lighting, or the like), devices associated with a security system,
devices associated with an alarm system, devices that can be operated in an automobile (e.g.,
radio devices, navigation devices), and/or other suitable devices.

[0035] A user can communicate with network devices 102, 104, and 106 using an access device
108. Access device 108 can include any human-to-machine interface with network connection
capability that allows access to a network. For example, in some embodiments, access device
108 can include a stand-alone interface (e.g., a cellular telephone, a smartphone, a home
computer, a laptop computer, a tablet, a personal digital assistant (PDA), a computing device, a
wearable device such as a smart watch, a wall panel, a keypad, or the like), an interface that is
built into an appliance or other device (e.g., a television, a refrigerator, a security system, a game
console, a browser, or the like), a speech or gesture interface (e.g., a Kinect™ sensor, a

Wiimote™, or the like), an ToT device interface (e.g., an Internet enabled device such as a wall
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switch, a control interface, or other suitable interface), or the like. In some embodiments, access
device 108 can include a cellular or other broadband network transceiver radio or interface, and
can be configured to communicate with a cellular or other broadband network using the cellular
or broadband network transceiver radio. In some embodiments, access device 108 may not
include a cellular network transceiver radio or interface. While only a single access device 108
is shown in FIG. 1, one of ordinary skill in the art will appreciate that multiple access devices
may communicate with network devices 102, 104, and 106. The user may interact with the
network devices 102, 104, and/or 106 using an application, a web browser, a proprietary
program, or any other program executed and operated by access device 108. In some
embodiments, access device 108 can communicate directly with network devices 102, 104,
and/or 106 (e.g., through a communication signal 116). For example, the access device 108 can
communicate directly with network device 102, 104, and/or 106 using Zigbee™ signals,
Bluetooth™ signals, WiFi'™" signals, infrared (IR) signals, UWB signals, WiFi-Direct signals,
BLE (Bluetooth Low Energy) signals, sound frequency signals, or the like. In some
embodiments, access device 108 can communicate with the network devices 102, 104, and/or
106 via the gateways 110, 112 (e.g., through a communication signal 118) and/or via a cloud
network 114 (e.g., through a communication signal 120).

[0036] In some embodiments, local area network 100 can include a wireless network, a wired
network, or a combination of a wired and wireless network. A wireless network may include
any wireless interface or combination of wireless interfaces (e.g., Zigbee™, Bluetooth™,
WiFi™ 1R (infrared, UWB, WiFi-Direct, BLE, cellular, Long-Term Evolution (LTE),
WiMax™, or the like). A wired network may include any wired interface (e.g., fiber, ethernet,
powerline ethernet, ethernet over coaxial cable, digital signal line (DSL), or the like). The wired
and/or wireless networks may be implemented using various routers, access points, bridges,
gateways, or the like, to connect devices in local area network 100. For example, local area
network 100 can include gateway 110 and/or gateway 112. Gateway 110 and/or 112 can
provide communication capabilities to network devices 102, 104, 106 and/or access device 108
via radio signals in order to provide communication, location, and/or other services to the
devices. In some embodiments, gateway 110 can be directly connected to external network 114
and can provide other gateways and devices in the local area network with access to external
network 114. Gateway 110 can be designated as a primary gateway. While two gateways 110
and 112 are shown in FIG. 1, one of ordinary skill in the art will appreciate that any number of
gateways may be present within local area network 100.

[0037] The network access provided by gateway 110 and/or gateway 112 can be of any type of

network familiar to those skilled in the art that can support data communications using any of a
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variety of commercially-available protocols. For example, gateways 110 and/or 112 can provide
wireless communication capabilities for local area network 100 using particular communications
protocols, such as WiFi™ (e.g., IEEE 802.11 family standards, or other wireless communication
technologies, or any combination thereof). Using the communications protocol(s), gateways
110 and/or 112 can provide radio frequencies on which wireless enabled devices in local area
network 100 can communicate. A gateway may also be referred to as a base station, an access
point, Node B, Evolved Node B (eNodeB), access point base station, a Femtocell, home base
station, home Node B, home eNodeB, or the like.

[0038] In many embodiments, gateways 110 and/or 112 can include a router, a modem, a range
extending device, and/or any other device that provides network access among one or more
computing devices and/or external networks. For example, gateway 110 can include a router or
access point, and gateway 112 can include a range extending device. Examples of range
extending devices can include a wireless range extender, a wireless repeater, or the like.

[0039] In several embodiments, a router gateway can include access point and router
functionality, and in a number of embodiments can further include an Ethernet switch and/or a
modem. For example, a router gateway can receive and forward data packets among different
networks. When a data packet is received, the router gateway can read identification
information (e.g., a media access control (MAC) address) in the packet to determine the
intended destination for the packet. The router gateway can then access information in a routing
table or routing policy, and can direct the packet to the next network or device in the
transmission path of the packet. The data packet can be forwarded from one gateway to another
through the computer networks until the packet is received at the intended destination.

[0040] In a number of embodiments, a range extending gateway can be used to improve signal
range and strength within a local area network. The range extending gateway can receive an
existing signal from a router gateway or other gateway and can rebroadcast the signal to create
an additional logical network. For example, a range extending gateway can extend the network
coverage of the router gateway when two or more devices on the local area network need to be
connected with one another, but the distance between one of the devices and the router gateway
is too far for a connection to be established using the resources from the router gateway. As a
result, devices outside of the coverage area of the router gateway can be able to connect through
the repeated network provided by the range extending gateway. The router gateway and range
extending gateway can exchange information about destination addresses using a dynamic
routing protocol.

[0041] In various embodiments, network devices 102, 104, 106, and/or access device 108 can

transmit and receive signals using one or more channels of various frequency bands provided by
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gateways 110 and/or 112. One of ordinary skill in the art will appreciate that any available

frequency band, including those that are currently in use or that may become available at a
tuture date, may be used to transmit and receive communications according to embodiments
described herein. In some examples, network devices 102, 104, 106, access device 108, and/or
gateways 110, 112 may exchange communications using channels of different WiFi™
frequency bands. For example, different channels available on a 2.4 gigahertz (GHz) WiFi™
frequency band that spans from 2.412 GHz to 2.484 GHz may be used. As another example,
different channels available on a 5 GHz WiFi frequency band that spans from 4.915 GHz to
5.825 GHz may be used. Other examples of frequency bands that may be used include a 3.6
GHz frequency band (e.g., from 3.655 GHz to 3.695 GHz), a 4.9 GHz frequency band (e.g.,
from 4.940 GHz to 4.990 GHz), a 5.9 GHz frequency band (e.g., from 5.850 GHz to 5.925
GHz), or the like. Yet other examples of frequency bands that may be used include
tremendously low frequency bands (e.g., less than 3 Hz), extremely low frequency bands (e.g., 3
Hz - 30 Hz), super low frequency bands (e.g., 30 Hz - 300 Hz), ultra-low frequency bands (e.g.,
300 Hz - 3000 Hz), very low frequency bands (e.g., 3 KHz - 30 KHz), low frequency bands
(e.g, 30 KHz - 300 KHz), medium frequency bands (e.g., 300 KHz - 3000 KHz), high
frequency bands (e.g., 3 MHz - 30 MHz), very high frequency bands (e.g., 30 MHz - 300 MHz),
ultra-high frequency bands (e.g., 300 MHz - 3000 MHz), super high frequency bands (e.g., 3
GHz - 30 GHz, including WiFi bands), extremely high frequency bands (e.g., 30 GHz - 300
GHz), or terahertz or tremendously high frequency bands (e.g., 300 GHz - 3000 GHz).

[0042] Some or all of the channels can be available for use in a network. For example, channels
1-11 of the 2.4 GHz frequency may be available for use in a local area network. As another
example, channels 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 132, 136, 140, 149,
153, 157, 161, and 161 of the 5 GHz frequency band may be available for use in a local area
network. One of ordinary skill in the art will appreciate that any combination of the channels
available on any of the frequency bands may be available for use in a network. The channels
that are available for use may be regulated by the country in which the network is located.

[0043] In some embodiments, gateways 110 and/or 112 can provide access device 108 and/or
network devices 102, 104, 106 with access to one or more external networks, such as cloud
network 114, the Internet, and/or other wide area networks. In some embodiments, network
devices 102, 104, 106 may connect directly to cloud network 114, for example, using broadband
network access such as a cellular network. Cloud network 114 can include one or more cloud
infrastructure systems that provide cloud services. A cloud infrastructure system may be
operated by a service provider. In certain embodiments, services provided by cloud network 114

may include a host of services that are made available to users of the cloud infrastructure system
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on demand, such as registration and access control of network devices 102, 104, 106. Services
provided by the cloud infrastructure system can dynamically scale to meet the needs of its users.
Cloud network 114 can comprise one or more computers, servers, and/or systems. In some
embodiments, the computers, servers, and/or systems that make up cloud network 114 are
different from the user's own on-premises computers, servers, and/or systems. For example,
cloud network 114 can host an application, and a user may, via a communication network such
as the Internet, on demand, order and use the application.

[0044] In some embodiments, cloud network 114 can host a Network Address Translation
(NAT) Traversal application in order to establish a secure connection between a service provider
of the cloud network 114 and one or more of the network devices 102, 104, 106 and/or the
access device 108. A separate secure connection may be established by each network device
102, 104, 106 for communicating between each network device 102, 104, 106 and cloud
network 114. A secure connection may also be established by access device 108 for exchanging
communications with cloud network 114. In some examples, the secure connection may include
a secure Transmission Control Protocol (TCP) connection. Gateway 110 can provide NAT
services for mapping ports and private IP addresses of network devices 102, 104, 106 and access
device 108 to one or more public IP addresses and/or ports. Gateway 110 can provide the public
IP addresses to cloud network 114. Cloud network 114 servers can direct communications that
are destined for network devices 102, 104, 106 and access device 108 to the public IP addresses.
In some embodiments, each secure connection may be kept open for an indefinite period of time
so that cloud network 114 can initiate communications with each respective network device 102,
104, 106 or access device 108 at any time. Various protocols may be used to establish a secure,
indefinite connection between each of network device 102, 104, and 106, access device 108, and
the cloud network 114. Protocols may include Session Traversal Utilities for NAT (STUN),
Traversal Using Relay NAT (TURN), Interactive Connectivity Establishment (ICE), a
combination thereof, or any other appropriate NAT traversal protocol. Using these protocols,
pinholes can be created in the NAT of gateway 110 that allow communications to pass from
cloud network 114 to network devices 102, 104, 106 and access device 108.

[0045] In some cases, communications between cloud network 114 and network devices 102,
104, 106 and/or access device 108 may be supported using other types of communication
protocols, such as a Hypertext Transfer Protocol (HTTP) protocol, a Hypertext Transfer
Protocol Secure (HTTPS) protocol, or the like. In some embodiments, communications initiated
by cloud network 114 may be conducted over the TCP connection, and communications
initiated by a network device may be conducted over a HT'TP or HTTPS connection. In certain

embodiments, cloud network 114 can include a suite of applications, middleware, and database
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service offerings that are delivered to a customer in a self-service, subscription-based, elastically
scalable, reliable, highly available, and secure manner.

[0046] 1t should be appreciated that local area network 100 can have other components than
those depicted. Further, the embodiment shown in the figure is only one example of a local area
network that may incorporate an embodiment of the disclosure. In some other embodiments,
local area network 100 can have more or fewer components than shown in the figure, may
combine two or more components, or may have a different configuration or arrangement of
components. Upon being powered on or reset, network devices (e.g., 102, 104, 106) can be
registered with an external network (e.g., cloud network 114) and associated with a logical
network within local area network 100.

[0047] As previously noted, systems and method are described herein for characterizing leaks in
a pressurized system using pressure data. A sensing device can be coupled or attached to a
component of the pressurized system in order to monitor pressure in the system and to generate
pressure data representing the sensed pressure. The pressure data can be analyzed by the sensing
device and/or a cloud computing system to characterize leaks. The sensing device can include a
network device, such as one of network devices 102, 104, or 106 shown in FIG. 1 and described
above. Examples of pressurized systems in which leaks can be detected include a home water
system in a venue that is supplied with water from a water-supply system, a home gas system in
a venue that is supplied with gas from a gas-supply system, or any other pressurized system in
which pressure of a substance in the system can be monitored.

[0048] Turning ahead in the drawings, FIG. 2 illustrates a system diagram of an exemplary
water system 200. Water system 200 is merely exemplary and is not limited to the embodiments
presented herein. The water system can be employed in many different embodiments or
examples not specifically depicted or described herein. In some examples, water system 200 can
be part of a home water system. In other examples, water system 200 can be part of a water
system of another venue, such as a commercial building, an outdoor commercial establishment
(e.g., a mall, a park, or other commercial establishment), or any other venue in which a
pressurized water system may exist.

[0049] In a number of embodiments, water can be supplied to water system 200 from a water-
supply utility system that delivers potable water to venues along industrial strength pipes at high
pressure using a system of high-pressure pumps. A pressure regulator 202 can be installed at the
interface between the utility system and the water system 200. Pressure regulator 202 can
convert the utility supplied pressure of the water (e.g., approximately 100-150 pounds per square
inch (psi)) down to pressure levels that are suitable for water system 200 in a home (e.g,

approximately 20-80 psi), such as to ensure safety and longevity of fixtures, pipes, and/or
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appliances in water system 200. As used herein, psi refers to pounds per square inch gauge
(psig), which is measured relative to atmospheric pressure.

[0050] In several embodiments, water system 200 can include cold water lines 232 and hot
water lines 234 that supply cold and hot water respectively to various fixtures in water system
200. In some embodiments, only cold water is supplied from the utility system, and a water
heater 204 heats the cold water to provide hot water to the fixtures in water system 200. In some
examples, water heater 204 can include a tank-type water heater with a reservoir of water that is
heated. In other examples, water heater 204 can include a tankless water heater that does not
include a reservoir. The tankless water heater may use a heat exchanger to heat water as it flows
through the heater. Any commercially available tank-type or tankless water heater may be used.
The fixtures can include a kitchen faucet 206, a dishwasher 208, and a refrigerator 210 in a
kitchen; faucets 236 and toilets 212 in a first, a second, and a third bathroom, a shower 216 in
the second bathroom, a shower tub 220 in the third bathroom, outdoor water taps 214, and a
washing machine 218. As used herein, “fixtures” can refer to appliances, faucets, or other
pieces of equipment that is attached to water system 200, which can make use of the water
delivered by water system 200. In many embodiments, pressure regulator 202 is not considered
a fixture in water system 200.

[0051] In many embodiments, a sensing device 224 can be installed in water system 200 to
detect leaks. In several embodiments, sensing device 224 can be a network device, similar to the
network devices 102, 104, or 106, as shown in FIG. 1 and described above. In many
embodiments, sensing device 224 can be installed in water system 200 after (i.e., downstream
from) the pressure regulator 202 and before (i.e., upstream from) the first branching of the cold
water lines 232. In some embodiments, sensing device 224 can be installed after (i.e,
downstream from) branching for irrigation lines, but before (i.e., upstream from) any other
branching of the cold water lines 232.

[0052] Turning ahead in the drawings, FIG. 3 illustrates a system diagram of sensing device
224. Sensing device 224 is merely exemplary and is not limited to the embodiments presented
herein. The sensing device can be employed in many different embodiments or examples not
specifically depicted or described herein. In a number of embodiments, sensing device 224 can
include a controller 310 and one or more sensors that can be used to gather data used for
collecting data used in leak characterization. For example, as shown in FIG. 3, the sensors can
include a pressure sensor 320 and/or a flow meter 330. In some examples, sensing device 224
can include pressure sensor 320 and no flow meter 330. In a number of embodiments, sensing
device 224 can include an automatic shutott valve 340, which can be controlled by controller

310, such as by sending a control signal over a control line 312.
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[0053] In some embodiments, in which flow meter 330 is included in sensing device 224, flow
meter 330 can include an in-line flow turbine sensor. A flow turbine sensor can include a rotor
that is turned by a liquid force proportional to flow of the liquid in a flow direction 301. For
example, liquid flow of the water causes a bladed turbine inside the flow meter 330 to turn at an
angular velocity directly proportional to the velocity of the liquid being monitored. As the
blades pass beneath a magnetic pickup coil in the flow meter 330, a pulse signal is generated.
For example, a Hall Effect sensor can be included that supplies pulses used for digital or analog
signal processing. Each pulse can represent a discrete volume of liquid. A frequency of the
pulse signal can be directly proportional to angular velocity of the turbine and the flow rate. A
large number of pulses can provide high resolution. In other examples, flow meter 330 can
include an ultrasonic flow meter that determines time of flight measurement, an acoustic
(Doppler) flow meter, or any other flow meter that can monitor flow of a substance and acquire
flow data representing the flow. In a number of embodiments, the flow data measured by flow
meter 330 can be sent to controller 310 using a flow data line 313. In a number of embodiments,
a regulated power supply of sensing device 224 can provide direct current power to energize
flow meter 330. In other embodiments, flow meter 330 can include a plug that can be plugged
into a power outlet 350 of the home or other venue in which water system 200 (FIG. 2) is
located. Power outlet 350 can be a 120 volt power outlet or other suitable outlet.

[0054] In many embodiments, as described above, sensing device 224 can measure water flow,
such as water usage by an fixture, using flow meter 330. In other embodiments, sensing device
224 can use pressure sensor 320 to detect whether there is water flow without measuring the
water flow. In still other embodiments, sensing device 224 can be devoid of a flow meter.

[0055] In various embodiments, pressure sensor 320 in sensing device 224 can measure pressure
in water system 200 (FIG. 2) and generate pressure data representing the measured pressure. In
many embodiments, the pressure data measured by pressure sensor 320 can be sent to controller
314 using a pressure data line 314. In some embodiments, the controller 310 can provide a
gating signal to close an electronic switch (e.g., a field effect transistor switch) to control
sampling of pressure by pressure sensor 320. In many embodiments, pressure sensor 320 can
sample the pressure at a predetermined rate, such as 1 Hertz (Hz), 5 Hz, 10 Hz, 20 Hz, 50 Hz,
100 Hz, 200 Hz, 300 Hz, 500 Hz, or another suitable sampling rate, such as 244.16 Hz. In a
number of embodiments, a regulated power supply of sensing device 224 can provide direct
current power to energize pressure sensor 320. In other embodiments, pressure sensor 320 can
include a plug that can be plugged into a power outlet 350.

[0056] Various types of pressure sensors (e.g., pressure sensor 320) can be used. For example, a

pressure sensor with a pressure range of 0-50 psi can be used. As another example, a pressure
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sensor with a pressure range of 0-100 psi can be used. A pressure sensor with a higher pressure
range can be useful for monitoring water pressure in water systems (e.g., 200 (FIG. 2)) with a
high supply pressure, or when a pressure regulator (e.g., 202 (FIG. 2) is not included in the
water system (e.g., 200 (FIG. 2)). One example of a pressure sensor is the PPT7x Series sensor
manufactured by Phoenix Sensors. One of ordinary skill in the art will appreciate that other
suitable pressure sensors can be used.

[0057] In some embodiments, pressure sensor 320 can include a digital pressure transducer that
converts pressure into an electrical signal. For example, the pressure sensor can include a
diaphragm with strain gauges wired to a circuit that can measure a resistance (e.g., a Wheatstone
bridge). Pressure applied to pressure sensor 320 (e.g, pressure from water) causes the
diaphragm to deflect, which introduces strain to the strain gauges. The strain produces an
electrical resistance change proportional to the pressure. The analog resistance can be converted
to a digital signal using an analog-to-digital converter. The digital signal can be output as
pressure data, which can be sent to controller 310 over pressure data line 314.

[0058] In many embodiments, controller 310 can include a power line 311, which can be
plugged into power outlet 350 to provide power to controller 310, pressure sensor 320, and/or
flow meter 330. In some embodiments, automatic shutoff valve 340 can include a power line
315, which can be plugged into power outlet 350 to provide power to automatic shutoff valve
340. In other embodiments, a regulated power supply of sensing device 224 can provide direct
current power to energize automatic shutoff valve 340.

[0059] In many embodiments of sensing device 224, automatic shutoff valve 340 can be opened
and/or closed via remote control, such as an electronic signal sent over control line 312 from
controller 310. In other embodiments, sensing device 224 does not include automatic shutoff
valve 340. Water system 200 (FIG. 2) can include a manual shutoff valve (not shown), which
can be manually operated to be opened or closed to allow or shutoff utility water input. The
manual shutoff valve can be a ball valve or a gate valve, for example. The manual shutoff valve
can be located along an exposed pipe segment in a basement or crawlspace of the building, in a
garage of the building, in a meter pit associated with the building, or along an outside wall of the
building, for example. Manual shutoff valves are typically used to shutoff the utility water
supply when plumbing repairs are being performed or in cases of planned extended absences
(e.g., vacations). In embodiments in which sensing device 224 does not include an automatic
shutoff valve 340, sensing device 224 can be located anywhere in water system 200 (FIG. 2) that
is after (i.e., downstream from) pressure regulator 202 (FIG. 2) and the manual shutoff valve
(not shown).

[0060] In many embodiments, the internal pressure in water system 200 (FIG. 2) can remain
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approximately constant when no water is being used by a fixture. When a water fixture valve is
opened, the pressure within water system 200 (FIG. 2) can force the water out of an open orifice
of the fixture, which can cause the pressure of water system 200 (FIG. 2) to decrease. Pressure
regulator 202 (FIG. 2) can sense the pressure drop, and can allow pressurized water from the
utility system to enter from the utility side to rebalance the pressure of water system 200 (FIG.
2) to its target or set point level.

[0061] Leaks can occur in a pressurized system, such as water system 200 (FIG. 2) for various
reasons, such as physical damage to supply lines or fixtures, natural degradation of materials,
clogs in supply lines or fixtures, or other causes. The pressure of the water within a pressurized
water system (e.g., water system 200 (FIG. 2)) varies as water is used, as discussed above, as
well as when leaks occur. Leaks also occur in gas-supply systems that deliver pressurized gas to
buildings or venues for gas-powered items. Leaks can lead to losses of water, gas, or other
substances, and can also reduce pressure below a desired level.

[0062] FIG. 4 illustrates a block diagram of an exemplary leak characterization system 400,
which can be used to detect and characterize leaks in a pressurized system (e.g., water system
200 (FIG. 2)) using pressure data. Leak characterization system 400 is merely exemplary and is
not limited to the embodiments presented herein. The leak characterization system can be
employed in many different embodiments or examples not specifically depicted or described
herein. For example, an unintentional loss of water through an opening in a pressurized system
(e.g., orifice, hole, puncture, crack, break, fissure, rupture, or the like) can be detected and
characterized. In many embodiments, leak characterization system 400 can include sensing
device 224, cloud computing system 404, and/or graphical interface 406, the functional
processing components of which are shown at least in part. In other embodiments, some or all
of the functions performed by cloud computing system 404 and/or graphical interface 406 can
be integrated into sensing device 224.

[0063] Conventional methods of leak detection and/or leak characterization use flow meters,
such as flow meter 330 (FIG. 3). Conventional methods can use flow meters, such as ultrasonic
or turbine flow meters, to readily detect leaks of 1.5 liters (L) per minute (min) or more. Certain
flow meters, such as positive displacement flow meters, can provide more precision, such as
being able to detect leaks of 1 L/min or more in homes with 3/4 inch water pipe diameters. In
structures with larger pipe diameters, such as 1.5 inch or 2 inch diameters, positive displacement
flow meters can detect flow of 2 L/min or more. Positive displacement flow meter techniques
that detect flow of 0.5 L/min often require very long measurement periods, such as 30 days,
during which there can be no water use in the building, which makes such tests impractical for

most applications.
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[0064] Unlike techniques that rely on flow measurement data to determine the presence of leaks,
the systems and methods described herein can analyze pressure signal data in the time domain to
detect and characterize leaks. Advantages of using pressure data to detect leaks include the
ability to provide characterization of leak type and detection of small leaks, such as leaks of less
than 0.5 L/min, such as down to 0.001 L/min or smaller.

[0065] In many embodiments, the shutoff valve, such as the manual shutoff valve or automatic
shutoff valve 340 (FIG. 3), can be closed to temporarily isolate water system 200 (FIG. 2) from
external pressurization. During this isolated period, the water infrastructure is de-coupled from
the pressurization provided by the utility and becomes a closed system, which can be considered
a pressurized reservoir. The pressure of this closed system can be measured using pressure
sensor 320 (FIG. 3) and monitored during a testing interval during which no fixtures in water
system 200 (FIG. 2) are open. If the pressure level decreases during the observation period, a
leak likely exists in water system 200 (FIG. 2). A subsequent reverification procedure can be
performed to further verify the leak. The pressure decrease due to the leak during the testing
interval is called a pressure decay curve. This pressure decay curve can be analyzed to
characterize the leak, such as approximating the leak flow rate and estimating the orifice size of
the leak, using the pressure data in a hydrodynamic model.

[0066] Unlike conventional approaches for closing a shutoff valve, such as for planned
plumbing repairs or extended absences, in many embodiments, the shutoft valve can be closed
temporarily to disconnect the external pressure source and determine if a leak exists anywhere
along the plumbing infrastructure in the pressurized system (e.g., water system 200 (FIG. 2))
and to characterize the leak. In many embodiments, such as when sensing device 224 includes
automatic shutoff valve 340 (FIG. 3), sensing device 224 can shutoff automatic shutoff valve
340 automatically to being the testing interval. In other embodiments, such as when sensing
device 224 does not include automatic shutoff valve 340 (FIG. 3), a user (e.g., a homeowner or
resident of the structure) can be prompted to manually close the manual shutoff valve and notify
leak characterization system 400 when the manual shutoff has been completed.

[0067] Once the shutoff valve has been closed to isolate water system 200 (FIG. 2) from the
external pressurization source, leak characterization system 400 can monitor the pressure in the
water system 200 (FIG. 2) during the testing interval. The testing interval can begin after the
shutoff valve is closed. In many embodiments, the testing interface can be approximately 10
minutes to approximately 20 minutes. For example, in some embodiments, the testing interval
can be 15 minutes. In other embodiments, the testing interval can be another suitable time
interval.

[0068] In many embodiments, such as when sensing device 224 includes automatic shutoff
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valve 340 (FIG. 3), the testing interval can occur during a period that typically does not involve
water usage, such as during the night. In other embodiments, such as when sensing device 224
does not include automatic shutoff valve 340 (FIG. 3), the testing interval can occur during a
time that is requested by the user or at a time that would be convenient for the user to manually
close the manual shutoff valve. Once the testing interval is complete, the shutoff valve can be
re-opened, such as by sending a signal to automatic shutoff valve 340 (FIG. 3) to open automatic
shutoff valve 340, or sending a notification to the user to open the manual shutoff valve.

[0069] In various embodiments, certain conditions that occur during the testing interval can
invalidate the testing. For example, if one of the fixtures in water system 200 (FIG. 2) is opened
(e.g., an icemaker is used, or a toilet is flushed) during the testing interval, the testing can be
deemed invalid. In many embodiments, leak characterization system 400 can determine that a
fixture in the water system has been opened based on a rapid pressure drop in the pressure (e.g.,
faster than the previously measured pressure decay curve), by measuring flow using flow meter
330 (FIG. 3), by matching the pressure frequency signature to a frequency signature previously
determined to belong to one of the fixture, or by another suitable method. In several
embodiments, such as when sensing device 224 includes automatic shutoff valve 340 (FIG. 3),
once leak characterization system 400 detects that a fixture has been opened, leak
characterization system 400 can open automatic shutoft valve 340 (FIG. 3) to allow for
continued usage of the fixture. Other invalidation conditions include power loss that occurs
during the testing interval or incomplete closing of the shutoff valve. In many embodiments, if
an invalidation condition occurs, the testing can be performed again later after the invalidation
condition has ended.

[0070] In many embodiments, before the shutoff valve is closed to begin the testing interval,
leak characterization system 400 can determine if water is being used in water system 200 (FIG.
2). For example, leak characterization system 400 can determine if a fixture is open using the
same techniques described above, such as a rapid pressure drop in the pressure, by measuring
flow using flow meter 330 (FIG. 3), by matching the pressure frequency signature to a frequency
signature previously determined to belong to one of the fixture, or by another suitable method.
In many embodiments, if leak characterization system 400 determines that water is being used
(e.g., there is user demand or automatic appliance usage), leak characterization system 400 can
wait for a predetermined time period, such as 10 minutes or another suitable time period, to
again determine if water is being used.

[0071] In some embodiments, if a leak is detected that warrants notification, as described below,
a reverification optionally can by performed to verify the leak. In some embodiments, the

reverification can involve opening the shutoff valve for a predetermined time period, such as 10
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minutes or more, and then repeating the procedure of closing the shutoff valve (e.g., automatic
shutoff valve 340 (FIG. 3) or the manual shutoff valve) and observing the pressure data. In
many embodiments, the time interval for the reverification period can be extended to a longer
time period, such as 30 minutes. In other embodiments, the time interval can remain the same.
In some embodiments, both automatic shutoft valve 340 (FIG. 3) and the manual shutoff valve
can be closed during the reverification process to minimize the possibility to incomplete valve
closures. In a number of embodiments, shutoff valves on individual fixtures (e.g., recirculating
pumps, humidifiers, ice makers, etc.) in water system 200 (FIG. 2) can be turned off along with
the manual shutoff valve to eliminate sources of pressure decay caused by water-consuming
fixtures.

[0072] Referring again FIG. 4, in many embodiments, sensing device 224 can be a network
device, similar to the network devices 102, 104, or 106, as shown in FIG. 1 and described above.
As described below, sensing device 224 can monitor pressure data to detect and/or characterize
leaks. In some embodiments, sensing device 224 can monitor flow data, and can supplement the
pressure analysis with flow analysis. In several embodiments, sensing device 224 can be
installed in a pressurized system (e.g., water system 200 (FIG. 2)). For example, sensing device
224 can be installed in water system 200 (FIG. 2), as shown in FIG. 2.

[0073] In a number of embodiments, sensing device 224 can include connectivity components
that can allow sensing device 224 to communicate with cloud computing system 404 and, in
some cases, with a user device (e.g., a user mobile device) that executes and presents graphical
interface 406 to a user. In other embodiments, cloud computing system 404 can communicate
with the user device and present graphical interface 406 to the user. In a number of
embodiments, the user device can be similar or identical to access device 108 (FIG. 1).

[0074] In several embodiments, sensing device 224 can include connectivity components 410,
which can include one or more radio components 411, such as a wireless transceiver radio or
interface, such as a WiFi'™ transceiver radio or interface, a Bluetooth™ transceiver radio or
interface, a ZigbeeTM transceiver radio or interface, an UWB transceiver radio or interface, a
WiFi-Direct transceiver radio or interface, a BLE transceiver radio or interface, an IR
transceiver, and/or any other wireless network transceiver radio or interface that allows sensing
device 224 to communicate with cloud computing system 404 or the user device over a wired or
wireless network. In some cases, radio components 411 (e.g., wireless transceiver) can allow
sensing device 224 to communicate with cloud computing system 404. Radio components 411
can transmit the pressure data to the cloud computing system 404, which can also analyze the
pressure data. In some cases, connectivity components 410 can include a cloud endpoint

component 412, which can be configured to interface with cloud computing system 404. For
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example, cloud endpoints component 412 can stream data to cloud computing system 404. In
some cases, connectivity components 410 can include a credentials and encryption component
413, which can allow sensing device 224 to securely access cloud computing system 404. For
example, sensing device 224 can have a signature that is used to access the cloud computing
system 404. Cloud computing system 404 can process the signature in order to authenticate
sensing device 224.

[0075] In several embodiments, sensing device 224 can include one or more sensors 420, such
as pressure sensor 320 and/or flow meter 330, as described above in greater detail.

[0076] In many embodiments, sensing device 224 can include firmware 415. In some
embodiments, firmware 415 can include a data acquisition component 416, which can receive
and/or convert signals received from sensors 420. For example, when one or more of sensor 420
provides an analog signal, data acquisition component 416 can include one or more analog-to-
digital converters to convert the analog signal to digital data. In other embodiments, the analog
signal can be converted to a data signal in the sensor. In many embodiments, data acquisition
component 416 can store and/or access data that has been recently acquired, such as the data
sensed over the previous testing interval, or in other embodiments, the previous 2 hours. In
many embodiments, the data acquired can be uploaded to cloud computing system 404, which
can store long-term data for covering longer durations than the short-term data stored in sensing
device 224. In several embodiments, firmware 415 can include a shutoff control component
417, which can send signals to automatic shutoff valve 340 (FIG. 3) to close or open the
automatic shutoff valve 340 (FIG. 3). In a number of embodiments, firmware 415 can include a
use detection component 418, which can detect whether a fixture in water system 200 (FIG. 2) is
opened before or during the testing interval. As described above, if there is water use in water
system 200 (FIG. 2), leak characterization system 400 can wait to perform the test, or if already
in the process or performing the test, can open the shutoff valve immediately and wait to restart
the test. In many embodiments, connectivity components and/or firmware components 515 can
be part of controller 310 (FIG. 3).

[0077] Cloud computing system 404 can communicate with one or more sensing devices (e.g.,
sensing device 224), such as sensing devices installed in many different water systems (e.g.,
water system 200 (FIG. 2)). In some embodiments, cloud computing system 404 can be
implemented in a dedicated cloud computing platform, a physical and/or virtual partition of a
cloud computing platform, a limited access (e.g., subscription access) to a cloud computing
platform, and/or another suitable cloud computing implementation. In other embodiments,
cloud computing system 404 can be a computing system, such as computing system 1200 (FIG.

12), described below, that is not part of a cloud computing platform. In many embodiments,
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cloud computing system 404 can include cloud pipeline components 425. In many
embodiments, cloud pipeline components 425 can include a streaming gateway 426, which can
acquire data, such as on a streaming and/or continual basis, from one or more sensing devices
(e.g., sensing device 224). In several embodiments, cloud pipeline components 425 can include
a long-term storage component 427, which can store and/or access data that has been streamed
from the one or more sensing devices (e.g., sensing device 224) to cloud computing system 404.
In a number of embodiments, cloud pipeline components 425 can include a notification queue
428. When one of the one or more sensing devices (e.g., 224) detects a potential leak that meets
a notification threshold, the sensing device (e.g., 224) can send a notification to cloud computing
system 404. Cloud computing system 404 can add the received notifications to notification
queue 428 to process the notification when there are sufficient resources on cloud computing
system 404,

[0078] In a number of embodiments, cloud computing system 404 can include leak
characterization components 430, which can be used for detecting and characterizing leaks. In
some embodiments, leak characterization components 430 can include a pressure computation
component 431, which can process the pressure data received to determine pressure loss over
time. For example, once the home is isolated from a pressurized water input, it resembles a
pressurized reservoir. Such a pressurized reservoir system should maintain its pressure level
unless a leak is present which enables the escape of fluid and/or vapor. The pressure loss within
this reservoir system can be modelled using Bernoulli’s energy principles, in which the potential
energy of the system can be the initial pressure (“hydraulic head”), and the kinetic energy can be
described by the flow of water out of the system.

[0079] To determine the size of the leak, a method is used to solve for the pressure in a single
time step as well as the predicted pressure in the following time step. This approach is
considered to be approximate because the pressure decay is observed, but multiple possible free
parameters can be inferred. In addition the following assumptions can be made:

e The system can be closed from an external supply of pressurized water via automatic shutoff
valve 340 (FIG. 3) or the manual shutoff valve.

e The temperature and density of the fluid within the system can be approximately constant and
the system itself can be insulated such that a process that occurs within the system can be
considered adiabatic.

o Regardless of the leak geometry (crack, slit, round orifice etc.) the leak cross-sectional area
can be approximated as a circular area whose area matches the actual leak surface area.

e The rate of the change of the flow rate out of the orifice can be constant. This assumption

equivalently states that there can be an instantaneous change in the flow at the location of the
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leak at the time of the rupture.
e No consideration is given towards any friction losses that the system may have accumulated
during the existence of the leak, as it can be assumed that the pipes are not very thick.
[0080] The change of the pressure in the system can be determined by the change of energy
within the home. By translating the stable pressure to the amount of energy that can be
delivered by that pressure, a simulated model of pressure decay can be made. The pressure can
be captured as a form of potential energy by dividing the stable pressure by the specific weight
of the fluid in the system. This computation can yield a height of an equivalent static column, as
shown in Equation A, in which H is the height of the column, P is the pressure, y is the specific
weight, p is the density of the fluid (which is a constant for the fluid, such as water), and g is the
gravitational acceleration (which is a constant).
y=t_F
Yy Pryg

This height, A, can serve as an initial condition of the system and can inform the simulation

Eg. A

when to abort once it equals zero.

[0081] As stated earlier, the evolution of the system will be marked by the change in the energy,
primarily the change in kinetic energy. The kinetic energy is captured by the flow coming out of
the exit of the system, which in this model is the leak. The volumetric flow rate, {J, can be
found using Bernoulli’s Equation, as shown in Equation B, in which d is the diameter of the leak
orifice (assumed to be circular), and the parameter & is a dimensionless flow coefficient (which
can be assumed to be 1), which can represent a geometric factor of the overall shape of the leak

orifice and any possible losses occurring from the pipe material or fluid temperature.

X P

Q=kxd?x Eq. B

[0082] With the assumption that the volumetric flow out from the leak is constant, the change in
height of the water column can be found from integrating the flow rate over a desired time
period and then multiplying that result by the leak area, as shown in Equation C, in which H'is

the new height, Az is the time interval, and A4 is the cross-sectional area of the pipe.
Q x At
A

[0083] Once the new status of the water column has been determined, the current system

H =H -

Eg. C

pressure can be found from using the earlier finding of the original height of the water column,
as shown in Equation D.
P=HXpXg Eq. D

[0084] This iterative process can be continued until the height of the water column is equal to
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Zero.
[0085] In several embodiments, leak characterization components 430 can include an orifice
estimation component 432, which can estimate the size of the orifice of the leak. For example,
diameter, d, of the orifice can be computed between each two successive pressure samples, Fr.;
and P, using Equation E, which is derived using Equations A, B, and C above with algebraic
manipulation to isolate d, with an absolute value operator applied prior to the final square root to

prevent imaginary values which have no physical grounding.

(Pe1—P) XA

d=
J pXgXxXAtxXkx f%

As there are variations in the pressure data reported throughout the testing interval, the reported

Eq. E

values can be the median value between the 80 and 100 percentile of the instantaneous orifice
estimates, d, throughout the observation period. A larger orifice size generally corresponds to a
greater leak rate of the leak. This estimation of orifice size is not independent of the elevation
location of the leak in the structure, as shown in FIG. 10 and described below in further detail.
[0086] In many embodiments, leak characterization components 430 can include threshold
determination component 433, which can determine how to respond based on leak thresholds of
the orifice size of the leak, as represented by diameter d. For example, a low risk or no risk leak
threshold can occur if the orifice diameter d is less than approximately 0.001 inches (in) (i.e., an
orifice area of less than approximately 7.85x10” in), in which no notification is warranted. A
medium risk leak threshold can be triggered if the orifice diameter d is between approximately
0.01 in and approximately 0.001 in (i.e., an orifice area of between approximately 7.85x 107 in?
and approximately 7.85x10” in®), in which a notification to a plumber can be warranted to
investigate further when convenient. A high risk leak threshold can be triggered if the orifice
diameter d is greater than approximately 0.01 in (i.e, an orifice area of greater than
approximately 7.85<107 in%), in which an urgent notification to the homeowner or user can be
warranted. In other embodiments, the thresholds can be other suitable values and/or ranges, and
the notifications can be other suitable notification types. Further testing can help to further
refine the notification thresholds.

[0087] In many embodiments, cloud computing system 404 can provide analytics and storage,
as well as elements for notifying users of leaks through graphical interface 406, which may
include a mobile or web interface, or another suitable interface. In many embodiments, for
example, graphical interface 406 can include a dashboard component 445, which can provide a

report view 446, such as reports of testing results and/or leaks over a time period, aggregated
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statistics 447, and/or real-time displays 448, such as the current status of water system 200 (FIG.
2) (e.g., whether there are any current leaks detected, pressure readings, etc.).

[0088] In a number of embodiments, graphical interface 406 can provide mobile alerts 450. For
example, mobile alerts 450 can include leak notifications 451, which alert the user and/or
plumber when threshold determination component 433 determines that a leak has sufficient size
to warrant a notification.

[0089] In various embodiments, graphical interface 406 can include editable settings
components 455, which can allow the user to input user preferences 456, adjust notification
thresholds 457, and/or to enable or disable alerts 458.

[0090] Turning ahead in the drawings, FIG. 5 illustrates graphs 500 showing examples of leak
characterization for a leak in a water system (e.g., 200 (FIG. 2)). Specifically, graphs 500
include a pressure graph 510 in a top graph, and an orifice estimation plot 550 in a bottom
graph. Pressure graph 510 can show a plot of the pressure time domain signal 520 in psi, as
sampled by pressure sensor 320 (FIG. 3). Pressure time domain signal 520 includes regions
521-525 corresponding to various features of pressure during the observation. For example,
region 521 shows constant pressure at about 31 psi until about the | minute mark at region 522,
which is when the shutoff valve is closed. After region 522, the pressure drops rapidly, as
shown at region 523, until the pressure approaches O psi at about the 1.5 minute mark, as shown
at region 524, after which the pressure remains at O psi for the remained of the time interval, as
shown at region 525 Pressure graph 510 also can include an expected pressure loss curve 530,
which can be based on historically data of pressure drops expected after turning off the shutoff
valve in the water system (e.g., 200 (FIG. 2)). The expected pressure loss can represent pressure
loss due to gas escape through extremely small leaks (e.g., a warn gasket that allows some gas,
but not water, to escape) existing in the water system (e.g., 200 (FIG. 2)).

[0091] Orifice estimation plot 550 can show a plot of the estimated orifice sizes calculated at
each subsequent pressure sampling. The estimated orifice size in orifice estimation plot 550 can
represent the diameter, d, of the orifice of the leak, as calculated at each subsequent pressure
sampling. As shown in orifice estimation plot 550, the orifice size can be estimated at about
0.11266 in, with a standard deviation of 0.06345, from about the 1 minute mark when the
shutoff valve is closed until the 1.5 minute mark, when the pressure approaches 0 psi. Once the
pressure nears O psi, the orifice size estimation is no longer valid. The estimated orifice size of
0.11266 1n is greater than approximately 0.01 in, and can trigger the high risk leak notification,
which can result in urgent notification to the home owner or user regarding this significant leak.
[0092] Turning ahead in the drawings, FIG. 6 illustrates graphs 600 showing examples of leak
characterization for another leak in a water system (e.g., 200 (FIG. 2)). Specifically, graphs 600
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include a pressure graph 610 in a top graph, and an orifice estimation plot 650 in a bottom
graph. Pressure graph 610 can show a plot of the pressure time domain signal 620 in psi, as
sampled by pressure sensor 320 (FIG. 3). Pressure time domain signal 620 includes regions
621-623 corresponding to various features of pressure during the observation. For example,
region 621 shows constant pressure at about 31 psi until about the 1 minute mark at region 622,
which is when the shutoff valve is closed. After region 622, the pressure drops fairly quickly, as
shown at region 623, until the pressure approaches O psi at about the 16 minute mark. Pressure
graph 610 also can include an expected pressure loss curve 630, which can be based on
historically data of pressure drops expected after turning off the shutoff valve in the water
system (e.g., 200 (FIG. 2)), as described above.

[0093] Orifice estimation plot 650 can show a plot of the estimated orifice sizes calculated at
each subsequent pressure sampling. The estimated orifice size in orifice estimation plot 650 can
represent the diameter, d, of the orifice of the leak, as calculated at each subsequent pressure
sampling. As shown in orifice estimation plot 650, the orifice size can be estimated at about
0.0198 in, with a standard deviation of 0.00033, from about the 1 minute mark when the shutoff
valve is closed until the 16 minute mark, when the pressure approaches O psi. The estimated
orifice size of 0.0198 in is greater than approximately 0.01 in, and can trigger the high risk leak
notification, which can result in urgent notification to the home owner or user regarding this
small, but still significant, leak.

[0094] Turning ahead in the drawings, FIG. 7 illustrates graphs 700 showing examples of leak
characterization for another leak in a water system (e.g., 200 (FIG. 2)). Specifically, graphs 700
include a pressure graph 710 in a top graph, and an orifice estimation plot 750 in a bottom
graph. Pressure graph 710 can show a plot of the pressure time domain signal 720 in psi, as
sampled by pressure sensor 320 (FIG. 3). Pressure time domain signal 720 includes regions
721-723 corresponding to various features of pressure during the observation. For example,
region 721 shows constant pressure at about 28.3 psi until about the 1 minute mark at region
722, which is when the shutoff valve is closed. After region 722, the pressure drops slowly, as
shown at region 723, down to about 26.9 psi at about the 16 minute mark. Pressure graph 710
also can include an expected pressure loss curve 730, which can be based on historically data of
pressure drops expected after turning off the shutoff valve in the water system (e.g., 200 (FIG.
2)), as described above.

[0095] Orifice estimation plot 750 can show a plot of the estimated orifice sizes calculated at
each subsequent pressure sampling. The estimated orifice size in orifice estimation plot 750 can
represent the diameter, d, of the orifice of the leak, as calculated at each subsequent pressure

sampling. As shown in orifice estimation plot 750, the orifice size can be estimated at about
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0.00231 in, with a standard deviation of 4x107°, from about the 1 minute mark when the shutoff
valve is closed until the 16 minute mark. The estimated orifice size of 0.00231 in is less than
approximately 0.01 in, but greater than approximately 0.001 in, and can trigger the medium risk
leak notification, which can result in non-urgent notification to the plumber regarding this very
small leak.

[0096] Turning ahead in the drawings, FIG. 8 illustrates graphs 800 showing examples of leak
characterization for another leak in a water system (e.g., 200 (FIG. 2)). Specifically, graphs 800
include a pressure graph 810 in a top graph, and an orifice estimation plot 850 in a bottom
graph. Pressure graph 810 can show a plot of the pressure time domain signal 820 in psi, as
sampled by pressure sensor 320 (FIG. 3). Pressure time domain signal 820 includes regions
821-823 corresponding to various features of pressure during the observation. For example,
region 821 shows constant pressure at about 32.7 psi until about the 1 minute mark at region
822, which is when the shutoff valve is closed. After region 822, the pressure drops extremely
slowly, as shown at region 823, down to about 32.4 psi at about the 16 minute mark. Pressure
graph 810 also can include an expected pressure loss curve 830, which can be based on
historically data of pressure drops expected after turning off the shutoff valve in the water
system (¢.g., 200 (FIG. 2)), as described above.

[0097] Orifice estimation plot 850 can show a plot of the estimated orifice sizes calculated at
each subsequent pressure sampling. The estimated orifice size in orifice estimation plot 850 can
represent the diameter, d, of the orifice of the leak, as calculated at each subsequent pressure
sampling. As shown in orifice estimation plot 850, the orifice size can be estimated at about 0.0
in, with a standard deviation of 0.0, from about the 1 minute mark when the shutoff valve is
closed until the 16 minute mark. The estimated orifice size of 0.0 in is less than approximately
0.001 in, and thus can be deemed to fall within the low risk or no risk leak notification threshold,
which can result in no notification being warranted.

[0098] Turning ahead in the drawings, FIG. 9 illustrates a pressure graph 900 showing leak
source identification for a leak in a water system (e.g., 200 (FIG. 2)). Pressure graph 900 shows
a plot of a pressure time domain signal in psi, as sampled by pressure sensor 320 (FIG. 3).
Pressure time domain signal 900 includes regions 901-905 corresponding to various features of
pressure during a leak source identification procedure.

[0099] In several embodiments, after a leak has been identified, such as by using the leak
characterization described above, a leak source identification procedure can be used to locate
where the leak is occurring in the house or structure. In many embodiments, the individual
shutoft valves on each of the individual fixtures in the house or structure can be closed, and the

shutoff valve to the house or structure can then be closed. If the pressure time domain signal has
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a significant decay curve similar to the decay curve identified in the leak characterization
procedure, then the leak is likely not in one of the fixtures that has been shutoff to pressurized
water system, but in another part of the plumbing infrastructure of the house or structure. If the
pressure time domain signal does not have a significant decay curve similar to the decay curve
identified in the leak characterization procedure, then the leak is likely in one of the fixtures that
has been shut off to the pressurized water system. To identify which fixture has the leak, the
individual shutoff valves can be opened one at a time to observe whether the pressure time
domain signal has a significant decay curve similar to the decay curve identified in the leak
characterization procedure.

[0100] As shown in FIG. 900 at region 901, the individual shutoff valve for the downstairs sink
cold (DSC) fixture can be opened, and it can be observed that the pressure time domain signal
does not have a significant decay curve similar to the decay curve identified in the leak
characterization procedure, such that the leak is likely not in the DSC fixture.

[0101] Next, at region 902, the individual shutoff valve for the upstairs sink cold (USC) fixture
can be opened, and it can be observed that the pressure time domain signal does not have a
significant decay curve similar to the decay curve identified in the leak characterization
procedure, such that the leak is likely not in the USC fixture. The individual shutoff valve for
the DSC fixture can remain open while the individual shutoff valve of the USC fixture is
opened, as the DSC fixture has already been determined to not be the source of the leak.
Alternatively, the individual shutoff valve for the DSC fixture can be closed before opening the
individual shutoff valve for the USC fixture.

[0102] Next, at region 903, the individual shutoff valve for the tub cold fixture can be opened,
and it can be observed that the pressure time domain signal does not have a significant decay
curve similar to the decay curve identified in the leak characterization procedure, such that the
leak is likely not in the tub cold fixture.

[0103] Next, at region 904, the individual shutoff valve for the upstairs toilet can be opened, and
it can be observed that the pressure time domain signal does not have a significant decay curve
similar to the decay curve identified in the leak characterization procedure, such that the leak is
likely not in the upstairs toilet.

[0104] Next, at region 905, the individual shutoff valve for the downstairs toilet can be opened,
and it can be observed that the pressure time domain signal does in fact have a significant decay
curve similar to the decay curve identified in the leak characterization procedure, such that the
leak is likely in the downstairs toilet. The leak source identification procedure can thus be used
to identify that the leak is in the downstairs toilet. In the same or other embodiments, the orifice

size can be calculated during the leak source identification procedure to determine if the
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estimated orifice size after opening each individual shutoff valve of the individual fixtures is
approximately equal to the estimated orifice size calculated during the leak characterization
procedure.

[0105] Turning ahead in the drawings, FIG. 10 illustrates a pressure graph 1000 showing a
simulated leak characterization experiment for two identical leaks in different elevation
locations in a water system (e.g, 200 (FIG. 2)). Specifically, graph 1000 includes a first
pressure time domain signal 1010 corresponding to a first leak and a second pressure time
domain signal 1020 corresponding to a second leak, which have both been plotted on the same
graph 1000 to show the difference in the pressure decay curves. Specifically, the first leak and
the second leak are identical simulated small misting leaks, but the first leak is located on the
first floor of the house and the second leak is located at a higher elevation on the second floor of
the house. During a first leak characterization observation, the first leak (downstairs) exists, but
the second leak (upstairs) does not exist in the water system (e.g., 200 (FIG. 2)), and first
pressure time domain signal 1010 is observed. During a second leak characterization
observation, the second leak (upstairs) exists, but the first leak (downstairs) does not exist in the
water system (e.g., 200 (FIG. 2)), and second pressure time domain signal 1020 is observed.
Although the misting leaks are identical, with the same actual orifice size, for both the first leak
and the second leak, first pressure time domain signal 1010 has a slightly faster pressure decay
curve than the pressure decay curve of second pressure time domain signal 1020. In other
words, the leak characterization procedure will estimate the leak orifice size of the first leak to
be slightly larger than the estimated orifice size of the second leak. This simulated experiment
shows that the estimated orifice size that is computed is somewhat dependent on the location of
the leak along the water column. Thus, a smaller leak on the first story of a building may
produce the same pressure decay curve as a larger leak on a higher floor.

[0106] In many embodiments, the leak characterization procedure described above can facilitate
performing periodic leak detection and characterization tests to ensure the integrity of the
plumbing infrastructure of a building, such as water system 200 (FIG. 2). For example, the
testing interval can occur once a day (on a 24 hour cycle) during a time when no water use is
expected (e.g., 3 am). In other embodiments, the testing interval can occur hourly, weekly, or at
another suitable interval. In the same or other embodiments, the leak characterization procedure
can be triggered on-demand by the user (e.g., homeowner).

[0107] In many embodiments, the leak characterization procedure can advantageously be
performed without external additional pressurization, unlike manual pressurization tests
performed by plumbers on plumbing infrastructure in which the plumbers artificially pressurize

the system and see if there is a change in pressure reading over time. Additionally the leak
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characterization procedure can provide additional, detailed pressure and orifice size estimation
information through a testing interval, rather than just a pressure reading at the start and end of a
manual pressurization test, which involves a binary determination of whether if there is a leak or
not based on a differential in the starting and ending pressure readings. For example, in many
embodiments, the pressure time domain signal can be analyzed to determine decay rate, features,
and other information. Moreover, the estimated orifice size can be evaluated at each point in
time to determine characteristics of the leak.

[0108] In several embodiments, the leak characterization procedure can advantageously
differentiate between normal water usage and a leak, and can detect when water is used through
a fixture before or during the testing interval. By detecting normal use, the leak characterization
procedure can avoid closing the shutoff valve for testing when water is being use, and can
readily open the shutoff valve during testing if a fixture is opened during the testing interval,
such that the water characterization procedure beneficially does not disrupt normal activities in
the home or structure.

[0109] In a number of embodiments, the leak characterization procedure can beneficially detect
leaks in which there is loss of gas (e.g., air), but not loss of water, through the leak, such as very
small leaks in a rubber washer or gasket. Because there is no water flow in such leaks, flow
meters, even if they became more precise, would not be capable of detecting these leaks. These
very small leaks can portend a potential larger or even catastrophic leak in the future, so
detecting and characterizing these very small leaks can advantageously assist the user and/or
plumbers to fix the problems before they turn into larger leaks.

[0110] Turning ahead in the drawings, FIG. 11 illustrates a flow chart for a method 1100,
according to an embodiment. In some embodiments, method 1100 can be a method of leak
characterization, such as water leak characterization. Method 1100 is merely exemplary and is
not limited to the embodiments presented herein. Method 1100 can be employed in many
different embodiments or examples not specifically depicted or described herein. In some
embodiments, the procedures, the processes, and/or the activities of method 1100 can be
performed in the order presented. In other embodiments, the procedures, the processes, and/or
the activities of method 1100 can be performed in any suitable order. In still other
embodiments, one or more of the procedures, the processes, and/or the activities of method 1100
can be combined or skipped.

[0111] Referring to FIG. 11, in some embodiments, method 1100 optionally can include a block
1101 of sending a control signal from the one or more processing units to the system shutoff
valve to close a system shutoff valve. The one or more processing units can be similar or

identical to controller 310 (FIG. 3) and/or cloud computing system 404 (FIG. 4). The system
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shutoff valve can be an automatic shutoff valve. The automatic shutoff valve can be similar or
identical to automatic shutoff valve 340 (FIG. 3). In other embodiments, the system shutoff
valve can be a manual shutoff valve, such as a ball valve or a gate valve, which can be closed
and opened manually. In many embodiments, block 1101 can be performed by controller 310
(FIG. 3) and/or shutoff control component 417 (FIG. 4).

[0112] In a number of embodiments, method 1100 can include a block 1102 of measuring
pressure of water in a water system of a structure during a testing interval when the system
shutoff valve of the water system is closed using a pressure sensor of a sensing device to
generate pressure measurement data. The water system can be similar or identical to water
system 200 (FIG. 2). The pressure sensor can be similar or identical to pressure sensor 320
(FIG. 3). The sensing device can be similar or identical to sensing device 224 (FIGs. 2-4). In
some embodiments, the testing interval is approximately 10 minutes to approximately 20
minutes. In a number of embodiments, the testing interval recurs at a predetermined periodic
interval. For example, the predetermined periodic interval can be hourly, daily, weekly, or
another suitable interval.

[0113] In a number of embodiments, method 1100 further can include a block 1103 of
communicating the pressure measurement data to the one or more processing units. For
example, the pressure measurement data can be communicated from pressure sensor 320 (FIG.
3) to controller 310 (FIG. 3) using via pressure data line 314 (FIG. 3), and can be communicated
to cloud computing system 404 (FIG. 4) using connectivity components 410 (FIG. 4) and cloud
pipeline components 425 (FIG. 4).

[0114] In several embodiments, method 1100 additionally can include a block 1104 of
estimating, using the one or more processing units, an estimated orifice size of a leak in the
water system based at least in part on the pressure measurement data. In many embodiments,
the estimated orifice size can be an orifice diameter, such as orifice diameter d, described above.
In other embodiments, the orifice size can be an area of the orifice of the leak. In many
embodiments, block 1104 can be performed by controller 310 (FIG. 3), data acquisition
component 416 (FIG. 4), pressure computation component 431 (FIG. 4), and/or orifice
estimation component 432 (FIG. 4).

[0115] In many embodiments, block 1104 can include estimating the estimated orifice size of
the leak repeatedly throughout the testing interval. For example, the orifice size can be
computed on ecach subsequent sampling of the pressure measurement, as described above. In
various embodiments, block 1104 can include estimating the estimated orifice size of the leak
when the leak in the water system comprises an escape of a gas from the water system and is

devoid of the water leaking from the water system. In many embodiments, block 1104 can
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include estimating the estimated orifice size of the leak when the leak in the water system
comprises the water leaking from the water system at a rate of less than approximately 0.25
L/min, less than approximately 0.20 L/min, less than approximately 0.15 L/min, less than
approximately 0.10 L/min, less than approximately 0.05 L/min, less than approximately 0.02
L/min, less than approximately 0.01 L/min, less than approximately 0.005 L/min, less than
approximately 0.001 L/min, or even smaller leaks of air/gas in which no water is leaking from
the leak.

[0116] In a number of embodiments, method 1100 optionally can include a block 1105 of
detecting use of the water in the water system by a fixture connected to the water system during
the testing interval. In many embodiments, block 1105 can be performed by use detection
component 418 (FIG. 4).

[0117] In several embodiments, method 1100 additionally can include a block 1106 of sending a
control signal from the one or more processing units to the system shutoff valve to open the
system shutoff valve. In many embodiments, block 1106 can be performed by shutoff control
component 417 (FIG. 4).

[0118] In a number of embodiments, method 1100 optionally can include a block 1107 of
determining whether to perform a reverification test based on the estimated orifice size. For
example, if the orifice size is determined to be above a certain size, a reverification test can be
performed to verify the results, as described above. In many embodiments, block 1107 can be
performed by sensing device 224 (FIGs. 2-4) and/or cloud computing system 404 (FIG. 4).
[0119] In several embodiments, method 1100 optionally can include a block 1108 of
determining a notification type based on the estimated orifice size. The notification type can be
similar or identical to the notification types described above, such as the low risk or no risk leak
threshold, the medium risk leak threshold, and/or the high risk leak threshold, or other suitable
thresholds. In many embodiments, block 1108 can be performed by threshold determination
component 433 (FIG. 4).

[0120] In a number of embodiments, method 1100 further can include a block 1109 of sending a
message based on the notification type. For example, the message can be an urgent message to
the user/homeowner based on a high risk leak threshold being met, or a message to a plumber
based on a medium risk leak threshold being met. In many embodiments, block 1109 can be
performed by leak notifications component 451 (FIG. 4).

[0121] Turning ahead in the drawings, FIG. 12 illustrates a computer system 1200, all of which
or a portion of which can be suitable for implementing an embodiment of at least a portion of
network devices 102, 104, and 106, access device 108, sensing device 224 (FIGs. 2-4),
controller 310 (FIG. 3), cloud computing system 404 (FIG. 4), and/or the user device (e.g,
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access device 108) providing graphical interface 406 (FIG. 4), and/or method 1100 (FIG. 11).

Computer system 1200 includes a chassis 1202 containing one or more circuit boards (not
shown), a USB (universal serial bus) port 1212, a Compact Disc Read-Only Memory (CD-
ROM) and/or Digital Video Disc (DVD) drive 1216, and a hard drive 1214. A representative
block diagram of the elements included on the circuit boards inside chassis 1202 is shown in
FIG. 13. A central processing unit (CPU) 1310 in FIG. 13 is coupled to a system bus 1314 in
FIG. 13. In various embodiments, the architecture of CPU 1310 can be compliant with any of a
variety of commercially distributed architecture families.

[0122] Continuing with FIG. 13, system bus 1314 also is coupled to memory 1308 that includes
both read only memory (ROM) and random access memory (RAM). Non-volatile portions of
memory storage unit 1308 or the ROM can be encoded with a boot code sequence suitable for
restoring computer system 1200 (FIG. 12) to a functional state after a system reset. In addition,
memory 1308 can include microcode such as a Basic Input-Output System (BIOS). In some
examples, the one or more memory storage units of the various embodiments disclosed herein
can comprise memory storage unit 1308, a USB-equipped electronic device, such as, an external
memory storage unit (not shown) coupled to universal serial bus (USB) port 1212 (FIGs. 12-13),
hard drive 1214 (FIGs. 12-13), and/or CD-ROM or DVD drive 1216 (FIGs. 12-13). In the same
or different examples, the one or more memory storage units of the various embodiments
disclosed herein can comprise an operating system, which can be a software program that
manages the hardware and software resources of a computer and/or a computer network. The
operating system can perform basic tasks such as, for example, controlling and allocating
memory, prioritizing the processing of instructions, controlling input and output devices,
facilitating networking, and managing files. Some examples of common operating systems can
comprise Microsoft® Windows® operating system (OS), Mac® OS, UNIX® OS, and Linux®
OS.

[0123] As used herein, “processor” and/or “processing module” means any type of
computational circuit, such as but not limited to a microprocessor, a microcontroller, a
controller, a complex instruction set computing (CISC) microprocessor, a reduced instruction set
computing (RISC) microprocessor, a very long instruction word (VLIW) microprocessor, a
graphics processor, a digital signal processor, or any other type of processor or processing
circuit capable of performing the desired functions. In some examples, the one or more
processors of the various embodiments disclosed herein can comprise CPU 1310.

[0124] In the depicted embodiment of FIG. 13, various I/O devices such as a disk controller
1304, a graphics adapter 1324, a video controller 1302, a keyboard adapter 1326, a mouse
adapter 1306, a network adapter 1320, and other I/O devices 1322 can be coupled to system bus
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1314. Keyboard adapter 1326 and mouse adapter 1306 are coupled to a keyboard 604 (FIGs. 12

and 13) and a mouse 1210 (FIGs. 12 and 13), respectively, of computer system 1200 (FIG. 12).
While graphics adapter 1324 and video controller 1302 are indicated as distinct units in FIG. 13,
video controller 1302 can be integrated into graphics adapter 1324, or vice versa in other
embodiments. Video controller 1302 is suitable for refreshing a monitor 1206 (FIGs. 12 and 13)
to display images on a screen 1208 (FIG. 12) of computer system 1200 (FIG. 12). Disk
controller 1304 can control hard drive 1214 (FIGs. 12 and 13), USB port 1212 (FIGs. 12 and
13), and CD-ROM or DVD drive 1216 (FIGs. 12 and 13). In other embodiments, distinct units
can be used to control each of these devices separately.

[0125] In some embodiments, network adapter 1320 can comprise and/or be implemented as a
WNIC (wireless network interface controller) card (not shown) plugged or coupled to an
expansion port (not shown) in computer system 1200 (FIG. 12). In other embodiments, the
WNIC card can be a wireless network card built into computer system 1200 (FIG. 12). A
wireless network adapter can be built into computer system 1200 (FIG. 12) by having wireless
communication capabilities integrated into the motherboard chipset (not shown), or
implemented via one or more dedicated wireless communication chips (not shown), connected
through a PCI (peripheral component interconnector) or a PCI express bus of computer system
1200 (FIG. 12) or USB port 1212 (FIG. 12). In other embodiments, network adapter 1320 can
comprise and/or be implemented as a wired network interface controller card (not shown).

[0126] Although many other components of computer system 1200 (FIG. 12) are not shown,
such components and their interconnection are well known to those of ordinary skill in the art.
Accordingly, further details concerning the construction and composition of computer system
1200 (FIG. 12) and the circuit boards inside chassis 1202 (FIG. 12) need not be discussed
herein.

[0127] When computer system 1200 in FIG. 12 is running, program instructions stored on a
USB drive in USB port 1212, on a CD-ROM or DVD in CD-ROM and/or DVD drive 1216, on
hard drive 1214, or in memory 1308 (FIG. 13) are executed by CPU 1310 (FIG. 13). A portion
of the program instructions, stored on these devices, can be suitable for carrying out all or at
least part of the techniques described herein. In various embodiments, computer system 1200
can be reprogrammed with one or more modules, applications, and/or databases, such as those
described herein, to convert a general purpose computer to a special purpose computer. For
purposes of illustration, programs and other executable program components are shown herein
as discrete systems, although it is understood that such programs and components may reside at
various times in different storage components of computer system 1200, and can be executed by

CPU 1310. Alternatively, or in addition to, the systems and procedures described herein can be
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implemented in hardware, or a combination of hardware, software, and/or firmware. For
example, one or more application specific integrated circuits (ASICs) can be programmed to
carry out one or more of the systems and procedures described herein. For example, one or
more of the programs and/or executable program components described herein can be
implemented in one or more ASICs.

[0128] Although computer system 1200 is illustrated as a desktop computer in FIG. 12, there
can be examples where computer system 1200 may take a different form factor while still
having functional elements similar to those described for computer system 1200. In some
embodiments, computer system 1200 may comprise a single computer, a single server, or a
cluster or collection of computers or servers, or a cloud of computers or servers. Typically, a
cluster or collection of servers can be used when the demand on computer system 1200 exceeds
the reasonable capability of a single server or computer. In certain embodiments, computer
system 1200 may comprise a portable computer, such as a laptop computer. In certain other
embodiments, computer system 1200 may comprise a mobile device, such as a smartphone. In
certain additional embodiments, computer system 1200 may comprise an embedded system. For
example, sensing device 224 (FIGs. 2-4) and/or controller 310 (FIG. 3) can include elements
that are similar or identical to at least a portion of the elements of computer system 1200, such
as to provide storage, processing, and/or communication computing capabilities.

[0129] Although the system and method for leak characterization has been described with
reference to specific embodiments, it will be understood by those skilled in the art that various
changes may be made without departing from the spirit or scope of the invention. Accordingly,
the disclosure of embodiments of the invention is intended to be illustrative of the scope of the
invention and is not intended to be limiting. It is intended that the scope of the invention shall
be limited only to the extent required by the appended claims. For example, to one of ordinary
skill in the art, it will be readily apparent that any element of FIGs. 1-13 may be modified, and
that the foregoing discussion of certain of these embodiments does not necessarily represent a
complete description of all possible embodiments. For example, one or more of the procedures,
processes, or activities of FIG. 11 may include different procedures, processes, and/or activities
and be performed by many different modules, in many different orders.

[0130] Replacement of one or more claimed elements constitutes reconstruction and not repair.
Additionally, benefits, other advantages, and solutions to problems have been described with
regard to specific embodiments. The benefits, advantages, solutions to problems, and any
element or elements that may cause any benefit, advantage, or solution to occur or become more
pronounced, however, are not to be construed as critical, required, or essential features or

elements of any or all of the claims, unless such benefits, advantages, solutions, or elements are
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stated in such claim.
[0131] Moreover, embodiments and limitations disclosed herein are not dedicated to the public
under the doctrine of dedication if the embodiments and/or limitations: (1) are not expressly
claimed in the claims; and (2) are or are potentially equivalents of express elements and/or

limitations in the claims under the doctrine of equivalents.
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CLAIMS
What is claimed is:

1. A system comprising:

a sensing device comprising a pressure sensor configured to measure pressure of water
in a water system of a structure during a testing interval when a system shutoff valve
of the water system is closed, wherein the sensing device is configured to generate
pressure measurement data representing the pressure of the water as measured by the
pressure sensor; and

one or more processing units comprising one or more processors and one or more non-
transitory storage media storing machine-executable instructions configured when
run on the one or more processors to perform:

estimating an estimated orifice size of a leak in the water system based on the

pressure measurement data.

2. The system of claim 1, wherein:
the system shutoff valve is an automatic shutoff valve; and
the machine-executable instructions are further configured to perform:

sending a control signal to close the system shutoff valve.

3. The system of claim 2, wherein the machine-executable instructions are further configured
to perform:
detecting use of the water in the water system by a fixture or an appliance connected
to the water system during the testing interval; and
sending a control signal from the one or more processing units to the system shutoft

valve to open the system shutoff valve.

4. The system of any one of claims 1 to 3, wherein:
estimating the estimated orifice size of the leak in the water system further comprises:
estimating the estimated orifice size of the leak repeatedly throughout the

testing interval.

5. The system of any one of claims 1 to 4, wherein:
the testing interval is approximately 10 minutes to approximately 20 minutes.
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6. The system of any one of claims 1 to 5, wherein:
estimating the estimated orifice size of the leak in the water system further comprises:
estimating the estimated orifice size of the leak when the leak in the water
system comprises an escape of a gas from the water system and is devoid of

the water leaking from the water system.

7. The system of any one of claims 1 to 5, wherein:
estimating the estimated orifice size of the leak in the water system further comprises:
estimating the estimated orifice size of the leak when the leak in the water
system comprises the water leaking from the water system at a rate of less

than approximately 0.25 L/min.

8. The system of any one of claims 1 to 7, wherein:

the testing interval recurs at a predetermined periodic interval.

9. The system of any one of claims 1 to 8, wherein the machine-executable instructions are
further configured to perform:
determining whether to perform a reverification test based on the estimated orifice

size.

10. The system of any one of claims 1 to 9, wherein the machine-executable instructions are
further configured to perform:
determining a notification type based on the estimated orifice size; and

sending a message based on the notification type.

11. A method comprising;
measuring pressure of water in a water system of a structure during a testing interval
when a system shutoff valve of the water system is closed using a pressure sensor of
a sensing device to generate pressure measurement data,
communicating the pressure measurement data to one or more processing units; and
estimating, using the one or more processing units, an estimated orifice size of a leak

in the water system based at least in part on the pressure measurement data.
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12. The method of claim 11, whercin:
the system shutoff valve is an automatic shutoft valve; and
the method further comprises, before measuring the pressure of the water in the water
system of the structure during the testing interval:
sending a control signal from the one or more processing units to the system

shutoff valve to close the system shutoff valve.

13. The method of claim 12 further comprising:
detecting use of the water in the water system by a fixture or an appliance connected
to the water system during the testing interval; and
sending a control signal from the one or more processing units to the system shutoff

valve to open the system shutoff valve.

14. The method of any one of claims 11 to 13, wherein:
estimating the estimated orifice size of the leak in the water system further comprises:
estimating the estimated orifice size of the leak repeatedly throughout the

testing interval.

15. The method of any one of claims 11 to 14, wherein:

the testing interval is approximately 10 minutes to approximately 20 minutes.

16. The method of any one of claims 11 to 15, wherein:
estimating the estimated orifice size of the leak in the water system further comprises:
estimating the estimated orifice size of the leak when the leak in the water
system comprises an escape of a gas from the water system and is devoid of

the water leaking from the water systeml.

17. The method of any one of claims 11 to 15, wherein:
estimating the estimated orifice size of the leak in the water system further comprises:
estimating the estimated orifice size of the leak when the leak in the water
system comprises the water leaking from the water system at a rate of less

than approximately 0.25 L/min.
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18. The method of any one of claims 11 to 17, wherein:

the testing interval recurs at a predetermined periodic interval.

19. The method of any one of claims 11 to 18 further comprising:
determining whether to perform a reverification test based on the estimated orifice

size.
20. The method of any one of claims 11 to 19 further comprising:
determining a notification type based on the estimated orifice size; and

sending a message based on the notification type.

#2017378
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