
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization

International Bureau
(10) International Publication Number

(43) International Publication Date WO 2013/123204 Al
22 August 2013 (22.08.2013) P O P C T

(51) International Patent Classification: BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
H01L 25/065 (2006.01) H01L 25/16 (2006.01) DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
(21) International Application Number: KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,

PCT/US20 13/026 159 ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,

(22) International Filing Date: NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU,

14 February 2013 (14.02.2013) RW, SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ,
TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA,

(25) Filing Language: English ZM, ZW.

(26) Publication Language: English (84) Designated States (unless otherwise indicated, for every

(30) Priority Data: kind of regional protection available): ARIPO (BW, GH,

13/396,265 14 February 2012 (14.02.2012) US GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,

(71) Applicant: TEXAS INSTRUMENTS INCORPOR¬ TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
ATED [US/US]; P.O. Box 655474, Mail Station 3999, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
Dallas, TX 75265-5474 (US). MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,

TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
(71) Applicant (for JP only): TEXAS INSTRUMENTS JA¬

ML, MR, NE, SN, TD, TG).
PAN LIMITED [JP/JP]; 24-1, Nishi-shinjuku 6-chome,
Shinjuku-ku Tokyo, 160-8366 (JP). Declarations under Rule 4.17 :

(72) Inventor: MCCARTHY, Robert, Fabian; 8610 South — as to applicant's entitlement to apply for and be granted a
western Blvd. Apt. 1407, Dallas, TX 75206 (US). patent (Rule 4.1 7(H))

(74) Agents: FRANZ, Warren, L. et al.; Texas Instruments In — as to the applicant's entitlement to claim the priority of the

corporated, Deputy General Patent Counsel, P.O. Box earlier application (Rule 4.1 7(in))

655474, Mail Station 3999, Dallas, TX 75265-5474 (US). Published:
(81) Designated States (unless otherwise indicated, for every — with international search report (Art. 21(3))

kind of national protection available): AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,

(54) Title: INTEGRATED CIRCUIT PACKAGE

o

FIG. 1

(57) Abstract: An integrated circuit package (10) that includes a first die (20) with a memory (22) positioned physically at a prede

o termined memory location in the first die; a second die (40) positioned in covering relationship with at least the predetermined
memory location in the first die; penetration detection circuitry positioned at least partially in said second die (40), that generates a
penetration detection signal in response to physical penetration of the second die (40); and memory circuitry operatively associated
with the memory in the first die and the penetration detection circuitry, which is adapted to perform an operation on the memory,
such as data erasure, in response to the penetration detection signal.



INTEGRATED CIRCUIT PACKAGE

BACKGROUND

[0001] The term "payment card" refers to a card that may be presented by a cardholder to

make a payment. There are different types of payment cards used for various transactions.

Credit cards, debit cards, charge cards, stored-value cards, fleet cards, and gift cards are all

payment cards. Virtually all payment cards include an integrated circuit package that has a

memory provided on a semiconductor die. In many types of payment cards, confidential

information such as security codes, financial information, or other data of a proprietary nature is

stored in the memory.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Fig. 1 is a truncated cross sectional view of an integrated circuit package.

[0003] Fig. 2 is a top plan view of a substrate and first die of the integrated circuit

package of Fig. 1.

[0004] Fig. 3 is a top plan view of a second die of the integrated circuit package of Fig. 1.

[0005] Fig. 4 is a cross sectional view of a portion of a payment card incorporating the

integrated circuit package of Fig. 1.

[0006] Fig. 5 is a perspective view of the payment card of Fig. 4 .

[0007] Fig. 6 is a circuit diagram of the penetration detection circuitry of the integrated

circuit package of Fig. 1.

[0008] Fig. is a block diagram illustrating the operation of circuitry of the integrated

circuit package of Fig. 1.

[0009] Fig. 8 is a flow chart of a method of preventing unauthorized access to data in a

memory of a first semiconductor die that is covered by a second semiconductor die.



[0010] Fig. 9 is a flow chart illustrating a method of making a tamper resistant integrated

circuit package.

DETAILED DESCRIPTION OF EXAMPLE EMBODIMENTS

[001 1] The use of payment cards has become ubiquitous in modern society. Not

surprisingly, payment card fraud has become a huge problem, costing card owners and the

institutions that issue such cards millions of dollars daily. One manner in which such fraud is

practiced is through the perpetrator's obtaining unauthorized access to proprietary data in the

card memory. One techniques used to obtain such access involves insertion of a physical probe,

a needle like object, through the surface of the card and into the card memory or a memory

access point. Sophisticated electronics are then used to read or copy the information in the

memory. Applicant has developed an integrated circuit package that may be used in a payment

card to prevent such unauthorized access to stored information.

[0012] Figs. 1-7, in general, disclose an integrated circuit package 10 including a first

semiconductor die 20 (sometimes referred to herein as "first die 20") and a second

semiconductor die 40 (sometimes referred to herein as "second die 40"). The first die 20 has a

memory 22, Fig. 2, positioned physically at a predetermined memory location 24 in the first die

20. The second die 40 is positioned in covering relationship with at least the predetermined

memory location 24 in the first die 20. The second die 40 may be electrically connected to the

first die 20. Penetration detection circuitry 100, etc., Figs. 3 and 6, is positioned at least partially

in the second die 40. The penetration detection circuitry generates a penetration detection signal

108 in response to physical penetration of the second die 40. Memory erasure circuitry 110 is

operatively associated with the memory 22 in the first die 20 and the penetration detection

circuitry 100, etc. and is adapted to erase or otherwise prevent accurate copying of the memory

22 in response to the penetration detection signal 108. A method of making such an integrated

circuit package, Fig. 8, and a method of using an integrated circuit package 10 to protect data,

Fig. 9, are also described. Having thus described an integrated circuit package and methods of

making and using an integrated circuit package generally, various details thereof will now be

described in further detail.



[0013] Fig. 1 is a partial cross sectional view of an integrated circuit package 10. Fig. 2

is a top plan view of the integrated circuit package 10 with an upper portion thereof removed.

The integrated circuit package 10 includes a first semiconductor die 20 having a generally flat

top surface 2 1 and an opposite, generally flat bottom surface 23. A plurality of contact pads 26

are formed on the top surface 2 1. The contact pads may be electrically connected to other

components by bond wires 27, 28. The formation of contact pads on a die and the connection of

contact pads to other devices with bond wires is well known in the art and will thus not be

further described herein. As best illustrated in Fig. 1, the first semiconductor die 20 is attached

by a connecting structure 30 to a second semiconductor die 40 ("die 40"). The connecting

structure 30 may be conventional die connecting structure comprising a first layer 32 of die

attach paste, a second layer 33 that may be a silicon spacer or the like, and a third layer 34 of die

attach paste. Such die connecting structure is well known in the art. The first die 20 comprises a

memory 22, which is physically located in the first die 20 at a predetermined memory location

24, Fig. 2 . In some embodiments, the memory 22 stores proprietary information such as

financial data and security codes.

[0014] The second die 40 is positioned in overlying relationship with the first die 20 and

covers at least memory location 24 and any contact pads 26 or electrical connectors such as bond

wires 27, 28 which might allow access to the memory 22. The footprint of the second die 40

with respect to the first die 20, in one embodiment of the integrated circuit package 10, is

illustrated in Fig. 2 . Such a stacked die arrangement wherein the top die is larger than the bottom

die is known as a "reverse pyramid stack." The second die 40 has a generally flat top surface 4 1

and an opposite, generally flat bottom surface 43, Fig.l. As illustrated by Fig. 3, the top surface

41, in one embodiment, comprises a first trace 46 and a second trace 48 positioned in generally

parallel relationship in a serpentine pattern which may substantially cover the entire top surface

4 1 of the second die 40. The traces 46, 48 may be connected at opposite ends thereof to contact

pads 50, 51, 52, 53. The contact pads 50 through 53 may connect the traces 46, 48 to other

circuitry within the second die 40 or may connect the traces to other circuitry in the first die 20

or an associated printed circuit board 80, Fig. 4 . Operation of this other circuitry will be

described in further detail below. The purpose of the first and second traces 46, 48 is to provide



a "screen" which will sense any attempted penetration of the second die 40 as will also be

discusses in further detail below.

[0015] The first die 20 may be mounted on a substrate 60 having a generally flat top

surface 6 1 and a generally flat bottom surface 63. As illustrated by Figs. 1 and 2, the substrate

60 may be an electrical connection substrate, which in the illustrated embodiment comprises a

conventional ball grid array substrate. The substrate 60 may comprise a plurality of contact pads

64, 66, etc., Fig. 2, provided on top surface 61. The contact pads 64, 66, etc., may be connected

by internal electrical routing 68, Fig. 1, to a ball grid array 72 comprising a plurality of solder

balls 74, 76, etc. The construction of ball grid array substrates is well known in the art and will

thus not be further described herein. The solder balls 74, 76 may be connected by reflow

soldering to contacts on a PC board 80, Fig. 4 . Various other types of electrical connection

substrates, for example those having pin type connectors, may also be used.

[0016] The first and second dies 20, 40, the connecting substrate 60 and the PC board 80 may be

suitably encased in mold compound 88, Figs. 4 and 5, which is typically plastic (epoxy), to

provide a tamper resistant payment card 90. The payment card 90 may be provided with

appropriate surface contacts (not shown) or other electrical communication structure which

enable it to be placed in communication with other devices, depending upon the type of payment

card. For example, payment card 90 may be an ATM card, credit card, gift card, or other type of

payment card, each of which is associated with a particular type of reader or other interaction

device. The integrated circuit package 10 including the first die 20, second die 40 and substrate

60 may be initially encased in transfer mold, and then mounted on a PC board 80. This assembly

may be further encased in other materials depending upon the type and use of the particular

payment card 90. In another embodiment the first die 20, second die 40, substrate 60 and PC

board 80 may are all first connected together and are then encased in mold compound or the like

in a single encapsulation operation.

[0017] As shown schematically in Fig. 6, penetration detection circuitry 100 may include

a voltage source 101 connected to traces 46, 48. These traces have a normal combined resistance

"R." The penetration detection circuitry 100 may further include a resistance sensor 102 that

generates a signal 104 indicative of the resistance in the circuit 100. As will be understood by



those skilled in the art, the resistance detector 102 may comprise a volt meter or amp meter.

Referring to Fig. 3, the spacing of the traces 46, 48 in the serpentine network is sufficiently close

such that any typical conductive probe which penetrates the top surface 4 1 of the first die 40 will

either break or short the circuit. A circuit break (open circuit) caused by a probe is illustrated at

122 and a circuit short caused by a probe is illustrated at 124. A break will cause a substantial

increase in the resistance of the circuit and a short in the circuit will cause a substantial decrease

in the resistance of the circuit. In one embodiment the space between traces 46, 48 may be less

than about 10 microns, to ensure that penetration by any probe having a minimum cross sectional

dimension greater than 10 microns will be detected. Any desired spacing between traces 46, 48

may be provided. Also, rather than two traces 46, 48 only one trace or more than two traces may

be used with suitable modifications to circuit 100.

[0018] The resistance signal 104 may be used to detect a penetration of the first die 40 by

a probe by comparing the present resistance of the circuit 100 to the known resistance R of the

circuit when it is in an undamaged state. To implement such a comparison, the resistance signal

104 may be transmitted to a comparator 106, Fig. 7, which compares the resistance value of

signal 104 to the known resistance R of the circuit 100 in an undamaged state. If the resistance

indicated by signal 104 is more than the known prior resistance R by more than a predetermined

amount, then a penetration detection signal 108 is generated by the comparator circuit 106.

Similarly, if the present resistance indicated by circuit 104 is less than the known resistance R by

a predetermined amount, a penetration detection signal 108 is also generated. The penetration

detection signal 108 triggers erasure circuitry 110 to erase the memory 22. An integrated circuit

memory may be erased by any of the various techniques known in the art or other techniques

now known or later developed. Rather than erasing the data in memory 22, some other operation

may be performed on the memory 22 to prevent data therein from being accurately read. The

circuitry for performing the operations indicated in the block diagram of Fig. 7 may be provided

either in the first die 20 or in the second die 40 or partially in both dies 20, 40, or some

combination of dies 20, 40 and PC board 80, Fig 4 . For example, in an embodiment in which

erasure circuitry 110 is provided in the first die 20 and the circuitry 100, 106 is provided in

second die 40, the signal 108 may be transmitted through a bond wire 44 connected to a contact



pad 45 on the second die 40, Fig. 1, which is in turn connected to a contact pad 64 on substrate

60. Contact pad 64 on substrate 60 may in turn have a bond wire 27 connecting it to a contact

pad 26 on the first die 20.

[0019] Fig. 8 illustrates a method of preventing unauthorized access to data in a memory

22 of a first semiconductor die 20 that is covered by a second semiconductor die 40. The method

includes, as indicated at 141, sensing physical penetration of the second die 40. The method also

includes, as shown at 142, performing an operation on the memory 22 in response to the sensing

of physical penetration of the second die 40.

[0020] Fig. 9 illustrates a method of making a tamper resistant integrated circuit package

10. The method includes, as shown at 151, mounting a second die 40 in covering relationship

with a first die 20 having a memory 22. The method further includes, as shown at 152, providing

penetration detection circuitry 100, 106, 110, located at least partially on the second die 40,

which senses penetration of the second die 40 by a probe and generates a penetration detection

signal 108 in response thereto. The method also includes, as shown at 153, providing circuitry

that is responsive to the penetration detection signal 108 to perform an operation on the memory

22 that prevents unauthorized access of data in the memory.

[0021] Those skilled in the art will appreciate that modifications may be made to the

described embodiments, and also that many other embodiments are possible, within the scope of

the claimed invention.



CLAIMS

What is claimed is:

1. An integrated circuit package comprising:

a first die having a memory positioned physically at a predetermined memory location in

said first die;

a second die positioned in covering relationship with at least said predetermined memory

location in said first die and electrically connected to said first die;

penetration detection circuitry, positioned at least partially in said second die, that

generates a penetration detection signal in response to physical penetration of said second die;

and

memory circuitry operatively associated with said memory in said first die and said

penetration detection circuitry and adapted to perform an operation on said memory in response

to said penetration detection signal.

2 . The integrated circuit package of claim 1 comprising an interface substrate adapted to

electrically connect at least said first die to a printed circuit board, wherein at least said first die

is mounted on and electrically connected to said interface substrate.

3 . The integrated circuit package of claim 1, wherein said penetration detection circuitry

comprises at least one electrical trace arranged in said second die in a screening pattern above at

least said predetermined memory location on said first die.

4 . The integrated circuit package of claim 3, wherein said penetration detection circuitry is

arranged in a serpentine pattern.

5 . The integrated circuit package of claim 3, wherein said penetration detection circuitry

detects changes in resistance in said at least one electrical trace.



6 . The integrated circuit package of claim 1, wherein said memory circuitry comprises

memory erasure circuitry that erases said memory in response to said detection signal.

7 . The integrated circuit package of claim 2, wherein said first die comprises a plurality of

electrical connection(s) connecting said first die to said interface substrate and wherein said

penetration detection circuitry comprises a plurality of electrical traces arranged in said second

die in a screening pattern above at least said predetermined memory location on said first die and

all of said plurality of electrical connection on said first die.

8. A method of preventing unauthorized access to data in a memory of a first

semiconductor die that is covered by a second semiconductor die, comprising:

sensing physical penetration of the second die; and

performing an operation on the memory in response to said sensing.

9 . The method of claim 8, wherein said performing an operation on the memory comprises

erasing the data in the memory.

10. The method of claim 8, wherein said sensing comprises detecting a change in the

resistance of a conductor pattern provided in said second die.

11. The method of claim 8, further comprising mounting the first die in covering relationship

with a substrate.

12. The method of claim 11, wherein said mounting the first die in covering relationship with

a substrate comprises mounting the first die in covering relationship with an electrical connection

substrate.



13. The method of claim 12, wherein said mounting the first die in covering relationship with

an electrical connection substrate comprises mounting the first die in covering relationship with

an electrical connection substrate comprising a ball grid array.

14. A payment card comprising:

a first die having a memory positioned physically at a predetermined memory location in

said first die that is readable by an authorized payment card reading device; and

a memory protection assembly that erases said memory in response to an unauthorized

attempt to access said memory.

15. The payment card of claim 14, wherein said memory protection assembly comprises:

a second die positioned in covering relationship with at least said predetermined memory

location in said first die and electrically connected to said first die;

penetration detection circuitry, positioned at least partially in said second die, that

generates a penetration detection signal in response to physical penetration of said second die;

and

memory circuitry operatively associated with said memory in said first die and said

penetration detection circuitry and adapted to erase said memory in response to said penetration

detection signal.

16. The payment card of claim 15 comprising an electrical connection substrate, wherein said

first die is mounted on said electrical connection substrate.

17. The payment card of claim 15, wherein said first die is electrically connected to said

electrical connection substrate.

18. The payment card of claim 16 comprising a printed circuit board, wherein said electrical

connection substrate is electrically and physically connected to said printed circuit board.



19. The payment card of claim 1 comprising encapsulant wherein said first and second dies,

said electrical connection substrate and said printed circuit board are encased in said encapsulant.

20. The payment card of claim 17, wherein said second die is electrically connected to said

electrical connection substrate.
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