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RANDOM NUMBER GENERATOR

TECHNICAL FIELD

[0001]  The present description relates generally to a system and method,
generally referred to as a system, for generating random numbers, and more
particularly, but not exclusively, to deriving random numbers from multiple real

events, such as gate delays, response times, or relative phases.

BACKGROUND

[0002] Random number generation is utilized in a variety of technologies, such
as cryptographic systems, electronic gaming devices, smart card authentication
devices, and audio/video scrambling devices. In cryptographic systems,
symmetric ciphers, such as the data encryption standard (DES), require a
randomly selected encryption key. Public-key algorithms like Rivest Shamir
Adelman (RSA), Diffie-Hellman, and Digital Signature Algorithm (DSA) require
randomly generated key pairs. Furthermore, the secure sockets layer (SSL) and
other cryptographic protocols use random challenges in the authentication process
to foil attacks.

[0003]  Due to the widespread use of random numbers, a random number
generator must be robust enough such that even if the design of the random
number generator is known, the random numbers generated by the random number
generator cannot be predicted. Typically, a random number generator comprises
an entropy generator to generate a seed that is then input into a mixing function
(e.g., SHA-1, MDS5 etc.). However, a large number of random number generators,
utilize a deterministic process, i.e., a process whose outcome is predictable, to
generate an output from an initial seed. This may be true in the case of most
software embodiments of random number generators. Such random number
generators, (also called pseudo-random number generators) may be easily
compromised, particularly if the seed of the pseudo-random number generator is
known or can be predicted.

[0004] A true random number generator uses a non-deterministic source, such
as, thermal or shot noise associated with a resistor, atmospheric noise, nuclear

decay, or some such unpredictable natural process, to generate random numbers.
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Some random number generators use a natural process, i.e. the thermal or shot
noise present when electrons flow through a resistor, radioactive decay, etc.
However, the random number generators of these circuits use analog circuitry that
may include at least an operation amplifier and a voltage control oscillator. The
use of analog circuits in the design of a random number generator makes
production of the random number generator difficult. For example, due to the
high voltage gain needed to amplify the thermal or shot noise, the output of the
operation amplifier could become permanently saturated rendering the random
number generator inoperable. In addition, these random number generators may
be expensive and may not be portable.

[0005]  Other random number generators may use a low frequency clocked
circuit to sample the output of a linear feedback shift register (LFSR), wherein the
LFSR is driven by a higher frequency free running oscillator with a random
variation in the frequency to generate random numbers. However, the linear
feedback shift register output sequence is inherently periodic, which makes the
output of the shift register not truly random, but only pseudo-random. The
duration of the period of the LFSR may be increased by using a sufficiently large
number of stages in the LFSR. For example, a sixty-four bit linear LFSR running
at a clock frequency of one megahertz would not repeat itself for 585,000 years.
However, because the LFSR is deterministic, future and past states can be

predicted when the present state of an LFSR is known.

SUMMARY

[0006] A system is described for generating random numbers. The system
may include a plurality of information sources and one or more sampling devices
coupled to each of the information sources. Each information source may have a
characteristic which may differ from the characteristic of any other information
source. The sampling devices may sample the information sources at some
sampling interval. A sample value may be captured from each of the information
sources by the sampling devices coupled thereto at the sampling interval. An
output representative of a substantially random number may be derived from the

sample values captured at the sampling interval.
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[0007]  Other systems, methods, features and advantages will be, or will

become, apparent to one with skill in the art upon examination of the following
figures and detailed description. It is intended that all such additional systems,
methods, features and advantages be included within this description, be within
the scope of the embodiments, and be protected by the following claims and be
defined by the following claims. Further aspects and advantages are discussed

below in conjunction with the description.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008]  The system and/or method may be better understood with reference to
the following drawings and description. Non-limiting and non-exhaustive
descriptions are described with reference to the following draWings. The
components in the figures are not necessarily to scale, emphasis instead being
placed upon illustrating principles. In the figures, like referenced numerals may
refer to like parts throughout the different figures unless otherwise specified.
[0009] Fig. 1 is a block diagram of a random number generator.

[0010]  Fig. 2 is a block diagram of a bit source which can be used in the
random number generator of Fig. 1 or other systems for generating random
numbers.

[0011]  Fig. 3 is a block diagram of a proof-of-operation system which can be
used to verify the functionality of the random number generator of Fig. 1, or other
systems for generating random numbers.

[0012]  Fig. 4 is a block diagram illustrating the operation of the random
number generator of Fig. 1 with multiple sampling signal generators, or other
systems for generating random numbers.

[0013]  Fig. 5 is a block diagram illustrating the random number generator of
Fig. 1 with one sampling oscillator, or other systems for generating random
numbers.

[0014]  Fig. 6 is a block diagram illustrating the operation of the bit source of
Fig. 2, or other systems for generating random numbers.

[0015]  Fig. 7 is a block diagram illustrating an implementation of the random

number generator of Fig. 1.
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[0016]  Fig. 8 is a block diagram illustrating an implementation of the bit
source of Fig. 2.

[0017]  Fig. 9 is a timing chart illustrating an exemplary operation of the bit
source implementation of Fig. 8.

[0018]  Fig. 10 is a table of test result values which demonstrate the substantial

randomness of the random number generator of Fig. 1.

DETAILED DESCRIPTION

[0019]  In the disclosed embodiments, a random number generator is presented
for deriving substantially random numbers from multiple real events, such as the
gate delay of elements in an oscillator, a flip-flop response time, the relative phase
of clocks, or generally any real event which can be measured. The real events may
be measured at a sampling interval. Since the real events may be quantized, they
may not be represented exactly. In one aspect, the invention may amplify the error
in measurement of each real event. Since the error vector is random, a source of
entropy is captured at each sampling interval, from which a random number may
be derived.

[0020] In one embodiment, the random number generator may include two or
more non-deterministic information sources, and one or more sampling devices,
which are coupled to the information sources. The information sources may
operate independently of one another. Each information source may have a
unique characteristic which may affect the information gathered or provided by
each information source, such that no two information sources gather or provide
substantially similar information. For example, the characteristic may be the
frequency at which an information source gathers or provides information, the
phase at which the information source gathers or provides information, the time at
which the information source gathers or provides information, the location at
which the information source gathers or provides information, the method used by
the information source to gather or provide information, or an aspect of the same
measurement used by the information sources to gather or provide information.
The one or more sampling devices may sample the information sources at some

sampling intervals. The information sources may output a value to the sampling
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devices from which a sample value may be captured at the sampling interval. An
output representative of a substantially random number may be determined based
upon the sample values captured at each of the sampling intervals.

[0021]  In another embodiment, the random number generator may generate
substantially random numbers using inexpensive portable electronic components.
The random number generator may capture a source of entropy at each sampling
interval by utilizing one or more aspects of the components which may affect real
events occurring within the components, such as manufacturing variability, change
in the electronic components due to age and environmental factors, the sensitivity
to the voltage level of the electronic components and noise which can affect circuit
response. The inability to control all of these factors precisely may prevent a third
party from controlling the random number generation. The random number
generator may amplify each of these properties such that they are the dominant
factors in deriving the substantially random numbers, thereby overcoming any
possible bias that the remainder of the circuit may have in the derivation of
substantially random numbers.

[0022]  Other systems, methods, features and advantages may be, or may
become, apparent to one with skill in the art upon examination of the following
figures and detailed description. It is intended that all such additional systems,
methods, features and advantages be included within this description, be within
the scope of the embodiments, and be protected by the following claims and be
defined by the following claims. Further aspects and advantages are discussed
below in conjunction with the description.

[0023]  Turning now to the drawings, Fig. 1 provides a block diagram of a
random number generator according to one embodiment. Not all of the depicted
components may be required, however, and some implementations may include
additional components. Variations in the arrangement and type of the components
may be made without departing from the spirit or scope of the claims as set forth
herein. Additional, different or fewer components may be provided.

[0024]  The random number generator 100 may include an exclusive-or (XOR)
gate 105, bit sources 200A-B, D-type flip-flops 130A-B, a sampling oscillator
125, and a sampling circuit 140. The bit sources 200A-B may be non-
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deterministic and may be asynchronous with and independent of one another and
from any other bit source in the system. In one example, the bit sources 200A-B
may include a flip-flop which is driven by an oscillator to gather and/or provide
information, and may also include a pseudo-random source which may create a
perturbation in the operation of the flip-flop and, therefore, the information
gathered and/or provided. An exemplary bit source is described in more detail in
Fig. 2 below.

[0025]  The sampling oscillator 125 may be an electronic circuit which
produces a periodic, or aperiodic, electronic signal. Exemplary oscillators may
include harmonic oscillators, relaxation oscillators, or generally any electronic or
mechanical device capable of producing a periodic or aperiodic signal. For
example, a harmonic oscillator may be one or more of a crystal oscillator, an RC
oscillator, or generally any harmonic oscillator, while a relaxation oscillator may
be one or more of a ring oscillator, a delay line oscillator, a multivbirator, or
generally any relaxation oscillator. The D-type flip-flops 130A-B may be
electronic circuits having two stable states and thereby capable of serving as one
bit of memory. Alternatively, or in addition, the D-type flip-flops 130A-B may be
other types of flip-flops such as SR-type flip-flops, T-type flip-flops, JK-type flip-
flops, or generally any electronic circuit having two stable states.

[0026]  The bit source A 200A may be coupled to the D-type flip-flop A 1304,
and the bit source B 200B may be coupled to the D-type flip-flop B 130B. The D-
type flip-flops 130A-B may be coupled to the XOR gate 105, which is coupled to
the sampling circuit 140. The sampling oscillator 125 is coupled to, and provides
a periodic, or aperiodic, clock signal to the D-type flip-flops 130A-B and the
sampling circuit 140. An exemplary implementation of the random number
generator 100 is described in Fig. 7 below.

[0027]  The bit source A 200A and the bit source B 200B may have one or
more unique characteristics which may cause the bit sources 200A-B to operate
asynchronous with, and independent of, each other. The characteristics may also
cause the bit sources 200A-B to produce a non-deterministic output. For example,
the bit sources 200A-B may operate at unique frequencies, phases, times, or

locations. The bit sources 200A-B may operate at a frequency and phase different
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from the phase and frequency of the sampling oscillator 125. The sampling
oscillator 125 may be a lower frequency oscillator which operates at
approximately one-fourth the frequency of the bit sources 200A-B. Alternatively,
the sampling oscillator 125 may be a higher-frequency oscillator which is not
phase or frequency locked with the bit sources 200A-B, but in which the clock
cycle is divided by at least four. Each clock cycle of the sampling oscillator 125
may be referred to as the sampling interval.

[0028]  In operation, the bit sources 200A-B may provide inputs to the D-type
flip-flops 130A-B. The output (Q) of the D-type flip-flops 130A-B may flip from
0 to 1 at each clock cycle if the input (D) received from the bit sources 200A-B is
1. Alternatively, the output of the D-type flip-flops 130A-B may not change if the
input received from the bit sources 200A-B is a 0. The D-type flip-flops 130A-B
may provide output values, or sample values, to the XOR gate 105 at each clock
cycle of the sampling oscillator 125. The XOR gate 105 may perform an
exclusive-or operation on the sample values, i.e. if both of the sample values are
zeros or ones, the XOR gate 105 outputs a zero, otherwise the XOR gate 105
outputs a one. The output of the XOR gate is provided to the sampling circuit 140.
The sampling circuit 140 may provide the output of the XOR gate 105 at each
clock cycle of the sampling oscillator 125. Since the bit sources 200A-B and the
sampling oscillator 125 operate on independent and asynchronous clock signals,
the bit sources 200A-B may output multiple values to the D-type flip-flops 130A-
B for each value sampled from the D-type flip-flops 130A-B by the sampling
circuit 140.

[0029] Fig. 2 is a block diagram of a bit source 200A which can be used in the
random number generator of Fig. 1 or other systems for generating random
numbers. Not all of the depicted components may be required, however, and some
implementations may include additional components not shown in the figure.
Variations in the arrangement and type of the components may be made without
departing from the spirit or scope of the claims as set forth herein. Additional,
different or fewer components may be provided.

[0030]  The bit source 200A may represent the bit source A 200A in the

random number generator 100 of Fig. 1 above and/or may represent the bit source
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B 200B in the random number generator 100 of Fig. 1 above. The bit source 200A
may include a pseudo-random source A 210A, a pseudo-random source A
oscillator 220A, a bit source A oscillator 225A, and a bit source A T-type flip-flop
230A. The pseudo-random source A oscillator 220A may be a periodic, or
aperiodic, and may be coupled to, and provide a clock signal to, the pseudo-
random source A 210A. The bit source A oscillator 225A may be periodic, or
aperiodic, and may be coupled to, and provide a clock signal to the bit source a T-
type flip-flop 230A. The oscillators 220A, 225A may be electronic circuits which
produce a periodic, or aperiodic, electronic signal. Some exemplary oscillators
may include harmonic oscillators, relaxation oscillators, or generally any
electronic circuit capable of producing a signal. The bit source A T-type flip-flop
230A may be a toggle flip-flop. A toggle flip-flop may toggle the output (Q) from
0to 1 or 1 to 0 with each clock cycle if the enable (ENA) input is asserted. The
toggle flip-flop may hold the output (Q) at each clock cycle if the enable input is
not asserted. The T input of the bit source A T-type flip-flop 230A may be held
high.

[0031] In one example, the pseudo-random source A 210A may include one or
more linear feedback shift registers (LFSR), such as Fibonacci LFSRs, Galois
LFSRs, non-binary Galois LFSR, or generally any shift register. An LFSR may be
a shift register whose input bit is a linear function of its previous state, referred to
as a linear feedback function or a feedback function. In other words, an LFSR is a
shift register whose input bit is driven by the exclusive-or (XOR) of at least a
portion of the bits of the overall shift register value, referred to as the taps. The
arrangement of taps for feedback in an LFSR can be expressed in finite field
arithmetic as a polynomial mod 2. This means that the coefficients of the
polynomial must be 1's or 0's. This is called the feedback polynomial,
characteristic polynomial, or feedback function of the LFSR. For example, if the
taps are at the 16th, 14th, 13th and 11th bits, the feedback function is x16 +x14 +
x13 +x11 + 1. The initial value of the LFSR may be referred to as the seed value.
The linear feedback function of each LFSR should be chosen such that the LFSRs
produce a sequence of bits which are substantially random and which have a very

long period. For example, the period of the LFSRs may be at least 248. In the
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example where the bit sources 200A-B include one or more LFSRs, the feedback
functions of the LFSRs may be the same or may be different.

[0032]  The pseudo-random source A oscillator 220A and the bit source A
oscillator 225A may be independent of each other in both frequency and phase,
and therefore may be asynchronous. The pseudo-random source A oscillator
220A may operate faster than the bit source A oscillator 225A, or vice-versa. The
inherent instability of the oscillators 220A, 225A may prevent the oscillators
220A, 225A from operating synchronously. For example, several factors may
influence the oscillators 220A, 225A, such as external radio frequency energy,
power supply noise and variations, thermal effects, age, etc. Alternatively or in
addition, additional independent pseudo-random sources may be added to the bit
source A 200A to compensate for any invariability of the effects of the factors on
the oscillators 220A, 225A. Alternatively, or in addition, the pseudo-random
source A 210A may modulate the bit source A oscillator 225A. In this example,
with one hundred percent modulation, the bit source 200A may start and stop.
However, with less than one hundred percent modulation, the bit source 200A may
vary in frequency and/or phase.

[0033]  In operation, the pseudo-random source A 210A may be configured to
provide an output to the enable (ENA) of the bit source A T-type flip-flop 230A at
each clock cycle of the pseudo-random source A oscillator 2204, while the bit
source A T-type flip-flop 230A may be configured to output a value at each clock
cycle of the bit source A oscillator 225A. If the output of the pseudo-random
source A 210A is a 1, the bit source A T-type flip-flop 230A flips the output (Q)
from 0 to 1 or 1 to 0 at each clock cycle of the bit source A oscillator 225A. If the
output of the pseudo-random source A 210A is a 0, the bit source A T-type flip-
flop 230A holds the output (Q) at the last outputted state. Thus, the pseudo-
random source A 210A may perturb the operation of the bit source A T-type flip-
flop A 230A by determining when the bit source A T-type flip-flop 230 should or
should not toggle states. A waveform diagram illustrating the outputs of the
oscillators 220A, 225A, the pseudo-random source A 210A, and the pseudo-
random source A T-type flip-flop A 230A is discussed in Fig. 9 below.
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[0034] . Fig. 3 is a block diagram of a proof-of-operation system 300 which can
be used to verify the functionality of the random number generator of Fig. 1, or
other systems for generating random numbers. Not all of the depicted components
may be required, however, and some implementations may include additional
components not shown in the figure. Variations in the arrangement and type of
the components may be made without departing from the spirit or scope of the
claims as set forth herein. Additional, different or fewer components may be
provided.

[0035]  The system 300 may include the components of Fig. 1, such as the bit
sources 200A-B, the D-type flip-flops 130A-B, the sampling oscillator 125, and
the sampling circuit 140. The system 300 may also include the T-type flip-flop
310, the multiplexer 320, and the proof-of-operation circuit 330. The bit sources
200A-B may be individually coupled to the D-type flip-flops 130A-B. The D-type
flip-flops 130A-B may each provide an input to the multiplexer 320. The
multiplexer 320 may be a 2:1 multiplexer, receiving one input from the D-type
flip-flop A 130A, and one input from the D-type flip-flop B 130B. The
multiplexer 320 is driven at half of the clock rate due to the T-type flip-flop 310.
[0036] In operation, the multiplexer 320 provides an output to the proof-of-
operation circuit 330 based on the input (Sel) received from the T-type flip-flop
310. The proof-of-operation circuit 330 outputs one bit at a time from each of the
D-type flip-flops 130A-B. Since the multiplexer 320 is driven at half of the clock
rate of the sampling oscillator 125, the proof-of-operation circuit 330 may not
output the entire stream from either of the D-type flip-flops 130A-B. Thus, a third
party observer may be unable to determine the combined value of the outputs of
the D-type flip-flops 130A-B. However, if every other bit output by the proof-of-
operation circuit 330 is either a 0, or a 1, a third party observer may be able to
determine that at least one of the bit sources 200A-B is outputting the same value,
and therefore the system may no longer be providing a substantially random
number.

[0037] Fig. 4 is a block diagram 400 illustrating the operation of the random
number generator of Fig. 1 with multiple sampling signal generators, or other

systems for generating random numbers. Not all of the depicted components may
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be required, however, and some implementations may include additional
components not shown in the figure. Variations in the arrangement and type of
the components may be made without departing from the spirit or scope of the
claims as set forth herein. Additional, different or fewer componenfs may be
provided.

[0038]  The block diagram 400 may include information sources 410A-B,
sampling signal generators 420A-B, sampling devices 430A-B, and an output
derivation 440. The information sources 410A-B may each have a unique
characteristic which may affect the information gathered or provided by each
information source 410A-B, such that the information sources 410A-B do not
gather or provide information in a substantially similar way. The unique
characteristics may also ensure that the information sources 410A-B operate
asynchronous with, and independent of, one another. For example, the
characteristic may be the frequency at which an information source gathers or
provides information, the phase at which the information source gathers or
provides information, the time at which the information source gathers or provides
information, the location at which the location source gathers or provides
information, the method used by the information source to gather or provide
information, or an aspect of the same measurement used by the information
sources to gather or provide information. The sampling signal generators 420A-B
may be periodic or aperiodic, and may operate at different frequencies and/or
phases from one another.

[0039]  The information sources 410A-B may provide values to the sampling
devices 430A-B at periodic or aperiodic intervals. The sampling devices 430A-B
may output sample values taken from the information sources 410A-B at intervals
determined by the sampling signal generators 420A-B. The output derivation 440
may derive a substantially random number from the sample values received from
the sampling devices 430A-B. For example, the output derivation 440 may
perform an exclusive-or operation on the sample values. Generally the output
derivation may perform any operation on the sample values to derive a

substantially random number. Since the output derivation is derived from two
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distinct sources of entropy, the derived output may be a substantially random
number, or true random number.

[0040]  Fig. 5is a block diagram 500 illustrating the random number generator
of Fig. 1 with one sampling oscillator, or other systems for generating random
numbers. Not all of the depicted components may be required, however, and some
implementations may include additional components not shown in the figure.
Variations in the arrangement and type of the components may be made without
departing from the spirit or scope of the claims as set forth herein. Additional,
different or fewer components may be provided.

[0041]  The block diagram 500 may include information sources 510A-B, data
registers 530A-B, sampling oscillator 525, and output derivation 540. The
information sources 510A-B may each have one or more unique characteristics as
previously discussed. The information sources 510A-B may be non-deterministic
and may operate asynchronous with, and independent of, each other. The
information sources 510A-B may also operate at different frequencies and/or
phases than the sampling oscillator 525. The sampling oscillator 525 may be
periodic or aperiodic. In operation, the information sources 510A-B may provide
results to the data registers 530A-B. The results may be provided at unique
frequencies and/or phases. The data registers 530A-B may provide sample values,
based on the results, to the output derivation 540 at an interval determined by the
sampling oscillator 525. The output derivation may perform an operation on the
samples provided by the data registers 530A-B to derive a substantially random
number at intervals determined by the sampling oscillator 525.

[0042]  Fig. 6 is a block diagram 600 illustrating the operation of the bit source
of Fig. 2, or other systems for generating random numbers. Not all of the depicted
components may be required, however, and some implementations may include
additional components not shown in the figure. Variations in the arrangement and
type of the components may be made without departing from the spirit or scope of
the claims as set forth herein. Additional, different or fewer components may be
provided.

[0043]  The block diagram 600 may include oscillator 1 620, oscillator 2 625 ,
random generator 610, and toggle flip-flop 630. The oscillator 1 620 and the
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oscillator 2 625 may operate at unique frequencies and/or phases and may be
periodic or aperiodic. The oscillator 1 620 may provide a signal to the random
generator 610 to generate a next value. Upon receiving the signal from the
oscillator 1 620, the random generator 610 may output a change state signal to the
toggle flip-flop 630. The toggle flip-flop 630 may then change states upon
receiving the signal from the random generator 610. The toggle flip-flop 630 may
output its state upon receiving a generate next value signal from the oscillator 2
625. Thus, the toggle flip-flop 630 may be continuously changing its state but
may only output its state upon receiving the generate next value from the oscillator
2 625.

[0044]  Alternatively or in addition, the random generator 610 may output an
enable signal to the toggle flip-flop 630. In this example, the toggle flip-flop 630
may toggle its state at each cycle of the oscillator 2 625, if the input from the
random generator 610 is a 1. If the input received from the random generator 610
is a 0, the toggle flip-flop 630 may hold its state. The toggle flip-flop 630 may
output its state upon receiving a generate next value signal from the oscillator 2
625.

[0045]  Fig. 7 is a block diagram 700 illustrating an implementation of the
random number generator of Fig. 1. Not all of the depicted components may be
required, however, and some implementations may include additional components
not shown in the figure. Variations in the arrangement and type of the
components may be made without departing from the spirit or scope of the claims
as set forth herein. Additional, different or fewer components may be provided.
[0046]  The block diagram 700 may include input signals 704, 706, bit sources
720A-B, LFSR tables 710A-B, D-type flip-flops 730A-B, XOR gate 705, D-type
flip-flop 710, and output 740. The LFSR tables 710A-B may describe the lengths
and taps of the LFSRs utilized by the bit sources 720A-B. The taps may be the bit
positions in the LFSR which affect the next state of the LFSR, while the rightmost
bit of the LFSR may be referred to as the output bit of the LFSR. The LFSR may
perform exclusive-or operations on the output and the taps and may feed the result
back into the leftmost bit of the LFSR. The bit fed into the leftmost bit of the
LFSR is referred to as the input bit. For example, the LFSR utilized by the bit
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source A 720A may have a length of 41 and may use taps 3 and 0, while the LFSR
used by the bit source B 720B may have a length of 47 and may use taps 5 and 0.
The bit sources 720A-B may be non-deterministic and may operate asynchronous
with, and independent of, one another. The non-deterministic outputs of the bit
sources 720A-B are discussed in more detail in Fig. 8 below.

[0047]  In operation, the input signal 704 may provide a run signal to the bit
sources 720A-B. The bit sources 720A-B may asynchronously provide values to
the D-type flip-flops 730A-B. The input signal 706 may provide a clock signal to
the D-type flip-flops 730A-B. The D-type flip-flops 730A-B may output values to
the XOR gate at intervals determined by the input signal 706. The XOR gate 705
may perform an exclusive-or operation on the values received from the flip-flops
730A-B and may output the result to the D-type flip-flop 710. The D-type flip-
flop 710 may output a value at intervals determined by the input signal 706. The
output of the D-type flip-flop 710, which is representative of a substantially
random number, may be tested at the output 740.

[0048]  Fig. 8 is a block diagram 800 illustrating an implementation of the bit
source of Fig. 2. Not all of the depicted components may be required, however,
and some implementations may include additional components not shown in the
figure. Variations in the arrangement and type of the components may be made
without departing from the spirit or scope of the claims as set forth herein.
Additional, different or fewer components may be provided.

[0049]  The block diagram 800 may include a input signal 805, a pseudo-
random source 810, a pseudo-random source oscillator 820, a bit source oscillator
825, a bit source toggle flip-flop 830, a NOT gate 827, and outputs 842, 844, 8§46,
848. The pseudo-random source 810 may include an LFSR 812, and an XOR gate
815. The pseudo-random source oscillator 820 may include NOT gates 827, D-
type flip-flops 822, LCELLs 826, or logic cells 826, and AND gates 828. The bit
source oscillator 825 may include LCELLs 826, NOT gate 827 and AND gate
828.

[0050] In operation, the input signal 805 may provide a signal to the bit source
oscillator 825 and the pseudo-random source oscillator 820. The bit source

oscillator 825 may operate four times faster than the pseudo-random source
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oscillator 820 due to the inclusion of the D-type flip-flops 822 in the pseudo-
random source oscillator 820. The bit source oscillator 825 may send a signal to
the bit source toggle flip-flop 830. The bit source toggle flip-flop 8§30 may
initially output a 1 until receiving an enable signal (ENA) from the pseudo-random
source 810. The pseudo-random source oscillator 820 may provide a signal to the
pseudo-random source 8§10. The received signal may cause the LFSR 812 to
change states. As previously mentioned, the change in states in the LFSR 812
may be based on the length and taps of the LFSR 812 may be 41 and 38. The
LFSR 812 may have a substantially large number of states such that the LFSR 812
does not repeat states for a substantially long period of time.

[0051]  The output of taps 41 and 38 are provided to the XOR gate 815. The
XOR gate 815 performs an exclusive-or operation on the taps-and provides the
output as shiftin input to the LFSR, and as an enable (ENA) input to the bit source
toggle flip-flop 830. If the enable (ENA) input is 1, the bit source toggle flip-flop
830 may start toggling its output from 1 to 0 or 0 to 1 at each clock cycle of the bit
source oscillator 825. For example, the bit source toggle flip-flop 830 may toggle
its output millions of times per second when enabled. If the enable (ENA) input is
a 0, the bit source toggle flip-flop 830 may hold its current output at O or 1.

[0052]  The enable (ENA) input of the bit source toggle flip-flop 830 can be
tested at output 846, while the output of the bit source toggle flip-flop 830 can be
tested at the output 844. The output of the bit source oscillator 825 may be tested
at the output 842, while the output of the pseudo-random source oscillator 820
may be tested at the output 8§48. Exemplary values of the outputs 842, 844, 846,
848 are shown in Fig. 9 below.

[0053]  In another embodiment, the LFSR 812 may select one of two separate
bit source oscillators 825. The separate bit source oscillators 825 may operate at
different frequencies and/or phases. Alternatively, or in addition, the LFSR 812
may select one of two different speeds for the bit source oscillator 825, or may
otherwise modulate the bit source oscillator 825.

[0054]  Fig. 9 is a timing chart illustrating an exemplary operation of the bit
source implementation of Fig. 8. The BitSourceOscillator waveform of the timing

chart represents the output 842 of the bit source oscillator 825 of Fig. 8. The
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LFSROscillator waveform represents the output 848 of the pseudo-random source
oscillator 820 of Fig. 8. The ToggleEnable waveform represents the output 846 of
the pseudo-random source 810, which is also the enable (ENA) input of the bit
source toggle flip-flop 830. The BitSource waveform represents the output 844 of
the bit source toggle flip-flop 830 of Fig. 8.

[0055]  The timing chart illustrates that bit source oscillator 825 runs at four
times the speed of the pseudo-random source oscillator 820. The timing chart also
illustrates that ToggleEnable value determines when the bit source toggle flip-flop
830 starts or stops toggling its state from 0 to 1 or 1 to 0 at each clock cycle.
When the ToggleEnable value is 1, the bit source toggle flip-flop 830 changes it
state from 0 to 1 or 1 to 0 at each clock cycle. However, when the ToggleEnable
value is 0, the bit source toggle flip-flop 830 holds its last output value. Testing
has shown that each time the input signal 805 is taken low and then high again, the
output 844 of the bit source toggle flip-flop 830 is substantially different. Thus,
the output 844 of the toggle flip-flop 830 is non-deterministic, and may be
asynchronous with, and independent of, the toggle flip-flop of any other bit source
in the system. Furthermore, if the phase of the system is altered by a substantially
small amount of time, such as one pico-second, the outputs of the ToggleEnable
and the BitSource may vary substantially. Thus, the system may have a high level
of criticality.

[0056]  Fig. 10 is a table of test result values which demonstrate the substantial
randomness of the random number generator of Fig. 1. The table of Fig. 10 lists
results of tests which determine the quality of random numbers. The test results of
Fig. 10 demonstrate the substantial randomness of the random number generator
100 as further explained below.

[0057]  The quality of numbers generated by the random number generator 100
may be measured in a variety of ways. One method may be to compute the
information density, or entropy, in a series of numbers generated by the random
number generator 100. The higher the entropy in the series of numbers is, the
more difficult it may be to predict a given number on the basis of the preceding
numbers in the series. A sequence of good random numbers may have a high level

of entropy, although a high level of entropy may not guarantee randomness.
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[0058]  The entropy value in Fig. 10 represents the information density of
random numbers generated by the random number generator 100, expressed as a
number of bits per character. The birthday spacing test result of Fig. 10 is
determined by performing a birthday spacing test on a sequence of random bits
generated by the random number generator 100. The birthday spacing test is often
performed by choosing random points on a large interval of a sequence of random
bits generated by the random number generator 100. The spacings between the
points should be asymptotically Poisson distributed for a substantially random
sequence.

[0059]  The matrix ranks and 6x8 matrix ranks test results of Fig. 10 are
determined by performing one or more random binary matrix rank tests on a
sequence of random bits generated by the random number generator 100. The
matrix ranks tests are often performed by selecting some number of bits from the
sequence of random numbers to form a matrix over {0,1}. The rank of the matrix
is then determined, and the ranks are counted. The focus of the random binary
matrix rank test is the rank of disjoint sub-matrices of the entire sequence of bits.
The purpose of the random binary matrix rank test is to check for linear
dependence among fixed length substrings of the original sequence of bits
generated by the random number generator 100.

[0060] The minimum distance test result of Fig. 10 is determined by
performing a minimum distance test on a sequence of random bits generated by
the random number generator 100. The minimum distance test is often performed
by randomly placing 8,000 points in a 10,000 x 10,000 square, and then finding
the minimum distance between the pairs. The square of the distance should be
exponentially distributed with a certain mean for a substantially random sequence
of bits.

[0061]  The random spheres test result of Fig. 10 is determined by performing a
random sphere test on a sequence of random bits generated by the random number
generator 100. The random spheres test is often performed by randomly choosing
4,000 points in a cube of edge 1,000. A sphere is centered on each point, whose

radius is the minimum distance to another point. The smallest sphere's volume
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should be exponentially distributed with a certain mean for a substantially random
sequence of numbers.

[0062]  The squeeze test result of Fig. 10 is determined by performing a
squeeze test on a sequence of random numbers generated by the random number
generator 100. The squeeze test is often performed by multiplying 2°' by random
floats on [0,1) until 1 is reached. The multiplying is repeated 100,000 times. The
number of floats needed to reach 1 should follow a certain distribution for a
substantially random sequence of numbers.

[0063]  The overlapping sums test result of Fig. 10 is determined by performing
an overlapping sums test on a sequence of random numbers generated by the
random number generator 100. The overlapping sums test is often performed by
generating a long sequence of random floats on [0,1) and adding sequences of 100
consecutive floats. The resulting sums should be normally distributed with
characteristic mean and sigma for a substantially random sequence of numbers.
[0064]  The methods described herein may be implemented by software
programs executable by a computer system. Further, implementations may
include distributed processing, component/object distributed processing, and
parallel processing. Alternatively or in addition, virtual computer system
processing maybe constructed to implement one or more of the methods or
functionality as described herein.

[0065]  The illustrations described herein are intended to provide a general
understanding of the structure of various embodiments. The illustrations are not
intended to serve as a complete description of all of the elements and features of
apparatus, processors, and systems that utilize the structures or methods described
herein. Many other embodiments may be apparent to those of skill in the art upon
reviewing the disclosure. Other embodiments may be utilized and derived from
the disclosure, such that structural and logical substitutions and changes may be
made without departing from the scope of the disclosure. Additionally, the
illustrations are merely representational and may not be drawn to scale. Certain
proportions within the illustrations may be exaggerated, while other proportions
may be minimized. Accordingly, the disclosure and the figures are to be regarded

as illustrative rather than restrictive.
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[0066] The above disclosed subject matter is to be considered illustrative, and
not restrictive, and the appended claims are intended to cover all such
modifications, enhancements, and other embodiments, which fall within the true
spirit and scope of the description. Thus, to the maximum extent allowed by law,
the scope is to be determined by the broadest permissible interpretation of the
following claims and their equivalents, and shall not be restricted or limited by the

foregoing detailed description.
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WE CLAIM

1. A system for generating a random number, comprising:

a plurality of information sources, each information source
comprising a characteristic, wherein the characteristic of each information
source differs from the characteristic of any other information source; and

one or more sampling devices coupled to each of the plurality of

information sources, wherein the one or more sampling devices sample the
plurality of information sources at one or more sampling intervals;

wherein a sample value is captured from each of the information
sources by the one or more sampling devices coupled thereto at the one or
more sampling intervals, and an output is determined based on the sample
values captured at the one or more sampling intervals, the output being

representative of a substantially random number.

2. The system of claim 1 wherein the characteristic of each of the
plurality of information sources comprises a frequency at which each of the

plurality of information sources gathers or provides information.

3. The system of claim 1 wherein the characteristic of each of the
plurality of information sources comprises a phase at which each of the

plurality of information sources gathers or provides information.

4. The system of claim 1 wherein the characteristic of each of the
plurality of information sources comprises a time at which each of the

plurality of information sources gathers or provides information.

5. The system of claim 1 wherein the characteristic of each of the
plurality of information sources comprises a location at which each of the

plurality of information sources gathers or provides information.

6. The system of claim 1 wherein the characteristic of each of the
plurality of information sources comprises a voltage at which each of the

plurality of information sources gathers or provides information.
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7. The system of claim 1 wherein the characteristic of each of the
plurality of information sources comprises a method used by each of the

plurality of information sources to gather or provide information.

8. The system of claim 1 wherein the characteristic of each of the
plurality of information sources comprises an aspect of a same
measurement used by each of the plurality of information sources to gather

or provide information.

9. The system of claim 1 wherein at least one of the plurality of
information sources gather or provides information based on a
measurement of at least one of a gate delay, a relative phase, or a response

time.

10.  The system of claim 1 wherein at least one of the one or more

sampling devices comprises a flip-flop.

11.  The system of claim 1 wherein a status signal is outputted for

determining whether the system is functioning correctly.

12. A system for generating a random number, comprising:

a plurality of oscillators, each of the plurality of oscillators
comprising a plurality of cycles, wherein each of the plurality of oscillators
operates at a frequency or a phase different from a frequency or a phase at
which another of the plurality of oscillators operates;

a plurality of pseudo-random generators, each pseudo-random
generator being coupled to one of the plurality of oscillators, wherein each
of the plurality of pseudo-random generators comprises a state which
changes at each of the plurality of cycles of the oscillator coupled thereto,
and each of the plurality of pseudo-random generators comprises a pseudo-
random output which changes independent of a change of the state;

a plurality of first flip-flops, each of the plurality of first flip-flops
comprising a clock signal coupled to one of the plurality of oscillators, and

each of the plurality of first flip-flops comprising an enable signal coupled
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to the pseudo-random output of one of the plurality of pseudo-random
generators, wherein a state of each of the plurality of flip-flops changes at
each of the plurality of cycles of the oscillator coupled thereto if the enable
signal of each of the plurality of first flip-flops is asserted, and the state of
each of the plurality of flip-flops does not change at each of the plurality of
cycles of the oscillator coupled thereto if the enable signal of each of the
plurality of first flip-flops is de-asserted; and

a plurality of second flip-flops, wherein an input of each of the
plurality of second flip-flops is coupled to one of the plurality of first flip-
flops, and a clock input of each of the plurality of second flip-flops is
coupled to one of the plurality of oscillators;

wherein, upon receiving a first signal from the oscillator coupled
thereto, each of the plurality of pseudo-random generators output the
pseudo-random output to the enable signal each of the plurality of first flip-
flops coupled thereto, each of the plurality of first flip-flops outputs a value
indicative of the state of each of the plurality of first flip-flops to the input
of each of the plurality of second flip-flops coupled thereto, and upon
receiving a second signal from the oscillator coupled thereto, each of the
plurality of second flip-flops outputs a second value based on the value
outputted by each of the plurality of first flip-flops coupled thereto;

further wherein a substantially random output is determined based
on the second value outputted by each of the plurality of second flip-flops
at a time determined by an oscillator of the plurality of oscillators coupled

thereto.

13.  The system of claim 12 wherein each of the plurality of oscillators

comprises a periodic oscillator or an aperiodic oscillator.

14.  The system of claim 12 wherein each of the plurality of oscillators
is coupled to only one of the plurality of pseudo-random generators, one of

the plurality of first flip-flops or one of the plurality of second flip-flops.

15.  The system of claim 12 wherein the plurality of first flip-flops
comprise a plurality of toggle-type flip-flops.
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16.  The system of claim 12 wherein the plurality of second flip-flops
comprise a plurality of D-type flip-flops.

17.  The system of claim 12 wherein at least one of the plurality of
pseudo-random number generators modulates the oscillator coupled

thereto.

18. A method for generating random numbers, the method comprising:
sampling a plurality of information sources at one or more sampling
intervals to obtain a plurality of sample values, each information source
comprising a characteristic, wherein the characteristic of each information
source differs from the characteristic of any other information source; and
determining an output based on the plurality of sample values
obtained at the one or more sampling intervals, wherein the output is

representative of a substantially random number.

19.  The method of claim 18 wherein the characteristic of each
information source comprises at least one of a frequency at which each
information source gathers or provides information, a phase at which each
information source gathers or provides information, a time at which each
information source gathers or provides information, a location at which
each information source gathers or provides information, a voltage at which
each information source gathers or provides information, a method used by
each information source to gather or provide information, or an aspect of a
same measurement used by each of the information sources to gather or

provide information.

20.  The method of claim 18 wherein at least one of the plurality of
information sources is based on at least one of a gate delay, a relative

phase, or a response time.

21. A system for generating random numbers, the system comprising:
means for sampling a plurality of information sources at one or

more sampling intervals to obtain a plurality of sample values, each
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information source comprising a characteristic, wherein the characteristic
of each information source differs from the characteristic of any other
information source; and

means for determining an output based on the plurality of sample
values obtained at the one or more sampling intervals, wherein the output is

representative of a substantially random number

22.  The system of claim 21 wherein the characteristic of each
information source comprises at least one of a frequency at which each
information source gathers or provides information, a phase at which each
information source gathers or provides information, a time at which each
information source gathers or provides information, a location at which
each information source gathers or provides information, a voltage at which
each information source gathers or provides information, a method used by
each information source to gather or provide information, or an aspect of a
same measurement used by each of the information sources to gather or

provide information.

23.  The system of claim 21 wherein at least one of the plurality of
information sources is based on at least one of a gate delay, a relative

phase, or a response time.
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