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(54)  Password  number  inputting  device  with  variable  key  reassignment. 
©  A  plurality  of  means  for  inputting  digits  of  a  password 
number  are  adapted  to  be  manually  operated.  A  means  is 
provided  for  displaying  the  mapping  between  each  of  the 
plurality  of  digit  inputting  means  and  the  digit  which  it 
currently  represents  and  inputs  when  actuated,  and  also 
there  is  provided  a  means  for  altering  this  mapping.  The 
altering  means  alters  the  mapping  between  the  digit  input- 
ting  means  and  the  digits  which  they  represents  and  input 
when  actuated,  every  time  a  password  number  is  inputted. 
Thereby,  if  an  evilly  intentioned  person  should  watch  a  user 
actuating  the  digit  inputting  means,  he  will  not  be  able  to 
discern  the  user's  password  number  by  observing  his  finger 
movements.  Optionally,  a  means  is  provided  for  restricting 
the  visibility  of  the  means  for  displaying  the  mapping 

^   between  each  of  the  plurality  of  digit  inputting  means  and 
the  digit  which  is  currently  represents  to  within  a  relatively 

JS  narrow  solid  angle,  so  as  to  make  peeking  more  difficult. 
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BACKGROUND  OF  THE  INVENTION 

The  p r e s e n t   i n v e n t i o n   r e l a t e s   to  a  p a s s w o r d   n u m b e r  

i n p u t t i n g   d e v i c e   fo r   use  in  an  a u t o m a t i c   t e l l e r   m a c h i n e  

or  c a s h   d i s p e n s e r   m a c h i n e ,   and  in  p a r t i c u l a r   to  a n  

i m p r o v e m e n t   of  such   a  p a s s w o r d   number   i n p u t t i n g   d e v i c e  

f o r   e n s u r i n g   t h a t   the   p a s s w o r d   number   of  a  u s e r   c a n n o t  

be  s p i e d   ou t   by  a  p e r s o n   who  is  w a t c h i n g   t he   p r o c e s s   o f  

p a s s w o r d   number   i n p u t t i n g .  

In  the   c a s e   of  a  m a c h i n e   such   as  an  a u t o m a t i c  

t e l l e r   m a c h i n e   or  c a s h   d i s p e n s e r   m a c h i n e ,   t he   u s e r   i s  

t y p i c a l l y   p r o v i d e d   w i t h   a  p l a s t i c   m a g n e t i c   c a r d   w h i c h  

mus t   be  i n s e r t e d   i n t o   a  s l o t   of  the  m a c h i n e   f o r  

i d e n t i f y i n g   him  or  her   to  the   m a c h i n e ,   and  a l s o  

t y p i c a l l y   knows  and  mus t   i n p u t   a  p a s s w o r d   number   ( w h i c h  

is  u s u a l l y   a  f i x e d   l e n g t h   s e r i e s   of  d i g i t s )   fo r   f u r t h e r  

i d e n t i f i c a t i o n   in  o r d e r   to  o b t a i n  m o n e y   f rom  t h e  

m a c h i n e .   In  the  p r i o r   a r t ,   the   i n p u t   of  s u c h   a  

p a s s w o r d   number   has  u s u a l l y   been   p e r f o r m e d   by  the   u s e  

of  a  t e n k e y   pad  p r o v i d e d   fo r   the  p u r p o s e .  



H o w e v e r ,   t h i s   has   e n t a i l e d   the   d a n g e r   t h a t ,  

b e c a u s e   the   a r r a n g e m e n t   of  the   keys   on  s u c h   a  t e n k e y  

pad  is  p r e d e t e r m i n e d ,   i f   a n o t h e r   p e r s o n   of  c r i m i n a l  

t e n d e n c y   s h o u l d   be  w a t c h i n g   the   u s e r   as  he  or  s h e  

i n p u t s   the   p a s s w o r d   number   v i a   the   t e n k e y   pad  i n t o   t h e  

m a c h i n e ,   such   a  p e r s o n   may  be  a b l e   to  d e t e r m i n e   w h a t  

t h e   p a s s w o r d   number   i s   j u s t   by  w a t c h i n g   the   m o v e m e n t   o f  

t he   u s e r ' s   f i n g e r   on  t h e   t e n k e y   pad .   In  s u c h   a  c a s e ,  

t h e   s e c u r i t y   of  the   m a c h i n e   b e c o m e s   c o m p r o m i s e d .   I f  

s u b s e q u e n t l y   s u c h   a  c r i m i n a l l y   m i n d e d   p e r s o n   s h o u l d  

b e c o m e   p o s s e s s e d   of  t h e   p l a s t i c   m a g n e t i c   c a r d   b e l o n g i n g  

to  the   u s e r ,   as  f o r   e x a m p l e   by  t h e f t ,   t h e n   i t   b e c o m e s  

p o s s i b l e   fo r   him  or  he r   to  w i t h d r a w   money  f rom  t h e  

u s e r ' s   a c c o u n t ,   by  use   of  the   c a r d   in  c o n j u n c t i o n   w i t h  

t h e   p a s s w o r d   number   t h u s   i l l e g i t i m a t e l y   s p i e d   o u t   a s  

e x p l a i n e d   a b o v e .  

SUMMARY  OF  THE  INVENTION 

A c c o r d i n g l y ,   i t   i s   the   p r i m a r y   o b j e c t   of  t h e  

p r e s e n t   i n v e n t i o n   to  p r o v i d e   a  p a s s w o r d   n u m b e r  

i n p u t t i n g   d e v i c e ,   f o r   s u c h   a  m a c h i n e ,   w h i c h   p r o v i d e s  

good  p a s s w o r d   n u m b e r   s e c u r i t y .  

I t   is  a  f u r t h e r   o b j e c t   of  the   p r e s e n t   i n v e n t i o n   t o  

p r o v i d e   s u c h   a  p a s s w o r d   number   i n p u t t i n g   d e v i c e ,   w h i c h  

e n s u r e s   t h a t   a  p e r s o n   w a t c h i n g   a  u s e r   i n p u t   a  p a s s w o r d  



c a n n o t   spy  ou t   the   p a s s w o r d   by  w a t c h i n g   the   m o v e m e n t   o f  

t h e   f i n g e r   of  the   u s e r .  

I t   is  a  f u r t h e r   o b j e c t   of  the   p r e s e n t   i n v e n t i o n   t o  

p r o v i d e   such   a  p a s s w o r d   number   i n p u t t i n g   d e v i c e ,   w h i c h  

g u a r d s   a g a i n s t   i l l e g i t i m a t e   use  of  p a s s w o r d s .  

I t   is  a  f u r t h e r   o b j e c t   of  the  p r e s e n t   i n v e n t i o n   t o  

p r o v i d e   s u c h   a  p a s s w o r d   number   i n p u t t i n g   d e v i c e ,   w h i c h  

makes   i t   &s  d i f f i c u l t   as  p o s s i b l e   f o r   an  e v i l l y  

i n t e n t i o n e d   p e r s o n   to  d i s c e r n   the  p a s s w o r d   of   the   u s e r ,  

e v e n   by  p e e k i n g .  

A c c o r d i n g   to  the   mos t   g e n e r a l   a s p e c t   of  t h e  

p r e s e n t   i n v e n t i o n ,   t h e s e   and  o t h e r   o b j e c t s   a r e  

a c c o m p l i s h e d   by  a  p a s s w o r d   number   i n p u t t i n g   d e v i c e ,  

c o m p r i s i n g :   (a)  a  p l u r a l i t y   of  means   f o r   i n p u t t i n g  

d i g i t s   of  a  p a s s w o r d   n u m b e r ,   a d a p t e d   to  be  m a n u a l l y  

o p e r a t e d l   (b)  a  means   f o r   d i s p l a y i n g   the   m a p p i n g  

b e t w e e n   e a c h   of  s a i d   p l u r a l i t y   of  d i g i t   i n p u t t i n g   m e a n s  

and  the   d i g i t   wh ich   i t   c u r r e n t l y   r e p r e s e n t s   and  i n p u t s  

when  a c t u a t e d ;   and  (c)   a  means   f o r   a l t e r i n g   s a i d  

m a p p i n g   b e t w e e n   e a c h   of  s a i d   d i g i t   i n p u t t i n g   means   a n d  

the   d i g i t   w h i c h   i t   r e p r e s e n t s   and  i n p u t s   when  a c t u a t e d ;  

(d)  s a i d   a l t e r i n g   means   a l t e r i n g   s a i d   m a p p i n g   b e t w e e n  

s a i d   d i g i t   i n p u t t i n g   means   and  the   d i g i t s   w h i c h   t h e y  

r e p r e s e n t s   and  i n p u t   when  a c t u a t e d ,   e v e r y   t i m e   a  

p a s s w o r d   number   is  i n p u t t e d .  



A c c o r d i n g   to  s u c h   a  s t r u c t u r e ,   b e c a u s e   t h e  

c o r r e s p o n d e n c e   b e t w e e n   the  p l u r a l i t y   of  d i g i t   i n p u t t i n g  

means   and  t he   d i g i t s   w h i c h   t h e y   r e p r e s e n t   as  shown  b y  

t he   d i s p l a y   means   is   a l t e r e d   and  i s   r e s e t   e a c h   t ime   a  

new  c l i e n t   a p p r o a c h e s   the  c a s h   d i s p e n s e r   in  o r d e r   t o  

i n p u t   a  p a s s w o r d   n u m b e r ,   (and  s a i d   r e s e t t i n g   m a y  

o p t i o n a l l y   and  p r e f e r a b l y   be  s u b s t a n t i a l l y   r a n d o m ) ,  

t h e r e b y   t h e r e   i s   no  way  t h a t ,   by  o b s e r v i n g   the   m o v e m e n t  

of  a  u s e r ' s   f i n g e r   on  the   p l u r a l i t y   of  d i g i t   i n p u t t i n g  

m e a n s ,   a n o t h e r   p e r s o n   can  be  a b l e   to  l e a r n   s a i d   u s e r ' s  

p a s s w o r d   n u m b e r ;   b e c a u s e   in  f a c t ,   w i t h o u t   k n o w l e d g e   o f  

t h e   c u r r e n t   m a p p i n g   b e t w e e n   the   d i g i t   i n p u t t i n g   m e a n s  

and  t he   d i g i t s   w h i c h   t h e y   r e p r e s e n t ,   t he   m o v e m e n t s   o f  

the   u s e r ' s   f i n g e r   a r e   m e a n i n g l e s s ;   and  s u c h   k n o w l e d g e  

is   no t   a v a i l a b l e   to  a n y o n e   o t h e r   t h a n   the   c u r r e n t   u s e r ,  

s i n c e   t h i s   m a p p i n g   is   a l t e r e d   e v e r y   t i m e   a  new  p a s s w o r d  

is   to  be  e n t e r e d .   A c c o r d i n g l y   the   s e c u r i t y   of  t h e  

u s e r ' s   p a s s w o r d   n u m b e r   is  e n h a n c e d .  

F u r t h e r ,   a c c o r d i n g   to  a  more   p a r t i c u l a r   a s p e c t   o f  

t he   p r e s e n t   i n v e n t i o n ,   t h e s e   and  o t h e r   o b j e c t s   a r e   m o r e  

p a r t i c u l a r l y   and  c o n c r e t e l y   a c c o m p l i s h e d   by  s u c h   a  

p a s s w o r d   number   i n p u t t i n g   d e v i c e   a s  d e t a i l e d   a b o v e ,  

f u r t h e r   c o m p r i s i n g   a  means   fo r   r e s t r i c t i n g   t h e  

v i s i b i l i t y   of  s a i d   means   fo r   d i s p l a y i n g   t he   m a p p i n g  

b e t w e e n   e a c h   of  s a i d   p l u r a l i t y   of  d i g i t   i n p u t t i n g   m e a n s  

and  the   d i g i t   w h i c h   i t   c u r r e n t l y   r e p r e s e n t s   to  w i t h i n   a  

r e l a t i v e l y   n a r r o w   s o l i d   a n g l e .  



A c c o r d i n g   to  such   a  s t r u c t u r e ,   even   if   a  

c r i m i n a l l y   m i n d e d   p e r s o n   e g r e g i o u s l y   p e e k s   at   the   u s e r  

w h i l e   s a i d   u s e r   is   i n p u t t i n g   h i s   or  her   p a s s w o r d  

n u m b e r ,   s t i l l   i t   w i l l   not   be  p o s s i b l e   f o r   s a i d   p e r s o n  

to  see  to  wha t   d i g i t s   of  the   p a s s w o r d   number   t h e  

v a r i o u s   d i g i t   i n p u t t i n g   means   c o r r e s p o n d .   A c c o r d i n g l y  

t he   s e c u r i t y   of  the  u s e r ' s   p a s s w o r d   number   is  f u r t h e r  

e n h a n c e d .  

BRIEF  DESCRIPTION  OF  THE  DRAWINGS 

The  p r e s e n t   i n v e n t i o n   w i l l   now  be  shown  a n d  

d e s c r i b e d   w i t h   r e f e r e n c e   to  the   p r e f e r r e d   e m b o d i m e n t  

t h e r e o f ,   and  w i t h   r e f e r e n c e   to  the   i l l u s t r a t i v e  

d r a w i n g s .   I t   s h o u l d   be  c l e a r l y   u n d e r s t o o d ,   h o w e v e r ,  

t h a t   the   d e s c r i p t i o n   of  the   e m b o d i m e n t ,   and  t h e  

d r a w i n g s ,   a r e   a l l   of  them  g i v e n   p u r e l y   f o r   the   p u r p o s e s  

of  e x p l a n a t i o n   and  e x e m p l i f i c a t i o n   o n l y ,   and  a re   n o n e  

of  them  i n t e n d e d   to  be  l i m i t a t i v e   of  the   s c o p e   of  t h e  

p r e s e n t   i n v e n t i o n   in  any  way,  s i n c e   the   s c o p e   of  t h e  

p r e s e n t   i n v e n t i o n   is  to  be  d e f i n e d   s o l e l y   by  t h e  

l e g i t i m a t e   and  p r o p e r   s c o p e   of  the   a p p e n d e d   c l a i m s .   I n  

the   d r a w i n g s ,   l i k e   p a r t s   and  s p a c e s   and  so  on  a r e  

d e n o t e d   by  l i k e   r e f e r e n c e   s y m b o l s   in  the   v a r i o u s  

f i g u r e s   t h e r e o f ;   in  the   d e s c r i p t i o n ,   s p a t i a l   t e r m s   a r e  

to  be  e v e r y w h e r e   u n d e r s t o o d   in  t e r m s   of  the   r e l e v a n t  

' f i g u r e ;   a n d :  



F i g .   1  is   a  s c h e m a t i c   b l o c k   d i a g r a m   of  t h e  

p r e f e r r e d   e m b o d i m e n t   of  t he   p a s s w o r d   number   i n p u t t i n g  

d e v i c e   of  the   p r e s e n t   i n v e n t i o n ;  

F i g .   2  i s   an  e x p l o d e d   p e r s p e c t i v e   v i e w   of  a  m a j o r  

c o m p o n e n t   of  s a i d   p r e f e r r e d   e m b o d i m e n t   of  t h e   p a s s w o r d  

n u m b e r   i n p u t t i n g   d e v i c e   of  the   p r e s e n t   i n v e n t i o n  

i n c l u d i n g   a  k e y b o a r d   u n i t   and  a  d i s p l a y   u n i t   and  a  

d i r e c t i v i t y   p r o v i d i n g   d e v i c e ,   a l l   s a n d w i c h e d   t o g e t h e r ;  

F i g s .   3A  t h r o u g h   3E  show  e x a m p l e s   of  d i s p l a y s  

p r o d u c e d   on  s a i d   d i s p l a y   u n i t ,   d u r i n g   an  e x e m p l a r y  

e p i s o d e   of  o p e r a t i o n   of  t he   shown  p r e f e r r e d   e m b o d i m e n t  

of  t h e   p r e s e n t   i n v e n t i o n ;  

F i g .   4  shows   t h e   c o n t e n t s   of  a  key  c o r r e s p o n d e n c e  

t a b l e   b u i l t   up  in  t h e   memory  of  an  I /O  c o n t r o l   u n i t  

d u r i n g   s a i d   o p e r a t i o n a l   e p i s o d e ;   a n d  

F i g s .   5A  t h r o u g h   5D  a r e   f low  c h a r t s   i l l u s t r a t i n g  

t h e   o p e r a t i o n   of  a  p r o g r a m   o b e y e d   by  a  m i c r o c o m p u t e r  

i n c o r p o r a t e d   in  s a i d   I /O   c o n t r o l   u n i t ,   d u r i n g   s a i d  

o p e r a t i o n a l   e p i s o d e .  



DESCRIPTION  OF  THE  PREFERRED  EMDODIMENT 

The  p r e s e n t   i n v e n t i o n   w i l l   now  be  d e s c r i b e d   w i t h  

r e f e r e n c e   to  the   p r e f e r r e d   e m b o d i m e n t   t h e r e o f ,   and  w i t h  

r e f e r e n c e   to  the   a p p e n d e d   d r a w i n g s .   F i g .   1  is  a  

s c h e m a t i c   b l o c k   d i a g r a m   of  the  p r e f e r r e d   e m b o d i m e n t   o f  

the   p a s s w o r d   number   i n p u t t i n g   d e v i c e   of  the   p r e s e n t  

i n v e n t i o n ,   w h i c h   is  d e n o t e d   as  a  who le   by  the   r e f e r e n c e  

n u m e r a l   1,  and  is  i n s t a l l e d   i n t o   a  m a c h i n e   s u c h   as  a n  

a u t o m a t i c   t e l l e r   m a c h i n e   or  c a s h   d i s p e n s e r   m a c h i n e ,   n o t  

shown  in  t h e   f i g u r e s .   T h i s   p a s s w o r d   number   i n p u t t i n g  

d e v i c e   1  is   u sed   by  the   u s e r   o n l y   f o r   i n p u t t i n g   h i s   o r  

her   p a s s w o r d   to  the   a u t o m a t i c   t e l l e r   m a c h i n e   or  c a s h  

d i s p e n s e r   m a c h i n e ,   and  o t h e r   d a t a   r e q u i r e d   f o r   t h e  

o p e r a t i o n   of  t h i s   m a c h i n e   ( s u c h   as  the  sum  of  m o n e y  

r e q u i r e d   by  t he   u s e r   to  be  d i s p e n s e d   or  b e i n g  

d e p o s i t e d )   i s   i n p u t t e d   t h e r e t o   v i a   a  c o n v e n t i o n a l  

t e n k e y   p a d ,   no t   s h o w n .  

In  F i g .   1,  the   p a s s w o r d   number   i n p u t t i n g   d e v i c e   1 

c o m p r i s e s   a  k e y b o a r d   u n i t   2,  an  I /O   c o n t r o l   u n i t   3,  a n d  

a  d i s p l a y   u n i t   4.  The  I /O  c o n t r o l   u n i t   3  r e c e i v e s   a n  

i n p u t   command  f rom  a  CPU  ( c e n t r a l   p r o c e s s i n g   u n i t )   o f  

the   m a i n   c a s h   d i s p e n s e r   m a c h i n e   no t   shown  in  t h e  

f i g u r e s   v i a   an  i n p u t   l i n e   5,  r e c e i v e s   i n f o m a t i o n   f r o m  

the   k e y b o a r d   u n i t   2  and  shows   i n f o r m a t i o n   on  t h e  

d i s p l a y   u n i t   4  as  w i l l   be  e x p l a i n e d   h e r e i n a f t e r ,   a n d  

s e n d s   o u t p u t   to  the   CPU  v i a   an  o u t p u t   l i n e   6 .  



F i g .   2  is  an  e x p l o d e d   p e r s p e c t i v e   v i ew  of  a  m a j o r  

c o m p o n e n t   of  the   p r e f e r r e d   e m b o d i m e n t   of  t he   p a s s w o r d  

n u m b e r - i n p u t t i n g   d e v i c e   of  the   p r e s e n t   i n v e n t i o n ,   s a i d  

m a j o r   c o m p o n e n t   i n c l u d i n g   the   k e y b o a r d   u n i t   2  and  t h e  

d i s p l a y   u n i t   4  and  a l s o   i n c l u d i n g   a  d i r e c t i v i t y  

p r o v i d i n g   d e v i c e   7,  a l l   t h e s e   p a r t s   b e i n g   s a n d w i c h e d  

t o g e t h e r   w i t h   t he   d i r e c t i v i t y   p r o d u c i n g   d e v i c e   7  i n  

b e t w e e n   t h e   k e y b o a r d   u n i t   2  and  the   d i s p l a y   u n i t   4 .  

The  k e y b o a r d   u n i t   2  is   a  t r a n s p a r e n t   f l a t   k e y b o a r d  

w h i c h   has   t w e l v e   key  s w i t c h e s   Kl  t h r o u g h   K12  a r r a n g e d  

in  a  t h r e e   by  f o u r   a r r a y .   A  c a b l e ,   no t   d e n o t e d   by  a n y  

r e f e r e n c e   n u m e r a l ,   is   c o n n e c t e d   to  t h e s e   key  s w i t c h e s  

and  l e a d s   to  the   I /O  c o n t r o l   u n i t   3 .  

The  d i s p l a y   u n i t   4  is  made  of  an  LCD  p a n e l ,   w h i c h  

has   t w e l v e   d i s p l a y s   D1  t h r o u g h   D12  a r r a n g e d   in  a  t h r e e  

by  f o u r   a r r a y   c o r r e s p o n d i n g   to  the   a r r a y   of  t h e  

k e y b o a r d   u n i t   2.  A  c a b l e ,   a g a i n   no t   d e n o t e d   by  a n y  

r e f e r e n c e   n u m e r a l ,   is  c o n n e c t e d   to  t h e s e   d i s p l a y s   a n d  

l e a d s   to   t h e   I /O  c o n t r o l   u n i t   3.  Of  t h e s e   t w e l v e  

d i s p l a y s   Dl  t h r o u g h   D12,  the   d i s p l a y   D10  is   s t r u c t u r e d  

to  show  t he   s y m b o l   "CL"  o n l y ,   and  the   d i s p l a y   D12  i s  

s t r u c t u r e d   to  show  the   s y m b o l   "E"  o n l y ,   in  t h i s  

p r e f e r r e d   e m b o d i m e n t ,   w h i l e   e a c h   of  t he   o t h e r   t e n  

d i s p l a y s   Dl  t h r o u g h   D9  and  D l l   is  s t r u c t u r e d   so  as  t o  

be  a b l e   to  s h o w  a n y   one  of  the   d i g i t s   "0"  t h r o u g h   " 9 "  



a c c o r d i n g   to  c o n t r o l   s i g n a l s   d i s p a t c h e d   to  i t   t h r o u g h  

the   c a b l e   f rom  the   I /O   c o n t r o l   u n i t   3.  I t   is  s o  

a r r a n g e d   t h a t   t he   two  d i s p l a y s   D10  and  D12  for   " c l e a r "  

and  " e n t r y "   a r e   a l w a y s   i l l u m i n a t e d   when  the   power  is  o n  

and  the   p a s s w o r d   number   i n p u t t i n g   d e v i c e   of  the   p r e s e n t  

i n v e n t i o n   is  f u n c t i o n i n g ,   w h i l e   t he   o t h e r   t en   d i s p l a y s  

D1  t h r o u g h   D9  and  D l l   ( w h i c h   h e r e i n a f t e r   w i l l   b e  

r e f e r r e d   to  as  t he   t en   d i g i t   d i s p l a y s )   a r e   c o n t r o l l e d  

as  w i l l   h e r e i n a f t e r   be  e x p l a i n e d .  

S a n d w i c h e d   b e t w e e n   the  k e y b o a r d   u n i t   2  and  t h e  

d i s p l a y   u n i t   4  t h e r e   is  p r o v i d e d   the   d i r e c t i v i t y  

p r o v i d i n g   u n i t   7,  in  t h i s   p r e f e r r e d   e m b o d i m e n t   of  t h e  

p r e s e n t   i n v e n t i o n .   T h i s   d i r e c t i v i t y   p r o v i d i n g   u n i t   7 

i s  s t r u c t u r e d   as  an  a r r a y   of  t w e l v e   r e c t a n g u l a r   t u b e s ,  

a r r a n g e d   in  a  t h r e e   by  f o u r   a r r a y   c o r r e s p o n d i n g   to  t h e  

a r r a y s   of  t he   k e y b o a r d   u n i t   2  and  the  d i s p l a y   u n i t   4 .  

T h u s ,   when  the   u s e r  l o o k s   a t   t he   s u p e r p o s e d   s a n d w i c h   o f  

the   k e y b o a r d   u n i t   2,  the   d i r e c t i v i t y   p r o v i d i n g   u n i t   7 ,  

and  the   d i s p l a y   u n i t   4  f rom  the  s i d e   of  the   k e y b o a r d  

u n i t   2,  i . e .   f rom  the   u p p e r   s i d e   f rom  t h e   p o i n t   of  v i e w  

of  F i g .   2,  he  or  she  w i l l   f i n d   t h a t   i t   is  o n l y   p o s s i b l e  

to  see   the   d i s p l a y s   Dl  t h r o u g h   D12  f rom  a  p o i n t   of  v i e w  

w i t h i n   q u i t e   a  n a r r o w   s o l i d   a n g l e   a b o u t   t h e  

p e r p e n d i c u l a r   d i r e c t i o n  r e l a t i v e   to  s a i d   s a n d w i c h .  



The  I / O   c o n t r o l   u n i t   3  w i l l   no t   be  p a r t i c u l a r y  

e x p l a i n e d   h e r e i n   w i t h   r e g a r d   to  i t s   s t r u c t u r e ,   b u t   o n l y  

in  f u n c t i o n a l   t e r m s ,   b e c a u s e   b a s e d   upon  t h e  

d e s c r i p t i o n s   h e r e i n   v a r i o u s   s t r u c t u r e s   fo r   i m p l e m e n t i n g  

t h e   d i s c l o s e d   f u n c t i o n s   w i l l   be  c o n c e i v a b l e   of  to  o n e  

s k i l l e d   in  t he   r e l e v a n t   a r t   w i t h o u t   u n d u e  

e x p e r i m e n t a t i o n .   T h i s   I /O   c o n t r o l   u n i t   3  i n c o r p o r a t e s  

a  m i c r o c o m p u t e r   m e a n s   of  a  pe r   se  c o n v e n t i o n a l   t y p e  

w h i c h   o b e y s   a  s t o r e d   p r o g r a m   and  c o n t r o l s   t he   k e y b o a r d  

u n i t   2  and  the   d i s p l a y   u n i t   4  as  w i l l   s h o r t l y   b e  

e x p l a i n e d .  

Now,  w i t h   r e f e r e n c e   to  F i g s .   3  t h r o u g h   5,  t h e  

o p e r a t i o n   of  t h i s   p r e f e r r e d   e m b o d i m e n t   of  the   p r e s e n t  

i n v e n t i o n   d u r i n g   a  p a r t i c u l a r   o p e r a t i o n a l   e p i s o d e   w i l l  

be  e x p l a i n e d .   F i g s .   3A  t h r o u g h   3E  show  e x a m p l e s   o f  

d i s p l a y s   p r o d u c e d   on  the   d i s p l a y   u n i t   4,  d u r i n g   t h i s  

e x e m p l a r y   e p i s o d e   of  o p e r a t i o n ;   F i g .   4  shows   t h e  

c o n t e n t s   of  a  key  c o r r e s p o n d e n c e   t a b l e   b u i l t   up  in  t h e  

memory  of  the   I /O  c o n t r o l   u n i t   3  d u r i n g   t h i s  

o p e r a t i o n a l   e p i s o d e ;   and  F i g s .   5A  t h r o u g h   5D  a r e   f l o w  

c h a r t s   i l l u s t r a t i n g   the   o p e r a t i o n   of  the   p r o g r a m   o b e y e d  

by  s a i d   m i c r o c o m p u t e r   in  t he   I /O   c o n t r o l   u n i t   3  d u r i n g  

s a i d   o p e r a t i o n a l   e p i s o d e .  

F i r s t ,   in  t h e   s t e p   101  of  t he   p r o g r a m   ( s e e  

F i g .   5A)  t he   power   is  t u r n e d   on,   and  t h e n   in  t he   s t e p  



102  the   d i s p l a y   D10  of  the   d i s p l a y   u n i t   is  c o n t r o l l e d  

by  t h e   I /O  u n i t   3  to  l i g h t   up  and  to  show  i t s  

i n d i c a t i o n   "CL" ,   and  s i m i l a r l y   the   d i s p l a y   Dl2  of  t h e  

d i s p l a y   u n i t   is  c o n t r o l l e d   by  the   1 /0   u n i t   3  to  l i g h t  

up  and  to  show  i t s   i n d i c a t i o n   "E" .   T h i s   s t a t e   of  t h e  

d i s p l a y   u n i t   4  is   shown  in  F i g .   3A. 

N e x t ,   in  the   s t e p   103 ,   the  I /O  c o n t r o l   u n i t   3 

d e t e r m i n e s   w h e t h e r   a  command  f o r   i n p u t t i n g   of  a  

p a s s w o r d   number   is  b e i n g   r e c e i v e d   f rom  the  CPU  ( n o t  

shown)   of  t he   main   c a s h   d i s p e n s e r   m a c h i n e   v i a   t he   i n p u t  

l i n e   5,  and  i f   the   a n s w e r   is   NO  t h e n   the   f l ow  o f  

c o n t r o l   is   t r a n s f e r r e d   back   to  t h i s   s t e p   103  a g a i n ,   t o  

p e r f o r m   a  t i g h t   l o o p   u n t i l   such   an  i n p u t   command  i s  

r e c e i v e d ;   w h i l e ,   when  on  t he   o t h e r   hand  the   a n s w e r  

b e c o m e s   YES,  t h e n   the   f low  of  c o n t r o l   p r o c e e d s   n e x t   t o  

the   s t e p   1 0 4 .  

In  t h i s   s t e p   104 ,   c o n t r o l   is  t e m p o r a r i l y   p a s s e d   t o  

a  s u b r o u t i n e ,   i l l u s t r a t e d   in  F i g .   5D,  f o r   g e n e r a t i n g   a  

( p o s s i b l y   p s e u d o - )   r andom  d i g i t ,   and  t h e n   upon  r e t u r n  

of  c o n t r o l   to  t h i s   s t e p   104  the   r e s u l t   is  s t o r e d   in  a  

s t o r a g e   r e g i s t e r   d e s i g n a t e d   as  A.  As  w i l l   be  e x p l a i n e d  

l a t e r ,   t he   F i g .   5 D  r o u t i n e   is   so  c o n t r i v e d   as  to  b e  

p r e v e n t e d   f rom  r e t u r n i n g   c e r t a i n   d i g i t s ,   i . e .   in  f a c t  

to  n e v e r   r e t u r n   any  d i g i t   w h i c h   is   c u r r e n t l y   s t o r e d   i n  

the   key  c o r r e s p o n d e n c e   t a b l e   shown  in  F i g .   4,  bu t   s i n c e  



t h i s   t a b l e   is   c u r r e n t l y   e m p t y   t h i s   is  no t   a  l i m i t a t i o n ,  

and  in  t h i s   s t e p   104  any  of  t he   t en   d i g i t s   may  b e  

r e t u r n e d   by  the   F i g .   5D  r o u t i n e .   In  t h i s   e x a m p l e ,   i t  

i s   a s s u m e d   t h a t   the   d i g i t   "4"  is   r e t u r n e d .   T h i s   d i g i t  

" 4 " ,   t h e n ,   is  s t o r e d   in  t he   r e g i s t e r   A. 

N e x t ,   in  the  s t e p   1 0 5 ,   t he   d i s p l a y   Dl  of  t h e  

d i s p l a y   u n i t   4  is  c o n t r o l l e d   by  t he   I /O  u n i t   3  to  l i g h t  

up  and  to  show  the  i n d i c a t i o n   s t o r e d   in  the   r e g i s t e r   A ,  

i . e .   in  t h i s   c a s e   " 4 " .   T h i s   s t a t e   of  t he   d i s p l a y   u n i t  

4  i s   shown  in  F i g .   3 B .  

N e x t ,   in  the  s t e p   106 ,   t he   d i g i t   in  t he   r e g i s t e r  

A,  i . e .   t h i s   d i g i t   " 4 " ,   i s   s t o r e d   in  the  f i r s t   r e g i s t e r  

01  of  the   key  c o r r e s p o n d e n c e   t a b l e   of  F i g .   4,  so  as  t o  

i n d i c a t e   t h a t   the   f i r s t   key  Kl ,   u n d e r   w h i c h   the   f i r s t  

d i s p l a y   Dl  is   l o c a t e d   and  t h r o u g h   w h i c h   s a i d   f i r s t  

d i s p l a y   Dl  is   v i s i b l e   as  s h o w i n g   the   i n d i c a t i o n   " 4 " ,  

c o r r e s p o n d s   to  t h i s   d i g i t   " 4 " .  

N e x t ,   in  the  s t e p   1 0 7 ,   t he   p r o g r a m   p r e v e n t s   t h e  

r a n d o m   d i g i t   g e n e r a t o r   r o u t i n e   of   F i g .   5D  f rom  a g a i n  

p r o v i d i n g   t h i s   a l r e a d y   p r o v i d e d   d i g i t   " 4 " .   T h i s   may  b e  

i m p l e m e n t e d   by  h a v i n g   t h e   r andom  number   g e n e r a t o r   c h e c k  

t he   e n t r i e s   in  the   key  c o r r e s p o n d e n c e   t a b l e   of  F i g .   4 ,  

or  in  some  o t h e r   m a n n e r .  



N e x t ,   in  t he   s t e p   108,   a g a i n   c o n t r o l   i s  

t e m p o r a r i l y   p a s s e d   to  the   F i g .  5 D   s u b r o u t i n e   t o  

g e n e r a t e   a n o t h e r   r andom  d i g i t ,   and  t h e n   upon  r e t u r n   o f  

c o n t r o l   to  t h i s   s t e p   108  the   r e s u l t   is  s t o r e d   in  a 

s t o r a g e   r e g i s t e r   B.  As  has  been   j u s t   s t a t e d ,   t h e  

F i g .   5D  r o u t i n e   now  d e f i n i t e l y   d o e s   no t   r e t u r n   t h e  

d i g i t   " 4 " ,   and  so  in  t h i s   s t e p   108  any  of  t he   n i n e  

r e m a i n i n g   d i g i t s   may  be  r e t u r n e d   by  t h e   F i g .   5D 

r o u t i n e .   In  t h i s   e x a m p l e ,   i t   is  a s s u m e d   t h a t   the   d i g i t  

"7"  is  r e t u r n e d .   T h i s   d i g i t   " 7 " ,   t h e n ,   is  s t o r e d   i n  

the   r e g i s t e r   B .  

N e x t ,   in  t he   s t e p   109,   the   d i s p l a y   D2  of  t h e  

d i s p l a y   u n i t   4  is  c o n t r o l l e d   by  the   I / 0   u n i t   3  to  l i g h t  

up  and  to  show  the   i n d i c a t i o n   s t o r e d   in  the   r e g i s t e r   B ,  

i . e .   in  t h i s   c a s e   " 7 " .   T h i s   s t a t e   of  the   d i s p l a y   u n i t  

4  is   shown  in  F i g .   3C .  

N e x t ,   in  t he   s t e p   110 ,   the  d i g i t   in  the   r e g i s t e r  

B,  i . e .   t h i s   d i g i t   " 7 " ,   is  s t o r e d   in  the   s e c o n d  

r e g i s t e r   02  of  t he   key  c o r r e s p o n d e n c e   t a b l e   of  F i g .   4 ,  

so  as  to  i n d i c a t e   t h a t   t he   s e c o n d   key  K2,  u n d e r   w h i c h  

the   s e c o n d   d i s p l a y   D2  is  l o c a t e d   and  t h r o u g h   w h i c h   s a i d  

s e c o n d   d i s p l a y   D2  is   v i s i b l e   as  s h o w i n g   the   i n d i c a t i o n  

" 7 " ,   c o r r e s p o n d s   to  t h i s   d i g i t   " 7 " .  



N e x t ,   in  t he   s t e p   111 ,   the   p r o g r a m   f u r t h e r  

p r e v e n t s   t he   r a n d o m   d i g i t   g e n e r a t o r   r o u t i n e   of  F i g .   5D 

from  a g a i n   p r o v i d i n g   t h i s   n e x t   a l r e a d y   p r o v i d e d   d i g i t  

" 7 " .   As  m e n t i o n e d   b e f o r e ,   t h i s   may  be  i m p l e m e n t e d   b y  

h a v i n g   the   r a n d o m   number   g e n e r a t o r   c h e c k   the   e n t r i e s   i n  

t h e  k e y   c o r r e s p o n d e n c e   t a b l e   o f  F i g .   4,  or  in  s o m e  

o t h e r   m a n n e r .  

N e x t ,   in  t he   s t e p   112,   a g a i n   c o n t r o l   i s  

t e m p o r a r i l y   p a s s e d   to  t he   F i g .   5D  s u b r o u t i n e   t o  

g e n e r a t e   a n o t h e r   r a n d o m  d i g i t ,   and  t h e n   upon  r e t u r n   o f  

c o n t r o l   to  t h i s   s t e p   112  the   r e s u l t   i s   s t o r e d   in  a  

s t o r a g e   r e g i s t e r   C.  As  has  b e e n   j u s t   s t a t e d ,   t h e  

F i g .   5D  r o u t i n e   now  d e f i n i t e l y   d o e s   n o t   r e t u r n   t h e  

d i g i t   "4"  or  t he   d i g i t   " 7 " ,   and  so  in  t h i s   s t e p   112  a n y  

of  t he   e i g h t   r e m a i n i n g   d i g i t s   may  be  r e t u r n e d   by  t h e  

F i g .   5D  r o u t i n e .   In  t h i s   e x a m p l e ,   i t   is  a s s u m e d   t h a t  

the   d i g i t   "0"  i s   r e t u r n e d .   T h i s   d i g i t   " 0 " ,   t h e n ,   i s  

s t o r e d   in  t he   r e g i s t e r   C .  

N e x t ,   in  t he   s t e p   113 ,   t he   d i s p l a y   D3  of  t h e  

d i s p l a y   u n i t   4  is   c o n t r o l l e d   by  t h e   I / O   u n i t   3  to  l i g h t  

u p  a n d   to  show  t he   i n d i c a t i o n   s t o r e d   in  the   r e g i s t e r   C ,  

i . e .   in  t h i s   c a s e   " 0 " .   T h i s   s t a t e   of  t he   d i s p l a y   u n i t  

4  is  shown  in  F i g .   3D.  



N e x t ,   in  the  s t e p   114 ,   the   d i g i t   in  t he   r e g i s t e r  

C,  i . e .   t h i s   d i g i t   " 0 " ,   is  s t o r e d   in  the  t h i r d   r e g i s t e r  

03  of  the   key  c o r r e s p o n d e n c e   t a b l e   of  F i g .   4,  so  as  t o  

i n d i c a t e   t h a t   the   t h i r d   key  K3,  u n d e r   w h i c h   the   t h i r d  

d i s p l a y   D3  is  l o c a t e d   and  t h r o u g h   wh ich   s a i d   t h i r d  

d i s p l a y   D3  is  v i s i b l e   as  s h o w i n g   the  i n d i c a t i o n   " 0 " ,  

c o r r e s p o n d s   to  t h i s   d i g i t   " 0 " .  

N e x t ,   in  the   s t e p   115 ,   the   p r o g r a m   f u r t h e r  

p r e v e n t s   t h e   r andom  d i g i t   g e n e r a t o r   r o u t i n e   of  F i g .   5D 

f rom  a g a i n   p r o v i d i n g   t h i s   n e x t   a l r e a d y   p r o v i d e d   d i g i t  

" 0 " .   As  m e n t i o n e d   b e f o r e ,   t h i s   may  be  i m p l e m e n t e d   b y  

h a v i n g   t he   r andom  number   g e n e r a t o r   c h e c k   the   e n t r i e s   i n  

t he   key  c o r r e s p o n d e n c e   t a b l e   of  F i g .   4,  or  in  s o m e  

o t h e r   m a n n e r .   The  p r o g r a m   of  F i g .   5A  t h e n   c o n t i n u e s  

i n t o   t he   p r o g r a m   of  F i g .   5 B .  

In  t h i s  F i g .   5B  p r o g r a m ,   in  the   c o n d e n s e d   s t e p s  

211  t h r o u g h   219 ,   the   same  p r o c e s s e s   as  a b o v e   a r e  

r e p e a t e d   f o r   the   o t h e r   s e v e n   d i s p l a y s   D4  t h r o u g h   D9  a n d  

D l l .   In  o t h e r   w o r d s ,   new  d i g i t s   a re   g e n e r a t e d   a t  

r a n d o m   by  the   r andom  d i g i t   g e n e r a t o r   r o u t i n e   o f  

F i g .   5D,  n e v e r   b e i n g   d u p l i c a t e d ,   and  a r e   d i s p l a y e d   o n  

t he   d i s p l a y s   D4  t h r o u g h   D9  and  D l l ,   and  t h e  

c o r r e s p o n d i n g   d i g i t s   a re   s t o r e d   in  t he   k e y  

c o r r e s p o n d e n c e   t a b l e .   of  F i g .   4  s o   as  to  keep   t r a c k   o f  

w h i c h  d i g i t   is   b e i n g   a s s i g n e d   to  wh ich   d i s p l a y   and  k e y .  



In  t he   shown  o p e r a t i o n a l   e x a m p l e ,   i t   is  a s s u m e d   t h a t  

the   r a n d o m   d i g i t   g e n e r a t o r   has   s u p p l i e d   the   d i g i t s   4 ,  

7,  0,  1,  8,  3,  9,  2,  6,  and  5  in  s u c c e s s i o n ,   and  t h e  

f i n a l   s t a t e   of  the   d i s p l a y   u n i t   4  is   shown  in  F i g .   3 E ,  

w h i l e   t he   f i n a l   s t a t e   of  t he   key  c o r r e s p o n d e n c e   t a b l e  

is  as  shown   in  F i g .   4.  T h u s ,   as  a  f i n a l   r e s u l t ,   w h e n  

the   f l o w   of   c o n t r o l   a r r i v e s   a t   t he   s t e p   220  of  t h e  

F i g .   5B  p r o g r a m ,   e a c h   of  t he   t e n   d i s p l a y s   D1  t h r o u g h   D9 

and  D11  is   s h o w i n g   a  d i f f e r e n t   one  of  the  t e n   d i g i t s ,  

s a i d   d i g i t s   h a v i n g   b e e n   r a n d o m l y   a s s i g n e d   to  s a i d  

d i s p l a y s ,   and  the   key  c o r r e s p o n d e n c e   t a b l e   of  F i g .   4 

c o n t a i n s   a  r e c o r d   of  the   c o r r e s p o n d e n c e   of  t h e s e   t e n  

d i s p l a y s   D1  t h r o u g h   D9  and  D11  (and   t h e i r   c o r r e s p o n d i n g  

k e y s   Kl  t h r o u g h   K9  and  K11  w h i c h   in  t h i s   p r e f e r r e d  

e m b o d i m e n t   l i e   d i r e c t l y   a b o v e   t hem)   to  t h e s e   t e n  

d i g i t s .   T h u s ,   t he   p r e f e r r e d   e m b o d i m e n t   of  the   p a s s w o r d  

number   i n p u t t i n g   d e v i c e   of  t h e   p r e s e n t   i n v e n t i o n   is  now 

r e a d y   f o r   i n p u t   of  a  p a s s w o r d   n u m b e r .  

T h u s ,   n e x t   in  the   s t e p   220 ,   t he   v a l u e   in  a  

r e g i s t e r   N  is   s e t   to  1,  as  a  c o u n t   v a l u e   f o r   i n d i c a t i n g  

how  many  d i g i t s   of  the   c u r r e n t l y   b e i n g   i n p u t t e d  

p a s s w o r d   number   have   up  t i l l   now  b e e n   i n p u t t e d .   And 

n e x t ,  i n   t he   s t e p   221 ,   t he   I / O   c o n t r o l   u n i t   3 

d e t e r m i n e s   w h e t h e r   a  k e y p r e s s   has   been   r e c e i v e d   f r o m  

the   k e y b o a r d   u n i t   2,  and  i f   t he   a n s w e r   is  NO  t h e n   t h e  

f l ow  of  c o n t r o l   i s  t r a n s f e r r e d   b a c h   to  t h i s   s t e p   2 2 1  



a g a i n ,   to  p e r f o r m   a  t i g h t   l o o p   u n t i l   such  a  k e y p r e s s   i s  

r e c e i v e d ;   w h i l e ,   when  on  the   o t h e r   hand  the   a n s w e r  

b e c o m e s   YES,  t h e n   the   f l ow  of  c o n t r o l   p r o c e e d s   n e x t   t o  

the   s t e p   2 2 2 .  

In  t h i s   s t e p   222 ,   a  t e s t   is  made  as  to  w h e t h e r   i t  

was  t he   key  K10  w h i c h   was  p r e s s e d ,   and  i f   the   a n s w e r   i s  

NO  t h e n   c o n t r o l   is  t r a n s f e r r e d   to  the   p a r t   of  t h e  

p r o g r a m   shown  in  F i g .   5C,  w h i l e   on  the   o t h e r   hand   i f  

the  a n s w e r   is  YES  t h e n   c o n t r o l   is  t r a n s f e r r e d   to  t h e  

s t e p   2 2 3 .  

In  t h i s   s t e p   223 ,   the   c o n t e n t s   of  a  b u f f e r   ( n o t  

shown)   in  w h i c h   the   s u c c e s s i v e   d i g i t s   of  the   c u r r e n t l y  

b e i n g   i n p u t t e d   p a s s w o r d   number   a r e   b e i n g   s u c c e s s i v e l y  

s t o r e d   is  c l e a r e d ,   and  t h e n   n e x t   the   f low  of  c o n t r o l   i s  

t r a n s f e r r e d   back  to  t he   s t e p   220 ,   to  s e t   the   number   N 

w h i c h   c o u n t s   the  number   of  d i g i t s   of  the   p a s s w o r d  

number   a l r e a d y   r e c e i v e d   to  z e r o   and  to  a w a i t   t he   n e x t  

k e y p r e s s .   T h i s   p a r t   of  t he   p r o g r a m   h a n d l e s   t h e  

p r e s s i n g   of  the   "CL"  key ,   i . e .   key  K10,  w h i c h   is  f o r  

c l e a r i n g   an  i m p r o p e r l y   e n t e r e d   p o r t i o n   of  a  p a s s w o r d  

n u m b e r ,   when  the   u s e r   of  the  p a s s w o r d   number   i n p u t t i n g  

d e v i c e   of  the   p r e s e n t   i n v e n t i o n   has   made  a  m i s t a k e   i n  

o p e r a t i o n .  



N e x t ,   r e f e r r i n g   to   F i g .   SC,  when  the   f l ow  o f  

c o n t r o l   e n t e r s   t h i s   p o r t i o n   of  the   p r o g r a m ,   f i r s t   a  

t e s t   i s   made  in  t he   s t e p   301  as  to  w h e t h e r   i t   was  t h e  

key  K12  w h i c h   was  p r e s s e d ,   and  i f   t he   a n s w e r   is  YES 

t h e n   c o n t r o l   is  t r a n s f e r r e d   to  the  s t e p   302  to  b e  

e x p l a i n e d   l a t e r ,   w h i l e   on  t he   o t h e r   h a n d ,   i f   t he   a n s w e r  

is   NO,  t h e n   the   f low  of  c o n t r o l   is   t r a n s f e r r e d   to  t h e  

one  of  t he   s t e p s   305  t h r o u g h   314  w h i c h   c o r r e s p o n d s   t o  

t he   a c t u a l   key  p r e s s e d ,   as  i n d i c a t e d   on  t he   f l o w  

d i a g r a m   of  F i g .   5C  by  t he   h e a d i n g s   to  t h e s e   b l o c k s .  

(The  a c t u a l   d e c i s i o n   t r e e   by  w h i c h   t he   a p p r o p r i a t e   o n e  

of  t h e s e   s t e p s   is  r e a c h e d   is   per   se  c o n v e n t i o n a l   and  i s  

n o t   shown  h e r e ) .  

T h e s e   s t e p s   305  t h r o u g h   314  a r e   a l l   a l i k e ,   e x c e p t  

f o r   t he   a c t u a l   key  v a l u e s   i n v o l v e d ;   to  d i s c u s s   f i r s t  

t he   s t e p   305  by  way  of   an  e x a m p l e ,   t h i s   s t e p   305  i s  

r e a c h e d   i f   the   a c t u a l   key  p r e s s e d   was  t h e   key  Kl ,   a n d  

in  i t   t he   f o l l o w i n g   a c t i o n s   a re   p e r f o r m e d :   t he   I / O  

c o n t r o l   u n i t   3  l o o k s   up  t h e   a d d r e s s   of  t he   k e y  

c o r r e s p o n d e n c e   t a b l e   of  F i g .   4  c o r r e s p o n d i n g   to  t h i s  

key  K l ,   i . e .   t h e   a d d r e s s   01,   and  t a k e s   t he   d i g i t   s t o r e d  

t h e r e i n ,   i . e .   t he   d i g i t   " 4 " ,   and  c o p i e s   i t   to  t h e  

b u f f e r ,   as  b e i n g   the  n e x t   d i g i t   of  the   p a s s w o r d   n u m b e r  

e n t e r e d .   N e x t ,   the   f l o w   of  c o n t r o l   p a s s e s   to  t he   s t e p  

315 ,   in  w h i c h   t he   c o u n t   N  is   i n c r e a s e d   by  one  in  o r d e r  

to  i n d i c a t e   t h a t   the   b u f f e r   has  one  more   d i g i t   in  i t ,  



and  t h e n   the  f l ow  of  c o n t r o l   is  p a s s e d   back   to  the   s t e p  

221  (of   F i g .   5B)  to  a w a i t   the   n e x t   k e y s t r o k e .  

S i m i l a r l y ,   i f   f o r   e x a m p l e   the   n e x t   key  p r e s s e d   i s  

t he   K5  key,   t h e n   the   f l ow  of  c o n t r o l   is  t r a n s f e r r e d   t o  

the   s t e p   309,   in  w h i c h   the   f o l l o w i n g   a c t i o n s   a r e  

p e r f o r m e d :   the   I /O  c o n t r o l   u n i t   3  l o o k s   up  the   a d d r e s s  

of  t he   key  c o r r e s p o n d e n c e   t a b l e   of  F i g .   4  c o r r e s p o n d i n g  

to  t h i s   key  K5,  i . e .   the   a d d r e s s   05,  and  t a k e s   t h e  

d i g i t   S t o r e d  t h e r e i n ,   i . e .   the   d i g i t   " 8 " ,   and  c o p i e s   i t  

to  the   b u f f e r ,   as  b e i n g   the   n e x t   d i g i t   of  t he   p a s s w o r d  

number   e n t e r e d .   N e x t ,   a g a i n ,   the   f l ow  of  c o n t r o l  

p a s s e s   to  the   s t e p   315,   in  w h i c h   the   c o u n t   N  i s  

i n c r e a s e d   by  one  in  o r d e r   to  i n d i c a t e   t h a t   the   b u f f e r  

has   one  more  d i g i t   in  i t ,   and  t h e n   the   f l o w   of  c o n t r o l  

is   p a s s e d   back  to  the   s t e p   221  (of   F i g .   5B)  to  a w a i t  

t he   n e x t   k e y s t r o k e .  

T h u s ,   t he   B u f f e r   is  b u i l t   up  to  c o n t a i n   an  o r d e r e d  

l i s t   of  a l l   the   n u m e r i c a l   v a l u e s   i n d i c a t e d   by  t h e  

d i s p l a y s   c o r r e s p o n d i n g   to  t he   keys   p r e s s e d   in  o r d e r   b y  

t h e   u s e r .   When,  f i n a l l y ,   t he   key  K12  ( t h e   e n t e r   k e y  

"E" )   is  p r e s s e d ,   t h e n   as  m e n t i o n e d   a b o v e   t h e   f l o w   o f  

c o n t r o l   p a s s e s   to  t he   s t e p   302  of  the   F i g .   5C  r o u t i n e ,  

and  in  t h i s   s t e p   the   d a t a   s t o r e d   in  t he   b u f f e r   a r e   a l l  

o u t p u t t e d   b y  t h e   I /O  c o n t r o l   u n i t   3  in  t he   p r o p e r   o r d e r  

( i . e .   f rom  the  f i r s t   to  the   l a s t   d i g i t   t h e r e o f   i n  



o r d e r )   v i a   t he   o u t p u t   l i n e   6  to  t he   CPU  of  the   m a i n  

c a s h   d i s p e n s e r   m a c h i n e   ( n o t   s h o w n ) ,   t h u s   i n f o r m i n g   s a i d  

CPU  of  t he   p a s s w o r d   number   i n p u t t e d   by  the   u s e r .   And  

a t   t h i s   t i m e   the   b u f f e r   i s   c l e a r e d .  

N e x t ,   in  t h e   s t e p   3 0 3 ,   t he   I /O  c o n t r o l   u n i t   3 

t u r n s   o f f   a l l   t he   d i s p l a y s   Dl  t h r o u g h   D9  and  D l l ,   t h u s  

no  l o n g e r   s h o w i n g   any  c o r r e s p o n d e n c e   b e t w e e n   the   k e y s  

Kl  t h r o u g h   K9  and  K l l   w i t h   any  d i g i t s ;   and  t h e n   in  t h e  

s t e p   304  t he   v a l u e s   s t o r e d   in  t he   key  c o r r e s p o n d e n c e  

t a b l e   of  F i g .   4  a r e   l i k e w i s e   c l e a r e d ,   t h u s   o b l i t e r a t i n g  

i t .   F i n a l l y ,   t he   f low  of  c o n t r o l   is  t r a n s f e r r e d   b a c k  

to  t he   s t e p   103  of  F i g .   5A,  to  a w a i t   the   n e x t   c o m m a n d  

f o r - i n p u t t i n g   of   the   n e x t   p a s s w o r d   number   f rom  the   CPU 

of  the   m a i n   c a s h   d i s p e n s e r   m a c h i n e   v i a   the  i n p u t   l i n e  

5,  so  as  to  r e p e a t   the   p r o c e s s   d e s c r i b e d   a b o v e   fo r   t h e  

n e x t   u s e r .  

To  e x p l a i n   t he   r andom  d i g i t   g e n e r a t i o n   s u b r o u t i n e  

of  F i g .   SD,  f i r s t   in  the   s t e p   401  a  r andom  d i g i t   i s  

g e n e r a t e d   by  a  pe r   se  known  r a n d o m   or  p s e u d o - r a n d o m  

d i g i t   g e n e r a t o r .   N e x t ,   in  t he   d e c i s i o n   s t e p   402 ,   t h i s  

r andom  d i g i t   is  c h e c k e d   a g a i n s t   t he   r andom  d i g i t s   t h a t  

have   a l r e a d y   b e e n   p r o d u c e d ,   d u r i n g   t h i s   e p i s o d e   o f  

s e t t i n g   of  t h e   d i s p l a y s   Dl  t h r o u g h   D9  and  D l l ;   as  h a s  

been   m e n t i o n e d ,   t h i s   can  be  done   by  h a v i n g   t h e _ r a n d o m  

number   g e n e r a t o r   c h e c k   t he   e n t r i e s   in  the  k e y  



c o r r e s p o n d e n c e   t a b l e   of  F i g .   4,  or  in  some  o t h e r  

m a n n e r .   I f   t h i s   r andom  d i g i t   is  no t   one  t h a t   h a s  

a l r e a d y   b e e n   p r o d u c e d   d u r i n g   t h i s   e p i s o d e ,   t h e n   t h e  

f low  of  c o n t r o l   l e a v e s   the  s u b r o u t i n e ;   but   if   on  t h e  

o t h e r   hand   t h i s   d i g i t   r e p e a t s   one  t h a t   a l r e a d y   has   b e e n  

p r o d u c e d   d u r i n g   t h i s   e p i s o d e ,   t h e n   the   f low  of  c o n t r o l  

is  t r a n s f e r r e d   back   to  the  s t e p   401  a g a i n ,   in  o r d e r   t o  

f o r c e   t he   r a n d o m   d i g i t   g e n e r a t o r   to  t r y   a g a i n .  

T h u s ,   i t   can  be  s een   t h a t   a c c o r d i n g   to  t h i s  

o p e r a t i o n   of  t h e   p r e f e r r e d   e m b o d i m e n t   of  the   p r e s e n t  

i n v e n t i o n ,   b e c a u s e   the   c o r r e s p o n d e n c e   b e t w e e n   the   k e y s  

Kl  t h r o u g h   K9  and  K l l ,   and  the   d i g i t s   wh ich   t h e y  

r e p r e s e n t   as  shown  on  the  d i s p l a y s   Dl  t h r o u g h   D9  a n d  

Dl l   of  t he   d i s p l a y   u n i t   4,  is  a l t e r e d   and  is  r a n d o m l y  

s e t   e a c h   t i m e   a  new  c l i e n t   a p p r o a c h e s   the   c a s h  

d i s p e n s e r   in  o r d e r   to  i n p u t   a  p a s s w o r d   n u m b e r ,   t h e r e b y  

t h e r e   is   no  way  t h a t ,   by  o b s e r v i n g   t he   m o v e m e n t   of  a  

u s e r ' s   f i n g e r   on  the   t e n k e y   pad  i n c l u d i n g   the   keys   K l  

t h r o u g h   K12,  a n o t h e r   p e r s o n   can   be  a b l e   to  l e a r n   s a i d  

u s e r ' s   p a s s w o r d   n u m b e r :   b e c a u s e   in  f a c t ,   w i t h o u t  

k n o w l e d g e   of  t he   c u r r e n t   m a p p i n g   b e t w e e n   the   keys   K l  

t h r o u g h   K9  and  K l l   and  the  d i g i t s   w h i c h   t h e y   r e p r e s e n t ,  

the   m o v e m e n t s   of  the   u s e r ' s   f i n g e r   a r e   m e a n i n g l e s s ;  

and  s u c h   k n o w l e d g e   is  not   a v a i l a b l e   to  a n y o n e   o t h e r  

t h a n   the   c u r r e n t   u s e r ,   s i n c e   t h i s   m a p p i n g   is   a l t e r e d   a t  

r andom  e v e r y   t ime   a  new  p a s s w o r d   is  to  be  e n t e r e d .  



A c c o r d i n g l y   t he   s e c u r i t y   of  the   u s e r ' s   p a s s w o r d   n u m b e r  

is   e n h a n c e d .  

F u r t h e r ,   i t   is   a d v a n t a g e o u s   a l t h o u g h   no t   e s s e n t i a l  

to  t he   p r e s e n t   i n v e n t i o n   t h a t   the   d i r e c t i v i t y   p r o v i d i n g  

u n i t  7   is  p r o v i d e d ,   as  in  t h e   shown  p r e f e r r e d  

e m b o d i m e n t ;   t h i s   u n i t  7   r e s t r i c t s   t he   p o s s i b l e   p o i n t  

of  v i e w   of  t he   u s e r   f o r   s e e i n g   the   d i s p l a y s   Dl  t h r o u g h  

D12  to  w i t h i n   q u i t e   a  n a r r o w   s o l i d   a n g l e   a b o u t   t h e  

p e r p e n d i c u l a r   d i r e c t i o n   r e l a t i v e   to  t he   s a n d w i c h e d  

c o m b i n a t i o n   of  t he   k e y b o a r d   u n i t   2,  t he   d i s p l a y   u n i t   4 ,  

and  s a i d   d i r e c t i v i t y   p r o v i d i n g   u n i t   7.  T h i s   means   t h a t  

e v e n   i f   a  c r i m i n a l l y   m i n d e d   p e r s o n   e g r e g i o u s l y   p e e k s   a t  

t h e   u s e r   w h i l e   s a i d   u s e r   is   i n p u t t i n g   h i s   or  h e r  

p a s s w o r d   n u m b e r ,   s t i l l   i t   w i l l   not   be  p o s s i b l e   fo r   s a i d  

p e r s o n   to  see   to  wha t   d i g i t s   of  the   p a s s w o r d   number   t h e  

v a r i o u s   k e y s   w h i c h   a r e   b e i n g   p r e s s e d   c o r r e s p o n d .  

A c c o r d i n g l y   the   s e c u r i t y   of   the  u s e r ' s   p a s s w o r d   n u m b e r  

is   f u r t h e r   e n h a n c e d .  

A l t h o u g h   the   p r e s e n t   i n v e n t i o n   has   b e e n   shown  a n d  

d e s c r i b e d   w i t h   r e f e r e n c e   to  the  p r e f e r r e d   e m b o d i m e n t  

t h e r e o f ,   and  in  t e r m s   of  t he   i l l u s t r a t i v e   d r a w i n g s ,   i t  

s h o u l d   no t   be  c o n s i d e r e d   as  l i m i t e d   t h e r e b y .   V a r i o u s  

p o s s i b l e   m o d i f i c a t i o n s ,   o m i s s i o n s ,   and  a l t e r a t i o n s  

c o u l d   be  c o n c e i v e d   of  by  one  s k i l l e d   in  t he   a r t   to  t h e  

fo rm  and  t h e - c o n t e n t   of   any  p a r t i c u l a r   e m b o d i m e n t ,  



w i t h o u t   d e p a r t i n g   f rom  the   s c o p e   of  t he   p r e s e n t  

i n v e n t i o n .   T h e r e f o r e   i t   is  d e s i r e d   t h a t   t he   s c o p e   o f  

the   p r e s e n t   i n v e n t i o n ,   and  of  t h e  p r o t e c t i o n   s o u g h t   t o  

be  g r a n t e d   by  L e t t e r s   P a t e n t ,   s h o u l d   be  d e f i n e d   not   b y  

any  of  the  p e r h a p s   p u r e l y   f o r t u i t o u s   d e t a i l s   of  t h e  

shown  p r e f e r r e d   e m b o d i m e n t ,   or  of  the   d r a w i n g s ,   b u t  

s o l e l y   by  the  s c o p e   of  the   a p p e n d e d   c l a i m s ,   w h i c h  

f o l l o w .  



1.  A  p a s s w o r d   number   i n p u t t i n g   d e v i c e ,   c o m p r i s i n g :  

(a)   a  p l u r a l i t y   of  means   f o r   i n p u t t i n g   d i g i t s   of  a  

p a s s w o r d   n u m b e r ,   a d a p t e d   to  be  m a n u a l l y   o p e r a t e d ;  

(b)  a  m e a n s   f o r   d i s p l a y i n g   the   m a p p i n g   b e t w e e n   e a c h   o f  

s a i d   p l u r a l i t y   of  d i g i t   i n p u t t i n g   means   and  t h e   d i g i t  

w h i c h   i t   c u r r e n t l y   r e p r e s e n t s   and  i n p u t s   when  a c t u a t e d ;  

a n d  

(c)   a  m e a n s   f o r   a l t e r i n g   s a i d   m a p p i n g   b e t w e e n   e a c h   o f  

s a i d   d i g i t   i n p u t t i n g   means   and  t he   d i g i t   w h i c h   i t  

r e p r e s e n t s   and  i n p u t s   when  a c t u a t e d ;  

(d)  s a i d   a l t e r i n g   means   a l t e r i n g   s a i d   m a p p i n g   b e t w e e n  

s a i d   d i g i t   i n p u t t i n g   means   and  t he   d i g i t s   w h i c h   t h e y  

r e p r e s e n t s   and  i n p u t   when  a c t u a t e d ,   e v e r y   t i m e   a  

p a s s w o r d   n u m b e r   is  i n p u t t e d .  



2.  A  p a s s w o r d   number   i n p u t t i n g   d e v i c e   a c c o r d i n g   t o  

c l a i m   1,  f u r t h e r   c o m p r i s i n g   a  means   for   r e s t r i c t i n g   t h e  

v i s i b i l i t y   of  s a i d   means   f o r   d i s p l a y i n g   the   m a p p i n g  

b e t w e e n   e a c h   of  s a i d   p l u r a l i t y   of  d i g i t   i n p u t t i n g   m e a n s  

and  t h e   d i g i t   w h i c h   i t   c u r r e n t l y   r e p r e s e n t s   to  w i t h i n   a  

r e l a t i v e l y   n a r r o w   s o l i d   a n g l e .  

3.  A  p a s s w o r d   number   i n p u t t i n g   d e v i c e   a c c o r d i n g   t o  

c l a i m   1,  w h e r e i n   s a i d   d i g i t   i n p u t t i n g   means   a r e  

s w i t c h e s .  

4.  A  p a s s w o r d   number   i n p u t t i n g   d e v i c e   a c c o r d i n g   t o  

c l a i m   3,  w h e r e i n   s a i d   s w i t c h e s   a re   t r a n s p a r e n t ,   a n d  

s a i d   means   f o r   d i s p l a y i n g   t h e   m a p p i n g   b e t w e e n   e a c h   o f  

s a i d   p l u r a l i t y   of  s w i t c h e s   and  the   d i g i t   w h i c h   i t  

c u r r e n t l y   r e p r e s e n t s   is  l o c a t e d   u n d e r n e a t h   s a i d  

s w i t c h e s .  



5.  A  p a s s w o r d   number   i n p u t t i n g   d e v i c e   a c c o r d i n g   t o  

c l a i m   1,  w h e r e i n   the   o p e r a t i o n   of  s a i d   a l t e r i n g   m e a n s  

i s   s u b s t a n t i a l l y   r a n d o m .  
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