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The Invention relates to a method, a device and an e-mall server (21) for detecting an undesired e-mail (300) before an
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C an a dg http:vopic.ge.ca - Ottawa-Hull K1A 0C9 - atp.//cipo.ge.ca OPIC

S SNV ENEEN
O - 2.7 20 a0

J "..
KT
e
A

OPIC - CIPO 191




CA 02379464 2002-03-27

200104118

AbstraCt

Method, dévice and e-mail server for detecting an

undesired e-mailil

The invention relates to a method, a device and an e-
mail server (21) for d-etecting an undesired e-{mail
(300) before an addressee (27-31) of the undesired e-
mail (300) reads the undesired e-mail '(3'.00) . For the
method, a first e-mail (300) which is intended for the
addressee §(27—31)' 18 ‘evaluated with at least one
predetermiried criterion before the addressee (27-31)
reads the first -e-mail' (300) . On the basis of the

evaluation, a second e-mail' (400, 500) with the

notification that there is a pos,sibly undesired e-malil

for the add-réSSee (27-31) is automatically genera:ed
and sent to the addressee (27-31) of the first e-mail
(300) .

Fig. 1
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Description

Method, device and e-mail server for detecting an

undesired e-mall

The invention relates to a method, a device and an e-
mail server for detecting an undesired e-mail before an

addressee of the undesired e-mail reads it.

PeOple unfortunately often receive undesired e- mall
for example an advertising e-mail or an e- mall
contalining a.computer'VirUS. The advertising e-mail is

of course only a nuisance and wastes valuable: worklng

time :1.f 1t 1s read durlng worklng t:t.me However, e-

mails containing a computer virus can cause damage to
hardware and software of the computer When in the first
instance they are .downloaded by a computer from a mail

server storing the e-mail and opened for,reading.

There are of course what are referred to as virus

scanners, that 1s to say computer programs whieh
examine e-mails for cemputer viruses and which make
detected computer viruses harmless. However; known
virus scanners can Only identify known COmputer
viruses. It is also the case that virus scanners do not

dlscover annoying advertising e-mails.

US 6,023,723 discloses a method for automatically
detectlng and deletlng unde51red e-mails. Each 1ncomlng
e-mail is checked to determlne whether it originates
from an undesired or a,deslred_sender. This information
1s contalned in correeponding lists If -an:'e'mail
orlglnates from an undesired sender 1t 18 automatlcally

deleted before the addressee can read it. If.theee-mall

originates from a de81red sender, it 1is passed on tb

the inbox of the addressee If the e- -mail orlglnates

ne:Lther from a des::.red sender nor from an undes:Lred

4

sender, it 1s directed into a separate, spe01ally
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designated file which the addressee can open.
US 5,999,932 discloses a method which automatically

categorizes = e-malls ~ into - desired, : potentially

interesting and undesired e-mails and appropriately

'de51gnates them. An e- mall 18 detected as being desired

1f data from filled-in fields of the e- mall ﬁor
example the address or the reference field of the e-

mail, corresponds to data stored in a list. The e- mall
is then des:.gnated for example, as "OK". If the data

of the field does not correspond to the data Stored in

the 1list, the e- mall is evaluated w:Lth predeflned
criteria and evaluated as potentlally 1nterest1ng or as
undesired in accordance with the evaluation. A
potentially interesting e-mail 1s designated, for

example as "NEW" and an undesired e-mail as "JUNK".

UsS 6,052,709 disclo-ses_- a system for monitoring junk
mail. The system comprises a communications network
with a plurality of _te;rminals to each of which an e-
mail address 1is 'assigned, and a control center. The
control center is embodied' 1in snch a way that it
generates additional e-mail addresses and distrlbutes
them on the communlcatlons network. The addltlonal € -
mail addresses are not ass1gned to any specific person.
If one of the addltional e-mail addresses receives an
e-mail, its sender da_ta is extracted and stored in a
database of the control center | Filters- which' are'
stored on the terminals are then modified in such a way
that each terminal detects when it receives an e- ma:Ll

from the sender who has prev:u.ously sent an e-mail to

one of the additional e-mail addresses.

US 6,112,227 describes ~a further method which is
intended to be used 1to prevent \the' receptlon of
undesired e-mails. If an e-mail server receives an
e-mall, it determlnes whether the sender of the e- mail

is registered before it passes on the e-mail to the
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client to which the e-mail is addressed. If the sender
is not registered, the e-mail server sends a
registration form to the sender of the e-mail in order

to register sa:Ld sender. After the registration,, 1t

passes on the e- mall to the client to ‘which the e - mall.

18 addressed.

A further method for classifying e-mails 1nto desired
and undesired e-mails is disclosed in US 6,161;130. The
contents of a receiVed.e—mail are cheCked automaticaliy
for predetermihed words or phrases. Then, it :is
automatically determined\- whether  the e~mail, is
undesired or desired on the basis of found WQrds or
phrases and on the basis of probability; the e-mail is
then directed into corresponding files. If the

addressee classifies an e- mail differently, as can

oCcCcur as a result of the automatlc class1f1cat10n, the
probabilities for automatic cla881flcatlon are re-

determined.

By means of the computer program disclosed in
US 6,167,434, it is made easier for an addressee of a
spam mail to delete himself from a sender list of the

sender of the spam mail. The computer program 1s

embodied in such a way that, after the addressee of the

spam ma:i.l has delete_d this mail, an e-mail is

' automatically ‘sent to the sender of the spam mail. The

e-mail comprises a request to delete the addressee from.

the sender s list.

Us 6,199,103 Bl discloses a method for determining
criteria for identifying a junk mail. A receivedze-mail
is detected as Jjunk mail Dby means of known '~ crt:i.teria';.
The junk mail is then stOred and its contents analjrzed
to determine whether 'it contains further sultable
criteria for detecting the Junk mail. If the junk mail
co’ntains further suitable criteria, they are added to

the already known criteria.

'
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GB 2 350 747 A discloses a .method .':Eor preventing
undesired e-mails -addressed to a network. A subscriber
to the network receives an e-mail and categoriZes'itias
undesired. It is then checked whether the subscriber,
or further subscribers of the network, receiveiat leest
gsimilar e-mails. Suitabie.countermeasures‘are initiated'.

on\the'besis of the”oheck.

On the basis of the method proposed in WO 00/49776, e-
malls sent by a server are directed to a proxy host '
which filters out junk mails before passing on the '
e-mails to the corresponding client. The proxy host can
be embodied 1in such a .way that it passes on filtered- '
out Jjunk mails to an administrator, via a secure Wor;Ld
Wide Web document, so.that- the admilnistrator can cheok
them.

WO 01/16695 Al proposes that only e-mails whioh
or-iginate from predetermined senders shou_ld be passed
on from the server to the addressee If the server
receives an e-mail Wthh does not originate from one of
the predetermined 'senders_, the sender is requested to
prove his .aUthorization. If the sender proves his

authorization within a'f_'predetermined ‘time period, the

e-mail is delivered to the addressee, otherwise it is

automatically deleted.

JP 2000163341 A discloses a method in which an e-mail
server extracts the sender and addressee of a -received
e-mail and .automat\ically determines whether the;\e?mai'l
is to be deleted. If the e-mail is automatically
deleted, the sender of the e- msil aUtomatioally has e
notification e-mail sent to him with which he is
informed of the deletionfof the received e-mail and the

reasons for the automatio;deletlon.

JP 2000339236 A describes a method'j' on the basis of
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which the sender of a r‘eceiv‘ed e- mail is extracted and
compared with senders from a list. If the sender is

contained 1in the list, the e- ma:Ll 18 automatlcally

deleted, a notification e-mail is sent to the sender or

the e~mai1is designated for the addressee.

The object of the invention is therefore to specify5 a
method Wthh brlngs ~about condltlons for ellmlnatlng
undesired e-mails before they can cause damage Further
objects of the invention are to configure a device a;nd
an e-mall jserver in such a ‘way that conditions are
brought about for eliminating undesired e-mails before

they can cause damage.

The first object 1s ac_hie.Ved accordi\ng to the \i'nve_-ntion
with a method for detecting a undesired e-mail, having

the following method steps:

- reception of a first e-mail sent to an addressee
- by means of an e-mail server, ' _ "

- automatic evaluation of the flrst e-mail with at
least one predetermlned Criterion, and

- automatic generatlon and transmission of a second
e-mall, based on the evaluatlon of the f:i.rst e-
mail, to a computer of the addressee of the first
e-mail with a notification that the_re\ is a
poss1bly undesired e-mail for the addres.see.-,
before the first e-mail 1is passed on to the

computer of the addressee

An undesired e-mail is understood to be in'particular,
an e-mail containing a computer virus or what is

referred to as a junk mail, for example an unsolicited

advertising e-mail. The e-mail containing the computer

virus can 1in the worst case lead to damage to a
computer of the addressee or to damage to c'omp_uter
programs stored on this computer, while junk mails cari

unnecessarily waste worklng t1me
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According to the . 'in'v.ent‘ion, the first e-mail 1s
therefereaeValuated-accerding to at least one Criterion
before the addressee can read this e- -mail, i.e. the
first e-mail is evaluated before the addressee can
download it from an e-mail server wlth-hls-computer and
open it, or before the e-mail server passes on the
first e-mail to the computer of the addres‘see. The
first e-mail 1is thns evaluated before it can :cauﬁ.se
damage. The evaluatlion of the first e-mail can 'be
carried out, for' example, by means of 'a'icomputer\

program stored on the e-mail server.

A criterion for the evaluation of the first e-mail 1s
according to one embodlment of the invention, fer'
e'x.ample, a number of further addressees to whom the
first e-mail is also addressed. Junk mall_ or e-mail

comprising a computer virus is per se sent to a large

- number of addressees in order, for example,‘to cause as

much damage as possible. A large number of addressees
of the same e- mall can therefore be a sign of an

undesired e-mail.

A further sign '_for an undesired e-mail is that the

‘addressee or the addreesees repeatedly have ‘the same

e-mail sent to them in a relatively short time so that

a sender of the e- mall increases his chance -of the

addressee or at least one of the addressees openlng the

~e-mail and reading it. Therefore, a partlcularly

preferred variant of the invention pro'v:L.de_s for the

criterion to be a number of further e-mails which have

been sent to the addre‘s.esee or further -address'ees in a
predeflned time period and have ‘the same reference as
the first e- mall '

According to one variant of the invention, the

criterion is a number of further e-mails which have the

checksum of the data record of ‘the rezference and/or of
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the message as the first e"mail ~The checksum ;is
characterlzed in that a change in an :Lndlv:Ldual bit in
the entire data .record,- over which the chec\ks-um is
formed, changes the checksum. This is achieVed in that
all 'the 'bytes of data record are summed. If the da_ta
records are transmltted u81ng the 8 bit method, for
example, 1in the ASCII format or in the extended ASC‘II 3
format, the checksum correSponds to a number between 1
and 256 It changes as soon as one bit Wlthln the data

record 1s different. That ig to say two e- malls Wlth

- the same message, that is to say two 1dentlcal e- -mails,

have the game checksum of the data recoxrds of the:Lr

messages.

After the evaluation of the e-mail, 'according to the
1nventlon a second e- mall 18 automatically sent, on the
basis of the evaluatlon of the flrst e-mail, to 'the
addressee with a notlflcatlon that a possibly undes1red
e-mail has arrlved at the e- -mail server. This second e-
mail is, for example, automatlcally generated by the e-
mail server and automatically sent to the addressee.
The noti{fication can _advantageously c'omprisen the
reference, the sender and - the number of :further

~addressees of the first e-mail. The addressee is warned

by this second e-mail and can decide himself whether he

‘wishes to download the first e-mail from the e-mail

server, open it and read it.

Accordlng to another varlant of the invention, there 1s
provision for the first e- -mail to be evaluated only if
it has .been sent by a -computer wh:L-ch 1s -connected
outside a local computer network, - the local compute'r
network comprising a computer of 'the addressee | and 1t
being possible for sa’id local computer network to be

contacted by the computer from which the first e- maJ_l

was sent. The local computer network can be assu_:gned

.for example, to a company or to an official authorlty

e-mails which are sent within the local computer
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network are consequently not evaluated because it is
improbable that they j'are. junk mails or are ?provided
with a computer virus. Thus, in particular e-—mails
which are directed ‘to. a relatively large group of
addressees within the company or the off1c1al authority'

are sent without being evaluated.

The further Obj ect of the invention 1is achieved by a

device for detecting an undes:Lred e-mail Dbefore an-

‘addressee of the undes:.red e-mail reads the undesu:ed

e-mail, hav:Lng

- an e-mail server and'

- a computer which 1s connected to the e- mail server,
for the purpose of - reading e-mails which are
intended for the addressee, ' . l

the e-mail server being embodied 1in such a way’ that it

evaluates a first e-mail sent to the addressee, with at
least one predetermined criterion, automatiCaliy

generates a second e-mail on the basis of the -
evaluation of the flrst e-mail and sends said second
e-mail to the computer of the addressee of the first
e-mail before it passes on the first e- mail to the

computer of the- addressee the second e-mail compr1s1ng -

a notification that there is a possibly undesired e-

mall for the addressee.

Advantageous refinements of the device according to the

invention emerge from the subclalms

The further object is also achieved by meahs of an 8-

mail server Wthh passes on e- -mails which have been
sent to an addressee to a computer of the addressee,
— a computer program which evaluates a first e- ma:Ll
sent to the addressee, with at least one
predetermined criterion, running on the : e-mail
server, and | - ' ' ' ;
~ the e- -mail server automatically generating a ‘second

e- mail on the bas:Ls of the evaluation of the first
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e-mail and sending said_ second e-mail- to the
computer of the addreSSee of the firsti e- mall

before it passes on the first e- -mail to the computer\
of the addressee, the second e-mail compr1s1ng a
notification that there ise a possibly undes:l.red e-

mall for the addressee

Advantageous reflnements of the e- mall server accordlng:

to the 1nvent10n emerge from the subclaims.

An exemplary embodiment of the invention 1is illustrated

by way of example in the appended schematic dravungs,

in which:

Fig. 1 " shows a flowchart representlng the-
' method accordlng to the 1nventlon |

Fig. 2i ‘ shows a local computer network,

Fig. 3 , ‘shows a first e-mail and '

Figs 4 and 5 In each case show a Second\e—mail.

'Fig, 1  shows a flowchart with steps 1 to ll

representing the -method' according to the 1nventlon

which is explalned in more detail by means of Flg 2.

Fig. 2 ~shows a schematic, exemplary view of a local

computer ‘network' 20 of an industrial company,. Wthh

25

30

comprises an e- ma:.l server 21 to which a plurallty of
computers 22 to 26 are connected. The e -mail server 21
can also be contacted by external computers, such as a
computer 32 1llustrated by way of example j.n Fig. 2,
which is not part of the computer network 20. In thlS ‘
way, a person 33 can also use the computer 32 of one of
the persons 27 to 31 to send an e-mail which the latter
can read with one of the computers 22 to 26 of the

computer network 20.

Before .the persons 27 to 31 can read an e-mail

- AT o/ g AP rv-st - P

addressed to them, '_._sa'id"perSOns must request it f rom

S W L c— Ny g, Y S LAV A SV
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the e- mall server 21 usrng one of the computers 22 to
26 in a generally known way or the e- -mail server 21

must pass on the correspondlng e-mail to that computer
of the computers 22 to | 26 on which the reSpect:Lve

person of persons 27 to 31 is currently worklng

In the case of ‘the present exemplary embodiment, t;he
person 33 uses the computer 32 to send a first e-mail
300, comprising a compluter virus, to the person 27 in
order to damage the industrial company . This first e-

"mail 300 is therefore undesired and shown schematlcally

in Fig. 3. In order to cause as much damage as

_possib'le,. the person 33 also sends the same first e-

mail 300 to the persons 28 to 31.

The first e- mail 300 which 1is shown in Fig. 3 has four
fields. 301 to 304 in ‘the case of the present exemplary‘

| embodiment. The fleld 301 comprlses an item of

information on the sender of the first e- -mail 300 that
1s to say the person 33, the fleld 302 comprises
1nformatlon on the addressee of the flrst e- mall 300, .
that is to say the persons 27 to 31, the 303 comprlses
a reference which is XYZ in the case of the presen;t
exemplary embodiment and the ' field 304 comprlses the
message, that is to say the content of the first e- -mail

300.

After the person 33 has dispatched the first e-mail 300

to the persons 27 to 31, it arri“\\res' at the e-mail
server 21 (step 1 of the floWChart) , which in the case
of the preSent exempl_ary- | embodlment automatlcally
stores the reference and the associated addressee or.
add’resSees of an e-mail sent by an external computer
for the next 24 hours (step 2 of the flowchart) that
18 to say also the reference and the addressees of ‘the
f:Lrst_ e-mail 300 sent by the person 33 us:.ng ‘the
computer 32. - ' o ' o
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In the case of the'present exemplary embodiment, the e-

"mail server 21 autOmatically' uses a suitable computer

program stored in the e-mail server 21 to determlne the
number of addressees to Wthh the same e-mail has been
sent by an external computer. If thrs number 1s:greater
than three, the "e'.--mail. s:erver 21 'aut—omaticalfly*
generates a further e-mail and sends it to the

addressee of the external e-mail (step 3 of the

flowchart) .

In the case of the present exemplary embodiment, the
person 33 sent the*sameffirst'e—mail 300 to the;persons
27 to,313andfthe number of the addressees to which the
same e-mail was sent 'ii_‘s therefore five. The number of
addressees is determined by means of the field 302 of
the first e~mail_300. The e*mail_server 21 thenisends:a
further e-mail for each of the persons 27 to 31 and'
sends it to the persons.27 to 31 before the persons 27
to 31 can call the first e-mail 300 from -the'.e-—mai;l
server 21 and read it using one of the computers 22 to
26 (step 4 of _' the flowchart) . Fi’g'. 4 shows 1n an
exemplary and sChematic view one e-mail 400 of these
further e-mails, which" 1s sent to the person' 27. By
means of this further e-mail 400 the person 27 ig
1nformed that a poss:Lbly undesired e-mail, that is to
say the first e-mail 300 Wthh was sent by the person
33 hasg arrived for him at the e-mail server 21 and can
be called. The further e-mall 400 also comprises
information on -the‘ person 33 and the number of

addressees of the flrst e-mail 300. Each of the persons

27 to 31 can then dec-lde whether or not he wisghes to

read the first e-mail 300 addressed to hlm (step 5 of
the flowchart) . ‘ ' o

In the case of the present exemplary _embodi\nrlentlr the

persons 28 to 31 decide that they do,not wish to read

the first e-mail 300 addressed to them. Then they use
the computer mouse of that of the computers 22 to 26
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which they are currently us;Lng to Clle on the phrase_
“do not read” of that further e- maz_l 400 which was

"a\utomatically”sent to each of them by_ the e- mail s_erver

21, after which the*first'e~mail 300 which was intended

for them is deleted by the e-mail server 21 (step 6 of

the flo'wc‘:hart) ' However, the person 27 would like to
read the first e- mall 300 whlch is intended for hlm,;ln
Wthh case he clicks on the word “read” of the e mall

400.

Then, in the case of the present exemplary embodlment

the e-mail server 21 automatically calculates the
number of further e—--r'na'ils. ‘which have been sent by an

external computer within the last 24 hours and have the

same reference (step 7pof-the.flowchart); These further
e-mails may have been_sent\to_the same addressee‘Or'to
different addregsees - and _‘.'can alSo orlglnate from
di'fferent senders. If, in the case. of the present

exemplary embodiment,mthis number is greater than-flve,
'the e-mail server 21 automatically generates a :further

e-mall and sends it to this addressee (step 8 of the

flowchart). Otherwise, the e-mail which has arrived at

the e-mail server 21 is passed% on directly to thfe

- addressee Who can then read this e~mai1

In the case of the present exemplary embodiment, : the
person 33 respectlvely sent ten further e- malls W1th1n
24 hours to the person 27, ~and said e-mails had the
same reference as that of the first e-mail 300 sent to
the person 27. The number of further e-mails Wthh have
arrived at the e-mail server 21 Wlthll’l the last 24

“hours and Wthh have the same reference as that of the

first e-mail 300 and are 1ntended for the person 27 1s
therefore ten. The e- ma:Ll server 21 then automatically
generates a further e- mall 500 Wthh is shown in Flg 5
and which is automatlcally sent to the person 27. '

By means of the e-mail '500,_’ the person 27 is once moref‘
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informed that a possibly undesired e- mail - that is \':to
say the first e- ma:Ll 300 sent by the person 33, has
arrlved for him at the e-malil server 21. The e- mall SOO'
also comprilses 1nformatlon on the reference of the
first e-mail 300, on the person 33 and the number of

further e-mails with ‘the ‘same reference Wthh have

arrived at the e-mail server 21 for the person 27

within the last 24 hours. The person 27 can then decide

whether or not he wishes to read the first e-mail 300

which isdaddressed'to\him'(Step~9 of thefflowchart).

In the case of the present elxempla'ry embodiment‘ the
person 27 decides ‘that he does not wish to read the
first e-mail 300 addressed to him after all. Then, said
person 27 clicks on the phrase “do not read” 'of; the e-

" mail 500, after Wthh the flrst e-mail 300 1ntended for |

him is deleted by the e-mail server 21 before the
person 27 opens this first e-mail 300, that is to say
before this first e-mail 300 can cause damage (step l;O
of-the«flowchart). ' ' t

However,. 1f the person 27 nevertheless wishes to read

the first e-mail 300, he clicks on the word “read”' of

the e- ma:Ll 500, after Wthh the first e- mall 300 18
passed on to the computer of the computers 22 Co 26
which the person 27 1is currently using. The person 2'7
can then open the first e-mail 300 and read 1t (step li
of the flowchart). ' ' |

If, in the case of the preSent 'exemplary embodiment :
the number of addressees of an e- -mail which has arrlved
at the e-mail server 21 and has been sent by an
external computer is less than four (step 3 of the
flowchart), the e-mail ‘server- 21 does not generate a
further  e-mail 400, 7 .f but rather 1mmed1ately;
automatlcally calculates the number of further &~ malls?
which have been sent to the same addressee by . an{

external computer within the last 24 hours ‘and have thef
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same reference (step 7 of the flowchart). If this

number 1s greater than flve, the e-mail server 21 again'

automatically generates a further e-mail in accordance
with the e- -mail 500 :Lllustrated in Flg 5 and sends 1t
to' the addressee Otherw1se, -the e-mail server 21

passes on thls e- mall dlrectly to the addressee.

Because in the case 0fjthe'presentexemplary embodiment
the e-mail server | 21 che'ck-s only e-mails 'which .haéve
been sent by external computers, such as the computer
31, e-mailils ‘whi'ch _are sent by one of the compnters 22

to 31 are not checked;*

However, }.for the method a.ct:ord.ing- to the invention it
is not 'necessary to' check .only externai e' mails. The
method according to - the 1nventlon can also be used 1f
there 1S no. local " computer network. It is then

conceivable for a publlcly accessible e-mail ’server,

which is operated for example by a service prov1der, to

carry out ‘the method accordlng to the invention.

Furthermore, for the me'-thod according to the invention

it is also not absolutely necessary for the steps 3 and
7 of the flowchart to be carried out, that is to say

for the e-mail server 21 to  check the number Of- 

addressees to which the same e-mail 1is addressed and
subsequently check the number of e-mails which have
been sent to the same addressee or further addressees
with the same reference W1th1n a predeflned time. It is

~also poss:Lble to carry out only the step 3 or only the

step 7 or only the step 7 and then the step 3 of the

flowchart. For the step 7, it 1is also p0581ble to check.

only the number of e-mails which have been sent to the

same addressee within the predefined time period.

However, it is also poss1ble_ to use a different

criterion for evaluating the first e-mail.

One criterion for detecting an undesired e-mail is for
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example, to check the checksum of © the data r-ecord
assigned to the field 303 'and/or to check t'he'checksum

 of the data record ass:l.gned to the field 304, of the

first e-mail 300 shown in F:Lg 3. The fleld 303 f:_is
a881gned to the reference, and _the fleld 304 is
assigned to the actual message of the first e- mall 300

The checksum of one of these data records | can be.

determined, for example, as follows.

The checksum ish characterized in that basically éa_
change of an 1nd1V1dual blt in the entire data record
changes the checksum Th:Ls 1s achleved 1in that all the

bytes of a data record are summed

The 'checksum, can be _determined, for example,_ with the

following program routine which 1s executed in 'th_e

BASIC programming language in the case of the .pre-s-ent

xexemplary embodiment . I'n-"\ addition, 1t 18 assumed ‘that
" the first e-mail 300 1s transmltted in ASCII or in the

expanded ASCII format

- FOR 1=1 to data record 1ength

CHECKSUM
256)
NEXT i

.

MOD(C‘HECKSUM + ASC (MID$ (DATA RECORD$ I, 1) ) ,

END

The character number of the}i-th character is therefore
added to the 'previous checksum and subsequently
subtracted from the newly determined checksum 256 if

the newly determlned checksum is greater than 256. Theﬁ

checksum is therefore a value be_tween 1 and 256._ As.

~long as two data records are identical, their checksums

are also identical. A higher degree of protection can
be obtained by taking a h:;.gher power of two 1nstead of
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It is poss:Lble eas:Lly ‘to determine, for e_xarriple,-- the

number of 1dent1ca1 e malls on _the basisl of the

determlned checksums of the references and/or of the
messages of e-mails ‘which arrive at the e-mail server
21. ' '

The values which are given in the fexemp‘lary, embodiment
and at which the e-mails 400 and 500 are generated, and
the e-mails 400 and SOO} are only exemplary in nature.

It is also the case that the computer network 20 does

not necessarlly ‘have to be assigned to an J.ndustrlal

'company.- It may also be- ass:.gned~~, in particular, to a}.n

official authority, a university or a researeh

institute.
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Patent claims

| -

1. A method for detecting an undesired e-mail, having

the following method steps:

3
- reception of a flrst ‘e-mail (300) sent to an
addressee:(27—31) by means of an e-mail server (21)

- automatic evaluatlon of ‘the first e-mail (300)
with at least one predetermined criterion, and

10 - automatic generation and ‘transmission of a second

e-mail (400, 500), based on the evaluation of the first
e-mail (300), to a eomputer (22-26) of the .addressee .
(27-31) of the first e--mail (300) with a notification
that there is a possibly undesired- e-mail for the
15 addressee (27-31) , before the first e-mail (30,0:) iS

passed on to the computer (22-26) of the addressee
(27-31) .

2. The method as claimed in claim 1, having the

20 following additional method steps:

_ decision as to whether the addressee (27%-31.) of
the'firstfe—mail (300) would like to read the first e-
mail on the basis of the notification of the sejcohd e -
25 mail (27-31), and , ' _
- paSsing on of the first e-mail (300) to the
computer of the addressee 1f the latter would llke to
read the first e- mall and automatlc deletion of the
first e ‘;mall (300) if the addressee (22-27) would:- not
30 like to read the first e-mail (300). '

3. The method as claimed in one of claims 1 or 2, in

which the crlterlon 1is a number of further addressees

(27-31) to whom the flrst “e-mail (300) is also
35 addressed. ' '

4 . The method as clalmed in one of claims 1 to 3 in

Wthh the crlterlon 1s a number of further e malls
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which ’have ‘been ‘sent to the addressee (27-31) or
further addressees (2’7—3'1,) in a: predefined time
petiod and have the same reference (303) as the
first e-malill (300)Q ' ' '
5. The method as claimed in one of claims 1 to 4, 'in
which the criterion is a number of further :e_-mails
which have the same' checksum of the data record of the
reference (303) .and/ofr of the meSsage (304) as the
first e-mail (300). - ‘

6. The method as c'aimed'in'one of claims 1 to 5, in

which the first e-mail (300) is evaluated only 1f 1t

has been sent by a computer (32) Which' 18 operated
outside a local computer"network (20), the 1local

computer network (20) comprising the e-mail server (21)

and the computer (22—26)'Of the addressee (27-31).

7. A device for detecting an_undeSired e-mail before

an addressee (27-31) of the undesired e-mail reads the

undesired e-mail, having ‘ '

— an e-mail server (21) and

— a computer (27-31) which 1is connected tothe}e&nmil‘
server (21), for the purpose of reading ?e'-mails

which§are intended for the addressee (27-31),

the 'e—mail server (21) being embodied in such a way

that it evaluates a first e-mail (300) sent to the

addressee :(27—31), with at least one predetermined

criterion, automatically generates a second e-mail

(400, SQO) Qn'the:basisuof the.evaluation of the first

~e-mail (300) and sends said second e-mail (400, 500) to

the computer (22-—-26') '- 'Qf the addressee (27-31) of the
first e—mail (300) before it passes on the firSt:eémail
(300) to the computer (22-26) of the addressee (27-31),
the second e—mail (400, 500) comprisrmga'nbtifiCation
that there 1is a possibly undesired e-mail for the
addressee,(27~3l). ' ' '
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8. The device as claimed in claim 7, in which, on the

basis of a message, the e-mail server (21) passes on

the firSt'e-mail (300) to the computer of the.addressee
in response to the second e- ~mail (400, 500) if sa:Ld
addressee would like to read the first e- mall and
automatlcally deletes the first e- maJ.l (300) if the

addressee (22-27) would not like to _read the ffirst e~

mail (300) .

9. The device as claimed in one of claims 7 or 8, in
which the criterion is a number of further addr-eSSees
(27-31) to which the first e-mail (300) is also

addressed.

10. The device as claimed in one of claims 7 or 8, in
which the criterion is a number of further e-mails
which have been sent to the addressees (27-31) or
further ;addressees (27 31) in a predeflned time period
and have ' the same refer—ence (303) as the firstt eemail\
(300) .

11. The device as cla:Lmed in one of claims 7 to 9 in
which the crlterlon 18 a number of further e malls
which have the same checksum of the data record: of the
reference (303) and/or of the message (304) 'fas_ the
first e-mail (300). | o

12. The device as claimed in one of claims 7 to 11, in

which the e-mail server (21) and the computer (22-26)
of the addressee (27- 31) form a local computer network
(20) , and the first e mall (300) is evaluated only if

1t has been sent by a computer (32) which J.s operated

outside the local compUter,network-(ZO)

13. An e-mail server which passes on e-mails which

- have been sent to an addressee (27-31) to a computer
(22 26) of the addressee (27- 31),.

- a computer program which evaluates a first e-mail

5
A W e = e e/ g PP bl
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(300) sent to the addresse‘e’ (27-31), with at least
one predetermlned crlterlon, running on the e-mail
server, and | | ‘

- the e-mail server (21) automatically generating a
‘second e-mail (400, 500) on th

evaluation of the first e-mail (300) and sehding

= ;basis of the

P

|Said second e-mail (400 -500) to the computer
(22- 26) of the addressee (27- 31) of the flrst e-mail
(300), before it passes on the first e-mail (300) to
the computer (22}-26) of the ‘addressee (27 - 31), the
second e- rhail (400, 500) comprlslng a notlflcatlon
that there i1is a poss1bly undesired e-mail for the
addressee (27-31) .

14. The e-mail server as claimed in claim313; in
which, on the basis of a message, the e-mail. server
(21) passes on, in response to the second e-mail (400,

500), the first e- ma:Lls (300) to the computer of the
addressee 1f the latter would like to read the flrst e—
mail, and automatlcally deletes the first e- -mail (_300:)
if the addressee (22-27) would not like to read'_ the

- first e—ma_ll (300) .

15. The e-mail server as claimed in one of claims 13

or 14, in which the criterion is a number of further

addressees (27-31) to which the first e-mail (300) is
also addressed. ' - |

'16. The e- ma:Ll server as clalmed in one of clalms 13
to 15, 1in which the crlterlon 18 a number of further e-
mails which have been sent to the addressee (27 31) oY
further addressees (27.31) in a predefined time perlod

and have the same reference (303) as the first .e-mall.

(300) .

17. The e-mail server as claimed in one of claims 13

o 16, in which the criterion is a number of furoher e-
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mails which have the same checksum of the data record
of the ;ref:ference (303) and/or of the message (304) as
the first e-mail (300). |

18. The e-mail server as claimed in Qne of claims 13
to 17, in which the first e-mail (300) is eValﬁatéd
only if it h'as bee_n- sent by a computer (32) whicjh is
operated outside a local ¢omp'uter- network (20), the
local computer network (20) comprising thef-efmail
server "(21-) and the computer (22-26) of the addressee
(27-31) . ‘ o ' '

Fetherstonhaugh & Co.
Ottawa, Canada
Patent Agents
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