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(57) ABSTRACT 

According to one embodiment of the present disclosure, an 
approach is provided in which a policy server receives a 
request for a policy from a requestor. The policy server iden 
tifies an initiating virtual machine; the initial virtual 
machine's corresponding virtual network; and a destination 
virtual machine. Next, a policy corresponding to sending data 
from the first virtual machine to the second virtual machine is 
selected. The policy includes one or more logical references 
to the virtual network and does not include a physical refer 
ence to a physical entity located on a physical network. In 
turn, a physical path translation corresponding to the selected 
policy is identified and sent to the requestor. 
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DISTRIBUTED POLICY SERVICE 

BACKGROUND 

0001. The present disclosure relates to a distributed policy 
service and more specifically, to a distributed policy service 
that manages logical policies for virtual machines that com 
municate over virtual networks. 
0002 Physical networks include switches and routers that 
transport data between host computing systems, storage loca 
tions, and other computing entities. While virtualization tech 
nology enables System administrators to shift physical Serv 
ers into a “virtual domain, the same level of virtualization is 
not available from a network policy perspective. In many 
systems involving entities that are dynamically managed by 
one or more independent administrative authorities, it may be 
required to maintain a policy structure such that each admin 
istrative authority is able to maintain individual policies that 
are applied to virtual networks. 

BRIEF SUMMARY 

0003. According to one embodiment of the present disclo 
Sure, an approach is provided in which a policy server 
receives a request for a policy from a requestor. The policy 
server identifies an initiating virtual machine; the initiating 
virtual machine's corresponding virtual network; and a des 
tination virtual machine. Next, a policy corresponding to 
sending data from the first virtual machine to the second 
virtual machine is selected. The policy includes one or more 
logical references to the virtual network and does not include 
a physical reference to a physical entity located on a physical 
network. In turn, a physical path translation corresponding to 
the selected policy is identified and sent to the requestor. 
0004. The foregoing is a summary and thus contains, by 
necessity, simplifications, generalizations, and omissions of 
detail; consequently, those skilled in the art will appreciate 
that the summary is illustrative only and is not intended to be 
in any way limiting. Other aspects, inventive features, and 
advantages of the present disclosure, as defined solely by the 
claims, will become apparent in the non-limiting detailed 
description set forth below. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0005. The present disclosure may be better understood, 
and its numerous objects, features, and advantages made 
apparent to those skilled in the art by referencing the accom 
panying drawings, wherein: 
0006 FIG. 1 is a diagram showing virtual network 
abstractions that overlayed onto a physical space; 
0007 FIG. 2A is a diagram showing distributed overlay 
virtual network (DOVE) modules executing on host systems 
that provide an end-to-end virtual network environment 
between virtual machines; 
0008 FIG.2B is a diagram showing virtual machines logi 
cally coupled in a virtual network; 
0009 FIG. 3 is a diagram showing an “initiating virtual 
machine sending data to a “destination virtual machine 
through a physical network that is based upon logical poli 
C1es, 
0010 FIG. 4 is a diagram showing a destination module 
informing an initiating module that a virtual machine has 
relocated to a different host; 
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0011 FIG. 5 is a diagram showing a hierarchically-based 
policy service; 
0012 FIG. 6 is a diagram showing a DOVE module que 
rying a distributed policy service for an updated policy; 
0013 FIG. 7 is a flowchart showing steps taken in sending 
data from an initiating virtual machine (VM) to a destination 
virtual machine through a physical network; 
0014 FIG. 8 is a flowchart showing steps takenina DOVE 
module acquiring an updated policy from a distributed policy 
service; 
0015 FIG. 9 is a flowchart showing steps taken in a des 
tination module informing an initiating module that a policy 
received from the initiating module is deprecated; 
0016 FIG. 10 is a table showing policies that correspond 
to initiating and destination virtual machines; 
0017 FIG. 11 is a block diagram of a data processing 
system in which the methods described herein can be imple 
mented; and 
0018 FIG. 12 provides an extension of the information 
handling system environment shown in FIG. 11 to illustrate 
that the methods described herein can be performed on a wide 
variety of information handling systems which operate in a 
networked environment, Such as network routers, gateways 
and appliances. 

DETAILED DESCRIPTION 

0019. The terminology used herein is for the purpose of 
describing particular embodiments only and is not intended to 
be limiting of the disclosure. As used herein, the singular 
forms “a”, “an and “the are intended to include the plural 
forms as well, unless the context clearly indicates otherwise. 
It will be further understood that the terms “comprises' and/ 
or “comprising, when used in this specification, specify the 
presence of stated features, integers, steps, operations, ele 
ments, and/or components, but do not preclude the presence 
or addition of one or more other features, integers, steps, 
operations, elements, components, and/or groups thereof. 
0020. The corresponding structures, materials, acts, and 
equivalents of all means or step plus function elements in the 
claims below are intended to include any structure, material, 
or act for performing the function in combination with other 
claimed elements as specifically claimed. The description of 
the present disclosure has been presented for purposes of 
illustration and description, but is not intended to be exhaus 
tive or limited to the disclosure in the form disclosed. Many 
modifications and variations will be apparent to those of 
ordinary skill in the art without departing from the scope and 
spirit of the disclosure. The embodiment was chosen and 
described in order to best explain the principles of the disclo 
Sure and the practical application, and to enable others of 
ordinary skill in the art to understand the disclosure for vari 
ous embodiments with various modifications as are Suited to 
the particular use contemplated. 
0021. As will be appreciated by one skilled in the art, 
aspects of the present disclosure may be embodied as a sys 
tem, method or computer program product. Accordingly, 
aspects of the present disclosure may take the form of an 
entirely hardware embodiment, an entirely software embodi 
ment (including firmware, resident Software, micro-code, 
etc.) or an embodiment combining Software and hardware 
aspects that may all generally be referred to herein as a “cir 
cuit,” “module' or “system.” Furthermore, aspects of the 
present disclosure may take the form of a computer program 
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product embodied in one or more computer readable medium 
(s) having computer readable program code embodied 
thereon. 
0022. Any combination of one or more computer readable 
medium(s) may be utilized. The computer readable medium 
may be a computer readable signal medium or a computer 
readable storage medium. A computer readable storage 
medium may be, for example, but not limited to, an elec 
tronic, magnetic, optical, electromagnetic, infrared, or semi 
conductor System, apparatus, or device, or any Suitable com 
bination of the foregoing. More specific examples (a non 
exhaustive list) of the computer readable storage medium 
would include the following: an electrical connection having 
one or more wires, a portable computer diskette, a hard disk, 
a random access memory (RAM), a read-only memory 
(ROM), an erasable programmable read-only memory 
(EPROM or Flash memory), an optical fiber, a portable com 
pact disc read-only memory (CD-ROM), an optical storage 
device, a magnetic storage device, or any suitable combina 
tion of the foregoing. In the context of this document, a 
computer readable storage medium may be any tangible 
medium that can contain, or store a program for use by or in 
connection with an instruction execution system, apparatus, 
or device. 
0023. A computer readable signal medium may include a 
propagated data signal with computer readable program code 
embodied therein, for example, in baseband or as part of a 
carrier wave. Such a propagated signal may take any of a 
variety of forms, including, but not limited to, electro-mag 
netic, optical, or any Suitable combination thereof. A com 
puter readable signal medium may be any computer readable 
medium that is not a computer readable storage medium and 
that can communicate, propagate, or transport a program for 
use by or in connection with an instruction execution system, 
apparatus, or device. 
0024 Program code embodied on a computer readable 
medium may be transmitted using any appropriate medium, 
including but not limited to wireless, wireline, optical fiber 
cable, RF, etc., or any Suitable combination of the foregoing. 
0025 Computer program code for carrying out operations 
for aspects of the present disclosure may be written in any 
combination of one or more programming languages, includ 
ing an object oriented programming language such as Java, 
Smalltalk, C++ or the like and conventional procedural pro 
gramming languages, such as the “C” programming language 
or similar programming languages. The program code may 
execute entirely on the user's computer, partly on the user's 
computer, as a stand-alone software package, partly on the 
user's computer and partly on a remote computer or entirely 
on the remote computer or server. In the latter scenario, the 
remote computer may be connected to the user's computer 
through any type of network, including a local area network 
(LAN) or a wide area network (WAN), or the connection may 
be made to an external computer (for example, through the 
Internet using an Internet Service Provider). 
0026. Aspects of the present disclosure are described 
below with reference to flowchart illustrations and/or block 
diagrams of methods, apparatus (systems) and computer pro 
gram products according to embodiments of the disclosure. It 
will be understood that each block of the flowchart illustra 
tions and/or block diagrams, and combinations of blocks in 
the flowchart illustrations and/or block diagrams, can be 
implemented by computer program instructions. These com 
puter program instructions may be provided to a processor of 
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a general purpose computer, special purpose computer, or 
other programmable data processing apparatus to produce a 
machine, such that the instructions, which execute via the 
processor of the computer or other programmable data pro 
cessing apparatus, create means for implementing the func 
tions/acts specified in the flowchart and/or block diagram 
block or blocks. 

0027. These computer program instructions may also be 
stored in a computer readable medium that can direct a com 
puter, other programmable data processing apparatus, or 
other devices to function in a particular manner, such that the 
instructions stored in the computer readable medium produce 
an article of manufacture including instructions which imple 
ment the function/act specified in the flowchart and/or block 
diagram block or blocks. 
0028. The computer program instructions may also be 
loaded onto a computer, other programmable data processing 
apparatus, or other devices to cause a series of operational 
steps to be performed on the computer, other programmable 
apparatus or other devices to produce a computer imple 
mented process such that the instructions which execute on 
the computer or other programmable apparatus provide pro 
cesses for implementing the functions/acts specified in the 
flowchart and/or block diagram block or blocks. 
0029. The following detailed description will generally 
follow the summary of the disclosure, as set forth above, 
further explaining and expanding the definitions of the vari 
ous aspects and embodiments of the disclosure as necessary. 
0030 FIG. 1 is a diagram showing virtual network 
abstractions that are overlayed onto a physical space. Virtual 
networks 100 include policies (e.g., policies 103-113) that 
provide an end-to-end virtual connectivity between virtual 
machines (e.g., virtual machines 102-110). Each of virtual 
networks 100 corresponds to a unique virtual identifier. This 
allows concurrent operation of multiple virtual networks over 
physical space 120. As those skilled in the art can appreciate, 
some of virtual networks 100 may include a portion of virtual 
machines 102-110, while other virtual networks 100 may 
include different virtual machines and different policies than 
what is shown in FIG. 1. 

0031 When an “initiating virtual machine sends data to a 
"destination virtual machine, a policy corresponding to the 
two virtual machines describes a logical path on which the 
data travels (e.g., through a firewall, through an accelerator, 
etc.). In other words, policies 103-113 define how different 
virtual machines communicate with each other (or with exter 
nal networks). For example, a policy may define quality of 
service (QoS) requirements between a set of virtual 
machines; access controls associated with particular virtual 
machines; or a set of virtual or physical appliances (equip 
ment) to traverse when sending or receiving data (See FIG. 10 
and corresponding text for further details). In addition, some 
appliances may include accelerators such as compression, IP 
Security (IPSec), SSL, or security appliances such as a fire 
wall or an intrusion detection system. In addition, a policy 
may be configured to disallow communication between the 
initiating virtual machine and the destination virtual machine. 
0032) Virtual networks 100 are logically overlayed onto 
physical space 120, which includes physical entities Such as 
switches 125-140, servers 150-170, and routers 175-180, and 
various appliances (e.g., firewalls). While the way in which a 
policy is enforced in the system affects and depends on physi 
cal space 120, virtual networks 100 are more dependent upon 
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logical descriptions in the policies. As such, multiple virtual 
networks 100 may be overlayed onto physical space 120. 
0033. In one embodiment, the virtual network abstractions 
support address independence between different virtual net 
works 100. For example, two different virtual machines oper 
ating in two different virtual networks may have the same IP 
address. As another example, the virtual network abstractions 
Support deploying virtual machines, which belong to the 
same virtual networks, onto different hosts that are located in 
different physical subnets (includes switches and/or routers 
between the physical entities). In another embodiment, Vir 
tual machines belonging to different virtual networks may be 
hosted on the same physical host. In yet another embodiment, 
the virtual network abstractions Support virtual machine 
migration anywhere in a data center without changing the 
virtual machine's network address and losing its network 
connection. 

0034 FIG. 2A is a diagram showing distributed overlay 
virtual network (DOVE) modules executing on host systems 
that provide an end-to-end virtual network environment 
between virtual machines. Physical space 200 includes hosts 
205-265, which support virtual machine operations (virtual 
machines 220-290) that communicate with each other over 
hardware Switches/routers 292. Each of hosts 205-265 
employ a software switch (switches 210-270), which includes 
a distributed overlay virtual network (DOVE) module 
(DOVE modules 215-275). DOVE modules 215-275 encap 
sulate data with physical path translations based upon poli 
cies, and send the encapsulated data between DOVE modules 
215-275 that, in turn, is decapsulated and forwarded to a 
destination virtual machine. The policies describe, in a logi 
cal manner, how data is required to be sent over virtual net 
works without details of the underlying physical entities that 
performs particular tasks (see FIGS. 2B, 10, and correspond 
ing text for further details). 
0035 FIG.2B is a diagram showing virtual machines logi 
cally coupled in virtual networks. Virtual space 295 repre 
sents physical space 200 in a logical form. As can be seen, 
virtual machines 220-290 communicate with each other over 
virtual networks 299. Virtual networks 299 represent the con 
nectivity between the virtual machines, which is defined by 
their corresponding policies. For example, policy “A” may 
dictate data must pass through a firewall that is sent from 
virtual machine 220 to virtual machine 290. Although the 
policy logically describes the data path, the policy does not 
define the physical path (e.g., physical entity address) that the 
data must travel. 

0036 FIG. 3 is a diagram showing an “initiating virtual 
machine sending data to a “destination virtual machine 
through a virtual network that is based upon policies. Physical 
space 340 includes overlayed virtual networks on which host 
300 and host 320 communicate. Host 300 includes virtual 
machines 305-310 and DOVE module 315. DOVE module 
315 manages data throughput to/from virtual machines 305 
310 by encapsulating/decapsulating the data with a physical 
path translation corresponding to a policy prior to sending/ 
receiving the data to/from another virtual machine. Host 320 
includes virtual machines 325-330 and DOVE module 335. 
DOVE module 335 manages data throughput to/from virtual 
machines 325-330 by encapsulating/decapsulating the data 
prior to sending/receiving the data over a physical network 
to/from another virtual machine. In other embodiments, 
DOVE modules 315 and 335 may be implemented as soft 
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ware modules, as hardware extensions, and/or as part of a 
network card within their corresponding host. 
0037 FIG.3 shows an embodiment when virtual machine 
305 sends data to virtual machine 325. As those skilled in the 
art can appreciate, any of virtual machines 305-330 may send 
data to any other virtual machine, including a virtual machine 
on the same host. Virtual machine 305 initiates a data trans 
mission, which DOVE module 315 intercepts. In this embodi 
ment, virtual machine 305 is the initiating virtual machine 
and DOVE module 315 is the initiating module. DOVE mod 
ule 315 identifies a corresponding virtual network and 
acquires a policy that corresponds to virtual machine 305 and 
"destination' virtual machine 325. In one embodiment, 
DOVE module 315 checks its local cache and, if one is not 
available, DOVE module 315 queries DOVE distributed 
policy service 345 for the policy. 
0038. In one embodiment, DOVE module 315 provides an 
initiating (Source) virtual machine identifier, a destination 
virtual machine identifier, and may also provide a protocol 
identifier and/or port information to DOVE distributed policy 
service 345. In turn, DOVE distributed policy service 345 
provides a corresponding physical path translation to DOVE 
module 315. In this embodiment, DOVE distributed policy 
service 345 maintains virtual definitions and physical defini 
tions to translate the logical policy to a physical path transla 
tion. The virtual policy definitions describe data traversal 
requirements, such as data from virtual network 1 targeted for 
virtual network 2 must pass through a firewall. The physical 
definitions include, for example, the virtual machines corre 
sponding physical host and physical entity attributes (e.g., 
firewalls, etc.). DOVE distributed policy service 345 is a 
hierarchically-based policy service that manages policies 
within a physical network (see FIGS. 5, 6, 8, and correspond 
ing text for further details). 
0039. Once DOVE module 315 acquires a physical path 
translation corresponding to the policy, DOVE module 315 
encapsulates the data with a physical path translation and 
sends the encapsulated data to “destination virtual machine 
325 through “destination” DOVE module 335. The embodi 
ment shows that the policy dictates the data to pass through a 
firewall (firewall 350) and an internet security system (ISS 
355). The policy does not specify a physical entity (e.g., 
firewall or ISS), but rather logically specifies that the data 
pass through a firewall and an ISS (see FIG. 10 and corre 
sponding text for further details). 
0040. Destination DOVE module 335 decapsulates the 
data and determines whether the policy corresponding to the 
physical path translation used for encapsulation is deprecated 
(outdated). For example, DOVE module 315 may have 
retrieved an outdated policy from its local cache to encapsu 
late the data. In one embodiment, DOVE module 335 deter 
mines whether the policy used for encapsulation is up to date 
is by sending a policy number update for the policy used by 
the encapsulation header to DOVE distributed policy service 
345. If the policy is up to date, DOVE distributed policy 
service 345 sends an acknowledgement. On the other hand, if 
the policy is stale, DOVE distributed policy service 345 may 
send a new policy. 
0041) If the policy is up-to-date, DOVE module 335 for 
wards the data to virtual machine 325. However, if DOVE 
module 335 detects a deprecated policy, DOVE module 335 
informs DOVE module 315 via control message 312. In one 
embodiment, DOVE module 335 may include an updated 
policy in control message 312. If control message 312 does 
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not include an updated policy, DOVE module 315 may query 
DOVE distributed policy service 345 for the updated policy. 
DOVE module 335 may also determine to reject the data or 
forward the data to virtual machine 325 based on pre-deter 
mined configuration parameters (see FIG. 9 and correspond 
ing text for further details). 
0042 FIG. 4 is a diagram showing a destination module 
informing an initiating module that a virtual machine has 
relocated to a different host. FIG. 4 is similar to FIG. 3 with 
the exception that virtual machine 325 moved to a different 
host (host 400), such as in order to balance workload between 
hosts. When virtual machine 325 moves to host 400, DOVE 
module 410 sends update information to DOVE distributed 
policy service 345, which updates its policy information that 
virtual machine 325 is now hosted by host 400. 
0043. DOVE module 315 retrieves a policy from its local 
host, which is deprecated because it indicates that virtual 
machine 325 still resides at host 320. As such, DOVE module 
315 encapsulates the data with a corresponding deprecated 
physical path translation, which results in the data traversing 
from DOVE module 315 to DOVE module 335. In turn, 
DOVE module 335 sends control message 420 to DOVE 
module 315 that informs DOVE module 315 that the policy is 
deprecated. As such, DOVE module 315 retrieves an updated 
policy from DOVE distributed policy service 345, which 
indicates virtual machine 325 resides on host 400. In turn, 
DOVE module 315 encapsulates the data with a correspond 
ing updated physical path translation, and sends the data to 
virtual machine 325 through DOVE module 410 accordingly. 
Policies may become deprecated for other reasons as dis 
cussed above. For example, a logical may be modified by a 
virtualization administrator or management tool. In this 
example, the logical policy's sequence number changes (see 
FIG. 5 and corresponding text for further details). In turn, a 
logical policy change typically results in a physical path 
translation. 
0044 FIG. 5 is a diagram showing a hierarchically-based 
policy service. Distributed policy service (DPS) 500, in one 
embodiment, includes a set of application servers that main 
tain a policy by one or more administrative authorities. In this 
embodiment, each administrative authority may dynamically 
add policies, remove policies, update policies, and delegate 
new policy authorities. 
0045 Distributed policy service 500 includes a logical 
hierarchical structure. Thus, distributed policy service 500 
includes root Zone 510, which comprises root policy servers 
515–525. Each of root policy servers 515–525 may be con 
nected to other main policy authorities, and each policy 
authority is connected to each of its delegated policy authori 
ties (servers 535,550, and 560). The hierarchical structure of 
distributed policy service 500 ensures scalability of service, 
even in very large systems, where robustness and high avail 
ability is achieved by server duplication. The hierarchical 
structure also enables isolation by having each administrator 
independently maintain its set of servers. 
0046 When an administrator creates a new administrative 
authority (policy domain), a policy server instance is created 
and connected to the root servers. The policy server instance 
exposes, in one embodiment, a set of interfaces and allows a 
domain administrator to create, change, or remove policies 
associated with each of the virtual networks and virtual 
machines in a domain. In addition, Sub-domains (delegation) 
may be created (server 540), which function as a typical 
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domain except that the Sub-domains are connected to parent 
domains instead of a root domain. 
0047. Each DOVE module and server may maintain a 
cache that stores policies that were previously requested. In 
one embodiment, in order to handle policy updates, each 
policy may be associated with a sequence number that 
increases each time the policy is updated. In this embodiment, 
a deprecated policy is easily detected by other entities or by 
the policy service. As can be seen, distributed policy service 
includes policy information servers and policy reference 
servers. The policy information servers store policies and 
corresponding physical path translations. The policy refer 
ence servers store reference information that indicates which 
of the policy information servers is responsible for particular 
policies and/or virtual networks. 
0048 FIG. 6 is a diagram showing a DOVE module que 
rying a distributed policy service for an updated policy. Host 
600 includes virtual machines 605 and 610, which commu 
nicate with virtual machine 675 (residing on host 670) over a 
physical network. DOVE module 615 intercepts data from 
virtual machine 605 and determines whether local cache 620 
includes a policy corresponding to virtual machine 605 and 
virtual machine 675. If so, DOVE module encapsulates the 
data and forwards the encapsulated data to virtual machine 
675 through DOVE module 680. 
0049. When cache 620 does not include a corresponding 
policy, DOVE module 615 queries virtual network policy 
server 645 included in DOVE distributed policy service 630, 
which manages policies pertaining to a virtual network for 
which virtual machine 605 belongs. In one embodiment, 
policy servers for different virtual networks (e.g., virtual 
machine 610 is part of a different virtual network) may be 
co-located and differentiate policy requests from DOVE 
module 615 according to a virtual network identifier included 
in requests. 
0050. DOVE distributed policy service 630 is hierar 
chally-based and, when virtual network policy server 645 
does not include a corresponding policy to send to DOVE 
module 615, virtual network policy server 645 queries root 
policy server 650 for the policy. In turn, root policy server 650 
may send either the policy to virtual network policy server 
645 or an indication as to another server to query for the 
policy (e.g., virtual network policy server 655's ID). If the 
later occurs, virtual network policy server 645 queries virtual 
network policy server 655 for the updated policy. 
0051. Once virtual network policy server 645 acquires the 
updated policy, virtual network policy server 645 sends the 
updated policy to DOVE module 615, which it stores in local 
cache 620 for subsequent use (see FIG. 8 and corresponding 
text for further details). 
0052. In one embodiment, virtual network policy server 
645 informs DOVE module 615 that virtual network policy 
server 655 is responsible for the requested policy. In this 
embodiment, DOVE module 615 queries virtual network 
policy server 655 for the policy. 
0053 FIG. 7 is a flowchart showing steps takenina DOVE 
module encapsulating data initiated by a virtual machine 
(VM) and sending the encapsulated data over a physical net 
work to a destination DOVE module, which decapsulates the 
data and forwards the decapsulated data to a destination Vir 
tual machine. Processing commences at 700, whereupon a 
distributed overlay virtual network (DOVE) module inter 
cepts data sent by virtual machine 708 at step 705. The mod 
ule that intercepts the data from the initiating virtual machine 
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708 is referred to herein as an “initiating module, such as 
DOVE module 315 shown in FIG. 3. The initiating module 
acquires a physical path translation based on a policy that 
corresponds to initiating virtual machine 708 and the desti 
nation virtual machine (destination VM 785) through a series 
of steps, which include accessing distributed policy service 
712 when the initiating module does not include a particular 
policy in local cache. The policy logically describes how data 
should be traversed through physical network 725 (see FIG. 
10 and corresponding text for further details). 
0054 Next, the initiating module encapsulates the data 
(step 715) and sends the encapsulated data through physical 
network 725 (step 720) to the destination virtual machine. In 
one embodiment, the initiating module encapsulates the data 
with a physical path translation that corresponds to the policy. 
The physical path translation is a translation from the logical 
environment to the physical network according to the corre 
sponding policies. In addition, pre-existing policies may be 
implemented by a physical network administrator. In this 
embodiment, the physical network administrator may imple 
ment a static configuration comprising several possible poli 
cies, which are eventually translated to physical network 
paths. In this embodiment, a DOVE Policy Service maps 
logical policies to the physical network policies/paths and 
enforces them by sending packets over their correct paths 
(e.g., MPLS tags, VLANs in a physical networks, source 
route in an encapsulation header, etc.). 
0055. In another embodiment, translation between policy 
definition formulated in terms of virtual notions/entities and 
policy enforcement formulated in terms of physical notions/ 
entities may be dynamically achieved through traffic engi 
neering techniques, such as those discussed above and/or 
newly developed techniques (e.g., proprietary encapsulation 
protocol). 
0056 Destination module processing commences at 745, 
whereupon a destination module receives the encapsulated 
data at 750. The destination module is a DOVE module that 
corresponds to the destination virtual machine, Such as 
DOVE module 335 shown in FIG. 3. 
0057 The destination module decapsulates the data at step 
755, and determines whether the physical path translation that 
encapsulated the data is deprecated (decision 760). In one 
embodiment, DOVE module 335 determines whether the 
policy used for encapsulation is up to date is by sending a 
policy number update for the policy used by the encapsulation 
header to DOVE distributed policy service 345. If the policy 
is up to date, DOVE distributed policy service 345 sends an 
acknowledgement. On the other hand, if the policy is stale, 
DOVE distributed policy service 345 may send a new policy. 
If the physical path translation is not deprecated, decision 760 
branches to “No” branch 763, whereupon the destination 
module forwards the data to destination virtual machine 785 
at step 780 and ends at 790. 
0058. On the other hand, if the physical path translation is 
deprecated, decision 760 branches to “Yes” branch 762, 
whereupon the destination module proceeds through a series 
of policy update steps, one of which includes informing the 
initiating module that the recently sent policy is deprecated 
(pre-defined process block 735, see FIG.9 and corresponding 
text for further details). 
0059 Referring back to the initiating module, the initiat 
ing module determines whether it received a control message 
from the destination module that indicates the policy is dep 
recated (decision 730). If the initiating module did not receive 
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a control message, decision 730 branches to “No” branch 738 
whereupon processing ends at 740. On the other hand, if the 
initiating module received a control message, decision 730 
branches to “Yes” branch 732, whereupon the initiating mod 
ule acquires an updated policy, such as from the destination 
module or distributed policy service 712 (pre-defined process 
block 735, see FIG. 9 and corresponding text for further 
details). 
0060 Referring back to the destination module, the desti 
nation module determines whether to forward the data that 
was encapsulated with the deprecated physical path transla 
tion to destination virtual machine 785 (decision 765). If the 
destination module determines not to forward the data (e.g., 
based upon pre-configured parameters), decision 765 
branches to “No” branch 767 whereupon processing ends at 
770. On the other hand, if the destination module decides to 
process the data, decision 765 branches to “Yes” branch 769, 
whereupon the destination module forwards the data to des 
tination virtual machine 785 at step 780, and ends at 790. 
0061 FIG. 8 is a flowchart showing steps takenina DOVE 
module acquiring an updated policy from a distributed policy 
service. Initiating module policy acquisition commences at 
800, whereupon the initiating module identifies the initiating 
virtual machine and the destination virtual machine that cor 
respond to data intercepted in FIG. 7 (step 805). 
0062. At step 810, the initiating module identifies virtual 
properties of the communication session between the initiat 
ing and the destination virtual machines (communication ses 
sion properties), and checks its local cache 812 for a corre 
sponding policy. In general, the policy may be defined per 
communication session properties. In one embodiment, the 
policy corresponds to one or more criteria, such as the iden 
tified virtual networks (initiating virtual machine and desti 
nation virtual machine by be on different virtual networks); 
the initiating virtual machine; the destination virtual 
machine; the type of communication indicated by, for 
example, port numbers and upper level protocols, etc. and any 
liable combination of the above. For example, the policy may 
indicate that, for HTTP data sent from virtual machine A to 
virtual machine B, the data must pass through a firewall. (see 
FIG. 10 and corresponding text for further details). 
0063. In another embodiment, as multiple virtual net 
works are overlaid on top of a shared physical network, the 
communications between virtual network end points (e.g., 
virtual machine's virtual network interface) are identified as 
belonging to a specific network before the policy for the data 
at hand is retrieved. In this embodiment, each virtual network 
may be assigned a unique virtual network identifier and, in 
this embodiment, a mapping of virtual machines to virtual 
networks mapping are maintained by identifying specific 
interfaces that the virtual machines couple to inside the virtual 
switch. In this embodiment, DOVE modules, or an existing 
hypervisor virtual switch augmented with a DOVE module 
component, may maintain the mappings. 
0064. A determination is made as to whether cache 812 
includes a corresponding policy (decision 815). If cache 812 
includes a corresponding policy, decision 815 branches to 
“Yes” branch 816, whereupon the initiating module selects 
the policy included in cache 812 to encapsulated the data, and 
returns at 810. 

0065. On the other hand, if cache 812 does not include a 
corresponding policy, decision 815 branches to “No” branch 
819, whereupon the initiating module sends a policy request 
to its local policy server, which resides within a distributed 
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policy service (e.g., policy server 645 residing in distributed 
policy service 630 shown in FIG. 6). 
0066. The local policy server receives the request at 825, 
and proceeds to check its local storage area (policy Store 832) 
for a policy that corresponds to the initiating virtual machine 
and the destination virtual machine (step 830). A determina 
tion is made as to whether the policy server located a corre 
sponding policy in its local storage area (decision 835). If the 
policy located a corresponding policy, decision 835 branches 
to “Yes” branch 837, whereupon the policy server sends the 
policy (logical policy) to the initiating module at step 840 and 
ends at 845. In one embodiment, the policy server provides a 
physical path translation to the initiating module that is based 
upon the logical policy, which the initiating module utilizes to 
encapsulate the data. The initiating module receives and 
stores the physical path translation at Step 822 and returns at 
824. 

0067 Referring back to the local policy server, if the local 
policy server does not locate a corresponding policy in policy 
store 832, decision 835 branches to “No” branch 839, where 
upon the local policy server queries root policy server 855 at 
step 850. In one embodiment, the local policy server deter 
mines whether it is responsible for the virtual network that 
corresponding to the initiating virtual machine. If not, the 
local policy server queries root policy server 855 for an indi 
cation as to which other policy server is responsible for the 
corresponding virtual network. 
0068. The local policy server receives a response from 
root policy server 855, and a determination is made as to 
whether the response includes the policy or an indication to 
acquire the policy from a different (remote) policy server 
(decision 860). 
0069. If the local policy server received the policy from 
root policy server 855, decision 860 branches to “Policy” 
branch 862, whereupon the local policy server stores the 
policy in policy store 832 for later retrieval, and sends the 
policy to the initiating module at step 865, Subsequently end 
ing 868. On the other hand, if the local policy server received 
an indicator pertaining to a different policy server, decision 
860 branches to “Server ID branch 869, whereupon the local 
policy server queries policy server 875 for the policy. 
0070 The local policy server receives the policy from 
policy server 875 at step 880. In turn, the local policy server 
stores the policy in policy store 832 for later retrieval, and 
sends the policy to the initiating module at step 885, subse 
quently ending 890. 
0071 FIG. 9 is a flowchart showing steps taken in a des 
tination module informing an initiating module that a policy 
received from the initiating module is deprecated. Destina 
tion module processing commences at 900, whereupon a 
determination is made as to whether to attach an updated 
policy to a control message to be sent to the initiating policy 
(decision 905). For example, the destination module may 
have configuration parameters that instruct the destination 
module to send an updated policy to the initiating module 
when the destination module has the updated policy in its 
local cache. If the destination module determines to provide 
the updated policy, decision 905 branches to “Yes” branch 
907, whereupon the destination module attaches the updated 
policy in the control message at step 910. On the other hand, 
if the destination module determines not to attach the updated 
policy, decision 905 branches to “No” branch909, bypassing 
step 910. 
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0072 A determination is made as to whether to process the 
data (forward the data) that was encapsulated with the physi 
cal path translation corresponding to the deprecated policy 
(decision 915). For example, if security requirements have 
not changed between the deprecated policy and the updated 
policy (e.g., pass through a firewall), the destination module 
may be configured to process the data. If the destination 
module determines not to process the data, decision 915 
branches to “No” branch 917, whereupon the destination 
module includes an error message in the control message that 
indicates that the data was not forwarded to the destination 
module (step 920). On the other hand, if the destination mod 
ule determines to process the data, decision 915 branches to 
“Yes” branch919, bypassing step 920. The destination mod 
ule sends the control message (step 925), which may include 
an updated policy and/or an error message, and returns at 930. 
0073. Initiating module processing commences at 935, 
whereupon the initiating module receives the control message 
at step 940. A determination is made as to whether the control 
message includes an updated policy (decision 945). If the 
control message includes an updated policy, decision 945 
branches to “Yes” branch947, whereupon the initiating mod 
ule stores the updated policy in its local cache at step 950. On 
the other hand, if the control message does not include an 
updated policy, decision 945 branches to “No” branch949, 
whereupon the initiating module proceeds through a series of 
steps to acquire an updated policy through a distributed policy 
service (pre-defined process block 955, see FIG. 8 and cor 
responding text for further details). 
0074. A determination is made as to whether the control 
message indicates that the destination module processed the 
data (e.g., forwarded the data to the destination virtual 
machine) (decision 960). If the destination module did not 
process the data, decision 960 branches to “No” branch965, 
whereupon the initiating module encapsulates the data with 
the updated physical path translation corresponding to the 
updated policy and resends the data to the destination module 
at step 965, Subsequently returning at 970. On the other hand, 
if the destination module processed the data from the initial 
data transmission, decision 960 branches to “Yes” branch 
967, bypassing step 965 and returning at 970. In one embodi 
ment, the initiating module or the destination module ensures 
that the packet is delivered to the destination virtual machine. 
In another embodiment, the data may be intentionally lost in 
order for the sending application or network layer to resend 
the data, in which case the initiating module uses the correct 
policy. 
0075 FIG. 10 is a table showing policies that correspond 
to initiating and destination virtual machines. Policy table 
1000 includes policies 1010-1040, which logically dictate 
how different virtual machines (or external networks) com 
municate with each other (e.g., send data). Policy 1010 indi 
cates that whenever virtual machine 1 sends data to a desti 
nation virtual machine, the data must go through a firewall. 
Note that the policy does not dictate a particular physically 
firewall, but rather logically dictates that it must go through a 
firewall. In one embodiment, policy table 1000 includes poli 
cies for a particular virtual network based upon the particular 
virtual network’s unique identifier. In one embodiment, 
policy table includes information that refers virtual machines 
in a context of their corresponding virtual networks. 
(0076) Policy 1020 dictates that whenever virtual machine 
1, 2, or 5 sends data to virtual machine 7 or 8, that the data 
must be dropped. Policy 1030 dictates that whenever virtual 
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machine 3 (from port 443) sends data to another virtual 
machine, that the data must pass through an SSL accelerator. 
Likewise, policy 1040 dictates that whenever the destination 
of data is virtual machine 3's port 443, that the data must pass 
through an SSL accelerator. 
0077 FIG. 11 illustrates information handling system 
1100, which is a simplified example of a computer system 
capable of performing the computing operations described 
herein. Information handling system 1100 includes one or 
more processors 1110 coupled to processor interface bus 
1112. Processor interface bus 1112 connects processors 1110 
to Northbridge 1115, which is also known as the Memory 
Controller Hub (MCH). Northbridge 1115 connects to sys 
tem memory 1120 and provides a means for processor(s) 
1110 to access the system memory. Graphics controller 1125 
also connects to Northbridge 1115. In one embodiment, PCI 
Express bus 1118 connects Northbridge 1115 to graphics 
controller 1125. Graphics controller 1125 connects to display 
device 1130, such as a computer monitor. 
0078 Northbridge 1115 and Southbridge 1135 connect to 
each other using bus 1119. In one embodiment, the bus is a 
Direct Media Interface (DMI) bus that transfers data at high 
speeds in each direction between Northbridge 1115 and 
Southbridge 1135. In another embodiment, a Peripheral 
Component Interconnect (PCI) bus connects the Northbridge 
and the Southbridge. Southbridge 1135, also known as the I/O 
Controller Hub (ICH) is a chip that generally implements 
capabilities that operate at slower speeds than the capabilities 
provided by the Northbridge. Southbridge 1135 typically pro 
vides various busses used to connect various components. 
These busses include, for example, PCI and PCI Express 
busses, an ISA bus, a System Management Bus (SMBus or 
SMB), and/or a Low Pin Count (LPC) bus. The LPC bus often 
connects low-bandwidth devices, such as boot ROM 1196 
and “legacy I/O devices (using a “super I/O chip). The 
“legacy I/O devices (1198) can include, for example, serial 
and parallel ports, keyboard, mouse, and/or a floppy disk 
controller. The LPC bus also connects Southbridge 1135 to 
Trusted Platform Module (TPM) 1195. Other components 
often included in Southbridge 1135 include a Direct Memory 
Access (DMA) controller, a Programmable Interrupt Con 
troller (PIC), and a storage device controller, which connects 
Southbridge 1135 to nonvolatile storage device 1185, such as 
a hard disk drive, using bus 1184. 
0079 ExpressCard 1155 is a slot that connects hot-plug 
gable devices to the information handling system. Express 
Card 1155 supports both PCI Express and USB connectivity 
as it connects to Southbridge 1135 using both the Universal 
Serial Bus (USB) the PCI Express bus. Southbridge 1135 
includes USB Controller 1140 that provides USB connectiv 
ity to devices that connect to the USB. These devices include 
webcam (camera) 1150, infrared (IR) receiver 1148, key 
board and trackpad 1144, and Bluetooth device 1146, which 
provides for wireless personal area networks (PANs). USB 
Controller 1140 also provides USB connectivity to other mis 
cellaneous USB connected devices 1142, such as a mouse, 
removable nonvolatile storage device 1145, modems, net 
work cards, ISDN connectors, fax, printers, USB hubs, and 
many other types of USB connected devices. While remov 
able nonvolatile storage device 1145 is shown as a USB 
connected device, removable nonvolatile storage device 1145 
could be connected using a different interface. Such as a 
Firewire interface, etcetera. 
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0080 Wireless Local Area Network (LAN) device 1175 
connects to Southbridge 1135 via the PCI or PCI Express bus 
1172. LAN device 1175 typically implements one of the 
IEEE 802.11 standards of over-the-air modulation techniques 
that all use the same protocol to wireless communicate 
between information handling system 1100 and another com 
puter system or device. Optical storage device 1190 connects 
to Southbridge 1135 using Serial ATA (SATA) bus 1188. 
Serial ATA adapters and devices communicate over a high 
speed serial link. The Serial ATA bus also connects South 
bridge 1135 to other forms of storage devices, such as hard 
disk drives. Audio circuitry 1160. Such as a Sound card, con 
nects to Southbridge 1135 via bus 1158. Audio circuitry 1160 
also provides functionality Such as audio line-in and optical 
digital audio in port 1162, optical digital output and head 
phone jack 1164, internal speakers 1166, and internal micro 
phone 1168. Ethernet controller 1170 connects to South 
bridge 1135 using a bus, such as the PCI or PCI Express bus. 
Ethernet controller 1170 connects information handling sys 
tem 1100 to a computer network, such as a Local Area Net 
work (LAN), the Internet, and other public and private com 
puter networks. 
I0081. While FIG. 11 shows one information handling sys 
tem, an information handling system may take many forms. 
For example, an information handling system may take the 
form of a desktop, server, portable, laptop, notebook, or other 
form factor computer or data processing system. In addition, 
an information handling system may take other form factors 
such as a personal digital assistant (PDA), a gaming device, 
ATM machine, a portable telephone device, a communication 
device or other devices that include a processor and memory. 
I0082. The Trusted Platform Module (TPM1195) shown in 
FIG. 11 and described herein to provide security functions is 
but one example of a hardware security module (HSM). 
Therefore, the TPM described and claimed herein includes 
any type of HSM including, but not limited to, hardware 
security devices that conform to the Trusted Computing 
Groups (TCG) standard, and entitled “Trusted Platform Mod 
ule (TPM) Specification Version 1.2.” The TPM is a hardware 
security Subsystem that may be incorporated into any number 
of information handling systems, such as those outlined in 
FIG. 12. 

I0083 FIG. 12 provides an extension of the information 
handling system environment shown in FIG. 11 to illustrate 
that the methods described herein can be performed on a wide 
variety of information handling systems that operate in a 
networked environment. Types of information handling sys 
tems range from Small handheld devices, such as handheld 
computer/mobile telephone 1210 to large mainframe sys 
tems, such as mainframe computer 1270. Examples of hand 
held computer 1210 include personal digital assistants 
(PDAs), personal entertainment devices, such as MP3 play 
ers, portable televisions, and compact disc players. Other 
examples of information handling systems include pen, or 
tablet, computer 1220, laptop, or notebook, computer 1230, 
workstation 1240, personal computer system 1250, and 
server 1260. Other types of information handling systems that 
are not individually shown in FIG. 12 are represented by 
information handling system 1280. As shown, the various 
information handling systems can be networked together 
using computer network 1200. Types of computer network 
that can be used to interconnect the various information han 
dling systems include Local Area Networks (LANs), Wire 
less Local Area Networks (WLANs), the Internet, the Public 
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Switched Telephone Network (PSTN), other wireless net 
works, and any other network topology that can be used to 
interconnect the information handling systems. Many of the 
information handling systems include nonvolatile data stores, 
such as hard drives and/or nonvolatile memory. Some of the 
information handling systems shown in FIG. 12 depicts sepa 
rate nonvolatile data stores (server 1260 utilizes nonvolatile 
data store 1265, mainframe computer 1270 utilizes nonvola 
tile data store 1275, and information handling system 1280 
utilizes nonvolatile data store 1285). The nonvolatile data 
store can be a component that is external to the various infor 
mation handling systems or can be internal to one of the 
information handling systems. In addition, removable non 
volatile storage device 1145 can be shared among two or more 
information handling systems using various techniques. Such 
as connecting the removable nonvolatile storage device 1145 
to a USB port or other connector of the information handling 
systems. 
0084. While particular embodiments of the present disclo 
sure have been shown and described, it will be obvious to 
those skilled in the art that, based upon the teachings herein, 
that changes and modifications may be made without depart 
ing from this disclosure and its broader aspects. Therefore, 
the appended claims are to encompass within their scope all 
Such changes and modifications as are within the true spirit 
and scope of this disclosure. Furthermore, it is to be under 
stood that the disclosure is solely defined by the appended 
claims. It will be understood by those with skill in the art that 
if a specific number of an introduced claim element is 
intended, such intent will be explicitly recited in the claim, 
and in the absence of Such recitation no such limitation is 
present. For non-limiting example, as an aid to understand 
ing, the following appended claims contain usage of the intro 
ductory phrases “at least one' and “one or more to introduce 
claim elements. However, the use of such phrases should not 
be construed to imply that the introduction of a claim element 
by the indefinite articles “a” or “an limits any particular 
claim containing Such introduced claim element to disclo 
Sures containing only one such element, even when the same 
claim includes the introductory phrases “one or more' or “at 
least one' and indefinite articles such as “a” or “an’; the same 
holds true for the use in the claims of definite articles. 
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7. (canceled) 
8. (canceled) 
9. (canceled) 
10. (canceled) 
11. (canceled) 
12. An information handling system comprising: 
one or more processors; 
one or more memories coupled to at least one of the pro 

cessors; 
a set of computer program instructions stored in one or 
more of the memories and executed by at least one of the 
processors in order to perform actions of: 
receiving, at a first policy server, a policy request from a 

requestor; 
identifying a first virtual machine and a second virtual 

machine that correspond to the policy request, 
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wherein each of the virtual machines correspond to 
one or more virtual networks, and wherein the first 
virtual machine corresponds to a first virtual network 
included in the one or more virtual networks: 

Selecting a policy that corresponds to sending data from 
the first virtual machine to the second virtual machine, 
wherein the policy includes one or more logical ref 
erences to the first virtual network and is devoid of a 
physical reference to a physical entity located on a 
physical network; 

identifying a physical path translation that corresponds 
to the selected policy; and 

sending the physical path translation to the requestor. 
13. The information handling system of claim 12 wherein 

one or more of the processors perform additional actions 
comprising: 

determining that the first policy server does not correspond 
with the first virtual network; 

in response to the determination, identifying a second 
policy server that corresponds to the first virtual net 
work; 

sending a query to the second policy server, the query 
corresponding to the physical path translation; and 

receiving the physical path translation from the second 
policy server in response to the querying. 

14. The information handling system of claim 13 wherein 
one or more of the processors perform additional actions 
comprising: 

in response to determining that the first policy server does 
not correspond to the first virtual network, querying a 
third policy server for a remote policy server identifier 
that corresponds to the first virtual network; and 

receiving, by the third policy server at the first policy 
server, the remote policy server identifier that identifies 
the second policy server. 

15. The information handling system of claim 12 wherein 
the requestor is a policy module. 

16. The information handling system of claim 15 wherein 
a plurality of policies and a plurality of physical path trans 
lations are included in a distributed policy service that 
includes a plurality of policy servers, wherein the plurality of 
policy servers include one or more policy information servers 
and one or more policy reference servers; and 

wherein the plurality of policy servers are configured hier 
archically such that, upon failing to provide the physical 
path translation to the policy module, one of the policy 
information servers queries one of the policy reference 
servers to identify a different one of the policy informa 
tion servers. 

17. The information handling system of claim 15 wherein, 
prior to receiving the request, one or more of the processors 
perform additional actions comprising: 

determining, by the policy module, that the policy fails to 
be located in a local cache managed by the policy mod 
ule; and 

sending, by the policy module, the request for the policy to 
the first policy server in response to determining that the 
policy fails to be located in a local cache managed by the 
policy module. 

18. The information handling system of claim 15 wherein, 
prior to receiving the request, one or more of the processors 
perform additional actions comprising: 

retrieving, by the policy module, a deprecated policy from 
a local cache managed by the policy module; 
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encapsulating the data with a deprecated physical path 
translation that corresponds to the deprecated policy; 

sending the encapsulated data to the second virtual 
machine through a destination policy module: 

receiving, at the policy module, a message from the desti 
nation policy module that the deprecated policy is 
invalid; and 

sending, by the policy module, the request for the policy to 
the first policy server in response to receiving the mes 
Sage from the destination policy module that the depre 
cated policy is invalid. 

19. A computer program product stored in a computer 
readable storage medium, comprising computer program 
code that, when executed by an information handling system, 
causes the information handling system to perform actions 
comprising: 

receiving, at a first policy server, a policy request from a 
requestor, 

identifying a first virtual machine and a second virtual 
machine that correspond to the policy request, wherein 
each of the virtual machines correspond to one or more 
virtual networks, and wherein the first virtual machine 
corresponds to a first virtual network included in the one 
or more virtual networks: 

Selecting apolicy that corresponds to sending data from the 
first virtual machine to the second virtual machine, 
wherein the policy includes one or more logical refer 
ences to the first virtual network and is devoid of a 
physical reference to a physical entity located on a 
physical network; 

identifying a physical path translation that corresponds to 
the selected policy; and 

sending the physical path translation to the requestor. 
20. The computer program product of claim 19 wherein the 

information handling system performs further actions com 
prising: 

determining that the first policy server does not correspond 
with the first virtual network; 

in response to the determination, identifying a second 
policy server that corresponds to the first virtual net 
work; 

sending a query to the second policy server, the query 
corresponding to the physical path translation; and 

receiving the physical path translation from the second 
policy server in response to the querying. 

21. The computer program product of claim 20 wherein the 
information handling system performs further actions com 
prising: 
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in response to determining that the first policy server does 
not correspond to the first virtual network, querying a 
third policy server for a remote policy server identifier 
that corresponds to the first virtual network; and 

receiving, by the third policy server at the first policy 
server, the remote policy server identifier that identifies 
the second policy server. 

22. The computer program product of claim 19 wherein the 
requestor is a policy module. 

23. The computer program product of claim 22 wherein a 
plurality of policies and a plurality of physical path transla 
tions are included in a distributed policy service that includes 
a plurality of policy servers, wherein the plurality of policy 
servers include one or more policy information servers and 
one or more policy reference servers; and 

wherein the plurality of policy servers are configured hier 
archically such that, upon failing to provide the physical 
path translation to the policy module, one of the policy 
information servers queries one of the policy reference 
servers to identify a different one of the policy informa 
tion servers. 

24. The computer program product of claim 22 wherein, 
prior to receiving the request, the information handling sys 
temperforms further actions comprising: 

determining, by the policy module, that the policy fails to 
be located in a local cache managed by the policy mod 
ule; and 

sending, by the policy module, the request for the policy to 
the first policy server in response to determining that the 
policy fails to be located in a local cache managed by the 
policy module. 

25. The computer program product of claim 22 wherein, 
prior to receiving the request, the information handling sys 
temperforms further actions comprising: 

retrieving, by the policy module, a deprecated policy from 
a local cache managed by the policy module; 

encapsulating the data with a deprecated physical path 
translation that corresponds to the deprecated policy; 

sending the encapsulated data to the second virtual 
machine through a destination policy module: 

receiving, at the policy module, a message from the desti 
nation policy module that the deprecated policy is 
invalid; and 

sending, by the policy module, the request for the policy to 
the first policy server in response to receiving the mes 
Sage from the destination policy module that the depre 
cated policy is invalid. 
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